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 In paragraph 2 of resolution 2569 (2021), the Security Council requested the 

Panel of Experts established pursuant to resolution 1874 (2009) to provide a final 

report to the Council with its findings and recommendations. Accordingly, the 

President hereby circulates the report received from the Panel of Experts (see annex).  
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Annex 
 

  Letter dated 25 February 2022 from the Panel of Experts 

established pursuant to resolution 1874 (2009) addressed to the 

President of the Security Council  
 

 

 The Panel of Experts established pursuant to Security Council resolution 1874 

(2009) has the honour to transmit herewith, in accordance with paragraph 2 of Council 

resolution 2569 (2021), the final report on its work.  

 The report was provided to the Security Council Committee established 

pursuant to resolution 1718 (2006) on 4 February 2022 and was considered by the 

Committee on 23 February 2022.  

 The Panel would appreciate it if the present letter and the report were brought 

to the attention of the members of the Security Council and issued as a document of 

the Council.   

 

 

Panel of Experts established pursuant to 

Security Council resolution 1874 (2009) 
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Enclosure 
 

  Letter dated 4 February 2022 from the Panel of Experts 

established pursuant to resolution 1874 (2009) addressed to the 

Chair of the Security Council Committee established pursuant to 

resolution 1718 (2006) 
 

 

 Further to the technical review by the Secretariat, requested by Member States 

and conducted following the Panel’s completion, by consensus, of its report on 

28 January, the Panel of Experts established pursuant to Security Council resolution 

1874 (2009) has the honour to transmit herewith, in accordance with paragraph 2 of 

Council resolution 2569 (2021), the final report on its work.  

 The Panel would appreciate it if the present letter and the report were brought 

to the attention of the members of the Security Council Committee established 

pursuant to resolution 1718 (2006). 

 

 

Panel of Experts established pursuant to 

Security Council resolution 1874 (2009) 
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 Summary 

 During the reporting period, the Democratic People’s Republic of Korea 

continued to maintain and develop its nuclear and ballistic missile programmes in 

violation of Security Council resolutions. Although no nuclear tests or launches of 

intercontinental ballistic missiles were reported, the Democratic People’s Republic of 

Korea continued to develop its capability for production of nuclear fissile materials. 

There was a marked acceleration of the testing and demonstration of new short - and 

possibly medium-range missiles incorporating both ballistic and guidance 

technologies and using both solid and liquid propellants, which continues as at the 

end of January 2022. New technologies tested included a possible hypersonic gliding 

warhead and a manoeuvrable re-entry vehicle. The Democratic People’s Republic of 

Korea demonstrated increased capabilities for rapid deployment, wide mobility 

(including at sea) and improved resilience of its missile forces. Maintenance and 

development of the nuclear and ballistic missile infrastructure of the Democratic 

People’s Republic of Korea continued, and the country continued to seek material, 

technology and know-how for these programmes overseas, including through cyber 

means and joint scientific research. 

 The strict blockade of the Democratic People’s Republic of Korea in response 

to the coronavirus disease (COVID-19) has continued. The reporting period has seen 

historically low levels of goods and people entering and leaving the country; and licit 

and illicit trade, including in luxury goods, has largely ceased, although cross-border 

rail traffic reopened in early 2022. Where trade was observed, differing interpretations 

by Member States of the provisions of the sanctions regime and erroneous use of 

country codes continued to affect monitoring of the very low trade statistics. 

 Although maritime exports of coal from the Democratic People’s Republic of 

Korea increased in the second half of 2021, they were still at relatively low levels. 

The quantity of illicit imports of refined petroleum increased sharply in the same 

period, but at a much lower level than in previous years. Direct delivery by 

non-Democratic People’s Republic of Korea tankers to the Democratic People’s 

Republic of Korea ceased, probably in response to COVID-19 measures: instead, only 

tankers of the Democratic People’s Republic of Korea delivered oil, a marked change 

of methodology. Sophisticated evasion of maritime sanctions continued, facilitated 

by deliberately obfuscated financial and ownership networks. Although the 

Democratic People’s Republic of Korea-flagged merchant fleet continued to grow, 

fewer foreign fishing vessels were observed in the country’s waters.  

 There remain some nationals of the Democratic People’s Republic of Korea 

earning revenue overseas, and the COVID-19 blockade prevented their direct 

repatriation. Cyberattacks, in particular on cryptocurrency assets, remain an 

important revenue source for the Government of the Democratic People’s Republic 

of Korea. 

 The humanitarian situation in the Democratic People’s Republic of Korea 

continues to worsen, with the COVID-19 blockade probably the most important factor 

in that decline. The almost complete lack of information from the Democratic 

People’s Republic of Korea means that the longer-term and unintended humanitarian 

consequences of United Nations sanctions affecting the civilian population continue 

to be difficult to disaggregate from other factors. The Panel repeated its survey of 

humanitarian organizations, some of which successfully provided aid to the 

Democratic People’s Republic of Korea in 2021. The present report includes a 

summary of their responses. 
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 The report contains 30 recommendations to the Security Council, the Security 

Council Committee established pursuant to resolution 1718 (2006) and Member 

States (see annex 93). The Panel of Experts continues to be grateful to those Member 

States that constructively support the Panel in its mandate, although patchy 

engagement by some Member States, entities and individuals has yet to improve.  
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 I. Introduction 
 

 

1. In paragraph 2 of resolution 2569 (2021), the Security Council requested the 

Panel of Experts established pursuant to resolution 1874 (2009) to provide to the 

Security Council Committee established pursuant to resolution 1718 (2006) a final 

report with findings and recommendations. The present report covers the period from 

4 August 2021 to 28 January 2022. The Democratic People’s Republic of Korea has 

continued its restrictive measures, including border controls in response to the ongoing 

coronavirus disease (COVID-19) pandemic, during the reporting period, but in January 

2022 limited opening of cross-border transportation was observed (see annex 1). 

 

 

 II. Recent activities related to the nuclear and ballistic 
missile programmes 
 

 

  Nuclear 
 

2. The Panel continued to monitor the nuclear programme of the Democratic 

People’s Republic of Korea. Although there was no reported nuclear test during the 

reporting period, renovation and construction activities at nuclear-related facilities are 

under way across the country, and there are indications consistent with the operation of 

the Yongbyon 5 MW(e) reactor and of activities of the Pyongsan mine and 

concentration plant. The Panel notes that this continuous activity and the development 

of nuclear facilities appear to be in line with the strategic goals of the Government of 

the Democratic People’s Republic of Korea for its nuclear programme, announced at 

the Eighth Congress of the Workers’ Party of Korea in January 2021 (see annex 2).  

 

  Yongbyon site 
 

3. A Member State assessed that the work on the external construction of the light 

water reactor has been completed, while internal work is still in progress. Satellite 

imagery analysed by the Panel from August to September 2021 shows intensive 

construction of a building under way in the area south of the light water reactor (see 

annex 3). The building is outside the current perimeter of the Yongbyon reactors area 

(see figure I) and may therefore not be of critical importance. 

4. In July 2021, a Member State detected indications of the resumed operation of 

the 5 MW(e) reactor at the Yongbyon experimental nuclear power plant site. Based 

on the Panel’s satellite imagery analysis (see annex 4), intermittent discharge of 

cooling water from the reactor has been observed since July. A steam plume from the 

reactor’s hall was observed at the end of November, and thermal imagery from 

September to November indicated the operation of the reactor.1 The Panel has not 

independently corroborated this observation.  

5. Satellite imagery showed partial removal of the roof of one of the 50 MW(e) 

reactor buildings from May to September 2021. A think tank 2  assessed that the 

building was originally designed to contain a spent fuel storage pond. Satellite 

imagery from June and September 2021 corroborates this assessment, as well as 

showing construction and excavations in adjacent areas. The reactor complex was 

never completed and it was previously believed to be abandoned (see annex 5).  

__________________ 

 1  See www.38north.org/2021/11/north-koreas-yongbyon-nuclear-complex-further-evidence-of-5-mwe-

reactor-operations and https://beyondparallel.csis.org/thermal-imagery-analysis-of-yongbyon.  

 2  See www.38north.org/2021/09/dismantlement-of-spent-fuel-storage-building-at-yongbyons-50-

mwe-reactor.  

https://undocs.org/en/S/RES/2569(2021)
https://undocs.org/en/S/RES/1874(2009)
https://undocs.org/en/S/RES/1718(2006)
http://www.38north.org/2021/11/north-koreas-yongbyon-nuclear-complex-further-evidence-of-5-mwe-reactor-operations
http://www.38north.org/2021/11/north-koreas-yongbyon-nuclear-complex-further-evidence-of-5-mwe-reactor-operations
https://beyondparallel.csis.org/thermal-imagery-analysis-of-yongbyon
http://www.38north.org/2021/09/dismantlement-of-spent-fuel-storage-building-at-yongbyons-50-mwe-reactor
http://www.38north.org/2021/09/dismantlement-of-spent-fuel-storage-building-at-yongbyons-50-mwe-reactor
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6. No significant activity has been observed at either the radiochemical laboratory or 

the thermal plant since the Panel’s previous report. 3  The Director General of the 

International Atomic Energy Agency mentioned on 24 November 2021 the absence of 

indications of the operation of the laboratory since early July 2021 (see annex 6). A 

Member State assessed that the Democratic People’s Republic of Korea may have 

reprocessed spent fuel rods, although the Panel has been unable to verify this assessment.  

7. Since September 2021, the possible removal of the cooling devices4 from the 

Yongbyon centrifuge enrichment facility has been detected and new construction 

activity adjacent to the facility observed. Plumes of steam at the uranium dioxide 

production building were occasionally observed from March to September. Continued 

activity at the uranium dioxide production building indicates that the Democratic 

People’s Republic of Korea is likely to continue its production of nuclear fissile 

materials (see annex 7). 

8. Satellite imagery indicates that new construction activity is under way at the 

pilot fuel fabrication plant, which was used in the 1980s as the original fuel 

fabrication facility for the 5 MW(e) reactor (see annex 8). 5 

 

  Pyongsan uranium mine and concentration plant 
 

9. The Panel’s satellite imagery analysis shows new construction at a building, the 

installation of a conveyor at one of the mineshafts and regular railcar activity at the 

plant. The Panel observed continuous expansion of solid waste in the tailings pond. 

These activities indicate that the mine and the plant are operational (see annex 9). 

 

  Punggye-ri test site 
 

10. The Panel has not observed indications of the site being in operation.  

 

  Other sites 
 

11. The Panel continues to monitor activities in the vicinity of Kangson, 6  a 

suspected clandestine uranium enrichment facility, including continuous vehicular 

activity at the site and new construction activities near the main building since July 

2021. The purpose of the construction work remains unclear (see annex 10).  

12. The Panel continues to monitor the Yongdoktong area, which is believed to be 

involved in the nuclear weaponization programme of the Democratic People’s 

Republic of Korea, including as a nuclear weapons storage facility. 7  The Panel 

observed the activity of several vehicles near the entrance of tunnels. The Panel has 

also corroborated external information indicating the possible existence of storage for 

explosives in the area (see annex 11).  

 

__________________ 

 3  S/2021/777, para. 5 and annex 5. 

 4  S/2021/211, para. 3 and annex 2. 

 5  International Atomic Energy Agency, document GOV/2011/53-GC(55)/24, para. 29. 

 6  S/2021/777, para. 9 and annex 10. 

 7  Ibid., para. 10 and annex 11.  

https://undocs.org/en/S/2021/777
https://undocs.org/en/S/2021/211
https://undocs.org/en/S/2021/777
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  Figure I 

  Construction and renovation activities in Yongbyon  

Location area limits at north-west (39°48′22″N 125°44′25″E) and south-east (39°45′57″N 125°46′08″E) 
 

 

 

Source: Planet Labs, 6 November 2021.  
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  Intangible transfer of technology and activities of universities of the 

Democratic People’s Republic of Korea 
 

13. The Panel has continued its investigation of the intangible transfer of technology 

involving scientists of the Democratic People’s Republic of Korea in particular fields 

of activity covered by paragraph 11 of Security Council resolution 2321 (2016). The 

Panel notes that advanced academic study in several fields (see S/2021/777, para. 11) 

could be related to nuclear weapons development, ballistic missile design and the 

possible development of other weapons of mass destruction. The Panel is also 

concerned that students or academics of the Democratic People’s Republic of Korea 

could collect sensitive proliferation-related information through access to scientific 

databases and communities. In this respect, the Panel has identified 16 studies that 

were jointly published between 2017 and 2019 by institutions of the Democratic 

People’s Republic of Korea and a number of Chinese universities in which specific 

scientists of the Democratic People’s Republic of Korea were involved (see annex 12). 

Open-source information suggests that at least the following seven scientists of the 

Democratic People’s Republic of Korea are concurrently affiliated with universities in 

both the Democratic People’s Republic of Korea and China: Kim Myonghak, 8  Ri 

Kwang,9 Ju Jong-Min,10 Pak Sung-Nam, Kim Myong Chol, Kang Kwang-song11 and 

Choe Jongchol. The Panel wrote to China to clarify the nature of the joint studies and 

their current status. China replied that, “according to the investigation, there are no 

prohibited academic exchanges or scientific collaborations between Chinese 

universities and the DPRK side” (see annex 13). Investigations into a number of other 

joint scientific papers continue.12 

14. The Panel is investigating academic exchanges between Pyongyang University 

of Science and Technology and foreign universities and scientists who have given 

lectures on various fields at Pyongyang University of Science and Technology (see 

annexes 14–16). 

15. The Panel also requested information from Malaysia on alleged (and possibly 

historical) technical exchanges between Kim Chaek University of Technology in the 

Democratic People’s Republic of Korea and a company located in Kuala Lumpur. The 

Panel is investigating whether this company is related to Glocom (see also paras. 135–138 

and annexes 17 and 18).  

16. The Panel has yet to receive information in response to its previous enquiries 

relating to academic exchanges between Kim Chaek University of Technology, Kim Il 

Sung University and foreign academic institutes.13 

 

  Ballistic missiles 
 

17. After an apparent reduction in demonstrations of ballistic missile programme 

activity in the first eight months of 2021 (S/2021/777, para. 14), the high intensity of 

the programme has been revealed again from September 2021 to January 2022 

through a large static exhibition of all modern weapon systems of the Democratic 

People’s Republic of Korea, including all new ballistic missiles and a series of launch 

tests of a wide range of new missile systems (see figures II–XIV).  

18. This trend is consistent with the strategic dynamics of the weapons programmes 

of the Democratic People’s Republic of Korea announced by Kim Jong Un at the 

__________________ 

 8  Open Researcher and Contributor ID code 0000-0001-6619-5670. 

 9  Open Researcher and Contributor ID code 0000-0002-3687-4602. 

 10  Open Researcher and Contributor ID code 0000-0003-0500-0125. 

 11  Open Researcher and Contributor ID code 0000-0002-4907-1673. 

 12  S/2021/211, para. 13. 

 13  S/2021/777, paras. 12 and 13. 

https://undocs.org/en/S/RES/2321(2016)
https://undocs.org/en/S/2021/777
https://undocs.org/en/S/2021/777
https://undocs.org/en/S/2021/211
https://undocs.org/en/S/2021/777
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Eighth Congress of the Workers’ Party of Korea on 9 January 2021 (see annex 19). 

Five strategic military goals 14  were declared. It appears that those related to the 

development of various delivery platforms using either solid or liquid propellant 

ballistic missiles are being gradually achieved. 

19. These new developments analysed by the Panel emphasized specific operational 

and technological achievements: 

 • The capability for rapid deployment, wide mobility and increased resilience of 

the ballistic missile forces of the Democratic People’s Republic of Korea 

(demonstrated by rail-borne short-range ballistic missiles concealed in railway 

tunnels (see para. 25 and annexes 20 and 21), and also by other technologies 

demonstrated in a range of launches)  

 • The implementation of new technologies combining a liquid-propellant ballistic 

missile booster, possibly pre-fuelled in the factory, with a possibly hypersonic 

gliding warhead and manoeuvrable re-entry vehicle technology (see paras. 23 

and 24 and annexes 22 and 24)  

 • The attempt to adapt and use one of the new solid-propellant short-range 

ballistic missiles as a submarine-launched ballistic missile for deployment at 

sea (see para. 24 and annexes 23, 25 and 26)  

 

__________________ 

 14  The five strategic military goals are: (a) to continuously push ahead with the production of super-

sized nuclear warheads; (b) to raise the rate of precision good enough to strike and annihilate any 

strategic targets within a range of 15,000 kilometres with pinpoint accuracy; (c) to develop and 

introduce hypersonic gliding flight warheads; (d) to develop solid-fuel engine-propelled 

intercontinental underwater and ground ballistic rockets; and (e) to possess a nuclear-powered 

submarine and an underwater-launch nuclear strategic weapon.  
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  Figure II  

  Ballistic missile launch tests from September 2021 to January 2022 and the 

“Self-Defence 2021” arms exhibition on 12 October 2021 15 
 

 

 

Source: Korean Central News Agency and Korean Central Television from 16 September 2021 to 

18 January 2022.16 Planet Labs, 17 October 2021, 0146 UTC; 18 October 2021, 0518 UTC; 

and 20 October 2021, 0443 UTC. 
 

 

__________________ 

 15  The Democratic People’s Republic of Korea has been shown on some previous launch occasions 

to have modified or falsified photographic images, presumably for propaganda purposes.  

 16  See www.nknews.org/pro/wp-content/uploads/kcna-watch/kcna_kp_en/images/MM00289748.jpg? 

t=1649371935222; Korean Central Television, “Self-defence 2021 arms exhibition at Three 

Revolution exhibition”, 8 p.m. bulletin video, available at https://kcnawatch.org/kctv-archive/ 

61658f2826e3a; articles dated 12 January 2022, Rodong Sinmun, available at https://kcnawatch.org/ 

?t=1649723100702; and Korean Central News Agency, images dated 15–17 January 2022, available 

at https://kcnawatch.org/#gallery-1 to https://kcnawatch.org/#gallery-9. 

http://www.nknews.org/pro/wp-content/uploads/kcna-watch/kcna_kp_en/images/MM00289748.jpg?t=1649371935222
http://www.nknews.org/pro/wp-content/uploads/kcna-watch/kcna_kp_en/images/MM00289748.jpg?t=1649371935222
https://kcnawatch.org/kctv-archive/61658f2826e3a
https://kcnawatch.org/kctv-archive/61658f2826e3a
https://kcnawatch.org/?t=1649723100702
https://kcnawatch.org/?t=1649723100702
https://kcnawatch.org/#gallery-1
https://kcnawatch.org/#gallery-9
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20. In that respect, there was synergy between the “Self-Defence 2021” arms 

exhibition (see figures III–XIV and annex 20) and the launch tests until January 2022 

(see tables 1 and 2). In 2021, the railway-borne short-range ballistic missile test on 

15 September (see annex 21) was part of a resumption of dynamic testing of weapons 

systems, which began earlier on 11 and 12 September with tests of a different type of 

new missile system.17 This was followed on 28 September with the launch test of a 

new missile combining ballistic and guidance technology named “Hwasong-8” by the 

Democratic People’s Republic of Korea, which was described as a “hypersonic 

missile” (see annex 22). On 30 September, a new “anti-aircraft missile” test was 

conducted, demonstrating an improved control system, according to the Democratic 

People’s Republic of Korea, 18  and on 19 October a missile described by the 

Democratic People’s Republic of Korea as “a new type of submarine-launched 

ballistic missile” was tested at sea (see annex 23). On 5 January 2022, the launch test 

of another new missile combining ballistic and guidance technology was described 

by the Democratic People’s Republic of Korea as for a missile carrying a “hypersonic 

manoeuvrable re-entry vehicle”, and on 11 January another launch test of the same 

kind of missile, identified by Member States as a possible “hypersonic missile”, 

represented, according to one Member State, an improvement over the missiles tested 

on 28 September 2021 and 5 January 2022 (see annex 24). On 14 January 2022, 

another operational railway-borne short-range ballistic missile test was carried out. 

The missiles were similar to the KN-23 (S/2021/211, para. 20). This was followed on 

17 January 2022 by a launch test of two other short-range ballistic missiles similar to 

the KN-24 (S/2021/211, para. 20) (see annex 21).19 The views of China on the missile 

launches are contained in annex 20-3. 

__________________ 

 17  The tests on a long-range cruise missile were described by the Democratic People’s Republic of 

Korea as a “strategic weapon of great importance”. According to the Korean Central News Agency, 

“Long-range cruise missiles newly developed by Academy of Defence Science successfully test -

fired”, 13 September 2021, “the development of the long-range cruise missile, a strategic weapon 

of great significance in meeting the key target of the five-year plan for the development of the 

defence science and the weapon system set forth at the 8th Congress of the Party, has been pushed 

forward according to the scientific and reliable weapon system development proc ess for the past 

two years and, in this course, detailed tests of missile parts, scores of engine ground thrust tests, 

various flight tests, control and guidance tests, warhead power tests, etc. were conducted with 

success”. According to a Member State, the same missile seems to have been displayed at the 

“Self-Defence 2021” exhibition; the missile appears to be a subsonic cruise missile equipped with 

two wings, a turbojet engine with an air inlet and a solid propulsion gas pedal used in the initial 

firing phase; these specifications, if confirmed, would provide the Democratic People’s Republic of 

Korea with a significantly superior capacity compared with the missiles already detained, such as 

the Kumsong-3 cruise missile, and the missile would be a valuable diversification of the short-

range ballistic missiles arsenal of the Democratic People’s Republic of Korea, given its low altitude 

flight and manoeuvrability capabilities (reported distance travelled of 1,500 km and flight time of 

7,580 seconds). If this missile is considered by the Democratic People’s Republic of Korea as a 

“strategic weapon”, its possible nuclear capability would require that the nuclear weapon’s size be 

significantly reduced. Another Member State added that the missile travelled along o val and 

pattern-of-eight flight paths over the territorial land and waters of the Democratic People’s 

Republic of Korea and hit targets. The test launches showed that the technical indices, such as the 

thrust power of the newly developed turbine-blast engine, the missiles’ navigation control and their 

impact accuracy by the combined guided mode, met the requirements of the designs.  

 18  According to Voice of Korea, of the Democratic People’s Republic of Korea, “Newly -developed 

anti-air missile test-fired”, 1 October 2021, “the Academy of Defence Science announced that 

remarkable combat function of the latest anti-air missile was confirmed, which drastically 

increased the fast response, guiding accuracy and target hitting distance of the missile control 

system by introducing major new technology including the twin rudder controlling technique and 

double impulse flight motor. It said the recent test-firing is of great practical significance in the 

prospective research and development of different kinds of anti -air missile system”. 

 19  Two experts expressed the view that the nature and the technology of the projectiles launched by 

the Democratic People’s Republic of Korea mentioned in this paragraph were not fully clear.  

https://undocs.org/en/S/2021/211
https://undocs.org/en/S/2021/211
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21. In addition, the Democratic People’s Republic of Korea has continued to adapt 

its industrial production infrastructure as well as its shipyards (see annexes 25–27).20 

Although international sanctions and Member States’ controls are significantly 

reducing the procurement and proliferation possibilities of the Democratic People’s 

Republic of Korea, it continued to seek dual-use components and technology needed 

for its weapons of mass destruction programme (see paras. 26–38 and annex 28) as 

well as scientific cooperation (see para. 13 and annex 12).  

22. According to Member States, the exhibition of several new missiles per class 

type at the “Self-Defence 2021” exhibition marks the willingness of the Democratic 

People’s Republic of Korea to demonstrate its high level of commitment to sustaining 

and developing its ballistic missile programme despite the country’s severe economic 

situation. By simultaneously developing very different ballistic missile technologies, 

such as those using a liquid-propellant engine or a solid-propellant engine, various 

types of launch platforms using a large range of transporter erector launchers, rail-

based launchers or a submarine, the Democratic People’s Republic of Korea has to 

simultaneously engage different subprogrammes involving specific research and 

development and production implemented by a number of separately skilled 

engineering and technical teams. 

 

__________________ 

 20  Activity in industry and bases linked to the BM programme: Sinpo south shipyard (40°01′20″N 

128°09′47″E), February–June 2021 (annex 25); Nampo naval shipyard (38°43′08″N 

125°23′28″E), November 2020–June 2021 (annex 26); and Kusong tank factory (No. 95 factory, 

40°03′23″N 125°13′20″E) and No. 112 factory (40°04′07″N 125°11′52″ E) (annex 27).  
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  “Self-Defence 2021” arms exhibition 
 

  Figure III 

  “Self-Defence 2021” arms exhibition at the “Three Revolution Exhibition” from 

12 October 2021 

(39°04′49″N 125°45′23″E) 
 

 

 

Source: Korean Central Television,21 12 October 2021. Planet Labs, 5 September 2021, 

0210 UTC; and 1 October 2021, 0220 UTC.  
 

 

__________________ 

 21  Korean Central News Agency, “Self -defence 2021 arms exhibition at Three Revolution 

exhibition”, 8 p.m. bulletin video (39°04′49″N 125°45′23″E), available at 

https://kcnawatch.org/kctv-archive/61658f2826e3a.  

https://kcnawatch.org/kctv-archive/61658f2826e3a
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  Figure IV 

  New intercontinental ballistic missile22 at “Self-Defence 2021” exhibition 
 

 

 

Source: Korean Central Television, 12 October 2021.  
 

 

__________________ 

 22  New intercontinental ballistic missile recently called “Hwasong-17” by the Democratic People’s 

Republic of Korea media and also known as “Hwasong-16”. 
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  Figure V 

  Intercontinental ballistic missile “Hwasong-15” tested on 29 November 2017 and a 

rocket engine (possibly derived from RD-250) 
 

 

 

Source: Korean Central Television, 12 October 2021.  
 

 

23. The new so-called “hypersonic Hwasong-8 missile” was showcased at the “Self-

Defence 2021” exhibition on 11 October 2021 and was probably tested previously on 

28 September 2021 (see figure VI).  
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  Figure VI 

  New hypersonic ballistic missile “Hwasong-8”, likely tested on 28 September 2021  
 

 

 

Source: Korean Central Television, 12 October 2021; Korean Central News Agency; and Rodong 

Sinmun.23 
 

 

24. A new missile combining ballistic and guidance technology and which, according 

to the Democratic People’s Republic of Korea, delivers “the hypersonic gliding 

warhead”, was showcased at the “Self-Defence 2021” exhibition on 11 October 2021 

and likely tested on 5 January and 11 January 2022 (see figure VII, top right). This new 

liquid-fuelled medium-range ballistic missile seems to carry a manoeuvrable re-entry 

vehicle (with the orange cone in the picture); also pictured is the intermediate-range 

__________________ 

 23  Korean Central News Agency and Rodong Sinmun (English; original version at source), “Hypersonic 

missile newly developed by Academy of Defence Science test-fired”, 29 September 2022. 
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ballistic missile Hwasong-12 (KN-17 with the yellow markings, whose likely last 

launch test was on 15 September 2017), the submarine-launched ballistic missile 

Pukguksong-5, the submarine-launched ballistic missile Pukguksong-1 (KN-11, whose 

likely last launch test was on 24 August 2016) and the new short-range submarine-

launched ballistic missile (possibly tested on 19 October 2021) (see figure VII).  

 

  Figure VII  

  Intermediate-range ballistic missile Hwasong-12 (KN-17) (yellow markings); 

possible new medium-range ballistic missile with a manoeuvrable re-entry 

vehicle (orange cone); submarine-launched ballistic missile Pukguksong-5; 

submarine-launched ballistic missile Pukguksong-1 (KN-11); and a new 

short-range submarine-launched ballistic missile  
 

 

 

Source: Korean Central Television, 12 October 2021; and Korean Central News Agency. 24 
 

 

25. The new solid-propellant short-range ballistic missiles that were paraded and 

tested from 2019 to 2021 were showcased at the “Self-Defence 2021” exhibition, such 

as a new short-range ballistic missile resembling the KN-23 (“new-type tactical 

__________________ 

 24  See Korean Central News Agency, www.nknews.org/pro/wp-content/uploads/kcna-

watch/kcna_kp_en/images/MM00289748.jpg?t=1649371935222 and 

https://kcnawatch.org/?t=1649723100702.  

http://www.nknews.org/pro/wp-content/uploads/kcna-watch/kcna_kp_en/images/MM00289748.jpg?t=1649371935222
http://www.nknews.org/pro/wp-content/uploads/kcna-watch/kcna_kp_en/images/MM00289748.jpg?t=1649371935222
https://kcnawatch.org/?t=1649723100702
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guided missile”, possibly a modified and enlarged version) whose likely last launch 

test was on 25 March 2021.25 KN-23s were likely on the railway-borne missile system 

that was tested on 15 September 2021 and again on 14 January 2022. The other recent 

short-range ballistic missiles and rockets using ballistic missile technology, such as 

the KN-24 (likely operationally tested again on 17 January 2022), the KN-25 and the 

KN-09,26 were presented at the exhibition as well as a range of cruise and air defence 

missiles, which use both the solid propellant technology for their booster or engine 

and the guidance systems technology that is also used in ballistic missile technology 

(see figures VIII–XIV). 

 

  Figure VIII 

  New short-range ballistic missile resembling the KN-23 (“new-type tactical 

guided missile”), likely last test-launched on 25 March 2021  
 

 

 

Source: Korean Central Television, 12 October 2021.  
 

 

__________________ 

 25  S/2021/777, para. 16. 

 26  S/2019/691, annex 32; S/2020/151, para. 194; S/2020/840, para. 11; and S/2021/211, para. 11. 

https://undocs.org/en/S/2021/777
https://undocs.org/en/S/2019/691
https://undocs.org/en/S/2020/151
https://undocs.org/en/S/2020/840
https://undocs.org/en/S/2021/211
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  Figure IX 

  Short-range ballistic missile KN-23  
 

 

 

Source: Korean Central Television, 12 October 2021.  
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  Figure X 

  KN-24 (also “ground-to-ground ballistic missile Hwasong-11A”) and one 

sand-coloured (tan) missile, likely last test-launched on 17 January 2022  
 

 

 

Source: Korean Central Television, 12 October 2021.  
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  Figure XI 

  KN-25 (multiple-launch rocket system, 600 mm) likely last test-launched on 

29 March 2020  
 

 

 

Source: Korean Central Television, 12 October 2021.  
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  Figure XII 

  KN-09 (multiple-launch rocket system, 300 mm or 240 mm) 
 

 

 

Source: Korean Central Television, 12 October 2021.  

 

 

  Figure XIII 

  Cruise missile: anti-ship missile and long-range cruise missile tested on 

12 September 2021 
 

 

 

Source: Korean Central Television, 12 October 2021.  
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  Figure XIV 

  Air defence: surface-to-air missile tested on 30 September 2021 
 

 

 

Source: Korean Central Television, 12 October 2021.  
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Table 1 

Summary of launches of ballistic missiles or systems using ballistic missile technology and liquid fuel propellant by the Dem ocratic People’s 

Republic of Korea, 28 September 2021 to 11 January 2022  
 

 

No. 

test 

from 

2019 No. 

Date and time 

(local) Reported type Number 

Reported 

launch 

location 

Reported 

distance 

travelled 

(kilometres) 

Reported 

apogee 

(kilometres) Remark 

Korean Central News 

Agency classification 

           No. in 2021–2022 Liquid fuel ballistic missiles 

fired since 2021: 3 

      

1st 1st 28 Sep. 2021 

0640 

or 0638  

Hwasong-8 “hypersonic glide 

vehicle” disclosed at the “Self-

Defence 2021” missile 

exhibition on 11 October 2021, 

after the launch test on 

28 September (KCNA) 

– Short-range ballistic missile 

– Missile total length is around 

14.5 m for a body diameter 

of 1.4 m  

– Re-entry vehicle length is 

around 4.7 m for a rear 

diameter of around 0.9 m 

– 6-axle wheeled transporter 

erector launcher  

1 From 

north of 

Mupyong-

ni, 

Chagang 

Province, 

eastwards 

into 

waters off 

the east 

coast 

200  60  – The mention by the Democratic 

People’s Republic of Korea of a 

“missile fuel ampoule” used in 

liquid propellant ballistic 

missiles enables the missile to be 

loaded with propellant at the 

factory (KCNA) 

– The main body of the missile 

appeared to be made from a 

liquid propellant booster that 

resembled, but was shorter than, 

the single-stage intermediate-

range ballistic missile 

Hwasong-12 

– The possible hypersonic glide 

vehicle resembled an already 

existing hypersonic glide 

vehiclea it appears to be at an 

early stage of development that 

would require considerable time 

for actual deployment 

– It is known to have flown at a 

speed of around Mach 3 at that 

time 

The Academy of 

Defence Science 

conducted the 

first test fire of 

the hypersonic 

Hwasong-8 

missile from 

Toyang-ni, 

Chagang 

Province, on 

Tuesday 28 

(KCNA, 29 Sep. 

2021)b 
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No. 

test 

from 

2019 No. 

Date and time 

(local) Reported type Number 

Reported 

launch 

location 

Reported 

distance 

travelled 

(kilometres) 

Reported 

apogee 

(kilometres) Remark 

Korean Central News 

Agency classification 

          2nd 1st 5 Jan. 2022 

0810  

Short-range ballistic missile or 

medium-range ballistic missile 

– “Hypersonic glide vehicle 

warhead” disclosed at the 

“Self-Defence 2021” missile 

exhibition on 11 October 

2021, before the 5 January 

launch test (KCNA)  

– Re-entry vehicle seems to be 

a manoeuverable re-entry 

vehicle  

– 6 axle-wheeled TEL 

1 From 

Chagang 

Province, 

eastwards 

into 

waters off 

the east 

coast 

500  

(or 

more) 

50 – The shape of the warhead of the 

missiles tested on 28 September 

and on 5 January was different. It 

is judged to be one of the other 

types of missiles first unveiled in 

October 

– The main body of the missile 

appeared to be made from a 

liquid-propellant booster that 

resembled, but was shorter than, 

the single-stage intermediate-

range ballistic missile 

Hwasong-12 

– Maximum speed between Mach 3 

and 6 

Hypersonic 

gliding warhead 

(KCNA, 7 Jan. 

2022)c 

3rd 2nd 11 Jan. 2022 

0727 

Short-range ballistic missile or 

medium-range ballistic missile 

– “Hypersonic glide vehicle 

warhead” disclosed at the 

“Self-Defence 2021” missile 

exhibition on 11 October 

2021, before the 11 January 

launch test (KCNA)  

– Re-entry vehicle seems to be 

a manoeuverable re-entry 

vehicle 

– 6 axle-wheeled TEL 

1 From 

Chagang 

Province, 

eastwards 

into 

waters off 

the east 

coast 

700 

(or 

more) 

60 – The shape of the warhead of the 

missiles appears similar to that 

tested on 5 January 2022 

– The main body of the missile 

appeared to be made from a 

liquid-propellant booster that 

resembled, but was shorter than, 

the single-stage intermediate-

range ballistic missile 

Hwasong-12 

– Possible maximum speed around 

Mach 10 (around 3,400 m/s = 

12,240 km/h) 

– “The 

hypersonic 

missile weapon 

system … 600 

kilometres and 

240-kilometre 

acute circular 

… hit the 

target in the 

waters 1,000 

kilometres 

away” (KCNA, 

12 Jan. 2022)d 
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No. 

test 

from 

2019 No. 

Date and time 

(local) Reported type Number 

Reported 

launch 

location 

Reported 

distance 

travelled 

(kilometres) 

Reported 

apogee 

(kilometres) Remark 

Korean Central News 

Agency classification 

                  – Kim Jong Un officially attended 

the missile test with Jo Yong-

won, member of the Presidium of 

the Political Bureau (KCNA, 

12 Jan. 2022) 

 

 

Source: Member States and Panel.  

Abbreviation: KCNA, Korean Central News Agency.  

 a These hypersonic glide vehicles are a solid -propellant hypersonic missile showcased by a Member State at a military parade in 2019.  

 b Korean Central News Agency, 29 September 2021: “The navigational control and stability of the missile in the active section as well as its technical specifications, 

including the guiding manoeuvrability and the gliding flight characteristics of the detached hypersonic gliding warhead”. “Th e engine as well as of missile fuel ampoule 

that has been introduced for the first time” was “ascertained”.  

 c Korean Central News Agency, 7 January 2022: “The missile made a 120 km lateral movement from the initial launch azimuth” and “precisely hit a set target 700 km away”. 

“The test launch clearly demonstrated the control and stability of the hypersonic gliding warhead which combined the multi -stage gliding jump flight and the strong lateral 

movement” … “was overseen by the Academy of Defence Science”.  

 d According to an excerpt from the Korean Central News Agency, 12 January 2022, “the hypersonic gliding warhead was separated from t he launched missile, made a gliding 

releap from the point of 600 kilometres and 240 -kilometre acute circular flight from the initia l launch azimuth to the pinpoint to hit the target in the waters 1,000 kilometres 

away”; available at NK News/Korean Central News Agency Watch website, https://kcnawatch.org/newstream/1641940310-600724419/distinguished-feat-of-wpk-in-history-

of-leading-juche-based-defence-industry/?t=1649727166452.  

 

  

https://kcnawatch.org/newstream/1641940310-600724419/distinguished-feat-of-wpk-in-history-of-leading-juche-based-defence-industry/?t=1649727166452
https://kcnawatch.org/newstream/1641940310-600724419/distinguished-feat-of-wpk-in-history-of-leading-juche-based-defence-industry/?t=1649727166452
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Table 2 

Summary of launches of ballistic missiles or systems using ballistic missile technology and solid fuel propellant by the Democratic People’s 

Republic of Korea, 25 March 2021 to 17 January 2022a  
 

 

No. 

Test 

from 

2019 No. 

Date and 

time (local)  Reported type Number Reported launch location 

Reported 

distance 

travelled 

(kilometres) 

Reported 

apogee 

(kilometres) Remark 

Korean Central 

News Agency 

classification 

           No. in 2021–2022 Solid fuel ballistic missiles 

fired since 2019: 45 

      

18th 1st 25 Mar. 

2021 

New short-range ballistic 

missile  

2 Area of Hamju  600 60 or 

100  

See S/2021/777, table 1  

19th 2nd. 15 Sep. 

2021 

1234 and 

1239 or 

1232 and 

1237  

Short-range ballistic 

missile. It appears to be 

the previously displayed 

and tested short-range 

ballistic missile KN-23, 

tested as a railway-borne 

missile system, that was 

displayed at the “Self-

Defence 2021” missile 

exhibition on 11 October 

2021 

2 From a railcar at the 

entrance of a tunnel 

located at 39°16'31"N 

126°48'17"E in the 

Yangdok area of South 

Phyongan Province,b 

eastwards into waters 

off the east coast but 

inside the exclusive 

economic zone of 

Japan 

800 60 – New railway-borne missile 

system 

– Time between launches: 5 

minutes 

– The trajectories were the 

longest of the solid fuel ballistic 

missiles tested since 2019, with 

a “pull-up manoeuvre” detected 

– If it was the KN-23, it showed 

increased range compared with 

previous tests, probably because 

of a reduced payload 

– The use of a railway-borne 

launcher gives the Democratic 

People’s Republic of Korea a 

mode of transport for a variety 

of missiles, which it can rapidly 

deploy and launch from 

anywhere on its rail network, 

providing another option for 

concealing and launching its 

missile force 

“The Railway 

Mobile 

Missile 

Regiment”c 

(Voice of 

Korea, 

KCNA, 

19 Sept. 

2021) 

          

https://undocs.org/en/S/2021/777
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No. 

Test 

from 

2019 No. 

Date and 

time (local)  Reported type Number Reported launch location 

Reported 

distance 

travelled 

(kilometres) 

Reported 

apogee 

(kilometres) Remark 

Korean Central 

News Agency 

classification 

          20th 3rd 19 Oct. 

2021 

1017 or 

1015  

Submarine-launched 

ballistic missile. It appears 

to be a new short-range 

submarine-launched 

ballistic missile that was 

displayed at the “Self-

Defence 2021” missile 

exhibition on 11 October 

2021 

Missile length, without 

tube adaptor, is around 6.8 

m for a body diameter of 

1 m 

1 From a Gorae/Sinpo 

class submarine (or a 

submersible test stand 

barge) located in the 

area of Sinpo (South 

Hamgyong Province), 

eastwards into waters 

off the east coast 

600 or 

430 

60 or 

50 

New smaller submarine-launched 

ballistic missile 

– A pull-up manoeuvre has been 

detected but with no significant 

horizontal movement 

– Its design is smaller than the 

submarine-launched ballistic 

missile Pukguksong missile 

series and resembled those of the 

short-range ballistic missiles 

KN-23 and KN-24 as well as 

having similar flight 

characteristics. It could be fielded 

in multiple launch tubes from a 

larger Romeo class submarine of 

the Democratic People’s 

Republic of Korea that increases 

offshore strike capability 

– The missile was reportedly 

launched from an experimental 

Gorae/Sinpo-B class ballistic 

missile submarine called “8.24 

Yongung”, whose launch tube 

may have been adapted for a 

smaller submarine-launched 

ballistic missile than the 

Pukguksong type 

– However, the missile may have 

been launched from a 

submersible test stand barge 

“A new-type 

of submarine-

launched 

ballistic 

missile” 

(KCNA, 

20 Oct. 

2021)d 
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No. 

Test 

from 

2019 No. 

Date and 

time (local)  Reported type Number Reported launch location 

Reported 

distance 

travelled 

(kilometres) 

Reported 

apogee 

(kilometres) Remark 

Korean Central 

News Agency 

classification 

          21st 1st 14 Jan. 

2022 

1441 and 

1452  

Short-range ballistic 

missile. It appears to be 

the same type of KN-23 

short-range ballistic 

missile recently tested 

twice as a railway-borne 

missile system, on 

15 September 2021 and 

14 January 2022. It was 

displayed at the “Self-

Defence 2021” missile 

exhibition on 11 October 

2021. The wagon appears 

likely to be adapted from a 

freight wagone 

2 From a railcar in the 

Uiju area (possibly 

located in the 

rectangle, south-west 

corner 40°13′10″N 

124°34′02″E, north-

east corner 40°13′06″N 

124°33′57″E), north-

eastwards into waters 

off the east coast and 

impacting an 

uninhabited island 

(possible target 

location 40°38′50″N 

129°33′02″E”) 

430 or 

400 

36 or 

50 

– New railway-borne missile 

system already tested on 15 Sept. 

2021 

– Time between launches: 11 

minutes 

– Maximum speed: Mach 6 

– If it was the KN-23s, their 

trajectories were comparable in 

range and manoeuvre to previous 

tests in 2019–2020, including a 

detected “pull-up manoeuvre” 

– The use of a railway-borne 

launcher gives the Democratic 

People’s Republic of Korea a 

mode of transport for a variety of 

missiles, which it can rapidly 

deploy and launch from 

anywhere on its rail network, 

providing another option for 

concealing and launching its 

missile force 

“Firing drill 

of railway-

borne missile 

regiment”) or 

“Firing drill 

for inspection 

of Railway 

Mobile 

Missile 

Regiment” 

(KCNA, 

15 Jan. 2022) 

22nd 2nd 17 Jan. 

2022 

0849 and 

0852 or 

0850 and 

0854 

Short-range ballistic 

missile. It appears to be 

the same type of KN-24 

short-range ballistic 

missile tested on 21 March 

2020 and that was 

displayed at the “Self-

Defence 2021” missile 

exhibition on 11 October 

2021 

2 From a track 

transporter erector 

launcher located at the 

area of Pyongyang-

Sunan airport (possibly 

located at 39°15′44″N 

125°40′34″E), north-

eastwards into waters 

off the east coast and 

impacting an 

uninhabited island 

(possible target 

300 or 

380 

50 or 

42 

– Time between launches: 3 or 4 

minutes 

– Maximum speed: Mach 5 

– The fired location if confirmed 

was very close to the location of 

the Hwasong-12 launch test site 

on 29 August 2017 (S/2019/171 

and S/2019/171/Corr.1, para. 174, 

and annex 84) 

– The transporter erector launcher 

chassis may be based on the 

“Two tactical 

guided 

missiles” ... 

“to confirm 

the weapons 

system’s 

accuracy” 

(KCNA. 

18 Jan. 

2022)g 

https://undocs.org/en/S/2019/171
https://undocs.org/en/S/2019/171/Corr.1
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No. 

Test 

from 

2019 No. 

Date and 

time (local)  Reported type Number Reported launch location 

Reported 

distance 

travelled 

(kilometres) 

Reported 

apogee 

(kilometres) Remark 

Korean Central 

News Agency 

classification 

          – It was also called 

“Hwasong-11 Na” or 

Hwasong-11 B”f 

location 40°38′50″N 

129°33′02″E) 

Pokpung-ho battle tank chassis of 

the Democratic People’s 

Republic of Korea (derived from 

T62 and T72; see S/2020/151, 

annex 58.4.2) 

           

Source: Member States and Panel.  

Abbreviation: KCNA, Korean Central News Agency.  

 a S/2021/777, table 1; and S/2020/840, table 1. 

 b According to a Member State, the location could be 39°16'2.04"N 126°47'17"E. This assessment of the coordinates is slightly d ifferent from the Panel’s analysis of the 

Korean Central News Agency video, which gives an idea of the length of the tunnel and the curve of the track.  

 c “The Railway Mobile Missile Regiment took part in the drill with a mission to move to the central mountainous area and strike  the target area 800 kilometres away early on 

the morning of 15 September” (Voice of Korea, Korean Central News Agency, 19 September 2021).  

 d Rodong Sinmun /Academy of National Defence Science, 20 October 2021: the Democratic People’s Republic of Korea stated that it had “successfu lly” conducted test-firing 

of a new type of submarine-launched ballistic missile. “The new submarine-launched ballistic missile … will greatly contribute to our country’s defence technology 

advancement and the navy’s underwater operational capabilities”. Korean Cent ral News Agency, 20 October 2021: “The Academy of National Defence Science conducted 

the test launch from ‘8.24 Yongung’ where its first submarine-launched ballistic missile was successfully launched five years ago to demonstrate the military muscle of the  

Democratic People’s Republic of Korea”. “It clarified that the new -type submarine-launched ballistic missile, into which lots of advanced control guidance technologies 

including flank mobility and gliding skip mobility are introduced, will greatly contrib ute to putting the defence technology of the country on a high level and to enhancing 

the underwater operational capability of our navy”.  

 e See annex 21. 

 f NK News, “North Korea says it successfully launched ‘tactical guided missiles’ on Monday”, 18 Janu ary 2022. 

 g Korean Central News Agency, “The Academy of Defence Science confirmed the accuracy, security and efficiency of the operation of the weapon system under production”, 

18 January 2022. 

 

 

 

https://undocs.org/en/S/2020/151
https://undocs.org/en/S/2021/777
https://undocs.org/en/S/2020/840
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  Procurement of illicit weapons of mass destruction-related choke-point commodities 
 

  O Yong Ho 
 

26. According to a Member State, O Yong Ho, 27  currently based in Moscow as a 

diplomat of the Democratic People’s Republic of Korea,28 is involved in procuring items 

connected to the ballistic missile programme of the Democratic People’s Republic of 

Korea through his support to the United Nations-designated Second Academy of Natural 

Sciences (also known as the Academy of National Defence Science).29 

27. According to the Member State, from 2016 to 2020, despite the reported 

“disruption” by the Russian Federation of similar purchase attempts, O attempted and 

sometimes succeeded in purchasing Russian aramid fibre (Kevlar), equipment 

including winders used to produce aramid fibre, a Russian version of a spinning 

nozzle, four specific chemicals, stainless steel used in the production of liquid-

propellant ballistic missiles, specific steels used in the manufacture of the hull of 

ballistic missile submarines of the Democratic People’s Republic of Korea, bearings, 

instruction and technical expertise on solid-propellant production as well as 

computer-aided design drawings of a cruise missile and hot and cold isostatic presses. 

For some of these transactions, O used cover terms (see annex 28 for details, including 

O’s procurement activities and contacts).  

28. In response to the Panel’s enquiry, the Russian Federat ion replied that “the 

Russian authorities have no information about his (O Yong Ho) involvement in illegal 

operations ... The Russian customs authorities have no information regarding foreign 

trade contracts concluded by the persons named in the letter or the export from Russia 

to North Korea of goods subject to international sanctions listed in the letter” (see 

annexes 28 and 29). 

 

  Kim Jong Dok 
 

29. The Panel continued its investigation30 into other procurement activities that may 

be related to the nuclear and ballistic missile programme of the Democratic People’s 

Republic of Korea. The Panel has reported that Korea Machinery General Trading, 

represented by Kim Jong Dok, regularly placed orders for sensitive industrial materials, 

including 1Cr18Ni9Ti stainless steel.31  According to a Member State, Kim Jong Dok 

placed these orders with Dandong-based Dandong Jongsan Trading32 through his main 

contact, Jon Gon Hua. 33  Several Chinese companies are said to have been involved, 

including Zibo Stirling Mechanical Equipment Co. Ltd. and Shandong Jinjian Heavy 

Mining Equipment Co. Ltd. The companies have yet to reply to the Panel (see annex 30).  

 

__________________ 

 27  Date of birth: 25 December 1961, diplomatic passport no. 108410041 (issued 13 October 2018, 

expires 13 October 2023). 

 28  According to a Member State, O is an employee of the office of the Commercial Counsellor of 

the Embassy of the Democratic People’s Republic of Korea in Moscow in charge of procurement 

of civilian production-related and consumer goods in the country. The Russian authorities have 

no information about his involvement in illegal operations.  

 29  Listed separately on the Committee’s sanctions list as KPe.018 and KPe.021, respectively.  

 30  S/2021/777, para. 22 and annex 27. 

 31  A joint advisory issued by the Government of the United States of America detailing efforts by the 

Democratic People’s Republic of Korea to procure sensitive material and  technology mentions that 

steel alloys containing titanium are likely imports for the ballistic missile programmes of the 

Democratic People’s Republic of Korea, and explicitly lists 1Cr18Ni9Ti as one such alloy. See 

https://home.treasury.gov/system/files/126/20200901_nk_ballistic_missile_advisory.pdf .  

 32  丹东鼎山贸易有限公司.  

 33  Jon Gon Hua is likely a national of the Democratic People’s Republic of Korea and Dandong 

Jongsan a front company of Korea Machinery General Trading to acquire sensitive material in 

China. He is said to be one of the directors of the company together with Li Faming.  

https://undocs.org/en/S/2021/777
https://home.treasury.gov/system/files/126/20200901_nk_ballistic_missile_advisory.pdf
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  Rim Ryong Nam 
 

30. Multiple Member States provided information to the Panel that a Shenyang-

based individual, Rim Ryong Nam,34 has been acting as a procurement representative 

for the Munitions Industry Department of the Democratic People’s Republic of Korea 

(KPe.028). Not only had he been seeking to purchase commodities known to be used 

in solid-propellant manufacture in 2018, but he successfully purchased and shipped 

several tons of aluminium powder to the Ministry of Rocket Industry of the 

Democratic People’s Republic of Korea. A few Chinese companies seem to have been 

involved, including Shandong Zhangqiu Metallic Pigment Co. Ltd. 35 and Shenyang 

Jingchengjin Import and Export Co. Ltd. (see annex 30).  

31. China replied that it “has conducted careful investigation based on the 

information provided by the Panel. We did not find any transactions of aluminium 

powder by Rim Ryong Nam within China. Nor did we find any information of the 

company registered under this person’s name. Rim currently is not within the territory 

of China”. No replies have yet been received from the companies.  

 

  Recommendation 
 

32. The Panel recommends the designation of the following individual for his 

role in and support for the prohibited programme of the Democratic People’s 

Republic of Korea: Mr. O Yong Ho,36 currently based in Moscow as a diplomat 

of the Democratic People’s Republic of Korea, is involved in procuring items 

connected to the ballistic missile programme of the Democratic People’s 

Republic of Korea through his support to the United Nations-designated Second 

Academy of Natural Sciences (also known as the Academy of National Defence 

Science).  

 

 

 III. Sectoral and maritime sanctions  
 

 

  Refined petroleum products 
 

33. In the Panel’s previous reporting, 37  very low levels were noted of refined 

petroleum product deliveries (either licit or illicit) to the Democratic People’s 

Republic of Korea in the first six months of 2021. Official declarations to the 

Committee of refined petroleum deliveries to the Democratic People’s Republic of 

Korea have remained historically low throughout the year (there have been no 

deliveries declared by the Russian Federation) and remain at only 7.67 per cent of the 

permitted annual cap volume of 500,000 barrels38,39 (see figure XV).  

 

__________________ 

 34  Rim is a national of the Democratic People’s Republic of Korea and his date of birth is 5 December 

1978. Acquired information also suggests that he is directly involved with a company called China 

Yantai Panocean Shipping Agency Co. Ltd. (烟台泛洋船务代理有限公司). 

 35  章丘市金属颜料有限公司铝粉厂. 

 36  One expert expressed the view that more evidence is needed for designation.  

 37  S/2021/777, paras. 25 and 26. 

 38  Declarations of zero deliveries of refined petroleum products are not required under Security 

Council resolution 2397 (2017), and in the past China has not, as the Russian Federation has 

continued to do throughout 2021, declared monthly deliveries of zero when no deliveries have 

been made. 

 39  Security Council resolution 2397 (2017), para. 5. 

https://undocs.org/en/S/2021/777
https://undocs.org/en/S/RES/2397(2017)
https://undocs.org/en/S/RES/2397(2017)
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  Figure XV 

  Refined petroleum deliveries to the Democratic People’s Republic of Korea 

declared to the Committee by the Russian Federation and China, 2018–2021 
 

 

 

Source: www.un.org/securitycouncil/sanctions/1718/supply-sale-or-transfer-of-all-refined-

petroleum and the Panel. 
 

 

34. In December 2021, 50 Member States submitted a report (see annex 31) to the 

Committee stating that the cap on refined petroleum products had been breached in 

the second half of 2021. The report contained images of 18 unreported deliveries of 

refined petroleum products by tankers of the Democratic People’s Republic of Korea 

to the country’s ports in the period. These vessels, if 90 per cent laden, were assessed 

to have delivered 323,865 barrels of illicit imports. There were 11 images of 

Democratic People’s Republic of Korea-flagged vessels waiting to discharge their 

cargo as at 30 September 2021, representing another 202,102 barrels, if they were 

90 per cent laden. Combined, these volumes would represent 525,967 barrels of illicit 

imports, a breach of the cap. Two Committee members disagreed with the findings of 

the report (see annex 32), citing a lack of solid evidence and insufficient facts, in 

particular regarding the methodology of delivery (ship-to-ship transfer in the 

exclusive economic zone of the Democratic People’s Republic of Korea) and the 

amount of refined oil estimated to be carried by each vessel.  

35. In an attempt to identify the vessels used to transport officially declared 

deliveries of refined petroleum products, the Panel wrote to China requesting the 

names, ownership and management details of the vessels involved in licit deliveries, 

as well as the ports and dates of loading and delivery.40 China responded:  

 After the Security Council adopted resolution 2397, the Chinese side published 

notifications immediately, setting up regulations on exporting refined petroleum 

products to the Democratic People’s Republic of Korea, and ensuring the 

activities of Chinese enterprises and individuals are consistent with resolutions. 

China has been notifying the 1718 Committee of the amount of China’s exports 

of refined petroleum products to the Democratic People’s Republic of Korea. 

The overwhelming majority of China’s exports of refined petroleum products to 

the Democratic People’s Republic of Korea are products such as lubricating oil 

and asphalt, rather than fuel products such as petrol, diesel and kerosene. The 

total amount has always been kept at an extremely low level. 

__________________ 

 40  In paragraph 5 (a) of its resolution 2397 (2017), the Security Council established the 500,000 

barrel cap, provided that the Member State notifies the Committee every 30 days of the amount 

of such supply, sale or transfer to the Democratic People’s Republic of Korea of refined 

petroleum products along with information about all the parties to the  transaction. 

http://www.un.org/securitycouncil/sanctions/1718/supply-sale-or-transfer-of-all-refined-petroleum
http://www.un.org/securitycouncil/sanctions/1718/supply-sale-or-transfer-of-all-refined-petroleum
https://undocs.org/en/S/RES/2397(2017)
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36. The Panel continually monitors the imports to the Democratic People’s Republic 

of Korea of refined petroleum products in contravention of the sanctions regime (see 

paras. 38–41). There is some logic in the idea of vessels of the Democratic People’s 

Republic of Korea maximizing illicit deliveries to offset the time spent in offshore  

quarantine, but the Panel assesses that an average laden figure of 90 per cent for each 

vessel may be high. The Panel notes, however, that the report from the 50 Member 

States measured deliveries only until the end of September 2021. 41 

37. The Panel notes that the estimated illicit deliveries in the report by 50 Member 

States were at an extremely low level in 2021 in comparison with similarly evidenced 

estimates by groups of Member States from previous years (see figure XVI).  

 

  Figure XVI42 

  Estimated illicit refined petroleum deliveries to the Democratic People’s 

Republic of Korea, 2018–2021, if tankers observed by Member States were 

laden at 90 per cent, 50 per cent and 30 per cent (barrels)  
 

 

 

Source: Member States and the Panel.  
 

 

  Nampo oil terminal  
 

38. Owing to the COVID-19 mitigation measures of the Democratic People’s 

Republic of Korea, the country has imported substantially less oil in 2021 compared 

with previous years. Since March 2021, the Democratic People’s Republic of Korea 

resumed conducting ship-to-ship transfers and unreported deliveries of refined 

petroleum at its ports.43 

39. Unreported petroleum imports accelerated in the second half of 2021. For 

instance, the Vifine, 44  now Democratic People’s Republic of Korea-flagged and 

sailing as the Un Hung (International Maritime Organization (IMO) No. 9045962), 

delivered oil at Nampo in June and did so again three months later (see figure XVII). 

In October, the auxiliary oil terminal at Nampo was also used (see figure XVIII). 

__________________ 

 41  A think tank has separately concluded that the cap was breached in September 2021. See 

https://rusi.org/explore-our-research/publications/commentary/north-koreas-oil-terminals-come-

back-life-imports-breach-unsc-cap. The think tank has subsequently collected data suggesting 

that the trajectory of refined petroleum deliveries to ports of the Democrat ic People’s Republic 

of Korea continued until the end of 2021, and that the cap would have been breached for the year 

even if vessels were only about 60 per cent laden. This unpublished material is still under review 

by the Panel. 

 42  S/2019/171 and S/2019/171/Corr.1, annex 2; S/2020/151, annex 1; and S/2021/211, figure VIa. 

 43  Security Council resolution 2397 (2017), para. 5. 

 44  S/2020/151, paras. 18, 19 and 32. 

https://rusi.org/explore-our-research/publications/commentary/north-koreas-oil-terminals-come-back-life-imports-breach-unsc-cap
https://rusi.org/explore-our-research/publications/commentary/north-koreas-oil-terminals-come-back-life-imports-breach-unsc-cap
https://undocs.org/en/S/2019/171
https://undocs.org/en/S/2019/171/Corr.1
https://undocs.org/en/S/2020/151
https://undocs.org/en/S/2021/211
https://undocs.org/en/S/RES/2397(2017)
https://undocs.org/en/S/2020/151
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Other unreported refined petroleum deliveries at various ports of the Democratic 

People’s Republic of Korea are listed in annex 33.  

 

  Figure XVII 

  The Un Hung at Nampo, 21 June and 21 September 2021 
 

 

 

Source: (left) Maxar Technologies, annotated by the Panel; (right) Member State.  
 

 

  Figure XVIII 

  Tankers of the Democratic People’s Republic of Korea at the auxiliary (left) and existing 

(right) Nampo oil terminal, 18 October 2021  
 

 

 

Source: Maxar Technologies, annotated by the Panel.  
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  Korea Bay as ship-to-ship transfer area 
 

40. The border closures of the Democratic People’s Republic of Korea altered the 

country’s maritime trading pattern in other ways. Vessels continued to quarantine for 

lengthy periods outside the West Sea barrage area and other ports. Direct delivery45 

and other non-Democratic People’s Republic of Korea-flagged tankers conducted 

petroleum transfers with vessels of the Democratic People’s Republic of Korea within 

the country’s exclusive economic zone and elsewhere,  instead of delivering at the 

country’s ports as they had before the pandemic. For instance, the Diamond 8 (IMO 

No. 9132612), which had frequently delivered at ports of the Democratic People’s 

Republic of Korea 46  since 2019, was observed in August 2021 in the country’s 

exclusive economic zone with the designated Chon Ma San (IMO No. 8660313) (see 

figure XIX). The Diamond 8 was last reported by the Panel in Chinese territorial 

waters in May 202147  transmitting on falsified identifiers. The Chon Ma San was 

observed outside the Nampo lock gate by mid-August 2021 (see figure XX), awaiting 

discharge of its cargo, and was moored at Nampo port by 16 September 2021.  

 

  Figure XIX  

  The Diamond 8 and the Chon Ma San, 8 August 2021  
 

 

 

Source: Planet Labs, annotated by the Panel.  
 

 

__________________ 

 45  The Panel uses the term “direct delivery” to describe non-Democratic People’s Republic of 

Korea vessels that have repeatedly delivered refined petroleum at ports of the Democratic 

People’s Republic of Korea in the past. These vessels had delivered their illicit oil cargo on 

multiple occasions and have been proposed for designation. See Panel reports since 2020.  

 46  S/2020/151, S/202/840, S/2021/211 and S/2021/777. 

 47  S/2021/777, paras. 44–47 and 50, and annexes 30a and 33a.  

https://undocs.org/en/S/2020/151
https://undocs.org/en/S/202/840
https://undocs.org/en/S/2021/211
https://undocs.org/en/S/2021/777
https://undocs.org/en/S/2021/777
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  Figure XX  

  The Chon Ma San with other vessels of the Democratic People’s Republic of 

Korea, West Sea barrage anchorage, 16 August 2021 
 

 

 

Source: Maxar Technologies, annotated by the Panel.  
 

 

41. The example of the Diamond 8 is not an isolated case. In April 2021, other direct 

delivery vessels were observed on satellite imagery in or near the exclusive economic 

zone of the Democratic People’s Republic of Korea,48 making this another area of interest 

to monitor for possible future illicit transfers (see figure XXI; see also annex 34). 49 

 

  Figure XXI  

  Democratic People’s Republic of Korea-linked vessels, Korea Bay, 24 April 2021 
 

 

 

Source: Maxar Technologies, annotated by the Panel.  

__________________ 

 48  The stateless vessels Xing Ming Yang 888 (International Maritime Organization (IMO) 

No. 8410847), Subblic (IMO No. 8126082), Hokong (IMO No. 9006758), New Konk (IMO 

No. 9036387) and Unica (IMO No. 8514306), which have been recommended by the Panel for 

designation, were observed in and around the exclusive economic zone of the Democratic 

People’s Republic of Korea in 2021.  

 49  S/2021/777, para. 57 and figure VII.  

https://undocs.org/en/S/2021/777
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  Patterns of behaviour of suspect vessels 
 

42. Direct delivery vessels and other suspect vessels have exhibited similar patterns 

of behaviour involving: laundered vessel identities; shipyard(s) visited; waters 

frequented; and illicit ship-to-ship transfers with vessels of interest that themselves 

have sought to obfuscate their identities. These vessels also often share associated links 

through ship management, ownership50 and/or third-party service providers, including 

shared corporate secretarial service entities. These entities and individuals are 

incorporated in third countries, many with a physical address in Asia. The pattern of 

behaviour of the stateless tanker New Konk (IMO No. 9036387) and related vessels of 

interest is an example for due diligence and compliance purposes. Another example, 

that of the direct delivery vessel Unica (IMO No. 8514306), is cited in annex 35.  

 

  Vessel identity laundering 
 

  Laundered digital profiles used by direct delivery vessels 
 

43. In its previous reporting, the Panel identified sophisticated and elaborate 

techniques used to provide laundered identities for direct delivery vessels delivering 

refined petroleum to the Democratic People’s Republic of Korea or its vessels.51 This is 

in contrast with the simpler form of digital tampering or spoofing of a vessel’s automatic 

identification system (AIS) profile that can usually be detected on maritime databases.52 

44. As these vacated AIS profiles are no longer attached to an actual physical ship, 

more than one vessel can utilize the digital profiles. Table 3 lists the vacated 

identifiers investigated by the Panel that have been used by stateless direct delivery 

vessels (see also annex 36).  

 

  Table 3a 

  Direct delivery vessels occasionally transmitting on fraudulent identifiers  
 

 

Name IMO No. Transmitting as 

Maritime Mobile Service Identity 

(MMSI) No. 

Last port State 

control inspected 

     New Konk 9036387 M0uson 

F. Lonline 

511444000 

312162000 

July 2018 

Subblic 8126082 Hai Zhou 168 667001397 May 2004 

Unicab 8514306 Liton 

Haishun 2 

457106000 

457400047 

No data 

 

Source: Panel. 

 a The table is not exhaustive and represents what has been presented in the Panel’s reports. 

 b See annex 37. 
 

 

  New Konk as F. Lonline 
 

45. The Panel previously reported on the New Konk as a feeder tanker that 

conducted a ship-to-ship transfer with the Vifine (now known as the Democratic 

People’s Republic of Korea-flagged Un Hung) (IMO No. 9045962),53 with the latter 

__________________ 

 50  Unless otherwise stated, ownership refers to a vessel’s registered owner listed with IMO.  

 51  S/2021/211, paras. 31–36 and annex 22; and S/2021/777, paras. 28–41 and annexes 28 and 29. 

 52  In essence, vessel identity tampering differs from identity laundering, with the latter exhibiting 

significant levels of sophistication, effort and coordination to create fraudulent shell identities in 

order to maintain a clean profile for a “dirty ship”. See Unmasked: Vessel Identity Laundering 

and North-Korea’s Maritime Sanctions Evasion  (C4ADS, 2021). 

 53  S/2020/151, paras. 18 and 32 and annex 8.  

https://undocs.org/en/S/2021/211
https://undocs.org/en/S/2021/777
https://undocs.org/en/S/2020/151
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then delivering refined petroleum to the Democratic People’s Republic of Korea. The 

Panel identified shared ownership, management and corporate regist ry associations 

between the two vessels, 54  indicating similar entities linked to sanctions-related 

activity (see annex 38). The New Konk itself subsequently began delivering illicit 

cargo directly to Nampo on a repeated basis, 55 and was recommended by the Panel 

for designation. To continue its illicit deliveries, the vessel then adopted different 

laundered vessel identifiers, occasionally sailing in 2020 as the M0uson56 and more 

recently as the F. Lonline (see paras. 59–63). 

46. Ongoing investigations into the F. Lonline suggest another case of complex vessel 

identity laundering involving the former Thailand-flagged Smooth Sea 3 (IMO 

No. 8303616), which resulted in the creation of a fraudulent digital identity – the 

F. Lonline – used by suspect vessels such as the New Konk to swap into. This case of 

identity laundering also involved the same entities and shipyards/dockyards as those 

previously investigated by the Panel for laundering the identities (see annex 39a for 

details).  

 

  Use of shipyards to facilitate sanctions evasion activities 
 

47. To further enhance its disguise following its identity launder, the New Konk was 

observed docked during the first half of 2021 at a shipyard owned by Fujian Yihe 

Shipbuilding Industry Co. Ltd./福建省易和船舶重工有限责任公司  (see figure XXII) and 

painted a different colour.  

 

  Figure XXII  

  The New Konk as the F. Lonline being repainted at Fujian Yihe, March–April 2021 
 

 

 

Source: C4ADS; Planet Labs; and Airbus DS.  
 

 

48. A visual analysis of the New Konk and the alleged Belize-flagged F. Lonline 

(MMSI No. 312162000) shows both vessels to be the same ship (see figure XXIII). 

Such action served to enable the New Konk to continue to sail, trade and violate 

sanctions, thereby facilitating sanctions evasion.  

 

__________________ 

 54  Ibid., paras. 10–27 and 32. 

 55  S/2020/840, paras. 27 and 28. 

 56  S/2021/211, paras. 3–36 and annex 22. 

https://undocs.org/en/S/2020/840
https://undocs.org/en/S/2021/211
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  Figure XXIII 

  Comparison of the New Konk and the F. Lonline, 2020  
 

 

 

Source: Member State. 
 

 

49. Direct delivery and other suspect vessels have been shown to use three shipyards 

along the Baima River in Fujian Province, China, for repair and refitting dating back 

several years.57 These shipyards are located near Sansha Bay and Dongyin Island, 

where these vessels regularly loiter.58 

50. In 2021, the New Konk returned to shipyards along the Baima River before 

sailing out to conduct ship-to-ship transfers with tankers of the Democratic People’s 

Republic of Korea. Investigations continue. Other vessels investigated by the Panel 

that also called at the Fujian Yihe shipyard included the Unica, the Rui Hong 916 

(IMO No. 9058866), the Mouson 328 (IMO No. 9021198) and the Hai Zhou 168 (IMO 

No. 8514045) (see annex 39b).  

51. The Panel wrote to the relevant Member States, shipyards, entities and 

individuals that owned, managed or are associated with the facilitation of these  

vessels. Fujian Yihe Shipping Industry Co. Ltd. has yet to respond. Additional details 

on the cases and the responses are provided in annexes 39a and 39b.  

 

  Ship-to-ship transfers 
 

  New Konk and Kum Jin Gang 3 
 

52. The New Konk departed the Fujian Yihe shipyard by 3 August 2021, transmitting 

on the MMSI No. of the suspected fraudulent Belize-flagged F. Lonline (312162000). 

The New Konk was anchored in mid-August in the Sansha Bay area, China, a location 

frequented by other direct delivery vessels. The vessel last transmitted an AIS signal 

on 21 August 2021. Approximately a month later, the New Konk conducted a ship-to-

ship transfer in the Korea Bay with the Democratic People’s Republic of Korea -

flagged Kum Jin Gang 3 (IMO No. 8791667) (see figure XXIV). 

 

__________________ 

 57  Many of the direct delivery vessels investigated by the Panel were acquired and passed on to 

possible front company networks, before calling at specific shipyards along the Baima River, 

prior to smuggling refined petroleum to the Democratic People’s Republic of Korea.  

 58  S/2021/777, para. 50 and annex 33a. 

https://undocs.org/en/S/2021/777
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  Figure XXIV  

  The New Konk and the Kum Jin Gang 3, Korea Bay, 23 September 2021 
 

 

 

Source: Member State. 
 

 

  New Konk and Hai Jun 
 

53. The New Konk obtained its oil cargo from other tankers. AIS tracking and 

satellite imagery indicated that, prior to its renovation work at the Fujian Yihe 

shipyard, the New Konk conducted a suspected ship-to-ship transfer from the then 

Cook Islands-flagged Hai Jun (IMO No. 9054896) 59  in waters south-west of 

Kaohsiung, Taiwan Province of China, on or around 19 June 2020 (see figure XXV). 

This location is associated with ship-to-ship transfers of oil for the Democratic 

People’s Republic of Korea.60 The New Konk was subsequently recorded at Songnim 

port, Democratic People’s Republic of Korea, by 2 July 2020 delivering refined 

petroleum.61 Around the time of the suspected transfer, the New Konk transmitted on 

its known fraudulent M0uson identity.  

 

  Figure XXV  

  The Hai Jun and the New Konk (transmitting as the M0uson), 19 June 2020 
 

 

 

Source: Airbus DS, annotated by the Panel.  

__________________ 

 59  Deregistered by the Cook Islands on 1 December 2021 owing to the vessel’s sale.  

 60  S/2021/777, para. 57 and figure VIII. 

 61  S/2021/211, annex 27. 

https://undocs.org/en/S/2021/777
https://undocs.org/en/S/2021/211
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  Hai Jun, Unica and Sky Venus 
 

54. The meeting with the New Konk was not the only suspect ship-to-ship transfer 

conducted by the Hai Jun. The Panel’s tracking of the Hai Jun’s activity62 since 2020 

indicated that it also met with the Unica on several occasions while the latter was 
transmitting Mongolia-associated MMSI Nos. belonging to the Liton (IMO 

No. 8346395) and the fraudulent vessel identifier Haishun 2 (see figure XXVI and 

annex 37). 

55. Maritime tracking data also showed the Hai Jun met with the Palau-flagged Sky 

Venus (IMO No. 9168257) repeatedly in 2021 (see figure XXVII). The Sky Venus is 

being investigated by the Panel for multiple ship-to-ship transfers of refined petroleum 

destined for the Democratic People’s Republic of Korea (see paras. 64–73).  

 

  Figure XXVI  

  The Unica transmitting as the Haishun 2, Dongyin Island, 18 September 2021 
 

 

 

Source: Member State. 
 

 

  Figure XXVII  

  The Sky Venus, the Hai Jun and the Unica (as the Haishun 2), 23–24 September 

2021 (left); and the Unica near the exclusive economic zone of the Democratic 

People’s Republic of Korea, 1–7 October 2021 (right) 
 

 

 

Source: Windward, annotated by the Panel.  

__________________ 

 62  Based on AIS transmissions. 
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56. The Hai Jun has been observed frequenting waters in Sansha Bay, Dongyin and 

Wuqiu Islands (see figure XXVIII), where other direct delivery and suspect vessels 

have been present (see annexes 40 and 41). In addition, the Hai Jun is suspected to 

have conducted more ship-to-ship transfers to direct delivery vessels transmitting 

under fraudulent identifiers in 2021. Investigations remain ongoing.  

57. The Panel wrote to the relevant Member States and entities involved. The Cook 

Islands confirmed that the vessel was deleted from its ship registry on 1 December 

2021 owing to the vessel’s onward sale.63 Mongolia has yet to respond. Ruicheng 

(HK) Shipping Co. Ltd., the vessel’s registered owner, responded through the ship 

registry that the Hai Jun “has not engaged in any illegal operation or had any dealings 

with all the ships involved in the Democratic People’s Republic of Korea”. It also 

stated that “in order to save operating costs, the vessel often stops supplying power 

during non-operating conditions”. The Panel notes that transmissions were dropped 

during the investigative period of interest, including in open waters. Furthermore, 

since 4 December 2020, its ship insurance has not been renewed and other ship 

certification remained overdue. Details are provided in annex 42a–e. 

 

  Figure XXVIII  

  The Hai Jun and direct delivery vessels near Wuqiu Island, 22 July 2021  
 

 

 

Source: Planet Labs, annotated by the Panel.  

Note: The Hokong has been demolished (see annex 43).  
 

 

  Physical tampering of vessel identity 
 

58. The New Konk was not the only suspect ship that sought to conceal its identity. 

The Hai Jun was also photographed employing such subterfuge, using removable 

identifiers that are against IMO regulations (see figure XXIX). Annexes 44, 45a and 

45b contain, respectively, details of evasion methods previously identified by the 

Panel, and of tankers of the Democratic People’s Republic of Korea obfuscating their 

identities.  

 

__________________ 

 63  Currently Togo-flagged with Ruicheng Shipping as the DOC (document of compliance) holder 

since December 2020. IHS Markit.  
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  Figure XXIX  

  Photograph of the Hai Jun, East China Sea, 3 October 2020 
 

 

 

Source: Member State, annotated by the Panel.  
 

 

  Facilitators 
 

  New Konk 
 

59. Third-party individuals and entities are used by the Democratic People’s Republic 

of Korea to enable suspect vessels to conduct its illicit trade. The New Konk was using a 

laundered vessel identity, the F. Lonline, when it departed the Baima River in Fujian, 

China, in August 2021. Ongoing investigations indicated that the identity of the former 

Thailand-flagged Smooth Sea 3 had been laundered, resulting in the creation of a suspected 

fraudulent identity – the F. Lonline. The Thailand-flagged Smooth Sea 30 (IMO 

No. 9892262), a reportedly newly built vessel, is suspected to be the former Smooth Sea 3. 

60. The management and ownership history of the F. Lonline is connected to other 

vessels previously investigated by the Panel that have likewise laundered their 

identity. While currently listed as owned and managed by Hong Kong-incorporated 
Brilliant Trade International since October 2019, 64  the F. Lonline was owned and 

operated by Smooth Sea Co. Ltd., sailing as the Smooth Sea 3 from June 2004 to June 

2019, before it was transferred to Rui He HK Marine Co. Ltd., 65  to sail under a 

different flag and ship name. The vessel was passed on a month later to Cheng Xin 

Shipping Ltd., reflagged under Belize and renamed the F. Lonline three months later. 

The Hong Kong-incorporated Cheng Xin Shipping Ltd.66 has been associated with the 

Panel’s investigation into the Smooth Sea 22 in a case of suspected vessel identity 

laundering.67 The New Konk, the Mouson 328 and the Hai Zhou 16868 all visited the 

Fujian Yihe shipyard and departed transmitting fraudulent new digital identities.  

__________________ 

 64  IMO Global Integrated Shipping Information System, as of January 2022.  

 65  Rui He HK Marine Co. Ltd. also historically owned and managed the Unica, another direct delivery 

vessel, before ownership was transferred to the British Virgin Islands -incorporated Prospera Pacific 

International Company Limited. Information from the IMO Global Integrated Shipping Information 

System. 

 66  This entity typically holds on to a vessel for a few months. 

 67  S/2021/777, paras. 29–37 and annex 28. 

 68  On the vessel identity laundering of the Smooth Sea 28/Hai Zhou 168/Smooth Sea 22 , Thailand 

provided the Panel with vessel dimensions. See also annex 46b.  

https://undocs.org/en/S/2021/777
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61. The Panel wrote to Thailand, the relevant flag registries, entities that own or 

operated the vessels and Fuijan Yihe.  

62. Thailand has yet to respond. In other correspondence, Thailand confirmed that 

the Thailand-registered Smooth Sea Co. Ltd. transferred ownership of the Smooth Sea 3 

to Cheng Xin Shipping Ltd. on 18 July 2019. The Panel continued to follow up with 

Cheng Xin Shipping Ltd. The company has yet to respond. 

63. See annexes 46a and 46b for additional details and responses from flag registries 

and entities. 

 

  Sky Venus and Sunward 
 

64. The Panel is investigating suspected sanctions evasion involving Cheng Chiun 

Shipping Agency Co. Ltd., 69  located in Kaohsiung, Taiwan Province of China. 

According to information from a Member State, the company operates vessels, 

including the Palau-flagged Sky Venus (IMO No. 9168257) and the then Panama-

flagged Sunward (IMO No. 8920115), that transferred oil via illicit ship-to-ship 

transfers to tankers of the Democratic People’s Republic of Korea. Cheng Chiun 

Shipping Agency Co. Ltd. used a series of shell companies to facilitate payments 

related to the ship-to-ship transfers. The Panel continues to investigate other cases 

involving the company.  

65. The Panel highlights the following evasion techniques used to allegedly procure 

and deliver illicit oil to the Democratic People’s Republic of Korea.  

 

  Use of shell companies  
 

66. Companies involved in illicit ship-to-ship transfers of refined petroleum to the 

Democratic People’s Republic of Korea use a series of shell companies to conduct 

payments for shipments allegedly destined for the Democratic People’s Republic of 

Korea. Two such companies owned by Cheng Chiun Shipping Agency Co. Ltd., the 

Seychelles-registered Ocean Energy International Corp. that owns and operates the 

Sky Venus and the Samoa-incorporated Wills International Co. Ltd. that operated the 

Sunward,70 served as aliases for Cheng Chiun Shipping, as with Everway Global Ltd.  

 

  Oil supply 
 

67. Investigations into the Sunward, the Sky Venus and various direct delivery and suspect 

vessels showed that much of the petroleum products delivered to the Democratic People’s 

Republic of Korea are sourced from oil terminals across East Asia and delivered via ship-

to-ship transfers. Sanctions breakers exploit the legitimate business of ship-to-ship 

transfers71 to smuggle oil to the Democratic People’s Republic of Korea (see annex 47). 

 

  Multi-stage oil transfers 
 

68. The Sunward and the Sky Venus were used as mother ships to load refined 

petroleum from Taichung port before allegedly delivering their cargo to tankers of the 

Democratic People’s Republic of Korea through a chain of ship-to-ship transfers on 

the occasions identified by the Panel (see figure XXX). The mother ships and their 

facilitators thereby deceptively appear one or several steps removed from the oil 

transfers to suspect vessels. The Panel previously reported on the use of smaller 

vessels favoured by the Democratic People’s Republic of Korea as intermediate 

__________________ 

 69  程群船務代理有限公司. 

 70  Ibid. 

 71  The free-on-board practice ends liability for cargo transfers from the seller to the buyer when oil 

cargo crosses the guardrails from one vessel to another during a ship -to-ship transfer. See also 

S/2019/171 and S/2019/171/Corr.1, para. 11 and annex 7. 

https://undocs.org/en/S/2019/171
https://undocs.org/en/S/2019/171/Corr.1
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vessels to receive the oil cargo, as they are more difficult to track and identify, often 

lacking IMO numbers. These vessels in turn transfer the oil to the Democratic People’s 

Republic of Korea or to Democratic People’s Republic of Korea-associated vessels.  

  Figure XXX  

  Multi-stage oil transfers destined for the Democratic People’s Republic of Korea 
 

 

 

Source: The Panel. 
 

 

69. For example, between 8 and 10 August 2021, the Sky Venus repeatedly 

transferred oil to smaller unidentified vessels 72  over consecutive days, with the 

smaller vessels in turn transferring refined petroleum to the same Democratic 

People’s Republic of Korea-flagged vessel, the Sin Phyong 5 (IMO No. 8865121) (see 

figure XXXI). The Sin Phyong 5 itself has separately been investigated by the Panel 

for its onward sale to the Democratic People’s Republic of Korea. 73  

70. A Member State has assessed that Cheng Chiun Shipping Agency Co. Ltd.  “was 

aware of the sanctions evasion activity and attempted to cover up their activities”. 

 

__________________ 

 72  Observed by a Member State.  

 73  S/2021/777, paras. 76–79 and annex 38. 

https://undocs.org/en/S/2021/777
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  Figure XXXI 

  Illicit transfers of refined petroleum 
 

 

 

Source: The Panel. 
 

 

71. Cheng Chiun Shipping Agency Co. Ltd., through a legal firm, has denied that it 

“ever transported refined petroleum product(s) to Democratic People’s Republic of 

Korea-related vessels through [its] oil tankers Sunward and Sky Venus”, and that the 

company served as purchasing agent and shipping agent for gasoil customers near 

Fujian Province, China. According to the company, a Mr. Liu from a Hong Kong-

incorporated company was the only person to whom it sold gasoil during the periods 

of interests requested by the Panel. The oil was transferred to “inland ships” and 

“fishing boats” nominated by Mr. Liu. No ship identifiers were provided to receive 

the gasoil. Cheng Chiu Shipping stated that “Mr Liu always sends his ships which 

had the signs and numbers shown on the ships covered”. These receiving ships were 

instead recognized with a Chinese yuan paper bill that they would present, whose 

serial numbers would match against those provided by Mr. Liu.  

72. The Panel continues to review the information provided by the company.  

73. Additional details on the present section are contained in annex 48. 

 

  Vessel onward sale 
 

74. The Panel has documented numerous cases where vessels ultimately acquired 

by the Democratic People’s Republic of Korea did not update ownership or 

management history. The Democratic People’s Republic of Korea exploits the 

practice of using third-party brokers and entities to obscure its presence in such 

transactions. It also utilizes front companies to complicate vessel sale scrutiny. 

Delayed or non-existent reporting, along with throw-away or erroneous email contact 

information, have been techniques actively exploited by those seeking to obfuscate 

sanctions evasion.  

75. The Panel highlights the sales of the Rui Hong 916 (IMO No. 9058866) and the 

Ri Hong (IMO No. 9162318) as examples (see annexes 49 and 50).  
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  Vessel acquisition 
 

  Su Ryong San and Ocean Sky 
 

76. The Democratic People’s Republic of Korea continued to add tankers and cargo 

vessels to its fleet in contravention of Security Council resolutions. The Panel first 

identified the newly transitioned Democratic People’s Republic of Korea-flagged Su 

Ryong San (IMO No. 9016430) based on anomalous AIS transmissions (see figure 

XXXII). The Panel also traced HongKong Great Fortune Development Co. Limited  

(香港 吉運(運) 發(發)展 有限 公司), the vessel’s last registered owner before it came under 

the fleet of the Democratic People’s Republic of Korea.74 Details and responses are 

provided in annex 51. 

77. The Hong Kong-incorporated Asia Ocean Shipping Ltd. (亞洲遠洋運輸有限公司) is 

suspected by a Member State of having facilitated the suspected transfer at sea of the 

Sierra Leone-flagged Ocean Sky (IMO No. 9125308) to the Democratic People’s 

Republic of Korea. According to maritime records, the vessel’s current owner remains 

Asia Ocean Shipping Ltd.75 The Ocean Sky, like some other tankers and cargo vessels 

that the Panel previously investigated, last transited Shidao, China, before arriving in 

the Democratic People’s Republic of Korea. Details and responses are found in 

annexes 52a and 52b. 

 

__________________ 

 74  IMO Global Integrated Shipping Information System.  

 75  As at 31 December 2021. 
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  Figure XXXII 

  Voyage of the Su Ryong San, July–September 2021 
 

 

 

Source: Windward, annotated by the Panel.  
 

 

  Fishing rights transfer 
 

78. The Panel is continuing its investigations into the sale or transfer by the 

Democratic People’s Republic of Korea of fishing rights, which is prohibited by 

paragraph 9 of Security Council resolution 2371 (2017), as further clarified by 

paragraph 6 of Council resolution 2397 (2017). According to a Member State’s 

information, the sale and/or transfer of fishing rights by the Democratic People’s 

Republic of Korea in violation of the resolutions continued in 2021. A Member State 

identified at least 428 vessels entering waters of the Democratic People’s Republic of 

Korea between April and June 2021, with some of the vessels departing from 

Shandong and Liaoning Provinces of China (see annex 53a).76 The Panel wrote to 

China requesting further information on the vessels’ identification, related entities, 

home ports and fishing activities in waters of the Democratic People’s Republic of 

Korea. China replied that “China’s fishing authority and relevant coastal provinces 

have taken measures to strengthen management and demanded the fishing companies 

and fishermen to strictly follow the requirement of Security Council resolutions” (see 

annex 53b).  

__________________ 

 76  S/2021/777, para. 82. 

https://undocs.org/en/S/RES/2371(2017)
https://undocs.org/en/S/RES/2397(2017)
https://undocs.org/en/S/2021/777
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79. The Member State observed that the volume of the fishing vessels of a third 

country moving into waters of the Democratic People’s Republic of Korea has 

substantially decreased (see table 4) and the size of the permitted fishing areas in 

waters of the Democratic People’s Republic of Korea was reduced in 2021 (see 

annex 53c). 

 

  Table 4  

  Number of third-country fishing vessels observed moving into waters of the 

Democratic People’s Republic of Korea 
 

 

 2017 2018 2019 2020 2021 

      
No. of fishing vessels 1 711 2 611 1 882 2 389 554 

Initiated date of movement each year  2 May 18 April 23 April 10 May 21 April 

 

Source: Member State. 
 

 

  Maritime exports from the Democratic People’s Republic of Korea 

  Coal exports by vessels of the Democratic People’s Republic of Korea 
 

80. From September 2020 to August 2021, a Member State assessed that the 

Democratic People’s Republic of Korea exported around 552,400 metric tons of its 

coal in at least 64 shipments to Chinese territorial waters and ports77 (see annexes 54–61). 

No coal was exported between October 2020 and January 2021 given the country’s 

COVID-19 restrictions, which included significant quarantine periods for its coal -

exporting vessels. The Panel continued to monitor vessels along the Taean River 

where coal has been loaded for export. Since April 2021, many of the vessels of the 

Democratic People’s Republic of Korea observed laden with coal departed the river 

over the ensuing months, several of which travelled repeatedly to Ningbo-Zhoushan 

waters (see figure XXXIII).  

 

__________________ 

 77  Two experts are of the view that this information needs to be further corroborated.  
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  Figure XXXIII 

  Vessels along Taean River, April and November 2021  
 

 

 

Source: Member State (top), and Maxar Technologies (bottom), annotated by the Panel.  
 

 

81. For example, the Tae Dong Gang 9 (IMO No. 8408791), which was at Taean on 

4 April 2021 (see figure XXXIV), was back by 5 November 2021 after transiting to 

Ningbo-Zhoushan waters in October. The vessel also manipulated its identifiers 

sailing as the Or and transmitted only briefly during its entire trip (see figure 

XXXIV).  
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  Figure XXXIV  

  Voyage of the Tae Dong Gang 9, October–November 2021  
 

 

 

Source: Windward, annotated by the Panel; and Member State (satellite imagery).  
 

 

82. Vessels of the Democratic People’s Republic of Korea such as the Kum Ya (IMO 

No. 9004073) also departed from other ports on the eastern coast of the Democratic 

People’s Republic of Korea to export coal (see figure XXXV). Other examples of coal 

exported to Ningbo-Zhoushan waters between the months of May and September 

2021 are provided in annex 55. 

 

  Figure XXXV  

  Kum Ya storyboard on exporting coal, April–May 2021 
 

 

 

Source: IHS Markit Sea-web, annotated by the Panel; and Member State (satellite imagery). 
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83. The Panel continued to seek the assistance of China on the recurring presence 

of multiple vessels of the Democratic People’s Republic of Korea in Ningbo-

Zhoushan waters (see figure XXXVI) to export coal through ship-to-ship transfers, 

including information on any cargo offloaded by vessels of the Democratic People’s 

Republic of Korea through ship-to-ship transfer in those waters, the receiving vessels’ 

identifiers, and entities and individuals that own, operate and procure any of the cargo 

from the vessels of the Democratic People’s Republic of Korea and the relevant 

shipping documentation and financial transactions.78 All the vessels were reported by 

a Member State to be laden with coal originating from the Democratic People’s 

Republic of Korea. Some of the vessels remained for a period of time in the Ningbo-

Zhoushan area (see annex 56).  

 

  Figure XXXVI  

  Democratic People’s Republic of Korea-flagged vessels, Ningbo-Zhoushan, China, 

5 October 2021 
 

 

 

Source: Member State. 
 

 

84. The Panel sought information from China on each of the vessels of the 

Democratic People’s Republic of Korea present in Chinese waters, the identifiers 

under which they were transmitting, any ship-to-ship transfers conducted in Chinese 

waters, their cargo offloaded, the receiving vessels’ identities along with their owners 

and operators, details of the individuals or entities that imported the coal from the 

Democratic People’s Republic of Korea, and the relevant shipping and financial 

__________________ 

 78  Pursuant to paragraph 8 of Security Council resolution 2371 (2017), paragraph 11 of resolution 

2375 (2017) and paragraphs 9 and 20 of resolution 2397 (2017). 

https://undocs.org/en/S/RES/2371(2017)
https://undocs.org/en/S/RES/2375(2017)
https://undocs.org/en/S/RES/2397(2017)
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records. The Panel requested the same information for the various other vessels in 

subsequent paragraphs on which the assistance of China was sought.  

85. China responded that “for vessels ZAI ZHOU 2, TO MYONG, SAM JIN 8, NAN 

DAE CHON, KANG HUNG and UN HA, they entered Yantai port empty-loaded, and 

left the port after loading chemical fertilizer, pesticide and other agricultural 

supplies”. For the remaining Democratic People’s Republic of Korea-flagged vessels 

shown in figure XXXVI, China had “no record of their port calls in China”. 

86. Vessels of the Democratic People’s Republic of Korea also continued to transmit 

falsified identifiers that were identified in previous reports of the Panel (see annex 57).  

The Asia Honor (IMO No. 8405220), for instance, transmitted in almost the same 

location in Ningbo-Zhoushan waters as when it first created its false AIS profile over 

a year ago (see figure XXXVII).  

 

  Figure XXXVII  

  The Asia Honor transmitting fraudulent identifiers in Chinese waters over time  
 

 

 

Source: Windward, annotated by the Panel; and Member State (inset imagery).  
 

 

87. The Panel asked China about the Asia Honor. China responded that there was 

no record of port calls in China for the Asia Honor. 

88. As at 2 October 2021, 35 vessels of the Democratic People’s Republic of Korea 

were anchored in quarantine outside the Nampo lock gate (see figure XXXVIII). A 

number of the vessels were at Ningbo-Zhoushan. Several of the vessels were featured 

in the Panel’s previous report as being at Ningbo-Zhoushan on 5 April 2021 exporting 

coal.79  

__________________ 

 79  S/2021/777, figure XII. 

https://undocs.org/en/S/2021/777
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  Figure XXXVIII  

  Vessels in quarantine, West Sea barrage, Democratic People’s Republic of Korea  
 

 

 

Source: Member State. 
 

 

89. The Panel asked China about the presence of the vessels of the Democratic 

People’s Republic of Korea shown in figure XXXVIII in 2021, including which vessels 

of the Democratic People’s Republic of Korea involved in the transportation of 

humanitarian or other cargo had also been involved in the transportation of coal 

originating from the Democratic People’s Republic of Korea and had called at Chinese 

ports. China responded that the “record of port calls in China of 35 vessels including 

MYONG SA SIM NI and JA SONG is not accessible, as no IMO information was 

provided”. The Panel notes that the IMO numbers of these specific Democratic People’s 
Republic of Korea-flagged cargo vessels are all registered with and listed on the IMO 

website. Several of the vessels were reported in previous reports of the Panel.80 

 

  Democratic People’s Republic of Korea-flagged coal-exporting vessels at Chinese ports  
 

  Democratic People’s Republic of Korea-Ningbo-Zhoushan waters-Chinese ports-

Democratic People’s Republic of Korea 
 

90. Some of the vessels that exported coal in Ningbo-Zhoushan waters then transited 

to Chinese ports elsewhere, including Longkou and Laizhou ports. These included the 

Democratic People’s Republic of Korea-flagged vessels Su Ryong San (see also 

para. 76), Pho Phyong (IMO No. 8417962), Samjin 8 (IMO No. 8810578), Kang Hung 

(IMO No. 9340257) and Un Ha (IMO No. 8310281) that transited from Ningbo-

Zhoushan waters to Longkou port; and the To Myong (formerly known as the Ri Hong) 

(IMO No. 9162318) and the Northern Luck (IMO No. 9061227) that transited from 

Ningbo-Zhoushan waters to Laizhou port (see annex 58). The Panel has previously 
__________________ 

 80  For example, the Myong Sa Sim Ni (IMO No. 9010058). as reported in S/2021/777, paras. 89–92 

and figures XIII and XIV. 

https://undocs.org/en/S/2021/777
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investigated vessels of the Democratic People’s Republic of Korea that exported coal in 

Ningbo-Zhoushan waters and imported humanitarian aid cargo at Longkou port in a 

single round trip.81 China responded that the “PHO PHYONG entered Yantai port empty-

loaded in September 2021, and left the port by loading general cargo in November 

2021”. 

 

  Democratic People’s Republic of Korea-Chinese ports-Democratic People’s Republic 

of Korea 
 

91. Some coal exports were also delivered directly to ports in China by Democratic 

People’s Republic of Korea-flagged vessels, based on a Member State’s information. 

The Panel’s AIS tracking showed that the Hung Bong 3 (IMO No. 8603286) departed 

Nampo on 26 July 2021 for Yantai port, China, where it was observed pier-side on 

2 August 2021 carrying coal. The vessel then proceeded to Longkou and was observed 

pier-side 10 days later loaded with what appears to be white-toned bagged cargo (see 

figure XXXIX) before departing. A similar case involving the Tae Phyong 2 (formerly 

known as the Ming Zhou 6) (IMO No. 8602763), a vessel that the Panel has 

investigated for exporting coal originating from the Democratic People’s Republic of 

Korea, is described in annex 59.82  

 

  Figure XXXIX  

  Vessel of the Democratic People’s Republic of Korea exporting coal and 

importing other cargo, Yantai, China, July–August 2021  
 

 

 

Source: Windward, IHS Market, Planet Labs, annotated by the Panel; inset imagery, Member State 

(top). (Bottom imagery as representative of location, not on actual date of AIS signal overlay.) 

__________________ 

 81  S/2021/777, paras. 100 and 101; and S/2021/211, paras. 58, 63 and 64. 

 82  S/2021/211, paras. 70–72; and S/2021/777, paras. 80 and 102 and annex 39. 

https://undocs.org/en/S/2021/777
https://undocs.org/en/S/2021/211
https://undocs.org/en/S/2021/211
https://undocs.org/en/S/2021/777
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92. The Panel asked China for information, including the relevant shipping 

documentation, on any banned cargo offloaded and loaded either pier-side or through 

ship-to-ship transfers at the respective Chinese ports. China responded that the Hung 

Bong 3 “entered Yantai port empty-loaded in March and July 2021 respectively, and 

left the port by loading fertilizer and other agricultural supplies in March and August 

respectively”. Investigations continue.  

 

  Supply chain networks 
 

  HongKong Great Fortune Development Co. Limited 
 

93. Further to facilitating the acquisition of the Su Ryong San, a Member State 

alleges that HongKong Great Fortune Development Co. Limited has also invested in 

several ships of the Democratic People’s Republic of Korea, including conducting 

joint maintenance and operation work; been involved in other coal imports from the 

Democratic People’s Republic of Korea to China; engaged in barter trade in the export 

of fertilizer to the Democratic People’s Republic of Korea; and sold and shipped 

banned items to the Democratic People’s Republic of Korea, including steel, fuel and 

transportation and construction-related vehicles.83 The company is registered on the 

Hong Kong Corporate Registry to Li Xiangmin (李祥民) of Liaoning Province, 

China.84 Barter trade avoids the use of the international financial system to further 

evade sanctions.  

94. Information obtained by the Panel from several sources indicated that the 

Democratic People’s Republic of Korea-based Yonggwang Furniture and Building 

Materials Corporation (영광가구건재회사) was involved in the export of 100,000 to 

200,000 tons of coal originating from the Democratic People’s Republic of Korea to 

HongKong Great Fortune Development Co. Limited. Of this amount, the Member 

State provided three examples where Democratic People’s Republic of Korea-flagged 

vessels were alleged to have transported the coal: the Jang Un (IMO No. 8822260) 

with approximately 20,000 metric tons;85 the Kum Song 7 (IMO No. 8739396) with 

approximately 5,000 metric tons; and the Ryon Hwa 3 (IMO No. 8312227) with 

approximately 6,000 metric tons. The Panel’s AIS analysis of the vessels indicated 

that the Ryon Hwa 3 was sailing in Chinese territorial waters in 2021. AIS data also 

showed that the Ryon Hwa 3 visited the Longkou port area between 18 and 27 March. 

By August, the vessel was exporting coal in Ningbo-Zhoushan waters, where the ship 

ran aground on 18 September (see figure XLa).  

 

__________________ 

 83  The Panel previously reported on construction-related vehicles exported to the Democratic 

People’s Republic of Korea (see S/2021/211, paras. 68 and 69 and annex 36). 

 84  Listed as Founding Member Director, address: 39 -3-208, Qingnian Street, Zhenxing District, 

Dandong City, Liaoning Province, China.  

 85  Reported to be valued at $88 per metric ton.  

https://undocs.org/en/S/2021/211
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  Figure XLa 

  The Ryon Hwa 3 aground, Ningbo-Zhoushan, 18 September 2021  
 

 

 

Source: (top) Member State, (bottom) Maxar Technologies and Windward.  
 

 

95. The Jang Un and the Kum Song 7 reported no AIS signal for years, and either 

travelled “dark” or spoofed other identifiers to avoid detection on maritime databases 

(see figure XLb). All three vessels have been reported by the Panel exporting coal in 

the Ningbo-Zhoushan area.86 HongKong Great Fortune Development Co. Limited has 

yet to respond.  

 

__________________ 

 86  The Jang Un has been cited in Panel reports for exporting coal from the Democratic People’s 

Republic of Korea dating back to 2018, with the Kum Song 7 and the Ryon Hwa 3 observed in 

Ningbo-Zhoushan waters since 2020.  
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  Figure XLb  

  The Kum Song 7 spoofing near Shidao, China, 26 February 2021 
 

 

 

Source: Member State. 
 

 

96. The Panel asked China for verification of the ownership of HongKong Great 

Fortune Development Co. Limited, the company’s role in coal procurement as well 

as its involvement in any activity related to the Democratic People’s Republic of 

Korea. China responded “The Chinese side has no information of Hong Kong Great 

Fortune Development Co. Ltd., at the moment” (see annex 61). 

97. In reviewing multiple datapoints, the Panel assessed that HongKong Great 

Fortune Development Co. Limited was the likely entity associated with the export of 

coal by the Democratic People’s Republic of Korea to the Chinese-flagged cargo 

vessel Qun Rong Xiang (no IMO number reported, MMSI No. 413213290) in Chinese 

waters. The Panel had previously investigated but withheld from identifying the 

Chinese ship in view of the request of China given its ongoing investigations (see 

figure XLI). 87  The Chinese vessel then delivered the coal to Qinzhou port by 23 

March 2021. Details, including additional imagery, are given in annexes 60 and 61.  

 

__________________ 

 87  S/2021/777, paras. 96–98. 

https://undocs.org/en/S/2021/777
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  Figure XLI  

  The Qun Rong Xiang in proximity of three vessels of the Democratic People’s 

Republic of Korea, Ningbo-Zhoushan, 15 March 2021 
 

 

 

Source: Member State. 
 

 

98. China responded that “the investigations into … QUN RONG XIANG are still 

under way, and we do not have information to share at the current stage”. 

99. All vessels of the Democratic People’s Republic of Korea suspected to have 

exported coal originating from the country would be subject to paragraph 9 of 

Security Council resolution 2397 (2017)88 (see annex 61 for details). 

 

  Recommendations 
 

100. As maritime trade constitutes a major vector in both the procurement and sale 

by the Democratic People’s Republic of Korea of sanctioned commodities, the public 

and private sectors are reminded to implement the needed regulatory standards and 

due diligence checks at all levels associated with the operation of ships and 

transaction of commodities, in particular those conducted in identified waters 89 

involving banned or restricted products and services. The Panel highlights that the 

numerous maritime-related recommendations contained in the previous reports 

continue to remain relevant.  

101. Additional recommendations are set out below. 

 

__________________ 

 88  It is stipulated in the paragraph that a Member State should seize, inspect and impound any 

vessel within its ports where there are reasonable grounds to believe that the vessel was involved 

in activities that violated the various Security Council resolutions, and may do so for vessels 

within the Member State’s territorial waters.   

 89  S/2021/777, para. 57 and figure VIII. 

https://undocs.org/en/S/RES/2397(2017)
https://undocs.org/en/S/2021/777
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  On vessel identity laundering and AIS manipulation  
 

102. The Panel recommends that Member States and ship registries add to their 

ship circulars information pertaining to detected cases of vessel identity 

laundering or tampering, and ensure wide dissemination, including to maritime 

authorities. Such information would include:  

 • Identifiers of ships in their registry that have transmitted cover identities  

 • Identifiers of ships in their registry that may have had their identifiers 

exploited by other vessels 

 • Names of ship registrants whose vessels have transmitted fraudulent 

identifiers 

103. The Panel recommends that flag States and their recognized organizations 

keep verified records and up-to-date time-stamped photographs of vessels that 

they certify and flag, including for submission to IMO at regular intervals. These 

recorded images would include: 

 • All permanent markings of the ship’s name and IMO number 

 • Photographs of the ship at various angles 

 • Photographs of the ship’s engine, including its engine number  

104. The Panel recommends that IMO consider the review of hardware and 

software security standards for preventing the tampering of AIS transponders.  

105. The Panel recommends that IMO urge all flag States to ensure that the 

requirements for the Continuous Synopsis Record are complied with, including 

for such information to be updated accordingly on the IMO Global Integrated 

Shipping Information System website.   

 

  On vessel onward sale 
 

106. The Panel recommends that sellers check that vessel sale information i s 

reflected on the IMO Global Integrated Shipping Information System website on 

a timely basis.  

107. The Panel recommends that shipowners and managers undertake ongoing 

in-house reviews on sanctions compliance programmes with the requisite 

training and resources.  

 

  On oil supply chain and free-on-board practice 
 

108. The Panel reiterates that commodity trading companies and tanker fleets 

operating under their jurisdictions and in those at-risk segments of the free-on-

board market and/or engaging in ship-to-ship transfer in the affected 

international waters adopt contractual language that includes effective end-use 

delivery verification.  

109. The Panel recommends that commodity trading companies, tanker fleets 

and segments of the affected free-on-board markets review the AIS history and 

any known use of fraudulent identities of all vessels to or from which they intend 

to supply or receive products/commodities banned under the resolutions.  

110. The Panel recommends that financial institutions include AIS screening 

and vessel due diligence risk assessment clauses in letters of credit, loans and 

other financial instruments issued to commodity traders involved in the oil and 

petroleum products industry in the affected areas.  
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111. The Panel recommends that financial institutions involved in commodity 

trading in affected areas expand transaction monitoring programmes to 

incorporate AIS screening for both client and counterparty vessels.  

 

  On enhanced due diligence and data-sharing 
 

112. The Panel recommends that flag States possess the requisite tools available 

to identify and investigate suspected fraudulent use of the MMSI where it is 

detected and share the results of their investigation with other maritime 

authorities, as well as with the Panel.  

113. The Panel recommends that the IMO Global Integrated Shipping 

Information System include information to indicate whether a vessel’s flag 

registration is provisional or permanent as well as the effective date range.  

114. The Panel recommends that ship owners, charterers and operators continue 

to enhance “know-your-customer” and “know-your-counterparty’s-vessel” due 

diligence with regard to ship-to-ship transfers. During the transfers, time-

stamped photographs, including verifiable ship identifiers and associated 

transmitted AIS profiles, financial transaction records and other relevant crew 

details, are recorded for compliance purposes and to be shared with law 

enforcement and the Panel of Experts where necessary. 

 

  Recommendations to the Committee 
 

115. The Panel reiterates its previous recommendations for the following vessel 

for designation under paragraph 5 of Security Council resolution 2397 (2017) 

and further recommends the vessel for designation under paragraph 14 of 

resolution 2397 (2017): the Un Hung (formerly known as the Vifine) (IMO 

No. 9045962), Democratic People’s Republic of Korea-flagged. 

116. The Panel recalls its previous recommendations for the following vessels for 

designation under paragraph 5 of Security Council resolution 2397 (2017) and 

further recommends their designation under paragraph 5 of resolution 2397 

(2017) and paragraph 11 of resolution 2375 (2017): 

 • Diamond 8 (IMO No. 9132612), unknown-flagged 

 • New Konk (IMO No. 9036387), unknown-flagged 

 • Subblic (IMO No. 8126082), unknown-flagged 

 • Xing Ming Yang 888 (IMO No. 8410847), unknown-flagged 

117. The Panel recommends the following vessel for designation under 

paragraph 11 of Security Council resolution 2375 (2017) and paragraph 14 of 

resolution 2397 (2017): the Sun Ryong San (IMO No. 9016430).  

118. The Panel reiterates its recommendation for the following vessel for further 

designation under paragraph 11 of Security Council resolution 2375 (2017): the 

Pho Phyong (IMO No. 8417962), Democratic People’s Republic of Korea-flagged. 

119. The Panel reiterates its previous recommendations for the following vessels 

for designation under paragraph 11 of Security Council resolution 2375 (2017) 

and recommends their further designation under paragraph 14 of resolution 

2397 (2017): 

 • To Myong, (formerly known as the Ri Hong/Klausen) (IMO No. 9162318), 

Democratic People’s Republic of Korea-flagged 

https://undocs.org/en/S/RES/2397(2017)
https://undocs.org/en/S/RES/2397(2017)
https://undocs.org/en/S/RES/2397(2017)
https://undocs.org/en/S/RES/2397(2017)
https://undocs.org/en/S/RES/2397(2017)
https://undocs.org/en/S/RES/2375(2017)
https://undocs.org/en/S/RES/2375(2017)
https://undocs.org/en/S/RES/2397(2017)
https://undocs.org/en/S/RES/2375(2017)
https://undocs.org/en/S/RES/2375(2017)
https://undocs.org/en/S/RES/2397(2017)
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 • Tae P(h)yong 2 (formerly known as the Ming Zhou 6) (IMO No. 8602763), 

Democratic People’s Republic of Korea-flagged 

 

  Trade statistics and customs issues 
 

120. The recorded volume of foreign trade of the Democratic People’s Republic of 

Korea continued to decrease in 2021 and was significantly lower than in previous 

years, including during the 2020 lockdown (see figure XLII). The Panel assesses that 

this was due to the de facto closure of all trans-border movement of commodities, 

transport and people in response to the COVID-19 pandemic.  

 

  Figure XLII  

  Democratic People’s Republic of Korea, recorded trade, 2013–2021 

(Millions of United States dollars)  
 

 

 

Source: International Trade Centre (ITC) Trade Map, accessed 31 December 2021.  
 

 

121. There were some signs of resurgence in the limited foreign trade of the 

Democratic People’s Republic of Korea from June 2021(see figure XLIII), but the 

trade volume between January and September 2021 decreased by two thirds on a year-

on-year basis. The trade activity of the Democratic People’s Republic of Korea 

appeared to have been conducted mostly by maritime trade. China informed the Panel 

of several maritime shipments in 2021, mostly of agricultural supplies and “general 

cargo”.90 

122. According to media reports, on 16 January 2022, freight trains from the 

Democratic People’s Republic of Korea crossed the border to Dandong, China, and 

left for Sinuiju carrying medical supplies and daily necessities.91  The Ministry of 

__________________ 

 90  In response to the Panel’s maritime enquiries on specific vessels (see paras. 85, 90 and 92), 

China stated that in 2021 several vessels entered Yantai port empty, and left the port after loading  

chemical fertilizer, pesticide and other agricultural supplie s. A vessel entered Longkou port in 

August, offloaded watch movements, and left the port after loading station ery in September. 

There were other instances of shipping of fertilizer and other agricultural supplies.  

 91  Yonhap News Agency, “Another N. Korean cargo train arrives in Chinese border city: sources”, 

17 January 2022. 
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Foreign Affairs of China stated that “cross-border rail freight transport between 

Dandong and Sinuiju has resumed”.92  

 

  Figure XLIII  

  Trade statistics, Democratic People’s Republic of Korea, January–September 

2021 (monthly) 

(Millions of United States dollars)  
 

 

 

Source: ITC Trade Map, accessed 31 December 2021.  
 

 

123. The Panel’s analysis of prohibited exports and imports in the present report 

primarily covers the period between January and September 2021. 

124. On the basis of ITC records on national trade data, some of which appeared to fall 

into sanctioned categories, the Panel asked 46 Member States for information on 

transactions with the Democratic People’s Republic of Korea, as well as for details of 

any cases of rejection of clearance or seizure of goods exported to or imported from the 

Democratic People’s Republic of Korea. For the list of restricted Harmonized System 

(HS) code commodities that the Panel uses to monitor the sectoral ban, see annex 62.  

125. The Panel also sought information from Member State customs authorities on their 

practical implementation of sanctions obligations, such as the requirement to inspect all 

cargoes to and from the Democratic People’s Republic of Korea and to seize and dispose 

of them when prohibited items were found, pursuant to paragraph 18 of Security Council 

resolution 2270 (2016) and paragraph 20 of resolution 2397 (2017). In general, Member 

State customs authorities observed the implementation of the prohibitions, although 

sometimes they face the challenge of determining whether certain items were prohibited 

from transfer to and/or from the Democratic People’s Republic of Korea.  

126. Many Member States indicated that recorded trade activity with the Democratic 

People’s Republic of Korea in 2021 was mainly attributable to erroneous data in trade 

statistics, through the mistaken usage of country codes during the respective customs 

declaration processes. The country code for the Democratic People’s Republic of 

Korea (KP) was entered wrongly in place of the country code for the Republic of 

Korea (KR), the actual trade partner.93 Thailand informed the Panel of several such 

cases involving local companies (see annex 92). Other Member States claimed that 

__________________ 

 92  “China-Democratic People’s Republic of Korea rail freight was suspended for some time due to 

the impact of COVID-19. Through friendly consultations between the two sides, the cross -border 

rail freight transport between Dandong and Sinuiju has resumed. The two sides will move 

forward on the basis of ensuring sound epidemic prevention and control to facilitate normal 

bilateral trade exchange” (17 January 2022). 

 93  For example, S/2021/777, para. 117, and S/2021/211, annex 41. 

https://undocs.org/en/S/RES/2270(2016)
https://undocs.org/en/S/RES/2397(2017)
https://undocs.org/en/S/2021/777
https://undocs.org/en/S/2021/211
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transactions conducted had conformed with the United Nations sanctions regime. 

Some Member States informed the Panel about the results of investigations into cases 

of possible non-compliance (see table 5).  

 

Table 5  

Comparative table of bilateral trade, Democratic People’s Republic of Korea, January–September 202194  

(Thousands of United States dollars)  
 

 

  Trade volume with the Democratic 

People’s Republic of Korea 

 Restricted HS code trade with the 

Democratic People’s Republic of Korea  

 

No. Member State Export to Import from Export to Import from Member State’s reply 

       
1 Armenia 0 18  1 (HS code 12) 

1 (HS code 84) 

3 (HS code 85) 

Inaccuracy of data due to technical 

error in the declaration of 

goods/origin of items is the 

Republic of Korea and Japan 

2 Barbados 200 951  22 (HS code 61) 

1 (HS code 63) 

581 (HS code 84) 

274 (HS code 85) 

 

3 Belgium 0 203  15 (HS code 73)  

4 Belize  14  14 (HS code 84)  

5 Benin 0 41   Nothing applicable/no cases 

6 Bolivia (Plurinational 

State of) 

0 20   Nothing applicable/no cases 

7 Bosnia and 

Herzegovina 

0 16  5 (HS code 84) 

4 (HS code 85) 

 

8 Brazil 564 97 539 (HS code 2710) 2 (HS code 61)  

9 Bulgaria 0 4  1 (HS code 85) Technical mistake in the customs 

declaration/items imported from the 

Republic of Korea 

10 Cabo Verde 0 110   Nothing applicable/no cases 

11 Cambodia 453 61  41 (HS code 72) Investigations under way 

12 Canada 0 52  2 (HS code 72) Actual country the goods 

originated from was the Republic 

of Korea, and was inaccurately 

reported to ITC 

13 Chile 36 0   Nothing applicable/no cases 

14 China 151 739 33 595 2 229 (HS code 

2710) 

48 (HS code 2712) 

3 292 (HS code 

2713) 

2 442 (HS code 50) 

19 (HS code 62) 

11 388 (HS code 

72) 

7 (HS code 85) 

Silk (HS code 50) is a raw material 

not a textile/ferroalloys (HS code 

72) are different from iron and iron 

ore/women’s clothing (HS code 62) 

and electrical equipment (HS code 

85) are from the Republic of Korea, 

mistakenly declared 

15 Colombia 21 84  3 (HS code 73)  

     1 (HS code 52)  

     8 (HS code 56)  

     2 (HS code 61)  

     36 (HS code 84)  

__________________ 

 94  See annex 63. 
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  Trade volume with the Democratic 

People’s Republic of Korea 

 Restricted HS code trade with the 

Democratic People’s Republic of Korea  

 

No. Member State Export to Import from Export to Import from Member State’s reply 

       
16 Costa Rica 26 240   Nothing applicable/no cases 

17 Croatia 0 16  16 (HS code 87) Declaration error/country of origin 

was the Republic of Korea 

18 Denmark 0 99  5 (HS code 59) Country code input error/country of 

origin was the Republic of Korea 

19 Ecuador 0 13   Nothing applicable/no cases 

20 El Salvador 0 817  38 (HS code 84)  

21 Eswatini 0 12  1 (HS code 61) 

2 (HS code 84) 

Due to declarant’s inability to 

differentiate between the 

Democratic People’s Republic of 

Korea and the Republic of 

Korea/supplier was the Republic 

of Korea 

22 Ethiopia 267 1 049  562 (HS code 72) 

207 (HS code 79) 

51 (HS code 84) 

59 (HS code 85) 

 

23 Fiji 87 594 2 (HS code 84) 

43 (HS code 72) 

332 (HS code 72) 

169 (HS code 73) 

9 (HS code 55) 

15 (HS code 60) 

 

24 Finland 0 6   Nothing applicable/no cases 

25 Georgia 0 11   Nothing applicable/no cases 

26 Germany 16 1   Nothing applicable/no cases 

27 Greece 2 0   Nothing applicable/no cases 

28 Hungary 0 1  1 (HS code 85) Country code input error  

29 Indonesia 0 259  5 (HS code 73) 

39 (HS code 84) 

30 (HS code 85) 

Interpret Security Council 

resolutions as not prohibiting 

exports from the Democratic 

People’s Republic of Korea of items 

under HS code 73/investigations on 

other trade items under way 

30 Italy 0 6  1 (HS code 84) Supplier was a company of the 

United Kingdom of Great Britain 

and Northern Ireland 

(United Kingdom: could not identify 

any imports from the Democratic 

People’s Republic of Korea) 

31 Luxembourg 12 0 1 (HS code 84) 

9 (HS code 85) 

 Encoding errors/goods were 

destined for the Republic of Korea 

32 Madagascar 0 176  1 (HS code 84) 

3 (HS code 63) 

 

33 Namibia 0 6  4 (HS code 84) 

2 (HS code 85) 

 

34 Netherlands 413 33  1 (HS code 52)  

35 Niger 0 66  62 (HS code 85)  

36 Poland 116 85   Nothing applicable/no cases 
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  Trade volume with the Democratic 

People’s Republic of Korea 

 Restricted HS code trade with the 

Democratic People’s Republic of Korea  

 

No. Member State Export to Import from Export to Import from Member State’s reply 

       
37 Romania 0 1  1 (HS code 73) Authorities have not confirmed the 

transfer of iron and steel products 

from the Democratic People’s 

Republic of Korea 

38 Russian Federation 0 2  1 (HS code 84)  

39 Seychelles 0 1 156  726 (HS code 72) 

11 (HS code 84) 

Data inaccurate/items under HS 

codes 72, 84 and 85 have been 

imported 

40 Slovakia 0 6   Nothing applicable/no cases 

41 South Africa 61 39 5 (HS code 84) 

7 (HS code 73) 

7 (HS code 56) 

7 (HS code 84) 

16 (HS code 85) 

 

42 Spain 256 68 231 (HS code 84) 

2 (HS code 85) 

1 (HS code 58) 

40 (HS code 84) 

26 (HS code 85) 

1 (HS code 63) 

 

43 Thailand 1 637 78 2 (HS code 74) 19 (HS code 84) 

12 (HS code 85) 

Some declaration forms were 

misfiled as the country of 

destination and origin to/from the 

Democratic People’s Republic of 

Korea, but are now amended 

44 Turkey 49 538  41 (HS code 72) 

10 (HS code 73) 

45 (HS code 84) 

212 (HS code 85) 

187 (HS code 55) 

Inadvertent errors during 

declaration/country of origin was 

other countries such as the 

Republic of Korea 

45 United Kingdom of 

Great Britain and 

Northern Ireland 

0 1 536  5 (HS code 73)  

1 503 (HS code 84) 

9 (HS code 85) 

Inaccurate submission of country 

code/all trade confirmed to be with 

the Republic of Korea 

46 Zambia 1 085 5 585 1 085 (HS code 84) 13 (HS code 84)  

19 (HS code 85) 

 

 Total 157 040 47 765    

 

Note: Information as of January 2022.  

Abbreviation : HS, Harmonized System. 
 

 

127. Indonesia informed the Panel that the Security Council resolutions do not 

prohibit the procurement of articles under HS code 73 (articles of iron and steel) from 

the Democratic People’s Republic of Korea. While there is a clear listing of HS code 

73 for prohibited imports to the Democratic People’s Republic of Korea, there is no 

specific mention of HS code 73 in the case of prohibited exports from the Democratic 

People’s Republic of Korea.95 The Panel’s informal guidance (see annex 62) includes 

__________________ 

 95  It is stipulated in paragraph 8 of Security Council resolution 2371 (2017) that the Democratic 

People’s Republic of Korea shall not supply, sell or transfer … iron and iron ore and that all 

States shall prohibit the procurement of such material from the Democratic People’s R epublic of 

Korea. In contrast, it is stated in paragraph 7 of resolution 2397 (2017) that Member States shall 

prohibit the direct or indirect supply, sale or transfer to the Democratic People’s Republi c of 

Korea …[of] iron, steel and other metals (HS codes 72–83). 

https://undocs.org/en/S/RES/2371(2017)
https://undocs.org/en/S/RES/2397(2017)
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HS code 73 in its list for monitoring implementation of the sectoral ban on exports 

from the Democratic People’s Republic of Korea.  

128. China has similarly stated that imports of ferroalloys (HS code 72) from the 

Democratic People’s Republic of Korea are not prohibited by resolutions since it is 

stipulated that iron and iron ore are prohibited without explicitly mentioning HS 

code 72.96  

129. Since there is no mention of explicit HS codes for exports from the Democratic 

People’s Republic of Korea, Member States continue to interpret the provisions of the 

resolutions in different ways.  

130. As in previous years, the main goods exported illegally from the Democratic 

People’s Republic of Korea included coal, minerals, iron and textile products (see, 

for example, paragraphs 80–92 concerning illegal maritime exports of coal).  

131. The Panel observed that many Member States were unable to share their trade 

statistics in a timely manner. Therefore, the Panel intends to continue comparative 

analysis of open-source statistics and data provided by Member States in order to flag 

any possible discrepancies and investigate their cause.  

 

  Recommendations 
 

132. The Panel recommends that appropriate measures be taken by the 

International Organization for Standardization to prevent erroneous usage of 

country codes97 for the Democratic People’s Republic of Korea and the Republic 

of Korea (KP and KR, respectively).  

133. The Panel recommends that Member States streamline their export and 

import control lists, using as supportive material the informal list of prohibited 

commodities (see annex 62). 

134. The Panel recommends that customs authorities of Member States use the 

above-mentioned list to inform trading agents in their jurisdictions for due 

diligence purposes, in particular when dealing with such commodities in the 

vicinity of sanctioned jurisdictions.  

 

 

 IV. Embargoes, designated entities and individuals and 
overseas workers  
 

 

  Embargoes 
 

  Global Communications (Glocom)  
 

135. According to the Panel’s preliminary investigations, information from a 

Member State and media reports,98 Glocom remains operational (see its web pages in 

figure XLIV) and continues to use its brand to offer and promote a growing array of 

military radio, battlefield radar and software control systems (see annex 65).  

 

__________________ 

 96  China also noted: “For example, the raw silk and silk waste imported from the Democratic 

People’s Republic of Korea under HS code 50 fall in the category of raw materials, not textiles, 

whose exports are prohibited by the Security Council resolutions.”  

 97  See annex 64 for details on country codes.  

 98  See www.nknews.org/pro/north-korea-linked-firm-offering-expanded-range-of-radio-hardware-

online.  

http://www.nknews.org/pro/north-korea-linked-firm-offering-expanded-range-of-radio-hardware-online
http://www.nknews.org/pro/north-korea-linked-firm-offering-expanded-range-of-radio-hardware-online
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  Figure XLIV 

  Glocom website 
 

 

 

Source: https://glocom-corp.com.  
 

 

136. The current location of Glocom is unknown to the Panel, which has attempted 

to contact the company concerning its registration details, company composition and 

operational status. The Panel has received no reply.  

137. Privacy Protect Business Development, a company based in Massachusetts, 

United States of America, registered the domain credentials of Glocom. The Panel 

asked this company about the provision of domain services to Glocom. The Panel also 

asked Malaysia, where Glocom previously operated, for an update on specific actions 

taken by its authorities on the company and its associates in recent years. According 

to one Member State, Pan Systems Pyongyang has been selling military radios and 

accessories to Zagre Computer Components and Assembly Line Company, of Eritrea, 

since 2019. The Panel asked Eritrea about procurement from Pan Systems (Glocom) 

or other entities of the Democratic People’s Republic of Korea. The Panel has yet to 

receive replies for all of the three aforementioned cases.  

 

 

 

https://glocom-corp.com/
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138. According to a Member State, Pan Systems Pyongyang, utilizing a number of 

front company names, has ordered military radio components from seven Chinese 

companies over the past several years. The Panel asked these companies for relevant 

information. Only Shenzhen Air Digital Technology Co. Ltd. replied that “our company 

has NEVER done any business with the DPRK”.  

 

  Cases related to “The Mole: undercover in North Korea” 
 

139. “The Mole” showed an arms dealer from the Democratic People’s Republic of 

Korea and an individual portrayed by a Danish actor discussing the construction of a 

facility potentially for the manufacture of methamphetamine and arms from 

components sourced by or from the Democratic People’s Republic of Korea on an 

island in Lake Victoria in Uganda in 2017. The documentary suggests that the project 

was never realized.99 To the Panel’s enquiry, Uganda replied that the actor and this team 

“introduced themselves to be from the Norwegian royal family …, expressed interest 

in buying the island … [and] promised to come back to Uganda, which promise has not 

been fulfilled. They never revealed their true identity and intentions” (see annex 66; 

see also annex 67 for a case concerning Cambodia in relation to the documentary). 

 

  Military cooperation with the Democratic People’s Republic of Korea 
 

140. The Panel continued to investigate possible military and technological 

cooperation between the Bolivarian Republic of Venezuela and the Democratic 

People’s Republic of Korea, as well as possible arms exports from the Democratic 

People’s Republic of Korea to Somalia (see annex 68 for details).  

 

  Chan Han Choi 
 

141. The Panel previously reported that an Australian businessman, Chan Han 

Choi, 100  working on behalf of the Democratic People’s Republic of Korea, was 

arrested by the Australian authorities in December 2017 for conducting brokering 

activities for the sale of prohibited commodities, including arms and related materials, 

to the Democratic People’s Republic of Korea. On 23 July 2021, the Supreme Court 

of New South Wales sentenced Chan to three years and six months of imprisonment.101  

 

  Implementation of luxury goods ban 
 

142. Owing to the closure of the borders and almost full termination of the import of 

consumer goods by the Democratic People’s Republic of Korea, the Panel has not 

received any new information about deliveries of luxury goods (prohibited under 

paragraph 8 (a) (iii) of Security Council resolution 1718 (2006)).  

143. According to sources in the Democratic People’s Republic of Korea, the virtual 

absence of imports of consumer goods (including alcohol) resulted in a sharp increase 

in market prices and a general supply deficit of goods such as electrical equipment, 

cosmetics, detergents and stationery supplies.102 These sources suggest that luxury 

goods became inaccessible to even the richest consumers in the Democratic People’s 

Republic of Korea, and market demand for them became non-existent, as well as any 

possibilities for private imports or smuggling.  

__________________ 

 99  S/2021/211, annex 88; and S/2021/777, para. 137. 

 100  S/2018/171, paras. 87 and 88. 

 101  See annex 69 for the judgment summary on Mr. Chan (for the full judgment details, see 

www.caselaw.nsw.gov.au/decision/17acff4723618647ad83e770). 

 102  See www.dailynk.com/english/pyongyang-moves-to-increase-imports-of-chinese-consumer-

goods-as-market-prices-soar.  

https://undocs.org/en/S/RES/1718(2006)
https://undocs.org/en/S/2021/211
https://undocs.org/en/S/2021/777
https://undocs.org/en/S/2018/171
file:///c:/MSWDocs/_2Semifinal/www.caselaw.nsw.gov.au/decision/17acff4723618647ad83e770
http://www.dailynk.com/english/pyongyang-moves-to-increase-imports-of-chinese-consumer-goods-as-market-prices-soar
http://www.dailynk.com/english/pyongyang-moves-to-increase-imports-of-chinese-consumer-goods-as-market-prices-soar
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144. Some media reports suggested that, owing to the short-lived limited resumption 

of trade in the second half of 2021, some branded consumer goods and luxury supplies 

for the elite were secretly delivered by vessels transporting humanitarian aid and 

medical supplies, although the Panel cannot confirm these reports.  

145. The Panel continued its investigation of the networks behind the supply to the 

Democratic People’s Republic of Korea of Mercedes luxury vehicles in the period 

2017–2019 from Italy (see annexes 70 and 71).  

146. The Panel noted press reports that Mercedes Benz G-Class sport utility vehicles 

were seen used by officials of the Democratic People’s Republic of Korea (see annex 72). 

At the request of the Panel, Daimler replied: “Regarding the depicted Mercedes-Benz 

G-Class … there are no indications concerning ballistic protections. Its body design 

suggests a model built between 2013–2018. However, the pictures provide no 

technical indications regarding an armouring or tuning that originates from Daimle r 

or Mercedes-Benz OEM production”.  

147. According to Member State information, in April 2021, the General 

Administration of Civil Aviation of the Democratic People’s Republic of Korea 

coordinated with Shenyang Power Company Ltd., of China,103 for the purchase of 

four luxury Toyota sport utility vehicles valued at more than $600,000. The Panel is 

investigating this information. The Panel has also obtained information that in May 

2021 the same buyer coordinated with Jintianda Import and Export Trading Compan y 

Ltd.104 for the purchase of 10 industrial vehicles and trucks valued at approximately 

$400,000. The company has not replied to the Panel’s request for information. The 

Panel continued its investigation of a suspected transfer of Toyota Lexus vehicles to 

the Democratic People’s Republic of Korea with the possible involvement of Jiangsu 

Overseas Group Foreign Economic and Technical from Ningbo at the end of 2020. 

The Panel has not received any responses to its requests for information.  

148. The Panel continued investigations of a possible violation concerning the supply 

of a high-end grand piano, shown in 2021 in the broadcasts of the concerts of the 

Band of the State Affairs Commission of the Democratic People’s Republic of Korea 

by local television networks.105 Media reports suggested that the grand piano was a 

Steinway model.106 The Panel repeatedly asked Steinway Musical Instruments Inc. 

for information but so far has received no answer.  

 

  Recommendations 
 

149. The Panel recommends that Member States consider updating their export 

control lists to reflect their lists of prohibited luxury goods in a manner consistent 

with the objectives of Security Council resolutions 1718 (2006), 1874 (2009), 2094 

(2013), 2270 (2016) and 2321 (2016), but avoiding unnecessary broadening of 

their scope in order not to restrict the supply of unprohibited goods to the civilian 

population or have a negative humanitarian impact once trade restarts.  

150. The Panel reiterates its recommendation that Member States encourage 

their business entities and nationals exporting luxury goods to include a 

contractual provision to prevent trans-shipment to the Democratic People’s 

Republic of Korea. 

__________________ 

 103  沈阳力天商贸有限公司. 

 104  沈阳市金天达进出口贸易有限公司. 

  Address: No. 6 Changjiang Nanjie, Huanggu district, Shenyang, Liaoning, China (沈阳市皇姑区

长江南街 6 号).  

 105  S/2021/777, para. 149. 

 106  See www.nknews.org/2021/06/kim-jong-uns-new-favorite-band-lives-life-of-luxury-in-new-

music-videos.  

https://undocs.org/en/S/RES/1718(2006)
https://undocs.org/en/S/RES/1874(2009)
https://undocs.org/en/S/RES/2094(2013)
https://undocs.org/en/S/RES/2094(2013)
https://undocs.org/en/S/RES/2270(2016)
https://undocs.org/en/S/RES/2321(2016)
https://undocs.org/en/S/2021/777
http://www.nknews.org/2021/06/kim-jong-uns-new-favorite-band-lives-life-of-luxury-in-new-music-videos
http://www.nknews.org/2021/06/kim-jong-uns-new-favorite-band-lives-life-of-luxury-in-new-music-videos


S/2022/132         

 

22-01569 74/423 

 

151. The Panel reiterates its recommendation that Member States and relevant 

organizations encourage shipping and transportation companies to provide 

thorough systems for end-user checking, bearing in mind the risk of 

trans-shipment, including ship-to-ship transfer and means of transport for 

humanitarian cargo. 

 

  Korea Mining Development Trading Corporation (KPe.001) 
 

152. The Panel is investigating cases related to Korea Mining Development Trading 

Corporation. One case involves a Korea Mining Development Trading Corporation 

representative named Kil Jong Hun based and operating in Equatorial Guinea. Another 

case involves a national of the Democratic People’s Republic of Korea, Ri Hyong Thae, 

who has served with Korea Mining Development Trading Corporation and Korea 

Mining Development Trading Corporation-associated companies in Cuba, the Islamic 

Republic of Iran and Malaysia (see annexes 73 and 74).  

 

  Munitions Industry Department (KPe.028) 
 

153. The Panel received information that in 2021 a Chinese company called Breeze 

Group International Trade 107  was working to sell pneumatic air hammers to the 

Democratic People’s Republic of Korea. Two companies of the Democratic People’s 

Republic of Korea subordinate to the United Nations-designated Munitions Industry 

Department, Korea Ryonhap Trading Corporation 108  and Yanghung Trading 

Corporation, were involved. The pneumatic air hammers, model number C41-2000, 

were to be shipped from Dandong, China, to Sinuiju, Democratic People’s Republic 

of Korea. These hammers fall under industrial machinery (HS code 84), the export of 

which to the Democratic People’s Republic of Korea is prohibited by paragraph 7 of 

Security Council resolution 2397 (2017). The Panel has yet to receive a reply from 

Breeze Group International Trade.  

 

  Reconnaissance General Bureau (KPe.031)  
 

  Cyberthreat actors 
 

154. The Panel continued its investigation into cyberattacks conducted by 

cyberthreat actors of the Democratic People’s Republic of Korea subordinate to the 

Reconnaissance General Bureau,109 such as the Lazarus Group and Kimsuky. 110,111 In 

2021, the country’s cyberthreat actors conducted attacks against various entities 

around the globe, including critical defence-related infrastructure, in an attempt to 

access sensitive technology in violation of relevant resolutions.  

155. The Panel sought information on cyberattacks against nuclear and defence-

related industries of the Republic of Korea. According to cybersecurity firms and 

__________________ 

 107  微风社国际贸易（北京）有限公司. 

 108  련합무역회사. The company has been listed as a trading corporation of the Democratic People’s 

Republic of Korea subordinate to the Munitions Industry Department in the Panel’s previous 

reports (S/2020/840 and S/2020/840, annex 46). 

 109  See S/2020/840, annex 48, for the roles of the Reconnaissance General Bureau and other 

organizations in the cyberoperations of the Democratic People’s Republic of Korea. 

 110  According to information from multiple Members States and open sources, the so -called “Third 

Bureau” of the Reconnaissance General Bureau includes different cyberthreat groups, namely the 

Lazarus Group, Kimsuky, Bluenoroff and Andariel. The Lazarus Group is well known for its 

destructive attacks on Sony Pictures Entertainment in 2014. Kimsuky is notorious for 

spearphishing, directing or targeting cyberattacks against the Panel. Bluenoroff  and Andariel are 

subgroups of the Lazarus Group. 

 111  For details of these cyberthreat groups, see United States of America, Department of Treasury, 

“Treasury sanctions North Korean State-sponsored malicious cyber groups”, press release, 

13 September 2019. 

https://undocs.org/en/S/RES/2397(2017)
https://undocs.org/en/S/2020/840
https://undocs.org/en/S/2020/840
https://undocs.org/en/S/2020/840
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media reports, a cyberthreat group breached the internal network of the Korea Atomic 

Energy Research Institute in May 2021.112 The Internet Protocol addresses involved 

in launching the attack were reported as being linked to attack infrastructure used by 

Kimsuky. The Panel was informed that the same group may have attempted to hack 

the virtual private network devices of Korea Aerospace Industries in order to acquire 

technological data from the internal network.  

156. The Panel was informed that Kimsuky was capable of setting up phishing 

infrastructure to mimic well-known websites and applications (e.g. Microsoft 

Outlook) and to trick victims into entering their credentials. These stolen credentials 

are used by the actor to perform targeted attacks. A cybersecurity firm reported that 

in one of the cases the actor collected email addresses not only of government entities 

but also of those associated with a security officer at the International Atomic Energy 

Agency.113 According to the same cybersecurity firm, Kimsuky is believed to have 

later used this information to perform its targeted attacks against the Agency.  

157. Findings of another cybersecurity firm illustrated that backdoor malware called 

“Vyveva” (strongly attributed to the Lazarus Group) was traced in an attack against a 

South African freight and logistics firm in April 2021.114  Moreover, the Panel has 

separately received information that “Vyveva” malware was capable of exfiltrating 

files and modifying file stamps and utilized the dark web “TOR” platform for 

command and control. Access to logistics firms provides the Democratic People’s 

Republic of Korea with advanced knowledge of locations and details of movements 

of goods, enhancing its ability to circumvent sanctions, and also enables its hackers 

to deploy ransomware aimed at generating illicit revenue.  

158. These attempts, including those to illegally obtain sensitive technology, are 

possible violations of paragraph 8 (a) (ii) of Security Council resolution 1718 (2006) 

and paragraph 27 of resolution 2270 (2016) by the Democratic People’s Republic of 

Korea. A Member State informed the Panel that investigations were under way to 

confirm whether any substantial data breach had occurred.  

159. One cybersecurity firm described115 how “TA406” and “TA427”, cyberactors 

associated with Kimsuky, had been using false email accounts using the identities of 

legitimate individuals and entities from countries including the Republic of Korea, 

the United States and the Russian Federation. A wide range of entities have been 

targeted by illicit cybercampaigns from these cyberactors of the Democratic People’s 

Republic of Korea. According to a report published by a cybersecurity organization 

in March 2021, the Lazarus Group, also known as Hidden Cobra, conducted various 

attack operations against Japanese organizations.116 A Member State also informed 

the Panel that there were 350 instances of cyberactivity originating from the 

Democratic People’s Republic of Korea against one of their government institutions 

since the start of 2021. Nearly all these attempts were spearphishing against official 

emails. In January 2022, another cybersecurity firm released a report 117  that a 

__________________ 

 112  See, for example, https://therecord.media/north-korean-hackers-breach-south-koreas-atomic-

research-agency-through-vpn-bug. 

 113  See https://blog.malwarebytes.com/threat-intelligence/2021/06.  

 114  See www.welivesecurity.com/2021/04/08/are-you-afreight-dark-watch-out-vyveva-new-lazarus-

backdoor.  

 115  See www.proofpoint.com/us/blog/threat -insight/triple-threat-north-korea-aligned-ta406-scams-

spies-and-steals.  

 116  See https://blogs.jpcert.or.jp/en/2021/03/Lazarus_malware3.html .  

 117  See https://cluster25.io/2022/01/03/konni-targets-the-russian-diplomatic-sector. 

https://undocs.org/en/S/RES/1718(2006)
https://undocs.org/en/S/RES/2270(2016)
https://blog.malwarebytes.com/threat-intelligence/2021/06
http://www.welivesecurity.com/2021/04/08/are-you-afreight-dark-watch-out-vyveva-new-lazarus-backdoor
http://www.welivesecurity.com/2021/04/08/are-you-afreight-dark-watch-out-vyveva-new-lazarus-backdoor
http://www.proofpoint.com/us/blog/threat-insight/triple-threat-north-korea-aligned-ta406-scams-spies-and-steals
http://www.proofpoint.com/us/blog/threat-insight/triple-threat-north-korea-aligned-ta406-scams-spies-and-steals
https://blogs.jpcert.or.jp/en/2021/03/Lazarus_malware3.html
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cyberactor of the Democratic People’s Republic of Korea called “Konni”118 targeted 

the Russian diplomatic sector using New Year’s greetings as a spearphishing lure.  

160. These activities constitute espionage intended to inform and assist the sanctions 

evasion strategies of the Democratic People’s Republic of Korea. Cyberactors target 

relevant entities to fraudulently solicit relevant information, including to sidestep the 

effects of sanctions, and also to generate money to fund the country’s operations. 

Other cybercampaign trends include using false personae in order to establish 

relationships and then send malware or malicious links. This can also lead to 

credential harvesting through phishing sites. In cases of successful deployment of 

ransomware to generate illicit revenue, this would constitute a violation of  financial 

sanctions, including under paragraph 11 of Security Council resolution 2094 (2013) 

(see paras. 182–184 on cryptocurrency theft). 

161. Cyberattacks related to the Panel continued. The Panel has received hacking 

attempts from cyberactors 119  of the Democratic People’s Republic of Korea, and 

phishing messages using disguised email accounts have been sent in the name of 

individuals on the Panel.  

 

  Sok Kha 
 

162. According to information provided by Member States, an intelligence officer of 

the Reconnaissance General Bureau of the Democratic People’s Republic of Korea 

named Kim Chol Sok (also known as Sok Kha)120 operated hotels, casinos, restaurants 

and bars in Cambodia as of mid-2020 and worked to expand his business activities in 

tourism as well as in other business sectors such as precious metal mining. 121  

163. The Cambodian authorities, after a thorough investigation, concluded that Kim 

Chol Sok and Sok Kha are the same person and clarified that Sok Kha had a 

Cambodian diplomatic passport (No. D0004492). 122 They found that Sok Kha’s birth 

certificate, family record book and identity card were all fake, and nullified all these 

documents, including the aforementioned diplomatic passport.  

164. Results of the investigations also revealed that Sok Kha was the director of C.H. 

World Travel Co. Ltd.123 The company had an account with the Cambodian Public 

Bank. The authorities shut down the company and froze its account.  

165. As of October 2021, the Cambodian authorities were taking legal action to bring 

Sok Kha to trial. However, he has not returned to Cambodia since leaving the country 

in November 2020.124 The Panel’s investigation of the business and financial aspects 

of the Sok Kha case continues.  

 

__________________ 

 118  For previous coverage in reports of the Panel of this cyberactor of the Democratic People’s 

Republic of Korea, see S/2021/211, para. 128. 

 119  See https://foreignpolicy.com/2021/10/28/north-korea-sanctions-experts-united-nations.  

 120  Other known aliases include Lee Un-Kang, Chang Sok-kha, Kang Hyok, Li Yun-chiang and 

Steven Lee. Date of birth: 1 January 1970 (according to the passport). 

 121  Try Pheap, who was designated by the United States Department of the Treasury for corruption 

in 2019, is a business associate of Sok Kha. See United States, Department of Treasury, 

“Treasury sanctions corruption and material support networks”, press release, 9 December 2019. 

 122  According to Cambodia, there was no passport under the name Kim Chol Sok but there were 10 

passports under the name Sok Kha (2 of the passports were valid and thus abrogated). See annex 75 

for the list and copies of the passports.  

 123  See annex 76 for the company extract. 

 124  According to information provided by Cambodia, between 2003 and 2020, Sok Kha travelled to 

various cities in South-east and North-east Asia, including Bangkok, Ho Chi Minh, Kuala 

Lumpur, Beijing, Hong Kong and Taipei. 

https://undocs.org/en/S/RES/2094(2013)
https://undocs.org/en/S/2021/211
https://foreignpolicy.com/2021/10/28/north-korea-sanctions-experts-united-nations
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  Mansudae Overseas Project Group of Companies (KPe.050) 
 

  Benin  
 

166. The Panel continued its investigations into the construction of a bronze statue 

in Benin.125  Satellite imagery analysed by the Panel suggests that the statue was 

installed between June and September 2020 (see annex 77).  

 

  Namibia 
 

167. The Panel asked Namibia about the hangars allegedly built by the Mansudae 

Overseas Project Group of Companies at Grootfontein air force base (see figure XLV) 

and the new head office for the Namibia Defence Force in Windhoek, both of which 

were built in 2017, as well as about other Mansudae Overseas Project Group of 

Companies construction projects in Namibia. The Panel has yet to receive a reply. 

 

  Figure XLV  

  Suspected air hangar built by the Mansudae Overseas Project Group of 

Companies at the Grootfontein air base (19°35'37.64"S 18°7'21.86"E)  
 

 

 

Source: Google Earth, annotated by the Panel: inside the red circle is the suspected newly-built 

hangar. 
 

 

  Overseas workers 
 

168. The Panel further investigated nationals of the Democratic People’s Republic of 

Korea earning income overseas (overseas workers). Owing to the COVID-19 

blockade of the Democratic People’s Republic of Korea since January 2020, the Panel 

__________________ 

 125  S/2020/840, para. 105 and annex 45; and S/2017/150, para. 115. 

https://undocs.org/en/S/2020/840
https://undocs.org/en/S/2017/150
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notes that cross-border movement of people has been generally forbidden.126 Member 

States reported to the Panel that nationals of the Democratic People’s Republic of 

Korea had remained in several countries and had continued to earn income in 2021 in 

contravention of paragraph 8 of Security Council resolution 2397 (2017).  

169. According to a Member State, “it appears that a significant number of 

Democratic People’s Republic of Korea workers still remain in some regions of China 

and Russia”, as they have been unable to return home due to the border shutdown of 

the Democratic People’s Republic of Korea since early 2020.  

 

  China 
 

170. Information provided to the Panel by Member States suggests that entities of the 

Democratic People’s Republic of Korea were working with entities located in China 

to employ nationals of the Democratic People’s Republic of Korea from 2020 to 2021 

(see annex 78).  

171. According to another Member State’s information, Koryo Commercial Bank 

Ltd, an entity of the Democratic People’s Republic of Korea, agreed to establish a 

joint venture with a company in China mainly for the production and sale of soybean 

oil in 2019 (see annex 79).  

172. The Panel has written to China as well as to the entities involved requesting 

further information on their activities. China replied to the Panel that “China has been 

strictly implementing relevant provisions on migrant workers from the DPRK. Their 

working permits have all expired before the deadline set by the Security Council 

resolutions” (see annex 80). The Panel has yet to receive replies from these entities. 

Investigations continue. 

 

  Equatorial Guinea 
 

173. According to a Member State, at least 13 information technology workers of the 

Democratic People’s Republic of Korea are located and working in Malabo and Oyala 

in Equatorial Guinea (see annex 81).  

 

  Lao People’s Democratic Republic 
 

174. The Panel has obtained information from a Member State indicating that several 

restaurants in the Lao People’s Democratic Republic have been employing nationals 

of the Democratic People’s Republic of Korea as waitresses and dancers even after 

the December 2019 repatriation deadline (see annex 82).  

 

  Russian Federation 
 

175. According to Member State information, the national of the Democratic 

People’s Republic of Korea Kim Ju Sok,127 a Moscow-based official representative of 

Ponghwa General Corporation of the Democratic People’s Republic of Korea, 

facilitated several contracts to send nationals of the Democratic People’s Republic of 

Korea to work in agricultural and construction activities in the Russian Federation 

between 2020 and 2021.  

176. The same Member State reported that Kim collaborated with Uljibong 

Cooperation Corporation of the Democratic People’s Republic of Korea and 

__________________ 

 126  S/2021/777, annex I. 

 127  According to a Member State, Kim Ju Sok arrived in the Russian Federation in October 2016 as 

an official of the Embassy of the Democratic People’s Republic of Korea in Moscow. 

https://undocs.org/en/S/RES/2397(2017)
https://undocs.org/en/S/2021/777
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contracted with the Russian company SMU-07 LLC128 to send a maximum of 100 

nationals of the Democratic People’s Republic of Korea to construction projects in 

and around Moscow in June 2020. Kim Ju Sok also collaborated with Korea Rungra-

888 Trading Corporation of the Democratic People’s Republic of Korea to send at 

least 60 trainees to the Russian company Stroy Servis LLC129 in July 2020.  

177. The Russian Federation replied that “no information is available regarding his 

(Kim Ju Sok) activities in violation of Security Council resolution” and informed the 

Panel that “both construction companies mentioned in the enquiry – SMU-07 LLC, 

which is not registered at the indicated address, and Story Servis LLC – ceased 

operations this year. No information is available regarding their contacts with 

nationals of the DPRK” (see annex 83).  

 

  Viet Nam 
 

178. According to a Member State, nationals of the Democratic People’s Republic of 

Korea remaining in Viet Nam continued to work at the Koryo restaurant in 2021. 

Moreover, open-source information suggests that the restaurant sells art products, 

including paintings produced at Mansudae art studio (see annex 84).  

 

 

 V. Finance  
 

 

179. The Panel wrote to China (see annex 85a) regarding a financial investigation 

relating to money transfers connected with the illicit procurement by the Democratic 

People’s Republic of Korea of petroleum products. China’s reply is provided in 

annex 85b. 

180. The United Arab Emirates responded to the Panel’s enquiry (see annex 86a) on 

a separate financial investigation relating to payments for ship-to-ship transfers of 

petroleum products. The response of the United Arab Emirates is given in annex 86b.  

 

  Banking sector 
 

181. In December 2021, United States authorities imposed a regulatory penalty 

against a multinational United States-based subsidiary of a Canadian bank for 

processing 1,479 transactions totalling $382,685 and maintaining nine accounts on 

behalf of five employees of the permanent Mission of the Democratic People’s 

Republic of Korea to the United Nations.130 According to the press release, the bank 

failed to obtain the required licence from the United States regulatory authorities, 

which the bank attributed to human error and an overreliance on a vendor-provided 

screening list. United States authorities noted that the bank voluntarily self -disclosed 

the violations and that the violations constituted a “non-egregious case”. The 

regulatory penalty was imposed for breaches of the United States sanctions regime 

on the Democratic People’s Republic of Korea, but the number of accounts may also 

__________________ 

 128  ООО “СМУ-07”: INN 7725403828. According to the Unified State Register of Legal Entities , 

SMU-07, LLC, was dissolved on 1 April 2021. 

 129  ООО “СТРОЙ СЕРВИС”: INN 5015015182. According to the Unified State Register of Legal 

Entities, Stroy Servis, LLC, is in the process of dissolution as at 31 December 2021. 

 130  See United States, Department of Treasury, “OFAC settles with TD Bank, N.A. for $115,005.04 

related to apparent violations of the North Korea sanctions regulations and the foreign narcotics 

kingpin sanctions regulations”, 23 December 2021. Available at 

https://home.treasury.gov/system/files/126/20211223_TDBNA.pdf .  

https://home.treasury.gov/system/files/126/20211223_TDBNA.pdf
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have been in breach of paragraph 16 of Security Council resolution 2321 (2016).131 

Action has been taken by both the United States authorities and the bank concerned.  

 

  Illicit generation of revenue through cyberactivities  
 

182. The Panel has received information on cyberactors of the Democratic People’s 

Republic of Korea continuing to target financial institutions and cryptocurrency firms 

and exchanges. According to a Member State, cyberactors of the Democratic People’s 

Republic of Korea stole more than $50 million between 2020 and mid-2021 from at 

least three cryptocurrency exchanges in North America, Europe and Asia, probably 

reflecting a shift to diversify cybercrime operations.  

183. According to a recent report 132  by a cybersecurity firm, cyberactors of the 

Democratic People’s Republic of Korea stole a total of $400 million worth of 

cryptocurrency in 2021 through seven intrusions into cryptocurrency exchanges and 

investment firms. These cyberattacks “made use of phishing lures,  code exploits, 

malware, and advanced social engineering to siphon funds out of these organizations’ 

Internet-connected ‘hot’ wallets into Democratic People’s Republic of Korea-

controlled addresses”. The cryptocurrency funds that are acquired by the cyberactors 

of the Democratic People’s Republic of Korea go through a careful money-laundering 

process in order to be cashed out.133  

184. The Panel continues its investigations on illicit activities of cyberactors of the 

Democratic People’s Republic of Korea to acquire revenues.  

 

 

 VI. Unintended impact of sanctions134  
 

 

185. In paragraph 25 of its resolution 2397 (2017), the Security Council reaffirmed 

that United Nations sanctions were not intended to have adverse humanitarian 

consequences for the civilian population of the Democratic People’s Republic of 

Korea or to affect negatively or restrict those activities, including economic activities 

and cooperation, food aid and humanitarian assistance, that are not prohibited by 

resolutions, and also stressed that it was the primary responsibility and need of the 

Democratic People’s Republic of Korea to fully provide for the livelihood and needs 

of its people.  

186. The current situation in the country is described by observers as close to a 

humanitarian crisis. This is due to a combination of the COVID-19 pandemic and the 

resulting border closure, probably the most important factor in the past two years, 

__________________ 

 131  It is stipulated in paragraph 16 of Security Council resolution 2321 (2016) that States should take 

steps to limit the number of bank accounts to one per accredited diplomat of the Democratic 

People’s Republic of Korea at banks in their territory.  

 132  See Chain Analysis, “North Korean hackers have prolific year as their unlaundered 

cryptocurrency holdings reach all-time high”, 13 January 2022. 

 133  Enforcing global compliance with anti -money-laundering obligations and covering the activity of 

non-bank financial institutions are key to combating the exploitation by the Democratic People’s 

Republic of Korea of global financial systems for revenue generation.  

 134  Two experts are of the view that the title of this section should be in line with the resolution 

language (unintended “consequences” of sanctions). Another expert expressed the view that this 

issue requires further discussion.  

https://undocs.org/en/S/RES/2321(2016)
https://undocs.org/en/S/RES/2397(2017)
https://undocs.org/en/S/RES/2321(2016)
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sanctions, natural disasters and changes in internal economic policy for greater use of 

administrative command methods.135 

187. The Panel’s analysis, however, focuses on the unintended impact of the United 

Nations sanctions. Access to data and evidence is limited and there is no reliable 

methodology that disambiguates the effects of United Nations sanctions from other 

factors, including unilateral sanctions regimes and domestic socioeconomic problems.  

188. However, there can be little doubt that the United Nations sanctions have 

unintentionally affected the humanitarian situation and the right to development,136 

exacerbating the problems caused by the inward-looking centralized economic 

mismanagement by the Government of the Democratic People’s Republic of Korea. 

Although the influence of sanctions is not the most important factor in the dismal 

humanitarian situation, it has not been negligible (see figure XLVI). As a result of the 

Security Council resolutions in 2016 and 2017, export and currency earnings 

declined, trans-border financial operations stopped and transportation encountered 

growing limitations, while foreign economic and financial entities started to avoid 

risks of any operations involving the Democratic People’s Republic of Korea. This 

contributed to limiting the ability of the country to legally acquire humanitarian 

necessities and medical commodities, and the degradation of social services including 

health care (see annex 87; see also annex 88 for the Panel’s pre-pandemic analysis of 

the possible factors of sanctions impact on humanitarian sphere). 

 

__________________ 

 135  The tendency to limit market mechanisms and reintroduce state control over economy, especially 

in agriculture, was clearly visible at the fourth plenary meeting of Eighth Congress of the 

Workers’ Party of Korea at the end of 2021. See “Let us strive for our great State’s prosperity 

and development and our people’s wellbeing: report on 4th plenary meeting of 8th C.C., WPK”, 

Rodong Sinmun , 1 January 2022. 

 136  This right for nation States is enshrined in the Declaration on the Right to Development,  see 

General Assembly resolution 41/128, annex; and A/41/53. See also Office of the United Nations 

High Commissioner for Human Rights (OHCHR), “Discussion paper: implications of the Right 

to Development for the Democratic People’s Republic of Korea and other United Nations 

Member States”, August 2021, p. 11, in which it was proclaimed that “sanctions should always 

take full account of the provisions of the International Covenant on Economic, Social and 

Cultural Rights. See also www.ohchr.org/EN/HRBodies/CESCR/Pages/CESCRIndex.aspx .  

https://undocs.org/en/A/RES/41/128
https://undocs.org/en/A/41/53
http://www.ohchr.org/EN/HRBodies/CESCR/Pages/CESCRIndex.aspx
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  Figure XLVI 

  United Nations sanctions as one of several factors causing humanitarian 

problems (examples) 

(Factors retrospective since 2018 (after Security Council resolutions), outcomes 2020 –2021) 
 

 

 

Source: The Panel. 
 

 

189. Any negative humanitarian effect of the sanctions is probably long-term and is 

not directly linked to COVID-related isolation. The Panel notes the comments on 

these issues by the Special Rapporteur on the situation of human rights in the 

Democratic People’s Republic of Korea, Tomás Quintana.137 In October 2021, China 

and the Russian Federation submitted a draft resolution to the Security Council 

calling for the relaxation of Democratic People’s Republic of Korea-related sanctions, 

citing the absence of nuclear and long-range missile testing by the Democratic 

People’s Republic of Korea since 2017. 138,139 

190. International aid operations that have contributed to mitigating the above-

mentioned negative effects have currently been drastically reduced. To assess the 

impact of sanctions and the COVID-19 pandemic on humanitarian operations, the 

Panel surveyed around 40 organizations (including both United Nations and 

non-governmental aid organizations), most of which had applied for exemption 

requests, either directly to the Committee, through the United Nations Resident 

__________________ 

 137  The Special Rapporteur on the situation of human rights in the Democratic People’s Republic of 

Korea, Tomás Quintana, noted in October 2021 that “sanctions imposed by the Security Council 

should be reviewed and eased when necessary both to facilitate humanitarian and life -saving 

assistance and to enable the promotion of the right to an adequate standard of living of ordinary 

citizens” (A/76/392). 

 138  See www.nknews.org/2021/10/china-and-russia-submit-proposal-to-ease-un-sanctions-on-north-

korea-sources.  

 139  Four experts object to this sentence, believing that the reports of the Panel are not a place for 

political statements. 

https://undocs.org/en/A/76/392
http://www.nknews.org/2021/10/china-and-russia-submit-proposal-to-ease-un-sanctions-on-north-korea-sources
http://www.nknews.org/2021/10/china-and-russia-submit-proposal-to-ease-un-sanctions-on-north-korea-sources
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Coordinator or through a Member State (for the list of questions, see annex 89). 140 

The following analysis is based mostly on the information received (see annex 90):  

 • Limitations by the Democratic People’s Republic of Korea of all cross-border 

movements have complicated humanitarian operations. Most organizations had 

to suspend both implementation and monitoring efforts in 2021. Some retain a 

small local presence after the departure of international  staff 

 • The absence of a banking channel is continuing to be a major issue leading to 

the depletion of cash reserves141  

 • The organizations are not very optimistic about the possibility of resuming their 

operations even when and if the borders are reopened  

191. In August and September 2021, about 50 containers with medicines were 

delivered by the World Health Organization and the United Nations Population Fund 

to the Democratic People’s Republic of Korea but subsequently placed in 90-day 

quarantine and a lengthy process of disinfection. By January 2022, no supplies have 

been reported to have reached their destination (see annex 91). 142 

192. The non-governmental organizations (NGOs) in general approve of the 

measures by the Committee to streamline the process of obtaining exemptions.143 

However, they describe the need to further ease the procedures. Some NGOs suggest 

“permanent” or “blanket” exemptions for the projects.144 

  Recommendations 
 

193. The Panel recommends that the Committee review the responses of NGOs 

to the Panel’s survey (see annex 90) and consider contacts with civil society to 

tackle the complex issues of a humanitarian crisis in the Democratic People’s 

Republic of Korea to help to substantiate future decision-making and to better 

assess humanitarian aid needs.  

194. The Panel underlines the urgency of concrete measures for re-establishing 

the banking channel.  

195. The Panel appreciates the biannual briefings by the relevant United Nations 

agencies on the unintended impact of sanctions and recommends that the 

Committee continue this practice.   

196. The Panel recommends that the Security Council continue to address issues 

and processes that mitigate the potential unintended adverse impacts of 

sanctions on the civilian population of the Democratic People’s Republic of 

Korea and on humanitarian aid operations to benefit the country’s vulnerable 

population and overcome the consequences of the COVID-19 pandemic.  

__________________ 

 140  Responses to the Panel’s inquiry were optional and had no bearing on the exemption approval 

processes. 

 141  World Food Programme (WFP), “WFP DPR Korea country brief”, December 2021. Available at 

https://reliefweb.int/sites/reliefweb.int/files/resources/WFP-0000135453.pdf.  

 142  See www.nknews.org/2022/01/unicef-says-aid-has-cleared-north-korea-quarantine-on-its-way-

for-distribution.  

 143  Non-governmental organizations (NGOs) approve of the marked improvement in exemption-

granting procedures by the Committee in accordance with the Committee’s implementation 

assistance notice 7 and measures taken in the COVID-19 pandemic period, especially “the 

extension of the validity of the exemptions from six months to one year”. However, as the 

previous analysis has shown, the idea of “permanent exemptions for humanitarian organizations” 

and introducing a “whitelist” for medical and agricultural equipment has many opponents.  

 144  One NGO mentioned the compilation by the National Committee on the Democratic People’s 

Republic of Korea (see www.ncnk.org) of information on the unintended effects of sanctions on 

the work of international organizations and NGOs. 

https://reliefweb.int/sites/reliefweb.int/files/resources/WFP-0000135453.pdf
http://www.nknews.org/2022/01/unicef-says-aid-has-cleared-north-korea-quarantine-on-its-way-for-distribution
http://www.nknews.org/2022/01/unicef-says-aid-has-cleared-north-korea-quarantine-on-its-way-for-distribution
http://www.ncnk.org/
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197. The Panel notes the positive outcome of the Committee’s efforts to 

streamline the processes and procedures for applying for humanitarian 

exemptions and recommends that the Committee continue these efforts, taking 

into account the suggestions by humanitarian actors.  

 

 

 VII. National implementation reports 
 

 

  Status of Member State reporting on the implementation of relevant resolutions  
 

198. As at 28 January 2022, 66 Member States had submitted reports on their 

implementation of paragraph 8 of Security Council resolution 2397 (2017), 81 

Member States on paragraph 17 of resolution 2397 (2017), 95 Member States on 

resolution 2375 (2017), 90 Member States on resolution 2371 (2017), 107 Member 

States on resolution 2321 (2016) and 115 Member States on resolution 2270 (2016). 

Despite the increase in overall reporting, the Panel notes that the number of 

non-reporting Member States (127, 1 of which served as a non-permanent member of 

the Council in 2020) for resolution 2397 (2017) remains significant. 

199. Separately, the overall response rate by Member States, entities and individuals 

to the Panel’s enquiries about its investigations remains low. The Panel notes that 

Member States, entities and individuals should abide by the relevant Security Council 

resolutions to fully cooperate with the Panel’s enquires.  

 

 

 VIII. Recommendations  
 

 

200. For a consolidated list of recommendations, see annex 93.  

  

https://undocs.org/en/S/RES/2397(2017)
https://undocs.org/en/S/RES/2397(2017)
https://undocs.org/en/S/RES/2375(2017)
https://undocs.org/en/S/RES/2371(2017)
https://undocs.org/en/S/RES/2321(2016)
https://undocs.org/en/S/RES/2270(2016)
https://undocs.org/en/S/RES/2397(2017)
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Annex 1: COVID-19, Democratic People’s Republic of Korea border measures 

 

During the reporting period DPRK maintained its strict COVID-19 blockade imposed in January 

2020. Cross-border movement of people and trade were forbidden, and transport links into and out of 

the country have been frozen. It was only in mid-January 2022 that the cross-border rail link was 

cautiously re-opened and the “disinfection centre” at Sinuiju, constructed in March-April 2021, was 

probably used for the first time.     

The diplomatic presence in Pyongyang shrunk still further; NGOs are represented by local staff.    

Maritime trade is at extremely low levels and has been fundamentally affected by the need for 

extended periods of off-shore quarantine, followed by time-consuming disinfection of cargoes.   

Foreign vessels are not permitted to enter DPRK ports.     

Brief periods of apparent relaxation of these rules in order to permit extremely limited upticks in trade 

(for example in May 2021, and then again in September 2021) have been rapidly brought to an end. 

The global emergence of the Omicron variant appeared to have had a particularly strict impact on the 

imposition of the border closure.     

DPRK continues to claim zero COVID-19 infections to WHO, although the numbers of those tested 

remains extremely low. The longer term plans of the DPRK government with regard to vaccination or 

relaxation of the blockade are not known. Media reports suggest that the DPRK government appears 

to be prepared to maintain the current disposition for several years.      

 

Source: The Panel. 
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Annex 2: KCNA reporting of Kim Jong Un’s speech at 8th Party Congress (excerpt related 

to nuclear and military developments)  

 

Great Programme for Struggle Leading Korean-style Socialist Construction to Fresh Victory On Report Made 

by Supreme Leader Kim Jong Un at Eighth Congress of WPK 

Date: 09/01/2021 | Source: Minju Choson KCNA 

The report detailed the historic course of masterminding a great revolutionary turn for possessing 
the completely new nuclear capabilities aimed at attaining the goal of modernization of the 
nuclear force. 
Under the direct guidance of the Party Central Committee, intermediate-range and 
intercontinental ballistic rockets of Hwasongpho series and submarine-launched and ground-
based ballistic rockets of Pukkuksong series were manufactured in our own style to meet their 
unique operational missions. This gave a clearer description of the status of our state as a nuclear 
weapons state and enabled it to bolster its powerful and reliable strategic deterrent for coping 
with any threat by providing a perfect nuclear shield.  
In the period under review the already accumulated nuclear technology developed to such a 
high degree as to miniaturize, lighten and standardize nuclear weapons and to make them 
tactical ones and to complete the development of a super-large hydrogen bomb. By succeeding 
in the test-fire of ICBM Hwasongpho-15 on November 29, 2017, the Party Central Committee 
declared with pride to the world the accomplishment of the historic cause of building the national 
nuclear force and the cause of building a rocket power.  
The great cause of building the national nuclear force, which was impossible to achieve even in 20 
to 30 years in terms of existing formula, was accomplished four years after the line of 
simultaneously promoting economic construction and nuclear buildup was set forth and one year 
after the Seventh Congress of the Party. This is a miracle unprecedented in history and the exploit 
of greatest significance in the history of the Korean nation the Seventh Central Committee 
performed for the Party and revolution, the country and people and posterity.  
The Party Central Committee achieved new great victories by vigorously leading the struggle for 
upgrading the nuclear force even after the great historic November event in 2017.  

Recalling that the Party Central Committee decided to develop a global strike rocket with more 
powerful warheads and an improved warhead control system and carried out this historic task by 
relying on the patriotism and loyalty of national defence scientists, the report affirmed that the 
new-type gigantic rocket on an 11-axis self-propelled launcher displayed during the military 
parade in celebration of the 75th founding anniversary of the Party fully demonstrated the ultra -
modernity and great striking capability of our nuclear force.  
The accomplishment of the great cause of building the national nuclear force and its continued 
development constitute a victory of the organizational and leadership abilities of the Party 
Central Committee headed by Kim Jong Un and a great victory of the natio nal defence scientists 
and all other Koreans who waged a death-defying struggle with an indomitable faith in 
independence and valiant spirit.  
The report reviewed the fact that new cutting-edge weapon systems were developed in the sector 
of national defence science one after another to cope with the enemy’s desperate arms buildup, 
thus making our state’s superiority in military technology an irreversible one and putting its war 
deterrent and capability of fighting a war on the highest level.  
The national defence science sector developed the super-large MLRS, a super-power attack 
weapon the world’s weaponry field had never known, and proceeded to develop ultra -modern 
tactical nuclear weapons including new-type tactical rockets and intermediate-range cruise 
missiles whose conventional warheads are the most powerful in the world.  
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It is necessary to develop the nuclear technology to a higher level and make nuclear weapons 
smaller and lighter for more tactical uses. This will make it possible to develop tactical nuclear 
weapons to be used as various means according to the purposes of operational duty and targets 
of strike in modern warfare, and continuously push ahead with the production of super-sized 
nuclear warheads. In this way we will be able to thoroughly contain, control and handle on our 
own initiative various military threats on the Korean peninsula, which are inevitably accompanied 
the nuclear threat.  

 

Source: Minju Choson KCNA (in bold and underlined by the Panel). 

  

This enabled us to gain a reliable edge in military technology.  

National defence scientists and workers in the munitions industry properly set the orientation of 
developing main tank of our style following the world’s development trends and have begun to 
enter a new track of development while upgrading production processes. They also achieved such 
successes as developing world-class anti-air rocket complex, self-propelled gun howitzer and anti-
armour weapons. 
The report also noted that in the period under review the sector of national defence scientific 
research was conducting research into perfecting the guidance technology for multi -warhead 
rocket at the final stage, finished research into developing warheads of different combat missions 
including the hypersonic gliding flight warheads for new-type ballistic rockets and was making 
preparations for their test manufacture.  
The report made public with pride that the standard of the goal in the modernization of 
medium-sized submarine was set correctly and it was remodelled experimentally to open up a 
bright prospect for remarkably enhancing the existing subsurface operational capabilities of our 
navy, that the design of new nuclear-powered submarine was researched and was in the stage 
of final examination  and the designing of various electronic weapons, unmanned striking 
equipment, means of reconnaissance and detection and military reconnaissance satellite were 
completed, and that other achievements were made in national defence research of gigantic 
significance in developing the People’s Army into a powerful one with the strongest military 
muscle in the world. 
The report evaluated that the bold leap forward brought about in the national defenc e science 
and munitions industry made sure that the country ranked high in the world in terms of defence 
capabilities and, at the same time, it was of great significance in realizing the strategic plan of the 
Party Central Committee for developing the overall Korean revolution. 
The report said that a great advance was made in the work of turning the People’s Army into elite 
forces in the period under review. 
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Annex 3: Construction activities in the southern area of the LWR (39°47′40″N 
125°45′18″E) 

 

 

Source: Planet Labs Inc. 
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Annex 4: 5MW(e) intermittent cooling water discharge (39°47′53″N 125°45′24″E) 

 

Source: Planet Labs Inc.  
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Annex 5: 50MW(e) reactor spent fuel storage building (39°47′17″N 125°45′43″E)   

 

The Panel notes that the 50MW(e) reactor complex was previously believed to be abandoned 

and its construction was never completed. After the visit by a delegation from Stanford 

University to Yongbyon and their discussions with DPRK officials in August 2007, Stanford 

experts concluded that 50MW(e) reactor was “likely no longer salvageable”. 1 

 

 

 

 

Source: Planet Labs Inc.  

  

 

 1 Center for International Security and Cooperation, Stanford University, https://fsi-live.s3.us-west-

1.amazonaws.com/s3fs-public/khucisacfinalreport_compressed.pdf. 

https://fsi-live.s3.us-west-1.amazonaws.com/s3fs-public/khucisacfinalreport_compressed.pdf
https://fsi-live.s3.us-west-1.amazonaws.com/s3fs-public/khucisacfinalreport_compressed.pdf
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Annex 6: Excerpt of IAEA Director General’s Introductory Statement to the Board of 

Governors (24 November 2021) 

 
Since my report to the Board and General Conference in August of this year we have continued to monitor the 

DPRK nuclear programme. There are ongoing indications consistent with the operation of the 5MW(e) reactor at 

the Yongbyon site. There continue to be no indications of operation of the Radiochemical Laboratory since early 

July 2021. We have observed new and ongoing construction activities at the Yongbyon site, including construction 

of an annex to the Yongbyon reported Centrifuge Enrichment Facility, the purpose of which has yet to be 

determined. Near the light water reactor (LWR) under construction a new building is being built, possibly to support 

reactor construction or maintenance activities. There are ongoing indications of activities at the Kangso n complex 

and the Pyongsan Mine and Concentration Plant.  

 

The continuation of the DPRK’s nuclear programme is a clear violation of relevant UN Security Council resolutions 

and is deeply regrettable. 

 

I call upon the DPRK to comply fully with its obligations under relevant UN Security Council resolutions, to 

cooperate promptly with the Agency in the full and effective implementation of its NPT Safeguards Agreement and 

to resolve all outstanding issues, especially those that have arisen during the absence of Agency inspectors from 

the country. 

 

The Agency continues to maintain its enhanced readiness to play its essential role in verifying the DPRK’s nuclear 

programme. 

 

 

Source: IAEA, IAEA Director General's Introductory Statement to the Board of Governors (24 November 2021)  

https://www.iaea.org/iaea-director-generals-introductory-statement-to-the-board-of-governors-24-november-2021 

(accessed on 10 December 2021).  

  

https://www.iaea.org/iaea-director-generals-introductory-statement-to-the-board-of-governors-24-november-2021
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Annex 7: Activities at the Yongbyon Centrifuge Plant (39°47′17″N 125°45′43″E)  

 

 

 

Source: Planet Labs Inc. (15 September 2021).  
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1) The removal of remaining cooling devices (39° 46′15″  N 125° 44′56″  E)2 

 

 

Source: Planet Labs Inc. 

 

  

 

 2 According to Member State information, one of the six cooling devices at this uranium 

enrichment facility was removed in March 2020 and satellite imagery from March to June 2020 

analyzed by the Panel showed the removal of one of the devices ( see S/2020/840, para. 3).  
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2) Construction adjacent to uranium enrichment facility (39°46′15″N 125°44′58″E) 

 

 

Source: Planet Labs Inc. 
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3) Plumes of steam from UO2 production plant (39°46′12″N 125°44′55″E) 

 

 

 

Source: Planet Labs Inc.  
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Annex 8: Construction at pilot fuel fabrication plant (39°48′06″N 125°45′17″E)  

 

 

  
 

Source: Planet Labs Inc. 
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Annex 9: Activities at Pyongsan Uranium Mine and Concentration Plant (location of the 
possible yellowcake production building at 38°19′04″N 126°25′54″E) 

 

 
 

Source: Planet Labs Inc. (26 September 2021). 
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1) New construction of building and the installation of conveyor at the mine (38°20′00″N 126°27′24″E)  

 

 

 

Source: Planet Labs Inc.  
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2) Railcar activities at Pyongsan Uranium Concentration Plant (38°19′03″N 126°25′56″E and 

38°18′59″N 126°25′52″E) 

 

 
Source: Planet Labs Inc. 
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3) Tailings pond of Pyongsan Uranium Concentration Plant (38°18′40″N 126°25′44″E) 

 

Source: Planet Labs Inc.  
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Annex 10: Activities at Kangson (38°57′29″N 125°36′43″E and 38°57′29″N 125°36′44″E) 

 

 

Source: Planet Labs Inc. 
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Annex 11: Activities at Yongdoktong  

1) Near the entrance of tunnels (40°01′51″N 125°18′28″E)  

 
Source: Planet Labs Inc. 

 

2) Around the entrance of tunnels (40°01′50″N 125°18′35″E) 

Source: Planet Labs Inc. 
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3) Possible storage for explosives in Yongdoktong area (40°01′50″N 125°18′35″E) 

 

Possible storage for explosives has been observed. The purpose of this facility remains unclear, however, the 

Panel corroborated the observation of outside expert.  

 

 

Source: Planet Labs Inc. 
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Annex 12: Table summarizing specific scientific collaboration projects between institutes in the Democratic People’s Republic of 

Korea and universities in China 
 

(1) List of joint studies3. DPRK scientists with underlined names are concurrently affiliated with Chinese universities. 

 

No. 
Institute in 

China 

DPRK 

Institutes 
Year 

Journal or 

Subject -source 

of information- 

Title and web 

reference of the 

source of information 

Authors 

11 

XXXXXX 

XXXX 

XXXXXX 

Pyongyang 

University of 

Mechanical 

Engineering 

2019 

Thin-Walled 

Structures 

 

Volume 142, 

September 

2019, Pages 

262-276 

A domain 

decomposition method 
for elastodynamic 

problems of 

functionally graded 

elliptic shells and 

panels with elastic 

constraints 

 

https://www.sciencedi

rect.com/science/articl

e/abs/pii/S0263823119

300370 

Choe Kwangnam  

Department of Light Industry Machinery Engineering, Pyongyang 

University of Mechanical Engineering, Pyongyang, 999093. 

 

Ri Kwangchol 

Department of Light Industry Machinery Engineering, Pyongyang 
University of Mechanical Engineering, Pyongyang 999093. 

 

[XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX 

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX 

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX 

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX 

XXXXXXXXXXXXXXXXXXXXXX 

XXXXXXX 

 

 

 

 
 

 

 

 

  

 

 3 About Choe Kwangnam; Ri Kwangchol; Yun Kumchol; S/2021/777, annex 13. 
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No. 
Institute in 

China 

DPRK 

Institutes 
Year 

Journal or 

Subject -source 

of information- 

Title and web 

reference of the 

source of information 

Authors 

13 

XXXX 

XXX 

XXXXX 

Pyongyang 

University of 

Mechanical 

Engineering 

2018 

Composites Part 

B: Engineering 

 

Volume 155, 15 

December 2018, 

Pages 369-381 

Three-dimensional 

exact solution for 

vibration analysis of 
thick functionally 

graded porous (FGP) 

rectangular plates with 

arbitrary boundary 

conditions 

 

https://www.sciencedi

rect.com/science/articl

e/abs/pii/S1359836818

325836 

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX 

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX 

XXXXXXXXXXXXXXXXXXXXXX 

XXXXXXXXXXXXX 
 

Choe Kwangnam, 

Department of Light Industry Machinery Engineering, Pyongyang 

University of Mechanical Engineering, Pyongyang, 999093  

 

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX 

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX 

XXXXXXXXXXXXXXXXXXXXXX 

 

 

 

19 

XXXX 

XXX 

XXXXX 

Pyongyang 

University of 

Mechanical 

Engineering 

2018 

Composite 

Structures  

 

Volume 194, 15 

June 2018, 

Pages 413-432 

Free vibration analysis 

of coupled functionally 

graded (FG) doubly-

curved revolution shell 

structures with general 

boundary conditions 

 

https://www.sciencedi

rect.com/science/articl

e/abs/pii/S0263822318

307232 

Choe Kwangnam 

Department of Light Industry Machinery Engineering, Pyongyang 

University of Mechanical Engineering, Pyongyang, 999093 

 

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX 

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX 

XXXXXXXXXXXXXXXXXXXXXX 
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No. 
Institute in 

China 

DPRK 

Institutes 
Year 

Journal or 

Subject -source 

of information- 

Title and web 

reference of the 

source of information 

Authors 

22 

XXXX 

XXX 
XXXXX 

XXXXX 

XXXX 

Kim Il Sung 

University 
2019 

International 

Journal of 

Modern Physics  
 

B Vol. 33, No. 

21, 1950235 

(2019) 

Entanglement of two 

distant quantum dots 

with the flip-flop 

interaction coupled to 
plasmonic waveguide 

 

https://www.worldscie

ntific.com/doi/abs/10.

1142/S0217979219502

357 

Ko Myong-Chol  

Faculty of Physics, Kim II Sung University, Pyongyang, 

Democratic People’s Republic of Korea 

 

Kim Nam-Chol (nc.kim@ryongnamsan.edu.kp)  

idem 

 

Ryom Ju-Song  

idem 

 

Ri Su-Ryon 

idem 

 

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX 

XXXXXXXXXXXXXXXXXXXXXXXXXXXXX 
 

 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

  

mailto:nc.kim@ryongnamsan.edu.kp
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No. 
Institute in 

China 

DPRK 

Institutes 
Year 

Journal or 

Subject -source 

of information- 

Title and web 

reference of the 

source of information 

Authors 

35 
XXX 
XXXX 

XXXXX 

Kim Il Sung 

University  
& 

Kim Chaek 

University of 

Technology;  

2019 
Science & 
Technology - 

Other Topics 

Study on synthesis and 

application of 

tetrabasic lead sulfate 

as the positive active 
material additive for 

lead-acid batteries 

 

https://royalsocietypu

blishing.org/doi/full/1

0.1098/rsos.190882 

Kim Myonghak; (kmh311@163.com) 

Faculty of Applied Chemical Engineering, Kim Chaek University 

of Technology, No. 60 Pyongyang Kyogu, and  

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX 
XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXX 

 

 

Kim Mungi 

Faculty of Applied Chemical Engineering, Kim Chaek University 

of Technology, No. 60 Pyongyang Kyogu, 

 

Jong Songchol 

idem 

 

Pak Ilman 

idem  

 

Kim Ganghyok 

idem  

 

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX 

XXXXXXXXXXXXXXXXXXXXXXXXX 

 

Ri Cholnam 

Institute for Electronic Materials, Kim II Sung University, 

Pyongyang,  
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No. 
Institute in 

China 

DPRK 

Institutes 
Year 

Journal or 

Subject -source 

of information- 

Title and web 

reference of the 

source of information 

Authors 

44 

XXX 

XXXXX 

XXX 

XXXXX 

Pyongyang 

University of 

Architecture 

2018 

IEEE-Sensors 

Journal  

(Institute of 
electrical and 

electronics 

engineers)  

Volume: 18,  

Issue: 11, June1, 

1 2018).  

DOP: 18 April 

2018; DOI: 

10.1109/JSEN.2

018.2828139 

Structural 

Displacement 
Monitoring Using 

Smartphone Camera 

and Digital Image 

Correlation 

 

https://ieeexplore.ieee.

org/abstract/documen

t/8340774 

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX 

 

Ri Kwang 
School of Civil Engineering, Pyongyang University of Architecture, 

Pyongyang 1001 and 

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX 

XXXXXXX 

 

 

 

 

 

52 

XXXX 

XXXXXX 

XXXXX 

Kim Il sung 

University  

& 

Kim Chaek 

University of 

Technology 

2019 

Applied 

Sciences   

 

Volume 9 Issue 

2 

10.3390/app902

0314  

A Damage Model 

Reflecting the 

Interaction between 

Delamination and 

Intralaminar Crack for 

Failure Analysis of 

FRP Laminates 

 

https://www.mdpi.co

m/2076-3417/9/2/314 

Yun Kumchol; (yunkumchol@163.com) 

Faculty of Mechanics, Kim II Sung University, Pyongyang 950003 

 

Kwak Songhun  

Faculty of Mechanical Engineering, Kimchaek University of 

Technology, Pyongyang 950003,  

 

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX 

XXXXXXX 

 

Kim Jonggun  

Information Center, Kim Il Sung University, Pyongyang 950003. 
 

Ri Cholsu  

Faculty of Mechanics, Kim II Sung University, Pyongyang 950003. 

 

 

  

mailto:yunkumchol@163.com
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No. 
Institute in 

China 

DPRK 

Institutes 
Year 

Journal or 

Subject -source 

of information- 

Title and web 

reference of the 

source of information 

Authors 

53 
XXXX 
XXXXXX 

XXXXX 

Kim Chaek 

University of 

Technology 

& 
Department of 

Chemistry, 

University of 

Science, 

Pyongyang  

2018 

Chemical 

Physics Letters 

 
Volume 699, 

May 2018, 

Pages 199-207 

 

Adsorption of 1-

naphthyl methyl 

carbamate in water by 

utilizing a surface 

molecularly imprinted 
polymer 

 

https://www.sciencedi

rect.com/science/articl

e/abs/pii/S0009261418

302422 

So Juhyok (so_juhyok@163.com)  

Department of Chemistry, University of Science, Pyongyang 

950003. 

 
Pang Cholho  

Department of Material Engineering, Kimchaek University of 

Technology, Pyongyang 950003 

 

[XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX 

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXX 

 

Jang Paeksan 

Nano-physical Engineering Institute, Kimchaek University of 

Technology, Pyongyang 950003 
 

U Juhyok 

Kimchaek University of Technology Library, Pyongyang 950003 

 

Ri Kumchol 

Department of Life Science, University of Science, Pyongyang 

950003 

 

Yun Cholyong 

Physical Engineering Department, Kimchaek University of 

Technology, Pyongyang 950003, and  

Faculty of Mechanics, Kim Il Sung University, Pyongyang. 
 

 

 

 

 

  

mailto:so_juhyok@163.com
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No. 
Institute in 

China 

DPRK 

Institutes 
Year 

Journal or 

Subject -source 

of information- 

Title and web 

reference of the 

source of information 

Authors 

54 
XXXX 
XXXXXX 

XXXXX 

Kim II Sung 

University  

& 

Kim Chaek 
University of 

Technology 

& 

Chongjin 

Mine & Metal 

University 

2019 

Computers & 

Structures   
 

Volume 215, 15 

April 2019, 

Pages 65-79 

A computational 

methodology for 

simulating quasi-brittle 

fracture problems 
 

https://www.sciencedi

rect.com/science/articl

e/abs/pii/S0045794918

31513X 

Yun Kumchol (yunkumchol@163.com) 

Faculty of Mechanics, Kim II Sung University, Pyongyang 950003, 

Democratic People’s Republic of Korea 

 

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX 

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXX 

 

Kim Tae-Jong  

Faculty of Mechanical Engineering, Kimchaek University of 

Technology, Pyongyang.  

 

Son Namjin 

Faculty of Mechanics, Kim Il Sung University, Pyongyang. 

 
Ji Kyongsu 

Department of Information Engineering, Chongjin Mine & Metal 

University, Chongjin. 

 

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX 

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXX 

 

 

 

 

 

 
 

 

 

 

 

  

mailto:yunkumchol@163.com


 

 

 

S
/2

0
2

2
/1

3
2
 

2
2

-0
1

5
6

9
 

1
1

1
/4

2
3

 

No. 
Institute in 

China 

DPRK 

Institutes 
Year 

Journal or 

Subject -source 

of information- 

Title and web 

reference of the 

source of information 

Authors 

65 
XXXX 
XXXXXX 

XXXXX 

Kim Chaek 
University of 

Technology 

2019 

Fullerenes, 

Nanotubes and 

Carbon 
Nanostructures  

 

Volume 27, 

2019 - Issue 4 

The enhanced and 

polarized Raman 

spectra on the spherical 

aluminum powders 

encapsulated within 
graphene nanosheets 

 

https://www.tandfonli

ne.com/doi/abs/10.108

0/1536383X.2018.1480

477 

Ju Jong-Min (jjm218@163.com) 

Department of Materials Science and Engineering, Kimchaek 

University of Technology, Pyongyang, and from  

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX 
XXXXXXXXXXXXXXXXXXXXXXXXXXXXXX 

 

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX 

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX 

 

Kim Dang-Ho 

Department of Materials Science and Engineering, Kimchaek 

University of Technology, Pyongyang 

  

Yu Tok-Chol 

Department of Materials Science and Engineering, Kimchaek 
University of Technology, Pyongyang 

 

Pak Kyong-Song 

Department of Materials Science and Engineering, Kimchaek 

University of Technology, Pyongyang, Democratic People's 

Republic of Korea 

 

 

 

 

 

 
 

 

 

 

 

  

mailto:jjm218@163.com


 

 

S
/2

0
2

2
/1

3
2
 

 

1
1

2
/4

2
3

 
2

2
-0

1
5

6
9

 

No. 
Institute in 

China 

DPRK 

Institutes 
Year 

Journal or 

Subject -source 

of information- 

Title and web 

reference of the 

source of information 

Authors 

77 

XXXX 

XXXXXX 

XXXXXXX 

Kim Il Sung 

University 

& 

Kim Chaek 

University of 

Technology 

2018 

Protection of 
Metals and 

Physical 

Chemistry of 

Surfaces  

 

volume 54, 

pages1059–

1065(2018 

Excellent Anti-
Corrosive Composite 

Coating Containing 

Iron Oxide on AZ31B 

Mg Alloy 

 

https://link.springer.c

om/article/10.1134/S2

070205118060199 

Pak Sung-Nam 

Department of Energy Science, Kim Il Sung University, 999093, 
Pyongyang, Democratic People’s Republic of Korea, and 

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX 

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXX 

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXX 
 
Ju Kyong-Sik 

Institute of Advanced Science, Kim Il Sung University, 999093, 
Pyongyang, Democratic People’s Republic of Korea 

 
Yun Chol-Yong 

Kimchaek University of Technology, 950003, Pyongyang, Democratic 
People’s Republic of Korea 

 
Kim Man-Ho 

Department of Energy Science, Kim Il Sung University, 999093, 
Pyongyang, Democratic People’s Republic of Korea 

 
Ko Myong-Son 

idem 
 

Ryang Sok-Jin 

idem 

 
Kim Chol-Jin 

idem 

 
U Ju-Hyok 

Kimchaek University of Technology, 950003, Pyongyang, Democratic 
People’s Republic of Korea 

 
Pak Kyong-Song 

Idem 
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92 
XXXX 

XXXXXX 

Kim Il Sung 

University 
2017 

International 
Journal of 

Systematic and 

Evolutionary 

Microbiology  

 

Volume 67, 

Issue 10 

Sphingomonas 

antarctica sp nov., 
isolated from Antarctic 

tundra soil  

 

https://www.microbiol

ogyresearch.org/conte

nt/journal/ijsem/10.10

99/ijsem.0.002253?cra

wler=true 

[XXXXXXXXXXXXXXXXXXXXXXXXXXXXXX 

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXX 

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXX 

 
Kim Myong Chol  

College of Life Sciences, Kim II Sung University, Pyongyang, DPR 

of Korea, and  

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX 

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX 

 

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX 

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX 

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXX 

 

95 
XXXX 

XXXXXX  

Kim Chaek 

University of 

Technology 

2019 

Chinese Journal 

of Geophysics  

(in Chinese) 

2019, 

 

Vol. 62 Issue 

(6): 2139-2149   

2D joint inversion of 

MT, gravity, magnetic 

and seismic first-arrival 

wave travel time with 

cross-gradient 

constraints  

 

http://en.igg-

journals.cn/article/doi

/10.6038/cjg2019L071

3 

[XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX 

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX 
XXXXXXXXXXXXXXXXXXXXXXXXXXXXXX 

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX 

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX 

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXX 

 

Pak YongChol  

Resource Exploration and Engineering Department, Kimchaek 

University of Technology, Pyongyang 999093 
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XXXX 

XXXXXX 

XXXX 

XXXXXX 

XXXX  

Kim Chaek 

University of 

Technology 

& 

Hamhung 

University of 

Chemical 

Industry 

2018 

岩土力学 

Rock and Soil 

Mechanics 

 

39(6):2211-

2218 

Determination of rock 

mass mechanical 

parameters based on 

quantification and 

correction method of 

GSI value 

 

http://ytlx.whrsm.ac.c

n/EN/10.16285/j.rsm.2

016.2174 

Kang Kwang-song 

School of Mining Engineering, Kim Chaek University of 

Technology, Pyongyang 999093, DPR of Korea, and  

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX 
XXXXXXXXXXXXXXXXXXXXXXXXXXXXX 

 

Hong Gun-yi 

School of Mining Engineering, Kim Chaek University of 

Technology, Pyongyang 999093, DPR of Korea 

 

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX 

XXXXXXXXXXXXXXXXXXXXXXXXXXXXX 

 

Pang Gyong-jin 

Information Technology Exchange Center, Hamhung University of 
Chemical Industry, Pyongyang 999093, DPR of Korea 

 

127 
XXXX 

XXXXXX 

Department of 

Engineering, 

University of 

Science  

2019 

International 

Journal of 

Engineering 

Science  

 

Volume 142, 

September 
2019, Pages 20-

35 

An efficient approach 

for post-buckling 

analysis of sandwich 

structures with elastic-

plastic material 

behavior  

 

https://www.sciencedi

rect.com/science/articl

e/abs/pii/S0020722519

308900 

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX 

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX 

XXXXXXXXXXXXXXXXXXXXXXXXXXXXX 

 

Choe Jongchol 

Department of Engineering, University of Science, Unjong District, 

Pyongyang, and  

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX 

XXXXXXXXXXXXXXXXXXXXXXXXXXXXX 
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XXXX 

XXXXXX 

Department of 
Engineering, 

University of 

Science 

2019 

Thin-Walled 

Structures  
 

Volume 143, 

October 2019, 

106204 

The effects of 

kinematics on post-

buckling analysis of 
sandwich structures  

 

https://www.sciencedi

rect.com/science/articl

e/abs/pii/S0263823119

303076 

[XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX 

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX 

XXXXXXXXXXXXXXXXXXXXXXXXXXXXX 

 
Choe Jongchol 

Department of Engineering, University of Science, Unjong District, 

Pyongyang, Democratic People’s Republic of Korea and  

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX 

XXXXXXXXXXXXXXXXXXXXXXXXXXXXX 

 

 

Source: The Panel from various scientific article databases (see inside the table). 
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Annex 13: Reply from China to the Panel 
 

 
Source: The Panel. 
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Annex 14: Pyongyang University of Science & Technology (PUST) 

 
(1) About PUST 

 
PUST was established after the agreement between the DPRK authorities and the Northeast Asia Foundation for Education 

and Culture (NAFEC), a non-profit organisation located in Seoul, the Republic of Korea, in 2001 prior to the opening of the 

University in 2010. PUST operates under the leadership of the NAFEC Board of Directors. 

 

 

Source: PUST website, https://pust.co/index.php/about-pust/leadership/ (accessed on 29 December 2021). 

 

 

 

 

 

 

Source: PUST website, https://pust.co/index.php/about-pust/facts/ (accessed on 29 December 2021). 

  

2021/10/29 10:23 Leadership – pust.co

https://pust.co/index.php/about-pust/leadership/ 2/2

Dr. Chan-Mo Park 

Chancellor, PUST 

Professor Emeritus and former President, Pohang University of Science and Technology

(POSTECH)

Pyongyang University of Science and Technology operates under the leadership of the

Northeast Asia Foundation for Education and Culture (NAFEC) Board of Directors.

Recent News

© Pyongyang University of Science and Technology 

Jonjin-dong, Rangnang District, Pyongyang, DPR Korea

© 2019 pust.co • Powered by GeneratePress

First HSK Test Site in the DPRK opens at PUST

  

https://pust.co/index.php/about-pust/leadership/
https://pust.co/index.php/about-pust/facts/
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(1) Exchange cooperation by “Studying abroad” 

 

The NAFEC website says “Study Abroad: Since 2012, we have been studying for master's degrees at several excellent 

universities such as Sweden and Brazil, starting with Manchester University and University of Cambridge in the UK. 

As of 2020, a total of 6 students are studying abroad at the Faculty of Agriculture and Life Sciences, including two 

PhD students at the University of Cambridge, 2 people at Northeast Forestry University (Harbin), and 2 people at 

Yanbian University’.  

 

 
Source: Northeast Asia Education and Culture Cooperation Foundation website, 

http://neafound.org/_new/bbs/board.php?bo_table=pust4 (accessed 29 December 2021). 

  

http://neafound.org/_new/bbs/board.php?bo_table=pust4
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(2) International Conference 

 

The website explains about the 4th International Conference:  

- Period: 3-4 October 2019 

- Content: Keynote speech and thesis presentation in five divisions (Computer Science, General Engineering, 

   Agriculture & Life Science, Medical Science, Int'l Finance & Management)  

- Participant: Novoselov Konstantin (Nobel Prize in Physics), 42 speakers from 15 countries including Paserin 

   Vladimir, 51 participants from 13 countries, 38 participants from embassies.   

Source: Northeast Asia Education and Culture Cooperation Foundation website, 

http://neafound.org/_new/bbs/board.php?bo_table=pust4 (accessed 29 December 2021). 

  

http://neafound.org/_new/bbs/board.php?bo_table=pust4
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Annex 15: Websites of Pyongyang University of Science & Technology (PUST) and Erasmus+ 

 
The PUST website also refers to funding from Erasmus+ or academic exchange projects (see figure 15-1), whilst the 

Erasmus+ website lists DPRK as an “eligible country” for sponsorship (see figure 15-2). The Panel asked the EU about 
the status of academic exchanges involving DPRK scientists, and whether these exchanges have continued in any field or 

activity relevant to paragraph 17 of resolution 2270 (2016) and paragraph 10 of resolution 2321 (2017). The EU has yet 

to respond. 
   
Figure 15-1: PUST website about the funding from Erasmus+ 

 

Source: Pyongyang University of Science & Technology, https://pust.co/index.php/2016/12/08/apply-for-european-

union-funding-to-come-to-pust/ (accessed 29 December 2021). 

  

https://pust.co/index.php/2016/12/08/apply-for-european-union-funding-to-come-to-pust/
https://pust.co/index.php/2016/12/08/apply-for-european-union-funding-to-come-to-pust/
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Figure 15-2: Erasmus+ 

 
 

Source: EU, https://erasmus-plus.ec.europa.eu/programme-guide/part-a/eligible-countries#footnote8_7aqtz11 

            (accessed 29 December 2021). 

  

https://erasmus-plus.ec.europa.eu/programme-guide/part-a/eligible-countries#footnote8_7aqtz11
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Annex 16: Excerpt of the reply from the Northeast Asia Foundation for Education  

and Culture (NAFEC) 

 

1) PUST students studying abroad 

 

The Panel asked NAFEC concerning the status of academic exchanges involving DPRK scientists and whether these 

exchanges have continued in any field or activity relevant to paragraph 17 of resolution 2270 (2016) and paragraph 10 

of resolution 2321 (2017). According to the Reply from the NAFEC to the Panel’s enquiry, “Since the North Korea’s 

border shutdown, upon the onset of the COVID pandemic on December 2019, no single academic exchange program 

was undertaken with foreign universities/research institutes…”. NAFEC explained that no single lecturer was recruited 
from the Erasmus projects since 2016. NAFEC provided the Panel with the information of the 19 PUST (students’ 

names, period of their study, degree, major and foreign universities’ names) studying abroad since 2016 (see below). 

 

                    Table : PUST students studying abroad 

 

 

 

 

 

 

 

 

 

 

 
                
 

 

 

 

 

 

 

 

 

 

              Source: NAFEC, annotated by the Panel. 

 
NAFEC stressed that “…PUST students have nothing at all to do with the DPRK’s proliferation sensitive nuclear 

activities, ballistic missile-related programs and other weapons of mass destruction programs. Other than PUST 

students, there are no cases DPRK academics coming through PUST programs for overseas exchanges.”  

 

2) Lecture subjects delivered at the PUST 

 

Reply from the NAFEC stated that “…the lecture subjects delivered by the PUST include Basic Physics (lectured by 

a DPRK faculty member), Basic Computer Sciences, Basic Electrical Engineering, and Basic Industrial Engineering. 

Geospatial Navigation, Nuclear Engineering, Aerospace Engineering, Aeronautical Engineering, Advanced Material 

Science, Advanced Chemical Engineering, and Advanced Mechanical Engineering are not taught by the PUST at all.” 

  

Location of university Major Degree Period Number of 

students 

Europe ALS Ph.D. 2019.8-present 2 

Europe ALS Ph.D. 2017.3-2019.12 2 

South America MBA Master 2017.3-2019.10 2 

Europe ALS Joint Research 2018.10-2019.4 3 

Asia ALS Joint Research 2015.12-2016.9 2 

Asia ALS 

Master 2016.8-2020.6 2 

Master 2019.9-present 2 

Asia ALS 
Joint Research 2017.10-2019.10 2 

Ph.D. 2019.10-present 2 
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3) Programme of “The 4th International Conference in 2019” held at PUST, DPRK 

 
NAFEC provided the Panel with a comprehensive list of lectures of “The 4th International Conference in 2019” held 

at the PUST during October 3-4, 2019. Themes of each lecture are as follows: 

 

Theme 

Tunnelling Van Der Waals Heterostructures based on Graphene and Hexagonal Boron Nitride 

Industry-University Collaborations: the driving force in new technology development 

Deep Learning: Keeping it Simple 

State of the Blockchain Industry 

Smart Building & building transformation 

Automation Engineering Education using multibody dynamics tool: A simulation-based Lab Case for inverted 

pendulum system 

Development of flexible electrochemical heavy metal detection and glucose sensors using carbon non-composited 
and their facile microfabrication techniques 

A new type of industrial robot control system based on motion modularity technology 

3D technology for dental application 

Bioinformatic predictions of the Novel IncRNA encoded water channel in Gilmoa 

Chemico-physical method for the transformation of various bacterial species 

Local Feed resources base and range improvement for native pigs in Easter Samar, Philippines 

Amperometric S-Nitrosothiol Sensor with big enhanced sensitivity using outer Dialysis membrane with Covalently 

linked Organoselenium Catalyst 

Polarimetric Radar Vegetation Index for Biomass estimation in Semi-arid region 

Current trends of implant dentistry: To maintain or establish and interproximal Papilla around integrated Implants – 

A Case Series 

Molecular biological analysis of chronic hepatitis B with Delta 

Demand Optimisation in diagnostics: Reducing Variation in diagnostic testing in NHS Western Isles 

Knowledge, Attitudes and practices towards Antibiotic Use in Upper Respiratory Tract infections among patients 

seeking primary health care in Singapore 

Monitoring of Cholesterol levels in a remote and rural population of patients, pre and post treatment with statins 

What are the barriers to antenatal care utilization in Rufisque district, Senegal?: A bottle analysis 

Designing powerful brand experiences that shape brand relevance 

A global frontier analysis of untapped Regional economic integration Potential 

International Build-Operate-Transfer Infrastructure Projects-The experience of China 

A study on the conformity of goods and standards established by public law under the CISG 

The role of academic society in promoting economic and humanitarian projects internationality 

*The table was reconstructed by the Panel based on the information provided by the NAFEC. 

 

Source: NAFEC, annotated by the Panel. 

  



S/2022/132         

 

22-01569 124/423 

 

Annex 17: Website of Kim Chaek University of Technology 

 
The website of Kim Chaek University of Technology (KCUT) currently indicates that ten people have been exchanged 

with “Malaysia IGS company (말레이시아IGS 회사)”, with an address in Kuala Lumpur. The Panel is investigating 

whether this company is related to the previously investigated front companies of Pan Systems Pte Ltd (aka Glocom), 

a DPRK manufacturer of military communications equipment. The Panel requested information from Malaysia on 

alleged (and possibly historical) technical exchanges between KCUT and “Malaysia IGS company”. Malaysia has yet 

to respond. 

 

 

 
 
 

 
 
 

 
 
 

 

 
 

Source: Kim Chaek University of Technology, http://www.kut.edu.kp/index.php/page/index?si=22 
            (accessed 30 December 2021). 

  

http://www.kut.edu.kp/index.php/page/index?si=22
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Annex 18: Front companies of Pan Systems Pte Ltd (aka Glocom) 
 

The Glocom website accessed by the Panel shows that International Golden Services Sdn Bhd represented Glocom 

(figure 18-1). Its address is identical to the address of International Global System Sdn Bhd, which is registered in the 

Malaysian corporate registry document (figure 18-2). Both companies were recommended for designation in previous 

Panel reports for involvement in the financing and sale of arms and related materials (figure 18-3).  

 

Figure 18-1: Glocom website4 

 Source: The Panel 
 

Figure 18-2: Corporate registry of International Global System Sdn Bhd 

 

 

 

 

 

 

 

 

 

 

Source: Suruhanjaya Syarikat Malaysia (SSM). 

  

 

 4 S/2017/150, annex 8-5. 

Although all efforts has been carried out to ensure that the information provided is

accurate and up to date, the Registrar of Companies will not be liable for any losses

arising from any inaccurate or omitted information

CORPORATE INFORMATION

Name

Last Old Name

Date of Change

Registration No.

Incorporation Date

Registration Date

Type

Status

Registered Address

Postcode

Origin

Business Address

Postcode

Nature of Business

: INTERNATIONAL GLOBAL SYSTEM (M) SDN. BHD.

: Nil

: Nil

: 200501034178 (716319-X)

: 29-11-2005

: Nil

: LIMITED BY SHARES

: PRIVATE LIMITED

: DISSOLVED

: NO 4.32, 4TH FLOOR

PERTAMA OFFICE TOWER COMPLEX

JALAN TUANKU ABDUL RAHMAN

KUALA LUMPUR

WILAYAH PERSEKUTUAN

: 50100

: MALAYSIA

: NO.75-2, TINGKAT 2

JALAN THAMBYPILLAI

OFF JALAN TUN SAMBANTHAN

KUALA LUMPUR

WILAYAH PERSEKUTUAN

: 50470

: 1. MULTIMEDIA AND ELECTRONIC COMMERCE  2. GENERAL

TRADING

UserID : yisuhss1019 Printing Date : 23-11-2021

This company information is generated from SSM e-Info Services. This information is as at 23-11-2021 08:03:40

EI2111230803404

Scan to verify

MENARA SSM@SENTRAL, NO. 7 JALAN STESEN SENTRAL 5, KUALA LUMPUR SENTRAL, 50470 KUALA LUMPUR.
Tel: 03-2299 4400     Fax: 03-2299 4411

1 / 71 / 71 / 7

Digitally Signed by Suruhanjaya Syarikat
Malaysia (SSM)
Signed on 23/11/2021 08:03 AM

 
  Same address 
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Figure 18-3: The previous Panel’s report 

 

Source: The Panel (S/2019/171, para. 159 and annex 89 recommendation 6; S/2018/171, paras.174-176). 
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Annex 19: KCNA reporting of Kim Jong Un’s speech at 8th Party Congress (excerpt 

related to military developments) 

Great Programme for Struggle Leading Korean-style Socialist Construction to Fresh Victory On 

Report Made by Supreme Leader Kim Jong Un at Eighth Congress of WPK 

Date: 09/01/2021 | Source: Minju Choson KCNA 

The report detailed the historic course of masterminding a great revolutionary turn for possessing 

the completely new nuclear capabilities aimed at attaining the goal of modernization of the nuclear 

force. 

Under the direct guidance of the Party Central Committee, intermediate-range and intercontinental 

ballistic rockets of Hwasongpho series and submarine-launched and ground-based ballistic rockets 

of Pukkuksong series were manufactured in our own style to meet their unique operational missions. 

This gave a clearer description of the status of our state as a nuclear weapons state and enabled it to 

bolster its powerful and reliable strategic deterrent for coping with any threat by providing a perfect 

nuclear shield. 

In the period under review the already accumulated nuclear technology developed to such a high 

degree as to miniaturize, lighten and standardize nuclear weapons and to make them tactical ones 

and to complete the development of a super-large hydrogen bomb. By succeeding in the test-fire of 

ICBM Hwasongpho-15 on November 29, 2017, the Party Central Committee declared with pride to 

the world the accomplishment of the historic cause of building the national nuclear force and the 

cause of building a rocket power. 

The great cause of building the national nuclear force, which was impossible to achieve even in 20 to 

30 years in terms of existing formula, was accomplished four years after the line of simultaneously 

promoting economic construction and nuclear buildup was set forth and one year after the Seventh 

Congress of the Party. This is a miracle unprecedented in history and the exploit of greatest 

significance in the history of the Korean nation the Seventh Central Committee performed for the 

Party and revolution, the country and people and posterity. 

The Party Central Committee achieved new great victories by vigorously leading the struggle for 

upgrading the nuclear force even after the great historic November event in 2017. 

Recalling that the Party Central Committee decided to develop a global strike rocket with more 

powerful warheads and an improved warhead control system and carried out this historic task by 

relying on the patriotism and loyalty of national defence scientists, the report affirmed that the new-

type gigantic rocket on an 11-axis self-propelled launcher displayed during the military parade in 

celebration of the 75th founding anniversary of the Party fully demonstrated the ultra-modernity and 

great striking capability of our nuclear force. 

The accomplishment of the great cause of building the national nuclear force and its continued 

development constitute a victory of the organizational and leadership abilities of the Party Central 

Committee headed by Kim Jong Un and a great victory of the national defence scientists and all other 

Koreans who waged a death-defying struggle with an indomitable faith in independence and valiant 

spirit. 
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The report reviewed the fact that new cutting-edge weapon systems were developed in the sector of 

national defence science one after another to cope with the enemy’s desperate arms buildup, thus 

making our state’s superiority in military technology an irreversible one and putting its war deterrent 

and capability of fighting a war on the highest level. 

The national defence science sector developed the super-large MLRS, a super-power attack weapon 

the world’s weaponry field had never known, and proceeded to develop ultra-modern tactical nuclear 

weapons including new-type tactical rockets and intermediate-range cruise missiles whose 

conventional warheads are the most powerful in the world. 

This enabled us to gain a reliable edge in military technology. 

National defence scientists and workers in the munitions industry properly set the orientation of 

developing main tank of our style following the world’s development trends and have begun to enter 

a new track of development while upgrading production processes. They also achieved such 

successes as developing world-class anti-air rocket complex, self-propelled gun howitzer and anti-

armour weapons. 

The report also noted that in the period under review the sector of national defence scientific research 

was conducting research into perfecting the guidance technology for multi-warhead rocket at the 

final stage, finished research into developing warheads of different combat missions including the 

hypersonic gliding flight warheads for new-type ballistic rockets and was making preparations for 

their test manufacture. 

The report made public with pride that the standard of the goal in the modernization of medium-

sized submarine was set correctly and it was remodelled experimentally to open up a bright prospect 

for remarkably enhancing the existing subsurface operational capabilities of our navy, that the design 

of new nuclear-powered submarine was researched and was in the stage of final examination and 

the designing of various electronic weapons, unmanned striking equipment, means of reconnaissance 

and detection and military reconnaissance satellite were completed, and that other achievements were 

made in national defence research of gigantic significance in developing the People’s Army into a 

powerful one with the strongest military muscle in the world. 

The report evaluated that the bold leap forward brought about in the national defence science and 

munitions industry made sure that the country ranked high in the world in terms of defence capabilities 

and, at the same time, it was of great significance in realizing the strategic plan of the Party Central 

Committee for developing the overall Korean revolution. 

The report said that a great advance was made in the work of turning the People’s Army into elite 

forces in the period under review. 

Source: Minju Choson KCNA (references to Ballistic Missiles in bold annotated by the Panel). 
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Annex 20: “Self-Defence 2021" arms exhibition on 12 October 2021 and the series of 

launch tests 

 

Annex 20-1: New hypersonic ballistic missile Hwasong-8: last reported launch test on 28 

Sept. 2021 

The new “hypersonic Hwasong-8 missile” so called by the DPRK media was showcased at the 

exhibition “Self-Defence 2021” on 11 October 2021 and beforehand was probably tested on 28 

September 2021 (see para. 23, annex 22) 

As demonstrated in KCNA pictures of the launch and as emphasized by KCTV coverage of the 

exhibition, the main missile body appeared to be made from a liquid propellant booster that resembled, 

but was probably shorter than, the single-stage Intermediary Range Ballistic Missile (IRBM) 

Hwasong-125.   

The re-entry vehicle displayed at the missile exhibition “Self-Defence 2021” appears to be the same 

as the one pictured on top of the tested booster, according to the KCNA picture (see figure 20-1-1). 

According to a Member State, the Hwasong-8 total length is around 14.5 m, with a diameter of 1.4 m. 

Concerning the re-entry vehicle, its length is around 4.7m with a rear diameter of around 0.9 m. The 

missile was reported by KCNA, citing Pak Jong Chon, to be a Hypersonic Glide Vehicle (HGV). 

According to the observation of several Member States and experts, this HGV resembled the 

hypersonic ballistic missile showcased by a Member State at a military parade in 2019.  

According to several Member States, the Hwasong-8 is at the early stage of development. The first 

flight test on 28 September 2021 may not have been successful as shown by the range and altitude 

flight of the missile. The hypersonic missile is a ballistic missile whose body is similar to that of the 

Hwasong-12. According to a Members State, the DPRK probably used the support of its cyber hackers 

to acquire or steal the technological information it needed to develop such a new weapon system, 

including the design of the hypersonic glide vehicle.  

 

 5 Hwasong-12 has been tested on 29 August and 15 September 2017, see S/2021/777 

para.26, S/2019/171 para.174; S/2018/171 para.7, 12; S/2017/742 para.7-13. A 

Member State confirmed many similarities identified between the Hwasong-8 and 

Hwasong-12, with a similar diameter and motorisation based on the DPRK version 

of the USSR RD-250 engine.   
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Figure 20-1-1: New Hypersonic BM Hwasong-8  : last reported launch test on 28 Sept. 2021

 

Source: KCTV, 12 October 2021, 8pm, and Rodong Sinmun (En), 29 September Juche 110 (2021)6. 

 

 6 Video on the "Self-Defence 2021" arms exhibition at “Three revolution Exhibition” (39° 04′ 
49″ N 125° 45′ 23″ E) available at https://kcnawatch.org/kctv-archive/61658f2826e3a/ and 
Article (original version at source): Hypersonic Missile Newly Developed by Academy of 

Defence Science Test-fired, Date: 29/09/2021, available at 
https://kcnawatch.org/newstream/1632886875-742443353/hypersonic-missile-newly-
developed-by-academy-of-defence-science-test-fired/?t=1642625103563and  

https://kcnawatch.org/kctv-archive/61658f2826e3a/
https://kcnawatch.org/newstream/1632886875-742443353/hypersonic-missile-newly-developed-by-academy-of-defence-science-test-fired/?t=1642625103563and
https://kcnawatch.org/newstream/1632886875-742443353/hypersonic-missile-newly-developed-by-academy-of-defence-science-test-fired/?t=1642625103563and
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Annex 20-2: New SLBM launched from a submarine on 19 October 2021 

It is smaller than the SLBM Pukguksong series, whose versions 5 and 1 are shown (from left) in the figure below to 

the left of the new SLBM. Its shape appears to be based on that of the SRBM KN-23 and KN-24 (see figure 20-2-1). 
 

Figure 20-2-1: New SLBM test on 19 Oct. 2021 

 Source: KCTV, 20 October 2021, Full Broadcast; KCTV, 12 October 2021, 8pm video on the "Self -Defence 2021" 

arms exhibition at “Three revolution Exhibition” (39° 04′ 49″ N 125° 45′ 23″ E) available at 

https://kcnawatch.org/kctv-archive/61658f2826e3a/, annotated by the Panel   

  

https://kcnawatch.org/kctv-archive/61658f2826e3a/
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Annex 20-3: China’s views on the missile launches 
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Annex 21: From September 2021 to January 2022, the DPRK repeatedly tested two types 

of its new solid-fuelled SRBMs, which it called “new tactical guided missiles” (S/2021/211, 

figure 2). A railway-borne SRBM system7 (possible KN-23) was tested twice on 15 

September 2021, as well as on 14 January 2022. A track-TEL borne system (possible KN-

24) was tested again on 17 January 2022 (S/2020/151, para.194). 

 

On 15 September 2021 (see figure 21-1)8 and 14 January 2022 the DPRK launched twice two 

solid-propellant short-range missiles combining ballistic missile and guidance technology 

identified by five Member States as SRBMs, and whose shape and flight characteristics (pull-

up manoeuvre during flight) resembled the KN-23 with a reduced payload for the test of 15 

September 2021 to be able to reach the unusual longer range. Its flight could also be similar to 

that of the new SRBM launched on 25 March 2021, identified as a possible modification and 

enlargement of the previously displayed and tested KN-23 SRBM.9 

The two missiles of the 15 September 2021 (KN-23) were fired in five minutes from a railway-

borne launcher located at 39°16'31"N 126°48'17"E (Yangdok area of South Phyongan, see figure 

21-2)10, travelling in an easterly direction around 800 km with an apogee at around 60 km and 

impacting in the exclusive economic zone of Japan, 300 km north to Hegurajima island off the 

coast of Noto Peninsula after “a pull-up manoeuvre” detected during the flight. 

  

 

 7 A possible modified P61 railcars, see article “North Korea tests multiple long-range 

missile systems”, Janes on 2 November 2021 available at 

https://customer.janes.com/Janes/Display/BSP_8038-JIR and see 

http://www.railway-parts.com/news/introduction-of-china-covered-wagon.html   
 8 Pak Jong-chon, member of the Presidium of the Politburo of the Workers' Party and 

secretary of the Central Committee of the Workers' Party of Korea, guided the latest 

drills, along with other top officials of the Department of Political Leadership over 

Military Affairs, and officials of the Department of Munitions Industry (KPe.028)19 

of the Central Committee of the Workers' Party of Korea, and leading officials of 
the General Staff of the Korean People's Army, and leading officials of the sector of 

research on national defence science. (KCNA)  

 9 The new SRBM was tested on 25 March 2021. See S/2021/777, para.16, table 1 and 

annexes 18-1 and 18-2. 

 10 Another location nearby was identified by a Member State at 39°16'2.04"N 

126°47'17"E but this location is not totally relevant with the KCNA video giving an 

idea of the length of the tunnel and the curve of the track 

http://www.railway-parts.com/news/introduction-of-china-covered-wagon.html


S/2022/132         

 

22-01569 134/423 

 

 

The two missiles of 14 January 2022 (KN-23) were fired in 11 minutes from a railway-

borne launcher (display at the “self-defence 2021” exhibition, see figure 9 from the main 

text) located in the area of Uiju, Phyongsan Province possibly in the rectangle S-W corner 

40° 13′ 10″ N 124° 34′ 02″ E, N-E corner 40° 13′ 06″ N 124° 33′ 57″ E, see figure 21-3), 

travelling in an north-easterly direction around 400 to 430 km with an apogee between 36 

and 50 km and impacting an uninhabited island (possible location 40 ° 38′ 50″ N 129° 33′ 

02″ E”) after a possible “pull-up manoeuvre”during the flight. 

The two missiles of 17 January 2022 (KN-24) were fired in less than four minutes from a 

tracked TEL11 (displayed at the “Self-defence 2021” exhibition, see figure 10 from the 

main text) located in the area of the Sunan Pyongyang international airport, possibly in 

the extreme north of the unused runway (39° 15′ 44″ N 125° 40′ 34″ E, see figure 21-4), 

traveling in an easterly direction around 300 to 380km with an apogee between 42 and 

50km and impacting an uninhabited island (possible location 40° 38′ 50″ N 129° 33′ 02″ 

E”) after a possible“pull-up manoeuvre” during the flight. 

 

  

 

 11 The TEL chassis may be based on the DPRK Pokpung-ho battle tank chassis, 

derived from T62 and T72 (S/2020/151, annex 58.4.2).  
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Figure 21-1: 15 Sep .2021 - Two ballistic missiles launched from a railway-borne platform 

 

Source: KCTV, 16 September 2021 (39° 16′ 31″ N 126° 48′ 17″ E), and KCTV, 12 October 2021, 8pm (“Three 

revolution Exhibition”, 39° 04′ 49″ N 125° 45′ 23″ E). 
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Figure 21-2: The rail network provides another option for concealing and launching DPRK 

missiles

 

Source: Google Earth, 30 December 2016; Planet Labs Inc. 18 September 2021, 02 02 54 UTC; 2 October 2021, 03 00 

UTC.  
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Figure 21-3: 14 Jan. 2022 – Operational launch test of two SRBMs (possible KN-23) from a railway-

borne missile system 

 

Source: Planet Labs Inc. 14 January 2022, 02 27 UTC; 12 January 2022, 01 44 UTC; 22 August 2021, 02 29 UTC; KCNA 

picture from https://kcnawatch.org/#gallery-1 to 7 and from Rodong Sinmun (15 January 2022); KCTV, 15 January 2022. 

  

https://kcnawatch.org/#gallery-1
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Figure 21-4: 17 January 2022 – Operational launch test of two SRBMs (possible KN-24) from a tracked-TEL 

 

Source: KCTV, 18 January 2022, 8pm Bulletin available at https://kcnawatch.org/kctv-archive/61e6c3cec3e8f/  

Planet Labs Inc. 25 August 2021, 06 56 UTC; 16 January 2022, 01 58 UTC; 17 January 2022, 02 20 UTC. 

 

  

https://kcnawatch.org/kctv-archive/61e6c3cec3e8f/
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Annex 22: On 28 September 2021 (local time) a “hypersonic gliding warhead” delivered 

by a ballistic missile (named Hwasong-8 by the DPRK) launched in an easterly direction 

from Toyang in the area of Jonchon  

On 28 September 2021,12 the DPRK launched a ballistic missile whose main body and exhaust plume 

appeared to be from a liquid propellant booster that resembled, but shorter than, the single-stage IRBM 

Hwasong-12.13 Called by the DPRK “the hypersonic Hwasong-8 missile” its possible manoeuvrable 

re-entry vehicle looked like a Hypersonic Glide Vehicle (HGV) that resembled the solid fuel 

propellant hypersonic ballistic missile showcased by a Member State at a military parade in 2019.The 

missile was fired from the Mupuong-ri area, (Jagang province), travelling eastwards for about 200 km 

with an apogee between 30 and 60km and impacting waters off the east coast after following a 

depressed trajectory probably related to an early engine shutdown or switch-off. 

  

 

 12 Pak Jong-chon, member of the Presidium of the Politburo and secretary of the 

Central Committee watched the test-launch with leading officials in the sector of 

national defence science. (KCNA)  

 13 Hwasong-12 was tested on 29 August and 15 September 2017. See S/2021/777, 

para.26; S/2019/171, para.174; S/2018/171, paras.7, 12; S/2017/742, paras.7-13. 
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Figure 22-1: Launch test of a possible hypersonic Hwasong-8 missile on 28 September 2021

 

Source: KCTV, 12 October 2021, and KCNA and Rodong Sinmun (En) (original version at source), 29 September 202114 

  
 

 14 KCTV, 12 October 2021, and KCNA and Rodong Sinmun (En) (original version at 

source), 29 September, Juche 110 (2021), Article: Hypersonic Missile Newly 

Developed by Academy of Defence Science Test-fired Date: 29/09/2021 |available 

at https://kcnawatch.org/newstream/1632886875-742443353/hypersonic-missile-

newly-developed-by-academy-of-defence-science-test-fired/?t=1642625103563and  

https://kcnawatch.org/newstream/1632886875-742443353/hypersonic-missile-newly-developed-by-academy-of-defence-science-test-fired/?t=1642625103563and
https://kcnawatch.org/newstream/1632886875-742443353/hypersonic-missile-newly-developed-by-academy-of-defence-science-test-fired/?t=1642625103563and
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Annex 23: On 19 October 2021 (local time), a submarine-launched ballistic missile (SLBM) 

launched in an easterly direction from a submarine in the Sinpo area. 

On 19 October 202115, the DPRK launched a solid-propellant short-range Submarine Launched Ballistic 

Missile whose design is smaller than the SLBM Pukguksong missile series and appears to be based on 

that the SRBM KN-23 and KN-24 as well as its flight characteristics with pull-up manoeuvre (See figure 

20-2-1 at annex 20-2). Called by the DPRK “the new SLBM” it would have been launched from a 

Gorae/Sinpo-B-class experimental ballistic missile submarine called “8.24 Yongung” according to 

KCNA and two Member States (see figure 23-1). The missile was fired from a submarine (or from a 

submersible test stand barge, see figure 23-2) temporary located off the coast of Sinpo south shipyard 

(Hamgyong province), traveling eastwards for about 600 km with an apogee between 50 and 60 km and 

impacting waters after “a pull-up manoeuvre” detected during the flight. 

  

 

 15 Yu Jin, department director of the Central Committee, guided the test-launch along 

with Kim Jong Sik (KPi.066)1, vice department director of the Department of 

Munitions Industry (KPe.028) and leading officials of the Academy of Defence 

Science (KPe.021) (KCNA).  
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Figure 23-1: Possible use of a Gorae/Sinpo-B-class experimental BM submarine (the “August 24 Hero 

Warship”) as a submersible launch platform
16

 

 

Source: KCTV, 20 October 2021, Full Broadcast annotated by the Panel. 

 
 

 16 The period from 2013 to 2014 was marked by the development of the experimental 

Gorae-class submarine launch platform (aka Sinpo-B, see S/2020/151, para. 196, 

S/2017/150, para. 40 and S/2016/157, paras. 41 to 44).  



 S/2022/132        

 

143/423 22-01569 

 

Figure 23-2: Focus on the movements of the submersible test stand barge and of one of the support 

vessels located originally in the secure boat basin of the Sinpo south shipyard between 17 and 20 October 

2021 (40° 01′ 34″ N 128° 09′ 59″ E) 

 

Source: Planet Labs Inc. 17 October 2021, UTC 05 11 - 03 06- 01 46 - Planet Labs Inc., 18 October 2021, UTC 05 18 - 03 

30- 01 52 - Planet Labs Inc. 20 October 2021, UTC 04 53 - 01 53. 
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Annex 24: 5 January and 11 January 2022 (local time): two possibly similar new ballistic missiles 

that, according to the DPRK, deliver “the hypersonic gliding warhead”. Launched in an easterly 

direction from Toyang in the area of Jonchon. 

On 5 January and 11 January 2022, the DPRK launched two ballistic missiles (possibly the same type) 

whose main body and exhaust plume appeared to be from a liquid propellant booster that resembled, but 

was shorter than, the single-stage IRBM Hwasong-12 (see figure 24-1 and figure 24-2). The DPRK used 

the description “hypersonic glide vehicle” in connection with the missiles. Their possible manoeuvrable 

re-entry vehicle (MaRV) resembled the KN-23, KN-24 and the new SLBM ballistic missiles (see above).  

The missile launched on 5 January was fired from the Mupuong-ri area, (Jagang province), travelling 

eastwards for about 500 km with an apogee 50 km17 and impacting waters off the east coast.  

The missile launched on 11 January was fired from the same area and impacted off the east coast, but, 

according to a Member State, flew more than 700 km with an apogee of 60 km and reached up to a 

maximum speed of Mach 10 (12 240km/h)18. There was an "improvement" compared with the missile 

tested on 5 January 2022, which the DPRK claimed to have been a hypersonic missile. 

Kim Jong Un officially attended the missile test on 11 January with Jo Yong Won, member of the 

Presidium of the Political Bureau (KCNA 12 January 2022). 

  

 

 17 The DPRK claimed to have launched a “hypersonic missile” with a “re-entry 

vehicle” which “flew 700 km with a lateral movement of 120 km”.  

 18 The DPRK claimed to have launched a “hypersonic missile” with a “re-entry 

vehicle”. “The test fire was aimed at making a final confirmation of the overall 

specifications of the developed hypersonic weapon system. The hypersonic missile 

was launched into the sky. The hypersonic gliding warhead was separated from the 

launched missile, made a gliding re-leap from the point of 600 kilometres and 240-

kilometre acute circular flight from the initial launch azimuth to the pinpoint to hit 
the target in the waters 1,000 kilometres away. The final test fire more clearly 

proved the superb manoeuvrability of the hypersonic gliding warhead” from KCNA 

Voice of Korea article “General Secretary Kim Jong Un watches test fire of 

hypersonic missile”, 12 January 2022, available at 

https://kcnawatch.org/newstream/1641945680-505763594/general-secretary-kim-

jong-un-watches-test-fire-of-hypersonic-missile/?t=1649732870380 (emphasis 

Panel’s). 

https://kcnawatch.org/newstream/1641945680-505763594/general-secretary-kim-jong-un-watches-test-fire-of-hypersonic-missile/?t=1649732870380
https://kcnawatch.org/newstream/1641945680-505763594/general-secretary-kim-jong-un-watches-test-fire-of-hypersonic-missile/?t=1649732870380
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Figure 24-1: Launch test of a new MRBM and its possible MaRV on 5 January 2022

 

Source: KCTV, 12 October 2021, and KCNA, 6 January 202219 

  

 

 19 KCNA at https://www.nknews.org/pro/wp-content/uploads/kcna-

watch/kcna_kp_en/images/MM00289748.jpg?t=1649371935222 and  
  KCTV, 12 October 2021, 8pm, video on the "Self-Defence 2021" arms exhibition at “Three revolution 

Exhibition” (39° 04′ 49″ N 125° 45′ 23″ E), available at https://kcnawatch.org/kctv-

archive/61658f2826e3a/ and  https://kcnawatch.org/?t=1649723100702 

https://www.nknews.org/pro/wp-content/uploads/kcna-watch/kcna_kp_en/images/MM00289748.jpg?t=1649371935222
https://www.nknews.org/pro/wp-content/uploads/kcna-watch/kcna_kp_en/images/MM00289748.jpg?t=1649371935222
https://kcnawatch.org/kctv-archive/61658f2826e3a/
https://kcnawatch.org/kctv-archive/61658f2826e3a/
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Figure 24-2: Launch test of a new SRBM/MRBM and its possible MaRV on 11 January 2022 

 

Source: KCNA at https://www.nknews.org/pro/wp-content/uploads/kcna-

watch/kcna_kp_en/images/MM00289748.jpg?t=1649371935222 and https://kcnawatch.org/?t=1649723100702 

  

https://www.nknews.org/pro/wp-content/uploads/kcna-watch/kcna_kp_en/images/MM00289748.jpg?t=1649371935222
https://www.nknews.org/pro/wp-content/uploads/kcna-watch/kcna_kp_en/images/MM00289748.jpg?t=1649371935222
https://kcnawatch.org/?t=1649723100702
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Annex 25: Activity at the Sinpo south shipyard since August 2021 

Sustained activity was detected in the secure boat basin between August and December 2021, which was likely 

to be related to the preparation of the launch test of the new SLBM before 19 October 2021 and the associated 

technical improvements as well the maintenance or reparation operation during December (see figures 25-1 and 

25-2). According to the analysis of satellite imagery by two thinktanks20 the GORAE/SINPO-class ballistic 

missile submarine (SSB) was observed on the 13 December 2021 in the dry dock located at 40° 01′ 53″ N 128° 

12′ 35″ E, probably for repairs or improvements of the vessel.  

 

 20 See “Sinpo South Shipyard: The SINPO-Class Ballistic Missile Submarine Returns to Secure 

Basin After Hull Maintenance” from the Stimson center 38 North publication, 5 January 2022 

available at https://www.38north.org/2022/01/sinpho-south-shipyard-the-sinpo-class-ballistic-

missile-submarine-returns-to-secure-basin-after-hull-maintenance/   

  And see “Sinpo-class Submarine Damaged During October 19 Test Launch” from CSIS Beyond 

the Parallel, 7 January 2022, available at https://beyondparallel.csis.org/sinpo-class-submarine-

damaged-during-october-19-test-launch/  

https://www.38north.org/2022/01/sinpho-south-shipyard-the-sinpo-class-ballistic-missile-submarine-returns-to-secure-basin-after-hull-maintenance/
https://www.38north.org/2022/01/sinpho-south-shipyard-the-sinpo-class-ballistic-missile-submarine-returns-to-secure-basin-after-hull-maintenance/
https://beyondparallel.csis.org/sinpo-class-submarine-damaged-during-october-19-test-launch/
https://beyondparallel.csis.org/sinpo-class-submarine-damaged-during-october-19-test-launch/
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Figure 25-1: Activity in secure boat basin around the submarine berth from August to 

December 2021

 

Source: Planet Labs Inc. 12 October 2021, 22 29 UTC; 15 October 2021, 04 41 UTC; 18 October 2021, 02 16 UTC; 

20 October 2021, 01 26 UTC; 27 October 2021, 23 33 UTC; 28 October 2021, 23 07 UTC; 29 October 2021, 22 

43 UTC; Google Earth, 31 August 2021. 
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Figure 25-2: Various details of activity and presence of the submarine and submersible barge 

 

Source: Planet Labs Inc. 12 November 2021, UTC 23 42; 25 November 2021, 05 26 UTC; 3 December 2021, 02 00 UTC; 

8 December 2021, 02 10 UTC; 25 December 2021, 23 59 UTC; 27 December 2021, 23 50 UTC. 
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Infrastructure activity at the Sinpo south shipyard since August 2021 

At the Sinpo south shipyard, construction and maintenance of infrastructure continued, but slowly throughout 
2021. In July, a dredging barge (40° 01′ 19″ N 128° 09′ 52″ E) was observed in front of the new construction 

hall, in line with the slipway. The dredger probably excavated this area to facilitate the eventual berthing of a dry 

dock, potentially to be used to transport the new submarine when it leaves the construction hall. (see figure 25-
3)21 The pier renovation (40° 00′ 32″ N 128° 08′ 50″ E) and housing construction (40° 00′ 38″ N 128° 09′ 22″ E) 

at the south continued but construction of the semi-buried shelter (40° 00′ 41″ N 128° 08′ 53″ E) has not yet 

resumed (see figure 25-4). The new buildings (40° 01′ 08″ N 128° 09′ 26″ E) in the area of the static test stand 

appear to be finalized. 

  

 

 21 See the report “Sinpo South Shipyard Update”, the Center for Strategic and 

International Studies-Beyond Parallel (CSIS), 8 September 2021. Available at 

https://beyondparallel.csis.org/sinpo-south-shipyard-update/ 
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Figure 25-3: A dredger barge was observed (40° 01′ 18″ N 128° 09′ 53″ E) in front and alongside the 

south side of the new construction hall’s slipway from 17 July to 23 July 2021

 

Source: Planet Labs Inc., 17 July 2021, 08 51 57 UTC; 20 July 2021, 02 04 UTC; 23 July 2021, 06 28 UTC; 8 December 

2021, 02 10 UTC. 
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Figure 25-4: The construction or renovation of the pier (40° 00′ 32″ N 128° 08′ 50″ E) located 

in front of the buried submarine shelter (40° 00′ 41″ N 128° 08′ 53″ E) and the finalization of 

the housing at the cape (40° 00′ 38″ N 128° 09′ 22″ E)

 

Source: Planet Labs Inc., 11 September 2021, 23 33 UTC, 8 December 2021, 02 10 UTC. 
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Annex 26: Activity at the Nampo naval shipyard since August 2021 regarding the submersible 

test stand barge maintenance 

In Nampo naval shipyard, the submersible missile test stand barge, which is mounted on a temporary static 

trolley on rails was still under maintenance or improvement in September 2021 (S/2021/777, annex 19, and 

S/2021/211, para. 23, annex 15). The satellite imagery (38° 43′ 08″ N 125° 23′ 28″ E) showed very well the 

possible missile launch tune in the center of the submersible platform, covered by its closed hatch (see figure 

26-1). 

Figure 26-1: Submersible missile test stand barge in Nampo was still under repair or improvement in 

September 2021

 

Source: Planet Labs Inc., 29 September 2021, 05 23 UTC; Google Earth, 5 May, 5 June, 12 June and 20 July 2021. 
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Annex 27: Developments at Kusong tank factory (No. 95 Factory) and at No. 112 Factory 

(see S/2021/777, annex 21) 

The overall modernization of the infrastructure of the Kusong tank factory (No. 95 Factory, 40° 03′ 16″ N 125° 

13′ 16″ E) in charge of ballistic missile TEL production has stalled in the second half of 2021, with little changes 
observed by satellite imagery (see figure 27-1). This is also true of the new building under construction near No. 

112 Factory since 2020, where an IRBM Hwasong-12 was launched on 14 May 2017 (see figure 27-2). 
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Figure 27-1: The “Kusong tank factory” renovation slowdown in the second half of 2021  

Source: Planet Labs Inc., 22 December 2021, 01 46 42 UTC; Google Earth, 14 November 2021; Planet Labs Inc., 14 

August 2021, 02 22 UTC; Planet Labs Inc., 24 July 2021, 05 27 UTC. 
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Figure 27-2: Construction of a large building in the Factory No. 112 area has continued slowly, but a 

new structure has been added to its eastern side since September.

 

Source: Google Earth, 14 November 2021; Planet Labs Inc. 24 July 2021, 05 27 UTC.  
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Annex 28: Procurement of Illicit and WMD related Commodities through O Yong Ho’s 

Procurement Activities 

28-1. According to a Member State, from 2016 to 2020, O Yong Ho 22 attempted to purchase aramid 

fibre (Kevlar)23, equipment including winders 24 used to produce aramid fibre, as well as a Russian 

version of a spinning nozzle.25 For these transactions, O Yong Ho used the cover terms “clothing 

equipment” and “textile machines”. To strengthen DPRK’s domestic production of aramid fibres, O 

Yong Ho also sought four specific chemicals.26 

Despite the disruption of such purchase attempts by the Russian Federation in 2016, O Yong Ho27 

succeeded in purchasing 300kgs of Ruslan VM-600 Kevlar fibre in October that year.  In late 2016, he 

notified Moscow based Parsek LLC’s28 Director of Development, Mr. Roman Anatolyevich Alar, 29 30 

31 32 of his intent to purchase 500kg of Kevlar thread and awaited notification of funding to finalise the 

purchase. He was also in contact with the currently dissolved company PTKT Kayur LLC33 which may 

have been involved in facilitating the transactions. He continued to attempt to procure Ruslan aramid  

  

 

 22 Date of birth: 25 December 1961, Diplomatic Passport no. 108410041 (issued 13 October 2018, expires 
13 October 2023). 

 23 In 2020, O Yong Ho purchased 100kg of Aramid fibre. 

 24 The purchase of winders, fibres and materials continued into May/June 2019. O Yong Ho was actively 

moving these transactions on 7 and 20 June 2019. 

 25 Spinning nozzle containing 200-300 holes sized between 0.08-0.1mm, made from a platinum palladium 

alloy to prevent corrosion. 

 26 Polyorganohydride silozane, designator BS94SILRES, (to produce high-strength high-modulus aramid 

fibres) (1 kg); Polyhydrogen methyl silozane, designator 136-41, (1 kg); polyethylhydride silozane (1 

kg); Silicon resin, designator 139-297, (relates to a paint having anticorrosive and fire-resistant 

properties) (1 kg); a secondary impregnation liquid EDT-10 (2 kg). 

 27 On 12 January 2022, the U.S. Department of the Treasury’s Office of Foreign Assets Control (OFAC) 

designated five Democratic People’s Republic of Korea (DPRK) individuals responsible for procuring 
goods for the DPRK’s weapons of mass destruction (WMD) and ballistic missile-related available at 

https://home.treasury.gov/news/press-releases/jy0555 

 28 Source: Parsek LLC, a Moscow based company, INN 7714789249 available at https://spark-

interfax.ru/system/home/card#/company/E1B0CBC619A249959CD23CC9EE2AC612/101) 

 29 LLC Parsek and its Director of Development Mr. Alar (Роман Анатольевич Аларь) have yet to respond 

to the Panel’s request for information on these transactions. 

 30 Source: INN 370400863660 available at https://spark-interfax.ru/system/home/card#/physicalperson/inn-

370400863660/1 

 31 In a related action, the Department of State designated DPRK national O Yong Ho, Russian national 
Roman Anatolyevich Alar, and Russian entity Parsek LLC pursuant to E.O. 13382 for having engaged in 
activities or transactions that have materially contributed to the proliferation of weapons of mass 
destruction or their means of delivery by DPRK, see, the U.S. Department of the Treasury’s Office of 

Foreign Assets Control (OFAC) designated on 12 January 2022, five Democratic People’s Republic of 

Korea (DPRK) individuals responsible for procuring goods for the DPRK’s weapons of mass destruction 

(WMD) and ballistic missile-related available at https://home.treasury.gov/news/press-releases/jy0555 

 32 Consecutive Russian MOFA’s statement: “In a comment on this case the official representative of the 

Russian Foreign Ministry M.V.Zakharova denied accusations of "key role" of Russian citizen R.A. Alar 

and the Parsek company in the supply of components and technologies for "the entire DPRK missile 

program" and noted  that Russia  “ is consistently  committed to all its non-proliferation obligations both 

through the UN Security Council and within the framework of international and multilateral instruments 
to which it is a party.”, available at https://www.mid.ru/ru/foreign_policy/news/1794453/ 

 33 PTKT Kayur LLC: INN 7726299256. According to the reply of Russian authorities, based on the 

Unified State Register of Legal Entities, PTKT Kayur LLC was dissolved on 29 July 2021. 
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fibre from the same company in 2019 and 2020. In 2020, O Yong Ho purchased 100kg of Aramid fibre 

from Parsek LLC and was expected to place a much larger order in the middle of the same year.   

In response to the Panel’s enquiries concerning Parsek LLC, the Russian Federation stated that “Parsek 

LLC supplies and provides after-sales service for equipment used in cable, power supply and control 

systems diagnostics and also sells related expendable materials and accessory parts. According to 

information received from company representatives, they had indeed been approached in 2018 by 

employees of the North Korean company Ponghwa with a request to arrange the supply of a lathe, 

condensers, bearings of various design, as well as Russian-made aramid fibre, but this request was 

rejected in view of the Security Council sanctions in place”. 
 

28-2. In 2018, O Yong Ho allegedly approached at least one other company in Russia to procure 

stainless steel. According to the Member State, between 2016 and 2018, he attempted to buy steel used 

in the production of liquid propellant ballistic missiles and purchased nine tonnes in March 2018 34 

from another Russian company to be delivered to the DPRK. He compiled an advanced payment return 

confirmation including the following details about the purchase:  

• Contract item was stainless steel 12X18H10T-6 (Russian-origin).  

• Delivery period for an arrival in Moscow was within 10 days of contract conclusion, and arrival 

of a container at Tumangang Railway Station on the Russian/DPRK border was within 30 days 

of contract acceptance. 

• Document was dated 27 February, signed by a representative of the Korean Natural Resources 

Development Investment Corporation (KPe.010)35 named O Yong Son. 

 

28-3. Information provided by the Member State stated that between early July 2016 to late October 

2016 O Yong Ho made progress in purchasing 3000 tonnes of the specific steel used in the manufacture 

of the hull of DPRK ballistic missile submarines.36 He brought a delegation of DPRK officials to Russia 

in late 2016 to inspect the steel. 
 

28-4. In addition, the Member State provided information that from 2016 to 2020, O Yong Ho attempted 

to purchase bearings for use by the DPRK’s Rocket Industry department. In mid-March 2016, he 

received a commercial proposal from Parsek LLC, which was prepared by Roman Anatolyevich Alar 

and signed by the company’s General Director Artem Mikhaylovich Kalinkin.37 The proposal was on 

 

 34 He purchased 9 tonnes of 12X18H10T-6 stainless steel, (the Austenite, Russia GOCT standard 

stainless steel and heat resistant steel). 

 35 KPe.010 Name: GREEN PINE ASSOCIATED CORPORATION     

  A.k.a.: a) CHO'NGSONG UNITED TRADING COMPANY b) CHONGSONG YONHAP c) 

CH'O'NGSONG YO'NHAP d) CHOSUN CHAWO'N KAEBAL T'UJA HOESA e) JINDALLAE f) 
KU'MHAERYONG COMPANY LTD. g) NATURAL RESOURCES DEVELOPMENT AND 

INVESTMENT CORPORATION h) SAEINGP'IL COMPANY i) National Resources 

Development and Investment Corporation j) Saeng Pil Trading Corporation, available at 

https://www.un.org/securitycouncil/sanctions/1718/materials  

 36 Steel HY130, F500W, D40S, E40S used for shipbuilding as well as 08KH15N5D2T. Cost was 

223,000 Roubles ($3,496) per tonne, which was more than USD10M worth of steel.  

 37 Артём Михайлович Калинкин 
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the supply of aviation oil and several models of ball bearings with applications to MTCR Category 1 

and 2, ballistic missile guidance, navigation and control systems.38 DPRK has previously procured 

several of these models on behalf of Syria’s Scientific Studies and Research Center (SSRC), a known 

entity carrying out WMD and ballistic missile work (about aramid see above Sec.XX1). In late January 

2020, O Yong Ho provided a price quote for 7 types of bearings.39 DPRK has previously procured 

several of these models on behalf of SSRC. Parsek LLC and its executives have yet to respond to the 

Panel’s request for information on these transactions. 

The Russian Federation also noted in its reply, that “the Russian Federal Service for Technical and 

Export Control did not issue permits to Parsek LLC for the export (transfer to foreign persons) of 

materials, such as kevlar or aramid fiber or steel of various grades, or bearings or technical data or 

other products” (see annex 29). 

 

28-5. According to the Member State’s information, O Yong Ho was interested in instructions and 

technical expertise on solid propellant production. In June 2018, he received from Roman Anatolyevich 

Alar a hand-written and typed copy of a letter containing instructions for using OSF brand catalyst in 

solid rocket fuel mixtures:  

1. Use a 5 tonnes rocket charge;  

2. Pour with the mixture powder;  

3. Use ammonium perchlorate as an oxidiser;  

4. Use a specific impulse of the rocket engine of 250 seconds, noting the specific impulse does not 

increase with the use of this OSF brand catalyst.40   

In the same vein, on 28 December 2019, O Yong Ho received Kompas CAD drawings of a Russian 

TRDD-50 cruise missile from a missile/rocket scientist (allegedly deceased), who was located in the 

Russian Federation.   

 

28-6. In October 2017, O Yong Ho sought hot and cold isostatic presses.41 Isostatic presses are used in 

making nose tips for Re-entry Vehicles and nozzle inserts for rocket motors.  

 

 38 Parsek LLC’s proposal included more than 500 units of the following bearings, 24-45YU4T 

(Deep groove ball bearing); 4-2000083; 4-6023 or 4-6023E (Deep groove ball bearings. Magneto 

type bearings. Complete); 5-26; 5-6025 (Angular Contact Ball Bearings dimensions); 5-640065; 

5-6W9YUT; Aviation oil OKB-122-3 (Lubricants for Mi-17, NYCOLUBE 123 Gde. 3 132-19 

OKB 122-3 TU 6-02-897 lend of a petroleum base stock and a polysiloxane, for the lubrication of 

aviation turbines, Compressors and gyro instruments. Information available at https://www.nyco-

group.com/site/content/uploads/MI-17%20product%20list-NYCO.pdf)  

 39 1000 units of bearings such as A-26; 4-6023 (Type: Deep groove ball bearings. Magneto type 

bearings. Complete); 4-6025; 5-60096; 5-640065; 5-640095; RA 5160 (Removable angular ball 

bearings, open). 

 40 The OSF catalyst allows for uniform burning and prevents the development of vibration or 

pulsing burning which leads to detonation in a short period of time.  

 41 Its specifications a cold isostatic press, maximum operating pressure of 300 MPA, an effective 

workspace for the high-pressure vessel of 630 x 1200mm; a hot isostatic press, maximum 

operating pressure of 150 MPA, a maximum operating temperature of 1500 (pres deg), and an 

effective workspace for the high-pressure vessel of 630 x 1200mm. Some of these systems have 

applications to MTCR 2.B.2, MTCR 6.B.3. Category.  
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Figure 28-1: O Yong Ho’s procurement activities 

Source: The Panel. 
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Annex 29: Reply of the Russian Federation, dated 5 October 2021  
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Source: The Panel. 
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Annex 30: DPRK procurement activities (Kim Jong Dok and Rim Ryong Nam) 

 

30-1 Kim Jong Dok 

The Panel has reported that Korea Machinery General Trading (KMGT), represented by Kim Jong Dok, 

regularly placed orders of sensitive industrial materials, including 1Cr18Ni9Ti stainless steel,53 which 

is known to be used for aeronautical purposes as well as for the fabrication of liquid-propelled ballistic 

missile engines.43 

According to a Member State, Kim Jong Dok’s placed orders (at least four times since January 2021) 

with Dandong-based Dandong Jongsan Trading (aka Dandong Dingshan Trading)44 for not only 

1Cr18Ni9Ti stainless steel but also valves, pumps and ball bearings. Kim’s main contact from Dandong 

Jongsan Trading was Jon Gon Hua (aka Tian Jinhua).45 Kim informed Jon Gon Hua that he particularly 

turned to several Chinese companies to place his orders, including Zibo Stirling Mechanical Equipment 

Co. Ltd.46 and Shandong Jinjian Heavy Mining Equipment Co. Ltd.47 (see figure 30-1 for Kim’s 

Procurement Activities) 

The procured items, including stainless steel, are prohibited from being supplied to the DPRK by 

paragraph 7 of resolution 2397 (2017).  In addition, pursuant to paragraphs 8 and 27 of resolution 2270 

(2016), any item that could contribute to development of the operational capabilities of the DPRK’s 

armed forces, or to the DPRK’s weapons of mass destruction programs, is prohibited from being 

exported to the DPRK. 

The Panel has yet to receive replies to its enquiries from these companies. 

 

 

  

 

 42 S/2021/777, para. 22 and annex 27.  

 43 Joint advisory issued by US Government detailing DPRK’s efforts to procure sensitive material 

and technology mention that steel alloys containing titanium are likely imports for DPRK’s 

ballistic missile programmes, and explicitly lists 1Cr18Ni9Ti as one such alloy. See 

https://home.treasury.gov/system/files/126/20200901_nk_ballistic_missile_advisory.pdf  

 44 丹东鼎山贸易有限公司 

 45 Jon Gon Hua is likely a DPRK national and Dandong Jongsan a front company of the KMGT to 

acquire sensitive material in China. He is said to be one of the directors of the company with LI 

Faming.  

 46 淄博斯特林机械设备有限公司, a company in Zibo established in 2014 which specializes in 

manufacturing vacuum pumps and mechanic equipment.  

 47 山东金键重型矿山设备有限公司, a company in Zhaoyuan established in 2013 which focuses in 

selling mining equipment. 

https://home.treasury.gov/system/files/126/20200901_nk_ballistic_missile_advisory.pdf
https://home.treasury.gov/system/files/126/20200901_nk_ballistic_missile_advisory.pdf
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Figure 30-1: Kim Jong Dok’s (attempted) procurement activities 

Source: Member State, illustrated by the Panel.  
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30-2  Rim Ryong Nam 

Multiple Member States provided information to the Panel that a Shenyang-based individual, Rim 

Ryong Nam,48 49 has been acting as a procurement representative for DPRK’s Munitions Industry 

Department.50 According to the information, in early 2018, Rim sought to purchase aluminum powder 

and other commodities, including those known to be used in solid propellant manufacture : 

trismethylaziridnyl phosphine oxide (MAPO),51 industrial-use argon, electrolytic copper, metallic 

chrome, acetone, and steel plates.52 In addition, in 2019 and 2020, Rim purchased and successfully 

shipped many tons of aluminum powder on multiple occasions to the DPRK, destined for the Ministry 

of Rocket Industry (aka Rocket Industry Department) as end user.53 

According to a Member State, some of the aluminum powder and other missile-applicable chemicals were 

reported to have been supplied by Shandong Zhangqiu Metallic Pigment Co., Ltd.54 In effecting this 

procurement, Rim worked directly with Zheng Xin (aka Cho’ng Sin, Jong Sin(郑鑫)), the legal 

representative of Shenyang Jingchengjin Import & Export Co., Ltd. (see figure 30-2 for Rim’s 

procurement activities).  

Such export of aluminum powder to the DPRK may constitute a violation of various resolutions 

including: paragraph 8 of resolution 1718 (2006); paragraphs 9 and 10 of resolution 1874 (2009); 

paragraph 9 of resolution 2087 (2013); paragraphs 7, 14, 15, 16 of resolution 2270 (2016); and 

paragraph 7 of resolution 2397 (2017).  

China replied “China has conducted careful investigation based on the information provided by the 

Panel. We did not find any transactions of aluminum powder by RIM Ryong Nam within China. Nor 

did we find any information of the company registered under this person’s name. RIM currently is not 

within the territory of China”. No replies have yet been received from the companies.  

 

  

 

 48 Rim is a DPRK national and his DoB is December 5, 1978. Acquired information also suggests 

that he is directly involved with a company called China Yantai Panocean Shipping Agency Co. 

Ltd (烟台泛洋船务代理有限公司). 

 49 In 2019, Rim Ryong Nam was also directly involved in an effort to purchase tractors, operating as 

a middleman for payments.  These payments also involved the accounts of the well -known 

Russia-based Korea Ungum Corporation, a DPRK Foreign Trade Bank front company (see 

S/2021/211 para. 141 ; S/2020/151 para 173 ; S/2019/691 para 56). 

 50 Munitions Industry Department (MID) has been designated (KPe.028) by the Security Council 

(resolution 2270 (2016)) for its involvement in key aspects of the DPRK's missile program.  

 51 S/2020/840, annex 6-3 (MAPO is a bonding agent used for propellant of solid fuel missiles).  

 52 Missile Technology Control Regime (MTCR) controls both aluminum powder (item 4.C.2.c of the 

MTCR Annex) and MAPO (item 4.C.6.a  

 53 Ministry of Rocket Industry (aka Rocket Industry Department) is a subordinate organization to 

the MID (KPe.028). 

 54 章丘市金属颜料有限公司铝粉厂 



S/2022/132         

 

22-01569 166/423 

 

Figure 30-2: Rim Ryong Nam’s procurement activities  

Source: Member State, illustrated by the Panel.  
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Annex 31: Report to the 1718 Committee by 50 Member States on the DPRK’s breach of the 

refined petroleum cap in Security Council resolution 2397 (2017) 
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Annex 32: Responses of China and Russia to report on breach of the cap on refined petroleum 

deliveries to DPRK   

 

Communication dated 13 December 2021 from the delegation of China to the 1718 Committee 

 

Any action of the Committee should be taken on the basis of solid evidence and sufficient facts. The report in 

this proposal does not provide concrete evidence of DPRK-flagged vessels engaging in ship-to-ship transfer of 

refined petroleum products, or an accurate and verifiable amount of refined petroleum products in each delivery. 

Its conclusion is only based on assumptions and estimations. It is neither scientific nor prudent to reach such a 

conclusion that the annual limit has been exceeded. In addition, estimations of the delivery volume for each 

shipment contained in this report do not even match that of the previous reports submitted by relevant Member 

States. China needs more time to study this proposal and would like to put it on hold. The Member States that 

made this proposal are recommended to provide more factual, accurate and verifiable information for the 

Committee’s consideration. 

 

Communication dated 13 December 2021 from the delegation of the Russian Federation to the 1718 Committee 

 

In regard of refined petroleum cap Russia would like to recall the provisions of the Security Council resolution 

2397, which stipulates that the Committee notifies all Member States when an aggregate amount of refined 

petroleum products sold, supplied, or transferred to the DPRK of 75, 90 and 95 per cent of the aggregate yearly 

amounts of 500 000 barrels have been reached, and only in the latter case (95 per cent), such notification is 

accompanied by an information about the requirement to immediately cease further deliveries of refined 

petroleum products to the DPRK for the remainder of the year. In the absence of the aforementioned notification 

of the Committee, export of refined petroleum products to the DPRK does not contravene the requirements of 

the 1718 sanctions regime. We understand the concerns expressed by the Member States in their letter. At the 

same time it is not possible to verify the accuracy of the provided information and its conclusions. Russia would 

like to put it on hold. 
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Annex 33: Deliveries of DPRK tankers of unreported refined petroleum at DPRK ports, June to 

September 2021 

The following lists the DPRK-flagged vessels at its various home ports with unreported refined 

petroleum deliveries.  

Table 1 

 

*NOTE: The Member State has provided imagery for each of the DPRK-flagged vessels.  
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The above-mentioned vessels have been featured in previous Panel reports for delivering illicit refined 

petroleum to the DPRK. The Panel’s reports and its investigations have illustrated that DPRK tankers 

typically do not enter third country ports to avoid detection and detention. They typically obtain their 

refined petroleum cargo via ship-to-ship transfers at sea. The modus operandi includes using smaller 

unmarked vessels or vessels without IMO numbers used to transfer the oil cargo from suspect vessels 

and then to DPRK-flagged or direct delivery vessels. Such transfer tactics are conducted with the 

express purpose of avoiding easy detection of oil transfers to DPRK-linked vessels. The Panel considers 

such transfers as aiding and facilitating delivery of illicit refined petroleum to the DPRK. The Panel’s 

investigations in this report give examples of ship-to-ship transfers involving the various DPRK-flagged 

tankers listed at table 1.   

A think tank reported55 that DPRK tankers have continued to deliver unreported refined petroleum 

products to DPRK ports for the remainder of the year 2021. A sample of the vessels at ports for the 

months of October, November and December are at figure 33: 

 

Figure 33: Sample imagery of DPRK-flagged vessels at Nampo port for the months of October, 

November and December 2021 

 

Source: RUSI, Maxar Technologies (left to right: NAM SAM 8 on 17 October 2021, YU SON on 12 

November 2021 and PAEK MA on 3 December 2021). 

  

 

 55 See https://rusi.org/explore-our-research/publications/commentary/north-koreas-oil-

terminals-come-back-life-imports-breach-unsc-cap 
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Annex 34: Stateless Direct Delivery vessels in the Korea Bay, April 2021 

 

The Panel in several reports highlighted the stateless direct delivery vessel XING MING YANG 888 

(IMO: 8410847) had broadcasted on multiple false identifiers over time.  In November 2020, the vessel 

transmitted a fraudulent identity as the Honduras-flagged VIFIN (MMSI: 334191000), with a call sign 

associated with the direct delivery vessel VIFINE (IMO: 9045962) (see figure 34-1), now sailing as the 

DPRK-flagged UN HUNG56. The XING MING YANG 888, which was historically flagged under the 

DPRK (as ZUNXIA NG)57 before being flagged out, likely retained its DPRK-links. 

 

Figure 34-1: XING MING YANG 888 sailing with a call sign associated with another direct delivery 

vessel, VIFINE (nka DPRK-flagged UN HUNG), Sansha Bay, 1 November 2020 

 

Source: Windward, annotated by the Panel (inset imagery, Member State). 

On 24 April 2021, satellite imagery showed three stateless vessels, XING MING YANG 888 (IMO: 

8410847), SUBBLIC (IMO: 8126082) and HOKONG (IMO: 9006758) anchored inside of the DPRK’s 

Exclusive Economic Zone (EEZ) (see figure34-2). These vessels have been proposed by the Panel for 

designation and repeatedly featured in Panel reports for sanctions evasion activities. 

  

 

 56 August 2020. 

 57 2010-2014.  
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Low resolution imagery a day later showed the likely XING MING YANG 888 meeting with another 

vessel measuring 85 meters in length still within the DPRK’s western coast’s EEZ at similar coordinates 

(see figure 34-2). The Panel notes only two oil tankers in the DPRK’s fleet appear to fit that length, 

RYE SONG GANG 1 (IMO: 7389704) and AN SAN 1 (IMO: 7303803). 

Figure 34-2: Likely XING MING YANG 888, Korea Bay, 25 April 2021 

 
Source: Planet Labs Inc., annotated by the Panel. 

 

The AN SAN 1 was located on the east coast of the DPRK at Chongjin port area on 21 April 2021, with 

the RYE SONG GANG 1 at a closer location anchored at Nampo port area on 19 April 2021 (see figure 

34-3), indicating the RYE SONG GANG 1 as the candidate for the ship-to-ship transfer. 

 

Figure 34-3: AN SAN 1 at the DPRK’s eastern port of Chongjin and the RYE SONG GANG 1 at the 

DPRK’s western port of Nampo, April 2021 

 
Source: (left) IHS Markit Seaweb; (right) Planet Labs Inc. 
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Both the AN SAN 1 and RYE SONG GANG 1 continued to call at DPRK ports to discharge refined 

petroleum in 2021 (see figure 34-4). Both the AN SAN 1 and the RYE SONG GANG 1 have a combined 

full (90% laden) capacity of 20,270.3 barrels of refined petroleum. 

Figure 34-4: AN SAN 1 and RYE SONG GANG 1 at Chongin and Hungnam ports respectively, in 

June and July 2021 

 
Source: Member State. 

 

The following table lists the direct delivery vessels observed by the Panel in or near the DPRK’s EEZ 

in 2021. The listed vessels have been previously investigated and recommended by the Panel for 

designation for the illicit transfer of refined petroleum to the DPRK. Given that the DPRK’s COVID-

19 restrictions appear to only allow its flagged vessels to enter port, direct delivery vessels have sailed 

towards the DPRK’s EEZ to conduct ship-to-ship transfers with DPRK tankers instead. The table lists 

the load capacity of each of the vessels (DWT58):   

 

Table of direct delivery vessels in DPRK EEZ or engaged in ship-to-ship transfers, 2021 

 

Vessel DWT In or around DPRK EEZ or 

engaged in ship-to-ship transfers  

in 2021 
DIAMOND 8  9,273 Yes 

HOKONG* sailing as SHUNKAI 3,995 Yes 
NEW KONK  8,057 Yes 

SUBBLIC  5,989 Yes 

XING MING YANG 888 7,303 Yes 
UNICA sailing as HAISHUN 2 4,865 Yes 

*Subject to demolition 

Source: The Panel. 

  

 

 58 DWT or dead-weight tonnage is a measure of a ship’s carrying capacity that includes the amount 

of (oil) cargo, water, crew and provision stores that a ship can carry.  The ships’ DWT are sourced 

from the IMO. 
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Annex 35: Pattern of behavior of direct delivery vessel UNICA (IMO: 8514306) 

 

 

The Panel first reported on the then Sierra Leone-flagged vessel UNICA in 2020 when it delivered 

unreported refined petroleum to the DPRK on multiple occasions59.  

 

The UNICA shared a similar pattern of behavior as that of the NEW KONK (IMO: 9036387) as well 

as other direct delivery vessels. In December 2017, the Hong Kong-incorporated Rui He (HK) Marine 

Co Ltd became the owner and manager of UNICA. The vessel was re-flagged under Niue in the same 

month. A maritime database platform lists the vessel as flagged unknown shortly thereafter, until the 

vessel was re-flagged under Sierra Leone in October 2018. During this period, UNICA’s intermittent 

AIS transmissions indicated arrived at the Bama River in Fujian Province by January 2018 and visited 

at least two shipyards, including at Fujian Yihe Shipbuilding Industry Co., Ltd. / 福建省易和船舶重工有

限责任公司, (hereafter “Fujian Yihe”) in October / November 2018 (see figure 35).  

Figure 35: UNICA at the Baima River in January 2018, and at Fujian Yihe shipyard, October 2018 

 

Source: Windward, annotated by the Panel.  

NOTE: Satellite imagery is presented for location purposes only and not registered on the same date as 

the AIS signal overlays. 

  

 

 59 S/2021/151, para. 20 and annex 2. 



 S/2022/132        

 

22-01569 188/423 

 

 

 

In October 2018, the vessel again transferred ownership and management to BVI-registered Prospera 

Pacific International, with the Hong Kong-incorporated Nuwanni International Ship as its Document of 

Compliance (DOC) company holder. The vessel was also re-flagged under Sierra Leone. As the Panel 

had previously reported, the Nuwanni International60 also served as DOC holder company to the 

SUBBLIC (IMO: 8126082), another direct delivery vessel. The company also listed its address61 that is 

shared by a corporate service registry provider associated with other entities that owned direct delivery 

vessels. 

The vessel’s AIS history showed it was more recently back at Fujian Yihe in April 2021, transmitting 

as the LITON. 

 

 

 

Source: The Panel. 

  

 

 60 Dissolved in July 2019. 

 61 Room 502C, 5th Floor, Ho King Commercial Building, Fa Yuen Street, Mong Kok, 

Kowloon, Hong Kong, China. 
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Annex 36: Table of laundered identifiers used by direct delivery and other suspect vessels  

 

 
Table 36: Direct Delivery vessels occasionally transmitting on fraudulent identifiersa 

                                          
 

Name IMO No. Transmitting as MMSI No. 

Last port State 

control inspected 

     NEW KONK 9036387 M0USON 

F. LONLINE 

511444000 

312162000 

July 2018 

SUBBLIC 8126082 HAI ZHOU 

168 

667001397 May 2004 

UNICAb 8514306 LITON 

HAISHUN 2 

457106000 

457400047 

No data 

 
Source: Panel. 

 a The table is not exhaustive and represents what has been presented in the Panel’s reports. 
 b See annex 37. 

 
 

 

Source: The Panel. 
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Annex 37: Direct delivery vessel UNICA (IMO: 8514306) transmitting as LITON and 

HAISHUN 2 

 

The UNICA is a stateless vessel that has been recommended by the Panel for unreported illicit deliveries 

refined petroleum to the DPRK in 2019 and 2020. It was observed along the Baima River in Fujian 

Province, China, transmitting intermittently on a Mongolia-associated MMSI: 457106000 that belongs 

to the LITON (IMO: 8346395) in April and July 2021 (see figure 37-1).  

Figure 37-1: UNICA along the Baima River, April and July 2021 

 

 

 
Source: (top) Maxar Technologies, annotated by the Panel; (bottom) Member State. 
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The vessel sailed out of Baima River by 31 August 2021 (see figure 37-2). 

Figure 37-2: UNICA as LITON anchored at Baima River prior to sailing out, 29 August 2021 

 
Source: Windward, annotated by the Panel. 

 

In September 2021, AIS transmissions overlay showed the UNICA transmitting on another fraudulent 

identity as the HAISHUN 2 (MMSI: 457400047). The vessel was transmitting near Dongyin Island, an 

area the Panel has previously identified where direct delivery and other suspects vessels have either 

transited or anchored in (see figure 37-3). Further, the vessel was not transmitting an IMO number and 

broadcasted the same callsign JVGN7 that the UNICA had used when it broadcasted as the LITON at 

Baima River two months earlier. 

Figure 37-3: UNICA transmitting as HAISHUN 2, Dongyin Island, 18 September 2021 

 
Source: Member State. 
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The HAISHUN 2 began broadcasting on this MMSI on 1 September 2021 in Chinese territorial waters 

off Wenling, Zhejiang Province, China.  

Its voyage route is consistent with tracks observed of other direct delivery vessels that had illicitly 

procured refine petroleum for the DPRK, where the vessel sailed up the Yellow Sea in a northerly 

direction before dropping AIS signal in the high seas after passing Shidao, China, and resumed 

transmission in the same area days later, sailing back in the opposite direction (see figure 37-4).  

 

Figure 37-4: UNICA sailing as HAISHUN 2 transmitting several trips near the DPRK’s EEZ, 

September to November 2021 

 

Source: Windward, annotated by the Panel. 

 

 

Source: The Panel. 
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Annex 38: Network of linked entities associated with direct delivery vessels 

 

 

The NEW KONK (IMO: 9036387), like other vessels investigated by the Panel that delivered illicit 

refined petroleum to DPRK ports (termed “direct delivery vessels”), were acquired by new owners in 

2018 / 2019 before they began their illicit oil deliveries62.   

The NEW KONK’s registered owner, New Konk Ocean International Company Limited (新康海洋國際

有限公司) and the VIFINE ‘s (now DPRK-flagged UN HUNG) (IMO: 9045962) then registered owner 

Hongxin International Ship Management Co. Limited (鴻信國際船舶管理有限公司), both listed the same 

address on Hong Kong corporate registry records63. Both entities, New Konk Ocean International and 

Hongxin International, were registered in the same month.  

The NEW KONK and VIFINE also shared the same historical ship owner, manager and operator, All 

Sefety Ocean International Trading Co. Limited (全安海洋國際貿易有限公司). All Sefety also owned, 

managed and operated another direct delivery vessel, the HOKONG (IMO: 9006758) in February 2019, 

with the vessel conducting direct deliveries to the DPRK.  

Prior to its transfer of ownership to All Sefety, the VIFINE was owned and managed by another Hong 

Kong-incorporated entity, Ha Fa Trade International (海發貿易國際有限公司 ). Ha Fa Trade also 

historically managed the direct delivery vessel SUBBLIC (IMO: 8126082) when it was sailing as XIN 

YUAN 18 before its sale to Milyan R Trade International (邁源紅貿易國際有限公)司 in October 2018. 

Nuwanni International Ship Management Co. Limited (紐縵日國際船舶管理有限公司) served as the 

vessel’s Document of Compliance holder. Nuwanni was in turn also the Document of Compliance 

holder to the direct delivery vessel UNICA (IMO: 8514306). Nuwanni also shares the same listed 

address as All Sefety.  

  

 

 62 S/2020/151, paras. 10~27 and 32.  

 63 IHS Markit. The listed address provided belonged to be entity providing corporate 

secretary services. 
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Corporate registry documents for the above Hong Kong-based companies showed different listed 

company directors and shareholder for each entity. These individuals included nationals from mainland 

China, Myanmar and the Philippines. Despite being ostensibly being owned by different individuals, 

All Sefety and Nuwanni were both registered in Hong Kong on the same day64. The Panel notes that 

the listed directors and shareholders on Hong Kong corporate registry documentation may not be the 

beneficial owners or in certain cases or have a confirmed established association with the vessel.  

Nuwanni, the Document of Compliance holder for the SUBBLIC and for the UNICA, was also deleted 

from the Hong Kong registry the same day65 as Milyan.R Trade, the owner of the SUBBLIC.  

All Sefety, Ha Fa Trade, Milyan.R Trade International, and Nuwanni have used the same corporate 

secretary provider with a registered address in Wan Chai, Hong Kong.  

 

Source: The Panel. 

 

  

 

 64 Registered on 25 April 2018.  

 65 Deleted on 26 July 2019.  
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Annex 39a: Suspect vessel at Fujian Yihe Shipyard – NEW KONK as F.LONLINE 

 

The Panel has over the years reported on sanctions evasion methods used by vessels engaged in the 

illicit procurement of commodities to the DPRK. This involved various forms of vessel disguises, 

including: physical alterations of vessels, vessel renovation, transmitting on a different (falsified) 

identifier, and the falsification of paperwork. In its most recent two reports66, the Panel has identified 

and described sophisticated methods of laundering vessels’ identities, which enabled suspect vessels to 

continue to violate the DPRK sanctions regime. The Panel has deemed such vessel identity laundering 

measures as sanctions evasion techniques, and accordingly, those involved in these measures 

considered as facilitators of sanctions evasion.    The provision of repair, maintenance and modification 

services to vessels suspected of evading sanctions enables them to continue to sail, trade and evade 

sanctions.  

Fujian Yihe Shipbuilding Industry Co Ltd (hereafter “Fujian Yihe”) (福建省易和船舶重工有限责任公司) 

is located along the Baima river in Fujian, China. On a Chinese business data website, the shipyard lists 

its business scope as including ship modification, dismantling, repair, ship building, domestic ship 

management business, and the import and export of goods or technologies. 

A number of vessels that the Panel has investigated for engaging in or enabling sanctions evasion-

related activities have docked at the shipyard, likely to receive modification, repair and / or maintenance 

services. The Panel in its reports has determined that vessel disguise and changing a vessel’s appearance 

to enable sanctioned activities to be conducted, to be a sanctions evasion tactic.  

The following examples are provided:  

 

NEW KONK as F.LONLINE (fka SMOOTH SEA 3) 

The NEW KONK, which had intermittently transmitted under the MOUSON 328’s identity in 2020, 

began transmitted as F.LONLINE from October 202067. The alleged Belize-flagged F.LONLINE was 

formerly sailing as the then Thailand-flagged SMOOTH SEA 3 (IMO: 8303616) before it was sold to 

Rui He (HK) Marine Co Ltd and then transferred to Cheng Xin Shipping Ltd in July 2019, sailing as 

the then Dominica-flagged RUI HE.  In October 2019, the vessel again transferred ownership to the 

Hong-Kong incorporated Brilliant Trade International and was renamed F.LONLINE68. 

  

The Panel’s on-going investigations into the SMOOTH SEA 3 indicated another suspected case of 

DPRK-related vessel identity laundering, which resulted in the creation of a suspected fraudulent 

identity - that of the F.LONLINE.  

 

  

 

 66 S/2021/777 paras. 29-34 and annex 28, and S/2021/211, paras. 31-36 and annex 22.  

 67 Vessel analysis of AIS transmissions on Windward.  

 68 IMO GISIS.  
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The F.LONLINE’s digital identity was used by the direct delivery vessel NEW KONK (IMO: 9036387) 

(see timeline below). Investigations into the laundering process of the SMOOTH SEA 3’s identity 

indicated the same entities and ship/dockyards involved as those engaged in the laundering of the vessel 

identities of the SMOOTH SEA 28 / HAI ZHOU 168 / SMOOTH SEA 22, investigated and reported 

on in S/2021/777.  The actual SMOOTH SEA 3 is suspected to be sailing as the Thailand-flagged 

SMOOTH SEA 30 (IMO: 9892262), a reportedly newly built vessel that laid keel and was constructed 

at a shipyard in Ningbo, China in 2018. The SMOOTH SEA 30’s IMO number is suspected to have 

been obtained through fraudulent means. The Panel’s investigations are consistent with information 

obtained from a Member State that assessed the vessel characteristics of the SMOOTH SEA 30 and 

SMOOTH SEA 3 to be virtually identical, and there was no proof of the existence of the SMOOTH 

SEA 30 as a newly built vessel that laid keel. 

 

 

Timeline: 

 

In October 2020, the Panel noted a vessel began transmitting as F.LONLINE off Taiwan Province of 

China before sailing up the Baima River in November 2020 (see figure 39a-1).  

Figure 39a-1: A vessel adopting F.LONLINE’s identifiers sailing up to Fujian Yihe shipyard, 

November 2020 

 

 
Source: Windward, annotated by the Panel.  

Note: Inset satellite imagery as representative of the shipyard location, not by actual date on AIS 

signal overlay; AIS signal overlay as on 9 December 2020).   

 

High resolution satellite imagery and vessel AIS transmissions showed the NEW KONK transmitting 

as the F,LONLINE at Fujian Yihe. The NEW KONK remained moored at Fujian Yihe from December 

2020 to June 2021 where it underwent renovation work (see figure 39a-2 and 39a-3). 
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Figure 39a-2: NEW KONK at Fujian Yihe shipyard, China, 22 April 2021 

 

 
Source: Maxar Technologies, annotated by the Panel. 

 

Figure 39a-3: NEW KONK transmitting as F.LONLINE in June 2021 at Fujian Yihe, China 

 

 
 

Source: Windward, annotated by the Panel. 
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The NEW KONK departed the shipyard by June 2021 to anchor at Baima River, departing by August 

2021 using the F.LONLINE’s identity. The vessel was observed on satellite imagery in late August in 

Sansha Bay, China (see figure 39a-4). It later conducted a ship-to-ship transfer with the DPRK-flagged 

KUM JIN GANG 3 (IMO: 8791667) in the Korea Bay, see figure 39a-5. 

 

Figure 39a-4: NEW KONK anchored at Sansha Bay, China, 20 August 2020. 

 

 
Source: Member State. 

 

Figure 39a-5: NEW KONK ship-to-Ship transfer with KUM GIN GANG 3, Korea Bay, 23 September 

2021   

 
Source: Member State. 

 

  



S/2022/132         

 

199/423 22-01569 

 

The Panel wrote to Thailand requesting, inter alia, a detailed physical inspection and investigation into 

the SMOOTH SEA 30 that would help establish the vessel’s identity, either as a newly-built vessel that 

laid keel at a shipyard in Ningbo, China, or as a reconstructed vessel, suspected to be the SMOOTH 

SEA 3 (IMO: 8303616). 

 

Thailand has yet to respond. 

The Panel also wrote to the relevant flag registries, shipyards and entities and individuals that owned 

and managed the vessels. The Panel also wrote to China seeking its assistance on information 

concerning any refueling or ship-to-ship activity undertaken by the NEW KONK in Chinese territorial 

waters.  

Fujian Yihe has yet to respond. 

Cheng Xin Shipping has yet to respond. Ruam Mitr dockyard responded that “…Chengxin shipping 

company is our customer, he rented a dockyard for a short period of time.” The Panel notes that the 

vessels involved in identity laundering were at the dockyard for significant periods of time. The Panel 

is in correspondence with the dockyard and continues its investigations. 

Belize has yet to respond. 

Rui He (HK) Marine Co Ltd has yet to respond. 

Dominica has yet to respond. 

China responded that “There is no record of port calls in China for NEW KONK in 2021”. 

 

Source: The Panel. 
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Annex 39b:  Other suspect vessels at Fujian Yihe Shipyard 

 

RUI HONG 916 

Fujian Yihe was identified as having been “in the possession” of the then Sierra Leone-flagged RUI 

HONG 916 (IMO: 9058866) and carried out repair and maintenance work before it was sold to an end 

buyer in Fujian, China (see figure 39b-1). The Panel understands that Fujian Yihe also purchases used 

vessels for repair and resale. The vessel conducted ship-to-ship transfer with the DPRK-flagged KUM 

UN SAN (IMO: 9720436) on 28 May 2019, two months following its sale69.  

Figure 39b-1: Bill of Sale of RUI HONG 916  

 
Source: The Panel. 

 

Previous Panel investigations into vessel identity laundering indicated that Fujian Yihe was associated 

with at least three vessel identity laundering operations, resulting in the freeing up of the AIS digital 

profiles of the laundered vessels, thereby allowing the direct delivery vessels NEW KONK (IMO: 

9036387) and SUBBLIC (IMO: 8126082) to swap into these vacated AIS profiles. Direct delivery 

vessels could then sail as ‘clean’ ships.  

 

  

 

 69 S/2020/151, paras. 36-37 and annex 9.  
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MOUSON 32870  

In the first case, then Panama-flagged MOUSON 328 was moored at Fujian Yihe in the second half of 

2019 where it underwent some modification, including repainting (see figure 39b-2). The vessel then 

sailed out of the shipyard as a newly built vessel, CHERRY 19, and was subsequently entered under 

Thailand’s ship registry on a fraudulent basis as SMOOTH SEA 29 (IMO: 9896945). Thailand has 

stated it was re-examining the registration of SMOOTH SEA 2971 on the basis of suspected fraud. 

Figure 39b-2: MOUSON 328 re-painted at Fujian Yihe, September / October 2019 

 
Source: Google Earth, annotated by the Panel. Coordinates: 26°50'28"N, 119°41'20"E. 

 

High-resolution satellite imagery showed a vessel on 26 August 2020 transmitting on the MOUSON 

328’s historical Palau-associated MMSI 511444000, matching the dimensions and features of the NEW 

KONK (IMO: 9036387) (see figure 39b-3). 

Sailing on another identifier as a ‘clean’ vessel enabled the NEW KONK to obtain refined petroleum 

through ship-to-ship transfers for delivery of its cargo to the DPRK while sailing under the MOUSON 

328’s vacated AIS profile in 2020. 

  

 

 70 S/2021/211, paras. 31-36 and annex 22. 

 71 S/2021/777, para. 34. 
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Figure 39b-3: Vessel dimensions and physical comparison of the NEW KONK transmitting as 

M0USON, 26 August 2020 

 
Source: (left) Maxar Technologies, annotated by the Panel; (right) Member State. 

 

SUBBLIC as HAI ZHOU 16872 

In the second case, the then Sierra Leone-flagged HAI ZHOU 168 was moored at Fujian Yihe from 

September 2018 to January 2019 (see figure 39b-4).  

Figure 39b-4: HAI ZHOU 168 moored at Fujian Yihe shipyard, September 2018  

 
Source: C4ADS, Maxar Technologies.  

 

 

 

 

 72 S/2021/777, paras. 30-34 and annex 28.  
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Like the MOUSON 328, the HAI ZHOU 168 changed its identifiers as it departed the shipyard, updating 

its vessel profile to the newly built Belize-flagged CHENG XIN 1 (IMO: 9870991), a fraudulent identity. 

The SUBBLIC began transmitting under HAI ZHOU 168’s vacated digital profile in 2020 (see figure 

39b-5), where it called at DPRK ports to offload refined petroleum.  

Figure 39b-5: SUBBLIC transmitting as HAI ZHOU 168, Sansha Bay, China, 26 November 2020 

 
Source: Imagery: Planet Labs Inc.; AIS coordinates: Windward. 
 

The vessel was subsequently entered under Thailand’s ship registry as the new-built SMOOTH SEA 

22. To the Panel’s various queries, inter alia, to establish the validity of the SMOOTH SEA’s actual 

identity (as a newly built vessel that laid keel at Fujian Yihe or as a suspected re-built vessel), Thailand 

responded by providing the Panel with ship dimensions of the SMOOTH SEA 28 (HAI ZHOU 168) 

and SMOOTH SEA 22 (see also annex 46b). The Panel has sought additional clarification questions 

from Thailand and is awaiting a response. 

 

Use of second transponders aboard vessels of interest 

The Panel noted an occasion in May 2020 where a vessel departed Fujian Yihe and began transmitting 

a similar MMSI number associated with the JIYUAN’s (aka CHANG LONG) (IMO: 9044140)73. The 

Panel investigated the JIYUAN’s delivery of a luxury vehicle to the DPRK and its use of a second 

transponder as a sanctions’ evasion tactic74. The Panel also identified the JIYUAN’s first transmission 

on its second AIS profile in September 2019, following its visit to a shipyard located south of Fujian 

Yihe75 (see figures 39b-6 and 39b-7).  

 

  

 

 73 This is a different vessel from the JIYUAN / CHANG LONG. This vessel of 

interest has since been broken up as of December 2021.  

 74 S/2021/777, paras. 68-75 and annex 36.  

 75 Both the vessel of interest and the JIYUAN called at t  shipyards along the Baima River 

following an ownership change and transmitted on a second transponder upon departing the 

shipyards. 
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Figure 39b-6: JI YUAN transmitting on a second AIS profile as it departed a shipyard in proximity of 

Fujian Yihe shipyard along the Baima River, 15 August 2019 

 
Source: Windward, annotated by the Panel. 
 

Figure 39b-7: JI YUAN transmitting on its second AIS profile in DPRK waters, September 2019 

 

Source: Windward, annotated by the Panel. 

 

The Panel made an enquiry to Fuijian Yihe on the vessel of interest that departed its shipyard in May 

2020. Fujian Yihe has yet to respond.  

 

Source: The Panel.  



S/2022/132         

 

205/423 22-01569 

 

Annex 40: Vessels of interest in Chinese waters, June to August 2021 

 

Source: Member State. 

Legend:  

STS AV: Ship-to-ship Transfer Associated Vessel  

DPRK-T: DPRK-flagged Tanker  

NDDV: Non-DPRK Flagged Delivery Vessel – (vessels named frequently in the Panel of Expert’s 

reports)  

 

The Panel shared the above list of vessels of interest with China and sought China’s assistance on 

information it may have on the vessels’ activities that would be of relevance to the Panel. China 

responded that “Record of port calls in China for 44 vessels including JOINT LUCK and XIN HAI is 

not accessible, as no IMO information was provided.” 

 

Source: The Panel. 
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Annex 41: Direct delivery and sanctioned vessels at Ningde anchorage, China, 30 July and 2 

August 2021 

 

The Panel’s reports continue to document the activities of vessels previously recommended by the Panel 

for designation for sanctions violation, as well as those of designated vessels that continue to operate. 

Such vessels have continued to transit or anchor in Chinese territorial waters, particularly in the Sansha 

Bay area in Ningde. Satellite imagery showed the following vessels operating in Ningde waters: 

SUBBLIC (IMO: 8126082), HOKONG (IMO: 9006758) and YUK TUNG (IMO: 9030591). The 

SUBBLIC and HOKONG have been investigated by the Panel for sanctions violation and 

recommended for designation, while the YUK TUNG was earlier designated. All three vessels 

additionally exhibited suspicious indicators. For instance, the YUK TUNG did not appear to be 

transmitting on commercial maritime databases since May 2018; the HOKONG last transmitted on its 

registered AIS profile in September 2019 and tampered with its MMSI transmission; and the SUBBLIC 

transmitted on at least one laundered vessel identity profile as HAI ZHOU 168, a known laundered 

vessel identity profile reported by the Panel.  

 

 
Source: Maxar Technologies, annotated by the Panel.  
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SUBBLIC transmitting as HAIZHOU 168, 2 August 2021 

 
Source: (top) Windward, annotated by the Panel, (bottom) Member State. 
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HOKONG 

 
 

SUBBLIC 

 

YUK TUNG 

 
Source: Member State. 
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The Panel sought China’s assistance to detain the vessels in its territorial waters to obtain the requisite 

vessel information that would provide information on the individuals and entities behind these vessels. 

China responded that “There is no record of port calls in China for SUBBLIC, HOKONG, and YUK 

TUNG in 2021”. 

 

Source: The Panel. 
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Annex 42a: HAI JUN and UNICA ship-to-ship transfers, 2020 and 2021  

 

The HAI JUN (IMO: 9054896) is suspected to have engaged in ship-to-ship transfers from 2020 to date 

with vessels that transferred illicit refined petroleum to the DPRK. The HAI JUN also served as the 

feeder or intermediate vessel that took some of its oil from SKY VENUS and transferred them on to 

direct delivery vessels (see also annex 48 on SKY VENUS).  

 

The direct delivery vessels that also conducted suspected ship-to-ship transfers with the HAI JUN 

included the NEW KONK (IMO: 9036387) and UNICA (IMO: 8514306). Both the NEW KONK and 

UNICA have been the subject of multiple reports by the Panel for transporting illicit refined petroleum 

to the DPRK, as well as for using fraudulent identifiers. The Panel further noted long periods of 

unaccounted gaps in the HAI JUN’s AIS transmissions. The Panel is investigating the following76: 

(i) HAI JUN and NEW KONK (IMO: 9036387), around 19 June 2020;  

(ii) HAI JUN and UNICA (IMO: 8514306) around 22 October 2020;  

(iii) HAI JUN and UNICA (sailing as LITON), around 30-31 August 2021;  

(iv) HAI JUN and SKY VENUS (IMO: 9168257) in August and September 2021;  

(v) HAI JUN and UNICA (sailing as HAISHUN 2), around 24-25 September 2021 

 

HAI JUN with UNICA, Sansha Bay area, October 2020 

 

 
Source: Windward, annotated by the Panel. 

 
 

 

 

 76 AIS transmissions or satellite imagery.  
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HAI JUN registered draft changes during this period, indicating its oil cargo was offloaded 

with the UNICA (transmitting as LITON), August 2021 

 
Source: Windward, annotated by the Panel. 

 

AIS transmission capture showed the UNICA stopped transmitting on its AIS identity (MMIS: 

667001252) on 30 October 2020 following some digital manipulation. High-resolution imagery 

captured on 1 November 2020 showed the LITON transmitting where the UNICA was located (see 

figure 42a).  

Figure 42a: UNICA transmitting as LITON, 30 October – 1 November 2020 

 
Source: Windward, annotated by the Panel, inset imagery, Member State. 
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HAI JUN ship-to-ship transfers with UNICA (transmitting as HAISHUN 2) 

 
Source: Windward, annotated by the Panel. 

 

The HAI JUN is suspected to have conducted more ship-to-ship transfers with direct delivery vessels 

transmitting under fraudulent identifiers. Investigations remain on-going. 

Fraudulent transmissions 

Both the LITON and HAISHUN 2’s MMSI numbers utilized by the UNICA were Mongolia-associated 

during the periods of investigative interest where suspect ship-to-ship transfers were conducted with 

the HAI JUN. While the UNICA was transmitting as the HAISHUN 2, it was also using the call sign 

assigned to the LITON.  

The Panel had written on the exploitation by DPRK and other suspect vessels transmitting on MMSI 

numbers associated with third countries that affect many flag registries77.  To ensure that flag registries’ 

MMSI numbers are not fraudulently used, the Panel encourages all flag registries possess the requisite 

tools available to identify and investigate suspected fraudulent use of MMSI numbers, and where it is 

detected, to share the results of its investigation including with the Panel.       

  

 

 77 S/2021/777, paras. 42-47 and 53-54 and annex 34.  
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The Panel sought Mongolia’s assistance on its investigations into the MMSIs fraudulently used by the 

UNICA. Mongolia has yet to respond. 

Owners and entities 

The Hong Kong-incorporated Ruicheng (HK) Shipping Co Ltd (瑞程(香港)海運有限公司) (hereafter 

“Ruicheng Shipping”) is registered as the owner and ship manager of the HAI JUN, with another Hong 

Kong-incorporated entity Guifeng International Trade Co Ltd (貴豐國際貿易有限公司) (hereafter 

“Guifeng International”) as the vessel’s Document of Compliance company / operator. Ruicheng 

Shipping bought the vessel in April 2018 (see annex 42b) 

The Panel further notes that the LITON’s owner and operator, Hong Kong incorporated Li Tong 

International Trade Co, lists the same address78 belonging to Hong Kong-incorporated Guifeng 

International, the Document of Compliance company holder of HAI JUN since December 201979. This 

same address is also used by a Corporate Secretary entity that also served as agent for New Konk 

International Company Limited (新康海洋國際有限公司), the registered owner of the direct delivery 

vessel NEW KONK, as well as for Hongxin International Ship Management Co., Limited (鴻信國際

船舶管理有限公司), the registered owner of the direct delivery vessel VIFINE (IMO: 9045962), now 

sailing as DPRK-flagged UN HUNG.  Hongxin International and New Konk Ocean International also 

shared the same previous registered owner, ship manager and operator, All Sefety International Trading 

Co Ltd (全安海洋國際貿易有限公司), before their respective new ownerships in May 2019 (see also 

annex 38). 

Responses: 

The Panel wrote to Mongolia, Cook Islands as well as the relevant entities that own and operated the 

vessels.  

Mongolia has yet to respond. 

Cook Islands provided the requested documentation and assisted the Panel in its further enquiries. It 

also confirmed the HAI JUN’s deletion from its ship registry on 1 December 2021 due to the vessel’s 

onward sale (see annex 42c).  

The Panel wrote to the HAI JUN’s registered owning company, Ruicheng Shipping, via its Document 

of Compliance holder entity, Guifeng International, seeking information, inter alia, on the nature of the 

company’s business(es), details of the ship-to-ship transfers conducted with the direct delivery vessels 

identified by the Panel, the full chain of custody of the oil cargo transfers, the identifiers of the vessels, 

along with information, financial transactions and payments of the concerned counterparties. The owner 

of Ruicheng Shipping instead chose to address the Panel via the ship registry, stating that the HAI JUN 

“… has not engaged in any illegal operation or had any dealings with all the ships involved in the 

 

 78 Room 502C, 5th Floor, Ho King Commercial Building, Fa Yuen Street, Mong Kok, Kowloon, 

Hong Kong, China. 

 79 IHS Markit. 
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DPRK”.  Ruicheng Shipping also stated that the vessel’s “GMDSS-related equipment … is poor and 

often malfunctioned”, but due to the COVID-19 pandemic, “… the company was unable to arrange for 

maintenance personnel to board the ship in time to assist with repairs, resulting in intermittent signals..” 

“… in order to save operating costs, the vessel often stops supplying power during non-operating 

conditions.”  (see annex 42d) 

The Panel has assessed that vessel tracking information would have indicated that HAI JUN would have 

stopped transmissions including the times it was sailing, including in open waters. The Panel further 

notes that the ‘GMDSS-related equipment’ malfunction or shut down the ship’s power supply, 

according to Ruicheng Shipping’s explanations coincided with the material times of investigative 

interests to the Panel.  

In response to the Panel’s request for the HAI JUN’s Protection and Indemnity insurance coverage, the 

Panel was informed that   “The insurance expired on the 04th December 2020 and the vessel has had 

no work since due to the COVID pandemic. The vessel has been out of work since the pandemic and 

the owners did not renew the insurance due to this” (see annex 42e). The Panel notes that commercially 

available AIS tracking data however showed the HAI JUN continued to sail and trade. Documentation 

also indicated the HAI JUN’s certificate of Classification and Document of Compliance holder 

certificate were both stamped as ‘overdue’. 

  

Source: The Panel. 
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Annex 42b: Bill of Sale for HAI JUN (IMO: 9054896) 

 

 

Source: The Panel. 
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Annex 42c: Deletion certificate of HAI JUN from Cook Islands Ship Registry 

 

 

Source: The Panel. 
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Annex 42d: Responses provided by Ruicheng Shipping 
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Source: The Panel. 
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Annex 42e: Excerpt of HAI JUN’s Protection and Indemnity Insurance expiration, 4 December 

2020 

 

Source: The Panel. 
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Annex 43: Direct delivery vessel HOKONG (IMO: 9006758) 

 

The Panel tracked the direct delivery vessel HOKONG when it retransmitted on its AIS identity in late 

July 2021 in Ningde waters (see figure 43): 

 

Figure 43: HOKONG retransmitting on its old identifiers, July-August 2021, China 

 

 
Source: Windward, annotated by the Panel. 

 

While the HOKONG was last observed in the same waters on 2 August 2021, a Chinese media article 

dated 3 November 202180 reported that the HOKONG was at a Chinese shipyard being demolished by 

November. Maritime authorities in Fujian Province were reported to be investigating the HOKONG 

based on domestic law concerning the scrap of a foreign vessel as constituting an importation of solid 

waste. A smuggling group headed by an individual named ‘Wang’ was alleged to have been involved 

in the smuggling of foreign ships of unknown origin for scrap.  Satellite imagery of the vessel obtained 

by the Panel indicated the vessel was docked at a shipyard in Lianjiang County, Fujian Province, China, 

where the HOKONG was observed still in a partial stage of demolition. 

 

In view of the vessel’s seizure, the Panel asked China for information on individuals and entities 

operating the HOKONG as well any material obtained from its authorities’ investigations relevant to 

the Panel’s mandate.  

China responded that “There is no record of port calls in China for … HOKONG …  in 2021”. 

Source: The Panel. 

  

 

 80 https://cn.chinadaily.com.cn/a/202111/03/WS618221afa3107be49791641c.html  
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Annex 44: Evasion methods81 

 

Identifier and AIS manipulation 

1. The Panel continues to observe suspect vessels displaying suspicious behaviour such as 

transmitting falsified or inconsistent identifiers on Automatic Identification Systems (AIS) 

and reporting false destinations82. It also observes vessels trading in restricted or banned 

commodities and exhibiting AIS transmission gaps while sailing in and around waters 

where illicit ship-to-ship activities typically occur. Such practices may provide grounds for 

further investigations by the relevant public and private sector parties of the vessels they flag, 

charter, operate, insure, class or finance.  

 

2. Few, if any, non-DPRK vessels appear to transmit AIS signal in DPRK waters based on 

commercial maritime database platforms. Suspect vessels instead have been observed to lose 

their AIS signal while sailing towards the DPRK’s waters and re-transmit once back in external 

waters. To obscure the DPRK connection, complicit actors also falsify shipping 

documentation to conceal the cargo’s origin or destination.  

 

Flagging 

3. A number of foreign-flagged vessels that conduct sanctionable activities have been 

recorded as falsely flagged, as having changed flag registries in quick succession (so 

called “flag-hopping”), continued to use a country’s flag following removal from a 

registry, or flown a flag without proper authorization, seeking to mask their illicit 

activity83. Some formerly foreign-flagged vessels have been reported to join the DPRK’s 

fleet. In a number of cases, a vessel that was sold on and deleted from a flag registry 

transmitted as a DPRK vessel shortly thereafter.      

 

Fuel supply chain 

4. Suspect foreign-flagged tankers associated with illicit shipments to the DPRK have also been 

observed84 operating outside of identified affected waters exhibiting uneconomical sailing 

behavior and AIS transmission gaps that suggest possible illicit ship-to-ship transfers or loading 

at ports.   

 

  

 

 81 S/2020/840, annex 17, with updates.  

 82 Panel investigations and data on commercial maritime platforms.  

 83 Ibid. 

 84 Ibid. 
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Owners, operators and managers 

5. The Panel’s investigations demonstrate the DPRK continues to deceive and leverage shipping 

companies, corporate registration services, entities and individuals across multiple jurisdictions 

to facilitate its activities.  

6. Complicit actors have been known not to submit owner and management information on 

commercial maritime platforms or may be listed as undisclosed interests in the vessel’s 

onward sale, likely to disguise the ultimate beneficial owner and to evade sanctions. Other 

characteristics include layered ownership and management structures, use of front companies 

and shell companies, and engaging multiple intermediaries removed from the actual owner.  

 

7. In tracing the ownership and management history of suspect vessels, some vessels appear 

to show commercial relationships, linkages, or shared corporate secretary addresses 

between a vessel’s historical and current owners and / or managers. In some cases, 

previous managers have linkages with DPRK-related shipping networks.    

 

8. In a number of cases, the vessels’ management companies manage(d) other vessels with 

similar risk profiles. Vessels’ registered owners may be incorporated in a variety of 

jurisdictions but typically list operational or businesses addresses in East Asia and in 

Southeast Asia.  

 

 

Source: The Panel. 
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Annex 45a: Examples of physical tampering of identity by DPRK vessels, September 2021 

The Panel has documented over consecutive reports85 the various techniques used by DPRK as well as 

suspect vessels to obscure their physical identity. Such physical obfuscation that are easily observable 

for those engaged in ship-to-ship transfers with such vessels, should serve as red-flag indicators and 

indicate the complicity of those engaged in such transfers. 

 

 

  

 

 85 S/2019/171, annex 13, S/2019/691, para. 13, and S/2021/211, paras. 37-39. 
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Source: Member State.  
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Annex 45b: Fraudulent AIS transmissions of DPRK, direct delivery and suspect vessels 

 

June – September 2021 

 

Source: Member State. 
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Annex 46a:  Vessel identity laundering of SMOOTH SEA 3 (IMO:9892262)  

 

On-going investigations indicate the former Thailand-flagged SMOOTH SEA 3’s identity was 

laundered, which resulted in the creation of a suspected fraudulent identity - that of the F.LONLINE. 

The Thailand-flagged SMOOTH SEA 30 (IMO: 9892262), a reportedly newly built vessel that was 

constructed at a shipyard in Ningbo, China, is suspected to be the former SMOOTH SEA 3. 

Mongolia has yet to respond.  

 

Belize has yet to respond. 

 

Dominica has yet to respond. 

 

Brilliant Trade has yet to respond. 

 

Cheng Xin Shipping has yet to respond. 

 

 

Source: The Panel. 
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Annex 46b: Thailand’s response on the vessel identity laundering of SMOOTH SEA 28 / HAI 

ZHOU 168 / SMOOTH SEA 22  

 

The Panel sought Thailand’s assistance concerning the identity laundering of the SMOOTH SEA 28 / 

HAI ZHOU 168, and the SMOOTH SEA 22, the latter as suspected to be re-constructed from the 

SMOOTH SEA 28 and not a newly-built ship86. The SMOOTH SEA 22’s IMO number was suspected 

to have been obtained through fraudulent means. The Panel’s investigations drew from a range of 

sources, including: maritime data, satellite imagery over time, primary source information and 

photographic comparisons. The Panel also identified entities and locations in this investigation that 

were similarly involved in another case of vessel identity laundering prior investigated by the Panel. 

The Panel assesses that the SMOOTH SEA 22 was unlikely to be a newly-built ship that laid keel at 

the listed shipyard in China but as a reconstructed ship from the SMOOTH SEA 28. The Panel’s 

previous reporting and on-going investigations showed that the vacated digital profile of the SMOOTH 

SEA 28 / HAI ZHOU 168 had since been used by direct delivery vessels to facilitate illicit refined 

petroleum transfers to the DPRK.  

The Panel provided information and sought a determination from the relevant authorities in Thailand 

to help establish the SMOOTH SEA 22’s bona fide identity. Thailand responded that “The validity of 

the Smooth Sea 22’s identity was determined by a marine surveyor whose expertise and responsibilities 

include issuing Certificates of Survey for Thai ship registration”, and it attached the “… vessel(s) 

Smooth Sea 22 and Smooth Sea 28” dimensions (see following enclosure). The Panel continues to seek 

Thailand’s assistance on this matter, including clarifying inconsistencies as well as pending responses 

to the Panel’s list of queries.   

The dockyard in Thailand that was involved the SMOOTH SEA 28’s suspected reconstruction as the 

SMOOTH SEA 22, responded to the Panel that Cheng Xin Shipping was its customer that “… rented a 

dockyard for a short period of time”. If you have any questions, please contact him directly …”. The 

Panel had documented the SMOOTH SEA 28’s presence in the shipyard over a long period of time. 

The Panel further notes the dockyard was also used for the vessel identity laundering case involving the 

SMOOTH SEA 3 / SMOOTH SEA 30 currently investigated by the Panel.  The Panel is awaiting a 

response to further queries from the dockyard.  

The Panel continued to follow up with Cheng Xin Shipping Limited, a Hong Kong-incorporated entity 

with a physical ‘care of’ address of a dockyard in Thailand. Cheng Xin Shipping has yet to respond the 

Panel’s letters.  

Investigations continue. 

 

Source: The Panel. 

  

 

 86 S/2021/777, paras. 30-34 and annex 28.  
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Note Verbale from Thailand, 15 October 2021 
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Excerpts of attachments: 
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Source: Member State. 
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Annex 47: Oil supply  

 

 

Direct delivery and DPRK tankers source their refined petroleum from motherships at sea as they do 

not enter port. The modus operandi starts with the motherships that obtain their fuel at port. The 

motherships then take their petroleum cargo out to sea where it is either transferred onto DPRK tankers, 

or onto feeder vessels that in turn transfer the oil cargo to DPRK tankers or DPRK-linked direct delivery 

vessels.  

 

Shipping documentation showed that on 16/17 March 2021 and on 2/3 April 2021, the SUNWARD 

purchased and loaded its oil cargo (gas oil) in two shipments at Taichung port. Taichung Port is a Free 

Trade Zone where oil is stored by local and foreign traders. The SUNWARD loaded two shipments, 

each approximated 5,000 metric tons (MT) or a total of 10,000 MT that were, according to a Member 

State, then transferred to DPRK tankers at sea. Both bills of lading showed that the consignee of the oil 

cargo loaded onto the SUNWARD was Everway Global Ltd. A Member State has assessed that 

Everway Global Ltd (hereafter “Everway Global”) is an entity established by Cheng Chiun Shipping 

Agency Co., Ltd (hereafter Cheng Chiun Shipping). Cheng Chiun Shipping in its response letter to the 

Panel acknowledged its association with Everway Global.  

 

The SKY VENUS (IMO: 9168257), another vessel operated by Cheng Chiun Shipping being 

investigated by the Panel, also loaded refined petroleum at Taichung Port on a number of occasions. 

Everway Global was also listed as the consignee.   

 

All the gas oil was sold under Free On Board (FOB) transaction from the oil terminals at port to the 

aforementioned vessels. In late 2020, “High Sea” was a permitted destination on bills of lading for 

vessels operating out of ports at Taiwan Province of China.  

 

SK Energy assisted the Panel with documentation requested. 

 

 

 

 

Source: The Panel.  
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Bills of Lading of refined petroleum cargo aboard the SUNWARD (IMO: 892011) 

17 March 2021 
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3 April 2021 

 

Source: Member State. 
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Annex 48: Facilitators 

Investigations into Cheng Chiun Shipping Agency Co., Ltd (程群船務代理有限公司) (hereafter 

“Cheng Chiun Shipping”) showed the use of motherships, direct delivery vessels, and feeder vessels 

that also typify other suspect refined petroleum transfers the Panel previously investigated. The 

motherships are typically larger tankers that load refined petroleum cargo at port or port areas. These 

ships take their cargo out where fuel is ultimately offloaded at ports in the DPRK. This happens in a 

number of ways: the mothership transfers its oil cargo to direct delivery vessels who  transmit under 

fraudulent identifiers, given their known history of sanctions violation. The direct delivery vessels in 

turn then conduct ship-to-ship transfers with DPRK tankers in other waters. Alternatively, the 

mothership transfers to a feeder or intermediary vessel, which in turn transfers its oil cargo to smaller 

unidentified tankers that then conduct ship-to-ship transfers with DPRK tankers or with direct delivery 

vessels. The latter then transfers the oil to DPRK tankers that offload the refined petroleum at its home 

ports. In other words, illicit refined petroleum procured by the DPRK is transferred in a multi-staged 

and layered manner that seeks to evade easy detection. A Member State has assessed that Cheng Chiun 

Shipping was aware of the sanctions’ evasion activity conducted and attempted to cover up their 

activities.  

 

Case examples 

 

SUNWARD87: 

 

The then Panama-flagged tanker SUNWARD delivered refined petroleum in at least four transfers to 

DPRK-flagged tankers in March and in April 2021 (the material time), based on Member State 

information. The SUNWARD’s oil cargo transfers included: 

(i) Ship-to-ship transfer on or around 30 and 31 March 2021 to DPRK-flagged SIN PHYONG 2 

(IMO: 8817007); 

(ii) Ship-to-ship transfer on or around 31 March and 1 April 2021 to DPRK-flagged AN SAN 1 

(IMO: 7303803); 

(iii) Ship-to-ship transfer on or around 6 and 7 April 2021 to DPRK-flagged UN HUNG (IMO: 

9045962); 

(iv)  Ship-to-ship transfer on or around 7 and 8 April 2021 to the DPRK-flagged SAM JONG 2 

(IMO: 7408873). 

 

The SIN PHYONG 2, AN SAN, UN HUNG and SAM JONG 2 have all been featured in previous Panel 

reports for illicitly delivering refined petroleum to the DPRK. After receiving refined petroleum from 

the SUNWARD, the three tankers were all observed offloading their cargo at various DPRK ports (see 

figure 48-1): 

 

 

  

 

 87 Maritime database tracking showed the SUNWARD traveled to Chittagong, 

Bangladesh by early June 2021. The vessel is presently listed as broken up.  
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Figure 48-1: DPRK vessels involved in ship-to-ship transfers with the SUNWARD delivering refined 

petroleum, DPRK 

 

 
 

 

 
Source: Member State. 
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SKY VENUS 

The Palau-flagged tanker SKY VENUS (IMO: 9168257) is suspected to have delivered refined 

petroleum in at least six transfers to DPRK-flagged tankers via multiple ship transfers in May and in 

August 2021 (the material time). The SKY VENUS’ oil cargo transfers included: 

(i) Ship-to-ship transfer on or around 14 May 2021 to a vessel, which in turn transferred the oil 

cargo to DPRK-flagged YU JONG 2 (IMO: 8604917); 

(ii) Ship-to-ship transfer on or around 17 May 2021 to a vessel, which in turn transferred the oil 

cargo to DPRK-flagged SAM JONG 1 (IMO: 8405311); 

(iii)Ship-to-ship transfer on or around 28 May 2021 to a vessel, which in turn transferred the oil 

cargo to DPRK-flagged SAM JONG 1;  

(iv) Ship-to-ship transfer on or around 8 August 2021 to a vessel, which in turn transferred the oil 

cargo to DPRK-flagged SIN PHYONG 5 (IMO: 8865121); 

(v) Ship-to-ship transfer on or around 9 August 2021 to a vessel, which in turn transferred the oil 

cargo to DPRK-flagged SIN PHYONG 5; 

(vi) Ship-to-ship transfer on or around 10 August 2021 to a vessel, which in turn transferred the oil 

cargo to DPRK-flagged SIN PHYONG 5. 

Commercial AIS data showed the SKY VENUS was at Taichung port / port waiting area during the 

material time, a location where the SUNWARD had also loaded oil.  

 

YU JONG 2, SAM JONG 1 and SIN PHYONG 5 have all been featured in previous Panel reports illicit 

delivering refined petroleum to the DPRK.  The SIN PHYONG 5 loaded refined petroleum over three 

consecutive days in August. The three tankers were all observed in the DPRK offloading refined 

petroleum (see figure 48-2 and 48-3): 

 

Figure 48-2: YU JONG 2 and SAM JONG 1involved in ship-to-ship transfers with SKY VENUS 

delivering refined petroleum, DPRK 

 

 
Source: Member State. 
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Figure 48-3: SIN PHYONG 5, involved in ship-to-ship transfers with SKY VENUS, delivering refined 

petroleum, DPRK 

 

 
Source: Member State. 

 

 

The Panel’s investigations indicated the following shell companies established in various jurisdictions 

either: shared a similar address and contact number with Cheng Chiun Shipping, Director, or have been 

listed in the care of a company associated with Cheng Chiun Shipping’s address: 

(i) Ocean Energy International Corp. 

(ii) Everway Global Ltd 

(iii) Wills International Co., Ltd 

(iv) Wisteria 

(v) Sunward Marine S.A. 

(vi) Energy Star Marine S.A. 

(vii) Trump Marine S.A 

(viii) Gemmy Marine S.A. 

Ocean Energy International Corp (hereafter “Ocean Energy”), the registered owner and manager of 

SKY VENUS, registered an address in the Seychelles with no contact information88. However, 

documentation of the vessel’s classification society indicated that Ocean Energy was managed by Wills 

International Co. Ltd (hereafter “Wills International”). Wills International, an entity incorporated in 

Samoa with a physical office in Kaohsiung, shares the same address as Cheng Chiun Shipping. Cheng 

Chiun Shipping has acknowledged the listed entities as its subsidiary companies.  

 

 

 

 88 IMO records.  
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The Panel separately notes that Wise Million Ltd, a company with a physical address in Kaohsiung, 

served as the ship operator and Document of Compliance holding company for the CHAN FONG (IMO: 

7350260). The CHAN FONG was investigated by the Panel for conducting a ship-to-ship transfer with 

the DPRK tanker CHON MA SAN (IMO: 8660313) in March 2018, as well as in connection to T 

Energy International Co., Ltd.89 Wills International is listed as an associated subsidiary company with 

Wise Million Ltd.90 Wills International managed and operated the SUNWARD from January 2013 until 

June 2021 when the vessel was scrapped. The SUNWARD was registered under the Panama-

incorporated entity Sunward Marine S.A. 

Responses 

The Panel wrote to Cheng Chiun Shipping, the various jurisdictions where other offshore companies 

were established, and the relevant flag State.  

Cheng Chiun Shipping, through a legal firm, acknowledged that SUNWARD and SKY VENUS 

“..belong to me and my shareholders.” The company denied “…ever transported refined petroleum 

product(s) to DPRK-related vessels through my oil tankers SUNWARD and SKY VENUS…”, and that 

the company served as purchasing agent and shipping agent for gasoil customers near Fujian Province, 

China. According to the company, a Mr Liu from a Hong Kong-incorporated company was the only 

person to whom it sold gasoil during the periods of interests requested by the Panel. The oil was 

transferred to “inland ships” and “fishing boats” nominated by Mr Liu. No ship identifiers were 

provided to receive the gasoil. According to Cheng Chiu Shipping, “…Mr Liu always sends his ships 

which had the signs and numbers shown on the ships covered”. These receiving ships were instead 

recognized with a “CNY paper bill” they would present, whose serial numbers would match against 

those provided by Mr Liu to Cheng Chiun Shipping. The Panel continues to review the information 

provided by the company.  

The Panel is awaiting a response from Samoa on the relevant incorporated entity(s) associated with 

Cheng Chiun Shipping.  

Seychelles provided the requested information to assist the Panel’s ongoing investigations. 

Panama provided the requested documentation for the SUNWARD. The screening report for the vessel 

confirmed the SUNWARD dropped AIS signal during the investigative periods of interest when the vessel 

conducted ship-to-ship transfers with the DPRK tankers. The Panel is awaiting a response from Panama on 

the relevant incorporated entity(s) associated with Cheng Chiun Shipping.   

Palau has yet to respond on the SKY VENUS. 

The Panel separately continues its investigations into the facilitators of other vessels mentioned in the Panel 

reported alleged to have conducted ship-to-ship transfers with DPRK vessels and direct delivery vessels.91 

Source: The Panel. 

  

 

 89 S/2021/211, paras. 52-53 and annex 31. 

 90 IHS Markit. 

 91 S/2021/777, para. 45, and S/2021/211, paras. 52-53 and annex 31. 
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Annex 49a: Vessel’s onward sale: RUI HONG 916 (IMO: 9058866) 

 

The Panel investigated the RUI HONG 916 (IMO: 9058866) for ship-to-ship transfer with the DPRK-

flagged tanker KUM UN SAN (IMO: 8720436) on 28 May 2019 in the East China Sea (see figure 49a). 

The Panel recommended the RUI HONG 916 for designation pursuant to paragraph 11 of resolution 

2375 (2017). No commercial AIS data exist following the vessel’s sale in January 2019, with the RUI 

HONG 916 last showing AIS signal in early January 2019 when the vessel was at Hinase port, Japan. 

In March 2019, the vessel was flagged under Sierra Leone for a single delivery voyage from “Onomichi, 

Japan to Ningde, Fujian Province, China”92. 

Figure 49a: Ship-to-ship transfer between RUI HONG 916 and DPRK-flagged KUM UN SAN, 28 May 

2019 

 

Source: Member State. 

The vessel was brokered by the Japan-registered Toei Shipping Co., Ltd (hereafter “Toei”), for the 

Hong Kong-incorporated Ruis (HK) Marine Co., Limited, for sale in January 2019, with the vessel’s 

Protocol of Delivery and Acceptance dated 9 January 2019.  In the Panel’s correspondence with Toei, 

the company clarified that it acted as a non-exclusive agent on behalf of Ruis (HK) Marine Co., Limited 

when entering into the vessel’s sale and purchase agreement.93 

  

 

 92 Sierra Leone Maritime Administration.  

 93 According to Toei, the company usually represents offshore buyers seeking to 

purchase vessels from Japanese owners.  



 S/2022/132        

 

22-01569 240/423 

 

 
According to Toei, while it understood Fujian Yihe (see also paras. 47-51) to be the actual buyer 
of the RUI HONG 916, it was unaware of the vessel’s onward sale between Fujian Yihe and the 
ultimate end buyer ‘Wang’ that subsequently took place.  Toei also engaged a third-party 
committee of lawyers to review the case. Excerpts of a submitted report of 25 May 2021 is at 
annex 49b. Toei further indicated it had accepted the third-party committee’s recommendations 
and “In this respect, we have included the languages in our form of vessel sale and purchase  
agreement to the effected that we will not be involved in North Korea-related transactions” (see 
addendum at annex 49b).  

The Panel separately notes affiliations between Ruis Marine and Fujian Yihe.  

 

Investigations continue.  

 
 
Source: The Panel. 
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Annex 49b: Proposed recommendations – Excerpts as provided in the original and translated 

version 
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Source: The Panel. 
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Annex 49c: Addendum as provided by Toei Shipping Co. Ltd 

 

 

Source: The Panel. 
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Annex 50a: Vessel’s onward sale: RI HONG nka DPRK-flagged TO MYONG (IMO: 9162318) 

The Panel recommended the then Sierra Leone-flagged RI HONG (IMO: 9162318) for designation 

when it was recorded on satellite imagery alongside other DPRK cargo vessels exporting coal in 

Ningbo-Zhoushan waters on 29 April 2020.94  The vessel is currently DPRK-flagged, re-named TO 

MYONG. 95 Prior to that, the vessel was berthed at Songnim port, DPRK, on 23 December 2019 (see 

figure 50a-1). The vessel last transmitted less than a week earlier in Shidao waters, China. Both vessels, 

suspected to have been operating under DPRK control, have since officially transitioned under the 

DPRK fleet sailing as TO MYONG and SAM JIN 8 respectively. The Panel had recommended the RI 

HONG for designation pursuant to paragraph 11 of resolution 2375 (2017)96. The vessel has since 

continued to export DPRK-origin coal to Ningbo-Zhoushan waters. 

Panama confirmed that the RI HONG was deregistered from its ship registry on 20 December 2019 on 

the basis of the transfer of the vessel under another flag (see figure 50a-2). The Panel wrote to the latter 

ship registry and did not receive a response. IMO records showed the vessel was next re-named 

KLAUSEN, sailing under the Sierra Leone flag in May 202097, with its registered owner and ship 

operator as the Hong Kong-incorporated Converse Trading Limited98.  The Sierra Leone Maritime 

Administration confirmed to the Panel that it de-registered the KLAUSEN on 17 November 2020 with 

the reason of the vessel’s expiration of its issued provisional registration certificate. The RI HONG was 

subsequently listed to have come under the DPRK’s fleet as on October 2020, sailing as the TO 

MYONG99. There has been no commercial AIS transmissions of the vessel since mid-December 2019. 

 

Figure 50a-1: RI HONG at Songnim port, DPRK, 23 December 2019, and anchored near Ningbo-

Zhoushan, China, 29 April 2020  

 
Source: Member State. 

  

 

 94 S/2020/840, paras. 57-59 and S/2021/211, para. 79 and annex 38(b). 

 95 IMO GISIS. Flagged on October 2020 but updated only subsequently from information provided 

by flag state (backdated). 

 96 IMO GISIS. Flagged in October 2020 but updated only subsequently from information provided 

by flag state (backdated). 

 97 Information then available as dated on IMO GISIS.  

 98 This entity has no online or commercial footprint.  

 99 IMO GISIS. Flagged in October 2020 but updated only subsequently from information provided 

by flag state (backdated). 
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Figure 50a-2: Flag deletion certificate of RI HONG, December 2019 

 

 
Source: Member State. 

 

In 2020, the Panel wrote to Li Hong Shipping Co Ltd (hereafter “Li Hong Shipping”), the then known 

last listed registered owner of RI HONG, and (listed in the care of) Hong He Shipping Co Ltd 

(hereafter “Hong He Shipping”), the latter serving as the vessel’s ship manager, operator, technical 

manager and Document of Compliance company holder. The Panel sought information on the vessel, 

its cargo, its ownership, all associated counterparties involved, along with relevant documentation and 

financial transactions. The Panel received a response from Li Hong Shipping’s owners via its lawyers 

on 24 August 2021 providing documentation, including of the vessel’s onward sale by 16 December 

2019 to a Chinese entity, China Nuclear Aviation Technology (Ningbo) Company Limited (中核航空

科技（宁波）有限公司) (hereafter “CNAT”) (see annex 50b). The Panel informed Li Hong Shipping 

that the information on the IMO website had continued to list the company as the vessel’s registered 

owner and recommended that vessel owners should ensure they do not remain liable by ensuring vessel 

onward sale information is updated with the IMO in a timely manner with the requisite documentation.  

 

As regards information on whether Li Hong had reached out to the buyer (its representatives) for an 

explanation, Li Hong Shipping responded “Our clients have sought answers from the Buyer via the 

broker regarding the allegations, but have been unsuccessful. Our clients stress that they had no 

knowledge that the Buyer intended to carry out any alleged illicit activities.” The Panel separately was 

able to obtain a contact detail of CNAT sourcing publicly available information and corresponded with 

the company. The Panel continues to await the company’s response. 
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Li Hong Shipping100 also indicated that it failed to receive the Panel’s earlier emails requesting 

information on RI HONG as it was sent to a personal email possibly belonging to an individual of a 

similar sounding name (with a word mis-spelt) at Hong He Shipping (its management and ‘care of 

company’) that was no longer under its employ. The Panel notes that the individual’s name continued 

to be officially listed with the IMO as recent as December 2021.  

 

On the Panel’s request on due diligence information, Li Hong responded “As the arrangement was 

through a broker and between two Chinese entities, our clients did not undertake additional due 

diligence to that which was undertaken by the broker. There was nothing to suggest to our clients that 

further due diligence was required. That said, our clients have updated their internal procedures to 

ensure that, in the future, additional due diligence checks are carried out.”  

 

On the Panel’s query on steps undertaken by Li Hong to reduce the risk of such transactions, Li Hong 

responded: 

 

“….. our clients had an in-house meeting with all their employees to discuss the lessons learned from 

the allegations concerning Ri Hong [Enclosure 9]. Those lessons included: 

 

1) prudent investigations/due diligence on business counterparties; 

2) enhanced due diligence when high-risk jurisdictions are involved; 

3) better contract management; 

4) conducting due diligence on cargo; 

5) improved collection of information, including utilising brokers and insurers; and 

6) penalties for non-compliance. 

 

Our clients are also working with us to implement a sanctions compliance program that the companies 

and their employees may refer to for training and guidance purposes.” See annex 50c. The Panel notes 

these efforts undertaken. 

 

The TO MYONG has continued to transit in Ningbo-Zhoushan waters as well as at a Chinese port in 

2021101 (see annex 58).  

 

 

Source: The Panel. 

  

 

 100 All information in this report that states a correspondence and corresponding responses from 

Li Hong Shipping’s owners was conducted via its lawyers, a legal firm registered in the 

United Kingdom.  

 101 Pursuant to paragraph 5, resolution 2397 (2017).  
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Annex 50b: Documentation in relation to the RI HONG’s sale 

Excerpt of Legalized Bill of Sale of RI HONG 

 

Protocol of Delivery and Acceptance 
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Excerpt of the sale and purchase contract for RI HONG 

 

 

x x x x x 
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x x x x x 

 

 

Business Licence of China Nuclear Aviation Technology (Ningbo) Company Limited 

 

 

Source: The Panel. 
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Annex 50c: Proposed due diligence measures --- Meeting minutes as provided in the original 

and translated version  
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 S/2022/132        

 

22-01569 260/423 

 

 

 

Source: The Panel. 
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Annex 51: Vessel Acquisition by the DPRK - SU RYONG SAN (IMO: 9016430) 

The Panel began tracking the DPRK cargo vessel SU RYONG SAN (IMO: 9016430) post-transition, 

based on anomalous AIS transmissions. While the vessel was flagged under the DPRK in October 

2020102, no vessel tracks were available for ten months after August 2020. The vessel began transmitting 

intermittently on multiple identifiers as it departed Nampo 6 July 2021. It arrived at Ningbo-Zhoushan 

waters later the same month. By 25 August 2021, the vessel was at Longkou port area where it remained 

for over two weeks, where it was suspected to have engaged in ship-to-ship transfers based on 

transmitted draft changes, before berthing at Longkou’s bulk cargo terminal by 11 September 2021. It 

was observed outside of Nampo Lockgate by mid-September 2021 (see figures 51-1~51-2). 

Prior to it being flagged under the DPRK, the vessel sailed under the Dominican flag for three months, 

indicating the vessel was issued a single delivery voyage permit for delivery to its new owners, 

HongKong Great Fortune Development Co. Limited (香港 吉運(运) 發(发)展 有限 公司)  (hereafter 

“HKGF”). HKGF was the last registered owner when it was sailing as the CJK OSAKA in 2020, before 

the vessel joined the DPRK’s fleet103. The company neither has an online footprint nor have kept the 

email it was registered against on corporate documentation. 

 

 

  

 

 102 Ibid. 

 103 IMO GISIS. 
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Figure 51-1: Storyboard of DPRK-flagged vessel SU RYONG SAN transmitting false identifiers 

 

July to September 2021 

 

 
July 2021 – Ningbo Zhoushan, SU RYONG SAN spoofing as YONG AN and K SK104. CJK OSAKA is 

the historical name of SU RYONG SAN 

  

 

 104 The K SK’s spoofed MMSI and calls sign belongs to a Cameroon-flagged cargo 

vessel operating solely in the Mediterranean. 
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August 2021 - Longkou 

On 25 August 2021 (see figure 51-1), the vessel sailing as YONG AN briefly transmitted on its original 

identity SU RYONG SAN outside of Longkou port before changing its digital profile to K SK while at 

Longkou Bulk Cargo Terminal.  

September 2021 – Longkou 

 

Source: The Panel. 

 

The Panel is further investigating suspected sanctions evasion and violation activities across multiple 

fronts by HKGF since 2019.  

The Panel asked China, on the SU RYONG SAN’s identifiers under which it was transmitting, its cargo 

offloaded in Ningbo-Zhoushan waters and at other Chinese ports, any ship-to-ship transfers conducted 
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in Chinese waters with the type and amount of cargo offloaded and loaded, along with shipping 

documentation and financial transactions. 

Based on  information obtained from various sources, HKGF is alleged to have imported into China 

between 100,000 to 200,000 metric tons of DPRK-origin coal from the DPRK entity Yonggwang 

Furniture and Building Materials Corporation 영광가구건재회사 aka 영광가구합영회사 (Yonggwang 

Furniture Joint Venture Company) – hereafter “Yonggwang”. Yonggwang agreed to ship the following 

to HKGF:  

- DPRK-origin coal aboard the DPRK-flagged JANG UN (IMO: 8822260); 

- DPRK-origin coal aboard the DPRK-flagged KUM SONG 7 (IMO:8739396); and  

- DPRK-origin coal aboard the DPRK-flagged RYON HWA 3 (IMO: 8312227).  

 

This information is consistent with an earlier investigation undertaken by the Panel concerning the  

suspected transfer of DPRK-origin coal from the DPRK-flagged JANG UN and KUM SONG 7 to the 

QUN RONG XIANG, a Chinese cargo ship,  the latter as currently investigated by Chinese 

authorities105. See annex 55 for details. The RYON HWA 3 was back in Chinese waters in August 2021 

and was observed grounded a month later in Ningbo-Zhoushan, China (figure 51-2).  

  

 

 105 S/2021/777, paras. 96-98.  
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Figure 51-2: Vessel aground, Ningbo-Zhoushan, 18 September 2021  

 
Source: (top) Member State, (bottom) Maxar Technologies and Windward. 

 

The Panel sought information from China on the DPRK vessels, their identities transmitted in Chinese 

territorial waters, Chinese entities owning and operating the receiving vessels, those that procured the 

cargo from DPRK cargo vessels imported the coal, and the relevant shipping and financial 

documentation.  

 

China responded that “SU RYONG SAN entered Longkou Port in August 2021, offloaded watch 

movements, and left the port after loading stationary in September 2021”. On the QUN RONG XIANG, 

China responded: “The investigations into … QUN RONG XIANG are still underway, and we do not 

have information to share at the current stage.” On RYON HWA 3, China responded the vessel entered 

Yantai port “empty-loaded” in March 2021 and departed “…by loading pesticide, fertilizer and other 

agricultural supplies in the same month”. China had no information on HongKong Great Fortune 

Development Co., Ltd. 
 

Source: The Panel. 
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Annex 52a: SUSPECTED VESSEL ACQUISITION BY THE DPRK - OCEAN SKY (IMO: 

9125308) 

 

The Panel is investigating the suspected DPRK acquisition of the Sierra Leone-flagged OCEAN SKY  

(IMO: 9125308). A Member State reported that the vessel was delivered at sea by Asia Ocean Shipping 

Limited (亞洲遠洋運輸有限公司) to the DPRK entity, Ryongsung Trading Corporation, between 24 

and 30 May 2021. Panel investigations also showed that another China-based intermediary associated 

with Asia Ocean Shipping was associated with the vessel PU ZHOU, prior to the latter becoming the 

DPRK-flagged SU RI BONG (IMO: 8605727). 

Commercial maritime AIS data show that OCEAN SKY has not transmitted verified AIS signal 

following the vessel’s onward sale as the vessel departed Busan, Republic of Korea on 11 May 2021. 

The vessel was previously sailing as the Republic of Korea-flagged DAEHO SUNRISE. The Hong 

Kong-incorporated entities China Tianchuan International Group Shipping Limited and Asia Ocean 

Shipping were listed as the vessel’s new registered owner and ship manager106.    

Asia Ocean Shipping allegedly used an SDV permit issued by the Sierra Leone Maritime 

Administration for the said transfer. Such permits typically require less scrutiny. The PU ZHOU (IMO: 

8605727) and RUI JI STAR (IMO: 9010058)107 were also flagged under Sierra Leone for a short period 

of time before being re-flagged under the DPRK. 

The Panel sought relevant information from Sierra Leone including, inter alia, whether the OCEAN 

SKY was issued a single delivery voyage permit (SDV) for its transit to its new owners. Sierra Leone 

has yet to respond. 

To trace the OCEAN SKY, the Panel wrote to the vessel’s previous ROK-registered owner, Daeho 

Shipping Co., Ltd (hereafter “Daeho Shipping”). According to Daeho Shipping, the vessel was under 

its ownership and management from 28 February 2011 to 17 May 2021. The vessel was cancelled from 

the Republic of Korea’s ship registry on 17 May 2021 (seen annex 52b). According to Daeho Shipping, 

a mainland China and Hong Kong broker sought out a Seoul-based broker, a Mr. Chang, in March 2021 

to purchase the specified vessel. A Bill of Sale was concluded the same month, with the final closing 

of the deal’s Protocol of Delivery and Acceptance on 4 May 2021, when the vessel was handed over. 

A buyer inspection of the vessel in April was cancelled “due to COVID-19” when the vessel was at 

port in Nantong, China. No follow up inspection was scheduled.   

Daeho Shipping stated it delivered the vessel to the ROK broker during the handover with no buyer’s 

representatives present. Thereafter, the vessel departed Busan, ROK, on 11 May 2021 for delivery to 

Zhoushan by tug. Commercial maritime tracking showed AIS transmission was lost the same day (see 

figure52a-1).   

  

 

 106 IMO GISIS. 

 107 Now sailing as DPRK-flagged MYONG SA SIM NI. The vessel has since been observed on 

satellite imagery in Ning-Zhoushan waters exporting DPRK-origin coal (S/2021/777, paras. 89-92). 
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Intermittent spot AIS transmissions of the OCEAN SKY were captured on commercial maritime 

databases between August and November 2021108 (see figure 52a-2). The vessel was observed on 

satellite imagery at a Chinese shipyard on 1 October 2021 (see figure 52a-3). The OCEAN SKY last 

transmitted AIS signal on 13 November 2021 in waters outside the shipyard (inset imagery at figure 

52a-2).  

 

Figure 52a-1: OCEAN SKY stopped transmission, Busan, ROK, 11 May 2021 

 
Source: IHS Markit Seaweb, annotated by the Panel. 

 

  

 

 108 The OCEAN SKY’s last AIS transmission was on 13 November 2021, as on 

31 December 2021. 
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Figure 52a-2: Spot AIS transmissions of the OCEAN SKY that show possible spoofing, August to 

November 2021 

 

Source: Windward, annotated by the Panel. 

 

Figure 52a-3: OCEAN SKY berthed at a shipyard, Shidao, China, 1 October 2021 

 
Source: Maxar Technologies, annotated by the Panel. 

 

The Panel continues to investigate the OCEAN SKY’s suspected entry under DPRK control.  
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The Panel notes that another vessel investigated by the Panel, the WOO JEONG (nka SIN PHYONG 

5) (IMO: 8865151)109 was also delivered at Shidao in July 2019 before the vessel came under the DPRK 

flag (see figure 52a-4).   

Figure 52a-4: AIS transmissions showing the OCEAN SKY in October 2021, and the WOO JEONG 

(nka SIN PHYONG 5) in July 2021, Shidao, China 

 

Source: Google Earth, annotated by the Panel. 

Investigations continue into the entities that facilitated the transfer of the OCEAN SKY. 

Source: The Panel. 

 

  

 

 109 S/2021/777, paras. 78-79 and annex 38.  
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Annex 52b: Ship registry cancellation notice of  OCEAN SKY, 17 May 2021  

 

 

Source: The Panel. 

  



S/2022/132         

 

271/423 22-01569 

 

Annex 53: Fishing Rights Transfer 

 

Annex 53a : Monitoring and Inspection of Fishing Vessels  

 

(1) MMSI signals detected by Member State in 2021 

 

A Member State identified at least 428 vessels which had entered DPRK waters between 22 April and 22 June 

2021. In addition, the Member State identified 9 MMSI numbers associated with these fishing fleets. According 

to the Member State’s analysis, those nine vessels had taken the route illustrated below.  The Panel notes that 

the vessels apparently departed from Shandong Province (山东省) and Liaoning Province (辽宁省) of China. 

 
MMSI numbers identified: 
 300807023 
 300820047 
 412329999 
  412445566  
  412556677  
  412599899  
  412631558 
  412900023 
  517518888 
 

(2) List of three fishing vessels inspected by a Member State in 2021110 

 A Member State has informed the Panel that in May 2021 its authorities inspected the following three fishing 

vessels which were moving southwards from DPRK waters.  

 

 1. Fuyuanyu (福遠漁 ) 189 

 2. Liaodanyu (遼丹漁 ) 36005  

 3. Liaodanyu (遼丹漁 ) 36006 

 

According to the inspections of Fuyuanyu 189 on 1 May, the vessel had departed from the port of Shidao (石島) 

on 30 April and headed towards DPRK waters. The fishing rights in DPRK waters had been priced at 300,000 

RMB, which would allow the right to fish from 1 May to 1 September.   

 

According to the inspections of Liaodanyu 36005 and Liaodanyu 36006 on 6 June, the vessels had departed 

from the port of Dandong (丹東 ) on 1 May, entering DPRK waters on 15 May.  The vessels conducted squid 

fishing until June.  The cost of the fishing rights had been 200,000 RMB, allowing fishing until 1 October.  

 
 

  

 

 110 S/2020/777, para. 82. 
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Annex 53b: Reply from China  

 

 

Source: Member State. 
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Annex 53c: Permitted fishing areas in DPRK waters 2020-2021  

According to Member State information, the size of the permitted fishing areas 111 in DPRK waters was reduced in 

2021 (figures 53c-1 and  53c-2).  

Figure 53c-1 

 

Source: Member State. 

 

Figure 53c-2 

Below is the image of abovementioned fishing areas annotated by the Panel . The area surrounded by the green 

dotted line was in 2020 and yellow dotted line is in 2021.  

 

Source: Google Earth, annotated by the Panel. 

 

 

 111 S/2021/777, para. 82 and annex 41.  
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Annex 54: Table of maritime coal exports by the DPRK 

 

 
 

Source: Member State. 
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Annex 55: Examples of DPRK-flagged vessels in Ningbo-Zhoushan area to export coal between 

May and September 2021 

 

DPRK-flagged KUM YA (IMO: 9004073) 

According to commercial AIS maritime tracking data, the KUM YA departed Chongjin, DPRK, by 9 

May 2021. It arrived in Ningbo-Zhoushan waters by 14 May 2021 where it remained. The vessel, which 

departed the DPRK laden with coal, was observed to be riding high in Ningbo-Zhoushan waters on 31 

May 2021, indicating it had offloaded DPRK-origin coal during that period of time. KUM YA was back 

in DPRK waters in the West Sea Barrage by 27 June 2021.  

Storyboard of KUM YA April – May 2021 

 

 
Source: IHS Markit Seaweb, annotated by the Panel, (satellite imagery) Member State. 
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DPRK-flagged HOE RYONG (IMO: 9041552) 

Another DPRK cargo vessel, HOE RYON, was observed on satellite imagery departing Chongjin, 

DPRK, in July 2021 for Ningbo-Zhoushan, China, transmitting AIS only during a part of its journey. 

The vessel was observed in August 2021 riding low in water when it arrived in Ningbo-Zhoushan. By 

21 September 2021, HOE RYON, still in the same waters, was observed riding high in water, indicating 

it had offloaded DPRK-origin coal during that period of time.  

AIS data showed the HOE RYON departed Ningbo-Zhoushan waters by 25 September 2021where it 

sailed towards the west coast of the DPRK, stopping transmission by 30 September 2021112. 

Storyboard of HOE RYON, July to September 2021 

 

 

Source: Windward, annotated by the Panel, (satellite imagery) Member State. 

  
 

 112 As on 30 December 2021. 
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DPRK-flagged FLOURISHING (IMO: 8421315) 

 

The DPRK cargo vessel FLOURISHING was observed departing Wonsan laden with DPRK-origin 

coal on 1 August 2021, for Ningbo-Zhoushan, China, transmitting AIS only during a part of its journey. 

The vessel was observed on 17 August 2021 riding low in water when it arrived in Ningbo-Zhoushan. 

By 21 September 2021, FLOURISHING, still in the same waters, was observed riding high in water, 

indicating it had offloaded DPRK-origin coal during that period of time (see storyboard). Both the HOE 

RYON and FLOURISHING were in Ningbo-Zhoushan waters around the same time exporting coal. 

FLOURISHING stopped AIS transmission while still in Chinese territorial waters. 

The Panel also tracked the vessel’s ownership and management history. The FLOURISHING was 

flagged under the DPRK in November 2018113. Prior to this, the vessel was managed and operated by 

Hongxiang Marine Hong Kong Ltd (鴻祥海運(香港)有限公司) (hereafter “Hongxiang Marine”)114, an 

entity sanctioned by the United States’ Treasury Department in February 2018115 that also managed 

then Comoros-flagged ORIENTAL TREASURE (IMO: 9115028). The ORIENTAL TREASURE116, 

flagged under the DPRK’s fleet the same time as FLOURISHING, was reported by the Panel on 

multiple occasions for exporting DPRK-origin coal.  Other vessels managed by Hongxiang Marine 

before transitioning under the DPRK flag, some of which around the same time included: ASIA 

HONOR (IMO: 8405220), HORIZON STAR (IMO: 9017123), NEW DAWN (IMO: 9135494)117, and 

PAEK MA (IMO: 9066978)118 – all of which have exported coal in Ningbo-Zhoushan waters. 

Since coming under the DPRK fleet, FLOURISHING had been transmitting on fraudulent identifiers 

and sailing as ‘FS’. The vessel had also transmitted in Ningbo-Zhoushan waters in February 2020, a 

known area where DPRK cargo vessels have and continue to export their illicit coal (see storyboard).  

 

 

  

 

 113 IMO GISIS. 

 114 Room 1502, 15th Floor, Keen Hung Commercial Building, 80, Queen’s Road East, 

Wan Chai, Hong Kong, China. Entity was dissolved in June 2018.  

 115 https://home.treasury.gov/news/press-releases/sm0297 

 116 Flagged under the DPRK in November 2018.  

 117 Flagged under the DPRK in April 2017.  

 118 Flagged under the DPRK in December 2016.  

https://home.treasury.gov/news/press-releases/sm0297
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Storyboard of FLOURISHING  

July – September 2021 

 

 

Source: IHS Seaweb, (inset AIS transmissions) Windward, annotated by the Panel, (satellite imagery) 

Member State. 
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January – February 2020 

The FLOURISHING transmitted as FS in Ningbo-Zhoushan waters from late January to early February 

2020. During the period, the vessel updating its draught status indicating an offload of cargo.  

 

Source: Source: IHS Seaweb, (inset AIS transmissions) Windward, annotated by the Panel. 

The Panel continued to seek China’s assistance on the recurring presence of multiple DPRK vessels in 

Ningbo-Zhoushan waters to export coal via ship-to-ship transfers, including information on any cargo 

offloaded by the DPRK vessels via ship-to-ship transfer in those waters, the receiving vessels’ 

identifiers, and entities and individuals that own, operate and procured any of the cargo from the DPRK 

vessels.  

China responded that “There is no record of port calls in China for vessels KUM YA, HOE RYONG, 

FLOURISHING …. in 2021” 

 

Source: The Panel. 
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Annex 56: DPRK Coal Vessels at Ningbo-Zhoushan, China 

Example: TAE DONG GANG 3 (IMO: 8730998) in Ningbo-Zhoushan waters, China, October to 

November 2021 

 

Source: (top) Member State, (bottom) Windward annotated by the Panel. 
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Figure 56: DPRK-flagged vessels laden with coal, Ningbo-Zhoushan, 5 October 2021 

 

Source: Member State. 

The Panel sought China’s assistance in providing information concerning each of the above-mentioned 

vessels’ presence in Chinese waters, the identifiers under which they were transmitting, their cargo, any 

ship-to-ship transfers conducted in Chinese waters with the type and amount of cargo offloaded, the 

identities of the receiving vessels along with the entities and individuals that owned and operated the 

receiving vessels, the end destinations of the offloaded coal cargo, along with shipping documentation 

and financial transactions. 

China responded: “There is no record of port calls in China for vessels KUM YA, HOE RYONG, 

FLOURIGHING, MI YANG 5, NORTHERN LUCK, RYO MYONG, PEAK HAK SAN, BOUN 1, JANG 

AN, TONG SAN 2, TAE DONG GANG 9 and TAE DONG GANG 3 in 2021. For vessels ZAI ZHOU 2, 

TO MYONG, SAM JIN 8, NAN DAE CHON, KANG HUNG and UN HA, they entered Yantai port empty-

loaded, and left the port after loading chemical fertilizer, pesticide and other agricultural supplies.” 

 

 

Source: The Panel.  
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Annex 57: DPRK coal vessels spoofing 

DPRK vessels have continued to broadcast falsified identifiers while in Chinese territorial waters where 

they export coal. The transmission of falsified identifiers is a documented evasion method used by the 

DPRK and suspect vessels to conduct sanctions evasion activities. 

For example, the Panel tracked a suspect vessel JDU (MMSI: 354270000) spoofing a fraudulent 

identifier in Ningbo-Zhoushan, October-November 2021 (see figure 57). The vessel transmitted briefly 

in the DPRK before appearing in Chinese territorial waters. While there, the vessel spoofed a Panama-

associated MMSI that was operating in South America, along with other AIS manipulations, while 

reporting a destination of ‘NAM PHO’.  

Figure 57: Suspect vessel transmitting as “JDU” transmitting in Ningbo-Zhoushan waters in October-

November 2021. 

 

 

Source: (top) IHS Seaweb; (bottom) Windward, annotated by the Panel. 

*Times and dates reflected on Windward are in EST. 
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The Panel asked China if it had more information on the JDU, whose location, lengthy AIS gaps and 

fraudulent transmission of false identifiers appear as very similar signatures used by DPRK-flagged 

vessels to obfuscate their illicit maritime trade. China replied that “There is no record of port calls in 

China for JDU in 2021”.  

 

The following DPRK-flagged vessels transporting coal likewise fraudulently transmitted on other 

identifiers while in Ningbo-Zhoushan waters:  

 

- SU RYONG SAN (IMO: 9016430) (see annex 51); 

- ASIA HONOR (IMO: 8405120); 

- CHANG PHYONG (IMO: 9338981); and 

- PU HAE (IMO: 9020601) 

 

ASIA HONOR, CHANG PYONG and PU HAE are repeat offenders that had previously falsified their 

transmissions in Ningbo-Zhoushan waters, as illustrated in previous Panel reports. They have continued 

to broadcast on the same false identities in the same waters.   

 

Storyboard of DPRK-flagged ASIA HONOR transmitting false identifiers 

May 2021 

 

  



 S/2022/132        

 

22-01569 284/423 

 

June 2021 

 

July 2021 

 

Source: Member State. 
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Storyboard of DPRK-flagged vessel CHANG PHYONG transmitting false identifiers 

 

The CHANG PHYONG was reported by the Panel spoofing as the Sri Lanka-flagged QIUHAI in 

Ningbo-Zhoushan waters in March 2021119. The vessel returned to the same waters by June 2021, 

transmitting on the same falsified identifiers. 

 

June 2021 

 
 

 
 

 

 119 S/2021/777, Annex 34.  
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March 2021 

 

 
 

Source: (map) Windward, annotated by the Panel, (satellite imagery) Member State. 
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Storyboard of DPRK-flagged vessel PU HAE  (IMO: 9020601) transmitting false identifiers 

 

August – September 2021 

 

 
Source: Member State. 
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The Panel had previously tracked the DPRK-flagged PU HE, transmitting on falsified identifiers in 

Ningbo-Zhoushan waters in February 2020 before sailing towards the DPRK. The vessel appeared back 

in the Ningbo-Zhoushan area in May 2020 before sailing back towards the DPRK and repeating the 

voyage in June 2020. 

 

April - May 2020 
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June 2020 

 

Source: Windward, annotated by the Panel. 

The Panel sought China’s assistance in providing information concerning each of the above-mentioned 

vessels’ presence in Chinese waters, the identifiers under which they were transmitting, their cargo, any 

ship-to-ship transfers conducted in Chinese waters with the type and amount of cargo offloaded, the 

identities of the receiving vessels along with the entities and individuals that owned and operated the 

receiving vessels, the end destinations of the offloaded coal cargo, along with shipping documentation 

and financial transactions. 

China replied that “There is no record of port calls in China for ASIA HONOR, CHANG PHYONG, 

and PU HAE in 2021.” 

 

 

 

Source: The Panel.  
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Annex 58: DPRK vessels exporting coal and subsequently arriving at various Chinese ports, 

2021 

The Panel had reported120 on the DPRK vessels’ export of coal via ship-to-ship transfers in Ningbo-

Zhoushan waters and their subsequent loading of humanitarian aid cargo at Longkou port en route back 

to Nampo port. In 2021, other DPRK vessels continued to conduct similar round-trip voyages to export 

DPRK-origin coal in Ningbo-Zhoushan waters before calling at Chinese ports elsewhere, in apparent 

contravention of OP 9 of resolution 2097 (2017). 

The following DPRK-flagged vessels are suspected to have exported DPRK origin-coal in Ningbo-

Zhoushan waters and subsequently called at various Chinese ports, notably Longkou port and Laizhou 

port, between the months of August and October 2021. They included the following vessels: 

 

DPRK-flagged vessels that transitioned from Ningbo-Zhoushan waters to Longkou port: 

 

(i) SU RYONG SAN (IMO: 9016430) (see also annex 51);  

(ii) PHO PHYONG (IMO: 8417962);  

(iii) SAMJIN 8 (IMO: 8810578);  

(iv) KANG HUNG (IMO: 9340257); and  

(v) UN HA (IMO: 8310281) 

 

DPRK-flagged vessels that transitioned from Ningbo-Zhoushan waters to Laizhou port: 

 

(vi) TO MYONG (IMO: 9162318); and  

(vii) NORTHERN LUCK (IMO: 9061227) 

 

The Panel sought China’s assistance in providing information concerning each of the above-mentioned 

vessels’ presence in Chinese waters, the identifiers under which they were transmitting, their cargo, any 

ship-to-ship transfers conducted in Chinese waters with the type and amount of cargo offloaded, the 

identities of the receiving vessels along with the entities and individuals that owned and operated the 

receiving vessels, the end destinations of the offloaded coal cargo, the ports areas where the vessels 

subsequently arrived at to load cargo along with the financial or other transactions involved. 

China, in response to another letter on the presence of the vessels in Ningbo-Zhoushan waters carrying 

DPRK-origin coal dated, responded that “There is no record of port calls in China for vessels KUM YA, 

HOE RYONG, FLOURIHING[sic], MI YANG 5, NORTHERN LUCK, RYO MYONG, PEAK HAK 

SAN[sic], BOUN 1, JANG AN, TONG SAN 2, TAE DONG GANG 9 and TAE DONG GANG 3 in 2021. 

For vessels ZAI ZHOU 2, TO MYONG, SAM JIN 8, NAN DAE CHON, KANG HUNG and UN HA, they 

entered Yantai port empty-loaded, and left the port after loading chemical fertilizer, pesticide and other 

agricultural supplies.” On the PHO PYONG, China responded that the “PHO PHYONG entered Yantai 

port empty-loaded in September 2021 and left the port by loading general cargo in November 2021.” 

 

 120 S/2021/777, paras. 100-101 and S/2021/211, paras. 58, 63-64. 
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Ningbo-Zhoushan – Longkou port, China 

 

PHO PHYONG (IMO: 8417962) 

 

The DPRK-flagged PHO PHYONG departed Wonson, DPRK in early August 2021. Commercial AIS 

tracking information showed the vessel arrived in Ningbo-Zhoushan waters by 9 August 2021, where 

the vessel was observed on satellite imagery on 17 August laden. By 28 August, PHO PHYONG had 

offloaded its coal cargo in the same waters. The vessel then proceeded to Longkou port, China, by 16 

September 2021. 

The PHO PHYONG had been recommended by the Panel for designation for ship-to-ship transfer on 

24 October 2018 in violation of paragraph 8 of resolution 2371 (2017)121. 

 

 

 

 

  

 

 121 S/2019/691, paras. 20 and 22 (c), and annex 5. 
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Source: Member State, (top inset map) Windward. 
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SAMJIN 8 (IMO: 8810578)  

 

The DPRK-flagged SAMJIN 8 last transmitted on its own identifiers in April 2017. The vessel 

transmitted on a Comoros-associated MMSI prior to changing its identifier to SAMJIN 8 on 28 October 

2021.  

SAMJIN 8 has been the subject of past Panel reports when it was investigated for exporting DPRK-

origin coal in Ningbo-Zhoushan waters in 2020, along with vessel’s ownership and management 

history122.  

 

 

 

 

  

 

 122 S/2020/840, paras. 57-59 and annex 24.  
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Source: (top) Windward, annotated by the Panel, (bottom) Member State. 
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KANG HUNG (IMO: 9340257) 

 

 

The DPRK-flagged KANG HUNG sailed towards Longkou port area by 9 October 2021 and was 

moored pier side by 25 October 2021.  The vessel transmitted back at Nampo’s West Sea Barrage 

quarantine area by 5 Nov 2021. 

KANG HUNG was flagged under the DPRK as of May 2020 and was reported sold to an undisclosed 

buyer in July 2018123. The vessel had also transmitted on its historical Jamaica-associated MMSI. 

 

 

 

  

 

 123 IHS Markit. 
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Source: (top satellite imagery) Member State, (bottom), Windward, Google Earth and IHS Markit 

Seaweb, annotated by the Panel. 
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UN HA (IMO: 8310281)* 
 

*The DPRK-flagged UN HA arrived by 26 September 2021 in Ningbo Zhoushan waters and was 

observed on satellite imagery on 5 October 2021. The vessel then proceeded to the Bohai Sea area by 

18 October 2010 where it loitered off Longkou port until November 2021. It appeared the vessel may 

not have entered port and may have conducted ship-to-ship activity outside of port.  

 

 

Source: IHS Markit Seaweb, annotated by the Panel (inset satellite imagery, Member State). 
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Ningbo-Zhoushan – Laizhou port, China 

The following two DPRK-flagged vessels transitioned to Laizhou port, China, following their presence 

in Ningbo-Zhoushan waters, based on commercial maritime tracking information.  

The DPRK-flagged TO MYONG was in Ningbo-Zhoushan waters by early October 2021 where it 

transmitted on different identifiers. The vessel dropped AIS signal on 9 October before retransmitting 

on 30 August as it sailed up the Yellow Sea towards Laizhou port. TO MYONG transmitted it was 

berthed pier side by 27 October 2021, before sailing out a day later.  

TO MYONG was the formerly Sierra Leone-flagged KLAUSEN aka RI HONG, prior investigated by 

the Panel for exporting DPRK-origin coal in Ningbo-Zhoushan waters in 2020, along with vessel’s 

ownership and management history124. See also paragraph 90 of the main text and annex 50a. The Panel 

had recommended the RI HONG aka TO MYONG for designation pursuant to paragraph 11 of 

resolution 2375 (2017). 

TO MYONG (IMO: 9162318) 

 

 
Source: (top) Windward, annotated by the Panel, (bottom) Member State. 
 

 

 124 S/2020/840, paras. 57-59, 79 and annex 24; S/2021/211, paras. 70-72 and annex 38.  
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NORTHERN LUCK (IMO: 9061227) 
 

The DPRK-flagged NORTHERN LUCK transmitted AIS signal on 8 October 2021 as it sailed towards 

Laizhou port, China. Prior to this, the vessel was at Dalian port on 10 July 2021 before it dropped AIS 

transmission for three months.  NORTHERN LUCK transmitted it was berthed pier side by 11 October 

2021, before sailing out two days later.  

 

Source: (top) Windward, annotated by the Panel, (bottom) Member State. 
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Annex 59: DPRK-flagged TAE PHYONG 2 (fka MING ZHOU 6) (IMO: 8602763)  

 

The Panel continued to track the DPRK-flagged TAE PHYONG 2 (previously MING ZHOU 6) on 

maritime databases.  

 

As earlier reported125, the DPRK acquired the vessel by late May 2020 following its sale for scrap by a 

Chinese company in May 2019. TAE PHYONG 2 was sold by Ningbo Shipping Co. Ltd on 14 May 

2019 to a Chinese national, Su Jianpo through Zhousan Yige Ship Auction Co. Ltd.  Su also signed a 

scrap steel ship sale contract with Ningbo Shipping Co. Ltd. 

 

The DPRK is suspected to have acquired the vessel following a joint venture agreement with the DPRK-

based Jinmyong Trading Corporation and the China-based Dandong Economic Cooperation Border 

Maritime Processing Company in November 2019. A second DPRK-based company, Mulgil Trading 

General Corporation, which has overseas offices in Dandong, China according to the same Member 

State, helped to facilitate the acquisition. A number of Chinese nationals are suspected to be involved 

in the acquisition and deliverance of the vessel to the DPRK.  

 

China responded that126  “In May and June 2019, the registration of ownership and nationality 

certificate[s] of ‘Ming Zhou 6’ and ‘Fu Xing 12’ were cancelled, respectively.  Since then, there has 

been no record of these vessels entering or leaving Chinese ports.” 

 

The Panel continues to investigate the vessel’s transition to the DPRK-flagged TAE PHYONG 2 and 

the individuals and entities involved in the process. The Panel continued to seek information from China 

on the outstanding queries with regards the vessel’s sale and purchase, individuals, entities and alleged 

joint venture with the DPRK.  

 

Vessel voyage - Nampo - Longkou - Nampo 

 

AIS data indicated that the vessel departed Nampo, DPRK, on 9 August 2021 for Longkou, China. The 

vessel berthed in two separate locations within the same port area in Longkou: between 13 to 21 August 

2021 and between 21 to 26 August 2021, indicating a possible export and import of different cargos at 

the different berths. The Panel obtained satellite imagery showing the vessel with bagged cargo in its 

holds on 21 August 2021 (see figure 59-1). TAE PHYONG 2 was back at Nampo by 27 August 2021.  

 

TAE PHYONG 2 was also at Longkou port earlier in the year in March 2021 (see figure 59-2). 

 

  

 

 125 S/2021/211, paras. 70-72, and S/2021/777, paras. 80 and 102, and annex 39. 

 126 S/2021/211. 
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Figure 59-1: DPRK-flagged TAE PHYONG 2 at different berths at Longkou port, China, August 2021 
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Figure 59-2: DPRK-flagged TAE PHYONG 2 Storyboard, February to March 2021 
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19 February 2021 – TAE PHYONG 2 laden near Ningbo-Zhoushan 

 

8 March 2021 – TAE PHYONG 2 loading bagged cargo, Longkou port 

 
Source:  Windward, IHS Markit, Google Earth, annotated by the Panel, (satellite imagery) Member 

State.  
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The Panel sought China’s assistance in providing information concerning the cargo(s) exported by TAE 

PHYONG 2 to Chinese port(s), the cargo(s) loaded onto the vessel, along with shipping documentation 

and financial or other transactions involved. China responded that the “TAE PHYONG 2 entered Yantai 

port empty-loaded in March and August 2021 respectively, and left the port by loading fertilizer and 

other agricultural supplies in the same month.”127 

 

 

 

Source: The Panel. 

  

 

 127 The TAE PHYONG (IMO: 9018751) and TAE PHYONG 2 (IMO: 8602763) are two different 
DPRK-flagged vessels. The Panel requested information on the TAE PHYONG 2 in this 

instance. The TAE PHYONG’s last AIS transmission on commercial maritime databases was 

in May 2021. The Panel prior investigated the TAE PHYONG’s (former GREAT WENSHAN) 

transition under the DPRK fleet in 2020, the vessel’s subsequent and repeated transportation 

of DPRK-origin coal for export in Ningbo-Zhoushan waters, and its last known Chinese 

entities that owned and operated the vessel before it became DPRK-flagged (see S/2020/840, 

paras. 52-56, and S/2021/211, paras. 63-64). 
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Annex 60: QUN RONG XIANG (IMO: Not reported, MMSI: 413213290) 

According to a Member State, the China-flagged QUN RONG XIANG (MMSI: 413213290) delivered 

DPRK-origin coal to Qinzhou port, China by 23 March 2021. The coal it transported was reported to 

have been transferred onto the QUN RONG XIANG by ship-to-ship transfer from DPKR vessels 

located in its vicinity on or around 14 March 2021 in the Ningbo-Zhoushan area, China (see figures 60-

1 and 60-3).  

Figure 60-1: Storyboard of China-flagged QUN RONG XIANG delivery coal, Qinzhou port, China, 

March 2021 

 
 

Source: Member State. 
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On 15 March 2021, the vessel was observed near three DPRK-flagged vessels just west of Caiqi Island, 

within Ningbo-Zhoushan Port (see figure 60-2).  

 

Figure 60-2: QUN RONG XIANG in proximity of three DPRK vessels, Ningbo-Zhoushan, 15 March 

2021 

 

Source: Member State. 

 

Prior to arriving in Ningbo-Zhoushan waters: 

- The DPRK-flagged JANG UN (IMO: 8822260) loaded coal at Nampo Port on 16 February. The Panel 

has reported on the vessel’s exports of DPRK-origin coal to Chinese waters dating back to 2018. 

- The DPRK-flagged KUM SONG 7 (IMO: 8739396) loaded coal at Taean Port, DPRK, on 14 February 

2021. 

- The DPRK-flagged NAM DAE CHON (IMO: 9138680) loaded coal at Nampo Port, DPRK, on 10 

February 2021. The Panel has reported on the vessel’s exports of DPRK-origin coal dating back to 2018. 

The Panel’s information based on AIS tracking data, port analysis and information from past maritime 

investigations, is overall consistent with the data and information of the coal suspected to have been 

imported by HKGF. Based on the Panel’s port analysis, on 22 March 2021, the QUN RONG XIANG  

berthed at Qinzhou Port’s Legou Terminal, (see figure 60-3). The vessel, which sails a domestic route, 

registered a draft change of 7.0 to 4.0 the same day at Qinzhou port area, indicating an offload of cargo. 

The vessel made a number of other domestic port area calls since that date. 
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Figure 60-3: QUN RONG XIANG at Qinzhou port, China, 22 March 2021 

 

 
 

Source: Windward, annotated by the Panel; Google Earth (inset satellite imagery as representative of 

the port location not by actual date; AIS signal overlay as on 22 March 2021). 

 

The Panel sought China’s assistance including, inter alia, confirmation of the Chinese vessel’s 

identifiers, information on the vessels’ activities during and around the dates of the investigative period, 

relevant shipping and customs documentation as it relates to the vessels’ cargo, entities and individuals 

that owned and operated the vessels, and those that imported the coal cargo. 

The Panel additionally sought confirmation of the presence of the DPRK-flagged vessels, the identifiers 

these vessels were transmitting, and information concerning any ship-to-ship transfers and / or cargo 

off-loaded from these vessels in Chinese territorial waters, shipping documentation and financial 

transactions, and any resulting actions taken. 

 

China responded that ““The investigations into … QUN RONG XIANG are still underway, and we do 

not have information to share at the current stage.”  

  

 

 

Source: The Panel. 

  



 S/2022/132        

 

22-01569 308/423 

 

Annex 61: Networks  

 

The Panel’s investigations into the sale of the SU RYONG SAN (IMO: 9016430) to the DPRK, 

datapoints drawn from previous Panel investigations, publicly available information and information 

obtained, indicated that HongKong Great Fortune Development Co. Limited (香港 吉運(运) 發(发)展 

有限 公司)  (hereafter “HKGF”), a Hong Kong-incorporated entity was engaged in the following 

sanctions violation activities:  

A) Vessel sale – involvement in the transition of  the then Dominica-flagged vessel CJK OSAKA 

to DPRK-flagged vessel SU RYONG SAN (IMO: 9016430) 

 

HKGF was listed as the last owner and operator of the vessel sailing as CJK OSAKA, before it was re-

flagged under the DPRK in October 2020, sailing as SU RYONG SAN.   

The Panel additionally obtained information that HKGF is alleged to have invested in DPRK ships 

(either through joint maintenance, operation, or other associations). 

B) Import of DPRK-origin coal from a DPRK entity 

 

HKGF is alleged to have imported into China of a total between 100,000 to 200,000 metric tons (MT) 

of DPRK-origin coal from the DPRK entity Yonggwang Furniture and Building Materials Corporation 

영광가구건재회사 (Yonggwang Furniture Building Materials Corporation) aka 영광가구합영회사 

(Yonggwang Furniture Joint Venture Company) – hereafter “Yonggwang”.  

 

C) Shipments importing DPRK-origin coal on DPRK-flagged vessels 

 

The Panel has been tracking DPRK vessels engaged in the export of DPRK-origin coal primarily 

through ship-to-ship transfers in Ningbo-Zhoushan waters128. “Yonggwang” was alleged to have agreed 

to ship the following to HKGF, based on information obtained from a Member State:  

- DPRK-origin coal aboard the DPRK-flagged JANG UN (IMO: 8822260)129; 

- DPRK-origin coal aboard the DPRK-flagged KUM SONG 7 (IMO:8739396)130; and  

- DPRK-origin coal aboard the DPRK-flagged RYON HWA 3131 (IMO: 8312227).  

  

All these ships have been known to off-load their coal cargo via ship-to-ship transfers in Ningbo-

Zhoushan waters to Chinese coastal vessels.  

While commercially available AIS data indicated the JANG UN and KUM SONG 7 had not transmitted 

on their AIS profiles in several years, these vessels were nonetheless captured on satellite imagery in 

March 2021 in Ningbo-Zhoushan waters near the QUN RONG XIANG, a Chinese cargo vessel 
 

 128 See Sectoral and Maritime section of Panel reports. Latest Panel report is issued as S/2021/777.  

 129 Containing approximately 20,000 MT of DPRK-origin coal, valued at $88 per MT.  

 130 Containing approximately 5,000 MT of DPRK-origin coal. 

 131 Containing approximately 6,000 MT of DPRK-origin coal. 
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investigated by the Panel in 2020. The Panel had withheld the said vessel’s identifiers and case write 

up in view China’s response not to include information related to the vessels, to avoid interrupting its 

investigations and law enforcement132.   

The Panel also sought China’s assistance, inter alia, into the Chinese entities and individuals arranging 

the DPRK-origin coal to be transferred to the QUN RONG XIANG. China responded to the Panel in 

2021 that it was  conducting its investigations and did not have information to share then. Further to the 

Panel follow up enquiry on the status of China’s investigations, China responded in 2022 that it had no 

information on the QUN RONG XIANG. 

According to commercial AIS tracking platforms, the RYONG HWA 3 had transmitted in various 

Chinese port areas in 2021. The vessel was reported to have offloaded DPRK-origin coal in Ningbo-

Zhoushan waters, including in May 2020 (see figure 61-1). It was back in the same waters in August 

2021 and was observed to have run aground in Ningbo-Zhoushan a month later in September 2021 (see 

figure 61-2). 

 

Figure 61-1: RYONG HWA 3 in Ningbo-Zhoushan, 7 May 2020, and at Longkou port, 27 March 2021 

May 2020 at Ningbo-Zhoushan, China  

 

  

 

 132 S/2021/777, paras. 96-98. 
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March 2021 at Longkou port, China 

 
Source: (top) Member State and (bottom) the Panel. 

 

Figure 61-2: RYON HWA 3 outside Nampo, DPRK in August 2021 and grounded, Ningbo-Zhoushan, 

China in September 2021 
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Source: (top) Member State, (bottom) Maxar Technologies, annotated by the Panel. 

 

 

C) Barter trade in exchange for DPRK-origin coal 

 

In exchange for the above-mentioned coal shipments, HKGF reportedly agreed to pay an advance 

payment and to send two shipments of fertilizer to the DPRK.  The Panel notes that payment via barter 

is a common sanctions evasion tactic in order to avoid funds transferred recorded in the international 

financial system. The DPRK is further known to operate a ledger system whereby it can continue to 

procure items abroad, including for its prohibited missile and nuclear programs. 

These shipments were conducted in two parts; one was to be transferred to the DPRK-flagged TAE 

YANG (IMO: 8306929), with the remaining amount transferred to another vessel before 25 March 

2021. 

The Panel’s previous investigations show that the TAE YANG transported DPRK-origin coal for export 

and has also not transmitted on its AIS profile in years. The vessel has also been known to spoof other 

vessel identifiers in attempts to obfuscate its identity. TAE YANG was reported in 2019 MTR as having 

off-loaded coal on 25 Oct 2019 via ship-to-ship transfer to Lighter “D”133. The said DPRK-origin coal 

was off-loaded at Qisha port, China, by 17 December 2019 and was recommended by the Panel for 

designation. 

TAE YANG was formerly operated by Hua Heng Shipping Limited, which also formerly operated a 

number of DPRK vessels, including the KO SAN, which the Panel had reported as transporting DPRK-

origin coal to Ningbo-Zhoushan waters and proceeding to pick up humanitarian aid cargo at Longkou 

in 2020. Hua Heng Shipping is associated with LI Anshan, an individual affiliated with Ocean Maritime 

Management Company Limited (OMM)134. Ocean Maritime Management Company (OMM), inter alia, 

 

 133 S/2019/691, paras. 20, 22 (d).  

 134 S/2016/157,  S/2017/150. 
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had played a key role in arranging the shipment of concealed cargo of arms and related material on-

board the CHONG CHON GANG (IMO: 7937317) from Cuba to the DPRK in July 2013135.  

 

D) Export of UNSC-restricted and banned items to the DPRK 

 

HKGF is also alleged to have engaged in sanctioned activities with the DPRK in 2019 and 2020, in 

which it had reportedly sold and shipped items, including steel, fuel, and transportation- and 

construction-related vehicles. 

 

The Panel has demonstrated in its reports a continuation of unreported refined petroleum illicitly 

shipped to the DPRK. The Panel is also aware that the transfer of banned items and equipment including 

vehicles have been exported to the DPRK onboard China-flagged costal barges in 2020.  

 

The Panel sought extensive information from HKGF including, inter alia, the company’s business 

activities, beneficial and shareholder information, associations with other entities of interest including 

DPRK linkages, shipping documentation, vessel ownership and sale, cargo and maritime trading 

information as it relates to the Panel’s investigations.  

 

The Panel sought China’s assistance on information on the presence of all of the above-mentioned 

vessels in Chinese territorial waters, including the DPRK vessels, SU RYONG SAN and the grounding 

of RYON HWA 3, along with information Chinese authorities possess of the status of the vessel and 

investigations conducted into the vessel’s off-loading of coal, the receiving vessels involved in the ship-

to-ship transfer of the coal cargo, and the entity(s) and individual(s) engaged in the procurement process. 

The Panel also sought assistance on HKGF and its incorporation, the registered owner a Chinese 

national, Mr Li, and the beneficial owners behind the entity along with any companies also registered 

in mainland China. The Panel also sought updates on the China-flagged coastal barge QUN RONG 

XIANG that was within the vicinity of the DPRK-flagged vessels in March 2021, the entities and 

individuals associated with the QUN RONG XIANG, those that imported the DPRK-origin coal into 

China, and outcome of its authorities’ investigations.  

HKGF has yet to respond. 

  

 

 135 S/2014/147, S/2015/131, S/2016/157.  
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On HKGF, China responded:  

 

 

Source: The Panel. 
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Annex 62:  List of HS codes the Panel applies for the monitoring of sectoral ban  
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Annex 63: Comparative table of bilateral trade with DPRK: Jan-Sept 2021136
 

 
As of January 2022 

* Unit : Thousand USD 

No. Member State (MS) 

Trade Volume w/ DPRK Restricted HS Code Trade w/ DPRK 

MS's Reply 
Export  

to 
Import 
from 

Export  
to 

Import  
from 

1 Armenia, Republic of 0 18  
1(HS Code 12) 

1(HS Code 84) 
3(HS Code 85) 

Inaccuracy of data due to 

technical error in the declaration 
of goods / origin of items are ROK 
and Japan 

2 Barbados 200 951  

22(HS Code 61) 

1(HS Code 63) 
581(HS Code 84) 
274(HS Code 85) 

 

3 Belgium 0 203  15(HS Code 73)  

4 Belize  14  14(HS Code 84)  

5 Benin 0 41   Nothing Applicable /  

No cases 

6 
Bolivia, 

Plurinational State of 
0 20   Nothing Applicable / 

No cases 

7 Bosnia and Herzegovina 0 16  5(HS Code 84) 

4(HS Code 85) 
 

8 
Brazil,  
Federative  

Republic of 

564 97 539(HS Code 2710) 2(HS Code 61)  

9 Bulgaria, Republic of 0 4  1(HS Code 85) 
Technical mistake in the customs 
declaration / items imported from 

ROK 

10 Cabo Verde, Republic of 0 110   Nothing Applicable / 
No cases 

11 Cambodia, Kingdom of 453 61  41(HS Code 72) Investigations underway 

12 Canada 0 52  2(HS Code 72) 
actual country the goods 
originated from was the ROK, and 

was inaccurately reported to ITC 

13 Chile 36 0   Nothing Applicable / 

No cases 

14 
China, 
People's Republic of 

151,739 33,595 

2229(HS Code 2710) 

48(HS Code 2712) 
3292(HS Code 2713) 

2442(HS Code 50) 

19(HS Code 62) 
11388(HS Code 72) 

7(HS Code 85) 

Silk (HS Code 50) is raw material 
not textile / Ferroalloys (HS Code 
72) is different from iron and iron 

ore / Women’s Clothing (HS Code 
62) and Electrical Equipment (HS 
Code 85) are from ROK, 

mistakenly declared 

 

 136 See para. 126 of the main text. 
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No. Member State (MS) 

Trade Volume w/ DPRK Restricted HS Code Trade w/ DPRK 

MS's Reply 
Export  

to 
Import 
from 

Export  
to 

Import  
from 

15 Colombia, Republic of 21 84  

3(HS Code 73) 

1(HS Code 52) 
8(HS Code 56) 
2(HS Code 61) 

36(HS Code 84) 

 

16 Costa Rica, Republic of 26 240   Nothing Applicable /  
No cases 

17 Croatia, Republic of 0 16  16(HS Code 87) 
Declaration error / Country of 

origin was ROK 

18 Denmark, Kingdom of 0 99  5(HS Code 59) 
Country code input error /  
Country of origin was ROK 

19 Ecuador 0 13   Nothing Applicable / 
No cases 

20 El Salvador 0 817  38(HS Code 84)  

21 Eswatini, Kingdom of 0 12  1(HS Code 61) 
2(HS Code 84) 

due to declarants inability to 
differentiate between DPRK and 
ROK / supplier was ROK 

22 
Ethiopia, 
Federal Democratic 

Republic of 

267 1,049  

562(HS Code 72) 
207(HS Code 79) 

51(HS Code 84) 
59(HS Code 85) 

 

23 Fiji,Republic of 87 594 
2(HS Code 84) 

43(HS Code 72) 

332(HS Code 72) 

169(HS Code 73) 
9(HS Code 55) 
15(HS Code 60) 

 

24 Finland, Republic of 0 6   Nothing Applicable /  
No cases 

25 Georgia 0 11   Nothing Applicable /  
No cases 

26 
Germany, 
Federal Republic of 

16 1   Nothing Applicable / 
No cases 

27 Greece 2 0   Nothing Applicable / 
No cases 

28 Hungary 0 1  1(HS Code 85) Country code input error 

29 Indonesia, Republic of 0 259  
5(HS Code 73) 
39(HS Code 84) 
30(HS Code 85) 

Interpret UNSCR does not prohibit 

DPRK exports of items under HS 
Code 73 / investigations on other 
trade items underway 

30 Italy, Republic of 0 6  1(HS Code 84) 
Supplier was UK company 
(UK : could not identify any 

imports from the DPRK) 
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No. Member State (MS) 

Trade Volume w/ DPRK Restricted HS Code Trade w/ DPRK 

MS's Reply 
Export  

to 
Import 
from 

Export  
to 

Import  
from 

31 Luxembourg 12 0 
1(HS Code 84) 

9(HS Code 85) 
 Encoding errors / goods were 

destined for the ROK 

32 Madagascar, Republic of 0 176  1(HS Code 84) 
3(HS Code 63) 

 

33 Namibia, Republic of 0 6  4(HS Code 84) 
2(HS Code 85) 

 

34 
Netherlands, 
Kingdom of the 

413 33  1(HS Code 52)  

35 Niger 0 66  62(HS Code 85)  

36 Poland, Republic of 116 85   Nothing Applicable /  
No cases 

37 Romania 0 1  1(HS Code 73) 
Authorities have not confirmed the 
transfer of iron and steel products 
from DPRK 

38 Russian Federation 0 2  1(HS Code 84)  

39 Seychelles, Republic of 0 1,156  726(HS Code 72) 
11(HS Code 84) 

Data inaccurate / items under HS 
Code 72, 84, 85 have been 

imported 

40 Slovak Republic 0 6   Nothing Applicable / 

No cases 

41 South Africa, Republic of 61 39 
5(HS Code 84) 
7(HS Code 73) 

7(HS Code 56) 
7(HS Code 84) 

16(HS Code 85) 

 

42 Spain 256 68 
231(HS Code 84) 

2(HS Code 85) 

1(HS Code 58) 

40(HS Code 84) 
26(HS Code 85) 
1(HS Code 63) 

 

43 Thailand, Kingdom of 1,637 78 2(HS Code74) 
19(HS Code 84) 

12(HS Code 85) 

Some declaration forms were 
misfiled as the country of 

destination and origin to/from the 
DPRK, but are now amended 

44 Turkey, Republic of 49 538  

41(HS Code 72) 
10(HS Code 73) 
45(HS Code 84) 

212(HS Code 85) 
187(HS Code 55) 

Inadvertent errors during  
declaration / country of origin  
was other countries such as  

the ROK 

45 
United Kingdom of Great 
Britain andNorthern 
Ireland 

0 1536  
5(HS Code 73) 

1503(HS Code 84) 
9(HS Code 85) 

Inaccurate submission of country 
code / all trade confirmed to be 
with the ROK 

46 Zambia, Republic of 1085 5585 1085(HS Code 84) 
13(HS Code 84) 
19(HS Code 85) 

 

Total  157,040 47,765    
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Annex 64: Country Codes 

 

‘Country Codes’ are officially referred to as UN/LOCODE137 when it comes to trade activities. 

UN/LOCODE is used to identify locations in a unique and unambiguous way for international trade. 

It is a five-character code system in which the first two-character is for country/territory code based 

on ISO 3166-1 and the last-three code represents the location.  

ISO 3166-1 is maintained by the ISO 3166 Maintenance Agency (MA). A request for a new code or a 

modification is usually submitted by Governments to the MA. Then a ballot will be conducted by the 

MA to decide whether to approve the request.  

UN/LOCODE directory is updated every six months, which includes over 100,000 entries. It is 

impossible to ensure data quality without knowledge and expertise from the country concerned.  

A UN/LOCODE Focal Point Network was created by encouraging Governments to nominate a 

National Focal Point (NFP). These NFP’s work to validate all requests for his/her country. This is to 

avoid that wrong code location are entered into the database.  

There are no NFPs either for the DPRK or the ROK.  

  

 

 137 See https://unece.org/trade/cefact/unlocode-code-list-country-and-territory for 

details. 

https://unece.org/trade/cefact/unlocode-code-list-country-and-territory


S/2022/132         

 

321/423 22-01569 

 

Annex 65: Glocom Case 

 

In 2017, the Panel stated that Glocom was a Malaysia-based company which advertised and sold 

radio communications equipment for military and paramilitary organizations.  

Glocom is a front company of the Democratic People’s Republic of Korea company Pan Systems 

Pyongyang Branch (Pan Systems Pyongyang), operated by the designated Reconnaissance General 

Bureau (KPe.031), the country’s premier intelligence agency. 138 

The Panel continues its investigation on Glocom since 2017. Glocom’s new product categories have 

increased.139 Since 2017, the Panel has communicated several times with the Malaysian authorities on 

Glocom issues and has taken note of the declaration by Malaysia’s police chief that local firms linked 

to Glocom were being “struck off” and that authorities were doing all they could to “comply with 

international regulations with regards to related sanctions.”  

According to information from a Member State, Pan Systems Pyongyang continues to operate, and 

utilizes a number of front company names when purchasing radio components for the production of 

military radios in order to evade sanctions and disguise the true destination and purchaser of the 

components. 

The Panel’s investigation continues. 

  

 

 138 S/2017/150, paras. 77,79 and 85. 

 139 Glocom offered seven radio systems in February 2020, but that number had increased to 11 

in February 2021. The company added another military radio system to its webpage in July 2021. 

Likewise, new command and control products have appeared on the Glocom website in 2021, as 

well as new radar systems and battlefield accessories.  

https://undocs.org/S/2017/150
https://web.archive.org/web/20200219205823/http:/www.glocom-corp.com:80/2018/index.php/site/products?c=military-radio
https://web.archive.org/web/20210228001052/http:/glocom-corp.com/2018/index.php/site/products?c=military-radio
https://glocom-corp.com/index.php/site/products?c=military-radio
https://glocom-corp.com/index.php/site/products?c=c4i-system
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Annex 66: Reply of Uganda 
 

 
  



S/2022/132         

 

323/423 22-01569 

 

 



 S/2022/132        

 

22-01569 324/423 
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Annex 67: “The Mole” and Cambodia 

 

The Panel continued to investigate the documentary film “The Mole: Undercover in North Korea” 

released in October 2020, which suggested that international arms dealers from the Democratic 

People’s Republic of Korea and nationals of a European country discussed a quotation for weapons 

and how to complete an arms sales contract during meetings in Phnom Penh in 2017.  

The documentary suggested that the arms sales were never realized.140 Upon the first response from 

Cambodia, the Panel continued to ask Cambodia to provide more detailed and specific information. It 

has yet to receive a reply.  

  

 

 140 S/2021/211, para. 90. 
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Annex 68: Military Cooperation with the DPRK 

 

Bolivarian Republic of Venezuela 

The Panel continued to investigate possible military and technological cooperation between the 

Bolivarian Republic of Venezuela and the DPRK.  

According to a media report, the President of the National Constituent Assembly of the Bolivarian 

Republic of Venezuela signed a series of agreements pledging military and technological cooperation 

during a visit to the Democratic People’s Republic of Korea in September 2019.   

In response to the Panel’s enquiry, the Bolivarian Republic of Venezuela replied that: [The Bolivarian 

Republic of Venezuela] expresses its serious concern at the decision of the Panel to initiate an official 

investigation on the basis of information from ‘a media report’; namely, one single source … 

particularly taking into account the fact that there is no single agreement between [the Bolivarian 

Republic of Venezuela] and the DPRK on military and technological cooperation”. 141 

The Panel continues to request further clarifications from the Bolivarian Republic of Venezuela but 

has not yet received a reply. 

 

Somalia 

According to reporting by the Panel on Somalia dated 28 September 2020 (S/2020/949), four 60 mm 

mortar rounds were fired by Al-Shabaab on 17 February 2020 in the direction of the United Nations 

compound within Aden Adde International Airport. 

Based on an analysis of the tail fins, the Panel noted that the mortars had been produced by multiple 

manufacturers. The Panel further noted one had characteristics consistent with a 60 mm HE type 63 

mortar round manufactured in the Democratic People’s Republic of Korea.142  The Panel continues to 

request further clarifications from Somalia and has yet to receive a reply.  

 

  

 

 141 S/2021/211, para. 94. 

 142 S/2021/211, para. 93. 
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Annex 69: Judgement Summary on Chan Han Choi 143 (North South Wales Supreme Court, 

Australia) 

 

 
  

 

 143 Chan had contacts with Sudan’s Military Industry Corporation, an associate of 

Sudan Master Technology Engineering Company which was involved in missile 

military cooperation projects with DPRK’s Korea Mining Development Trading 

Corporation (KOMID)  (S/2019/171, para. 84). 
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Source: New South Wales Supreme Court Caselaw website. 
 

  



S/2022/132         

 

329/423 22-01569 

 

Annex 70: New Investigation Results on Mercedes Benz Vehicles Supplies144 

 

The Italian company European Cars & More (with which the Panel have had correspondence 

concerning  the  transit of two Mercedes-Benz S-Class 600 Sedan Long Guard VR9 vehicles in 2018 

from Italy) have  informed the Panel  in 2021 that it  also sold in 2018-2019 three other vehicles-   

Mercedes S600 Guard, a S650 Maybach and a S600 Pullman to LS Logistica & Spedizioni S.R.L.C. - 

the same company that was involved in illegal delivery of  the first two Mercedes Guard vehicle.145  

European Cars & More informed the Panel about the “complaint of termination of movement with 

PRA of January 10, 2020”, meaning, that Italian registration authority deregistered these three cars.  

However, there are no more details available concerning further movement of these cars. See annex 

71 for European Cars & More’s reply.  

Italy has informed the Panel that these three cars were resold “within and outside Europe” and their 

location was not determined.    

Italy further replied to the Panel’s enquiry: “…verifications made through Italian Customs Agency 

databanks reveal no customs operation that can be traced back to the vehicles in question. Further 

verifications have been initiated…”. 

  

 

 144 For previous investigation results see S/2021/211, para. 155; S/2019/691.  

 145 S.2021/777, paras. 145-156. 
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Annex 71: European Cars & More’s reply  
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Annex 72: Images of Mercedes-Benz SUV used by DPRK  

 

 
Source: The Panel. 
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Source : NK News. 
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Annex 73: Investigation on KOMID-related Cases 

 

 

Kil Jong Hun 

 

The Panel has received information from a Member State that there is an ongoing relationship 

between Equatorial Guinea and KOMID. As of 2021, this relationship includes potential 

Equatoguinean procurement of items from KOMID, including shipments of defence and/or military 

technology items.   

 

According to the information, Kil Jong Hun, who also goes by the name Ri Yang Chun, is a KOMID 

representative based and operating in Equatorial Guinea. Kil travels using a DPRK diplomatic passport. 

The Panel asked Equatorial Guinea about these issues but has yet to receive a reply. 

 

 

Ri Hyong Thae 

 

The Panel is investigating a DPRK national, Ri Hyong Thae, who is believed to continue to travel 

internationally in connection with arms-related activity and in the company of other individuals 

designated by the 1718 Sanctions Committee. Ri has served with KOMID and KOMID-associated 

companies in Cuba, Iran and Malaysia in the past, and travelled widely using the DPRK diplomatic 

passports. The Panel requested further information about Ri from the United Arab Emirates and 

received a copy of Ri’s passport (see annex 74 or Ri’s passport copy). 

 

A Member State informed the Panel that Ri arrived and departed Singapore on the same day in June 

2004 under passport number 554132407 and that there were no travel record to the passport number 

827310102. 
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Annex 74: Passport Copy of Ri Hyong Thae 
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Annex 75: List and Copies of Sok Kha’s Passports 

 
Passport List  
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Passport Copies  
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Source: The Panel (provided by Cambodia). 
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Annex 76: Company Extract of C.H. World Travel Co., Ltd.  
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Source: The Panel (provided by Cambodia). 
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Annex 77: Bronze statue blueprints under construction by the Mansudae Overseas Project 

Group of Companies in Cotonou, Benin and satellite imagery 

 

1) Excerpt of the blueprints 

According to multiple media reports, the MOP is partnering with the Government of Benin to build a bronze statue 

in Cotonou, using obfuscated identification to evade sanctions. The Panel obtained information indicating that 

the bronze statue is 30 meter in height. One of the Korean-language blueprints of the bronze statue 

“Amazone Monument” shows that the builder is “Republic of Benin, Ministry of the Living Environment 

and Sustainable Development” and a contractor is “Chongryong International Development” (see below).  

Source: VOA. 
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2) Satellite imagery of the bronze statue (6°20′57″N 2°24′28″E) 

Satellite imagery suggests that the statue was installed between June and September 2020. The Panel wrote to Benin 

requesting information on the entities involved in the construction of the statue. Benin replied to the Panel that there is no 

relationship between the entity and Benin (see reply from Benin). Investigations continue.146 It seems that the structure 

surrounding the statue was not removed as of December 2021.  

 

Source: Planet Labs Inc.  

 

 

 146 Construction of bronze statues in Benin is also concerns possible violations of resolutions on 

overseas workers (S/2020/840, para. 105 and annex 45).  
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3) Reply from Benin 

 

Source: The Panel. 
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Annex 78: DPRK workers in China 

 

According to a Member State information, DPRK entities were working with entities located in China to employ 

DPRK nationals at several locations and fields including construction sites, factories, and IT from 2020 to 2021. 

Most of the contracts were to hire several hundred DPRK workers and some of the contracts were expected to 

dispatch additional employees. Details of each case are below.147  

 

1) Factory workers 

Following entities in China employed DPRK workers as of mid-2020. Most employed between 100-400 DPRK 

workers, although several of these entities employed still higher numbers of laborers from DPRK.  

 

Jilin Military Garment Co., Ltd (길림군상복장유한공사) 

Jilin Sangbok Clothing Co., Ltd (길림길상복장유한공사) 

Helong Kusong Clothing Co., Ltd (화룡구성복장유한공사) 

Yanbian Pros Clothing Co., Ltd (연변프로스복장유한공사) 

China Aulbon (Clothing Production) Co., Ltd (아을본(옷제작)유한공사) 

Jilin Rangdon Clothing Co., Ltd (길림랑돈복장유한공사) 

Helong Hyesang Clothing Co., Ltd (화룡혜상복장유한공사) 

Pacific Clothing Co., Ltd (태평양복장유한공사) 

Chongyon Clothing Co., Ltd (청연복장유한공사) 

 

2) Construction workers 

DPRK entity Korean Namgang Construction General Corporation (aka DPRK Ryongrim Overseas Construction 

Company) was working with a Chinese entity Xinzhexing Labor Resource Co, Ltd (广东省东莞市新臻头人力资

源有限公司) to dispatch between 500 and 20,000 DPRK nationals to Zhongshan City and Dongguan City of 

Guangdong Province and Yangtze River Delta in April 2021.  

 

Another DPRK entity Korean Namgang Construction General Corporation (aka DPRK Ryongrim Overseas 

Construction Company) was working with a Chinese entity PRC Tong Sin Communication Technology Co, Ltd 

(中国通信技術有限公司) to dispatch more than 200 DPRK nationals to Beijing and Heibei Province in June 2021. 

 

 

3) IT workers 

DPRK entity Mangyongbong International Trade and Economic Development Corporation (President: Yun Kuk 

Nam) was working with Dandong Junxing Science and Technology Co Ltd (丹东市君星科技有限公司) to send 

 

 147 One expert is of the view that this information needs to be further corroborated.  
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DPRK IT workers to work in China around October 2020. These workers would likely remain employed for several 

years. The information indicates that the UN-designated DPRK entity, the Munitions Industry Department 

(KPe.028) (see figure 70-1) facilitated the establishment of this relationship.  

 

Figure 70-1: Excerpt from the List established and maintained pursuant to resolution 1718 (2006) 

Source: https://www.un.org/securitycouncil/sanctions/1718/materials. 

 

4) Other cases 

DPRK company Korea Changsaeng Trading Corporation was working with Dandong Jinsheng Electronics Co., 

Ltd (丹东锦盛电子有限公司) concerning the provision of at least 150 DPRK workers in Dandong, China, by 

October 2020, with an additional 200 workers planned to be dispatched in 2021. Information indicates that this 

relationship could be structured as a joint venture or cooperative entity.  

Another DPRK entity Korean Tangun Trading Corporation was working with Heilongjiang Province Rixin Foodstuffs 

Company, Ltd (黑龙江省日信食品有限公司) to bring several hundred DPRK workers to China to work for foodstuff plant 

in January 2020.  The information indicates that Korean Tangun Trading Corporation is the UN designated entity 

(KPe.008) (see figure 70-2) 

Figure 70-2: Excerpt from the List established and maintained pursuant to resolution 1718 (2006) 

 
Source: https://www.un.org/securitycouncil/sanctions/1718/materials. 

  



 S/2022/132        

 

22-01569 346/423 

 

Annex 79: Possible Joint/Cooperative entity between DPRK and China 

 

According to information provided by another Member State, DPRK entity Koryo Commercial Bank 

Ltd (高麗商業銀行) agreed to establish a joint venture with Shenyang Dawoo Sealant Construction 

Material Co. Ltd (沈阳多友实兰特建筑材料有限公司) mainly for the production and sale of soybean oil in 

2019. The information suggests that the construction of an office was completed in Pyongyang and the 

soybean production plant was under construction in Nampo, DPRK. The Member State assessed that 

soybean oil is for civilian purpose, but it also could be supplied to munitions factories where the oil is 

used for weapons manufacturing.   
 

According to information obtained by the Panel:  
 

Name of joint venture entity: 

PYONGYANG HWASHIN JOINT CORPORATION (平壌和信合営会社)  

Address: Jyonjin-dong, Rangrang district, Pyongyang city (平壌市楽浪区域前進洞) 

Party of DPRK side: 

KORYO COMMERCIAL BANK LTD (高麗商業銀行)  

Party of Chinese side: 

SHENYANG DAWOO SEALANT CONSTRUCTION MATERIAL CO., LTD 

(沈阳多友实兰特建筑材料有限公司) 

Address: No.258, Kunshan-Xilu, Yuhong District, Shenyang City, Liaoning 

Province, PRC (遼寧省瀋陽市于洪区昆山西路 258 号) 

Shareholder: GIL GYEONG-GAP (吉京甲 (길경갑)) 

Category of business: 

Production and sales of various food, Operation of wharf，Operation of sales facility 

（in Pyongyang, Nampo, Wonsan）, Operation of stores（light industry products，

food，sales of electric and electronics, clothes manufacturing 

Registered capital: 6,726,720,000 won (56,056,000 Euro) 

Approval: No. 107-39 (5 October, 2018) 

Duration: 40 years (until October 2052) 
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Annex 80: Reply from China 

 

Source: Member State. 
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Annex 81: List of IT workers Equatorial Guinea 

 

According to a Member State, at least 13 DPRK IT workers (see below) are located and working in Malabo 

and Oyala, in Equatorial Guinea. The Member State assessed that these IT workers arrived in Equatorial Guinea 

between 2018 and 2019. No response has yet been received to the Panel’s request for further information.  

 

DPRK IT workers reportedly located in Malabo, Equatorial Guinea :  

 

• Ri Mun Song  

• Pak Myong Song 

• Kim Kuk Song 

• Kim Hyon Chol 

• Kim Kwang Chol 

• Ri Tae Yong 

• Ryu Jong Hyok 

 
DPRK IT workers reportedly located in Oyala, Equatorial Guinea :  

 

• Pak Tong Hyon 

• Ri Jong Hyok  

• Kang Thae Ho 

• Cha Sung Hyon 

• An Kuk Chol  

• Kim Sun Hyok 

 

Source: Member State. 
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Annex 82: Information about DPRK restaurants in the Lao People’s Democratic Republic 

 

The Panel has continued its investigations into the current status of the DPRK-related restaurants in Laos. Based on 

information received from a Member State, and the Panel’s corroboration, at least four restaurants and one night market (see 

figure 82-1 and 82-2) in Laos seems to have continued to operate even after the applicable measures towards the closure of 

the restaurants and repatriation were taken by the Laotian authorities in 2020. The Laotian Government has already provided 

the Panel in July 2020 with the details of 28 DPRK nationals who had departed Laos from Wattay International Airport during the 

period between 2017 and the second half of 2019. 148 

 

Nevertheless, open-source information suggest that restaurants are open and active, and that DPRK nationals have been 

working in Laos as waitresses and dance performers after these repatriations and after the December 2019 repatriation 

deadline. The list provided by the Laotian Government does not include female DPRK nationals and the Panel has requested 

clarification in view of the current information reported by the Member State to Laos in September 2021. Investigations 

continue.  

 

Figure 82-1: List of Restaurants and Night Market 

 

No Restaurant City Latitude Longitude 

1 That Luang Pyongyang Restaurant Vientiane 17.9734 102.6325 

2 Paektu-Hanna Restaurant Vientiane 17.96619 102.62825 

3 Vang Vieng Pyongyang Restaurant Vang Vieng 18.91901 102.44885 

4 Vang Vieng Night Market Vang Vieng 18.92347 102.44866 

5 Koryo Restaurants Luang Prabang 19.87404 102.12883 

 

 

 

 148 S/2020/840, para. 133. 
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Figure 82-2: Location of the Restaurants and Night Market 

   Source: Google Earth, annotated by the Panel. 
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Annex 83: Information about the Russian Federation 

 
According to Member State information, the DPRK official Kim Ju Sok, a Moscow-based official representative of DPRK’s 

Ponghwa General Corporation, facilitated several contracts to send DPRK nationals to work in agricultural and construction 

activities in Russia between 2020 and 2021.  

The same Member State reported that Kim collaborated with the general director of the DPRK Uljibong Cooperation 

Corporation, Yun Kuk Nam,149 and contracted with a Russian company SMU-07, LLC to send a maximum of 100 DRPK 

nationals to construction projects in and around Moscow in June 2020. Kim Ju Sok also collaborated with DPRK company 

Korea Rungra-888 Trading Corporation to send at least 60 trainees to a Russian company Stroy Servis, LLC in July 2020. 

These trainees would receive training at vegetable greenhouses in the Moscow area and would receive 500 US dollars for 

participating in this program. The program was planned to run for several years and additional DPRK trainees were to be 

dispatched.  

The Russian Federation replied to the Panel that “No information is available regarding his (Kim Ju Sok) activities in 

violation of Security Council resolution” and informed the Panel that “Both construction companies mentioned in the enquiry 

– SMU-07, LLC, which is not registered at the indicated address, and Story Servis LLC – ceased operations this year. No 

information is available regarding their contacts with nationals of the DPRK.”150 Information provided to the Panel indicates 

that Kim was involved in another contract in sending DPRK nationals to Russia and investigations continue.  

 

Figure 83: Kim Ju Sok’s DPRK Overseas Worker Supply Activities 

Source: The Panel.  

 

 149 According to the information of Member State, Yun Kuk Nam was the director of 

Mangyongbong, a Korean general trading company and left Russia in December 2019.  

 150 A Member State provided the Panel with the address of SMU-07, LLC. Its address is 

identical to the address described in the document obtained from ЕГРЮЛ.  
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Annex 84: Information about Koryo Restaurant in Viet Nam 
 

According to a Member State, DPRK nationals remaining in Viet Nam continued to work at the “Koryo Restaurant” 

in 2021. The Panel’s past report,151 a think tank report,152 and corporate registry in Viet Nam show that Koryo 

Restaurant is associated with Mudo Vina Co., Ltd which remains active and its legal representative is DPRK national 

Kim Jong Gil. Moreover, open-source information suggests that the Koryo restaurant sells art products including 

paintings produced at Mansudae Art Studio, which is a violation of paragraph 3 of resolution 2371 (2017). Viet Nam 

has yet to reply to the Panel’s enquiry.  

  

1) Corporate registry of Mudo Vina Co., Ltd.  

The address of its head office (underlined in red) is identical to the former address of Koryo Restaurant (see 2)).   

The legal representative is Kim Jong Gil, a DPRK national. 

Source: Vietnamese National Business Registration Portal. 
 

  

 

 151 S/2019/171, annex 74 (p. 331). 

 152 C4ADS, https://www.c4reports.org/dispatched. 

https://www.c4reports.org/dispatched
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Address of Koryo Restaurant 

The Panel’s past report and the photo of the business card of Koryo Restaurant. The address is indicated by the 

red dotted line.  

 

Source: The Panel, S/2019/171, p. 332. 

 

 
Source: Naver. 

 

2) The excerpt of corporate registry of Mudo Vina Co., Ltd  

Corporate registry shows that its business activities are “Restaurants and mobile catering services” (underlined in red). 

 
Source: Vietnamese National Business Registration Portal. 

  

 

https://undocs.org/S/2019/171
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3) A photo of a receipt from Koryo Restaurant  

The receipt is dated on 15 December 2020.  

 
Source: Google. 

 

4) Excerpt of video footage of the Koryo Restaurant 

The video footage was uploaded in February 2021, with restaurant workers wearing masks and using hand 

sanitizer, suggesting that the footage was filmed after COVID-19.  

 

 

Source: Youtube. 
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5) Information about Mansudae Art Studio 

 

Media report about art from Mansudae Art Studio sold at Koryo Restaurant. A restaurant employee says ‘The art 

is from the famous Mansudae Art Studio in Pyongyang. These works were directly created by people’s artists and 

are famous’. The employee also explains about the price of paintings and says “This is about 1,400 US dollars. A 

piece of embroidery is more expensive and could be two thousand dollars. The smallest is 500 US dollar. If you 

really want to buy it, we can give you a small discount”. (See the part surrounded by red dotted line) 
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Source: VOA. 
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Annex 85a: Panel enquiry to China (finance) 

 

 
 



 S/2022/132        

 

22-01569 358/423 

 

 

 

  

 
 

 



S/2022/132         

 

359/423 22-01569 

 

 

 

  



 S/2022/132        

 

22-01569 360/423 
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Annex 85b: China’s response to Panel enquiry  

 

China responded as follows to the Panel’s letter:  

 

“After investigation, China finds no involvement in DPRK-related activities or trade of refined 

petroleum products by the four Hong Kong companies mentioned in the Panel’s letter. Relevant banks 

also find no possible DPRK-related transactions with the clues provided by the Panel. We have full 

reason to question the credibility of the information sources. It is not the first time for some individual 

countries to unilaterally take illegal actions based on lies and false evidence. We hope the Panel will 

be more discerning.” 
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Annex 86a: Panel enquiry to UAE (finance) 
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Annex 86b: UAE Reply to the Panel’s letter in connection with UAE entities linked to payments 

made to Golden Luxury Corp   
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x Commercial License No. 814492; x Activity license: 

building materials trading;  

x Zeeshan Bashir Bashir, national of Pakistan, passport No. CJ3840062, as a manager;  

x Bank transfers were observed from the Emirates NBD Bank account belonging to the 

Zeeshan Bashir Building Materials LLC to GOLDEN LUXURY CORP, valued at a 

total of AED 329 million distributed over 205 transfers in the past five years.  

  

Please accept the assurances of my highest consideration.   

  

 
  

              Mohamed Abushahab  

             Ambassador  

            Deputy Permanent Representative  

             



S/2022/132         

 

379/423 22-01569 

 

Annex 87: The pathways of the impact of the international sanctions regime and the COVID-19 epidemic 

on the health system of the DPRK   
 
The figure illustrates the tendency of commercialization of healthcare and growth of inequality in access to 
healthcare as the result of economic decline and other factors. 
 
‘“Deepening marketization of healthcare practices without a supplementary social safety system seems to 
exacerbate the inequality of healthcare access between different socioeconomic groups in the DPRK, 
especially during the COVID pandemic crisis.” 

 
 

Source :  

https://mailchi.mp/nautilus/napsnet-special-reportcovid-19-and-the-dprk-health-system-

implications-for-an-inter-korean-biomedical-cluster-cooperation-and-ctr?e=cd46d00c05 

  

https://mailchi.mp/nautilus/napsnet-special-reportcovid-19-and-the-dprk-health-system-implications-for-an-inter-korean-biomedical-cluster-cooperation-and-ctr?e=cd46d00c05
https://mailchi.mp/nautilus/napsnet-special-reportcovid-19-and-the-dprk-health-system-implications-for-an-inter-korean-biomedical-cluster-cooperation-and-ctr?e=cd46d00c05
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Annex 88: Some factors of UN sanctions’ influence (S/2020/151, para. 209) 

 

There can be little doubt that United Nations sanctions have had unintended effects on the 

humanitarian situation and aid operations, although access to data and evidence is limited and 

there is no reliable methodology that disambiguates United Nations sanctions from other 

factors, including unilateral sanctions regimes and domestic socioeconomic factors within the 

Democratic People’s Republic of Korea. Nevertheless, the latest United Nations sanctions could 

exacerbate an already difficult situation in the country for those employed in sectors directly or 

indirectly affected by sanctions, as well as potentially disrupting supplies of necessities to the 

civilian population. The unintended consequences of sanctions on the humanitarian needs of the 

civil population might include the following:  

• The disappearance of, or a decrease in, sources of livelihood for those employed in industries 

affected by United Nations sanctions and for repatriated overseas workers; this effect may be 

up to hundreds of millions of dollars, based on rough estimates.  

• An increase in social marginalization as the elites respond to both United Nations and other 

sanctions by increasing control over scarce resources, including the “new market economy”, in 

some cases channelling these resources to purposes other than the needs of the population. 

• Continued shortages of agricultural equipment and lack of fuel, exacerbating already low 

levels of mechanization in agriculture, which can limit harvest windows and compound food 

insecurity caused by adverse environmental conditions and mismanagement of domestic 

resources.  

• Increases in the disruption of medical supply chains, which can significantly impact the 

chronically underfunded and inadequate health-care system in the Democratic People’s 

Republic of Korea.  

• The collapse of the United Nations banking channel and the subsequent lack of access to 

consistent and reliable financing jeopardizes supply chain operations and results in projects 

being suspended or stopped altogether. It has also created risky situations for humanitarian 

personnel.  

• Financial institutions and private-sector entities continue to refrain from transactions tied to a 

high-risk jurisdiction. Moreover, some financial institutions draw no distinction between 

United Nations and unilateral sanctions. This affects the humanitarian operations in the 

Democratic People’s Republic of Korea of the United Nations and other organizations, to 

include increased costs. 
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Annex 89:  Question of Panel’s survey to NGOs 

 

In its efforts to examine and report to the 1718 Committee and the Security Council on unintended 

humanitarian impacts of UN sanctions, the Panel would be grateful for your responses to the following 

questions: 

 
1) What is your assessment of the impact of UN sanctions on the humanitarian situation in the DPRK and how 

has that impact changed over time?   What have been the effects of the restrictions related to the COVID-19 

pandemic on the economic and humanitarian spheres, and in what way have these restrictions influenced the 

overall humanitarian situation?  If possible, please include information or examples that support your 
assessment; 

 
2) Please provide detailed information and data on whether your organization experienced reductions in 

operational capacity due to issues related to quarantine measures in the DPRK and / or implementation of 

UN sanctions.  Such impacts might include:  

 

a)  cost and speed of the response,  

b) “operational” problems (i.e. access to beneficiaries and quality of assistance),  

c)  staffing and partnerships (i.e. in-country staff and implementing partners),  

d)  perceptions (i.e. how humanitarian organizations are perceived in the areas they operate),  
e) Safety,  

f)  self-restraint and “de-risking”  

 

3) If your operations require humanitarian exemption approvals from the 1718 Committee, has the approval 
process met your needs?  The Panel notes that the Committee adopted amendments to the humanitarian 

exemption approval process in November 2020, including expedited consideration of certain requests. What, 

if anything, could be further improved in the exemption process, or in the implementation of UN sanctions, 
to better meet your operational needs and objectives? 

 

4) Could you propose ways in which humanitarian and UN sanctions actors might enhance mutual 

understanding of each other’s objectives and methodologies? 
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Annex 90: Statements from NGOs regarding UN sanctions 

 

The following quotes have been compiled from the responses to the Panel’s survey to NGOs.  

 

NGO 1 

 

“Sustained border closure has had a profound negative impact on the flow of supplies, which 

the DPRK population heavily relied on to supplement the government efforts.” 

 

“an already weak health system has been further weakened due to lack of medicines, supplies and 

support, that would translate into higher risk for the already vulnerable population because of reduced 

country capacity in managing diseases/health issues”  

 

“As part of emergency measures introduced against COVID-19 in DPRK, strict movement 

restrictions were applied. International staff as well as the government seconded national 

personnel in international agencies were confined to the capital and not allowed to leave 

Pyongyang.” 

 

“…the prolonged sanctions has resulted in the country’s health system remaining weak. The initiatives 

needed to strengthen and develop the health system were not taking place, as the focus to supporting 

health was only geared towards responding to emergencies and humanitarian crisis such as during floods 

and typhoons. As a result, the health sector lacks the resources to develop 

strategies that would have been able to prevent and mitigate shocks and emergencies such 

as the COVID-19 pandemic.”   

 

“… as per UN sanctions applicable in DPRK, the lack of a banking channel has been 

severely impacting the availability of in-country cash to support operations and programme 

implementation. Overall, due to absence of international staff in the country (owing to the closure of 

borders due to COVID-19) and the lack of sufficient cash (owing to UN sanctions), [NGO] programme 

implementation and operational capacity has been severely impacted causing over 60% budget 

allocations to remain unutilized during the last two years.” 

 

“the sanctions committee has been helpful in facilitating expeditious clearances with regard to COVID-

19 related equipment and supplies.” 

 

   “[NGO] also appreciates the fact that the exemptions may now be provided 

for a period longer than 6 months, (up to 18 months) for instance when the applicant provides 

a well-founded justification such as transportation delays related to a pandemic. This 

development is very helpful and welcome”. 
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NGO 2 

 

“In the current situation of the country’s self-imposed border closure and self-imposed import 

restrictions, we deem that the UN sanctions currently do not have a major direct effect on the 

humanitarian situation.” 

 

“…the humanitarian impact of the DPRK’s self-isolation because of COVID-19 is going to be severe 

and threatens to undo some of the progress made in areas such as food security, nutrition and health” 

 

“The restricted movement of people is a concern especially for those requiring medical treatment, be it 

for chronic conditions, severe acute malnutrition (children) or tuberculosis. The supply of medical 

equipment and drugs is another concern. None of the international humanitarian actors that used to 

support the country’s health system has been able to import and distribute any goods since June 2020. 

Schools have been closed for extended periods, leading to a lot of missed classes, and possibly also to 

children missing out on food hand-outs that are usually provided at schools.” 

 

“The COVID-19 pandemic preventive measures taken by the DPRK Government have strongly affected 

the ability of   the NGO, the UN system and other international actors to deliver humanitarian goods and 

assistance.” 

 

“In some cases in the past, the approval process [for exemption] was lengthy and required a lot of 

information to be collected. However, there has been a significant improvement in the approval process 

for humanitarian exemptions in the course of the last 2 years. We are satisfied with the procedures, and 

highly appreciate the extension of the validity of the exemptions from six months to one year. We further 

appreciate the improvements to the exemption process made through Implementation Assistance Notice 

No. 7. We welcome the joint call to work together to sustainably resolve the banking channel. This matter 

has further increased in urgency, as cash-carry in the current situation is not a feasible option”. 
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NGO 3 

 

“In addition to the above challenges (looming stock-out of [medicine] which has short shelf-life, the 

long transit time, the difficulty in communicating with the Government, the need for conducting 

additional quality assurance of the supplies prior to the distribution) the increased quarantine period to 

90 days entails unexpected costs such as high fees for port storage, demurrage and additional freight 

and electricity expenditure while the reefer container remains in the vessel” 

 

“Despite repeated requests …to MFA counterparts, no indication has been received from DPRK 

authorities on whether additional exemption will be granted for the import of life-saving commodities. 

[NGO] has therefore decided to suspend any further procurement of supplies to the DPRK until a formal 

authorization is provided for future procurement. [NGO] had to either cancel most of its procurement 

in 2020 or re-allocate the supplies to others… to remain cost-effective and reduce demurrage and 

storage fees.” 
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NGO 4 

 

“[NGO] receives little support from donor funded projects and maintains personnel and offices mainly 

at its own costs. The cash reserves in the country are largely used up, so that [ NGO] might consider 

closing its operations completely until a reopening of the borders.” 

 

“… humanitarian actions in DPRK must aim at strengthening the resilience of the food system to avoid 

crisis before their inception. Therefore, field support might combine humanitarian assistance but also 

developmental characteristics. However, the overall target remains to improve the diet, health and well-

being of the most vulnerable groups which still suffer from malnourishment and short supply of WASH 

and health items. 

An improvement would be an option to transfer money to DPRK to support the management of our 

activities and avoid costly travel” 
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NGO 5 

 

“In light of the near complete border closure by DPRK related to covid prevention measures, any 

sanctions related challenges are essentially secondary (or moot) at this point since shipments of 

humanitarian goods are not yet being permitted by the DPRK government to transfer.” 
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NGO 6 

 

“The access and communication barriers imposed by the COVID 19 situation as well as the lack of 

secondary data from other sources make impossible for (NGO) to propose an analysis of the 

humanitarian situation evolution in regards with the current pandemic.” 

 

 “[NGO]’s operational capacity has been decreasing from the moment DPRK decided to impose strict 

quarantine measure in January 2020,…” 

  

“New rules imposed by DPRK in February 2020, which were:   

- No international flights and no entry visa issuance (making impossible the supply of  

   cash and the rotation of international staff)  

    - Strict limitation of humanitarian equipment and material imports  

    - No access to the field for expatriate teams  

 These additional restrictions made impossible for [NGO] to keep implementing its projects within 

acceptable quality and integrity standards, forcing the organization to suspend all its activities.” 

 

“[NGO] however decided to maintain its Pyongyang office opened to avoid losing its capacities to 

redeploy and relaunch its project when it will be possible. It should be noted that this decision to 

maintain this limited presence is not without budgetary consequences... Indeed, certain support running 

costs must be maintained, but they are not fully eligible for our financial partners and [NGO] will not 

be able to pay these costs with its own funds if the situation continues over time. Moreover, considering 

the impossibility to send cash to DPRK in the absence of international staff movement, [NGO] has 

therefore been accumulating debts since the suspension of its operations. …In terms of future 

operational capacity, the restart of [ NGO] ’s activities in the country will imply a mission revitalization 

period (restart the coordination with the KECCA; relaunch discussion for designation of national staff; 

clean up liabilities; sending back international staffs to the country; assessing the situation of each 

suspended projects and restart the contact with farms and partners; importing the material and 

equipment blocked at the border; etc.)” 

.  

“Even though the COVID 19 related restrictions on importations decided by DPRK are responsible for 

this situation, it has to be mentioned that (NGO) currently has materials and equipment …blocked at 

the border since January 2020. (NGO) has no choice since then to request extension of the exemption 

granted for this purchase to ensure it is still valid when the border reopens.” 

 

“Additional extension of projects will probably be needed, inducing costs that were not initially 

planned; [NGO] coordinating with its financial partners and will propose adjustments to its projects 

once the situation will have been reassessed.” 

 

“Despite the exemptions that are granted to the funds dedicated to humanitarian operations, it is 

common that banks delay or block the supply of cash, leading to additional administrative work on 

[NGO]  side to unblock the situation…Since the sanctions have come to force, a drop in the number of 

suppliers applying for the tenders  [NGO]   open in the frame of the procurement of goods and 

equipment. This decrease in the potential supplier diversity has a direct impact on prices competitively, 

goods and equipment quality.”   
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“The exemption process provoked some delays during the first months after its implementation since 

the different stakeholders (…customs, NGOs, UNSC) had to adapt to this new regulation...  [NGO] 

would recommend the following actions:   

• the extension of the 6-month validity period granted for each exemption….. The current restriction on 

imports linked to the COVID 19 situation is a good example of this constraint: as mentioned previously,  

[NGO]  had to request extension of the exemption due to the fact that the goods and equipment covered 
by the granted exemption are still blocked at the border”  

• It might be interesting to think about possible solutions regarding the supply of cash constraints due to 

financial sanctions.   

• Strengthen the link with  authorities to facilitate the customs clearance process   

• Make fast tracks when it comes to 1) amendment justified in terms of quantity 2) renewal in the event of 

expiration”.    
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NGO 7  

 

“…food shortages must have worsened after [NGO]  departure from the country, when the population 

was already suffering from malnutrition especially in the countryside”. 

 

“Concerning quarantine measure in DPRK 

The closing of the country had important financial consequences for [NGO]. Whilst the projects’ 

activities as well as the HR costs are suspended, other running costs (office and guesthouse rent and 

maintenance, vehicle maintenance and insurance and salaries for KECCA liaison officer, driver and 

cleaning lady) continue to be borne monthly by [NGO] These costs are not fully eligible for support by 

funding partners and [NGO]  is not in a position to pay the entirety of these costs with its own funds. 

Thus [NGO] has accumulated major debts… which would eventually slow down [NGO] resumption of 

activities when the country’s borders reopen ...” 

 

“The lack of contact with people inside the country precludes maintaining relationships with local 

partners, understanding their current situation, and beginning negotiations for the future”. 

 

“International, European and national sanctions imposed on DPRK are entirely respected by [NGO). 

On two different occasions however, the imposed…sanctions prevented the general functioning of the 

organization, thus hindering the implementation of all activities: 

• [NGO]  still owns a bank account with the FTB (Foreign Trade Bank). This account is no longer in use: 
no transactions are done to and/or from this account, but a small sum of money …is still retained on it. 

This account is however kept open in the event that banking channels to DPRK would be re-authorized 

by the UNSC Sanctions Committee in the future. 

• [NGO] has an insurance contract with KNIC, despite the company being blacklisted. Vehicle insurance 
being mandatory and KNIC being the only entitled insurance company in the country, … 

PROBLEMS 

…additional administrative workload: the administrative work related to sanction compliance 

slightly increases the workload of project managers and the Country Director. The legal expertise 

required to understand the information involved in the sanction mechanisms and the absence of a 

direct channel for resident INGOs to communicate with the UNSC Sanctions Committee has, on 

some occasions, proven detrimental to other tasks and responsibilities 

Major delays in the deliveries:…. These delays resulted in major impacts on project’s 

implementation (and on the population’s well-being), such as the suspension of the transportation 

of food to children institutions and the lack of vegetable intake by children due to the insufficiency 

of winter production because of the absence of the procured pipes to be used for the construction of 

greenhouses. All in all, these delays are estimated to have affected up to 30,000 to 45,000 

beneficiaries, mostly children.” 

 

“Reduction of the number of suppliers answering tenders: several major suppliers stopped submitting 

offers…” 

 

“Delays on project implementation: each slight modification of technical specification must be notified 

to the UNSC SC, which appears to increase the planned duration of the action. As so, some activities 

have been delayed and no-cost extensions have been requested to donors for some projects due to the 

duration extension of the purchase procedures.” 
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“In order to further improve this mutual understanding (NGO) has two suggestions: 

 

• The first suggestion concerns the interaction within the UN sanctions actors. July 2021 exchange meeting 
with the ..panel of experts from UNSC SC allowed us to better specify our needs and constraints. Such 

an initiative should be repeated regularly, especially when the borders are reopened. 

• The second suggestion proposed by (NGO) concerns the communication regarding the UNSC SC 

resolutions against the DPRK. If the UNSC SC resolutions are amended or if new resolution passes, 

exchange workshops to introduce them and better integrate humanitarian specificities and exemption 
needs/processes would be an interesting development for mutual understanding between NGOs and UN 

sanctions actors.” 
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NGO 8 

 

“The current situation in the Democratic People’s Republic of Korea (DPRK) remains dire and has been 

exacerbated within the past two years by the COVID-19 pandemic. The country currently finds itself 

on the verge of an economic and humanitarian crisis, resulting from a variety of factors, including 

draconian COVID-related restrictions and a fragile food and nutrition situation. The DPRK is taking 

advantage of the pandemic to tighten controls and oppress the North Korean people. The DPRK 

continues to impose severe restrictions on basic freedoms to contain the spread of the virus.” 

 

“…all of these three factors potentially preventing a great famine [market access, information flows, 

more freedom to farming] have been undermined. First, under the pretext of COVID prevention, the 

DPRK leadership has cracked down on markets and cross-border trade. Second, under the same pretext, 

the DPRK leadership has cracked down on information getting into and out of the country and applied 

harsh judicial and extra-judicial punishment to North Korean nationals involved in such information 

exchanges. Third, natural disasters (flooding) have negatively impacted agricultural output and 

implicitly the food security of North Koreans. Consequently, the likelihood of a humanitarian 

emergency erupting in the DPRK is higher now than it would have been pre-COVID.” 

 

“the DPRK has imposed strict COVID-19 border control measures since January 2020, which are likely 

having a humanitarian and human rights impact on ordinary North Koreans, regardless of UN sanctions 

measures…” 

 

“it is not currently possible to discern whether UN sanctions measures are also having an impact on the 

North Korean people, or whether there is a causal relationship between UN sanctions measures and the 

humanitarian situation on the ground in the DPRK…” 

 

“Based on anecdotal information,[by a source in Dandong]…, [NGO] believes that North Koreans, 

already highly vulnerable to food insecurity, may be dying due to the precarious food situation in the 

DPRK.” 

 

“We assess that this dire situation is likely attributable to the North Korean leadership’s policies, 

including strict border controls for almost two years, rather than the “unintended impact of sanctions 

measures.” If there is a causal relationship between sanctions and the precarious food situation, it 

remains to be verified and should be investigated through on-the-ground factfinding by the UN and 

humanitarian organizations, in cooperation with the DPRK.” 

 

“ …some perspective on whether UN sanctions measures may have an unintended impact. Generally, 

raw minerals are exported from the DPRK to the PRC. Processed products, such as construction 

materials or machinery, are purchased again at high prices from the PRC… Due to sanctions, it is highly 

probable that there are difficulties with importing essential materials for key industries... Simply put, 

the sanctions against the DPRK will result in a shortage of fuel, machinery, construction materials, and 

more. This shortage of essential materials for these key industries can deal a blow to the North Korean 

leadership.  The North Korean leadership’s financial power will be reduced due to the sanctions against 

the DPRK, as is the intent, which will hurt the sustenance of the regime. In other words, sanctions 

against the DPRK are a serious problem for its leadership because they can have a significant impact 

and damage its sustenance.” 
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“…it is in the DPRK’s interest to have sanctions lifted, and Kim Jong-un is signaling this to the 

international community without taking responsibility for his policies that are causing the dire 

humanitarian situation.  … the overall economic situation in the DPRK is difficult enough for Kim 

Jong-un to publicly mention the ‘second March of suffering’ (or the ‘Arduous March’). Atypically, he 

did not hide the situation and disclosed the difficulties the country faces. The reason for this messaging–

one that was intentionally provided to the international community–is to assert the necessity of lifting 

sanctions against the DPRK by arousing public opinion in the international community that the DPRK 

is in a serious humanitarian crisis and desperately needs help from the international community. In other 

words, it is up to the international community to choose whether to just watch the North Koreans die of 

starvation or lift sanctions against the DPRK. However, the status of the fundamental reason why 

sanctions are in place, i.e. the DPRK’s nuclear and missile program development, remains unchanged.” 

 

“In fact, there are voices that advocate for the lifting of sanctions in general against the DPRK because 

of the humanitarian crisis in the DPRK.  This exacerbates the idea that sanctions are hurting the North 

Korean people. However, that perspective often lacks a factual understanding of the situation, beginning 

with the goods that are not allowed to be exported or imported by the DPRK as previously discussed. 

This thinking also serves to promote politically motivated agendas to call for an easing or cessation of 

DPRK sanctions measures.” 

 

“[NGO] recommends  that: 

…UN bring people from different sectors and disciplines together to tackle the complex issues of a 

humanitarian crisis in the DPRK, the DPRK’s obligations to its people and the international community, 

and the UN sanctions regime. Representatives from civil society organizations, including humanitarian 

aid organizations and human rights organizations, the banking sector, United Nations officials, medical 

professionals, and DPRK officials, if possible, should hold open discussions and share information and 

perspectives to enhance and promote understanding. 

…Special Rapporteur on the situation of human rights in the DPRK and representatives of the Office 

of the United Nations High Commissioner for Human Rights [should]be allowed unimpeded access 

inside the DPRK... Their visits would be opportunities to assess the impact of COVID-19 on aspects 

focused on human security in general, including the nutritional and health insecurity of vulnerable 

groups in the Democratic People's Republic of Korea. Such visits could serve as a precursor to 

conceptualizing and designing a comprehensive, sustainable, and inclusive approach to facilitate a more 

comprehensive dialogue, cognizant of the human security needs of the people of the DPRK, their human 

rights situation, and a United Nations Human Rights Up Front approach. 

…To ask organizations requesting sanctions exemptions for additional, specific information on the 

intended locations of the disbursement of humanitarian aid as well as its beneficiaries. This would 

facilitate a better understanding for external monitoring of humanitarian aid and allow a more accurate 

determination as to whether the aid will be delivered in areas where the most vulnerable North Koreans 

reside.” 
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NGO 9 

 

“…the unintended impact of sanctions on the civilian population would be difficult to gauge accurately, 

given the restricted access of international and non-governmental organizations and experts to the 

country.” 

 

“… the unintended effects of sanctions on the work of international organizations and NGOs have been 

well documented (see UN and specialized agency reports and the information compiled by the National 

Committee on North Korea, https://www.ncnk.org.)  Every effort should be made to resolve 

unnecessary restrictions on humanitarian relief to the civilian population.” 

 

“…consideration of the sanctions issue would be well to be more broadly framed. The General 

Assembly resolution [A/C3/76/L.27]153 calls on the United Nations system ‘as a whole’ to address the 

human rights situation in the country ‘in a coordinated and unified manner’... The government’s 

diversion of its resources to nuclear weapons and missiles at the expense of the needs and welfare of 

the civilian population are repeatedly raised by the General Assembly and Security Council. Although 

the DPRK has often put forward that sanctions are the main issue to be addressed by the international 

community, government-imposed restrictions, as noted above, on the civilian population in response to 

the covid-19 pandemic, and even earlier as a means to control and punish elements of the population, 

are also essential to examine. These restrictions directly impact food insecurity, severe hunger, 

malnutrition, widespread health problems and other hardship for the population as well as the human 

rights of the population”. 

  

 

 153 https://undocs.org/pdf?symbol=en/A/C.3/76/L.27  
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NGO 10  

 

“The current greatest concern in the DPRK is the economic decline, which includes food shortages from 

COVID-19 border closings. The DPRK economy was already in a vulnerable state due to sanctions, but 

now it is in a critical state.” 

 

“It has been nearly impossible to transport goods inside the country, with there being only a few 

exceptions in the past two years. People have not been able to enter the DPRK since the borders were 

closed at the end of January 2020.” 

 

“Recent information suggests that rice prices have doubled. A kilogram of rice used to cost 4 to 5 RMB, 

and currently it is 7.5 to 9.5 RMB per kilogram. Cooking oil is also 2 to 3 times higher in price. The 

central government is rationing food to ensure equal distribution throughout the country. Rice is 

rationed at 200 g per meal per person, which allows for a daily allotment of 600 g of rice per person. 

An individual is allowed to purchase 20 days’ worth of rice at a time, which totals to a 12 kg bag of 

rice.” 

 

“Currently, food shortage is a primary concern. As long as the borders are closed, the nation’s economy 

will also continue to decline. In addition, fertilizer needs to be imported for the sufficient production of 

food. Unfortunately, in response to COVID, practically all imports and exports have been blocked due 

to border closings.” 

 

“UN Sanctions have posed additional hurdles to providing humanitarian assistance to the people of 

DPRK. While we understand that the process of receiving UN sanctions exemptions has improved 

significantly, we have not been able to test it ourselves due to the lack of shipments since North Korea’s 

COVID-related border closure.” 

 

“We believe that the pandemic has likely deteriorated the humanitarian situation inside the country. 

However, since we have not been able to visit the country since the end of 2019, and because of the 

limited flow of information from inside the country, it is difficult to provide examples or supporting 

data. Given the drastic decrease in food and other imports from China, coupled with a virtual cessation 

of all international assistance (provided by the UN and INGOs), not to mention the natural disasters 

that negatively impacted harvests, we can surmise that the people of North Korea are in increased need 

of food and medicines, especially the vulnerable populations.”  

 

“Prior to the COVID pandemic, global sanctions had already aggravated the humanitarian situation in 

the DPRK. Please refer to the comprehensive report entitled, “The Human Costs and Gendered Impact 

of Sanctions on North Korea” published in October 2019, for details on the direct impact sanctions have 

had on the DPRK.”   

 

“The amendments to the humanitarian exemption approval process in November 2020 were helpful. 

Unfortunately, apart from U.N. sanctions, the problem with U.S. sanction exemptions remains. The 

most difficult of these approvals is the U.S. Treasury License. In addition, approval for Special 

Validation Passports from the Department of State has been inconsistent. Therefore, even though the 

U.N. exemption process has improved, the problem with sanctions remains because organizations 

usually need to obtain U.S. licenses before even applying for a U.N. exemption.” 
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“The U.N. needs to create permanent exemptions for humanitarian organizations, including a 

“whitelist” for medical and agricultural equipment. This will make it unnecessary for humanitarian 

organizations to even apply for exemptions and allow them to adequately provide pandemic, medical, 

and agricultural relief to the DPRK. In the midst of not only a global pandemic but also a food security 

crisis, it is crucial that humanitarian aid is unhindered and received in a timely manner in the DPRK”. 
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NGO 11 

 

“It could potentially be helpful to humanitarian actors for UN Sanctions actors to explain in more detail 

why certain commodities (for example 'metal goods', including clearly humanitarian items such as 

medical goods, agricultural goods, or clean water goods) are being sanctioned in such a blunt way, and 

without more nuance?  Perhaps with dialogue between the two sides, there could be tighter targeting of 

UN sanctions to only affect the truly problematic dual use items, leaving the broader categories of goods 

needed for various humanitarian purposes greenlighted, and outside the bounds of required action by 

the UN Sanctions Committee …” 
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NGO 12 

 

“Obviously, the biggest issues were in 2017-2018 as [NGO] were trying to navigate both the new UN 

sanctions, and the new Treasury sanctions (which the UN is not concerned about) - but now the real 

snags and confusion caused by both of those issues (and the time it took to work out a "process" for 

review/approval of exemptions/licenses) have largely been resolved and/or the process made more clear 

with time.   Yes, it has resulted in a lot more time-consuming work for [NGO], but the process is now 

doable, and somewhat more predictable.” 

 

“…the approval process since 2019/2020 has been much more responsive to [ NGO] needs.   Other than 

providing a blanket exception (rather than requiring exemption applications) for certain approved 

humanitarian projects/organizations - which would be really helpful, the more nimble response by the 

Committee and their greater flexibility on granting extensions, etc. has been very helpful.” 
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NGO 13 

 

“.. the absence of a banking channel allowing for the conveyance of operating funds by the international 

aid community into the DPRK has devastating implications for the neediest of its citizens.” 
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Annex 91: Information on humanitarian operations in 2021 

 

WHO informed the Panel that “Two shipments containing essential medicines for non-communicable 

diseases, tuberculosis and malaria prevention reached Nampo seaport respectively on 7 August 2021 

and 2 September 2021 and are since then placed in a 90-days quarantine”. United Nations Population 

Fund (UNFPA) informed that “the UNFPA’s refer container was loaded onto vessel on 01 September 

2021.” 
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Annex 92: Additional information on export entries provided by Thailand 

 

With regards to its trade between 2018-2020, Thailand previously informed the Panel that 12 export 

entries with the DPRK as the destination had been withdrawn.154 During this reporting period, 

Thailand has provided subsequent information to the Panel regarding several export entries, which 

were withdrawn due to mistaken use of KR/KP country codes. The local companies involved, Inter 

Rim Company Limited, authorized by Fujikura Electronics (Thailand) Co., Ltd. and EIC 

Semiconductor Co. Ltd., had been exporting its goods to the ROK, not the DRPK (see figures 92-1 

and 92-2). 

Figure 92-1: Inter Rim Company Limited / Fujikura Electronics (Thailand) Co., Ltd. 

 

 

 154 S/2021/777, para. 123 and annex 52.  
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Figure 92-2: EIC Semiconductor Co. Ltd. 
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Annex 93: Consolidated list of recommendations 

 

 
Procurement of illicit WMD-related choke-point commodities  

 
1. The Panel recommends the designation of the following individual for his role in and support for the 

country’s prohibited programme: 

 

- Mr. O Yong Ho, currently based in Moscow as a DPRK diplomat, is involved in procuring items 

connected to DPRK’s ballistic missile programme through his support to the UN-designated 

“Second Academy of Natural Sciences” (SANS) (aka “Academy of National Defence Science’ 

(ANDS)).  

 

 

Maritimes 
 

To Member States: 

On vessel Identity laundering and AIS manipulation  

2. The Panel recommends that Member States and ship registries add to their ship circulars information 

pertaining to detected cases of vessel identity laundering or tampering, and ensure wide 

dissemination, including to maritime authorities. Such information would include: 

- Identifiers of ships in their registry that have transmitted cover identities; 

- Identifiers of ships in their registry that may have had their identifiers exploited by other vessels; 

- Names of ship registrants whose vessels have transmitted fraudulent identifiers. 

 

3. The Panel recommends that flag States and their recognized organizations keep verified records and 

up-to-date time-stamped photographs of vessels they certify and flag, including for submission to the 

International Maritime Organization (IMO) at regular intervals. These recorded images would 

include: 

- All permanent markings of the ship’s name and IMO number; 

- Photographs of the ship at various angles; 

- Photographs of the ship’s engine, including its engine number. 
 

4. The Panel recommends that the IMO consider the review of hardware and software security 

standards for preventing the tampering of AIS transponders.  

 

5. The Panel recommends that the IMO urge all flag States to ensure that the requirements for the 

Continuous Synopsis Record (CSR) are complied with, including, for such information to be updated 

accordingly on the IMO GISIS website.  

 

On vessel onward sale 

6. The Panel recommends that sellers check that vessel sale information is reflected on the IMO GISIS 

website on a timely basis.  
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7. The Panel recommends that shipowners and managers undertake on-going in-house reviews on 

sanctions compliance programs with the requisite training and resources.   

 

On oil supply chain and free-on-board practice 

8. The Panel reiterates that commodity trading companies and tanker fleets operating under their 

jurisdictions and in those at-risk segments of the free-on-board market and/or engaging in ship-to-

ship transfer in the affected international waters adopt contractual language that includes effective 

end-use delivery verification.  

 

9. The Panel recommends that commodity trading companies, tanker fleets and segments of the affected 

free-on-board markets should review the AIS history and any known use of fraudulent identities of 

all vessels that they intend to supply or receive products/commodities banned under the resolutions. 

 

10. The Panel recommends that financial institutions include AIS screening and vessel due diligence risk 

assessment clauses into letters of credit, loans and other financial instruments issued to commodity 

traders involved in the oil and petroleum products industry in the affected areas. 

 

11. The Panel recommends that financial institutions involved in commodity trading in affected areas 

expand transaction monitoring programs to incorporate AIS screening for both client and 

counterparty vessels. 

 

On enhanced due diligence and data-sharing 

12. The Panel recommends that flag States possess the requisite tools available to identify and investigate 

suspected fraudulent use of MMSIs where it is detected and share the results of its investigation with 

other maritime authorities, including with the Panel. 

 

13. The Panel recommends that the IMO GISIS include information to indicate whether a vessel’s flag 

registration is provisional or permanent as well as the effective date range.  

 

14. The Panel recommends that ship owners, charterers and operators continue to enhance ‘know-your-

customer’ and ‘know-your-counterparty’s-vessel’ due diligence with regards ship-to-ship transfers. 

During the transfers, time-stamped photographs, including verifiable ship identifiers and associated 

transmitted AIS profiles, financial transaction records and other relevant crew details are recorded 

for compliance purposes, and to be shared with law enforcement and the Panel of Experts where 

necessary. 
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To the Committee: 

15. The Panel reiterates its recommendations of the following vessel for further designation under 

paragraph 5 of resolution 2397 (2017) and recommends the vessel for designation under paragraph 

14 of resolution 2397 (2017): 

- UN HUNG (fka VIFINE) (IMO: 9045962), DPRK-flagged. 

 

16. The Panel recalls its previous recommendations of the following vessels for designation under 

paragraph 5 of resolution 2397 (2017) and further recommends their designation under paragraphs 

5 of resolution 2397 (2017) and 11 of resolution 2375 (2017): 

- DIAMOND 8 (IMO: 9132612), unknown-flagged 

- NEW KONK (IMO: 9036387), unknown-flagged 

- SUBBLIC (IMO: 8126082), unknown-flagged 

- XING MING YANG 888 (IMO: 8410847), unknown-flagged. 

 

17. The Panel recommends the following vessel for designation under paragraph 11 of resolution 2375 

(2017) and for designation under paragraph 14 of resolution 2397 (2017): 

- SU RYONG SAN (IMO: 9016430). 

 

18. The Panel reiterates its recommendation of the following vessel for further designation under 

paragraph 11 of resolution 2375 (2017): 

- PHO PHYONG (IMO: 8417962), DPRK-flagged. 

 

19. The Panel reiterates its recommendations of the following vessels for further designation under 

paragraph 11 of resolution 2375 (2017) and for their designation under paragraph 14 of resolution 

2397 (2017): 

- TO MYONG, (fka RI HONG / KLAUSEN) (IMO: 9162318), DPRK-flagged 

- TAE P(H)YONG 2 (fka MING ZHOU 6) (IMO: 8602763), DPRK-flagged. 

 

 

Trade and Customs 
 

20. The Panel recommends appropriate measures to be taken by the International Organization for 

Standardization (ISO) to prevent erroneous usage of country codes for DPRK and ROK (KP and KR 

respectively).  

 

21. The Panel recommends that Member States streamline their export and import control lists, using as 

supportive material the informal list of prohibited commodities. 

 

22. The Panel recommends that Customs authorities of Member States use the above-mentioned list for 

information of their jurisdictions’ trading agents for due diligence purposes, particularly when 

dealing with such commodities in the vicinity of sanctioned jurisdictions. 
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Implementation of Luxury Goods Ban 

 
23.  The Panel recommends the Member States could consider updating their export control lists to 

reflect their lists of prohibited luxury goods in a manner consistent with the objectives of resolutions 

1718 (2006), 1874 (2009), 2094 (2013), 2270 (2016) and 2321 (2016), but avoiding unnecessary 

broadening of their scope in order not to restrict the supply of unprohibited goods to the civilian 

population nor have a negative humanitarian impact once trade restarts. 

 

24. The Panel reiterates its recommendation that Member States encourage their business entities and 

nationals exporting luxury goods to include a contractual provision to prevent transhipment to the 

Democratic People’s Republic of Korea. 

 

25.  The Panel reiterates its recommendation that Member States and relevant organizations encourage 

shipping and transportation companies to provide thorough systems for end-user checking, bearing 

in mind the risk of trans-shipment, including ship-to-ship transfer and means of transport for 

humanitarian cargo. 

 

Unintended Impact of Sanctions 

 
26. The Panel recommends that the Committee review the responses of nongovernmental organizations 

to the Panel’s survey and consider contacts with civil society to tackle the complex issues of a 

humanitarian crisis in the DPRK to help substantiate future decision-making and to better assess 

humanitarian aid needs.   

 

27. The Panel underlines the urgency of concrete measures for re-establishing the banking channel.  

 

28. The Panel appreciates the biannual briefings by the relevant United Nations agencies on the 

unintended impact of sanctions and recommends that the Committee continue this practice.  

 

29. The Panel recommends that the Security Council continue to address issues and processes that 

mitigate the potential unintended adverse impacts of sanctions on the civilian population of the 

Democratic People’s Republic of Korea and on humanitarian aid operations to benefit the country’s 

vulnerable population and overcome the consequences of the COVID-19 pandemic.  

 

30. The Panel notes the positive outcome of the Committee’s efforts to streamline the processes 

and procedures for applying for humanitarian exemptions and recommends that the 

Committee continue these efforts, taking into account the suggestions by humanitarian actors. 

 
 


