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IR.i Pyong Chol
KP1.076

Pak Jong
Chon

Cho
Chun Ryong
KP1038

Eim Jong Sik
KP1.066

Chang
Chang Ha
KP1.037

Tour of
weapons factories
3 to 12 August 2023

Tour of naval facilities
3 September 2023

Hero Kim Jung Hok
submarine launch
6 September 2023

Official visit to the
Russian Federation
13 to 16 September 2023

Chollima-1 8LV launch
21 November 2023

Visits to the NATA
General Control Center
22/24 November 2023

ICBM launch
(Hwasong-18)
19 December 2023

Inspection of
TEL factories
5 to 10 January 2024

NATA, ¢(chla syl 4l ) [CBM, intercontinental ballistic missile : cujlaisys
§(el—aill Lanslgial 2kl 231) National Aerospace Technology Administration
TEL, tractor erector launcher (sl 33l 4554) SLV, satellite launch vehicle
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In bold: identified target of DPREK international procurement between 2018 and 2023,

AlMg and Titanium alloys » Carbon and aramid fiber for Inertial Measurement
cases and frames Units

Aluminium powder

Zirconium, beryllium, boron, *+ High-grade steel
Mg powders

Acrylonitrile precursor and Accelerometers

polymerization reactors

Stainless steel

Perchlorate oxidizers Gyroscopes

Carbon composite for nozzles . :
* Spinning machines, nozzles

+ Ball bearings or “spinnerets”

* Gyro-astro compasses

GNSS receiver

Omidizer precursors including
sodium perchlorate

Turbopumps Carbonization furnaces

HTPB binder + Integrated nav. system

+ Impellers for turbopumps Filament winding machines

Metal-powder production and

shaping equipment + Rubber case insulation » Tape laying machines * Electronics

+ Mixers + Pressuring gas + Kevlar fiber * Software
. = C te:

* 5P casting tools + Servo valves + Isostatic presses omputer
* Mandrels + T°and pressure sensors + Flow-forming machines!
* Fluid-energy mills + Computer/software » Laser alignment instruments
» Concentrated hydrazine

UDMH/MMH
» Liquid oxidizers incl. nitrogen

tetroxide

+ CNC machines?

Vernier engines
Actuators

Jet vane material

e.g., carbon, tungsten.

Software

+ High-grade steel

+ Separation
mechanisms

+ Explosive bolts

* Heat shield material incl.
fine grain graphite

Heat sink material

* Rayon material / Lyocell

Spin systems

Countermeasures

SAFF subsystems

Telemetry units

Sensors

EMP protected circuits

-z Heat and shock-resistant

HMX/RDX explosives

¥

Al JUaill) GNSS, Global Navigation Satellite System ¢(4:8LygS dsphliaall Laull) EMP, electromagnetic pulse ¢(usulall 33 &xall) CNC, computer numerical control rehlaily/
(Sl il bl Jsdl) HTPB, hydroxyl-terminated polybutadiene (UAJSJSI\ ol Lead i i) Jlea¥! Jle jaiie) HMX, high melting explosive ¢(dadla) Jilgad
SAFF, safing, arming, fuzing ¢(CussuSa auls [ Gigpaall) Shall cangill aiall) RDX, research department explosive ¢(cshbus Jiesise) MMH, monomethylhydrazine

(dlae e Jhad) S o)ae) UDMH, unsymmetrical dimethylhydrazine ¢(lall 25351) SP, solid-propellant ¢ Ll By ygeally el Cpeaaill) and firing
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North Korean Munitions Transfer Routes Into Russia
Between 7 September and 1 October, a set of containers was shipped from Najin,
North Korea to Dunay, Russia via the Russian-flagged M/V Angara. The containers
were then moved via rail to an ition depot in 1 Russia, near
il , approxil 290 ki from the Ukrainian border via rail.
*
Moscow
RUSSIA
12 September:
r— e | Approximately 300 shipping containers delivered
S : - e ) ) ' i o A= = - - s to Dunay, Russia. Additional containers prepared
/ - S ) . Sy for delivery to North Korea
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i o (KonyushkovoBay)
= NORTH Najin (Rajin)
KOREA
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j PGy Pyongyang”
9 v 1 October: o ”,
"' Train with shipping containers arrives at ammunition |~ $ % - [
depot at Tikhoretsk, Russia. The delivered = =<g> = Notional route @) 7/8 soptember; i Bt
mmunition is intended for use in Ukraine Approimately 300 sipping containers faged
4 J at Najin, North Korea for delivery to Russia.
K

Gl e )8 g celacl) Jsall (s2a] 1 jaaal)

w1 b e el ) Jaal (san] (b S Jagana il ¢ ugiSl/SN) a5 13 (5 — 100
Do S8l ) 81 8 ) ang) [kl B LS Appsemn] of ) Lsilashes
LB sl 4 Kual)l @laadl (e dagls 1 000

c—as Al je—ally LAY (e luje 430 5 me g Ciadd ¢ uly/ JE 08€9 g — 101
s bl o Lo 85l (8 (eng 1) SaiY g Lla)anal) A B LyeS dysgan G dlgall JB i
Clisine of Ga el o ail ) mal) dlgall Ll (48 Gyl i) seany/JsY) O5ilSs
3535 agy mSuse Y elanl) Joalsill Jilay o clysdive S 38 (g jaa e gl

LS 8 dadabiaall dundl) yeS &jogand A

https://thehill.com/homenews/administration/4254660-white-house-north-korea-provided- a3l (61)
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www.nknews.org/pro/major-russian-container-port-tied-to- K «clandestine-supply-route-russia
https://beyondparallel.csis.org/activity-at-najin- s  «alleged-north-korea-weapons-trade-imagery

.points-to-continued-dprk-russia-arms-transfers

24-02094 40/627


https://thehill.com/homenews/administration/4254660-white-house-north-korea-provided-russia-military-equipment-munitions
https://thehill.com/homenews/administration/4254660-white-house-north-korea-provided-russia-military-equipment-munitions
https://rusi.org/explore-our-research/publications/commentary/report-orient-express-north-koreas-clandestine-supply-route-russia
https://rusi.org/explore-our-research/publications/commentary/report-orient-express-north-koreas-clandestine-supply-route-russia
http://www.nknews.org/pro/major-russian-container-port-tied-to-alleged-north-korea-weapons-trade-imagery
http://www.nknews.org/pro/major-russian-container-port-tied-to-alleged-north-korea-weapons-trade-imagery
https://beyondparallel.csis.org/activity-at-najin-points-to-continued-dprk-russia-arms-transfers
https://beyondparallel.csis.org/activity-at-najin-points-to-continued-dprk-russia-arms-transfers

S/2024/215

il L saniall LY Lgigay Al Ll g ) aaY) dunla 5l3s] Jiae iy — 102
(49 Gl Dkl aadsi S cppin 11 b Auahanll Gl U)o & )sgan (o dalad

@y Wles Hadl) JBY) o gyl alall a5 i o)) s d cdaliall cilagleall gy — 103
A2 Ly A ysgany (sl eV 0 Slgla S g L) sl e (1-Lbey
s +(3 sl hail) sseandf Y1 sS ) pela g/l 3l (e Beal) 85l b Aikal sl

AS e J8Y) e saaly (AT dibe (168 o Lad Jaiadll

3 Jgaall
Lo ol Y oL d 5Ly iapelly Jsball Esill dabiiall sl inail] ) Lisical] pd
o] Ludpall Lyl

oda /T 10 e pl_al aag Y 220 x 126,850 Y ioilly el 9179842 hylast
(asSluys< AlL3)

i /sl 13 Me sl aag Y ~189 x.113 plall il 8517839 (cndl i sl Bl 43 yadll) Ljle
(st 1L3)

2SN i 2 Meplal g Y 2 18,7 x 2 121,66 Y anyilly ) 9161003 sl

(s saDls AB) yaad g3/ S
i 24 1ae 4 Lo b 221 x 2138 alall ol 9358010 1Lk
(diginsd AL8) i</ )

-Windward :_ad/

cahladivl sae e 1agyy 3l g - 104

e Biaall 853l 3 L/ Aniadly Alaial) dda i) e Lulad il cilidas it S5, - 105
Gilaslae o g 3D Aulaill ALl jsuall ) ol yuadgif SEI 0055 30 ) padanstl/l 1
50 Gyl il ¢ Jledf cilSias e

M Leasing & Lol duiell L) dla i) AW dgal) ol o) bl selgdl gy — 106
A5l Dlasl el Jaa g 39 Wia sty (9701173086 :oay—aall canyel) ) LLC
.(63)(51 Gl Hhail) (3025037914 & oupall Cinaill &) Marine Trans Shipping LLC
s 8 asSlysS elise ) Sli/ el by odlaill & jaall L) aclsdl gy — 107
comhaalf il 10 8 Weaise Jaw] 0o g pala) duggl) wantl ) Slill Ciigig ¢ padanl/l 5
(51 G i) Sl cabis o1 2024 Ll SBY (9IS 26 g

daalall CLLSY 446 é Marine Trans Shipping LLC 4$,-&lls M Leasing LLC 45,41 el dua ) zhal & (63)
(51 Gyl ki) A & M Leasing LLC 4$,-& &b guac dlgs cunaly el V1 Jsall (s0a) Jd (e ileliall
(51 el jhail) J8 e dalad cilis Bl gl of N slaall (e s

41/627 24-02094



S/2024/215

24-02094

(isSinnisS gmls) (slisa elive A hLiif disdead] lallSo

Ol e Al Guda e/l 21 b dueall sy 47 Gl b salsll cilasladll iy — 108
lsd dud—ull ciple 3 rdplaliaal) e Al L)sS dujsgan (8 Oaal) elineg slisd Gm Ll Llad
cule & Guda e/ 125 8 cpal) b el g Lt 20 daw gad Dsls 250 Jlss Lgtie ey
sy Csin (9o mld (IS slinall o 50 Gl Cpug - pulaatlf/ ] 28 B (sl ) A2l
lasteall cufiy (52 irall Hhail) Losss )l dupaall 4e2dis elie g9 (e el JCE) L)
Oy CasSsnsS mld ) Al bl caeld Sl Al o 50 Gl S syl

e opalill S
9S8 5258 aldg (sliga alisae

M:Obrucheva
M O6py.esa

2024 iy S 05 6 b adde plll (il Jest tsaal)

Ol elise 8 Dl dniad) IS

J e (1 Caall) M) Caaall aadions 1(Ldie aalill JSAN) lil) dia)l 206 cluall = 109
il Ciaylly cctilislall Jeantl (2 Chall) Jass¥) Ciraally cclglall g ) i)
gl o mlisbasy elinall aas A< 0 dad Jasyg « angyl) eV e pndl) lin &1 (3 G )

el (Y 1iesk€ 54 aay e Ao

42/627



S/2024/215

43/627

e gl J<al)
Ol slisa

2024 iy S 0508 6 b e plb) st Wb 1ol

A lady clisall g ydia ) b pilailegi ) Zpwaal) A< ) Jads )y slise Guni 8 = 110
LS &ysgany (sl SaY) 0 IS 0385 (531 (2013-2008) Gloling caly Ca Ll Zpyaal
o 0 Gdae at ¢(2017) 2397 A e 16 ) g O il ppaail ) paall due )

Apaal) Al el pasde Gub oo AT Ol ) bug) opdie 3 aadll ylal) Gl eliiiud

DI 1T A HleifAui ol caald (47 Gall jlil) elmel Jgn cilagleal gy — 111
DIl 12 8 Capaian o mald 8 dndad) Aaliddl jgeall ey . cpal) b Augla 300 Janty
el leg (ST @iyl Slail) aS as N A2 jke Ay e /sl 14 g ga s ciliglas dlass
b ) @llia <l dud ) o SS5all 4 e 4l Gudl) (g Al cpde Gn Ldaxil) B seadll (s
O Al ol Jlais) il gl ¥ Gl O 25 (51 Gl k) lgieaw clilbaa
AT Qi O gl gy sline B Ll i s/ o 14 5 12

sl () ALRY U . b ) a8 sl 8 o)y ) bl Ba Sliifdui ) culiy - 112
Jaad g Al el yall e Abaales ) 53 48 547 iyl 3 eliac] oo Lkl Al
O 2 el elina o] Cha)ll B ety adinn/Joll 28 8 CasSasusS il b ciligls
(53 Gisal ki) e/

ool el (] ca )l & clglall g5y Sl ) gal Al w jeluy - 113
o8 o usSIUSVI (i 23 (82 Carayl) b glal) Jeaty  ugiSI/ U 0y 22 521

(53 sl hail) usiSl/JsY) upi 29 528 527 b CasSiansS mild 8 lhaaty cibslal)
(48 547 Cutipally 3 Jsandl k) Liad Lyle duiadl cills ¢ flai/ Aniad) ) Byl — 114
Jases (ad . (abpaia) 2 555all Pla Casiioni oS malig (pal) slie G Led 20 Lelsh Gad @ligls

-www.railwaygazette.com/infrastructure/north-korea-rail-link-completed/38707.article i (64)

24-02094


https://undocs.org/ar/S/RES/2397(2017)
http://www.railwaygazette.com/infrastructure/north-korea-rail-link-completed/38707.article

S/2024/215

24-02094

CagisnsS mld b lghuyiis copay sl 2 Cia)ll b ilgla sty Lyle i) Caald (Jliall
(54 Gal ki) gSlIs¥) i 16 ) 10 o 55l

Lol AW A< s e sale Jan Y gaall algla o e aipll e el all Sy — 115
Jand A Baall ca i) @bt o ahe) Tailasg casldl 3 cdadalpanall G 3l U)o & )sgen
Ma e Oyl slise e JBY) o oSLd Ak b el o8 b el a8 cilgls
'(65)“)-,‘*“:‘:‘-‘-“/d_5¥i

sl elasg adly cpaly elise (e laslall dlanall Jal yll Sulas il (gals — 116
Gloe A8 53l e /ol 3 il ALl 85 ae 45)Ralls il Aaliall e all dgaadll
ol Aanas cpady slive om ol o Usle sale Wlel jela A ccnlglall Jam all o Uadll
(odad) ISl lasl) Jleddl ) dadlgl

Qg dall J<2))

Gaal dbaaag (ol sl (o Al dapaal) dSul) haghd

hern
/ entrance 3

~
~~~~~~

Entrances of possible
underground facilites

Gl G zasd e 2024l SB (8IS 6 b ade gl (i) et/

Ll jedasg e aal) ol ailiiless olatl 8 (38 e elinall e Yied Siar 3 Lyl A< ) s gl i dhiadle
b ol cnd el Alcinall Jalaall pilge JaaY . 5 adY) sl Lgin andd cilgagy ddanall Jasy 53
il dalal) Zalaiall

dos aat L Lnaall A< Gl ol Jayy oy ddaae Jle i oS 2,5 Mga amy ey — 117
ey Jaall e el el e 1S 3.8 i e e s (e 520 Mo 41 )

www.nknews.org/pro/north-korean-trains-in-alleged-russia-arms-deal-pass-through-key- ~ —J1a 3l (65)

.weapons-hub

44/627


http://www.nknews.org/pro/north-korean-trains-in-alleged-russia-arms-deal-pass-through-key-weapons-hub
http://www.nknews.org/pro/north-korean-trains-in-alleged-russia-arms-deal-pass-through-key-weapons-hub

S/2024/215

45/627

<l dlding adlgal ogiall cuilall e Lo can S8 e saaie Jalas diall 13g) &Ll 5 all
oY) ol Aldin pdlge dgag iy of (Saiy (55 Ghally opdially golall U ki) L)Y
Lol Lys€ o yggand Lol il doadl ld 0588 o (o didaiall 230 o ML o IS5 e
vl 3 b il 3l ealsss Laula) e

bl o g yl) slai¥) ) Sl ol Jp Vs - 118

Cald pleif At ) of Barma gl A AEL ) o al) pand ) ol al (Gl cadly - 119
Ll Al Cialdy L cpal) slise g CasShisnisS il 8 Laad 20 lelsh o Glbigla goyiiy Jreay
laaly Dby cllaadlall o3n (S g s s mld A lgany & ) cualy A lglall Janty
sl aat¥ )y dolaldanall dpedl) L)sS djsgan Gn Ssally pldl Ji5 e

Als sl J5 Y - olglall i

AN

Cnlasne o COplie s (dslil il dad gy Olalsa gl ¢ sine Algs 45,3 Wl g — 121
Jias il Ciuay (1) clomn &g ) pgin (e (5 (G dlabiandll dun ) Ly dijsgan (10
(Korea Mining Development Trading Corporation ¢pasill jehail duylasll LyeS 4w iigal
Lysean (3o Aall) 8 il il 2022 ple (3 (a0l Gl 4y5eand) 3 (KPe.001))
2023 usSHUN) 0t in Alads Aal) sda callag ¢ ang ) 2TV ) dudadpanall Lue sl L)y
s -laladl) 13a b 1Slae oS (Pl (ruanng gallh sa AT Ly Likalge o Ladf il
el S e 85 ) yield e sana ) Gt IS CagllSad ssadly Culisd ) of gl
gons aagis ol (33 s dusllas cilagbaall o38” oY Saait ST cilaglan sk il )
255 aly el QLA 8IS Cilaad o 25 13 LaSlae palaiy cogad 4l dign pasdy el awdlal)

s a5 Y5 - ol il e s sl £pnpell dpsgan

6 Al

e Aabad Ipendiad 1536 38 (ulas Bl o ) pDle) Jailss po)lis daasSa lis i — 122
Aubabial) dua il LysS A jggan Ciiaay 5 (56 iyl L) (Dadhian duedl) Lo &jsean
Calal gl bl wl e s Taa_all e L) Gelad ¥ L3S 2Ls” Wl clele sy o2a

.8617230995 : 28 saall Slsa ¢1989 Sl sV yin 10 D) oyl (66
.92 5all (S/2019/171 (67

e il V) 26y €1976 iy S (S 10 Dl Fls (68

-www.state.gov/imposing-additional-sanctions-on-those-supporting-russias-war-against-ukraine sl (69

-www.nknews.org/2023/10/apparent-north-korean-weapons-used-by-hamas-but-dprk-denies kil (70

(
(
(
(

-http://kena.kp/en/article/q/aa4df265dc7ce03ee512204d10711d47 . kemsf kil (71

)
)
)
)
)
)

24-02094


https://undocs.org/ar/S/2019/171
http://www.state.gov/imposing-additional-sanctions-on-those-supporting-russias-war-against-ukraine
http://www.nknews.org/2023/10/apparent-north-korean-weapons-used-by-hamas-but-dprk-denies
http://kcna.kp/en/article/q/aa4df265dc7ce03ee512204d1071fd47.kcmsf

S/2024/215

24-02094

Ol dalabianl) A &l LS djogan (o F-7 Shh e glsaa dads dald) cilaghaia ol Jilyud)
i) Caediy Dplahianal) Lae Bl L)eS doysgan (e St ilashiie (o iy dal) Ll ulaa
laygad Al Aalyianll Zue il LysS 4)sgand cibiball saliasll dal ) cilshaial dual) cliaalsall

s Algy ) Liadl 3ol (iS5 (57 Gisall Jhail) (ulea

7 Al

s l) A ) e 45y DU I sl im0 Al SleY) g oS3 = 123
£500 e gene et (e ¢ 5SbanisS ol (LS (Spsasy Aiaie oSla o Ut udiaf Ul 17 3
Biesa g Maiiad) Byillag Bjina dplai) il (uady cdnasagd) Ciblaall 8 aadind Galia)ll (e 4l
Ul Aall ilashaiag «(gapenl) g 3EY1 Akl 53530 (Geranium-25) 25-psshes bk e
Vali (s aas ¢ ans I AT Gy sl s € o Ll Slel) Jilsg iy 55l
i s s A a2 35 (n U A gl s S s cLlag) e e Dot
bl e g ) SaY) e 1y Ll Gudll Il Vs ) sass

8 sl

."Royal Shune Lei Co. Ltd e laila (30 3555 Alla b Gl Gl Jalsy — 124
Lo (o dudalianll Lun &) L)€ dupsgand ol 3y Jilee celime ¥ Joall gan) 4 cooldl Ll laasd
e pos i) 2022 555l G B e ) (30058 Fne) (0l sl Alal LS
43 <Royal Shune Lei 4,8 e sl cpdle lgiad b Lsall LUl ang 222 ol iliaglin
il o bl e 1y Sk ol i Y Gl g sl OAS

9 Allal)

Ll LS dysgany (Mo G (9Se Oslad 3sag (A olid) (3 Gaiaill Gudll Jalsy — 125
Lo & jpean Bl b alee S50 dagn ¢ 3h oo Al Lalashs ol ) g 38 )4kl el
Jiao o Oslall (Lo (3 50 s il gy e (b Ll 8 e (b bl de 2
Gl 2880 2023 ale Akl 8 Gllie sae (8 Ml aes€ Fucsgal Jian ) LS 06 duacigal

cihledind e 1y ey (o e ki @l i Vs g pdall

-https://tass.com/politics/1674937 kil (72
-https://ria.ru/20230919/mech-1897211414.html ki (73

(72)
(73)
124 ) (8/2023/171 (74)
97 sl ¢8/2023/656 (75)
(76)

(ebastis i lsa) 572110043 il Slss o8y £1976 asigy/ohuis 15 :0al) s «FAT S o) a3l (76

46/627


https://tass.com/politics/1674937
https://ria.ru/20230919/mech-1897211414.html
https://undocs.org/ar/S/2023/171
https://undocs.org/ar/S/2023/656

S/2024/215

47/627

10 A

LS Aysgen of e o8 o laa¥) dealsil) Jilss (g0 Badiens Cilogleny Lile 38 Lamy — 126
Goill Ol Vs (58 el lail) MMslsuny Catliy Al gl slay) caag) Lulalianl] duadl
plaiad Ao 13y aag ) slasY) (g i

11 A

&0 43S 8 aiidia Fgjleal pllaa e EalSY) dalad) AI2Y) dia 4ty iy ) Gl Ll - 127
[ S 0slS 2 4 aSHla dablie oagle e as) 8 dphabiand) dae Al L)eS 4)eeenl
892024

() sl e 1ys Mallaall e Gua)la et e )9 ilaglen (8 Gl oy — 128
ccabial e Ulls gl Gy Ty Wil Sl s

()(RGB, KPe.031) g3t alal) cigal)

@haadl 2l Jlae (S el Glgad) ) dgiall duhuad) Glaagl) 2m) Gl Jaly — 129
Qb 3 L clgd Gaaaally (Ble M U Al CaCall Aalal) Adaljhapall Ae ) UyS Asjsgan
dulaily «(Lazarus) oe)3¥ desasas «(Kimsuky)  Sy—aeS auls i85 paall cilesandl
Jlae b Aleldl) cilgall o3¢l st wnall st Hlealls .®(BlueNoroff) s 355 «(Andariel)
Claba¥) 325 Ladahaanll duedll )s< dy)sgand dad s Glagles o Jouanll oo Shad) gl
Cilangll 8 8 A Sliagie clly Loy (190180 cyaall i) degy i ye Gyl Al e
A 2231 b asnglly c4dgall zhn g cduial) il Pliaaly calisall sVl sl Jods

d

e Al Gl ol bl 8 clalail sae @dl) s . (Watering holes) “gl) i’

https://euromaidanpress.com/2023/11/12/north-korea-supplies-russia-with-full-range-of- I 4 (77)
.artillery-ammo-including-gun-and-mortar-shells-rockets

https://suspilne.media/655506-shoza-na-raketi-z-paradiv-u-pivnicnij-korei-cim-raketa-akou- k3l (78)
.vdarili-po-harkovu-2-sicna-vidriznaetsa-vid-iskanderu

bl e dalae cabelil) ol mlwall Gipay daliia Lgiyal Al e pall i a1 Ll (79)
-https://storymaps.arcgis.com/stories/3a4e9d713f59426d9d1ea3881abecbf3

Aysean Lol ) Adl) A cd) Aol 8 5ailad) Aaat) Slalat¥) 238 L calge Tags Gl a g dl) 130 3 (80)
95 594 559 Sl b Yl Al e g Y] (Kasy . hadl aagil Jlase

Tan 8 LS Ljsean g asi (g3l i ol L) (e L) 3 90 Caas sl Jsall (san) 45,53 L iy (81)
e s @La (5 e el suiae gy ciim i 2023 aaenyf/ sV sl e MU Alad) Caal) ) B el
136 gl ¢5/2023/171 Lkatl) cehall Al 3 sa asld () ol ok Guill (—ayl 2023 sl A . ual)
-www.mofa.go.kr/www/brd/m_4080/view.do?seq=374538&page=1 Lad ki .(170 4

O g s (3 e LeDlens ihaadl angil) Jlae 3 Alelill cilgall goal) 1 b dlericadll sle) pazaid (82)
<l

24-02094


https://euromaidanpress.com/2023/11/12/north-korea-supplies-russia-with-full-range-of-artillery-ammo-including-gun-and-mortar-shells-rockets
https://euromaidanpress.com/2023/11/12/north-korea-supplies-russia-with-full-range-of-artillery-ammo-including-gun-and-mortar-shells-rockets
https://suspilne.media/655506-shoza-na-raketi-z-paradiv-u-pivnicnij-korei-cim-raketa-akou-vdarili-po-harkovu-2-sicna-vidriznaetsa-vid-iskanderu
https://suspilne.media/655506-shoza-na-raketi-z-paradiv-u-pivnicnij-korei-cim-raketa-akou-vdarili-po-harkovu-2-sicna-vidriznaetsa-vid-iskanderu
https://storymaps.arcgis.com/stories/3a4e9d713f59426d9d1ea3881abecbf3
https://undocs.org/ar/S/2023/171
http://www.mofa.go.kr/www/brd/m_4080/view.do?seq=374538&page=1

S/2024/215

Byiall CDlesl) g Ui Cilagiad 3 Uil () Bilia) 2023 ale 8 Akl L il LysS &)yogen
sl GaY) Jlae b Alall s U aaeat 59 Galdl) b sy (189 5 188 cujadll ki)

duc lisl] Cile liall aelyi Cilagin

elail puan 8 g i) g Ul b Alalall S, ) e glens 8 ug Y degene dms — 130
Shmall Jlaal) 8 Aol clgall Jaass (B 5AY) PDIA b L (cpdally salall IS ki) Allall
aal—ail) Jia (il cilaslas of 40Sall ASLD e dadaliandl e a0 L)< 4)sgand Laslil)
gy call) & anbcall Calaally Jalal) jleal) dalad zaly polail lgalasind oKar Al cllabadaly

L8 ALYl e clabaY) e aiall 53l

s ydally (salall J<al
Corii (o B30 Aalaaal) Lam ) Ly oS Ay sgan B (e g lBal) Syl Al idial) Cilagiad)
2023 liyf SN 0185 2022 jsadsdf S

E
[@)] 14% russia (1) 3% Brazil
[B)10% united states  [@)]3% Czechia
[@] 10% israel {®) 3% Finland
(B) 9% Germany 3% France
(E) 7% India (M) 3% Italy
[@] 69 Africa (M) 3% Poland
[@) 6% south Korea 3% Morway
[@) 495 Turkiye (P) 13% Other

-www.microsoft.com/en-us/security/security-insider/microsoft-digital-defense-report-2023 _rad//

oo e En BIL gl Asliadl) cleliall 4l 4,8 AL Gag )Y desene Cals — 131
Silga lgab il 4350 Miin) areai Alen BlA (10 2022 ple 8 4G A8 ) A5V Jgms)
o) Sil pige laia o Gl IS, & Aa i Aakalienl) e &) LS A jseend da) Alela

www.welivesecurity.com/en/eset-research/lazarus-luring-employees-trojanized-coding-  ,—1a—3l (83)
www.sentinelone.com/labs/comrades-in-arms-north- 5 challenges-case-spanish-aerospace-company

-korea-compromises-sanctioned-russian-missile-engineering-company

24-02094 48/627


http://www.microsoft.com/en-us/security/security-insider/microsoft-digital-defense-report-2023
http://www.welivesecurity.com/en/eset-research/lazarus-luring-employees-trojanized-coding-challenges-case-spanish-aerospace-company
http://www.welivesecurity.com/en/eset-research/lazarus-luring-employees-trojanized-coding-challenges-case-spanish-aerospace-company
http://www.sentinelone.com/labs/comrades-in-arms-north-korea-compromises-sanctioned-russian-missile-engineering-company
http://www.sentinelone.com/labs/comrades-in-arms-north-korea-compromises-sanctioned-russian-missile-engineering-company

S/2024/215

DUl 8 laal UK 5 8 5Ste iyl o ilbmaly ity Cargt wdll Calhgall caeily (LinkedIn)
Sy el Gag Y e gana o) iy - (0—dially SEN IS ) i) AdLaaY) Cadagill idee
Gl g lha A5 89 2021 sV G b ailsn ASken (B Augal) Al iadl) cileliwall

B2kl 3yl 2023 _uly/lalui

Oyl 1 <)
Fasal Agilai) cule Uall &ibace) Aok ASutd Abanal) Anil) L oS &y pgran 4 calh ale jlaa (315

(D e
r=

Third-party . .
cloud storage | Quizl.iso
|
|
|
I downloads
O
(R coracis 28 - B4 —m—» —m~ ¢
(3,43 DLI.
Attacker Target in Quizl.exe Presentation NickelLoader
Spain Host.exe (mscor‘ee dll)

www.welivesecurity.com/en/eset-research/lazarus-luring-employees-trojanized-coding-challenges-case- :_iad//

.spanish-aerospace-company

Ciagial Gag Y desanal Alalsio Aea®92023 LSl/UN) (i (3 jrea s = 132
S cileghaie g S el b L cdueliall cleliall g Uy gl e wigall g
degana o Uy Al AaDll IS5y dalily Cadly duSual) ClSally dsalall e i ildally
dealgill Jilug e dee pa e Ofialll el Gilaghiall @lls ) Jgaasll (o SIS ug )Y
S age8Y ((WhatsApp) “l—wls” Gulay ((Telegram “ahal” Gadst Lgd e ¢ e laal)

Alje dee Gagyad @OLlke el Hd Bl Glaylas
b bl cuniy 1508 dudaljaenall due Gl L)sS djsgan o cualea Al o) 8y — 133
Sputnix OO0 as)_.:u Oe — delial) L) clipSd cillabaie iy (e — @bl 28y la
o he e (e 1O s I S Glal il Sl e 15 .692022 ple b das )
Ul Clga U (e LS5 aseial) Ahuad) cilaagll 8 JaSY) angll o Gainil) il Cilaglaal
degana caald 3 Dabaian Lue 8 LyeS ysgan B B paie Bipdl) Ay o) Al a1 3
e Laag cdghaljiandl de Al LyeS A ysgand (pnaalill (Lazarus) oes)lY desanas ScarCruft

www.virusbulletin.com/uploads/pdf/conference/vb2023/papers/Lazarus-campaigns-and- ~ ,—Ja 3l (84)
107 4aialadly <126 35l «S/2021/211 5 cbackdoors-in-2022-2023.pdf

-https://securelist.com/apt-trends-report-q3-2023/110752 kil (85)
-http://english.chosun.com/site/data/html_dir/2023/09/07/2023090701108.html kil (86)

49/627 24-02094


http://www.welivesecurity.com/en/eset-research/lazarus-luring-employees-trojanized-coding-challenges-case-spanish-aerospace-company
http://www.welivesecurity.com/en/eset-research/lazarus-luring-employees-trojanized-coding-challenges-case-spanish-aerospace-company
http://www.virusbulletin.com/uploads/pdf/conference/vb2023/papers/Lazarus-campaigns-and-backdoors-in-2022-2023.pdf
http://www.virusbulletin.com/uploads/pdf/conference/vb2023/papers/Lazarus-campaigns-and-backdoors-in-2022-2023.pdf
https://undocs.org/ar/S/2021/211
https://securelist.com/apt-trends-report-q3-2023/110752
http://english.chosun.com/site/data/html_dir/2023/09/07/2023090701108.html

S/2024/215

24-02094

NPO dcecsial Ldalal) Ao ally 55 5SIY) ) pold B)RAl diihyad) Al i1 8 Aleldl) clgal)
D3 Om 058 o e ) e 5 8 ol aie JLs Adee 8 (9 ®)Mashinostroyenia
gty caf b (g e fid o S0 Gl e g ) sV 3y5.2022 slef 5Ll 2021 ale
NPO cd—us ) & wgall [loslaall Lingloial] Blalall diasl) ) oAb Silana
Aladl Sl ddagye ha—all apgill Jlase b Aleld dga g e Mashinostroyenia
ol Aesens sl dablianll due a3l L)ysS dyseand lll [RGB (KPe.031)] & Uai U

Slelall Al b [saaial) aed] Lginpal ) ¢ SpuaS 5l iy S0 ]

dakahanal) Ay 81 U)o Ljsgand Anls ha ) gl Jlae 3 Alels g iy — 134
Caagr i/ Jsbls (alaitl/l (8 LS Ljsgan (8 Gindl by DIHE e sanaie dia f clglae
iy Nabal el Gandll LysS & jpgand Lpadl &Sual) 5al) el lgalasin) (Sas cilaglen 38
Jase b Bl all Glexdd (p)se dha (platie IS, ) Gl ) Joasl) Il Cpenleal) o)
dogane Craala 38 (61 3oyl Hlil) adsall Juia¥) a sl Gok g /5 Slasteall Ll
(ilaglaal Linslsi€ig cclanlally cumall Ciliscsgag ASLOy AEL VLAY lSHd o anal) Juylal
closledl e by 1,2 0338 Lo g by Anyggan b Al IS, ally e ial) clelial ¢ Ui

(62 Giyaly 187 syl lail) ©0 gam a3l dald cilaglaia (e Al iy Lgie

Y el Ao ilangl)

Aol lea ol e Shaudl GaY) Jlae (b s Baaeie IS, 5 <l 2023 Hle & - 135
Jie Gl€a Diagiae oY) dedlee e cleas (o Labajaanl] Dol Lys€ & jgganl Al duilpue
) @ cleladll 8 saxeie @l & ) Js—asl) (g0 oSl @lldg cilimalpll 53)5all ilS, )
il Wi e cBaaie dasas Jload Slag Alelill cilgall o caorat ) ai .ODaaly Jay
clais o dedgall Ao pil) lalall “Aeasdl” jiadl dasidall chedll g sty adsall Iy
Jae o 150 Hlad] e Joal (e lilsn cpraaly O gy aeDlally 5aaas cile Uiy Lals

www.sentinelone.com/labs/comrades-in-arms-north-korea-compromises-sanctioned-russian- 13l (87)

.missile-engineering-company

-HITO MAITMHOCTPOEHHE (88)
-https://en.yna.co.kr/view/AEN20231121006800315?section=national/national 561 @il i (89)

«www.recordedfuture.com/north-korea-aligned-tag-71-spoofs-financial-institutions —a 3 (90)

www.koreatimes.co.kr/www/nation/2023/12/103 364423.html,
«www.yna.co.kr/view/AKR20231204049700004, https://boannews.com/media/view.asp?idx=124405
-https://english.chosun.com/site/data/html_dir/2023/12/05/2023120501179.html

2023 Gulef ST 3 CX3 Saey) Al Yo cie 113 sl 8/2023/656 i (91)

https://medium.com/checkmarx-security/how-north-korea-is-compromising-supply-chains- a3l (92)

.df1532b29a49

50/627


http://www.sentinelone.com/labs/comrades-in-arms-north-korea-compromises-sanctioned-russian-missile-engineering-company
http://www.sentinelone.com/labs/comrades-in-arms-north-korea-compromises-sanctioned-russian-missile-engineering-company
https://en.yna.co.kr/view/AEN20231121006800315?section=national/national
http://www.recordedfuture.com/north-korea-aligned-tag-71-spoofs-financial-institutions
http://www.koreatimes.co.kr/www/nation/2023/12/103_364423.html
file:///C:/MSWDocs/_2Semifinal/www.yna.co.kr/view/AKR20231204049700004
https://boannews.com/media/view.asp?idx=124405
https://english.chosun.com/site/data/html_dir/2023/12/05/2023120501179.html
https://undocs.org/ar/S/2023/656
https://medium.com/checkmarx-security/how-north-korea-is-compromising-supply-chains-df1532b29a49
https://medium.com/checkmarx-security/how-north-korea-is-compromising-supply-chains-df1532b29a49

S/2024/215

B

UNC 4899

51/627

o Balahanl) duan il LS dijpean (B Alsalls Adadipe Lihuas Alold cilga” Olsias Shaadl (eY)
Ol slaey) Jedls e cilena

alga e A LaadS Sbaall 1)l JumpCloud AS)—& <Gyt cadsy jsa B9 — 136
iy Msiie e o gl illeny lgand Jasiyy Lababianll daedll L)o 4)seand dali dlels
gy ¢ O9(y—dally ) U8 Jlail) sliia Mtia) s ot dlas DA (o gy 38 clld (6
sha e o Ju Y L (a8 GRaY) 1 (s s (S Aluli Gl l$E (s3] 49)$0 W
Osile 147,5 )% dullen] das calabionnl) dun ) LysS jsgan Logs Cuall 88 e cBlae o
(95 Galall ki) ¥

g pdally EAlY J<EN
JumpCloud isyi e ais @.ui\ asagll ahia

/ \ / Customer Environment \

JumpCloud Environment

5 |20

|

- . STRATOFEAR
Spearphish Ruby script
Internal Commands FULLHOUSE
JumpCloud Orchestration Framework .DOORED
employee \ System /
TIEDYE

-www.mandiant.com/resources/blog/north-korea-supply-chain :_ae//

s ula b d Cile s Llee b Al 538 Juhil deganag Gug Y degane cilin ) - 137
P21 4 sulsi gag JetBrains TeamCity aall e e ((CVE-2023-42793) ax: ce
e e caudalyianl) A sl Lo dypgand inlil) e ganall of a g (OO0 linall) ol
2y lasilly leaY) e Adlide Cile gane Liaddia) 2 (U8 Larean 40naY) 5y Gutil LagDlaiad e

) Pl el

e Bl Aahde A3 padia) e gohai daey) el e lagaa (ag Y desane cidiiy — 138
ikl ggp e Cunfi Cile (b Cnd ey Lesd zal «CyberLink Corp 4$—d 453k Guls

1230l adaall Lillas ol Basiall ladlly ¢lyo dyogan o saboal) Shaadl 1 ol @il Slaay) e ¢ 50D (93)
60 el 5l 2023 s/ S (5 23 ¢ y5all cullosl
c SsaaSs Gug Y e gane Al pa Alalsia Wil of Jd A (UNC4899 degans (94)
-www.mandiant.com/resources/blog/north-korea-supply-chain sl (95)
-www.sonarsource.com/blog/teamcity-vulnerability sl (96)
—n 9 (97)

www.microsoft.com/en-us/security/blog/2023/10/18/multiple-north-korean-threat-actors-

.exploiting-the-teamcity-cve-2023-42793-vulnerability

24-02094


http://www.mandiant.com/resources/blog/north-korea-supply-chain
http://www.mandiant.com/resources/blog/north-korea-supply-chain
http://www.sonarsource.com/blog/teamcity-vulnerability
http://www.microsoft.com/en-us/security/blog/2023/10/18/multiple-north-korean-threat-actors-exploiting-the-teamcity-cve-2023-42793-vulnerability
http://www.microsoft.com/en-us/security/blog/2023/10/18/multiple-north-korean-threat-actors-exploiting-the-teamcity-cve-2023-42793-vulnerability

S/2024/215

24-02094

Balg—d alaan Ll ¢'°' 3509 CyberLink 4S,-&l dails deg ydie 400 4y e Cilai wi «CyberLink
Oarane 4Ll Yy 3 Slea 100 e ST e Lea «CyberLink o 8)sba deg pia aveas

e b desand dlas o Shaadl G A8 CES el Cileagine Gl Lady — 139
adll #gide g agise & Bdl) Python gelin aia e @bdall i P g Aaey) Jedl
Slsl Slas AN s3a o) Jus WOVahal) Slmahll wjg ALES aaat ) (Python sl
s sledl gff 5 (100 a8lsall dungs elladl Pl A alasiwly )2 cad) dagiddll da5Lal Python
Ca Baaie )l g duidte Bl Glige Culs ) Dt e Badadag iliaald 3 Baas s
A Sl A Sy 38 068 O m el Aesens of GBS Baagl 2023 (10, b
Clilall 34 8)laf 8130 gag ¢(JavaScript) < lila daayl) il o ade g agiowe b B2
alas) 5 (19 AT i 45.(95 594 559 iyl ki) npm 4S8 oo Babeall dngalal)
Gpbar ¢ G Jee Lyl dda Llaanll dusedl) LysS djsgant dadls Aol Cilga lgab cilaif dles
g 5iunn o Ailiaiine Bjlun galyy canfil @lldg (Byaduall CDlanll g Uty agie LIS Jagiy cibiaa )

(132 syaally cppdially bl ISl Hlail) Jae BUlie elia) ddee P& e GitHub

Qs pialy ) U<
Cilinalll B 3hall cilgall lgilagint oo jdual) daiaal) dunddl L) eS Ay sgan lass Aluidu

X

@_%0 e
AT %2y EO
<
threat actor victim conducts victim downloads victim installs npm package backdoor
poses as online job malicious npm malicious npm retrieves and malware
prospective interview package from package runs backdoor establishes
employer Github malware access on

victim's host

-https://unit42.paloaltonetworks.com/two-campaigns-by-north-korea-bad-actors-target-job-hunters :_2adl/

www.microsoft.com/en-us/security/blog/2023/11/22/diamond-sleet-supply-chain-compromise- il (98)

.distributes-a-modified-cyberlink-installer

www.reversinglabs.com/blog/vmconnect-supply-chain-campaign-continues —h  4(99)

www.reversinglabs.com/blog/vmconnect-malicious-pypi-packages-imitate-popular-open-source- s

.modules

aall dagiball piall dalad) @l € aa ) 4 ) Bl il gy lgilaayl waaty 2Al slead ellac) DIA e (100)

Jsewe pgienl o Faal)l dajall iy (g )shal) aghs of Osenlgall ol palgall Jali cdailil de g yiall

https://unit42.paloaltonetworks.com/two-campaigns-by-north-korea-bad-actors-target-job-  ,—1a 3 (101)

https://blog.phylum.io/junes- <https://mp.weixin.qq.com/s/f5SYE12w3x3wad5SEOOEB53Q s chunters
https://blog.phylum.io/crypto-themed-npm- s <sophisticated-npm-attack-attributed-to-north-korea
https://blog.phylum.io/update-to-novembers-crypto- s «packages-found-delivering-stealthy-malware
https://github.blog/2023-07-18-security-alert-social-engineering-campaign- 5 «themed-npm-attack

.targets-technology-industry-employees/#domains

https://medium.com/checkmarx-security/how-north-korea-is-compromising-supply-chains- ,—k 3 (102)

.df1532b29a49

52/627


https://unit42.paloaltonetworks.com/two-campaigns-by-north-korea-bad-actors-target-job-hunters
http://www.microsoft.com/en-us/security/blog/2023/11/22/diamond-sleet-supply-chain-compromise-distributes-a-modified-cyberlink-installer
http://www.microsoft.com/en-us/security/blog/2023/11/22/diamond-sleet-supply-chain-compromise-distributes-a-modified-cyberlink-installer
http://www.reversinglabs.com/blog/vmconnect-supply-chain-campaign-continues
http://www.reversinglabs.com/blog/vmconnect-malicious-pypi-packages-imitate-popular-open-source-modules
http://www.reversinglabs.com/blog/vmconnect-malicious-pypi-packages-imitate-popular-open-source-modules
https://unit42.paloaltonetworks.com/two-campaigns-by-north-korea-bad-actors-target-job-hunters
https://unit42.paloaltonetworks.com/two-campaigns-by-north-korea-bad-actors-target-job-hunters
https://mp.weixin.qq.com/s/f5YE12w3x3wad5EO0EB53Q
https://blog.phylum.io/junes-sophisticated-npm-attack-attributed-to-north-korea
https://blog.phylum.io/junes-sophisticated-npm-attack-attributed-to-north-korea
https://blog.phylum.io/crypto-themed-npm-packages-found-delivering-stealthy-malware
https://blog.phylum.io/crypto-themed-npm-packages-found-delivering-stealthy-malware
https://blog.phylum.io/update-to-novembers-crypto-themed-npm-attack
https://blog.phylum.io/update-to-novembers-crypto-themed-npm-attack
https://github.blog/2023-07-18-security-alert-social-engineering-campaign-targets-technology-industry-employees/#domains
https://github.blog/2023-07-18-security-alert-social-engineering-campaign-targets-technology-industry-employees/#domains
https://medium.com/checkmarx-security/how-north-korea-is-compromising-supply-chains-df1532b29a49
https://medium.com/checkmarx-security/how-north-korea-is-compromising-supply-chains-df1532b29a49

S/2024/215

ASyidall cifpa¥ly Lainil) Lol

Al i) aagl) clesana o (Pl J21S 3505 g Shaad) Gad 335 cali — 140
ASi e ciblee binl Aas Aty ouliy lege & ST IS 0 Gglam A o U DU el il
Caall (e Jana aleall (8 Cpall el 187 G ) A8 g L (Gpdtally Gualal) IS lail)
et 138 (Kass lebabialy lgie Gulgpanal) Cunaty Fdll dla a) o g lhally daal) cilgal) e

Sl o Sl 885 depull e wher Lisie il G gl ags oY) g 6

dodalyasal) dndd) Ly sS s Al alll die ddaall 5354 JSgl)

ASSESSED STRUCTURE
OF DPRK CYBER KimJong-Un
PROGRAMS Supreme Leader of DPRK
General Staff Department of the Korean People's Army Ministry of
State Security
cﬂﬁ&ﬁmﬁ m Reconnaissance General Bureau (RGB)
Department(UFD) T Workers

TEMP.Harmit Andarial

Hybrid Units

Otficial Government Agency
B Handiant-Tracked Mamed Intrusion Set
B Open Source Name
== Suspected Overlap

Shows an evalution to

Dweriap

-www.mandiant.com/resources/blog/north-korea-cyber-structure-alignment-2023 :_j2asl/

-www.mandiant.com/resources/blog/north-korea-cyber-structure-alignment-2023 ksl (103)

53/627 24-02094


http://www.mandiant.com/resources/blog/north-korea-cyber-structure-alignment-2023
http://www.mandiant.com/resources/blog/north-korea-cyber-structure-alignment-2023

S/2024/215

24-02094

g ) 4S50 4 asad (8 Aeriiead) Eaal Zad) of ) ) e 3558 clliag — 141
il (133 3@l ,hil) NPO Mashinostroyenia da—ag il 4l —wall Cailaall 45, & e
desana lgia cabhianl dua 8 LysS 4)sgand e AT Auhu o Bleld cilga Liad lgiestnul 8
Apne 833 5 2023 plo (8 caendt ) Jubl degana B Aleld cilea o) Jy (10 Sy ias
) o3a (SyunaS desane Craadind LS Aald pioliis Li¥area polai Jlacly Cugan ) Jleall
Uig s g Gaper laiall bl Goeonilly o) (aenill Gl iy 2020 ale b L Al

.(105)(19_3:%5)

Liadl] Lially Tiai olll_pskai 3,0

Angite Sl Akl ial e sl LysS &)seand Aadl) Aahed) Alelill cilgal) Liad aaiiia — 142
QtFramework gy Jie salies e iy lly 3 Lt e ((RATS 2 0o dus—ulal)
tob L@y Lle 38Y1 (a5 .DLang s PowerBasic s

Glaaalnll (e Baas Gleganas MM e JB Y L Gag )Y degana Craadi ()
Laaal (RATS 5205l gloas Sl b (o G} @lld 3 Ly DLang galin o) 525 cudll Edl
o) g (199).<allg 5ylayll (Telegram) ol gadail cilsidlls (bots) 21 clilwall aaan )
QIS4 Jie Lalle @¥glae Ao ogagll Bl Gliaall) sda Gilegane Gl wl ug)lY degana
il 28 0sS of ma Al Gada alasiad o Aal @y . salall Yl ey llg dabgatl) cilelial)
aSxilly ylasadly Aalaiall YLD 5L e g ydie cilani Ll PIA e CaiSH e

Usje B radl dagibe dae Jhly clsal e I8 oY degana priis ()
Aea—aall Ll Slmalill £ e lws 2 culS Lo clgilend dalye e (J5Y1 Jsasll
ldle s Yy pel Caipd piay ciad (e pealgall dsatl 138 Ky (107 pal 130 Lar
109 sy 5,50 1)

Syslaall Hlaldll Cilagicd

A dl) LysS Ajogand dals Alelh cilga of ) el Js3s (Sharad) GaY) @l sl - 143
Gl Liad L) sl slat¥ls cpall 2l g SN Lue oK) VIS Cangiods dukal el

www.sentinelone.com/labs/comrades-in-arms-north-korea-compromises-sanctioned-russian- a3 (104)

.missile-engineering-company

-www.mandiant.com/resources/blog/north-korea-cyber-structure-alignment-2023 kil (105

(105)

-https://blog.talosintelligence.com/lazarus_new_rats_dlang_and_telegram Lkl (106)
-https://blog.talosintelligence.com/lazarus-collectionrat kil (107)

(108)

.https://therecord.media/lazarus-new-malware-manageengine-open-source kil (108

54/627


http://www.sentinelone.com/labs/comrades-in-arms-north-korea-compromises-sanctioned-russian-missile-engineering-company
http://www.sentinelone.com/labs/comrades-in-arms-north-korea-compromises-sanctioned-russian-missile-engineering-company
http://www.mandiant.com/resources/blog/north-korea-cyber-structure-alignment-2023
https://blog.talosintelligence.com/lazarus_new_rats_dlang_and_telegram
https://blog.talosintelligence.com/lazarus-collectionrat
https://therecord.media/lazarus-new-malware-manageengine-open-source

S/2024/215

55/627

Al A5l 8 ag Y degane it a 2023 ple e JgY) Coalll b ()

tlally gasSall pelladll o pald dng HSAD ae p—all iag i Al leagll 3l Lod

Liall malodll e DL (39 5 A iall co i) JoSis 0 cpslie e Bl (86 o glaras

Cabagial Al Clangll (e L da sl A8pall 3 Soesa dogane i dag (10 Sally 5)larll

Oe Bl (83 o Wl s ddallally alailly DleYly desSall clelad o 55 ae ¢gpall
Sy el dnall alsall (e Bl (84 5 drinall Cu iyl JsSsig 0 cpglie

Jsasl) Ll [lea] clly L7 o cng)ll 2lad¥1 8 o Adal” (ag )l dosene (&)
L0 g Al e e )

Il Slaubill

IS8 B duiatia (sS5 2l ol Jant it Al ks olti] SpsaS degane dualss — 144
SV Sl Jales g S Blal Jlae (8 G s 3 dadd Jadi ey dia gyl il
el Slaad gulaig elg i) Aa81Ka aling «(Google Authenticator) Jese (1o ddlay)
pany ey ey (e Ll Al clialail) o Jlasy (M DLLaal) 5629 (e ilaglaal) 38, ey
Bl JuinY) a il Gyl g ey 8 Edll Gl o5 o Jaindy ey >l cliulal
Sl gD 1-59 Gl jkil) (smishing) syadl) Bloll das 3yl e Jia¥) aeal)

(Aila) Cilaglas

e libaYl o 1S3

LS pladn by Lalaia) ol (o waS degana o Shmad) 01 IS, 8 gan) <3 - 145
Loyl Gy Lay (LLM) 850 Lgalll 2 3laill Linslsi€s lld b Loy ccsaidsill elil oY)
PRI S Ay (Syua degana Cilingd By L)) diggl) Gl gAY 2l Bl &S
Ay Alels Slga ol Ml ae Y1 Jsall gas) oy (ChatGPT) 5 o o> it daia
BacLsall o lilaa) clSH = 3las aladid Jlad ooy culaa sl Audal el Zapedll LysS A ysgand gl

Dl ol alaly Hdldl Gl LS 805 Jiail)

elpsdl 38 elae] anf Cilagin

degana Lanyg cdudalyianal) duall LS dypgant Aol Lihu o dlels Clea 0585 of z28 — 146
i Slangs il elacl aaY alad) 3o 51 2l Glie Calagiwl) e Algh e ¢ Ssma

-https://ti.qianxin.com/uploads/2023/07/20/fcd50f2540db9ca6fb91b192c0fe2a4c.pdf kil (109)
-https://rt-solar.ru/events/news/3851 kil (110)

«www.nis.go.kr:4016/resources/synap/skin/doc.html?fn=NIS_FILE 1698304158145 —1l 9 (111)

https://medium.com/s2wblog/fastviewer-variant-merged-with-fastspy-and-disguised-as-a-

.legitimate-mobile-application-f3004588195¢

-https://en.yna.co.kr/view/AEN20231019000600315?input=tw kil (112)

24-02094


https://ti.qianxin.com/uploads/2023/07/20/fcd50f2540db9ca6fb91b192c0fe2a4c.pdf
https://rt-solar.ru/events/news/3851
http://www.nis.go.kr:4016/resources/synap/skin/doc.html?fn=NIS_FILE_1698304158145
https://medium.com/s2wblog/fastviewer-variant-merged-with-fastspy-and-disguised-as-a-legitimate-mobile-application-f3004588f95c
https://medium.com/s2wblog/fastviewer-variant-merged-with-fastspy-and-disguised-as-a-legitimate-mobile-application-f3004588f95c
https://en.yna.co.kr/view/AEN20231019000600315?input=tw

S/2024/215

24-02094

oo o) Gl 5 Ssg Iy ally oal ol JCA B s 4] g ddge sl

I ehall e ol (ginnn A B3 iallly Gl o clasgl sl ol 4,

shdll Gub slac] aaf WAL 31 adgall Alia¥) suatll Jluy o @lida

Re: [Stimson Center] Invitation: August DPRK meeting

- i Reply Reply All
L ostnsonom> - ERRIETIEEE] B

23 8:44 PM

Did you receive this invitation yesterday? Please find it and let me know your thoughts asap.

Attacker emphasizes time-sensitivity of a response
best - Pt
" - to this message, encouraging victims to respond

without conducting due diligence
On 2023-07-22 04:03, _wrote:
Hetlo, Dear [N

On behalf of the 38 North and the Carnegie Endowment, it is my pleasure to invite you to attend a private
workshop aimed at rethinking US policy toward North Korea. Given developments in North Korea since the
collapse of US-DPRK and inter-Korean negotiations in 2019, as well as the changing strategic environment in
East Asia, the traditional US approach to North Korea is unlikely to be effective going forward. It is time to
question old assumptions and begin crafting a new strategy/approach that takes into consideration current
strategic realities.

The workshop will be held on mid August(2 days, lunch will be provided) at the Pocantico Center(Tarrytown,
NY 10591). The proceedings will be conducted under Chatham House rule. Participation is by invitation only
and invitations are non-transferrable. Please advise of any dietary restrictions when you RSVP. A zoom link can
be provided if attending remotely.

If you plan to attend either in person or online, please RSVP with the available dates to me by July 29, 2023.

We hope you will join us for this important discussion and look forward to hearing from you soon.

Best,
L

Research Associate & Producer - 38 North Email address of sender looks similar to, but is not,
The Stimson Center | M a legitimate organization, with the addition of one
1211 Connecticut Ave, NW | 8th Floor extra letter ("n”)

Washington, DC 20036

.5 5l ¢S/2018/171 5118 5 117 Syl <$/2020/151 L i) (113)

.63 Gyl <S/2023/656

i ,Lasly .hitps:/en.yna.co.kr/view/AEN20231121006800315?section=national/national a3l (114)

117 8l ¢§/2020/151 (115)
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[Invitation] US Policy Toward North Korea - Pocantico Center Feburary 6-8

=

Mon 01/0

Email address initially appears legitimate, but if the victim
Dear_ replies to the email, the reply goes to a different “reply to™

email address, FirstMLast@gmail com (note: some email

programs mask this address unless the name is clicked ).

I hope you and your family are enjoying a lovely holiday and a restful season. | Also, the real CEIP email addres format 1s
“Fiarst Last@ceip org”, not “FirstLast@ceip org.

It is my privilege to invite you to provide a keynote address for an private workshop at the Pocantico Center in Tarrytown, NewYork, hosted by
the Carnegie Endowment for International Peace, in February 2024 to discuss the US policy toward North Korea. Given developments in North
Korea since the collapse of US-DPRK and inter-Korean negotiations in 2019, as well as the changing strategic environment in East Asia, the
traditional US approach to North Korea is unlikely to be effective going forward. It is time to question old assumptions and begin crafting a
new strategy/approach that takes into consideration current strategic realities.

The workshop is scheduled to held on Feb 6 - Feb 8 (lunch will be provided) at the Pocantico Center (200 Lake Road, Tarrytown, NY 10591).
We would be honored if you would consider joining us over second day's lunch to provide your thoughts on the worsening security situation
on the Korean Peninsula and what our choices are going forward for how to address the situation. What, in your experience in this field,
should we be trying to do differently to address the changing times?

We understand your schedule is quite busy, but we were hoping you could join us at least for the that lunch (12:30 - 1:30pm EST). If you are
able to join in person, we would cover your travel and accommaodations to DC to attend, and can provide you with a modest S500 speaker fee.
If you are not available teo join in person, we can accor |

remote particip 1 as well.

Please let me know if might be willing to join us and we can provide more details about the event and logistics right away. | look forward to
hearing from you soon.

All the best,

I | rllow, Nuclear Policy Program
1779 Massachusetts Avenue NW | Washington, DC 20036-2103
ceip.or

www.facebook.com/Carnegieendowment | @CarnegieEndow | carnegieendowment.org
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. Restaurant names Address and OIMAron abouw

No. | Location oo workers

(Fomernames fonmae (4s of mid-2023)
HIF T3, N .
i | iem Sindat BEQ Restarant jin"l'_m 93, Nongbone Road FRT T p————
v W ﬂl‘l ﬂal
' (That Luanz Pvongyans Festaurarnt) tennane working

(17°3T38.3"N 102°3T'41.3"E)

2 | Vientmne

Packtn Harma B estaurant
(Paekiu Hanna Festawrant of the same
fiame)

Vientiane Lao PDE
(17°3738.3"N 102°3T41.3"E)

At least siv DPRK nationals
working One said that she was
from Pyongyang.

3 | Vientmne

Tokvo Sushi & T eppamvaki
(Kumkangsan B estaurant, Pyonsvans

Landmark Mekong Eiverside
Hote
WIVS+ERE. Thatkhao Villaze,

At least three DPRE nationsls
working,

Friendship B e staurarnt) Sisattanak District Vienfiane
(17°5638.0"N 102°37'01 8"E)
1 |[vansvi Sindat BBQ) Festaurant {Sidat BB 2) Vang Viens At least two DPEE national
MEVIME v ang Vienz Pyongyang Bestaran) (18°55°08.5"N 102°26'53.6'E) |working
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Name Suspected Position Location
Choe Myong Chol | KNIC Representative Pakistan
Jon Hyon Chol KNIC Representative Pakistan
Kim Yong Jin KNIC Representative Nigeria
Sin Jun Chol KNIC Representative Russian Federation
Mun Mi Hwa PIC Associate Likely Nigena
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Company Reported information on engagement with KNIC
Fountain Court Partners Assisted KNIC in recovering debts, between at least 2019 and 2022
(Nigeria)

Premium Broking House Assisted KNIC in recovering debts, between at least 2019 and 2022
(Lebanon)

Integ Partners (Nigeria) Assisted KNIC in recovering debts, between at least 2019 and 2022
BK & Associes (Cote Assisted KNIC in recovering debts, between at least 2019 and 2022
d’Ivoire)

Millbank Insurance Brokers, | Partnered with or knowingly assisted KNIC in developing

Ltd. (Nigeria)

business opportunities, attempting to collect money, and/or
facilitating financial transfers of funds to KNIC headquarters’
control, between at least 2020 and 2022

QuickLink Insurance Brokers
Ltd. (Nigeria)

Partnered with or knowingly assisted KNIC in developing
business opportunities, attempting to collect money, and/or
facilitating financial transfers of funds to KNIC headquarters’
control, between at least 2020 and 2022

Universal Insurance Ple Partnered with or knowingly assisted KNIC in developing

(Nigeria) business opportunities, attempting to collect money, and/or
facilitating financial transfers of funds to KNIC headquarters’
control, between at least 2020 and 2022

Sechuwariis Development Partnered with or knowingly assisted KNIC in developing

Foundation (Nigeria) business opportunities, attempting to collect money, and/or
facilitating financial transfers of funds to KNIC headquarters’
control, between at least 2020 and 2022

Somitel Ventures Enterprise | Facilitates KINIC''s activities in Africa, including through

(Nigeria) cryptocurrency transactions on KNIC’s behalf, as of 2023

New Elements Holdings Co. | Partnered with or knowingly assisted KNIC in developing

Ltd (China) business opportunities, attempting to collect money, and/or
facilitating financial transfers of funds to KNIC headquarters’
control, between at least 2020 and 2022

Li Xianzhu (Chinese Partnered with or knowingly assisted KNIC in developing

national) business opportunities, attempting to collect money, and/or

facilitating financial transfers of funds to KNIC headquarters’
control, between at least 2020 and 2022, utilizing Industrial and
Commercial Bank of China (Asia) Ltd account number
718823353750

Fairicc Survey & Loss
Adijusting Co., Ltd. (China)

Established a relationship with Samhae Insurance Company in 2019

Kaztec Engineering (Nigeria)

Contracted with Samhae Insurance Company for vessel insurance
between 2019 and 2020
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Dear B,

We would like to inform you that your Bitcoin payment for $120.00 has been added
into your Namecheap account. You can now use the account balance to purchase
or renew products on Namecheap.com

Username BRoyal1990

Transaction Id : 82073030

Transaction Ref. GKRwiyWiTTUXreqpvxNv4A
Amount $120.00

You can find more information about this transaction on our Add Funds History

page located at hitps.manage. www.namecheap com myaccount reports funds-reportasp
If you have any questions, please contact our support at http. ‘www namecheap com. support
Thank you

Namecheap.com Support

«www.recordedfuture.com/north-korea-aligned-tag-71-spoofs-financial-institutions
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rental

5
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Clean coin with no
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KSE
@KSeznec

This looks like #Bluenoroff activity
Crypto-assets and their risks for financial stability[.]appl[.]zip

G171 O00

Communicating with on-global[.Jxyz (142[.]111]209[.]144)

10:04 AM - Oct 26, 2023 - 2,617 Views
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Annex 1: IAEA Director General statement on recent developments in the DPRK’s nuclear pro-
gramme (21 December 2023)

In my opening statement to the Board on 22 November, I reported that we had observed increased levels
of activity at, and near, the Light Water Reactor (LWR) at Yongbyon, and also — since mid-October — a
strong water outflow from its cooling system. These observations were consistent with the commissioning
of the LWR.

More recent observations indicate that this water discharge is warm, which is also consistent with ongoing
commissioning of the LWR, a process that takes some time for any new reactor. However, the discharge
of warm water is indicative the reactor has reached criticality. It remains the case that without access to
the facility the Agency cannot confirm its operational status.

The LWR, like any nuclear reactor, can produce plutonium in its irradiated fuel, which can be separated
during reprocessing, so this is a cause for concern.

Concerning the safety of the LWR, we do not have sufficient information to make an assessment. Of
course, safety should always be the paramount issue when starting a new reactor. Nuclear safety is a
sovereign responsibility of the State and the IAEA supports the States in this area.

I repeat that the further development of the DPRK’s nuclear programme, including the construction and
operation of the LWR, is a violation of UN Security Council resolutions and is deeply regrettable.

I call upon the DPRK to comply fully with its obligations under Security Council resolutions, to cooperate
promptly with the Agency in the full and effective implementation of its NPT Safeguards Agreement and
to resolve all outstanding issues, especially those that have arisen during the absence of Agency inspectors
from the country. The Agency is ready to engage on any of the above issues, including safety.

Source: IAEA, https://www.iaea.org/newscenter/pressreleases/iaea-director-general-statement-on-recent-devel-
opments-in-the-dprks-nuclear-programme (underlined and bolded by the Panel).
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Annex 2: Activities at LWR (39° 47" 45" N 125° 45’ 18" E)

*In the annexes of the nuclear section, annotations in red boxes are observations during the reporting
period, while those with yellow characters in black boxes are previous observations.

4 October 2023

v

-
K

Support buildings

n
AN

|

New constructions were observed since
June (left) and July (upper) 2023

Kuryong River

Support buildings

Constant water discharge has been
observed since early-October 2023

A
N

Source: Maxar Technologies, 4 October 2023.
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1) Water discharge

25 November 2023

Significant amount of water discharge was observed since
October 2023 and constant discharge has been observed since. Water discharge

Kuryong River

Support buildings

17 December 2023 e -
\ ~ M Water discharge
v -

Kuryong River

Probably steam from
discharged warm water

Source: Planet Labs., 25 November 2023, 17 December 2023.
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21 December 2023

A
N

14 January 2024

o

Water discharge &

Source: Planet Labs., 21 December 2023, Maxar Technologies, 14 January 2024.
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2) The observation of past trenching works from LWR to water discharging points

Satellite imagery analysis showed efforts of trenching works which appeared to connect LWR to multiple
discharging points since between 2012 and 2013.*¥” Possible earlier efforts of water discharge were de-
tected in 2013 near current discharging point. According to the IAEA, indications of tests of cooling water
system were observed occasionally since 2019.2% The Panel reported in 2017 that hot water was dis-
charged through the drainage channel of LWR, suggesting a possible test of the cooling water system in
2017.% Additional trenching works and modification of the riverbank were conducted around the current
discharging points since then.

13 November 2012

=z >
Sy

= Kuryong Royer
\\.\';‘ 2
PR X ; b
Approximate locations of current wtaer
discharging points: south (left) and north (right)

29 March 2013 . | sk 59N

Trenching works
observed in 2013

Source: Google Earth Pro, 26 January 2024.

187 See also https://www.38north.org/2019/12/yongbyon120519/, https://fsi.stanford.edu/publication/north-korean-nuclear-facil-
ities-after-agreed-framework, and https:/isis-online.org/isis-reports/detail/north-koreas-elwr-finally-operational-after-a-long-
delay/.

1B JAEA, GOV/2022/40-GC (66), para 46.

189.5/2017/742, para 17.
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2 May 2022 & ; ==~ - - £ A SR L L S
e | All dotted line show approximate mapping of trenching

| works connecting LWR and discharging points.

e

observe

Kuryong River > 4 A i !

. TP ISR SORN Y sl Pt e ST T

Source: Maxar Technologies, 2 May 2023.

95/627

24-02094



S/2024/215

3) Construction activities near the reactor (39° 47' 45" N 125°45' 21" E)

21 July 2023

.y

L

¥ i"q'
v Mﬁ . “'4'

A

Walls were erected.

10 December 2023

Source: Maxar Technologies, 21 July 2023, 8 August 2023, 3 November 2023, 10 December 2023.
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4) Construction activities at far south area of LWR (39° 47" 33" N 125°45' 13" E)

’ -~ 26 February 2023
¥ / '

o -
Kuryong River s " ‘..‘" o~
> 4 4

:
-

1 April 2023

4 June 2023
Kuryong River

21 July 2023

g; 3 s
’ |

F

Source: Planet Labs, 26 February 2023, Maxar Technologies, 1 April 2023, 4 June 2023, 21 July 2023, Planet
Labs, 24 November 2023.
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Annex 3: Activities at 5MW(e) reactor (39° 47' 51" N 125° 45' 20" E)

*In the annexes of the nuclear section, annotations in red boxes are observations during the reporting
period, while those with yellow characters in black boxes are previous observations.

23 September 2023

No water discharge

12 October 2023

Source: Maxar Technologies, 23 September 2023, Planet Labs, 12 October 2023.
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7 November 2023

Vehicles activities

Cooling water discharge

- ———

[
1
I
I
1
1
1
1
1

5MW(e) Reactor

6 January 2024

-

.'\x

»

: ’
v |

! Coolmg water discharge |

"

'y 1\22

A

5 N B 8 “-

v 2l

Source: Maxar Technologies, 7 November 2023, Planet Labs, 6 January 2024.

\

- .

v‘ Steam venting
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Annex 4: Radiochemical Laboratory (39° 46’ 50" N 125° 45’ 08" E)

*In the annexes of the nuclear section, annotations in red boxes are observations during the reporting
period, while those with yellow characters in black boxes are previous observations.

12 October 2023

Excavations and trenching works at
suspected storage of nuclear waste

Suspected storage of nuclear waste
(aka Old Waste Site)

(aka Building 500)

~—
wt /A

Trenching work at
Radiochemical Laboratory
(Reprocessing facility)

Spent fuel receipt building |

ity — O i
N e | g A
o E A PR “ o o

Source: Planet Labs, 12 October 2023.
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1) Smoke from thermal plant (39° 46’ 34" N 125° 45’ 26" E)

21 July 2023

31 July 2023

Source: Maxar Technologies, 21 July 2023, Planet Labs, 31 July 2023.
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2) Activities at Building 500 (39° 46’ 49" N 125° 45' 23" E)

16 June 2023

N
Y

Building 500

25 June 2023 . ;
Excavations were observed in
late-June 2023

Probably crates

Source: Maxar Technologies, 16 June 2023, 25 June 2023.
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3) Trenching work between Building 500 and Reprocessing facility

13 November 2023 |L008 Pt —
A P . Road construction

o
Steam distribution ' d
building .

Source: Maxar Technologies, 13 November 2023.
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: 24 October 2023
Reprocessing

facility

Building 500

R o

% &; ¢ ‘ /
Unidentified materials /

\
b, Road construction >
: P

13 November 2023

T

Source: Maxar Technologies, 24 October 2023, 30 October 2023, 7 November 2023, 13 November 2023.
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Annex 5: Activities at the Yongbyon Nuclear Fuel Rod Fabrication Plant (39°46'15”N 125°44'57"E)

*In the annexes of the nuclear section, annotations in red boxes are observations during the reporting
period, while those with yellow characters in black boxes are previous observations.

9 January 2024

No smoke from UO2 production process §
building was observed since late-2023 |

Gl M S 2275,

Crane was removed between
mid and late October 2023

S

Source: Maxar Technologies, 4 October 2023.
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1) Activities at UF4 production process building (39° 46’ 09" N 125° 44’ 55" E)

12 October 2023

24 October 2023

Crane was removed.

Source: Planet Labs, 12 October 2023, Maxar Technologies, 24 October 2023.
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Annex 6: Activities at Pyongsan Uranium Mine and Concentration Plant (Location of the possi-
ble yellowcake production building at 38° 19’ 04" N 126° 25’ 54" E)

*In the annexes of the nuclear section, annotations in red boxes are observations during the reporting
period, while those with yellow characters in black boxes are previous observations.

17 December 2023 ’ - N— .
e - Ao Piles of tailings increased

& Railcar activities

£/
7 A

b Al

Expansion of solid waste [
at tailings pond
B

Source: Planet Labs, 17 December 2023.
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1) Expansion of the piles of tailings at the mines (38° 19’ 57" N 126° 27' 21" E)

16 June 2023

‘»
Piles of tailings ’\

17 December 2023

Pile of tailings increased

Source: Planet Labs, 16 June 2023, 17 December 2023.

24-02094 108/627



S/2024/215

2) Railcar activities at the Plant (38° 19’ 02" N 126° 25’ 54" E)

30July2023 | ‘

2 October 2023

Source: Maxar Technologies, 30 July 2023, 2 October 2023, 17 December 2023.
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3) Tailings pond of Pyongsan Uranium Concentration Plant (38° 18’ 42" N 126° 25' 50" E)

16 June 2023

17 December 2023

Solid waste appeared to expand.

Source: Planet Labs, 16 June 2023, 17 December 2023.
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Annex 7: Activities at Punggye-ri nuclear test site (41° 16’ 41” N 129° 05’ 15" E)

14 November 2023 TR
Location of demolished
i Tunnel 4 area

Tunnel 3 entrance

Probable compressor
and pumphouse

Source: Maxar Technologies, 14 November 2023.
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1) Activities near Tunnel 3 (41° 16’ 35” N 129° 05’ 16" E) and administrative area (41° 16’ 41"
N 129° 05’ 15" E)

*In the annexes of the nuclear section, annotations in red boxes are observations during the reporting

period, while those with yellow characters in black boxes are previous observations.

12 December 2023

Tunnel 3 entrance

Main administrative area

Support buildings

Tracks of vehicle(s)

Probable compressor
and pumphouse

Source: Maxar Technologies, 7 March 2023.
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2) Activities near Tunnel 4 (41° 16" 46” N 129° 05’ 08" E)

15 October 2023

Location of demolished
Tunnel 4 area

Presence of small structure(s)

Source: Maxar Technologies, 15 October 2023.
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Annex 8: Activities at Kangson and Yongdoktong

The Panel continues to monitor activities in the vicinity of Kangson, an alleged clandestine uranium
enrichment facility and Yongdoktong area, which is believed to be involved in DPRK’s nuclear weap-
ons programme, including as a nuclear weapons storage facility. The Panel observed constant presence
of vehicles at Kangson. Available satellite images showed no significant activities at suspected nuclear
weapons storage facility.

Kangson (38° 57" 26" N 125° 36' 43" E)

17 December 2023

Main facility

11 January 2024

—

Source: Maxar Technologies, 17 December 2023, 11 January 2024.
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Annex 9: Ballistic missiles launches by the DPRK from 29 July 2023 to 26 January 2024

Official DPRK statements are in italics. / Mentions of solid propellant (SP) engines.
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(ECHA, 31 Aunpnst 30213
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11:53 (ROE]) the peninzula 400 Eim Jonz Un was in the
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{JPTT)
17. 158 Dec 2023 ICBA Hwasong-18 I From nearby Pyongyang to 1000 4000 Eim Jong Un attended.  The dvill war aimed o review the combar
SF 0324 the East, falling e the sz (TP (JPI) Tke location of the readingss of the DPRE's nuciear war Seterrence
approximatety 130 launch is slighsly and congfirm ity mobility, combat capabiling and
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Clashizi Islands in uzed om 13 April and 12 girecior of the Gensral issile Buresy, issusd 2
Hokdezida, Judy 2023, Taunch order Iz the Secand Red Flag Compay...
The micsile raveied up o o moivews aliiiuds af
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5P 14353 falling m the 2 sast of the (ROEY by the F.OE JCE. rest-ftre of an ndermediabe-ravese solid-fuel
Eorzan Peninzala Croer 300 The DPFE allezed ot Bailfcric miszile looded with a hypersoric
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controlled warhead. (ECHA 14 Jomwary J024]

Source: Member States, the Panel, KCNA.
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Annex 10: Weapons systems shown at the 27 July 2023 military parade which use ballistic missile tech-
nology

10.1. SRBM KN-23. Also shown in 2023 at the 8 February 2023 parade. First declared test on 4 May 2019.

- ‘ S - SRBM Hwasong 11Ga
(or standard “KN-23”)

¢ Solid propellant.

e Maximum range: over 600 km. Possible
launches in 2022 and 2023 of Hwasong
11/Ga missiles show a range extending
to 900 km.

e Unveiled at a 4 May 2019 test and pre-
sented at the military parade on 10 Octo-
ber 2020. Multiple launches in 2022 and
2023. On 19 March 2023, the missile
fired (seemingly from a silo) was de-
scribed as a “tactical ballistic missile
tipped with a mock nuclear warhead”.

e Four versions incl. a navalized one.
e 12 missiles shown.
e 4-axle wheeled TELs.

e See S/2023/656, para.17, 18, 20, 24, An-
nex 10, 13, 22

e S/2023/171, para.29, fig.5, tab.1, an-
nexes 24 and 25,

e 5/2022/668, fig.6, 12, 14, 15, 17, tab. 1,
annexes 14, 18, 22, 23.

e S/2022/132, para.25, fig.10, tab.1, annex
21, fig.21-4

e S/2021/211, fig.1, annex 12
e 5/2020/840, para.11, tab.1, annex 7
e S/2020/151, para.194, tab.3, annex 58

Source: KCTV.
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10.2. SRBM KN-24. Also shown at the 8 February 2023 parade. First declared test on 10 August 2019
(then described as “a tactical guided weapon®).

Probable SRBM Hwasong 11Na
(or “KN-24")
e Solid propellant.
e Maximum range: 370 to 400 km.

e Last identified launch on 30 August 2023.
First tested on 10 August 2019.

e Unveiled at a 10 August 2019 test and pre-
sented at the military parades on 10 Octo-
ber 2020, 14 January 2021 and at the mis-
sile exhibition “Self-Defence 2021 on 11
October 2021.

e 12 missiles shown in canisters carried on
4-wheeled vehicles. The Hwasong 11/Na
had been displayed in the past on tracked
vehicles (e.g., on 25 April 2022).

e See S/2023/171 tab.1, annex 24, 25.

e S/2022/668 fig.13, tab.1, annex 14, 18, 22,
23

e S/2022/132 para.25, fig.10, tab.1, annex
21, fig.21-4.

e S/2021/211 fig.1, annex 12.
e 5/2020/840 para.11, tab.1, annex 7.
e S/2020/151 para.194, tab.3, annex 59.

Source: KCTV.
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10.3. Super-large multiple rocket launcher / SRBM KN-25. Also shown in 2023 at the parade on 8 February
2023 and the Pyongyang “Weaponry Exhibition” on 26 July 2023. First declared test on 24 August 2019.

Source: KCTV.

24-02094

Super-large
multiple rocket launcher 600 mm

(or “KN-25")

Solid propellant.

Guided, with a range of appx. 380 km.
Described by DPRK authorities as “a
tactical nuclear attack means”.

Frequent launches in 2022 and 2023.

Presented at the Pyongyang Weaponry
Exhibition on 26 July 2023 by Kim Jong
Un himself. First tested on 24 August
2019 test and presented at the military
parade on 10 October 2020.

24 missiles were shown, carried on 4-
axle wheeled TELs (each carrying four
launch containers).

See S/2023/656 para.17, 20, annex 10,
13.

S/2023/171 para.28, annex 16, 24, 25.
S/2022/668 fig.18, tab. 1, annex 22, 23.

S/2022/132 para.25, fig.11, tab.1, annex
21, fig.21-4.

S/2021/211 para.20, fig.3, 4, annex 12.
S/2020/840 para.11, tab.1, annex 7.
S/2020/151 para.194, Tab.3, annex 59.
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10.4. IRBM Hwasong-12Na fitted with a purported hypersonic glide vehicle (HGV). Also displayed at the
Pyongyang “Weaponry Exhibition” on 26 July 2023.

IRBM Hwasong-12Na

fitted with a purported
Hypersonic Glide Vehicle (HGV)

e One stage powered by a liquid pro-
pellant engine, derived from the
Hwasong-12.

e No known test to date.

e Variant of the Hwasong 12 which
was first tested in 2017. Designated
“Hwasong 12Na” at the Pyong-
yang Weaponry Exhibition on 26
July 2023.

¢ An alleged HGV was tested by the
DPRK in 2021 and 2022.

e Four missiles were shown., carried
on 6-axle wheeled TELS

e See S/2023/171, para 20 and 21.

e S/2022/668, para.20, 21, fig.10,
tab.1, annex 15, 23,

e 5/2022/132, para. 19-20, 23, tab.1,
annex 22.

Source: KCTV, X/Dr. Jeffrey Lewis, annotations by the Panel.
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10.5. ICBM Hwasong-17. Also shown in 2023 at the parade on 8 February and the Pyongyang “Weaponry
Exhibition” on 26 July. First shown at a military parade on 10 October 2020 and tested on 24 March 2022.

ICBM Hwasong-17

e Two stages powered by liquid propellant
engines. The first stage is powered by a
variant of the RD-250 twin-combustion
chamber (or “Paektusan” line engine) in a
combination of two engines and four noz-
zles.

o Potential intercontinental range of up to
15,000 km, according to a Member State’s
simulation.

e Unveiled at the military parade on 10 Oc-
tober 2020. First possible test on 27 Febru-
ary 2022. Declared tested by the DPRK on
24 March 2022. Last launch on 16 March
2023.

e At least three missiles were shown in cam-
ouflage paint, carried on 11-axle wheeled
TELs. Numbers include 321, 373, 379.

e Missilex09151815 on TEL 379.
e See S/2023/656/para.15, 16, 17, fig.2, an-

nex 10, 13.

e S/2023/171 para.26, tab.1, annex 16, 24,
25.

e S/2022/668 para.20, fig.8, tab.1, annex 13,
16, 17, 21, 23.

e S/2022/132 fig.4.
e S/2021/777 para.17.
e S/2021/211 para.17 Annex 10.

Source: KCTV.
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10.6. ICBM Hwasong-18. Unveiled at the 8 February 2023 and first tested on 13 April 2023.

ICBM Hwasong-18

e Three stages powered by solid propellant
motors.

e Potential intercontinental range (not es-
tablished) of up to 10,000 km according to
a Member State’s simulation. Some ex-
perts give it a longer range.

e Unveiled at the 8 February 2023 parade.
First tested on 13 April 2023. then on 12
July 2023 and 18 December 2023.

e A mock-up of a similar looking solid-fuel
missile was first shown on an
8-axle wheeled TEL at a parade in Pyong-
yang on 15 April 2017 (see S/2017/742
para.9)

e At least three missiles were shown in cam-
ouflage paint.

e They were carried on 9-axle wheeled
TEL. The numbers on the chassis include
571 and 574, 577. Numbers 571 and 574
already featured in the 8 February 2023
military parade.

e There were no visible markings on the
missile bodies.

e See S/2023/656/para.12, 14, 15, 24, fig.1,
annex 10, 11, 12, 13.

Source: KCTV.
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Annex 11: The Hwasong-18 ICBM launch on 18 December 2023 at 8:24 KST
39°07'37"N 125°57'51"E / An agricultural field 20 km north-east of Pyongyang

Figure 11.1: Identification of the location of the launch

Source: Maxar, annotated by the Panel.

Source: KCNA, annotated by the Panel.

Source: Google Earth Pro, 26 January 2024, annotated by the Panel.
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Figure 11.2: Launch marks at the tentative location

17 December 2023

Planet Labs Inc.

J\
¢
.

18 December 2023
Planet Labs Inc.

Probable burn mark on

/ the road and snow mantle

Source: Planet Labs, annotated by the Panel.

Figure 11.3: Trajectory of the missile

Distance:
1000km
Apogee:

The ICBM spotted by a F-15 aircraft of the
Japan air self-defense force

Source: Ministry of Defence, Japan, annotated by the Panel.
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Annex 12: Excerpts of a January 2024 study of the Hwasong-18 ICBM by Fondation pour la Recherche
Stratégique®® (translations in English by the Panel)

Cold-launch technology

Déclenchement Ejection des éléments Ejection de la coquille
pyrotechnique de des systémes de de protection tuyére du
I'éjection des systémes de : maintien dans le tube premier étage

maintien dans le tube "
|
_ }y/

| B
-

Tir froid depuis le tube
de lancement avec
chasse a poudre et

allumage premier
étage hors du tube

1.Pyrotechnic triggering of the ejection of
the in-canister holding devices.

2.Ejection of the parts of the in-canister
holding devices.

3.Ejection of the nozzle protection shell of
the first stage.

4.Cold launch from the tube (or “canister™)
with gas generator and ignition of the first
stage outside of the tube.

[...]

Dimensions

* 29m N
[* 27,40 m »
- 25,50 m .

* 24,30 m o

SCHEMATIC VIEW OF THE HS-18 TEL AND APPROXIMATE DIMENSIONING (CREDITS: C. MAIRE)

[Note: estimates based on the length of the TEL chassis and the width of the TEL cabin (3.35 m)].
[...]

190 C Maire, S.Delory, "Analyse de 'ICBM Hwasongpho-18 (HS-18)", Fondation pour la Recherche Stratégique, 2024.
https://www.frstrategie.org/sites/default/files/documents/programmes/programme-coree-securite-diplomatie/publications/2024/012024.pdf.
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FOCUS ON THE POSITION OF THE MISSILE IN THE TUBE (CREDITS: KCNA)

“Taking these observations into account, the length of the section containing the missile is 25.50 meters and the

total length of the tube, including the ejection system, is 29 meters. The length of the missile could be estimated
at 23.50 meters.

[...]

If we assume that the tube is rather 2.10 meters, this means that the missile could have a diameter of slightly

less than 2 meters, namely 1.90 meters. In this case, the sizing of the device would lead to a total length of 22.60
meters.”

Evolution of the cap removal mechanism

PYROTECHNIC EJECTION OF THE TUBE DOOR BEFORE LAUNCH (CREDITS: KCNA)

[Panel note: 12 July 2023 launch].

LOWERING OF THE DOOR BEFORE THE ERECTION OF THE TUBE (CREDITS: KCNA)
[Panel note: 18 December 2023 launchl].

“The TEL used for the launch on December 18, 2023, uses a foldable door, without a pyrotechnic device.”
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Annex 13: Launches on 30 August 2023 of Hwasong-11Na SRBMs (Hwasong 11B / KN-24)
Statements by the DPRK?!%

...the KPA staged a tactical nuclear strike drill simulating scorched earth strikes at major command centers and opera-
tional airfields of the “ROK” military gangsters at night on August 30.

The tactical nuclear-armed unit of the KPA in the western region of the country conducted the relevant military activities.

The missile unit fired two tactical ballistic missiles northeastward at Pyongyang International Airport and correctly carried
out its nuclear strike mission through air bursts at a preset altitude of 400 metres above the target island.

Identification of the missiles launched as Hwasong-11B/Na

Pictures of the 30 August 20253 lounches

Prior pictures of a Hwasong 11B/No TEL and missiles

On four-axle wheeled TELs at the
27 July 2023 military parade

10 August 20189 11 October 2021 (at the “Self-Defence Exposition®)

Source: KCNA, XKCTV.

Probable location of the reported air burst: Alsom Island (40° 38’ 48" N 129° 32’ 58" E), 365 km from
Sunan International airport

Distance: 35
_| and 400 km
Apogee:

50 km

3 -
e = i -
Source: Planet Labs Inc, annotated by the Panel.

¥lhttps://kenawatch.org/newstream/1693472894-954639895/kpa-general-staff-releases-report/.
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Annex 14: 2" Malligyong-1 satellite launch on 24 August 2023 from the area of Sohae
Statements by the DPRK

The National Aerospace Development Administration (NADA) of the DPRK conducted the second launch of recon-
naissance satellite Malligyong-1 aboard the new-type carrier rocket Chollima-1 at the Sohae Satellite Launching
Ground in Cholsan County of North Phyongan Province at dawn of August 24.... The flights of the first and second
stages of the rocket were normal, but the launch failed due to an error in the emergency blasting system during the
third-stage flight. .... The NADA expressed the stand that it would conduct the third reconnaissance satellite launch
in October after thoroughly probing the reason and taking measures.

(KCNA, 24 August 2023).
Assessment

The DPRK gave prior notice of this launch to Japan’s coast guard,
NAVAREA coordinator for the area where the stages were to drop. The
DPRK did not warn the IMO, which it had for the first launch of a Chollima-
1 launcher on 31 May 2023, nor again the ICAO or the ITU. Contrary to 31
May 2023, the DPRK did not release any picture of the launch, which
happened at night, and did it provide any other data pertaining to it.

1

\

)

The Ministry of Defence (MoD) of Japan confirmed the launch of an object H

using ballistic missile technology on 24 August 2023 at around 3:51 (KST) H

from Tongchang-ri (the village next to the DPRK’s current satellite — ‘ & ——

launching grounds). Japan reported that the rocket separated into three pieces !

which all fell outside the anticipated drop areas, issued in the navigational H s
3

warning: 3 k D announced by |
g

the DPRK
- one piece fell approximately 300 km west of the Korean Peninsula, i
- another fell in approximately 350 km southwest of the Korean = KRz 1> {. —r—“"
Peninsula, 7 '
- the last one was estimated to have passed over between Okinawa Island | ‘ ‘
and Miyako Island at around 4:00, and to have fallen in the Pacific . ﬂ

Ocean appx. 600 km east of the Philippines at around 4:05.

The DPRK attributed the failure of the launch to an “error in the emergency blasting system”. This could refer to a
self-destruct system which would normally activate when internal sensors report irregular data or the rocket veers off
course. Fitting such a system on a rocket is warranted for safety reasons but could also be meant in this instance to
prevent attempts at retrieval of debris, as was the case in June and July 2023, when the ROK navy salvaged parts of
the Chollima-1 rocket and the Malligyong-1 satellite launched on 31 May.

If that is the cause of the failure, then it would mean the DPRK made progress after the first launch having this time
been able to conduct second stage separation, and then most probably third stage separation, notable achievements
though they were first reached through the Hwasong-14 (2017), Hwasong-15 (2017), Hwasong-17 (2022) and the
three-stage Hwasong-18 (2023) ICBM launches. NADA (KPe.029) was renamed National Aerospace Technology
Administration (NATA).
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Annex 15: 3" Malligyong-1 satellite launch on 21 November 2023 from the area of Sohae
Statements by the DPRK

The National Aerospace Technology Administration (NATA) ... successfully launched the new-type carrier
rocket "Chollima-1" loaded with the reconnaissance satellite "Malligyong-1" at the Sohae Satellite Launching
.o at 22:42:28 on November 21 (2023). The carrier rocket ... accurately put the reconnaissance satellite "Mal-
ligyong-1" on its orbit at 22:54:13.

NATA is to present a plan for continuing fo secure the capability ... by additionally launching several recon-
naissance satellites in a short span of time.

Kim Jong Un...oversaw the launch on the spot. He was accompanied by Kim Jong Sik, vice department director
of the WPK Central Committee, and Jang Chang Ha, general director of the DPRK General Missile Bureau.

Noting that the DPRK has finally developed and possessed aerospace reconnaissance capability by its own
efforts and technologies, Kim Jong Un said that it is a great event in developing the armed forces of the Republic
and coping with a new military situation in the region.

Figure 15.1: The launch and its aftermath in DPRK media
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Assessment
Launch

The MoD of Japan reported that on 21 November, at around 22:4 (KST), the DPRK ;
conducted a launch using ballistic missile technology from the Tongchang-ri area. Tonachene! | pyongrers

B
I
!

The rocket separated into pieces:

- ataround 22:50 (KST), the first one fell outside of the announced drop area (note:
the drop area announced to the NAVAREA coordinator) over the East China Sea,
approx. 350 km west of the Korean Peninsula. { ‘

- ataround 22:55 (KST), the second one is estimated to have passed over between \
Okinawa Island and Miyako Island, and to have fallen in the announced drop | \ *
area in the Pacific Ocean approx. 1,200 km southwest of Okinotori Island, P Y
outside Japan’s EEZ, at around 22:57 (KST). L] 1

V-
S

-

I
|

The DPRK had warned Japan’s Coast Guard of the launch, but not the IMO, ICAO or =
ITU. The DPRK did not register the Malligyong-1 satellite with UNOOSA. \

Aftermath

This launch came after failed ones on 31 May*®? and 24 August 2023. On this third at-
tempt on 21 November, the Chollima-1 launcher did release a satellite into orbit.

-

. . . Source: Japan MoD.
The DPRK had registered an earth observation satellite after the launch of the Kwang-

myongsong-3 satellite from a Unha-3 rocket on 12 December 20122 and another one a few weeks after the launch
of the Kwangmyongsong-4 on 7 February 2016%,

The Minister of Defense of Japan, stated on 24 November that “/Japan] has collaborated with the United States and
South Korea to progress in the analysis, and as a result, it has been confirmed that some object launched by North
Korea is orbiting the Earth”. According to public data!®®, the Malligyong-1 satellite (international designation 2023-
179A) was as on 26 January 2024 in a stable 512 km x 488 km orbit at an inclination of 97.43 degrees to the Equator
with an orbital period of 94.65 minutes.

DPRK media reported that Kim Jong Un twice visited the General Control Center of NATA in Pyongyang after the
launch, on 22 and 25 November. The DPRK claimed then and since that the satellite transmitted pictures of various
locations, among which:

The island of Guam,

The “Norfolk Naval Station”, “Newport News Dockyard” and an airfield in Virginia,
The “San Diego Naval Base”,

The “Kadena base” in Okinawa,

The “Hickam air-force base” in Honolulu,

Jinhae, Pusan (Busan), Ulsan, Phohang (Pohang), Taegu (Daegu) in the ROK, allegedly between 09:59:40
and 10:02:10 (KST),

The aircraft carrier USS Carl Vinson, when calling in Pusan (Busan), allegedly at 10:01 (KST),

e The Suez Canal®*®.

1928/2023/668/para 21.

1935/2013/337/para 30.

14Source UNOOSA and see S/2016/para 27, para 48, annex 5.

9https://www.space-track.org/.

https://kenawatch.org/newstream/1700962715-97323453 5/respected-comrade-kim-jong-un-visits-nata-pyongyang-general-control-

center-again-to-watch-aerospace-photos-of-enemys-major-target-region-taken-on-morning-of-november-25/
http://rodong.rep.kp/en/index.php?MTJAMjAyMy0xMS0yOC1IMDAOQDE1QDFAQDBAMQ
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Given the stated military purpose of the satellite, this messaging can be deemed aggressive and directed. It shows an
intent to bolster ballistic missile targeting and damage assessment capabilities on specific locations.

The Panel took notice of a press report indicating the camera on the first Malligyong-1 satellite, which fell into the
sea on 31 May 2023, carried a Japanese-made commercial digital camera®®” no longer in production.

An outside expert'®® noted that the satellite’s orbit allowed it to appear over the Korean Peninsula around 10:00 and
22:00 (KST) every five days and assessed the DPRK would need an operational network of five or so satellites to
ensure regular day time coverage, notwithstanding weather conditions such as cloud coverage which would require
more complex radar satellites to get imagery of the ground. Kim Jong Un announced at the Plenary meeting of the
Central Committee of the Workers Party on 30 December 2023 that the DPRK plans to launch three more satellites
in 2024.

Key takeaways

The bright and clear exhaust plume shows the first stage is powered by liquid-fuel engines, and the four visible nozzles
(see figure below) indicate a possible combination of two two-chambered RD-250-like (or “Packtusan”) engines.
This combination was first tested on the Hwasong-17 ICBM. The DPRK is deemed able to manufacture by itself an
engine similar to the RD-250, an engine designed in the 1960’s by ‘Energomash NPO’ and manufactured until 1991
by the ‘Yuzhmash’ plant in Ukraine. This, given the number of engines used to date, and the fact it has machinery to
produce critical parts, including the impeller for the turbopump®°.

Figure 15.2 Exhaust of the Chollima-1 space launch vehicle

Four-nozzle exhaust

Chollima-1 SLV Hwasong-17 ICBM
18 December 2023 16 March 2023

Source: KCTV.

The 21 November 2023 launch showed good command of stage separation phases, which had not been completed
during the first launch on 31 May 2023. It also shows NATA is confident in its payload release technology. The
releasing of the Malligyong-1 satellite in space comes after those of the Kwangmyongsong-3 and Kwangmyongsong-
4 satellites, respectively on 12 December 2012 and 7 February 2016. Lessons drawn from this repeated achievement
could be applied to the DPRK’s ICBM programme.

One of the posters released in December 2023 to celebrate the event shows the Malligyong-1 satellite over two IC-
BMs, a Hwasong-17 and a Hwasong-18 (see Figure 2) demonstrating, inter alia, that it is in support of the DPRK’s
ICBM capability. The prominent presence at the event of Kim Jong Sik (KPi.066), deputy director of the Munitions
Industry Department (KPe.028) 2%, and of the recently appointed head of the Missile General Bureau Jang Chang Ha

YThttps://www.donga.com/en/home/article/all/20231127/4580833/1.

198https://www.38north.org/2023/11/modest-beginnings-north-korea-launches-its-first-reconnaissance-satellite/.

1%panel Consultations with the James Martin Center for Non-Proliferation Studies on 11 December 2023.

20The Panel reported in the past on the involvement of the Munitions Industry Department (KPe.028) in the Unha-3 SLV project
(S/2013/337/para 37).
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(KPi.037), designated for their involvement in the DPRK’s ballistic missile program, is another indication of strong
crossover with the country’s space program.
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Annex 16: Developments at the new Sohae satellite launch pad from May to December 2023

Preparations for the first launch in May 2023

Installation of a cover hall

Planet Labs Inc. 23 May 2023
First launch on 31 May 2023

Developments from June to December 2023

Equipment stored on the tarmac

Planet Labs Inc. 24 June 2023

Rail-mounted cover hall in place

Gathering of vehicles and equipment

Planet Labs Inc. 29 May 2023

Planet Labs Inc. 30 May 2023

The cover hall kept forward after the launch.

Debris displaced at sear from the launch exhaust

Planet Labs Inc. 2 June 2023

Planet Labs Inc. 31 May 2023 01:29 UTC

Retraction of the cover hall revealing the support

structure for the SLV (the “strongback™) Nighttime launch (22:42 KST) on 21 Nov.

Maxar 8 September 2023

Strongback as shown  Rodong Sinmun
on 21 November

Note: no pictures were released of the failed nighttime launch on 24 August 2023 and there isn’t any available relevant

satellite imagery of the event.
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Annex 17: Launching of the 841 Hero Kim Kun OK “tactical nuclear attack” submarine on 6 September 2023

Launching of the No.841 Hero Kim Kun Ok submarine on 6 September 2023

Source: KCNA, 8 September 2023.

Excerpts of Kim Jong Un’s speech on 6 Sept. 2023

at the “Pongdae shipyard™

The historic moment has come when the first
tactical nuclear attack submarine we have buiit
wets its name and body in the biue water of our
sea. .... Our intention to turn ali the other

existing medium-sized submarines into attack
ones like this one, which can carry tactical
nukes ..., in addition to our development-oriented,
prospective plan for building nuclear
submarines.

This submarine ..is capable of carrying a large

powers and of launching a preemptive or
retaliatory strike.

In the past we... focused on building many smail
and fast submarines, true to our Navy's mission
which is restricted to defending our territorial
waters. But the times have changed .... I confirm
that the mission of absolute importance, which no
other services will be able to accomplish, will be
Julfilled only when we, in five or ten years, usher
i an era when our Navy changes. In this regard,
the most important thing is to go nuclear.

...We should give greater impetus to the building
of nuclear-powered submarine

Source: KCNA, 8 September 2023.
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New construction hall Old construction hall Stands

Probable 847

=5
i SN :
KCNA, 8 September 2023. Planet Labs, 6 September 2023 22:56 UTC. Planet Labs, 6 September 2023.
The 841 is based on a submarine of appx.76 m in length. A section The old north construction hall in the Sinpo south shipyard from Possibly the 847 moored on a pier in the Sinpo south shipyard
with 10 hatches for vertical missile tubes was added in the middle. where the 847 was launched on 6 September 2023. after the ceremony.
It was seen being built in July 2019, during a visit of Kim Jong Un.
Submersible missile test barge (probable The 84 Probable §.24 Yongung submarine (launched in 2014)

—

Airbus D&S Pleiades. See next page for a blow-up of this picture. Planet Labs, 6 September 2023.

The 841 with a submersible missile test barge berthed alongside. The 841 entering the Sinpo South secure basin on 8 Sept. 2023 A submarine still moored in the basin on 19 September. Probably
The 841 is the only DPRK submarine well over 80 m long. as seen later the Gorae-class 8.24 Yongung, launched in 2014.

Planet Labs, 6 September 2023.
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Suspected Submarine 841 Seen at Sinpo Shipyard on
8 September 2023

UN Pane! of Experts
Established pursuant to Resolution 1874 (2009)

Pléiades, 2023-09-08
©2023 AirBus DS

UNITED NATIONS Office of Information and Communications Technology
January 2024, Map No.4685 Geospatial Information Section
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Figure 17.1 Pukguksong-3 SLBM dimensions as evaluated by a Member State

ROSm

1]
o t _]‘ 15 m L 1.02m wl{ . 276m

Note: before its test-launch on 1 October 2019, this SLBM fit in a transport launch tube of a diameter of around 1.8 meter.

Source: Member State from KCNA & Rodong Sinmun pictures.

Note: Member States estimate its maximum range to be between 1,700 km and appx. 2,000 km.
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Annex 18: Inspection of TEL production between 3 and 5 August 2023 at the March 16 Factory in
Pyongsong and at the same possible location on 5 January 2024

39°16'53"N 125°52'11"E
Official reports

1% visit between 3 and 5 August 2023

Kim Jong Un learned about the production of erector launchers for major strategic weapon....

He highly appreciated the fact that the factory has built a firm foundation for production and dynamically pushed
ahead with the production of erector launchers by concentrating efforts on updating production processes and in-
creasing production capacity in line with the intention of the Party which set the production of large-sized erector
launchers as the most important work for bolstering up the national defence capability?°Z.

Source: KCNA, KCTV.

2" visit on 5 January 2024

Referring to the importance of producing various TELSs for tactical and strategic weapons in ceaselessly bolstering
the nuclear war deterrent of the country and the operational demand of our army, he [Kim Jung Un] specified the
immediate plan for production of varieties of TELS, long-term production plan and task of production capacity
expansion.

Source: Rodong Sinmun.

Dlhttp://kena.co.jp/item/2023/202308/news06/20230806-01¢ee.html.
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Assessment

e An unprecedented number of vehicles can be seen in the pictures :
o 1l-axle TELSs for the Hwasong-17 ICBM
o 9-axle TELs for the Hwasong-18 ICBM
o Hwasong-11A/Na (KN-23) SRBM TELs
o Hwasong-11C/Ga (KN-23 larger version) SRBM TELs
o Multiple launch rocket system (MLRS) TELSs for the 600 mm system (KN-25)%2
e The emphasis was on the improvement of manufacturing processes and production volume.
e The DPRK apparently has improved its domestic TEL manufacturing capability, including of large tires?®,

Figure 18.1: Weapons systems of the TELS displayed on 3-5 August 2023

_--I_._r—

Hwasong -11C "'

- -

: l: =<
Hwasog-llA

Hwasong-18 Hwasong-17

Source: KCNA, KCTV, annotations by the Panel.

Figure 18.2: Hwasong-18 ICBMs and TELSs displayed on 5 January 2024

Source: Rodong Sinmun.

202See T. Goo, https://twitter.com/GreatPoppo/status/1688158954663313409.
23They bore no foreign markings in these pictures and on some [CBM TELSs in 2023 contrary to the past.
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Annex 19: Inspection “shells of super large-caliber multiple rocket launchers” production on 3 August 2023

Possibly at the Kanggye General Tractor Plant, that Kim Jun Un had visited publicly in June 20192%.
39°16'53"N 125°52'11"E

Official reports

The location was described as a “factory producing the shells of super large-caliber multiple rocket launchers”.
[It] “has improved the precision processing capability and realized automation by introducing new equipment
and measuring devices on a large scale into the overall production process to create the serial production
capability for the shells of ultra-precision large-caliber multiple rocket launchers.”

Kim Jung Un learned in detail about the modernization of technology and production processes the factory
carried out recently”... he was very pleased to see that various measuring devices have been introduced to
ensure scientific accuracy in the control of the quality of shells and shorten the time for heat treatment of the
propulsion tube.

Flow-forming

Source: KCNA, KCTV, Rodong Sinmun, annotation by the Panel.

Assessment

e The super-large-caliber multiple rocket launchers are also known as the KN-25 SRBM system.
e DPRK missile plants seem to be flow-forming metal to manufacture rocket bodies.
o Computer Numerical Control (CNC) machine tools are used at this plant.

24According to the James Martin Center for Non-Proliferation Studies. See.https:/twitter.com/ArmsControl Wonk/sta-
tus/1689044152598544384 and http://www.ryongnamsan.edu.kp/univ/en/revodaily/92cc227532d17e¢56e07902b254dfad 10
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Annex 20: Inspection of SRBM production at the February 11 Plant in Hamhung on 11 or 12 August
2023

39°4926"N 127°35'15"E
Official reports

A factory producing tactical missiles [which] perfected the scientific and technological issues arising in produc-
tion, has improved “automation and modernization” and is “steadily expanding its production capacity.”

Kim Jung Un... was accompanied by Jo Chun Ryong and Kim Jong Sik.

He set forth an important goal to drastically boost the existing missile production capacity on the basis of the
successes already achieved by the factory so as to mass-produce missile.

August 2023

Source: KCNA.
Assessment

¢ Many SRBM casings can be seen in pictures of the visit, seemingly of the Hwasong-11A/Ga-Da (KN-
23) and Hwasong-11B/Na (KN-24) type missiles, driving the point they had entered mass production.
e The official reports stressed the use of CNC machine tool, automation, manufacturing processes.
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Annex 21: Inspection of TEL production at the Sinhung Machine Factory?® on 11 or 12 August 2023
39°39'4"N 125°21'32"E

Official reports

A “factory producing tactical missile transporter erector launchers”.

Source: KCNA, annotations by the Panel.
Assessment

e The DPRK manufactures medium-sized tracked and wheeled TELs in large numbers. It repeatedly
highlights the mobility of its short-range ballistic missile arsenal and therefore its survivability.

e The Hwasong-11B was shown on a wheeled TEL rather than a tracked TEL at the 27 July 2023 military
parade and then at a launch on 30 August 2023.

Annex 21.1: Inspection of TEL production for Hwasong-11Ra SRBMs between 5 and 10 January 2024

Official reports

Assessment

e A number of Hwasong 11Ra TELSs can be seen in the pictures.
e The Hwasong 11Ra, also designated Hwasong 11D, is a smaller variant of the Hwasong 11Ga (KN-23).
It was first seen when fired on 16 April 2022.

25A5 identified by NK News. See https://www.nknews.org/pro/arms-odyssey-inside-kim-jong-uns-second-tour-of-weapons-facto-

ries-this-month/.
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Annex 22: DPRK statements related to the use of ballistic missile technology from 29 Jul. 2023 to 26 Jan.
2024

Source: KCNA, Rodong Sinmun.

Regarding ballistic missile launches

The KPA staged a tactical nuclear strike drill simulating scorched earth strikes at major command centers and operational
airfields of the “ROK”... The missile unit fired two tactical ballistic missiles northeastward at Pyongyang International
Airport and correctly carried out its nuclear strike mission through air bursts at a preset altitude of 400 meters above the
target island. (30 August 2023 launches).

A drill of launching ICBM Hwasongpho-18 was staged as an important military action to clearly show the DPRK's nuclear
strategic forces' overwhelming counteraction will and matchless strength to the enemies....Kim Jong Un , general secretary
of the Workers' Party of Korea and president of the State Affairs of the Democratic People's Republic of Korea, watched
the launching drill of an ICBM unit on the spot.... The drill was aimed to review the combat readiness of the DPRK's
nuclear war deterrence and confirm its mobility, combat capability and reliability (18 Dec. 2023 launch).

Regarding engine tests

The missile industry of the DPRK has developed new-type high-thrust solid-fuel engines for intermediate-range ballistic
missile again, ..., and successfully conducted the first ground jet tests of the first-stage engine and the second-stage engine
on November 11 and 14 respectively...[It is] an important task of the missile industry to improve ICBM Hwasongpho-18
and IRBM. The DPRK General Missile Bureau attached great significance to the development of the new-type IRBM. (11
and 14 November 2023 tests in Maggun-Po and Sohae)

Regarding the new “tactical nuclear attack” submarine 841- Hero Kim Kun Ok

The historic moment has come when the first tactical nuclear attack submarine we have built wets its name and body in the
blue water of our sea. .... Our intention to turn all the other existing medium-sized submarines into attack ones like this
one, which can carry tactical nukes..., in addition to our development-oriented, prospective plan for building nuclear sub-
marines... This submarine ...is capable of carrying a large number of means for delivering nukes of various powers and of
launching a preemptive or retaliatory strike. (6 September 2023 speech by Kim Jung Un)

Regarding the institution of a “Missile Industry Day” to commemorate the launch of a Hwasong-17 ICBM.

The institution of the missile industry day is a manifestation of the steadfast will of the Workers' Party of Korea, the gov-
ernment of the DPRK and all the Korean people to eternally record November 18, Juche 111 (2022) when the might of a
world-class nuclear power and the strongest ICBM possessor was demonstrated to the whole world

(5 Nov. 2023 session of the Permanent Commission of the Standing Committee of the Supreme People's Assembly)

Congratulations to the Missile General Bureau and the Hwasong-18 ICBM operators

[Kim Jong Un] said that the resolute military activity conducted by the company

EEFETNENNNNNNONNER
. grsma=pgyg

this time true to the Party s battle order was ... a clear explanation of the offensive

counteraction mode and the evolution of the nuclear strategy and doctrine of the

Respected Comrade Kim Jong Un Meets and Congratulates Scidiers of
Second Red Flag Company under General Misslle Bureau

At the 9™ plenary meeting of the 8™ Central Committee of the Workers Party on 30 December 2023

The test-fires and launching drills of ICBM Hwasongpho-17 and Hwasongpho-18 were successfully conducted several
times in the course of further accelerating the development of nuclear weapons. ... The DPRK conducted in an offensive
way major military activities including launching drills of tactical ballistic missiles and cruise missiles... (In report by
general secretary Kim Jong Un "On the review of the implementation of the Party and state policies in 2023”).

According to KCNA, “the conclusion clarified the task for the field of space development to launch in addition three
reconnaissance satellites in 2024 ”.
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Annex 23: Launch on 14 January 2024 of a possible IRBM with a maneuvering reentry vehicle
Statements by the DPRK?%

On the afternoon of January 14, the DPRK Missile Administration conducted a test-fire of an intermediate-range solid-fuel
ballistic missile loaded with a hypersonic maneuverable controlled warhead.

The test-fire was aimed at verifying the gliding and maneuvering characteristics of intermediate-range hypersonic maneu-
verable controlled warhead and the reliability of newly developed multi-stage high-thrust solid-fuel engines.

It was successfully conducted.
The test-fire never affected the security of any neighboring country and had nothing to do with the regional situation.

The Missile Administration explained that the test is a part of the administration and its affiliated defence science institutes'
regular activities for developing powerful weapon systems.

Source: KCNA.

Trajectory

Distance

of at least
500 km /)

Source: Ministry of Defense, Japan.

Note: the ROK JCS reported it appeared to be an IRBM that flew around 1,000 km.

2http://kena.kp/en/arti-
cle/q/64€90015bd0353837ca02d7babece3ad6c73263e00a38{f0e08c8c90fdbS5f0b71866e0c7bc6571e831ca2182de7032d0.kemsft
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Annex 24: Website of the Far Eastern Federal University (FEFU)

FEEU has announced that Kim Jong Un has visited the university, and it explains that 43 students from DPRK are study-
ing at the university, and that “FEFU has built long-term mutually beneficial relationships with three partner universities
in North Korea: Kim Chaek University of Technology, Pyongyang University of Foreign Studies and Kim 11 Sung Univer-

sity”.

FEFU Int. Admission Office: FAR EASTERN
FEDERAL
@ +7 (423) 265 24 24 F E F|g UNIVERSITY
(ext. 2209)

English version / News / FEFU News

News in Press-centre

Sep 21, 2023 - FEFU News
President of the State Affairs Commission of the Democratic People's Republic of Korea Kim Jong Un, visited the
campus of the Far Eastern Federal University as a part of his diplomatic visit to Russia. DPRK Leader met with FEFU
President Boris Korobets, got to know the history of the creation of the leading university in the Far East, the main
directions of its activities, as well as plans to expand the scientific and educational work on campus.

As Boris Korobets told Kim Jong Un, currently FEFU is one of the biggest universities in the country and a leader in
education in the Far East. Around 20 thousand students from 85 regions of the country study at the university that
offers 250 educational programs in technical, engineering, technological, humanitarian, natural science, medical,
pedagogical, socio-economic, mathematical and IT fields. More than 100 departments, which include 12 schools and
institutes, faculty of 1,800, and more than 160 laboratories of the university are open to both beginners and world-
famous scientists.

“12 years ago, President Vladimir Putin identified two main objectives for the Far Eastern Federal University: social
development and saturating the workforce of the Far Eastern Federal District economy, as well as developing the Far
East and Primorsky Territory as a center of science and education in the Asia-Pacific direction. As a result, we have a
very wide geography of admissions. Every year, more than 60% of our first-year enrollment is from outside the
Primorsky Territory, and 35% come from the European part of Russia and foreign countries. We attract the best youth
in the Far East and see our mission as providing the best personnel in the most dynamically developing region of our
country,” emphasized Boris Korobets.

Far Eastern Federal University is one of the key centers of Korean Studies in Russia and it has been for more than 120
years. FEFU has built long-term mutually beneficial relationships with three partner universities in North Korea: Kim
Chaek University of Technology, Pyongyang University of Foreign Studies and Kim Il Sung University. Today, 450
Russians study Korean language and culture at the university.

“It is of a great significance that in the conditions of sanctions pressure exerted on our country, and at a time when
many dream of us being isolated, we have more than 3,500 international students from 89 countries studying here,
including 43 students from the Democratic People's Republic of Korea. FEFU is a unique center for international
students; we have created the best conditions for students’ life and professional development: comfortable
dormitories, a Pacific Ocean bay and our own beach, sports infrastructure, a modern medical center, numerous
engineering centers and laboratories equipped with the latest technology. And there will only be more such
opportunities - for example, we are now designing the MegaScience installation “Russian Photon Source”. This is a
photon radiation accelerator that will allow one to “look deeper” into the matter and conduct research to develop
effective drugs, new materials, and complex chemical and physical processes. We already have a huge number of
applications from international research teams who want to work on this equipment here in the Far East,” noted
FEFU President.

Boris Korobets emphasized that the educational process and scientific research are closely related to the needs of
the largest Russian companies - leaders of economic sectors that largely shape the labor market in the Far East. FEFU
actively interacts with industrial partners: for example, at the last Eastern Economic Forum a joint engineering center
was opened with the RusHydro company.

“We want as many students as possible to start working in hydropower engineering - this is a promising area of
development. We will be very glad if students from the DPRK can get involved in this process and develop new
technological solutions that are effective for the development of our countries and preserving the environment of the
planet,” added FEFU President Boris Korobets in a conversation with President of the State Affairs Commission of the
DPRK Kim Jong Un.

Source: FEFU website.
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Annex 25: Reply from the Russian Federation

Far Eastern Federal University (FEFU) does not violate the UN SC sanctions and does not facilitate
any activities by the DPRK in the field of nuclear proliferation, ballistic missile or other programs
related to weapons of mass destruction.

There are in fact no academic exchanges between FEFU and the DPRK. Students and professors of
the Russian institution have not been to the DPRK for the last five years. Also, the DPRK scholars
do not work in FEFU. There is no scientific cooperation between FEFU and North Korean institutes
and organizations.

Since 2017 the overall number of the students from the DPRK in FEFU has not exceeded 20 people.
A part of them has returned from Russia back home before the border's closure right after the start of
the COVID pandemic. At present, there remain at the university children of the consular officers who
study bachelor humanities programs such as linguistics, philology, international affairs, history and
archeology. There is no scientific research made in collaboration with FEFU professors. Also, there
are no North Korean masters degree holders or postgraduates in FEFU.
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Annex 26: Media Report about an agreement signed between Universities of DPRK and Mexico,
30 September 2023

Agreement Signed between Universities of DPRK and Mexico

Pyongyang, September 30 (KCNA) -- An agreement on friendship and cooperation be-
tween Pyongyang University of Mechanical Engineering of the DPRK and Interamericana

University of the United Mexican States was made in Mexico on Sept. 22.

Pang Sun Chol, rector of Pyongyang University of Mechanical Engineering, and Jose Da-

vid Ortega, president of Interamericana University, signed the agreement. -0-

www.kcna.kp (Juchel12.9.30.)

Source: KCNA, http://www.kcna.kp/en/article/q/57633d9b44c6ddbal4a2deebaeb564f6.kcmsf.
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Annex 27: Friendship agreement between Pyongyang University of Mechanical Engineering of
DPRK and Interamericana University in Mexico

CONVENIO DE COLABORACION DE AMISTAD QUE CELEBRAN,

POR UNA PARTE, LA UNIVERSIDAD MAQUINARIA DE

PYONGYANG DE LA REPUBLICA POPULAR DEMOCRATICA

DE COREAY, POR LA OTRA, LA UNIVERSIDAD
INTERAMERICANA A.C., EN ADELANTE “LA INTER”
DE LOS ESTADOS UNIDOS MEXICANOS

DECLARACIONES

La Universidad Maquinaria de Pyongyang de la Reptblica Popular
Democratica de Corea y la Universidad Interamericana de Puebla de los Estados

Unidos

Mexicanos (en adelante se denominari AMBAS PARTES) acordaron

celebrar el presente Convenio para establecer una COLABORACION DE
AMISTAD entre las dos Universidades y realizar la cooperacion de forma mutua en
el campo de la educacion y la ciencia y técnica, reconociendo que:

“LA UNIVERSIDAD MAQUINARIA DE PYONGYANG™:

1L

1.

Se ha fundado el Primero de Septiembre de 1959 y tiene la mision de la
Universidad rectora que forma talentosos técnicos mecanicos de varias
ramas de la economia nacional que poseen los conocimientos cientifico-
técnicos de alto nivel y la capacidad mental.

Es una Institucién que imparte estudios de nivel superior de varias ramas
como ingenieria de produccion maquinaria, ingenieria de materia.
tecnologia de informacion. ingenieria mecanica, ingenieria de equipos de
transporte. tecnologia de automatizacion, etc., asi como diplomados.
seminarios y talleres. '

Que cuenta con domicilio oficial ubicado en el Barrio Munhung No.1,
Distrito Taedongang. Pyongyang.

“LA INTER”:;

1L

I11.

Que es una institucion de Educacion Superior que imparte estudios de nivel
superior en sus tipos de licenciatura con reconocimiento de validez oficial
de estudios otorgado por la Secretaria de Educacion Publica del Estado de
Puebla, y registro ante la Direccion General de Profesiones clave
21MSUBB90E. asi como diplomados. cursos, seminarios y talleres en
diferentes areas del conocimiento. ’

Que cuenta con domicilio fiscal ubicado en Avenida del Castillo 5933 INT
7, Colonia Lomas de Angelopolis, Puebla, Puebla, México, con Registro
Federal de Contribuyentes nimero UIN850703TQ4.

Que en la mision de “LA INTER™ estd el ayudar en el proceso de

1
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IV.

El

formacion integral de cada uno de sus estudiantes, para que sean personas
integras, excelentes profesionistas, con grandes capacidades de liderazgo y
de sostener y dirigir su propia superacion. Estar comprometido mediante la
colaboracion con otras instituciones nacionales y extranjeras para el
desarrollo de programas académicos. cientificos, tecnologicos, culturales y
deportivos que permitan reforzar los valores de Excelencia Académica
Mejoramiento Continuo, Servicio de la Comunidad y la Honestidad
Profesional

Ser una Asociacion Civil constituida conforme a las leyes mexicanas.
segan consta en la escritura puiblica no. 12107 del volumen No. 17 de fecha
del 28 de junio de 1985 ante la fe del Lic. Victor Manuel Cortéz Leyva,
Notario Publico nimero veintinueve de Puebla Capital. México.

presente Convenio se realizara al tenor de las siguientes clausulas:

CLAUSULA 1

AMBAS PARTES establecen la relacion de amistad con el objetivo de afianzar
la cooperacion en el campo de la educacion y la ciencia.

CLAUSULA I

AMBAS PARTES proveen en sus respectivas bibliotecas las publicaciones,
fotos, videos y otros libros de la contraparte y promueven ser utilizados.

CLAUSULA III

AMBAS PARTES acuerdan emprender acciones para el desarrollo de los
siguientes rubros:

2
3.

Intercambio cultural entre estudiantes, docentes y administrativos de ambas
instituciones.

Proyectos de investigacion conjunta.

Participacion en eventos, simposios, talleres. conversatorios v otros de
similares caracteristicas de naturaleza cientifico-técnica, académica y de
extension.

- Publicaciones conjuntas e Intercambio de informacion académica y

cientifica de interés.

. Organizacién de conferencias, seminarios, clases espejo y otras actividades

similares.

. Otras formas de colaboracion en dreas de interés para ambas instituciones.

CLAUSULA IV -
AMBAS PARTES REALIZARAN EL INTERCAMBIO DE LAS
2
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SIGUIENTES MANERAS:

2,

El intercambio que se realizara sera manera CULTURAL debido a que los
programas de estudio que se ofertan en ambas Universidades nos son
compatibles.

Los candidatos al intercambio deberan reunir los requisitos establecidos por
la institucion receptora quien serd la encargada de tomar la determinacion
final sobre la admision de cada estudiante, docente o administrativo. Para
ello, la universidad de origen asignara un responsable que asegure y filtre
dichos candidatos, previo al proceso de seleccion.

La Universidad de origen debera asegurar que el estudiante adquiera un
seguro de gastos médicos mayores internacional que incluya cobertura por
accidente, enfermedad (menor, mayor y SARS-CoV-2), repatriacién de
restos y que no solicite el concepto de deducible, coaseguro ni reembolso.
AMBAS PARTES acuerdan no brindar beneficios econémicos o especie a
los estudiantes, docentes o administrativos de intercambio. De tal manera
que los gastos de alojamiento, manutencion, libros y otro material escolar,
correran a cargo de cada estudiante.

AMBAS PARTES se comprometen en brindar a los estudiantes, docentes o
administrativos de intercambio la asesoria cultural necesaria durante su
estancia.

AMBAS PARTES ACUERDAN ELABORAR Y AUTORIZAR

PROYECTOS DE INVESTIGACION. PUBLICACIONES. PARTICIPACION EN
EVENTOS, CLASES ESPEJO, ETC. DE LAS SIGUIENTES MANERAS:

Elaborar una planeacion previa al inicio de cada uno de los proyectos,
misma donde se proyectara la logistica y acuerdos de trabajo, tales como:
ObjetIVOS designacion de roles y responsabilidades de cada una de las
instituciones y los miembros que participan, plazos de cumplnmlento
fuentes, formas de financiamiento. intercambio, participacion de
especialistas u otros.

Dentro de dicha planeacion se esnpulara los temas de propiedad intelectual
que llegardn a derivar de la ejecucion de cada uno de los proyectos.

La planeacion debera ser autorizada documentalmente por cada uno de los
representantes de las Universidades involucradas.

CLAUSULAV

AMBAS PARTES se comprometen a respetar las propiedades intelectuales
preexistentes a la firma de este convenio en Lualqulera de sus modalidades, asi
como las propnedades intelectuales que surjan de la ejecucién de los proyeclos
programas de investigaciones conjuntas y otros ejecutados en el marco del presente
acuerdo.
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CAUSULA VI

El intercambio de estudiantes sera administrado, gestionado y coordinado a
través de los organismos técnicos correspondientes en ambas instituciones. En la
“UNIVERSIDAD MAQUINARIA DE PYONGYANG™ la unidad encargada sera la
Seccion de Asuntos Exteriores y en “LA INTER™, la unidad encargada sera la
Direccion de Extension Universitaria.

Estos encargados discutiran periédicamente la ejecucion de dicho Convenio y
supervisara y evaluara los temas realizados dentro del marco del presente Convenio.

CLAUSULA VII

El presente Convenio tendra una duracion de 5 afios de vigencia y se
prorrogara automaticamente por periodos similares a menos de que una de las Partes
no presente por escrito de anular el presente Convenio con 6 meses de anticipacion.

CLAUSULA VIII

El presente Convenio entra en vigencia a partir de la fecha de suscripcién.

Ambas Partes suscriben el presente Convenio al 22 del mes de septiembre del
afio 2023 en Pyongyang, Capital de la Republica Popular Democratica de Corea en
dos ejemplares; en idioma coreano y en el espaiiol, de igual tenor.

Rector Rector
En representacion de En representacion de
la Universidad Maquinaria de la Universidad Interamericana
Pyongyang de la Repiiblica de Puebla de los Estado
Popular Democritica de Corea Unidos Mexicanos
4

Source: The Panel, annotated by the Panel.
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Translated from Spanish

Agreement on friendly collaboration concluded by Pyongyang Mechanical University of
the Democratic People’s Republic of Korea, of the one part, and the Universidad Intera-
mericana, A.C., hereinafter “Inter”, of the United Mexican States, of the other part

Representations

Pyongyang Mechanical University of the Democratic People’s Republic of Korea
and the Universidad Interamericana de Puebla of the United Mexican States, hereinafter re-
ferred to as “the two parties”, agree to enter into the present agreement to establish friendly
collaboration between the two universities and to engage in mutual cooperation in the
fields of education, science and technology, recognizing the information set out below.

“Pyongyang Mechanical University”:

I.  Was founded on 1 September 1959 and, as a leading university, seeks to train
talented mechanical technicians of various sectors of the national economy,
who possess high-level scientific and technical knowledge and mental abili-
ties.

II.  Is an institution that offers advanced studies in various fields such as machine
production engineering, materials engineering, information technology, me-
chanical engineering, transportation equipment engineering and automation
technology, as well as diploma courses, seminars and workshops.

III.  Has its official domicile at Munhting [-dong, Taedonggang District, Pyong-

yang.
“Inter”:

I.  Is ahigher-education institution that offers advanced studies leading to bache-
lor’s degrees, which are officially recognized by the Secretariat of Public Ed-
ucation of the State of Puebla and are registered with the General Directorate
of Professions (code 21MSUS8890E), as well as diploma programmes,
courses, seminars and workshops in different areas of knowledge.

II.  Has its fiscal domicile at Avenida del Castillo 5933 INT 7, Colonia Lomas de
Angeldpolis, Puebla, Puebla, México, with Federal Taxpayer Registration
number UIN850703TQ4.

II.  Seeks to facilitate the comprehensive training of each of its students, to enable
them to become integrated people and excellent professionals with strong ca-
pacities for leadership and for sustaining and directing their own growth. “In-
ter” is also committed to collaborating with other national and foreign institu-
tions on the development of academic, scientific, technological, cultural and
athletic programmes that reinforce the values of academic excellence, contin-
uous improvement, community service and professional honesty.
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IV.  Isacivil association under Mexican law, pursuant to Public Deed No. 12107
of volume No. 17 dated 28 June 1985, executed before Victor Manuel Cortez
Leyva, Notary Public No. 29 of the city of Puebla, México.

The present agreement shall be implemented in accordance with the covenants set out be-
low.

Covenant |

The two parties shall establish friendly relations in order to strengthen cooperation
in the field of education and science.

Covenant 11

Each party shall provide in its libraries publications, photos, videos and other mate-
rials from the other party, and shall promote their use.

Covenant III
The two parties agree to take steps to develop the following initiatives:

1. Cultural exchange between students, teachers and administrative staff of both
institutions

2. Joint research projects

3. Participation in events, symposiums, workshops, talks and other similar activ-
ities focused on scientific and technical, academic and outreach-related mat-
ters

4. Joint publications and exchange of academic and scientific information of in-
terest

5. Organization of conferences, seminars, collaborative online courses and other
similar activities

6. Other forms of collaboration in areas of interest to both institutions

Covenant IV
1. The two parties shall carry out exchanges in the manner described below.

e The exchanges to be carried out shall be cultural in nature, as the programmes
of study offered at the two universities are not compatible.

e Candidates for exchange shall meet the requirements established by the receiv-
ing institution, which shall be responsible for making the final determination
regarding the admission of each student, teacher and administrative staff mem-
ber. For this purpose, the sending university shall designate a person to vet and
screen such candidates before the selection process.
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e The sending university shall ensure that the student obtains international insur-
ance for major medical events, which shall include coverage for accidents, ill-
nesses (minor, major and severe acute respiratory syndrome coronavirus 2
(SARS-CoV-2)) and the repatriation of remains, and shall not require a de-
ductible, coinsurance or reimbursement.

e The two parties agree not to provide financial or in-kind benefits to students,
teachers and administrative staff involved in exchanges. The cost of accommo-
dation, meals, books and other school supplies shall therefore be paid by each
student.

e The two parties agree to provide students, teachers and administrative staff in-
volved in exchanges with the necessary cultural advice during their stay.

2. The two parties agree to develop and authorize research projects, publications,
participation in events, collaborative online courses and other initiatives in the
manner described below.

e Prepare a plan before the beginning of each project, covering logistics and
work arrangements including objectives, designation of the roles and responsi-
bilities of each of the participating institutions and members, deadlines,
sources, funding methods, exchange, participation of specialists and others.

e This plan shall stipulate the intellectual property-related issues that shall arise
from the implementation of each project.

e Each of the representatives of the universities involved shall draw up docu-
ments authorizing the plan.

Covenant V

Both parties agree to respect intellectual property existing before the signing of this
agreement, whatever its form, as well as intellectual property arising from the implementa-
tion of projects, joint research programmes and other initiatives under the present agree-
ment.

Covenant VI

Student exchanges shall be administered, managed and coordinated through the ap-
propriate technical bodies at both institutions. At “Pyongyang Mechanical University”, the
relevant unit shall be the Foreign Affairs Section, and at “Inter”, the relevant unit shall be
the University Outreach Department.

These bodies shall periodically discuss the implementation of this agreement and
shall supervise and evaluate the activities conducted under the agreement.

Covenant VII

The present agreement shall have a period of validity of five years and shall auto-
matically be extended for similar periods unless one of the parties cancels it in writing six
months in advance.

Covenant VIII
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The present agreement shall enter into force on the date of signature.

The two parties hereby sign the present agreement on 22 September 2023 in Pyong-
yang, capital of the Democratic People’s Republic of Korea, in two copies, in the Korean
and Spanish languages, both texts being identical in meaning.

(Signed) NN

Rector

On behalf of Pyongyang Mechanical University of the Democratic People’s Re-
public of Korea

(Signed) NG
Rector

On behalf of the Universidad Interamericana de Puebla of the United Mexican
States
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Annex 28: Reply from Swedish Migration Agency

The Panel previously reported that two DPRK researchers from Pyongyang U_nivers'ity of Science
and Technology studying Ph.D. course at a Swedish university finished their life science research
courses in 2019 and 2020. Of two the students, the Panel found that one student who had graduated

from the course in 2020 was then employed by another research institute in Sweden?"’,

/‘\ 2023-12-27
3 \ Reference: 50-294426/12-442674

Migrationsverket Your reference S/AC.49/2023/PE/OC.28

OFFICIAL LETTER

Swedish Migration Agency
Legal Affairs Department

dppa-poel1874@un.org

Dear Sir/Madam,

Please accept my sincerest apologies for our late reply in this matter.

The Swedish Migration Agency (the Agency) has received a letter from the
United Nations Security Council Panel of Experts on the Democratic People’s
Republic of Korea with the request to answer questions in an attachment. The
Agency has already provided the required information, this was done last year
when a similar request was sent to the Swedish authorities. In this context, it
may be relevant to add that both individuals to whom the inquiry refers have
left Sweden.

Yours faithfully,

Deputy Director of Legal Affairs

Source: Member State.

207 §/2022/668, para. 15 and annex 12.
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Annex 29: Letter to the 1718 Committee from 55 Member States regarding the oil cap, their re-

port and accompanying imagery

Excellency,

On behalf of the Permanent Missions of Albania, Australia, Austria, Belgium, Bosnia and
Herzegovina, Bulgaria, Canada, Chile, Costa Rica, Croatia, Cyprus, Czech Republic, Denmark,
Dominican Republic, Estonia, Finland, France, Georgia, Germany, Greece, Guatemala, Hungary,
lceland, Ireland, Israel, Italy, lapan, Jordan, Latvia, Liberia, Liechtenstein, Lithuania, Luxembourg,
Malta, the Marshall Islands, Micronesia, Moldova, Montenegro, Netherlands, New Zealand,
Morway, Palau, Peru, Poland, Portugal, Qatar, the Republic of Korea, Romania, Slovak Republic,
Slovenia, Spain, Tlrkiye, Ukraine, and the United Kingdom, and the United 5tates Mission to the
United Nations, we have the honor to submit to the 1718 Committee a request for the
Committee Secretary to take the actions described in operative paragraph 5 of Resolution 2397
because the aggregate amount of refined petroleum products sold, supplied, or transferred to
the Democratic People’s Republic of Korea (DPRK) in 2023 has exceeded the annual cap of
500,000 barrels.

Attached please find a report, sponsored by the above Member States, detalling
observations of illicit DPRE-refined petroleum imports, which exceed the 500,000-barrel refined
petroleum cap set in UNSCR 2397, In total, we have documented 87 unreported deliveries of
refined petroleum products to DPRK ports between January 1 and September 15, 2023, When
aggregated, these deliveries represent 1,523,381 barrels of illicit imports. We are providing

satellite imagery as evidence for all of these cases.
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Specifically, we request the following actions be taken:

We request the 1718 Committee Secretary issue a public note verbale to all UN Member
States that the aggregate amount of refined petroleum products sold, supplied, or
transferred to the DPRK in 2023 has exceeded the cap set by the Security Council and
inform Member States that they must immediately cease selling, supplying, or
transferring refined petroleum products to the DPRK for the remainder of the year.

We request the Chair to issue a Committes press release to inform the general public of
this information.

We further request this note verbale and press release include a call for all Member
States to immediately exercise enhanced vigilance regarding the DPRK attempting to
procure additional refined petroleum products and to prevent illicit ship-to-ship
transfers of refined petroleum products to vessels owned, controlled, or acting on behalf
of or working in cooperation with the DPRK.

We further request the 1718 Committee Secretary update the website to include the
illicit refined petrolzum imports in our report and show the aggregate amount of refinad
petroleum products sold, supplied, or transferred to the DPREK in 2023 has exceeded the
cap set by the Security Council using the conversion rate and other information in the
report.

We request the Chair circulate our report to the 1718 Committee and our proposal for

Committes action by November 21, 2023, under the regular five-day NOP process.

Accept, Excellency, the renewsad assurances of our highest consideration.

[Permanent representatives of Albania, Australia, Austria, Belgium, Bosnia and
Herzegovina, Bulgaria, Canada, Chile, Costa Rica, Croatia, Cyprus, Czech Republic, Denmark,
Dominican Republic, Estonia, Finland, France, Georgia, Germany, Greece, Guatemala, Hun-
gary, Iceland, Ireland, Israel, Italy, Japan, Jordan, Latvia, Liberia, Liechtenstein, Lithuania,
Luxembourg, Malta, the Marshall Islands, Micronesia, Moldova, Montenegro, Netherlands,
New Zealand, Norway, Palau, Peru, Poland, Portugal, Qatar, the Republic of Korea, Roma-
nia, Slovak Republic, Slovenia, Spain, Tiirkiye, Ukraine, the United Kingdom and the United
States of America
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Report to the UN 1718 Committee: The DPRK's Breach of the UNSCR 2397 Refined Petroleum
Cap

Albania, Australia, Austria, Belgium, Bosnia and Herzegovina, Bulgaria, Canada, Chile, Costa Rica,
Croatia, Cyprus, Czech Republic, Denmark, Dominican Republic, Estonia, Finland, France,
Georgia, Germany, Greece, Guatemala, Hungary, Iceland, Ireland, Isragl, Italy, Japan, Jordan,
Latvia, Liberia, Liechtenstein, Lithuania, Luxembourg, Malta, the Marshall Islands, Micronesia,
Moldova, Montenegro, Netherlands, New Zealand, Norway, Palau, Peru, Peland, Portugal, Qatar,
the Republic of Korea, Romania, Slovak Republic, Slovenia, Spain, Tarkiye, Ukraine, the United
Kingdom, and the United States remain gravely concerned regarding large-scale evasion of
restrictions the UN Security Council has imposed on the Democratic People’s Republic of Korea's
(DPRK) import of refined petroleum products. UN Security Council resolution UNSCR 2357,
operative paragraph (OP) 5, limits the DPRK to importing no more than 500,000 barrels of
refined petroleum per year. Any Member State supplying, selling, or transferring refined
petroleum products is required to submit reports to the UN 1718 Committes informing it of the
transfer every 30 days in order to allow the Committee to maintain an accounting of the DPRK's

imports.

Moreover, UNSCR 2375 OP 11 prohibits UN Member States from engaging in ship-to-ship (STS)
transfers with any DPRK-flagged vessel of any goods or items that are being supplied, sold, or
transferred to or from the DPRK. Nevertheless, DPRK-flagged vessels continue to conduct 5TS
transfers on a regular basis as the DPRK's primary means of importing refined petroleum. The
information in this report demonstrates that the DPRK has exceeded the UNSCR 2337 annual

500,000-barrel cap for 2023.
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This submission further affirms previous submissions from 2018, 2019, 2020, 2021, and 2022
(see 5/AC.49/2018/NOTE.213, 5/AC.49/2019/NOTE. 134, 5/AC.49/2020/COMM.254,
S/AC.45/2021/NOTE.105, and S/AC.49/2022/NOTE.61) and Panel of Experts reporting (see
maritime sections of 5/2018/171, 5/2019/171, 5/2019/691, 5/2020/151, 5/2020/840,
5/2021/211, 5/2021/777, 5/2022/132, 5/2022/668 and 5/2023/171) that exhaustively
demonstrated and detailed the illicit practices employed by the DPRK to circumvent UNSCR-
mandatad restrictions on its ability to import refined petroleum products. As a result, this
report will not seek to repeat in detail the specific information the DPRK's evasive practices
outlined in previous formal submissions to the UN 1718 Committee. These practices continue
unabhated, but the DPRK utilizes an ever-evolving fleet of vessels under its flag or its direct

control to perpetrate pervasive and ongoing sanctions evasion.

This report demonstrates that the DPRK continues to conduct UN-prohibited STS transfers and
imports of refined petroleum that are not reportad to the 1718 Committee as required, and
again this year has exceeded the UNSCR 2397 OP 5 refined petroleum products cap of 300,000
barrels per annum. This report supplies imagas and import volume data for vessels that
continue to make deliveries of refined petroleum into DPRK ports and in the DPRK's territorial
sea, without these deliveries baing reported to the UN 1718 Committee. 5TS transfers of any
cargo are explicitly prohibited by UNSCR 2375, so the relevant Member States invalved in
supplying refined petroleum products to DPRK tankers fail to report these volumes to avoid self-
incrimination. As a result, the UN 1718 Committee’s official accounting of the DPRK's imports

vastly underrepresents the volume of refined petroleum products that actually enter the DPRK.
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The overarching purpose of UNSCR 2397's provision limiting the DPRK's ability to import refined
petraleum products is to limit the DPRK's ability to develop weapons of mass destruction
(WMD) and ballistic missiles, which are a threat to international peace and security and are
prohibited by numerous UNSCRs. The restriction on the DPRK's refined petroleum products
imports is critical to ensuring that the DPRK chooses to halt these prohibited programs and
completely denuclearize. If the DFRK is able to continue evading international sanctions, it has
little incentive to make such choices. As long as the DPRK continues to import refined
petroleum products in excess of the UN-mandated cap with limited accountability at the UN,
UNSCR 2337 OP 5 will remain ineffectual — which also undermines both the DPRK UNSCRs as

well as the UN 1718 Committee.

These deliveries have significantly contributed to a substantial breach of the 500,000-barrel
annual cap set by UNSCR 2357. We astimate that, this year along, the DPRK has imported over
1,523,381 barrels via 87 confirmed tanker deliveries as of September 15, 2023. Again in 2023,
refined petroleum transfers to the DPRK utilized DPRK-flagged vessels, a change from previous
years when foreign-flaggad delivery vessels directly unloaded petroleum at DPRK ports. Due to
COVID-19 restrictions, oil was acquired by DPRK-flagged ships from foreign flagged vessels via
5TS, and those laden DPRK-flagged ships then underwent quarantine measuras outside of the

lock-gates near DPRK ports prior to delivering their petroleum cargoes.

As discussed in previous submissions on the DPRK's breach of the import cap in 2018, 2015,

2020, 2021, and 2022, this report cannot provide an exact figure for each delivery of refined
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petroleum products to the DPRE, as that information is not readily available to any UN Member
State other than the DPRK. This report instead calculates how much petroleum was acquired by
the DPRK based on each vessel's dead weight tonnage, with estimates for each ship at two
different levels of cargo storage capacity — 90 percent and 60 percent of the vessels’ dead
weight tonnage. It is highly likely that DPRK tankers deployed in search of precious and limited
refined petroleum and fuel via STS transfers or engaging in direct deliveries would arrive in
DPRK ports with as much of their cargo capacities full {i.e., 90 percent calculation). The
expenditure of scarce resources and fuel consumption by the tanker itself, the risks of tanker
disruption or interdiction, and the DPRK's dependence on importing refined petroleum would
not justify the tanker in question returning to port with less than 30 percent of its cargo storage

capacity filled.

We are providing images that document 87 deliveries of refined petraleum products to DPRK
ports, which, when aggregated, represent 1,523,381 barrels of illicit imports — constituting a
clear breach of the cap imposed by UNSCR 2397 OP 5, based on the 30 percent metric. Even if
each of these tankers delivered only 60 percent of their capacity in these 87 deliveries, which
would be neither financially nor logistically sound, the estimated volume (1,015,588 barrels)
would still represent a breach of the annual cap. Table 1 below documents each of these
transfers and provides an associated volume. Table 2 below graphically depicts the DPRK's
import of refined petroleum between January 1 and September 15, 2023,

Please refer to pages one through five of the attached Annex.
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Given the information provided herein, we request that the 1718 Committze immediately make
an official determination that the aggregate amount of refined petroleum products sold,
supplied, or transferred to the DPRK in 2023 has exceeded the 500,000-barrel annual cap and
inform Member States that they must immediately cease selling, supplying, or transferring
refined petroleum products to the DPRK for the remainder of the year. Similarly, the Panel of
Experts is requested to review this report’s analysis and underlying information in order to
make a determination in its next report on the volume of refined petroleum product imports to
the DPRK and the associated implications for the implemeantation of UNSCR 2357's refined

petroleum product import cap.

See Appendix 1 for more information on vessels that have discharged refined petroleumn in

2023,

Please refer to pages five through 126 of the attached Annex.
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2023 DPRK Unreported Seaborne Petroleum
Imports (BBLs) January 01 — September 15

1,481,200
1,418,774 R

1,381,628

1,523,381

1,095,854

987,467

921086 242849

1,015,588
734,416
489,611

339,707

226,472

71,177
January Febiruary March April May June July August September
{7 Deliveries) (13 Deliveries) (9 Deliveries) (14 Deliveries) (21 Deliveries) (15 Deliveries) (2 Deliveries) (4 Deliveries) (2 Deliveries)
e §0%% e 60%

Delivery Metric Delivery Metric 90%

Arrival Date Vessel Name Dead Weight
Tonnage

60% Laden Laden
1 Nampo 03-JAN-23 8916293 Sin Phyong 9 1,150.0 690.0 1,035.0
2 Nampo 08-JAN-23 8848276 Po Chon 3,538.0 2,122.8 3,184.2
3 Nampo 18-JAN-23 8720436 Kum Un San 2,070.0 1,242.0 1,863.0
4 Nampo 18-JAN-23 8865121 Sin Pyong 5 3,295.0 1,977.0 2,965.5
5 Hungnam  19-JAN-23 8021579 Sin Phyong 14 949.0 569.4 854.1
6 Nampo 25-JAN-23 8660313 Chon Ma San 3,565.0 2,139.0 3,208.5
7 Nampo 27-JAN-23 8898740 Ji Song 6 1,250.0 750.0 1,125.0
8 Nampo 02-FEB-23 9129653 Paek Yang San 1 5,403.0 3,241.8 4,862.7
9 Nampo 05-FEB-23 7408873 Sam Jong 2 2,507.0 1,504.2 2,256.3
10  Nampo 05-FEB-23 8604917 YuJong 2 1,206.0 723.6 1,085.4
11 Nampo 08-FEB-23 8817007 Sin Phyong 2 2,105.0 1,263.0 1,894.5
12 Nampo 10-FEB-23 8610461 Kum Ryong 3 1,998.0 1,198.8 1,798.2
13 Nampo 14-FEB-23 8708684 Kum Jin Gang 2 1,988.0 1,192.8 1,789.2
14 Nampo 14-FEB-23 8791667 Chang Hae 1 4,983.0 2,989.8 4,484.7
15 Hungnam  14-FEB-23 8021579 Sin Phyong 14 949.0 569.4 854.1
16  Nampo 16-FEB-23 8711021 Chil Bo San 1,999.0 1,199.4 1,799.1
17  Nampo 19-FEB-23 7389704 Rye Song Gang 1 3,003.0 1,801.8 2,702.7
18 Nampo 21-FEB-23 9066978 Paek Ma 2,250.0 1,350.0 2,025.0
19  Chongjin 23-FEB-23 8916293 Sin Phyong 9 1,150.0 690.0 1,035.0
20  Nampo 26-FEB-23 7636638 Wol Bong San 4,969.0 2,981.4 4,472.1
21  Nampo 04-MAR-23 8865121 Sin Pyong 5 3,295.0 1,977.0 2,965.5
22 Chongjin 13-MAR-23 8021579 Sin Phyong 14 949.0 569.4 854.1
23 Nampo 19-MAR-23 7303803 AnSan 1 3,003.0 1,801.8 2,702.7
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24
25
26
27
28
29
30
31
32
33

35
36
37
38
39
40
41
42
43

45
46

47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63

65
66
67
68
69

Nampo
Nampo
Nampo
Nampo
Nampo
Nampo
Nampo
Nampo
Nampo
Nampo
Nampo
Nampo
Chongjin
Nampo
Nampo
Nampo
Nampo
Songnim
Nampo
Nampo
Nampo
Nampo
Nampo

Songnim
Nampo
Nampo
Nampo
Nampo
Nampo
Nampo
Nampo
Nampo
Nampo
Nampo
Nampo
Nampo
Songnim
Nampo
Nampo
Nampo
Nampo
Nampo
Nampo
Songnim
Nampo
Nampo

Arrival Date

19-MAR-23
19-MAR-23
29-MAR-23
29-MAR-23
30-MAR-23
30-MAR-23
02-APR-23
02-APR-23
02-APR-23
07-APR-23
07-APR-23
09-APR-23
11-APR-23
16-APR-23
18-APR-23
20-APR-23
20-APR-23
21-APR-23
24-APR-23
26-APR-23
01-MAY-23
01-MAY-23
01-MAY-23

Arrival Date

01-MAY-23
01-MAY-23
01-MAY-23
01-MAY-23
06-MAY-23
08-MAY-23
08-MAY-23
11-MAY-23
16-MAY-23
16-MAY-23
16-MAY-23
19-MAY-23
22-MAY-23
23-MAY-23
25-MAY-23
25-MAY-23
29-MAY-23
29-MAY-23
02-JUN-23

02-JUN-23

02-JUN-23

03-JUN-23

10-JUN-23

N/A

8817007
7408873
8610461
9132612
8720436
8916293
8604917
8106496
8610461
8691702
8711021
8865121
8660313
8405311
8817007
8791667
8720436
9045962
8605026
8708684
8898740
8691702

8720436
8604917
8610461
8705539
7408873
N/A

7303803
8916293
8865121
7636638
8610461
8660313
8708684
8705539
8405311
8312497
8708684
8610461
9054896
8691702
8720436
8122347
8708684

Vessel Name

Un Hung 8

Sin Phyong 2
Sam Jong 2
Kum Ryong 3
Nam Dae Bong
Kum Un San
Sin Phyong 9
Yu Jong 2

Sam Ma 2
Kum Ryong 3
Yu Son

Chil Bo San

Sin Pyong 5
Chon Ma San
Sam Jong 1

Sin Phyong 2
Kum Jin Gang 3
Kum Un San
Un Hung
Kwang Chon
Kum Jin Gang 2
JiSong 6

Yu Son

Vessel Name

Kum Un San

Yu Jong 2

Kum Ryong 3
Ryong Jon

Sam Jong 2

Un Hung 8

An San 1

Sin Phyong 9
Sin Pyong 5
Wol Bong San
Kum Ryong 3
Chon Ma San
Kum Jin Gang 2
Ryong Jon

Sam Jong 1
Song Won 2
Kum Jin Gang 2
Kum Ryong 3
ASa Bong

Yu Son

Kum Un San
Nam San 8

Kum Jin Gang 2

2,7333
2,105.0
2,507.0
1,998.0
4,999.0
2,070.0
1,150.0
1,206.0
1,731.0
1,998.0
3,398.0
1,999.0
3,295.0
3,565.0
1,665.0
2,105.0
4,983.0
2,070.0
3,685.0
1,966.0
1,988.0
1,250.0
3,398.0

Dead Weight
Tonnage

2,070.0
1,206.0
1,998.0
2,889.0
2,507.0
2,7333
3,003.0
1,150.0
3,295.0
4,969.0
1,998.0
3,565.0
1,988.0
2,889.0
1,665.0
4,999.0
1,988.0
1,998.0
4,975.0
3,398.0
2,070.0
3150.0
1,988.0

Dead Weight
Tonnage

1,640.0
1,263.0
1,504.2
1,198.8
2,999.4
1,242.0
690.0

7236

1,038.6
1,198.8
2,038.8
1,199.4
1,977.0
2,139.0
999.0

1,263.0
2,989.8
1,242.0
2,211.0
1,179.6
1,192.8
750.0

2,038.8

Delivery Metric
60% Laden

1,242.0
7236

1,198.8
1,733.4
1,504.2
1,640.0
1,801.8
690.0

1,977.0
2,981.4
1,198.8
2,139.0
1,192.8
1,733.4
999.0

2,999.4
1,192.8
1,198.8
2,985.0
2,038.8
1,242.0
1,890.0
1,192.8

Delivery Metric
60% Laden

2,460.0
1,894.5
2,256.3
1,798.2
4,499.1
1,863.0
1,035.0
1,085.4
1,557.9
1,798.2
3,058.2
1,799.1
2,965.5
3,208.5
1,498.5
1,894.5
4,084.7
1,863.0
3,316.5
1,769.4
1,789.2
1,125.0
3,058.2

Delivery Metric
90% Laden

1,863.0
1,085.4
1,798.2
2,600.1
2,256.3
2,460.0
2,702.7
1,035.0
2,965.5
4,472.1
1,798.2
3,208.5
1,789.2
2,600.1
1,498.5
4,499.1
1,789.2
1,798.2
4,477.5
3,058.2
1,863.0
2,835.0
1,789.2

Delivery Metric
90% Laden
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70
71
72
73
74
75
76
77
78
79
80
81
82
83

85
86
87

Nampo
Nampo
Nampo
Nampo
Nampo
Chongjin
Nampo
Nampo
Hungnam
Nampo
Nampo
Chongjin
Nampo
Nampo
Hungnam
Songnim
Nampo
Nampo

15-JUN-23
16-JUN-23
23-JUN-23
23-JUN-23
23-JUN-23
23-JUN-23
27-JUN-23
28-JUN-23
28-1UN-23
28-JUN-23
19-JUL-23
27-JUL-23
09-AUG-23
09-AUG-23
31-AUG-23
31-AUG-23
08-SEP-23
14-SEP-23

Arrival Date “

8669589
8791667
8916293
N/A

8711021
8720436
8660313
7303803
8865121
8604917
8691702
8817007
8916293
N/A

8865121
8720436
8898740
8312497

Vessel Name

ABong 1
Kum Jin Gang 3
Sin Phyong 9
Un Hung 8
Chil Bo San
Kum Un San
Chon Ma San
An San 1

Sin Pyong 5
Yu Jong 2

Yu Son

Sin Phyong 2
Sin Phyong 9
Un Hung 8
Sin Phyong 5
Kum Un San
JiSong 6
Song Won 2

Dead Weight

Tonnage

3,250.0
4,484.7
1,150.0
27333

1,999.0
2,070.0
3,565.0
3,003.0
3,295.0
1,206.0
3,398.0
2,105.0
1,150.0
2,7333
3,295.0
2,070.0
1,250.0
4,999.0

Delivery Metric
60% Laden

1,950.0
2,690.8
690.0

1,640.0
1,199.4
1,242.0
2,139.0
1,801.8
1,977.0
7236

2,038.8
1,263.0
690.0

1,640.0
1,977.0
1,242.0
750.0

2,999.4

Delivery Metric
90% Laden

2,925.0
4,036.2
1,035.0
2,460.0
1,799.1
1,863.0
3,208.5
2,702.7
2,965.5
1,085.4
3,058.2
1,894.5
1,035.0
2,460.0
2,965.5
1,863.0
1,125.0
4,099.1
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M/T SIN PHYONG 9 Delivering Refined Petroleum
Nampo Petroleum Facility
38:42:56 N 125:22:07 E

200

ABB632221

MIT PO CHON Delivering Refined Petroleum
Nampo Petroleum Facility
38:42:56 N 125:22:06 E

MIT KUM UN SAN Delivering Refined Petroleum
Nampo Petroleum Facility
38:42:54 N 125:21:57 E
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18 January 2023 MIT SIN PHYONG 5 Delivering Refined Petroleum
Nampo Petroleum Facility
38:42:56 N 125:22:07 E

19 January 2023 M/T SIN PHYONG 14 Delivering Refined Petroleum
Hungnam Petroleum Facility
39:49:58 N 127:37:36 E

M/T CHON MA SAN Delivering Refined Petroleum
Nampo Petroleum Facility
38:42:55 N 125:21:57 E

EV1685364
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-
MIT JI SONG 6 Laden Offshore

Nampo Petroleum Facility
38:42:56 N 125:22:16 E

3

b s s e

M/T JI SONG 6 Unladen Offshore
Nampo Petroleum Facility
38:42:53 N 125:22:119 E

M/T PAEK YANG SAN 1 Delivering Refined Petroleum
Nampo Petroleum Facility
38:42:55 N 125:21:57 E
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- - ANE & TN
MIT SAM JONG 2 Delivering Refined Petroleum
Nampo Petroleum Facility
38:42:56 N 125:22:07 E

o e
o |
- —
M/T YU JONG 2 Delivering Refined Petroleum
Nampo Petroleum Facility
38:42:56 N 125:22:02 E

M/T SIN PHYONG 2 Delivering Refined Petroleum
Nampo Petroleum Facility
38:42:59 N 125:23:25 E

OW8499770

24-02094 169/627



S/2024/215

MIT KUM RYONG 3 Delivering Refined Petroleum
Nampo Petroleum Facility
38:42:55 N 125:21:57 E

JA6154996

M/T KUM JIN GANG 2 Delivering Refined Petroleum
Nampo Petroleum Facility
38:42:55 N 125:21:56 E

T
PC2523744

M/T CHANG HAE 1 Delivering Refined Petroleum
Nampo Petroleum Facility
38:42:56 N 125:22:07 E

TV8340692
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08 Fobruary 2023

14 Fobruary 2023

16 Fobruary 2023

M/T SIN PHYONG 14 Laden Offshore
Hungnam Petroleum Facility
39:48:41 N 127:37:39 E

M/T SIN PHYONG 14 Unladen
Hungnam Petroleum Facility
39:50:01 N 127:37:20 E

M/T CHIL BO SAN Delivering Refined Petroleum
Nampo Petroleum Facility
38:41:44 N 125:17:33 E

FJ3583390

VI6190797 |
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19 Fabruary 2023 M/T RYE SONG GANG 1 Delivering Refined Petroleum
Nampo Petroleum Facility
38:42:55 N 125:21:57 E

NYS746636

M/T PAEK MA Delivering Refined Petroleum
Nampo Petroleum Facility
38:42:55 N 125:21:57 E

MIT SIN PHYONG 9 Delivering Refined Petroleum
Chongjin Petroleum Facility
41:45:22 N 129:46:05 E
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M/T WOL BONG SAN Delivering Refined Petroleum
Nampo Petroleum Facility
38:42:55 N 125:21:57 E

4 March 2023
MIT SIN PYONG 5 Laden Offshore of the Nampo Petroleum Facllity
North Korea
38:42:26 N 125:22:33 E (V] 4

.
’
:

M/T SIN PYONG 5 Unladen Offshore of the Nampo Petroleum Facility
North Korea
38:42:26 N 125:22:33 E oy
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r -
M/T SIN PHYONG 14 Delivering Refined Petroleum
Chongjin Petroleum Facility
41:45:22 N 129:46:06 E

om
AT2905681

M/T AN SAN 1 Delivering Refined Petroleum
Nampo Petroleum Facility
38:42:55 N 125:21:58 E

0

AU6992397

M/T YUN HONG 8 Delivering Refined Petroleum
Nampo Petroleum Facility
38:42:00 N 125:18:17 E

—r—
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M/T SIN PHYONG 2 Delivering Refined Petroleum
Nampo Petroleum Facility

38:42:56 N 125:22:08 E S/2024/215

KN7549081

M/T SAM JONG 2 Delivering Refined Petroleum
Nampo Petroleum Facility
38:42:55 N 125:22:07 E

BD1108300

M/T KUM RYONG 3 Laden Outside
Nampo Lockgate
38:42:20 N 125:09:09 E

QD5566090
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M/T KUM RYONG 3 Unladen Inside
Nampo Lockgate
38:42:39 N 125:21:56 E

J01515960

30 March 2023

M/T NAM DAE BONG delivering refined petroleum to Nampo
Petroleum Facility

North Korea
38:41:43 N 125:17:33 E

M/T KUM UN SAN delivering refined
petroleum to Nampo Petroleum Facility
38:42:55 N 125:22:30 E

BQ3320601
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02 April 2023 M/T SIN PHYONG 9 delivering refined petroleum to Nampo
Petroleum Facility
North Korea
38:42:55 N 125:22:02 E

M/T YU JONG 2 delivering refined petroleum to
Nampo Petroleum Facility
North Korea
38:42:55 N 125:22:06 E

VU2231505

M/T SAM MA 2 and Unknown Converted Bulker
Conducting an STS Transfer Outside the
Nampo Lockgate, North Korea
38:39:56 N 124:47:57 E
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M/T SAM MA 2 and M/T JHONG YOOG YOU 2
Conducting an STS Transfer Outside the
Nampo Lockgate, North Korea
38:42:37 N 125:09:03 E

[ tom ]
JF6899000

M/T SAM MA 2 Delivering Refined Petroleum
to Nampo Petroleum Facility, North Korea
38:41:45 N 125:17:33 E

M/T KUM RYONG 3 Laden Outside the Nampo Lockgate
North Korea
38:42:09 N 125:09:21 E
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M/T KUM RYONG 3 Unladen Offshore of the Nampo Facility [ :m -
North Korea 4 1 .
38:42:49 N 125:22:16 E ,’4 ' E

M/T YU SON (IMO: 8691702)
Delivering Refined Petroleum
Nampo Petroleum Facility
38:42:54 N 125:21:57 E

M/T CHIL BO SAN delivering refined petroleum
to Nampo Petroleum Facility
38:41:09 N 125:08:57 E
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M/T CHIL BO SAN delivering refined petroleum
to Nampo Petroleum Facility
38:42:58 N 125:23:58 E

M/T SIN PYONG 5 delivering refined
to Chongjin Facility
41:45:21 N 129:46:05 E

M/T CHON MA SAN delivering refined
petroleum to Nampo Petroleum Facility
38:42:56 N 125:22:07 E
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MIT SAM JONG 1 delivering refined
petroleum to Nampo Petroleum Facility
38:42:55 N 125:22:02 E

M/T SIN PHYONG 2 delivering refined
petroleum to Nampo Petroleum Facility
38:42:55 N 125:22:03 E

M/T CHANG HAE 1 delivering refined
petroleum to Nampo Petroleum Facility
38:42:55 N 125:22:08 E
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M/T KUM UN SAN delivering refined
Facility

p

to
38:44:14 N 125:37:05 E

M/T UN HUNG delivering refined
petroleum to Nampo Petroleum Facility
38:42:45 N 125:21:59 E

T
DC1479588

MIT UN HUNG delivering refined
petroleum to Nampo Petroleum Facility
38:42:30 N 125:22:14 E
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M/T KWANG CHON delivering refined
petroleum to Nampo Petroleum Facility
38:42:34 N 125:23:34 E

M/T KWANG CHON delivering refined petroleum
to Nampo Petroleum Facility

o~ ]
BD6711480

M/T KUM JIN GANG 2 delivering re d
petroleum to Nampo Petroleum Facility

ETE.
HW3169319
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M/T KUM JIN GANG 2 (IMO: 8708684)
Unladen at Nampo Shipyard
Nampo Petroleum Facility
38:41:45 N 125:18:02 E

M/T JI SONG 6 (IMO: 8691702)
Laden Offshore of Petroleum Piers
Nampo Petroleum Facility
38:41:38 N 125:18:54 E

M/T JI SONG 6 (IMO: 8691702)
Unladen Offshore
Nampo Petroleum Facility
38:42:54 N 125:22:22 E
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M/T YU SON (IMO: 8691702)
Laden Offshore of Petroleum Piers
Nampo Petroleum Facility
38:41:52 N 125:19:53 E

T
QY1227295

M/T YU SON (IMO: 8691702)
Unladen Pier Side
Nampo Petroleum Facility
38:41:52 N 125:19:53 E

27 Apei 2023 M/T KUM UN SAN (IMO: 8720436)
Laden Offshore of Petroleum Piers
Songnim Petroleum Facility
38:42:09 N 125:21:32 €

24-02094 185/627



S/2024/215

186/627

M/T KUM UN SAN (IMO: 8720436)
Unladen Pier Side
Songnim Petroleum Facility
38:44:13 N 125:37:05E

ET
523780950

MIT YU JONG 2 delivering refined

petroleum to Nampo Petroleum Facility
3

M/T KUM RYONG 3 delivering petroleum
to N Petroleum Facility

CFB651706
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MIT RYONG JON delivering refined
petroleum to Nampo Petroleum Facility
38:42:01 N 125:18:18 E

RS5792820

- MIT SAM JONG 2 delivering refined
petroleum to Nampo Petroleum Facility
38:42:56 N 125:22:02 E

AW4286526

MIT UN HUNG 8 delivering refined

petroleum to Nampo Petroleum Facility
3E

242478121
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MIT UN HUNG 8 delivering refined

petroleum to Nampo Petroleum Facility
38:42:42 N 125:24:36 E

YD3048921

~j M/T AN SAN71 delivering refined
| petroleum to Nampo Petroleum Facility
38:42:00 N 125:18:16 E

0X2049380

11 MAY 2023 MI/T SIN PHYONG 9 delivering refined
petroleum to Nampo Petroleum Facility 40

DF6780838
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MIT SIN PYONG 5 delivering refined
petroleum to Nampo Petroleum Facility
38:42:55 N 125:22:07 E

M/T WOL BONG SAN delivering refined
petroleum to Nampo Petroleum Facility
38:42:54 N 125:21:57 E

M/T KUM RYONG 3 delivering refined
petroleum to Nampo Petroleum Facility
38:43:20 N 125:26:44 E

»
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M/T KUM RYONG 3 delivering refined
petroleum to Nampo Petroleum Facility
38:42:51 N 125:22:16 E

WES874141

M/T CHON MA SAN delivering refined
petroleum to Nampo Petroleum Facility
2 :58 E

1:54 N 125:

= F = . =
M/T CHON MA SAN delivering refined
petroleum to Nampo Petroleum Facility
38:42:48 N 125:22:38 E
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M/T KUM JIN GANG 2 delivering refined
petroleum to Nampo Petroleum Facility
38:40:57 N 125:08:38 E

- -

M/T KUM JIN GANG 2 delivering refined
petroleum to Nampo Petroleum Facility
38:41:45N 125:17:34 E

—

20

- 1
MIT RYONG JON delivering refined
petroleum to Songnim Petroleum Facility
38:44:14 N 125:37:04 E

KC9273765
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MIT SAM JONG 1 delivering refined
petroleum to Nampo Petroleum Facility
38:41:15 N 125:08:32 E

M/T SAM JONG 1 delivering refined
petroleum to Nampo Petroleum Facility
38:43:02 N 125:24:03 E

TN9227958

M/T SONG WON 2 delivering refined
petroleum to Nampo Petroleum Facility
38:41:50 N 125:04:22 E

VAB609648
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M/T SONG WON 2 delivering refined
petroleum to Nampo Petroleum Facility
38:42:58 N 125:23:24 E

1C7607612

M/T KUM JIN GANG 2 delivering refined
petroleum to Nampo Petroleum Facility
8 E

1 N 125:

M/T KUM RYONG 3 delivering refined
petroleum to Nampo Petroleum Facility
38

548510374

24-02094 193/627



S/2024/215

M/T ASABONG delivering refined

petroleum to Nampo Petroleum Facility
38:42:27 N 125:22:19 E

M/T ASABONG delivering refined
petroleum to Nampo Petroleum Facility
38:43:13 N 125:25:02 E

LM4057366

M/T CHANG HAE 2 delivering refined
petroleum to Nampo Petroleum Facility
38:42:55 N 125:21:58 E

ZK7462419
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M/T KUM UN SAN delivering refined
petroleum to Songnim Petroleum Facility
38:44:14 N 125:37:05 E

TP7411145

M/T KUM UN SAN delivering refined petroleum
to Songnim Petroleum Facility
38:44:14 N 125:37:04 E

e

e R ]l e IR M e
iz #’ M/T NAM SAN 8 delivering refined petroleum to ’4“ N o

=3 i A 2 d Nampo Petroleum Facility
W . - 38:42:54 N 125:21:56 E

-~ -~

S e
s ..:?/
o

N P,

L -

-
e
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M/T KUM JIN GANG 2 delivering refined
petroleum to Nampo Petroleum Facility
38:42:56 N 125:22:27 E

M/T HENG XING delivering refined
petroleum to Nampo Petroleum Facility
38:41:45 N 125:17:34 E

y ™

DX8902608

M/T CHANG HAE 1 delivering refined
petroleum to Nampo Petroleum Facility
38:40:37 N 125:10:10 E

¢

il

WD7081925
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M/T CHANG HAE 1 delivering refined
petroleum to Nampo Petroleum Facility
38:42:55 N 125:21:59 E

BD1152994

MIT SIN PHYONG 9 delivering refined petroleum
to Nampo Petroleum Facility
38:42:19 N 125:09:20 E

Enso97035

M/T SIN PHYONG 9 delivering refined petroleum to
Nampo Petroleum Facility
38:42:15N 125:21:16 E

KL9412515
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M/T UN HONG 8 delivering refined

petroleum to Nampo Petroleum Facility
38:42:56 N 125:22:06 E

XF5152866

M/T CHIL BO SAN delivering refin
petroleum to Nampo Petroleum Faci
38:42:56 N 125:22:06 E

-

»,
£

’
ade

/
./

Y08835478

M/T KUM UN SAN delivering refined
petroleum to Songnim Petroleum Facility
38:44:14 N 125: 03 E

CY9238315
=

198/627 24-02094



S/2024/215

M/T CHON MA SAN delivering refined
petroleum to Nampo Petroleum Facility
38:41:54 N 125:09:45 E

o]

M/T CHON MA SAN delivering refined
petroleum to Nampo Petroleum Facility
38:42:49 N 125:22:38 E

ZF9319250

M/T AN SONG 1 delivering refined

petroleum to Nampo Petroleum Facility
38:42:55 N 125:21:58 E

TJ5328470
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23 JUN.2024 | MIT SIN PYONG 5 delivering refined petroleum

~_ to Hungnam Petroleum Facility
39:48:51 N 127:37:25E

S~ . o
. .
. > . .
28 JuN 2023 M/T SIN PYONG 5 delivering refined
petroleum to Hungnam Petroleum Facility

39:49:58 N 127:37:36 E

M/T YU JONG 2 delivering refined

petroleum to Nampo Petroleum Facility

38:41:55 N 125:09:24 E

200/627

EETE

| oass1zees

XL9011120
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MIT YU JONG 2 delivering refined
petroleum to Nampo Petroleum Facility
38:42:54 N 125:21:33 E

20m

DU5397214

M/T CHANG HAE 2 conducting an STS transfer
with M/T NEW KONK in the Korean Bay
38:41:03 N 124:56:56 E

ERETE
TX6108315

M/T CHANG HAE 2 delivering refined cuina
petroleum to Nampo Petroleum Facility
38:42:55 N 125:22:04 E

V05381120
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MIT SIN PHYONG 2 delivering refined
petroleum to Chongjin Petroleum Facility
41:42:53 N 129:46:23 E

M/T SIN PHYONG 2 delivering refined
petroleum to Chongjin Petroleum Facility
41:45:22 N 129:46:05 E

GK4089103

M/T SIN PHYONG 9 (IMO: 8916293)
Laden Prior to Delivering Refined Petroleum
Outside West Sea Barrage
38:42:24 N 125:07:32 E

ED673887¢

202/627 24-02094



S/2024/215

M/T SIN PHYONG 9 (IMO: 8916293)
Unladen After Delivering Refined Petroleum
Nampo Petroleum Facility
38:42:12 N 125:22:08 E

EJ6787368

M/T UN HONG 8 (NO IMO NUMBER)
Laden Prior to Delivering Refined Petroleum
Outside West Sea Barrage
38:42:16 N 125:05:33 E

M/T UN HONG 8 (NO IMO NUMBER)
| | Unladen After Delivering Petroleum
Nampo Shipyard
38:41:50 N 125:18:05 E
Y

LT3159021
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- M/T SIN PHYONG 5 (IMO: 8865121)
. Laden Offshore
Hungnam Petroleum Facility
39:48:20 N 127:37:17 E
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=
M/T JI SONG & (IMO: 889874)
Laden Offshore
Nampo Petroleum Facility
38:42:00 N 125:09:33 E

M/T SONG WON 2 (IMO: 8312497)
Laden Offshore
Nampo Petroleum Facility
38:41:22 N 125:05:04 E

AHT211776
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M/T JI SONG 6 (IMO: 8898740)
Unladen Pier Side
Nampo Petroleum Facility

38:42:56 N 125:22:07 E

M/T SONG WON 2 (IMO: 8312497)
Unladen Offshore
Nampo Petroleum Facility
38:42:22 N 125:22:13E

WOB327903

Source: Member State.
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Annex 30: Positions of China and the Russian Federation on the letter from 55 Member States
regarding the oil cap dated 21 November 2023

Communication dated 28 November 2023 from the delegation of China to the Committee
Dear colleagues,
China takes note of the joint letter from some member states dated 20th November.

Over the years, we have witnessed several similar joint letters which contained same observations sup-
ported by unclear satellite photos from individual countries. For the content of the letter in consideration
is quite the same and based on same methodology, China is still in the same position that the Committee
should take actions on the basis of solid evidence and sufficient facts instead of crude estimation based
on assumptive conditions. It is neither scientific nor prudent for the report to draw such a conclusion
that the annual limit of refined petroleum has been exceeded.

Thus, China would like to put this proposal on hold.

Communication dated 29 November 2023 from the delegation of the Russian Federation to the
Committee

Dear colleagues,

Regarding the joint letter dated 20th November on the oil cap, Russia takes note of the proposed actions
by the Chair. Given the lack of the official first-hand information on the issue we oppose using contro-
versial sources, such as unclear satellite photos, as a basis for action of the Committee.

Therefore we would like to put the proposed draft note verbale and draft press release on hold.
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Annex 31: The Panel’s review of the report submitted by 55 Member States?*®

1. In their report, the 55 Member States wrote “the Panel of Experts is requested to review this report’s
analysis and underlying information in order to make a determination in its next report on the volume
of refined petroleum product imports to the DPRK and the associated implications for the implementa-
tion of UNSCR 2397’s refined petroleum product import cap.”

2. The Panel has no independent data sources to corroborate the estimates made in the Member States’
letter. DPRK tankers rarely employ AIS transmissions and are thus extremely difficult to track on mar-
itime monitoring systems, and only DPRK could confirm the exact quantity and types of refined petro-
leum products delivered by each tanker.

3. Deadweight tonnage (DWT) is the total of the weights of a vessel’s cargo, fuel, fresh water, ballast
water, provisions, and crew. According to industry standards, a vessel’s estimated maximum cargo
capacity is approximately 90% of its DWT (as stated on the website of the International Maritime Or-
ganization), although a vessel which was deliberately stripped back and sailing dangerously might carry
more than 90% of its DWT. [One expert agrees with this review only up to this point.]

Table 1: Reported deliveries (in barrels, rounded down to nearest 10,000 barrels) of refined oil
products, Nampo, Hungnam, Chonjin and Songnim, January- September 2023

1600000 1481000 1523000

1415000

1382000
1400000

1200000

1000000

ga700p 1016000

800000 521000 946000

431000

450000 nan

600000

400000 340000

200000 107000, 333000
226000
71000

lan (9 Feb (6 Mar (9 Apr(3 May (21  June (15 Jul (2 Aug (4 Sep (2
deliveries) deliveries) deliveries) deliveries) deliveries) deliveries) deliveries) deliveries) deliveries)

90% DWT (fully laden) = 60% DWT (2/2-tagen)

Source: 55 Member States, the Panel.

208 One expert agrees only with paras. 1-3.
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4. The Member States’ estimates, although based on observed deliveries in only the first nine months
of the year, indicate that the oil cap was breached in February (based on cargo capacity of 90% of DWT)
or April (60% of DWT). There could have been more unobserved deliveries of refined petroleum to
Nampo and the other ports in this period (at night, or under cloud cover), but not fewer.?%°

5. Finally, because the Panel is currently unable to distinguish between licit deliveries of refined oil
products reported to the 1718 Committee and illicit deliveries, the amounts of oil products in Figure
VIII of the main text might either be a part of the estimated deliveries in table 1 above or they should
be added to the estimates.

29 One expert disagrees with the inclusion of paragraph 4.
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Annex 32: Chon Ma San (IMO: 8660313)

Photograph of the UN-designated DPRK-flagged tanker Chon Ma San taken in 2020

Source: Member State.

In 2023, the DPRK-flagged Chon Ma San transited south into the East China Sea on a near- monthly
basis, of which on three occasions (March, May and September) she transited in the Taiwan Strait in an
area where multi-stage oil cargo transfers destined for the DPRK have been known to occur (see fig-
ure 1).

Satellite imagery provided by 55 Member States (annex 29) showed Chon Ma San offloading refined
petroleum at Nampo port on four occasions 21, putting the relevant dates of 16 April and 19 May 2023
at Nampo within a two-week timeframe following the tanker’s AIS transmissions on and around 29
March and 9 May 2023 identified in figure 1 below. This timeframe of off-load in the DPRK is con-
sistent with past Panel investigations tracking ship-to-ship transfers, where DPRK tankers would typi-
cally stay out for longer periods of time to maximize its oil cargo loads before returning home. Previous
imageries provided by a Member State of DPRK tankers at Nampo port have typically shown DPRK
tankers as heavily laden. Prior to 2023, Chon Ma San was last recorded transmitting AlS signal on the
same commercial maritime database in May 2020.

20 Chon Ma San was imaged at Nampo port on: 23 January, 16 April, 19 May and 27 June 2023.

210/627 24-02094



S/2024/215

Figure 1: Chon Ma San transiting into a sea area in the Taiwan Strait, March, May and September
2023

On and around 29 March 2023 On and around 9 May 2023 On and around 29 September 2023

North Korea North Korea Nort

% Seoul Seoul
» Ju

1 >0Uth Korea c t+h =
South Korea POUUTACIGS

jing (INg

£ \
)
, o
aX
w
CHON MA SAN]| ¢ *—_|CHON MA SAN]| ‘."¢_| CHON MA SAN|

Source: Windward, annotated by the Panel.

Chon Ma San has repeatedly delivered refined petroleum to the DPRK over the years®!! despite being
designated on 30 March 2018.21? In 2021, the Panel reported®® another ship-to-ship transfer on 8 Au-
gust the same year, between Chon Ma San and Diamond 8 (IMO: 9132612) in another known transfer
sea area in the DPRK’s economic exclusive zone (figure 2). Diamond 8, another FDDV that was widely
reported by the Panel, came under the DPRK’s fleet as of August 2021 sailing as Nam Dae Bong.?**

211 See S/2019/961, annex 1, table 1; S/2021/151, annex 1; S/2020/840, annex 15, table 1; S/2021/211, annex 21; S/2022/132,
annex 31, table 1; S/2022/668, annex 24; S/2023/171, annex 27, table 1; and S/2023/656, annex 26.

212 https://www.un.org/securitycouncil/sanctions/1718/materials/1718-Designated-Vessels-List. Chon Ma San was designated
for conducting ship-to-ship transfer with Jin Hye (IMO: 8518572) in December 2017. Jin Hye was de-flagged as of April 2018,
based on IMO records.
213 §/2022/132 paras 40.
214 This information was retroactively updated on the IMO GISIS’ website several years after the vessel had come under the
DPRK’’s fleet.
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Figure 2: Chon Ma San and Diamond 8 (currently Nam Dae Bong), DPRK EEZ, 8 August 2021

8 August 2021
Coordinates: 38.327.124.000

CHON MA SAN

Source: Planet Labs, annotated by the Panel.
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Annex 33: DPRK vessels spoofing their digital identity

The tabled list of DPRK vessels as reported by the Enforcement Coordination Cell (ECC)?% partner
nations. The Panel has independently tracked many of the spoofed names on a commercial maritime
database platform.?'® Several have continued to spoof ship names and MMSIs they were previously
registered sailing on.

Table 1: DPRK vessels spoofing their identity, 1 April to 15 September 2023

VESSEL DETAILS Observed Spoofing Measure on AIS
NAME IMO Name IMO MMSI
EVER GLORY 9102813 EVER FENG 9102813 -
925 - -
CHONG SU
DONG 866031300 | 445082000
F. LONLINE - -
LITON - -
SONGMYENG2 | 8817007 445725000
SINPYONG 11 9154189 445810000
RYON PUNG 9154189
SIN PHYONG 2 8817007 MIN HAE 8817007 445725000
TIAN YOU - -
SIN PYONG 5 8865121 RYON PUNG 9154189 445810000
SINPHYONGS5 8865121 445121000
NAM DAE BONG 9132612 SHUN LI 9298064 671291100
SIN PHYONG 14 8021579 MADUCAN - -
CHANG HAE 2 8691702 YU SON 445604000 -
CHON MA SAN 8660313 CHONG SU
DONG 8660313000 | 445082000
CHIL BO SAN 8711021 LITON - 45710600
SINHUNG 8711021 445723000
RON PHUNG 9154189 XIA MEN - 445810000
SAM JONG 1 8405311 445308000 - 445308000
KUM RYONG 3 8610461 RYONG BONG 1 | 8610461 445591000
CHOL BONG SAN 1 | 9125308 DAEHO SUN-
RISE 9125308 445290000
MU BONG 1 - -
Source: Member State.

215 See https://www.state.gov/pacific-security-maritime-exchange/

218 Windward.

24-02094
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Annex 34: DPRK tanker with a reconfigured cargo ship

In this imagery (figure 1), the DPRK Tanker Sam Ma 2 (IMO: 8106496) was observed berthed along-
side a cargo ship that was re-configured to take on oil cargo. The Member State that provided the sat-
ellite imagery indicated that both vessels conducted ship-to-ship transfer. Further, the absence of vent-
ing structures, firefighting appliance and interconnected cargo piping for the said transfer meant the
reconfiguration was not compliant with international regulations. The Panel separately notes that the
location of the ship-to-ship transfer within the DPRK’s territorial waters indicate that the cargo ship
could be a DPRK ship, consistent with information reported by the Panel in 2022.21" A similar looking
reconfigured cargo ship was photographed earlier in 202028 (figure 2).

Figure 1: DPRK tanker conducting ship-to-ship transfer with a reconfigured cargo ship, West Sea Bar-
rage, 17 March 2023

M/T SAM MA 2 (IMO: 8106496) and Unknown
Converted Bulker Conducting an STS Transfer
Outside West Sea Barrage

38:39:56 N 124:47:57 E

Source: Member State.

27.§/2022/668, paras. 31-34 and recommendation 87.
218 §/2023/171, annex 30.
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Figure 2: Another example of a re-configured cargo ship with closeups showing likely concealed fuel
tanks, East China Sea, October 2020*

UNCLASSIFIED

*Redactions by the Panel.

In the instance of Sam Ma, the Member State observed the vessel in turn transferred some refined pe-
troleum cargo to a smaller tanker without IMO number later the same month of March 2023. The small
vessel in turn was assessed to have discharged her cargo to other DPRK-flagged vessels anchored within
the West Sea Barrage, likely to keep their generators running (figure 3). Sam Ma 2 delivered its re-
maining oil cargo at Nampo in early April (figure 4).
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Figure 3: Sam Ma 2 with non-IMO vessel Jhong Yoog You 2, Nampo, 26 March 2023

M/T SAM MA 2 (IMO: 8106496) and M/T JHONG YOOG
YOU 2 (IMO: NO IMO NUMBER) Conducting an STS
Transfer Outside the

Nampo Lockgate, North Korea
38:42:37 N 125:09:03 E

| fom ]
JF6899000

Source: Member State.

Figure 4: Sam Ma 2 pier side delivering refined petroleum, Nampo, 2 April 2023

M/T SAM MA 2 (IMO: 8106496)
~ Delivering Refined Petroleum
Nampo Petroleum Facility
38:41:45 N 125:17:33 E

Source: Member State.
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Annex 35: Additional replies from Member States on trade statistics in the Panel’s previous report
(S/2023/656, annex 52)

Letter from the Permanent Mission of Colombia and Colombia’s reply

POTENGA DF LA " Misatn Permanerte de Colontsa
d te Ls O30L] o
v‘DA arnte 43 ONU en Nueva Yok

No. 23-658-E

New York, 8 August 2023

o [ -

Acting Cocrdinator of the Panel of Experts established pursuant to
Security Council Resolution 1874 (2009)
United Nations

s

| address you in reply to your letter SIAC 492023PE/OC. 112 dated 15 June 2023,
requesting detailed informaton concerning trade data from Colombia. following
regulations established by Security Councd resciutions 1718 (200€). 1874 (2009). 2087
(2013), 2094 {2013). 2270 (2016). 2321 {2016), 2356 (2017), 2371 (2017), 2375 (2017)
and 2387 (2017),

Please find the detalled information attached to this letter, provided by Colombia's
Natonal Entties regulating trade and taxes

The Permanent Mission of Colombla will be attentive o provide any further

information should the Panel of Experts needs it
Sincerely,

fendr acicad I3
LEONOR ZALABATA TORRES
Ambassador, Permanent Representative
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COLOMBIA -
% POTENCIADELA £¥2 Ministerio de
Vl DA “t} Relaciones Exteriores

DIRECCION DE ASUNTOS POLITICOS MULTILATERALES
Viceministerio de Asuntos Multilaterales

RESPUESTA REQUERIMIENTO DEL PANEL DE EXPERTOS
ESTABLECIDO EN VIRTUD DE LA RESOLUCION 1874 (2009) DEL
CONSEJO DE SEGURIDAD DE LAS NACIONES UNIDAS

218/627

Requerimiento realizado a Colombia mediante comunicacion

S/AC.49/2023/PE/OC.112 del 15 de junio de 2023

La siguiente informacion se remite, en virtud a lo respondido por la Direccion de Impuestos y
Aduanas Nacionales de Colombia (DLAN)

EXPORTACIONES DE LA REPUBLICA POPULAR DEMOCRATICA DE COREA (RPDC)
A COLOMBIA (IMPORTACIONES)

1. Confirmar si los siguientes datos son exactos. De ser inexactos presentar copias digitales de
documentos originales o una explicacion sobre la causa de la inexactitud.

Tabla 1. Maquinaria (Codigo SA 84)

Fecha Valor aproximado (USD)
Octubre de 2022 1.000
Noviembre de 2022 2.000
Enero de 2023 1.000

Frente a las operaciones mencionadas en la Tabla 1, se informa que revisado el sistema
informatico aduanero se encontré lo siguiente:

a. Octubre de 2022: Declaracion de importacion No. 032022001424645-0 con valor en aduana
de USD 808.77; en la cual, si bien aparece la RPDC como pais de origen de la mercancia
(Disco separador transmisién), se observa que tanto el pais exportador, como el pais de
compra y el pais de procedencia corresponde a los Estados Unidos. Esto quiere decir que, el
exportador o proveedor en el exterior estd ubicado en Estados Unidos.

b. Noviembre de 2022: Declaraciones de importacion mimeros 412022000017644-8,
412022000017649-4, 412022000017650-2 y 412022000017659-8 con valor FOB de USD
95,90, USD 29,00, USD 47,54 y USD 6,46, respectivamente.

Se debe tener en cuenta que si bien en estas declaraciones de importacion, la RPDC aparece
como pais de origen de la mercaneia (culata de motor, filtro de aceite para vehiculo, filtro
de aire, filtro de gas, embrague), se observa que tanto el pais exportador, como el pais de
compra y el pais de procedencia corresponde a Panama. En fodos los casos el exportador o
proveedor en el exterior estd ubicado en Panamd.

Asi mismo, se encontrd la declaracién No. 032022001650505-6 con valor FOB de USD
1.681,73; en la cual, si bien aparece la RPDC como pais de origen de la mercancia (Modulo
MCU marea Hyundai), se observa que tanto el pais exportador, como el pais de compra y
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el pais de procedencia corresponde a los Estados Unidos. El exportador o proveedor en el
exterior estd ubicado en Estados Unidos. El importador tiene calidad Operador Econdmico
Autorizado (OEA).

Las declaraciones de importacién antes mencionadas tienen un valor FOB total de USD
1.860.63.

Enero de 2023: Declaracion de importacion de 032023000086977-7 con valor en aduana de
USD 758,89; en la cual, si bien aparece la RPDC como pais de origen de la mercancia
(Memoria RAM/repuesto sistema de tomografia computarizada), se observa que tanto el pais
exportador, como el pais de compra y el pais de procedencia corresponde a los Estados
Unidos.

Tabla 2. Textiles (codigo SA 61)

Fecha Valor aproximado (USD)
Noviembre de 2022 4.000
Diciembre de 2022 1.000

Respecto a las operaciones mencionadas en la Tabla 2, se informa que revisado el sistema
informético aduanero se encontré lo siguiente:

a.

Noviembre de 2022: Declaraciones de importacién mimeros 902022000180606-2 y
902022000200831-0 con valor FOB de USD 30,42 y USD 4.050,48; en las cuales, si bien
aparece LA RPDC como pais de origen de la mercancia (Medias marca polo Ralph Lauren),
se observa que tanto el pais exportador, como el pais de compra y el pais de procedencia
corresponde a Panama. En ambos casos el exportador o proveedor en el exterior estd
ubicado en Panama.

Las declaraciones de importacién antes mencionadas tienen un valor FOB total de
USD 4.080,90

Diciembre de 2022: Declaraciones de importacion mimeros 902022000205266-1,
902022000211452-1 y 902022000211454-4 con valor FOB de USD 520,20, USD 658,20 y
USD 162, 84; en las cuales, si bien aparece la RPDC como pais de origen de la mercancia
(Medias marca polo Ralph Lauren), se observa que tanto el pais exportador, como el pais
de compra y el pais de procedencia corresponde a Panama. En todos los casos el exportador
o proveedor en el exterior estd ubicado en Panamd.

Las declaraciones de importacién antes mencionadas tienen un valor FOB total de USD
1.341,24.

Aunque se encontraron operaciones que corresponden a los valores aproximados sefialados por el
International Trade Centre (ICT) Trade Map en las Tablas 1 v 2, es importante anotar que las
Resoluciones del Consejo de Seguridad de Naciones Unidas solo indican el eapitulo del Sistema
Armonizado (SA) o hacen una mencién general de la mercancia, por lo que de la deseripeion que
aparece en las declaraciones de importacién no se podria inferir que las mismas serdn utilizadas

en armamento nuclear o misiles.

Los capitulos 61 y 84 del SA comprenden una amplia gama de articulos, y en consecuencia, no
todos los bienes de dichos capitulos podrian estar incluidos dentro de las prohibiciones de las
Resoluciones del Consejo de Seguridad de Naciones Unidas.
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De otra parte, es de resaltar que, aunque las mercancias tenian como pais de origen a la RPDC, en
ningtin caso este fue el pais exportador, de compra o de procedencia.

Igualmente, existe la posibilidad de haberse cometido un error de digitacion en la casilla No. 66
del codigo pais de origen en las declaraciones de importacion, es decir, que en realidad el origen
es la Republica de Corea (190) y no la RPDC (187). La informacién encontrada se remitird para
las acciones de correspondencia en ¢l control posterior.

Si los cargamentos de la RPDC a Colombia que contenian los articulos relevantes fueron
inspeccionados de conformidad con el parrafo 18 de la resolucion 2270 (2016), v de ser asi,
la razon por la cual no fueron incautados y dispuestos de conformidad con el parrafo 20 de
la resolucion 2397 (2017).

Es importante tener en cuenta que el ingreso de las mercancias al pais esta sometido a tres etapas
de control aduanero: i) previo; i) simultaneo y; iii) posterior.

El control previo se surte en el momento en que la mercancia (carga) llega a los aeropuertos,
puertos o cruces de frontera, etapa en la cual los transportadores internacionales informan a la
Direccién de Impuestos y Aduanas Nacionales (DIAN), a

través de los Sistemas Informaticos Electronicos, los datos relacionados en los documentos de
transporte, entre ellos, el pais de embarque, pues no conoce el pais de origen o de negociacion de
la mercancia. Aunque sistema de la DIAN contiene la informacién entregada por los
transportadores, esta entidad no puede detectar si una mercancia tiene como origen la RPDC.

El control simultaneo tiene lugar cuando una vez surtida la etapa del control previo, los usuarios
presentan las declaraciones de importacion y solicitan el levante de las mercancias a través de los
sistemas informaticos de la DIAN.

Al respecto, y acatando el Convenio de Facilitacién al Comercio (AFC) de la Organizacion
Mundial de Comercio (OMC), la DIAN cuenta con un sistema de selectividad yperﬁlanuento de
1lesgo yen tal sentido las declaraciones pueden ser seleccionadas para inspeccién fisica,
inspeccidén documental u obtener levante automatico. En este ultimo caso no se hace inspeccion

alguna.

Igualmente, en virtud de las mismas normas de facilitacién, hay importadores que después de
haber cumplido una serie de requisitos son reconocidos por la DIAN y otras entidades de control
como Operadores Econémicos Autorizados (OEA), cuyas operaciones de comercio exterior no
representan riesgo Estos importadores tienen beneficios, entre ellos, la obtencién del levante
automatico de las mercancias, sin que ello impida que puedan ser sometidas a acciones de control.

Por tltimo, el control posterior corresponde a las facultades de fiscalizacion que gjerce la autoridad
aduanera sobre las mercancias que han obtenido el levante, en virtud del cual es posible incautarlas
o aplicar sanciones conforme a la normatividad aduanera vigente.

Como se indico en el punto anterior, las Resoluciones del Consejo de Seguridad de Naciones
Unidas solo se refieren al capitulo del Sistema Armonizado o hacen una mencién general de la
mercancia, v de la descripeién que aparece en las declaraciones de importacién, por lo que no se
podria inferir si dichas mercancias seran utilizadas en armamento nuclear o misiles, asi como
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tampoco en armamento quimico y biolégico. Acorde con lo anterior, las mercancias no fueron
incautadas /o eliminadas.

Adicionalmente, conforme a la legislacion interna se debe adelantar un proceso de definicién de
situacion juridica de las mercancias que respete al debido proceso.

3. Cualquier otra informacion relevante y/o accion tomada por las autoridades colombianas

con respecto a las exportaciones de la RPDC a Colombia (importaciones).

Las operaciones de referencia tienen a Estados Unidos y Panamd como paises de exportacién,
de compra o de procedencia. En tal sentido se entiende que, aunque la mercancia haya sido
fabricada en la RPDC, la transaccién no se adelanto con este pais.

Con respecto a las medidas adoptadas, uno de los principios en que se fundamenta el Decreto
1165 de 2019, por ¢l cual se dictan disposiciones relativas al Régimen de Aduanas de Colombia
es, precisamente, el de seguridad v facilitacion en la cadena logistica de las operaciones de
comercio exterior. Esto quiere decir que el control se cumplird bajo un sistema de gestion de
riesgo que permita neutralizar el contrabando, el lavado de activos, fortalecer la seguridad en las
fronteras, asi como prevenir el riesgo ambiental y la proliferacién de armas de destruccién
masiva.

En esa linea, las Resoluciones del Consejo de Seguridad de Naciones Unidas son socializadas
con las Direcciones Seccionales de la DIAN para su observancia y cumplimiento, sin desconocer
los instrumentos internacionales que en materia de agilizacién de las operaciones de comercio
exterior nos corresponde aplicar, tal como es el AFC de la OMC.

Asi mismo, desde esa entidad se han expedido comunicaciones a las Direcciones Seccionales,
mediante las cuales se imparten lineamientos relativos al reconocimiento de carga y de otra parte,
se han realizado solicitudes de selectividad aduanera en los que se dan instrucciones para efectos
de aplicacion de controles.

Finalmente, es importante mencionar que en la actualidad la DIAN adelanta un proceso de
modernizacién teenoldgica que incluye el fortalecimiento del sistema de gestién de riesgos, lo
que seguramente redundara en un control mas efectivo.

IMPORTACIONES DE LA RPDC DESDE COLOMBIA (EXPORTACIONES)

Tabla 3. Hierro y acero (SA 72)

24-02094

Fecha Valor Aproximado (USD)
Diciembre de 2022 1.590.000
1. Confirmar si los datos son exactos. De ser inexactos presentar copias digitales de

documentos originales o una explicacion sobre la causa de la inexactitud.

Revisadas las bases estadisticas de exportaciones del mes de diciembre de 2022
https://www.dian. gov.co/dian/cifras/Paginas/Bases-Estadisticas-de-Comercio-
Exteriorlmportaciones-v-Exportaciones.aspx, se encontrd una exportacion desde Colombia,
consistente en mercancia de la partida arancelaria 7202600000 (ferroniquel) por valor FOB de
USD 1.589.688,33 que en la casilla del pais de destino aparece la RPDC (187).
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Sin embargo, luego de verificar la razdén social y domicilio del destinatario se observa que la
mercancia va dirigida para la empresa “M/S POSCO con direccién 6261 DONGHAEAN - RO
NAM - GU POHANG- SI GYEONGSANGEUK- DO THE REPUBLIC OF KOREA™ ubicada
en la Republica de Corea, segin informacion dispon_ible en
httvs W\Jm, pOSCO.CO. kl 'llomfvage docs/eng6/jsp/company/posco/s91al000012c.jsp y en

Conforme a ello, se trata de un error en el diligenciamiento de la declaracién de exportacion en
la casilla de pais de destino, por lo que el tema también serd remitido al drea competente del
control posterior.

Si los cargamentos de Colombia a la RPDC que contenian los articulos relevantes fueron
inspeccionados de conformidad con el parrafo 18 de la resolucion 2270 (2016), v de ser asi,
la razon por la cual no fueron incautados y dispuestos de conformidad con el parrafo 20 de
la resolucion 2397 (2017).

No se puede contestar esta pregunta, por cuanto la operacion de exportacion tiene como destino
real una empresa ubicada en la Republica de Corea.

Cualquier otra informacion relevante y/o accion realizada por las autoridades colombianas
con respecto a las importaciones de la RPDC desde Colombia (Exportaciones).

No se puede contestar esta pregunta, por cuanto la operacion de exportacion tiene como destino
real una empresa ubicada en la Republica de Corea.

CONTROL ADUANERO

1.

Rechazo o incautacion.

En relacion con cualquier caso de rechazo del despacho de aduana o incautacion de mercancias
que involueren a la RPDC como pais de destino/consignacién/origen, fabricacion o transito, se
adjunta un cuadro con la informacién suministrada por la DIAN correspondiente a “los registros
de las aprehensiones realizadas cuyo posible pais de procedencia es la RPDC, para los afios
2022y 2023 con corte al 18 de junio de 2023, los reportes incluyen (en orden de aparicion), las
siguientes colummas: Pais de procedencia, Clasificacion Arancelaria, Descripcion de la
mercancia aprehendida, Unidad de medida, Cantidad de mercancia aprehendida, Niimero de
aprehensiones y valor de las aprehensiones realizadas™.

Informacion que pudiera considerarse pertinente para el trabajo segin lo dispuesto por el
Consejo de Seguridad a este respecto.

Con miras a una implementacion que permita cumplir estrictamente con las Resoluciones del
Consejo de Seguridad de Naciones Unidas, para Colombia, especialmente para la DIAN, seria
valioso conocer las mejores practicas mnternacionales que se aplican en los diferentes paises
encaminadas al cumplimiento de lo dispuesto en las resoluciones del Consejo de Seguridad de
las Naciones Unidas relativas a la RPDC y su articulacion con las normas de facilitacion de
comercio, dada la dificultad para detectar que una mercancia tiene como origen la RPDC. Por
gjemplo, cuando ha sido comprada en un pais diferente y adicionalmente es embarcada en otro
(procedencia) que no corresponde ni al de compra ni al de origen.
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Colombia (Translated from Spanish)

Ministry of Foreign Affairs of Colombia

Office of the Director of Multilateral Political Affairs

Office of the Deputy Minister of Multilateral Affairs

Reply to the request of the Panel of Experts established pursuant to Security Council

resolution 1874 (2009)

12 July 2023

Request sent to Colombia through communication S/AC.49/2023/PE/0OC.112 of 15 June 2023

The following information is based on the reply of the Directorate of National Taxes and Customs of Colombia.

Exports from the Democratic People’s Republic of Korea to Colombia (imports)

1. Confirmation as to whether the following data are accurate. If they are inaccurate, please submit digital

copies of original documents or an explanation of the cause of the inaccuracy:

Table 1. Machinery (HS code 84)

Date Approximate value (United States dollars)
October 2022 1,000
November 2022 2,000
January 2023 1,000

Regarding the transactions in table 1, the customs computer system was consulted and the following

information was found:

a. October 2022: import declaration No. 032022001424645-0, with a customs value of $808.77.

Although the Democratic People’s Republic of Korea appears as the country of origin of the goods

(transmission separator discs), the United States of America is the country of export, the country of

purchase and the country of provenance. This means that the exporter or overseas supplier is

located in the United States.

24-02094
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b.

November 2022: import declarations No. 412022000017644-8, No. 412022000017649-4, No.
412022000017650-2 and No. 412022000017659-8, with free-on-board values of $95.90, $29.00,
$47.54 and $6.46, respectively.

Although the Democratic People’s Republic of Korea appears as the country of origin of the goods
(cylinder heads, vehicle oil filters, air filters, gas filters and clutches), Panama is the country of
export, the country of purchase and the country of provenance. In all cases, the exporter or overseas

supplier is located in Panama.

Declaration No. 032022001650505-6 was also found, with a free-on-board value of $1,681.73.
Although the Democratic People’s Republic of Korea appears as the country of origin of the goods
(Hyundai machine control units), the United States is the country of export, the country of purchase
and the country of provenance. The exporter or overseas supplier is located in the United States.

The importer is an authorized economic operator.

Those import declarations have a total free-on-board value of $1,860.63.

January 2023: import declaration No. 032023000086977-7, with a customs value of $758.89.
Although the Democratic People’s Republic of Korea appears as the country of origin of the goods
(random access memory (RAM)/replacement computerized tomography system), the United States

is the country of export, the country of purchase and the country of provenance.

Table 2. Textiles (HS code 61)

Date Approximate value (United States dollars)
November 2022 4,000
December 2022 1,000

Regarding the transactions in table 2, the customs computer system was consulted and the following

information was found:

a.
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November 2022: import declarations No. 902022000180606-2 and No. 902022000200831-0, with
free-on-board values of $30.42 and $4,050.48. Although the Democratic People’s Republic of Korea

appears as the country of origin of the goods (Ralph Lauren Polo brand socks), Panama is the country
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of export, the country of purchase and the country of provenance. In both cases, the exporter or

overseas supplier is located in Panama.

Those import declarations have a total free-on-board value of $4,080.90.

b. December 2022: import declarations No. 902022000205266-1, No. 902022000211452-1 and No.
902022000211454-4, with free-on-board values of $520.20, $658,20 and $162.84. Although the
Democratic People’s Republic of Korea appears as the country of origin of the goods (Ralph Lauren
Polo brand socks), Panama is the country of export, the country of purchase and the country of

provenance. In all cases, the exporter or overseas supplier is located in Panama.

Those import declarations have a total free-on-board value of $1,341.24.

Although transactions were found that correspond to the approximate values indicated in the
International Trade Centre Trade Map in tables 1 and 2, the Security Council resolutions contain only
the Harmonized System chapter or a general reference to the goods. As a result, from the description
that appears in the import declarations, it cannot be inferred that they will be used in nuclear weapons

or missiles.

Harmonized System chapters 61 and 84 comprise a wide range of items. Consequently, not all the goods

in those chapters could be subject to the prohibitions in the Security Council resolutions.

Furthermore, although the Democratic People’s Republic of Korea was the country of origin of the

goods, in no case was it the country of export, the country of purchase or the country of provenance.

It is also possible that a typographical error was made when the code for the country of origin was
entered in field 66 of the import declarations and that the country of origin is in fact the Republic of
Korea (190) rather than the Democratic People’s Republic of Korea (187). The information found will be

forwarded for appropriate action during the post-clearance inspection.

2. Whether the cargoes from the Democratic People’s Republic of Korea to Colombia containing the
relevant items were inspected pursuant to paragraph 18 of resolution 2270 (2016), and if so, the reason

why they were not seized and disposed of pursuant to paragraph 20 of resolution 2397 (2017)

The entry of goods into the country is subject to three stages of customs inspection: (i) pre-clearance; (ii)

in-clearance; and (iii) post-clearance.
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Pre-clearance inspections are conducted when goods (cargo) arrive at airports, ports or border crossings,
at which point international shippers inform the Directorate of National Taxes and Customs, through the
electronic information services, of the data related to the shipping documents, including the country of
shipment, since they do not know the country of origin or brokerage of the goods. Although the
Directorate’s system contains the information provided by the shippers, the Directorate cannot detect

whether goods originate from the Democratic People’s Republic of Korea.

In-clearance inspections are carried out when users submit import declarations and request the release

of goods through the Directorate’s computer systems after completion of pre-clearance inspections.

In that regard, in line with the World Trade Organization Agreement on Trade Facilitation, the Directorate
has a system of risk selectivity and profiling in which declarations can be selected for physical inspection,

documentary inspection or automatic release. In the case of automatic release, no inspection is made.

Under the same facilitation rules, there are importers that, having fulfilled a series of requirements, are
recognized by the Directorate and other monitoring bodies as authorized economic operators, whose
foreign trade transactions pose no risk. Those importers enjoy benefits, such as the automatic release of

goods, though they can still be subject to inspections.

Lastly, post-clearance inspections are carried out pursuant to the customs authority’s powers of oversight
over goods that have been released and can therefore be seized or subject to penalties in accordance

with the customs rules in force.

As stated above, the Security Council resolutions contain only the Harmonized System chapter or a
general reference to the goods, and it cannot be inferred from the descriptions set out in the import
declarations that the goods will be used in nuclear weapons or missiles, or in chemical or biological

weapons. In view of the foregoing, the goods were not seized or disposed of.

In addition, under Colombian law, a procedure consistent with due process needs to be initiated in

order to determine the legal status of the goods.

3. Any other relevant information and/or action taken by the Colombian authorities with respect to

exports from the Democratic People’s Republic of Korea to Colombia (imports)
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In the above-mentioned transactions, the United States and Panama are the countries of export,
purchase and provenance. Although the goods were manufactured in the Democratic People’s Republic

of Korea, therefore, the transactions were not carried out with that country

With regard to the action taken, one of the principles underlying Decree No. 1165 of 2019, regulating the
customs regime of Colombia, is precisely the security and facilitation of the logistical chain for foreign
trade operations. In other words, inspections shall be conducted pursuant to a risk-management system
that will prevent smuggling and asset laundering, strengthen border security, mitigate environmental risk

and prevent the proliferation of weapons of mass destruction.

In that regard, the Security Council resolutions are disseminated to the Directorate’s local offices to
ensure that they are observed and complied with, without prejudice to international instruments that
must be applied to facilitate foreign trade operations, such as the World Trade Organization Agreement

on Trade Facilitation.

The Directorate has also sent its local offices communications containing guidelines on cargo inspections

and has issued requests for selective customs checks.

Lastly, the Directorate is currently upgrading its technology. This includes strengthening the risk

management system, which will no doubt result in more effective inspections.

Imports to the Democratic People’s Republic of Korea from Colombia (exports)

Table 3. Iron and steel (HS 72)

Date Approximate value (United States dollars)

December 2022 1,590,000

1. Confirmation as to whether the data are accurate. If they are inaccurate, please submit digital copies of

original documents or an explanation of the cause of the inaccuracy.

During the review of the statistical databases for exports from December 2022

(https://www.dian.gov.co/dian/cifras/Paginas/Bases-Estadisticas-de-Comercio-Exterior-Importaciones-

y-Exportaciones.aspx), an export from Colombia was found, consisting of goods under tariff heading

7202600000 (ferronickel) with a free-on-board value of $1,589,688.33. The field for the country of

destination contains the Democratic People’s Republic of Korea (code 187).
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Upon verification of the registered name and address of the receiver, however, it was observed that the
goods were addressed to the company Posco at 6261 Donghaean-ro, Nam-gu, Pohang-si, Gyeongsang-
buk-do, Republic of Korea. That location is confirmed by the information available at

219

https://www.posco.co.kr/homepage/docs/eng6/isp/company/posco/s91a1000012c.js and

https://en.wikipedia.org/wiki/POSCO.

An error would therefore seem to have been made when the field of the export declaration containing
the country of destination was completed. The matter will also be forwarded for appropriate action

during the post-clearance inspection.

Whether the cargoes from Colombia to the Democratic People’s Republic of Korea containing the
relevant items were inspected pursuant to paragraph 18 of resolution 2270 (2016), and if so, the reason

why they were not seized and disposed of pursuant to paragraph 20 of resolution 2397 (2017).

This question cannot be answered because the actual destination of the export operation was a company

located in the Republic of Korea.

Any other relevant information and/or action taken by the Colombian authorities with respect to imports

to the Democratic People’s Republic of Korea from Colombia (exports).

This question cannot be answered because the actual destination of the export operation was a company

located in the Republic of Korea.

Customs control

1.

Rejection or seizure

Regarding any cases of rejection of customs clearance or seizure of goods involving the Democratic
People’s Republic of Korea as a country of destination/consignment/origin, manufacture or transit, a
table is attached with information provided by the Directorate on records of seizures of goods whose
country of origin could be the Democratic People’s Republic of Korea, from 1 January 2022 to 18 June

2023, including (in order of appearance) the following columns: country of provenance, tariff

219 Translator’s note: the hyperlink provided in the original does not work. For the Posco webpage containing information

about the location, see https://www.posco.co.kr/homepage/docs/eng7/jsp/common/posco/s91a1000010c.jsp.
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classification, description of goods seized, unit of measure, quantity of goods seized, number of seizures

and value of goods seized.

2. Information that could be considered relevant to the Panel’s work as mandated by the Security Council

in this regard

To ensure that implementation fully complies with the Security Council resolutions, it would be useful for
Colombia, in particular the Directorate, to be aware of the best international practices applied in different
countries to implement Security Council resolutions related to the Democratic People’s Republic of Korea
and the ways in which those resolutions relate to the rules on trade facilitation, given the difficulty of
detecting that goods originate in the Democratic People’s Republic of Korea, for example, when goods
have been purchased in a different country and are also shipped from another country (of provenance)

that is neither the country of purchase nor that of origin.
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Letter from the Permanent Mission of the Republic of Seychelles and Seychelles’ reply

THE PERMANENT MISSION OF THE REPUBLIC OF SEYCHELLES

TO THE UNITED NATIONS

685 THIRD AVENUE, SUITE 1107, 11~ FLOOR NEW YORK, NY 10017
TEL: 212.972.1785 FAX: 212.972.1786

EMAIL: seychellesmission@sycun.org

Note No: SMUN/173/2023

New York, 22 August 2023

Dear-

| have the honor to write to you in your capacity as Acting Coordinator of the Panel of Experts established
pursuant to Security Council Resolution 1874 (2009) and make reference to your letter dated 15 June 2023,
Reference No.: S/AC.49/2023/PE/OC.119, regarding the implementation of the measures imposed on the
Democratic People’s Republic of Korea (DPRK) by Security Council resolutions 1718 (2006), 1874 (2009), 2087
(2013), 2094 (2013), 2270 (2016), 2321 (2016), 2356 (2017), 2371 (2017), 2375 (2017) and 2397 (2017), in
particular incidents of non-compliance.

In endeavoring to assist the Panel in its investigation, | further have the honor to inform you that, after an ex-
tensive enquiry into the matter by the Seychelles Revenue Commission, it was found that the data published
was, in fact, inaccurate. During the period in question between October 2022 and March 2023, there were
three (3) imports originating from the Republic of Korea (ROK):

a. BOE C27979 dated 23/11/2022 - Airport Cargo (SCAC)

Exporter:

D-I Industrial CO. Ltd

13, Namgang-R0O 1367BEON-GIL, JINJU-SI, Gyeonganam-Do, Korea, 52781
Tel: +82 55760 5520

Fax: +82 55 755 5529

The country code of the ROK is (+82). The product is made in ROK.

Port of loading: Incheon Airport, Republic of Korea
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b. BOE C21539 dated 13/12/2022 - Seaport (SCPO)
Exporter:

SAMSUNG Electronic Co. Ltd

129, Samsung-RO, Yeongtong-Gu, Suwon 16677 Gyeonggi-Do, Republic of Korea
c. BOE 1674 dated 25/01/2023 - Seaport (SCPO)

Seller:

Dong Ah Fishing Industries Co., Ltd.

1100-9 Janglim-Dong, SAHA-GU,

Busan, Republic of Korea

Country of Origin: Republic of Korea (ROK) - South Korea
Country of Export: Busan, Korea

In all three cases, the Bills of Entry (BOE) presented for the clearance of those goods identified the country of
export and the country of origin in boxes 15 and 16 respectively, as being the Democratic People's Republic of
Korea. These were erroneous entries on the part of the declarants, as can be seen from the attached copies
of the original documents.

The Seychelles Revenue Commission (SRC) could not find an entry within its system dated October 2022 un-
der HS Code 72 that is highlighted in your letter.

In concluding, | wish to convey that the review conducted by the SRC found that there is a gap in Seychelles’
national legislative framework to domesticate UNSC sanction measures and that the country is embarking on
a wider consultative process to address this gap.

The Seychelles Permanent Mission to the United Nations, remains at your disposal for any further clarification
on this matter.

Please accept the assurances of my highest consideration.

H.E. Mr. Ian Madeleine
Ambassador

_ Darmanant Danracantativia

Acting Coordinator of the Panel of Experts
established pursuant to Security Council resolution 1874 (2009)
United Nations

New York
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Annex 36: Comparison Table on DPRK Trade Statistics and replies provided by Member States

** Note: DPRK Trade Statistics and Member State’s reply cover the six-month period of April 2023-Septem-
ber 2023/ Highlighted are restricted commaodities.

As of 1 January 2024 / *Unit: Thousand USS$

Member State Trade Volume w/ DPRK ‘ Restricted HS Code Trade w/ DPRK
(MS) Export to Import from ‘ Export to Import from
| 29 (HS Code 12) Customcs1 declarations
Ao 1 (HS Code 61) systetn does not con-
rmenia 0 117 tain any information
6 (HS Code 84) .
8 (HS Code 85) related to such im-
port from DPRK.
)| Aruba
(territory of the 0 7,965 gs(%(ngofigd;S;“)
Netherlands)
| Austria 0 734 (Not Restricted)
4 390 (HS Code 72)
4 (HS Code 73)
Barbados 0 752 301 (HS Code 84)
55 (HS Code 85)
- | Belgium,
Rty 34 9 7 (HS Code 84)
" Belize 0 30 30 (HS Code 84)
7/ | Brazil,
Federative Re- 0 5 4 (HS Code 58)
public of
8 Confirmed errors
due to miscoded
Canada 4 0 | 1 (HS Code 85) country variables
in the customs
data.
9 Goods are items
14265 (HS Code 72) | not prohibited by
16 (HS Code 72) 114 (HS Code 73) the relevant UNSC
50 (HS Code 73) 3585(HS Code 50) resolutions or for
China, 48 (HS Code 82) 4 (HS Code 58) the use of interna-
People's Re- 992,366 142,764 | 1 (HS Code 83) tional organiza-
public of 812 (HS Code 84) tions in their pro-
295 (HS Code 85) ject offices in the
3 (HS Code 87) DPRK which did
not violate UNSC
resolutions.
10 Errors with coun-
14 (HS Code 56) try code as none of
3 (HS Code 61) the cases were
Colombia 0 180 1 (HS Code 73) DPRK. Some
136 (HS Code 84) items could not be
8 (HS Code 85) subject to UNSC
resolutions.
11| Costa Rica 0 206 179 (HS Code 84)
12 Cyprus 3 0 (Not Restricted)
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Member State Trade Volume w/ DPRK Restricted HS Code Trade w/ DPRK

(MS) Export to ‘ Import from ‘ Export to Import from
¢l | Denmark, .
il o7 112 0 (Not Restricted)
11| Ecuador 2 0 (Not Restricted)
11| Gambia 0 11 (Not Restricted)
10| Greece 181 17 (Not Restricted)
17 1 (HS Code 84)
Guyana 0 38 36 (HS Code 85)
U Hungary 1 0 | 1 (HS Code 84)
19 7 (HS Code 56)
191 (HS Code 72)
. 9 (HS Code 85) 21 (HS Code 73)
lindte %) 314 1 (S Code 87) 58 (HS Code 74)
8 (HS Code 84)
16 (HS Code 85)
20 Indonesia 7 (HS Code 62)
Republic :) ¢ 138 90 | 138 (HS Code 84) 6 (HS Code 74)
P 6 (HS Code 84)
0 Ttaly 0 30 (Not Restricted)
1 Madagascar, .
R 0 21 (Not Restricted)
1| Mongolia 128 247 (Not Restricted)
24
Netherlands, 159 35 1 (HS Code 73)
Kingdom of the 1 (HS Code 85)
2s- | Poland, .
Rgaisko 198 4 (Not Restricted)
"/ | Romania 0 3 (Not Restricted)
"7/ | Slovenia 0 2 (Not Restricted)
211 South Africa,
Bepibitions? 4 10 1 (HS Code 63)
| Spain, 0 2 1 (HS Code 84)
Kingdom of 22 (HS Code 85)
<1l | Thailand,
Ridlom of 0 20 19 (HS Code 85)
3 Country of origin
: was mistakenly in-
Ukraine 0 8 3 (HS Code 54) dicated as DPRK
instead of ROK

Source: ITC Trade Map, accessed on 1 January 2024, annotated by the Panel.
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Annex 37: Imported Trucks and Agricultural equipment in DPRK

The Panel investigated the open source information??° about possible violation of restrictions imposed
by Security Council resolutions relating to transfer to DPRK of all industrial machinery (HS codes 84
and 85) and transportation vehicles (HS codes 86 through 89, which appeared on a number of images
taken in DPRK in 2023.

In April 2023 DPRK authorities presented vehicles, to “districts administering major streets of Pyong-
yang” (Figure 1). NK News identified them as Chinese-made vehicles: QY 16K crane truck Duolika
D6 large white and green street sweeper- MN-F2000 small single-seat street sweeper vehicles, Dragon
5 brown flatbed industrial trucks with mounted cranes.

Figure 1

Source: Rodong Shinmun.

On another occasion, authorities had presented the Ryonpho Greenhouse Farm??! with vehicles and
equipment, which, according to the same NK News analysts, included: Chinese-made industrial truck,
flatbed trucks, container, walking tractors (figure. 2).

220 http://rodong.rep.kp/en/index.php?MTIAMjAyMyOwNCOxNS1IMDA3QDE1QDFAQDBANQ==
221 http://kena.kp/en/article/q/f8cf900be172eb0560855b50433301¢3.kemsf
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Figure. 2

Source: NK News.

Source: NK News, comparing images from KCTV (April 6, 2023) (right) and a Jiulin manufactured trac-
tor (left)??

222 See https.://www.nknews.org/pro/north-koreas-display-of-new-chinese-trucks-points-to-production-issues-at-home/; and
2023http://kena.kp/en/article/q/f8cf900bel 72eb0560855b50433301e3.kemsf
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China’s reply to the Panel’s enquiry (OC. 231, see Annex 40 for a compilated reply)

To the Panel’s request concerning this case China replied: “By November 2017, the UN Security Coun-
cil had not yet listed vehicles as prohibited goods for export to the DPRK. Records were found on
exports of passenger cars and trucks to the DPRK during this period, and these were normal exports.
Since the adoption of the UN Security Council Resolution 2397, all vehicles exported from China to
the DPRK have been for the use of international organizations in their project offices in the DPRK, and
they do not involve any violations of UN Security Council resolutions”.
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Annex 38: List of HS Codes the Panel applies to monitor the sectoral ban

Below is the list of HS codes assigned for each category of goods under sectoral ban by relevant UN
Security Council resolutions. This list supersedes S/2018/171, annex 4, as amended by
S/2018/171/Corr.1. This list does not include items banned by previous resolutions such as arms

embargo dual-use items and luxury goods. - See
https:/Awww.un. orq/securltycounuI/sanctlons/1718/proh|blted items for the complete list of
prohibited goods.
a. Items prohibited from being exported to the DPRK
Item HS Codes Description Resolutions
Condensates 2709 | Qils; petroleum oils and oils obtained from bituminous | Para. 13 of
and natural minerals 2375 (2017)
gas liquids
2711 | Petroleum gases and other gaseous hydrocarbons
Industrial 84 | Nuclear reactors, boilers, machinery and mechanical | Para. 7 of
machinery appliances; parts thereof 2397 (2017)
85 | Electrical machinery and equipment and parts thereof;
sound recorders and reproducers; television image and
sound recorders and reproducers, parts and accessories
of such articles
Transportation 86 | Railway, tramway locomotives, rolling-stock and parts | Para. 7 of
vehicles?2 thereof; railway or tramway track fixtures and fittings | 2397 (2017)
and parts thereof; mechanical (including electro-me-
chanical) traffic signaling equipment of all kinds
87 | Vehicles; other than railway or tramway rolling stock,
and parts and accessories thereof
88 | Aircraft, spacecraft and parts thereof 224
89 | Ships, boats and floating structures
Iron, steel 72-83 Para. 7 of
and other 2397 (2017)
metals 72 | Iron and steel
73 | Atrticles of iron or steel
74 | Copper and articles thereof
75 | Nickel and articles thereof
76 | Aluminum and articles thereof

228 pyrsuant to paragraph 30 of resolution 2321 (2016) and paragraph 14 of resolution 2397 (2017), States shall prevent the
direct or indirect supply, sale or transfer to the DPRK, through their territories or by their nationals, or using their flag vessels
or aircraft, and whether or not originating in their territories, of new helicopters, new and used vessels, except as approved in
advance by the Committee on a case-by-case basis.

224 Shall not apply with respect to the provision of spare parts needed to maintain the safe operation of DPRK commercial civilian
passenger aircraft (currently consisting of the following aircraft models and types: An-24R/RV, An-148-100B, 11-18D, 11-62M, Tu-
134B-3, Tu-154B, Tu-204-100B, and Tu-204-300).
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78

Lead and articles thereof

79

Zinc and articles thereof

80

Tin and articles thereof

81

Other base metals; cermets; articles thereof

82

Tools, implements, cutlery, spoons and forks, of base
metal; parts thereof of base metal

83

Miscellaneous articles of base metal

238/627
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b. Items prohibited from being imported from the DPRK

Item HS Codes Description Resolutions
Coal 2701 | Coal; briguettes, ovoids and similar solid fuels manu- | Para. 8 of
factured from coal 2371 (2017)
Iron Ore 2601 | Iron ores and concentrates, including roasted iron pyri-
tes
Iron 72 | Iron and steel (7201-7229)
Iron and 73 | Articles of Iron and steel (7301-7326)
Steel pro-
ducts
Gold 261690 | Gold ores and concentrates Para. 30 of
. . 2270 (2016)
7108 | Gold (incl. put plated), unwrought, semi-manufactured
forms or powder
710811 | Gold powder, unwrought
710812 | Gold in other unwrought forms
710813 | Gold in other semi-manufactured forms
710820 | Monetary gold
Titanium 2614 | Titanium ores and concentrates
Vanadium 2615 | Vanadium ores and concentrates
Rare Earth 2612 | Uranium or thorium ores and concentrates [261210
Minerals and 261220]
2617 | Ores and concentrates, [Nesoi code 261790 - Other
Ores and Concentrates]
2805 | Alkali metals etc., rare-earth metals etc., mercury
2844 | Radioactive chemical elements and isotopes etc.
Copper 74 | Copper and articles thereof (7401-7419) Para. 28 of
2321 (2016)
2603 | Copper ores and concentrates
Zinc 79 | Zinc and articles thereof (7901-7907)
2608 | Zinc ores and concentrates
Nickel 75 | Nickel and articles thereof (7501-7508)
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2604 | Nickel ores and concentrates
Silver 2616100 | Silver ores and concentrates
7106, 7107 | Silver unwrought or semi manufactured forms, or in
powdered forms; base metals clad with silver, not fur-
ther worked than semi-manufactured
7114 | Articles of goldsmiths or silversmiths’ wares or parts
thereof, of silver, whether or not plated or clad with
other precious metal
Seafood (in- 3 | Fish and crustaceans, mollusks and other aquatic in- Para. 9 of
cluding fish, vertebrates (0301-0308) 2371 (2017)
crustaceans,
mollusks, and 1603 | Extracts and juices of meat, fish or crustaceans, mol-
other aquatic lusks or other aquatic invertebrates)
invertebrates
in all forms) 1604 | Prepared or preserved fish; caviar and caviar substi-
tutes prepared from fish eggs
1605 | Crustaceans, mollusks and other aquatic invertebrates,
prepared or preserved
Lead 78 | Lead and articles thereof (7801-7806) Para. 10 of
2371 (2017)
Lead ore 2607 | Lead ores and concentrates
Textiles (in- 50-63 Para. 16 of
cluding but RTYIT 5 Fabrics thereof 2375 (2017)
not limited to 50 | Silk, including yarns and woven fabrics thereo
fabrics and 51 | Wool, fine or coarse animal hair, including yarns and
partially or woven fabrics thereof; horsehair yarn and woven fab-
fully com- ric
pleted ap-
parel prod- 52 | Cotton, including yarns and woven fabrics thereof
ucts) 53 | Vegetable textile fibres nesoi; yarns and woven fabrics
of vegetable textile fibres nesoi and paper
54 | Manmade filaments, including yarns and woven fab-
rics thereof
55 | Manmade staple fibres, including yarns and woven
fabrics thereof
56 | Wadding, felt and nonwovens; special yarns; twine,
cordage, ropes and cables and articles thereof
57 | Carpets and other textile floor covering
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58

Fabrics; special woven fabrics, tufted textile fabrics,
lace, tapestries, trimmings, embroidery

59

Textile fabrics; impregnated, coated, covered or lami-
nated; textile articles of a kind suitable for industrial
use;

60

Knitted or crocheted fabrics

61

Apparel and clothing accessories; knitted or crocheted,;

62

Apparel and clothing accessories; not knitted or cro-
cheted:;

63

Textiles, made up articles; sets; worn clothing and
worn textile articles; rags

Agricultural
products

07

Vegetables and certain roots and tubers; edible

08

Fruit and nuts, edible; peel of citrus fruit or melons

12

Oil seeds and oleaginous fruits; miscellaneous grains,
seeds and fruit, industrial or medicinal plants; straw and
fodder

Para. 6 of re-
solution 2397
(2017)

Machinery

84

Nuclear reactors, boilers, machinery and mechanical
appliances; parts thereof

Electrical
equipment

85

Electrical machinery and equipment and parts thereof;
sound recorders and reproducers; television image and
sound recorders and reproducers, parts and accessories
of such articles

Earth and
stone includ-
ing magnesite
and magnesia

25

Salt; sulphur; earths, stone; plastering materials, lime
and cement

Wood

44

Wood and articles of wood; wood charcoal

Vessels

89

Ships, boats and floating structures

Para. 6 of re-
solution 2397
(2017)

c. For paragraphs 4 and 5 of resolution 2397 (2017), the Panel uses the following HS codes. The Panel

notes that annual caps are placed for the two items below.

e HS 2709: crude oil [cap: 4 million barrels or 525,000 tons ]

e HS 2710, HS 2712 and HS 2713: refined petroleum products [ cap: 500,000 barrels ]

Source: The Panel.
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Annex 39: Replies from Member States to the Panel’s enquiries

Letter from the Permanent Mission of Armenia and Armenia’s reply

242/627

PERMANENT MISSION OF THE REPUBLIC OF
ARMENIA TO THE UNITED NATIONS

119 East 36th Street, New York, New York 10016
Tel: 212-686-9079 Email: armenia@missionun.org

UN/3101/002/2024

The Permanent Mission of the Republic of Armenia to the United Nations presents its
compliments to the Panel of Experts established pursuant to Security Council Resolution 1874
(2009), and, with reference to the letter S/AC.49/2023/PE/OC.472 dated 8 December 2023, has
the honour to inform that, according to the response provided by the State Revenue Committee
of the Republic of Armenia, customs declarations in Armenia are submitted to the Customs
authorities of the Republic of Armenia in an electronic form. The customs declarations are
subsequently registered in the system ‘“National Single Window for Foreign Trade of the
Republic of Armenia”. The system does not contain any information related to the import from
DPRK of items under HS Code 12, HS Code 61, HS Code 84 and HS Code 85 for the period
between April 2023 and September 2023.

In case that additional data is provided regarding the transfer of above mentioned items to
the Republic of Armenia, the State Revenue Committee of Armenia will conduct further
investigation. The Permanent Mission of Armenia stands ready to provide any additional
clarification, as needed.

The Permanent Mission of the Republic of Armenia to the United Nations avails itself of

this opportunity to renew to the Panel of Experts established pursuant to Security Council
Resolution 1874 (2009) the assurances of its highest consideration.

New York, 5 January 2024

The Panel of Experts established
pursuant to Security Council Resolution 1874 (2009)
New York
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Letter from the Permanent Mission of Canada and Canada’s reply

Permanent Mission of Canada Mission permanents du Canada )
to the United Mations auprés de I'"Organkzation des Mations Unies

January 17, 2024

Acting Coordinator of the Panel of Experts

established pursuant to Security Council Resolution 1874 (2009
United Nations Headquarters

New York, NY 10017

-

Thank you for your letter of December 8, 2023, reference 5/AC.49/2023/PE/OCATE, with
regard to ongoing efforts of the Panel of Experts established pursuant to Security Council
Besolution 1874 (2009) to gather. examine and analyse information regarding the
implementation of the measures imposed on the Democratic People’s Republic of Korea
(DPRK) by the referenced Security Council resolutions, in particular incidents of non-
compliance.

The Panel has written specifically “with regard to the DPRK's trade with Canada in items
that are covered by the relevant sectoral sanctions provisions in resolutions 2270 (2016),
2321 (2016), 2371 (2017). 2375 (2017) and 2397 (2017)", based on the Panel's analysis of
available trade data. Your letter also noted that the Panel seeks Canada’s assistance in
providing supplementary information concerning specific trade data reported by Canada
that lists the DPRK as the partner country.

The Government of Canada has determined that the instances in which the DFREis
reported as the partner country are either confirmed errors or highly likely to be errors.
The errors are most likely cases of miscoded country variables in the customs data.

Please note that we will be making changes within our national systems to replace
miscoded references to the DPREK with the correct pariner country in all these transactions.
Moving forward, we will work to modify our processes to detect potential reporting errors,
to reduce occurrences of trade being incorrectly attributed to the DPREK in published data.

With respect to the Panel’s request for information regarding any cases of rejection of
customs clearance or seizure of goods involving the DPRE as a country of destination /
consignment J origin / manufacture or transit, the Government of Canada affirms that
there have been no import seizures of goods from the DPRK as the country of purchase [/
origin
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Please be assured that the Government of Canada takes our obligations as a UN Member State with
the utmost seriousness. To that end, Canada continues to stand ready to support the important
work of the Panel. Please do not hesitate to contact us if you require any further clarifications.

244/627

Sincerely yours,

d’Affaires a.i.

Ambassador and Deputy Permanent
Representative
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China’s reply (see also annex 40, OC.359)

From April to September 2023, China did not import iron alloys, iron and steel products, tex-
tiles, or other goods from the DPRK prohibited by relevant UN resolutions. The goods imported
from the DPRK under HS code 50 were mulberry silk and waste silk. Mulberry silk and waste
silk are raw materials and do not fall under the category of textiles prohibited from export by
the UN resolutions, as China has repeatedly stated to the Panel. During this period, all metal
products, industrial machinery, electronic equipment, and vehicles exported from China to the
DPRK were purely for the use of international organizations in their project offices in the
DPRK, and did not involve any violations of UN sanctions resolutions. We urge the Panel to
demonstrate its professionalism, accurately determine the scope of the resolutions and not to
include any information unrelated to the resolutions in its final report.
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Letter from the Permanent Mission of Colombia and Colombia’s reply

Permanent Mizssion of Colombia to the United Nations

DU SO -Z4-D00004
Mew York, Janisary 57, 2024

M=, Acrng Coordinams,

I have the hofoar b wfe o vou deganding vour  nob
SAACAY N2 PES/OCAT) dated December B, 3023, in which you rogoest
infosmacon with regard 1o the Democranc People’s Republic of Korea's (DPREK]) crade
with Colomibia in items that are covened by the relevant sectoral sanctions accanding fo
resolutions XFT0 2016, 2321 (20163, 2371 2017, 2375 (W01 7) and 2307 (201T).

Imi thst regard, please fnd snuched the official response by the Menisery of
Fl:rl'\-l,-.-“'l'l. Affzirs of Coloembia - Direction for Miehilareral Poliseal Affasrs — o yaMar
request (1 PDF fike); a copy of all the relevant import declarabons (16 PDF files); and
the repoat on the seimore of goods from the IPRE (1 excd fle).

Please accepe, Me. Aoing Coordinasor, the assarnce of my highest and most

dssmngaished considerarion.

R TA
Ambassedor, Pesmanenit H.-:-F'::cnmh':

Tao

v

Acting Coordinator of the Panel of Experis established pursuant o Secumty Coancil
Resclation 1874 (2009)

Hl;'.lr Yiork

|48 HAST 57 STRHEET - NEW YORE, MY, N2 - TELS (I3 3887776 - FAX (Z13) 371380
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COLOMBIA P
(@ VIDA T M o

DIRECCION DE ASUNTOS POLITICOS MULTILATERALES
Viceministerio de Asuntos Multilaterales

Respuesta requerimiento del Panel de Expertos establecido en
virtud de la Resolucién 1874 (2009) del Consejo de Seguridad

de las Naciones Unidas
Enero 2 de 2024

Requerimiento realizado a Colombia mediante comunicacién S/AC.49/2023/PE/OC.479

del 8 de diciembre de 2023.

La siguiente respuesta se remite, en virtud a la informacion suministrada por la
Direccion de Impuestos y Aduanas Nacionales (DIAN).

EXPORTACIONES DE LA REPUBLICA POPULAR DEMOCRATICA DE COREA (RPDC) A
COLOMBIA (IMPORTACIONES)

1. Confirmar si los datos enumerados son exactos. De ser inexactos, presentar copias
digitales de los documentos originales o una explicacién sobre la causa de la
inexactitud:

Tabla 1. Textiles (Cédigo SA 56)
Fecha Valor aproximado (USD)
Mayo 2023 14.000

Respecto a las operaciones mencionadas en la tabla 1, se informa que revisado el
sistema informatico aduanero se encontré lo siguiente:

a. Mayo de 2023: Declaraciones de importacion numeros 482023000257885-1 y
482023000274837-8 con valor en aduana de USD 716127 y USD 7.158.79
respectivamente, se debe tener en cuenta que si bien en estas declaraciones de
importaciéon Corea del Norte aparece como pais de origen de la mercancia (rollo
revelador DR44K), se observa que tanto el pais exportador, como el pais de compra
y el pais de procedencia corresponde a Estados Unidos. En los dos casos, el
exportador o proveedor en el exterior esta ubicado en Estados Unidos.

Las declaraciones de importacién antes mencionadas tienen un valor en aduana
total de USD 14.320,06.

Tabla 2. Textiles (Codigo SA 61)
Fecha Valor aproximado (USD)

Mayo 2023 3.000

Respecto a las operaciones mencionadas en la tabla 2, se informa que revisado el
sistema informatico aduanero se encontré lo siguiente:

a. Mayo de 2023: Declaraciones de importaciéon numeros 902023000080813-2 y
902023000080814-1 con valor en aduana de USD 187229 y USD 67843

Versién: 001 DP-FO- 258
FV: 08/11/2021
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respectivamente, en las cuales, si bien aparece Corea del Norte como pais de origen
de la mercancia (Medias marca polo Ralph Lauren), se observa que tanto el pais
exportador, como el pais de compra y el pais de procedencia corresponde a
Panama. En ambos casos el exportador o proveedor en el exterior esta ubicado en
Panama.

Las declaraciones de importacién antes mencionadas tienen un valor en aduana
total de USD 2.550,72.

Tabla 3. Productos de Hierro y Acero (Cédigo SA 73)

Fecha Valor aproximado (USD)

Mayo 2023

1.000

Respecto a las operaciones mencionadas en la tabla 3, se informa que revisado el
sistema informatico aduanero se encontré lo siguiente:

a.

Mayo de 2023: Declaracién de importacién nimero 192023000031757-7 con valor en
aduana de USD 538,88, en la cual, si bien aparece Corea del Norte como pais de
origen de la mercancia (Cap screw — Tornillo marca Komatsu), se observa que tanto
el pais exportador, como el pais de compra y el pais de procedencia corresponde a
Estados Unidos. El exportador o proveedor en el exterior esta ubicado en Estados
Unidos. El importador tiene calidad Operador Econémico Autorizado — OEA.

Tabla 4. Maquinaria (Cédigo SA 84)

Fecha Valor aproximado (USD)
Abril de 2023 10.000
Mayo de 2023 16.000
Junio de 2023 110.000

Respecto a las operaciones mencionadas en la tabla 4, se informa que revisado el
sistema informatico aduanero se encontré lo siguiente:

a.

Versién: 001

Abril de 2023: Declaracion de importacion nimero 902023000057992-9 con valor en
aduana de USD 4.559,27. Cabe anotar que si bien en la casilla del Pais exportador
aparece Corea del Norte, tras verificar la razén social y domicilio del exportador, se
identificé que la mercancia (Botonera de control para polipasto de 2 pulsadores,
marca Swiko) proviene de la empresa “Gtol Corporation” con direcciéon "W503, SK-
V1 Center, 11, Dangsan-Ro 41-Gil, Yeongdeungpo, Seoul, Korea, 150-806" ubicada en
Corea del Sur, segun informacién disponible en http://gtoic.com/home_02.asp.
Conforme a ello, presumiblemente se trata de un error en el diligenciamiento de la
declaracién de importacion en la casilla (No. 48) del cédigo Pais Exportador en la
declaracion de importacion, es decir que en realidad el pais exportador es Corea del
Sur (190) y no Corea del Norte (187), por lo cual la informacién encontrada serd
remitida para las acciones que correspondan en el control posterior.
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Adicional, se encontré la declaracion de importacion nimero 032023000569470-9
con valor en aduana de USD 4.991,43 en la cual, si bien aparece Corea del Norte como
pais de origen de la mercancia (TrialSlate Bluebird ST102 W4LAL, marca Bluebird - 6
Unds), se observa que tanto el pais de compra y el pais de procedencia corresponde
a Reino Unido. El exportador o proveedor en el exterior esta ubicado en Reino Unido.
El importador tiene calidad Operador Econémico Autorizado — OEA.

Las declaraciones de importacién mencionadas anteriormente tienen un valor en
aduana total de USD 9550,70.

b. Mayo de 2023: Declaraciones de importacion numeros 872023000056017-3 y

C.

482023000281797-0 con valor en aduana de USD 95236 y USD 14.937,98
respectivamente, en las cuales, si bien aparece Corea del Norte como pais de origen
de la mercancia (Disco duro SSD, Liner de motor), se observa que tanto el pais
exportador, como el pais de compra y el pais de procedencia corresponde a Estados
Unidos. En ambos casos el exportador o proveedor en el exterior esta ubicado en
Estados Unidos.

Las declaraciones de importacién antes mencionadas tienen un valor en aduana
total de USD 15.890,34.

Junio de 2023: Declaracién de importacién nimero 482023000322528-3 con valor
en aduana de USD $70.182,93 en la cual, si bien aparece Corea del Norte como pais
de origen de la mercancia (mercancia nueva de uso exclusivo en la industria
petrolera), se observa que tanto el pais exportador, como el pais de compra y el pais
de procedencia corresponde a Estados Unidos. El exportador o proveedor en el
exterior estd ubicado en Estados Unidos. El importador tiene calidad Operador
Econdémico Autorizado-OEA.

Asi mismo se encontré la declaracién de importacién nimero 482023000343695
con valor en aduana de USD 26.789,42 en la cual, si bien aparece Corea del Norte
como pais de origen de la mercancia (excavadora), se observa que tanto el pais
exportador, como el pais de compra es China. El exportador o proveedor en el
exterior esta ubicado en China.

Adicional, se encontraron las declaraciones de importacion nudmeros
032023000844845-6, 032023000836628-0 y 032023000836528-2 con valor en
aduana de USD 9.309,83, USD 2.262,03 y USD 1.560,97 respectivamente, se debe
tener en cuenta que si bien en estas declaraciones de importaciéon Corea del Norte
aparece como pais de origen de la mercancia (bomba de aceite, bomba de
combustible, tubo de plastico del motor - camién), se observa que tanto el pais
exportador, como el pais de compra y el pais de procedencia corresponde a Brasil.
El exportador o proveedor en el exterior esta ubicado en Brasil. El importador tiene
calidad Operador Econémico Autorizado-OEA.

Las declaraciones de importacién mencionadas anteriormente tienen un valor en
aduana total de USD 110.105,18.
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Tabla 5. Equipo eléctrico (Cédigo SA 84)

Fecha Valor aproximado (USD)
Abril de 2023 8.000

Respecto a las operaciones mencionadas en la tabla 5, se informa que revisado el
sistema informatico aduanero se encontré lo siguiente:

a. Abril de 2023: Declaracién de importacién niumero 902023000057993-6 con valor en
aduana de USD 2.128,64. Se resalta que, si bien en la casilla del Pais Exportador
aparece Corea del Norte, tras verificar la razon social y domicilio del exportador, se
identifica que la mercancia (Control remoto a distancia, marca KG Auto) proviene
de la empresa "Gtol Corporation” con direccién “W503, SK-V1 Center, 11, Dangsan-Ro
41-Gil, Yeongdeungpo, Seoul, Korea, 150-806" ubicada en Corea del Sur, segun
informacién disponible en http://gtoic.com/home_02.asp. Conforme a ello, al
parecer se trata de un error en el diligenciamiento de la declaracién de importacién
en la casilla (No. 48) del cédigo Pais Exportador en la declaracién de importacién, es
decir que en realidad el pais exportador es Corea del Sur (190) y no Corea del Norte
(187), por lo cual la informaciéon encontrada se remitird para las acciones que
correspondan en el control posterior.

Asi mismo, se encontré la declaracién de importacion ndmero 032023000569444-7
con valor en aduana de USD 6.321,60 en las cual, si bien aparece Corea del Norte
como pais de origen de la mercancia (Ediary Samsung A217M US. Android 10, Dual
Sim), se observa que tanto el pais exportador, como el pais de compra y el pais de
procedencia corresponde a Reino Unido. En ambos casos el exportador o proveedor
en el exterior estd ubicado en Reino Unido. El importador tiene calidad Operador
Econémico Autorizado-OEA. Las declaraciones de importacién anteriormente
mencionadas tienen un valor en aduana total de USD 8.450,24.

Asi las cosas y aunque se encontraron operaciones que corresponden con los valores
aproximados sefialados por el International Trade Centre (ICT) Trade Map en las tablas
1,2, 3, 4y 5, es importante anotar que las Resoluciones del Consejo de Seguridad de
Naciones Unidas solo indican el capitulo del Sistema Armonizado o hacen una mencién
general de la mercancia, y de la descripcion que aparece en las declaraciones de
importacién no se podria inferir que las mismas seran utilizadas en el desarrollo de
armamento nuclear o misiles.

Los capitulos 56, 61, 73, 84 y 85 del SA comprenden una amplia gama de
articulos/productos, en consecuencia, no todos los bienes de dichos capitulos podrian
estar incluidos dentro de las prohibiciones de las Resoluciones del Consejo de
Seguridad de Naciones Unidas.

De otra parte, es de resaltar que, aunque las mercancias tenian como pais de origen a
la RPDC, en ninguno de los casos correspondié al pais exportador, de compra o de
procedencia. Igualmente, existe la posibilidad de que se hayan cometido errores en la
digitacion de la casilla No. 48 de la Declaracién de Importacién en relacién con el
cédigo de origen, es decir que algunas importaciones realizadas desde la RepUblica de
Corea hayan sido erréneamente registradas como provenientes de la RPDC.
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2. Silos cargamentos de la RPDC a Colombia que contenian los articulos pertinentes
fueron inspeccionados de conformidad con el parrafo 18 de la resolucién 2270 (2016),
y de ser asi, el motivo por el cual no fueron incautados y dispuestos de conformidad
con el parrafo 20 de la resoluciéon 2397 (2017).

Al respecto, es importante anotar que el ingreso al pais de estas, al igual que de todas
las mercancias, esta condicionado por tres etapas de control aduanero, a saber: previo,
simultaneo y posterior.

El control previo se surte en el momento en que la mercancia (carga) llega a los
aeropuertos, puertos o cruces de frontera, etapa en la cual los transportadores
internacionales informan a la DIAN (a través de los Sistemas Informaticos Electrénicos)
los datos relacionados en los documentos de transporte, entre ellos, el pais de
embarque, pues no conocen el pais de origen o de negociacion de la mercancia. Ahora
bien, el sistema de la DIAN contiene la informacién entregada por los transportadores,
pero la Entidad no puede detectar si una mercancia tiene como origen la RPDC.

El control simultaneo tiene lugar cuando surtida la etapa del control previo, los usuarios
presentan las declaraciones de importacién y solicitan el levante de las mercancias a
través de los sistemas informaticos de la DIAN; sobre esto, es de tener en cuenta que
acatando el Convenio de Facilitaciéon al Comercio (AFC) de la Organizacién Mundial de
Comercio (OMC), la Entidad cuenta con un sistema de selectividad y perfilamiento de
riesgo, y en tal sentido las declaraciones pueden ser seleccionadas para inspeccién
fisica, inspecciéon documental u obtener levante automatico, en este Ultimo caso no se
hace inspeccién alguna.

También, en virtud de las mismas normas de facilitacién, hay importadores que
después de haber cumplido una serie de requisitos son reconocidos por la DIAN y otras
Entidades de control como Operadores Econdmicos Autorizados (OEA), cuyas
operaciones de comercio exterior no representan riesgo, por lo que tienen beneficios,
entre ellos, la obtencién del levante automatico de las mercancias, sin que ello impida
que puedan ser sometidas a acciones de control. Ahora, el control posterior
corresponde a las facultades de fiscalizacion que ejerce |la autoridad aduanera sobre
mercancias que han obtenido levante, en virtud del cual es posible incautarlas o aplicar
sanciones conforme a la normatividad aduanera vigente.

Igualmente, como se ha indicado las Resoluciones del Consejo de Seguridad de
Naciones Unidas solo refieren el capitulo del Sistema Armonizado o hacen una
menciéon general de la mercancia, y de la descripcién que aparece en las declaraciones
de importacién no se podria inferir que las mercancias seran utilizadas en el desarrollo
de armamento nuclear o misiles, asi como tampoco en armamento quimico o
biolégico.

De acuerdo con lo anterior, las mercancias no fueron incautadas/eliminadas.
Adicionalmente, conforme a la legislacién interna se debe adelantar un proceso de
definicion de situacién juridica de las mercancias que respete el debido proceso,
cuestion que no fue requerido para el caso de las mercancias que son objeto de
consulta.
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3. Cualqguier otra informacién relevante y/o accién tomada por las autoridades
colombianas con respecto a las exportaciones de la RPDC a Colombia
(importaciones).

Es preciso destacar que las operaciones de comercio exterior que fueron objeto de
revisién tienen a Estados Unidos, Panama, Reino Unido, China y Brasil, como paises de
exportacion, de compra o de procedencia, y en tal sentido se entiende que, aunque la
mercancia haya sido fabricada en la RPDC la transaccién comercial no se adelanté con
este Ultimo pais. Sin embargo, Colombia aplica una serie de medidas para mantener su
sistema de regulacién alineado con los propdésitos de desarme y no proliferacién de
armas de destruccién masiva.

Con respecto a las medidas adoptadas, como se ha mencionado en otras ocasiones,
vale decir que uno de los principios en que se fundamenta el Decreto 1165 de 2019, por
el cual se dictan disposiciones relativas al Régimen de Aduanas es, precisamente, el de
seguridad y facilitacién en la cadena logistica de las operaciones de comercio exterior;
esto significa que el control se cumplird bajo un sistema de gestion de riesgo que
permita neutralizar el contrabando, el lavado de activos, fortalecer la seguridad en las
fronteras, asi como prevenir el riesgo ambiental y la proliferaciéon de armas.

En esa linea, las Resoluciones del Consejo de Seguridad de Naciones Unidas son
socializadas con las Direcciones Seccionales para su observancia, sin desconocer
instrumentos internacionales que en materia de agilizacién de las operaciones de
comercio exterior nos corresponde aplicar, tal como es el Acuerdo de Facilitacion de
Comercio de la Organizacion Mundial de Comercio.

Asi mismo, Colombia, a través de su autoridad de aduanas ha expedido lineamientos a
las Direcciones Seccionales de control aduanero relativos al reconocimiento de carga y
se han realizado solicitudes de selectividad aduanera en los que se dan instrucciones
para efectos de aplicacion de controles. Finalmente, es importante mencionar que en
la actualidad el pais adelanta un proceso de modernizacién tecnolégica de la DIAN que
incluye el fortalecimiento del sistema de gestion de riesgos, lo que seguramente
redundara en un control mas efectivo.

CONTROL ADUANERO.
1. Rechazo o incautacién

En relacién con cualquier caso de rechazo del despacho de aduana o incautaciéon de
mercancias que involucren a la RPDC como pais de destino/consignacién/origen,
fabricacién o transito, se adjunta cuadro con la informacién suministrada por la
Subdireccion de Fiscalizacion Aduanera correspondiente a “fos registros de las
aprehensiones realizadas cuyo posible pais de procedencia es Corea del Norte, para el
ano 2023 a corte del 17 de diciembre, los reportes incluyen (en orden de aparicion), las
siguientes columnas: Pais de procedencia, Clasificacion Arancelaria, Descripcion de la
mercancia aprehendida, Unidad de medida, Cantidad de mercancia aprehendida y
valor de las aprehensiones realizadas"
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2. Informacion que pudiera considerarse pertinente para el trabajo segtn lo dispuesto
por el Consejo de Seguridad a este respecto

Con miras a una implementaciéon que permita cumplir estrictamente con las
Resoluciones del Consejo de Seguridad de Naciones Unidas, seria muy valioso contar
con una compilacién detallada de las medidas restrictivas al comercio exterior con la
RPDC, asi como una descripcién completa de las mercancias involucradas, toda vez
que el solo capitulo del Arancel - Sistema Armonizado (SA) - o un nombre genérico, no
es suficiente para identificarlas, lo que impide saber con exactitud cudles son los
productos sobre los que recae la prohibicién y por consiguiente se dificulta el control.

Asi mismo, es importante conocer las mejores practicas internacionales que se aplican
en los diferentes paises encaminadas al cumplimiento de lo dispuesto en las citadas
resoluciones y su articulaciéon con las normas de facilitacion de comercio, dado que es
muy complicado detectar que una mercancia tiene como origen la RPDC, por ejemplo,
cuando ha sido comprada en un pais diferente y adicionalmente es embarcada en otro
(procedencia) que no corresponde ni al de compra ni al de origen.
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(Translated from Spanish)

Ministry of Foreign Affairs of Colombia
Office of the Director of Multilateral Political Affairs
Office of the Deputy Minister of Multilateral Affairs

Reply to the request of the Panel of Experts established pursuant to United Nations Security
Council resolution 1874 (2009)

2 January 2024
Request sent to Colombia through communication S/AC.49/2023/PE/OC.479 of 8 December 2023.

The following reply is based on the information provided by the Directorate of National Taxes and

Customes.
Exports from the Democratic People’s Republic of Korea to Colombia (imports)

1. Confirmation as to whether the listed data are accurate. If they are inaccurate, please submit the digital

copies of original documents that can explain the cause of inaccuracy:

Table 1. Textiles (HS code 56)

Date Approximate value (United States dollars)

May 2023 14,000

Regarding the transactions in table 1, the customs computer system was consulted and the following

information was found:

a. May 2023: import declarations No. 482023000257885-1 and No. 482023000274837-8, with customs
values of $7,161.27 and $7,158.79, respectively. Although in these import declarations the Democratic
People’s Republic of Korea appears as the country of origin of the goods (DR44K developer roll), the
United States of America is the country of export, the country of purchase and the country of

provenance. In both cases, the exporter or overseas supplier abroad is located in the United States.

Those import declarations have a total customs value of $14,320.06.
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Table 2. Textiles (HS code 61)

Date Approximate value (United States dollars)

May 2023 3,000

Regarding the transactions in table 2, the customs computer system was consulted and the following

information was found:

a. May 2023: import declarations No. 902023000080813-2 and No. 902023000080814-1, with customs
values of $1,872.29 and $678.43, respectively. Although the Democratic People’s Republic of Korea
appears as the country of origin of the goods (Ralph Lauren Polo brand socks), Panama is the country
of export, the country of purchase and the country of provenance. In both cases the exporter or

overseas supplier is located in Panama.
Those import declarations have a total customs value of $2,550.72.

Table 3. Iron and steel products (HS code 73)

Date Approximate value (United States dollars)

May 2023 1,000

Regarding the transactions in table 3, the customs computer system was consulted and the following

information was found:

a. May 2023: import declaration No. 192023000031757-7, with a customs value of $538.88. Although the
Democratic People’s Republic of Korea appears as the country of origin of the goods (cap screw,
Komatsu brand), the United States is the country of export, the country of purchase and the country of
provenance. The exporter or overseas supplier is located in the United States. The importer is an

authorized economic operator.

Table 4. Machinery (HS code 84)

Date Approximate value (United States dollars)

April 2023 10,000
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May 2023 16,000

June 2023 110,000

Regarding the transactions in table 4, the customs computer system was consulted and the following

information was found:

256/627

April 2023: import declaration No. 902023000051992-9, with a customs value of $4,559.27. Although
the Democratic People’s Republic of Korea appears in the country of export box, after checking the
exporter’s company name and address it was determined that the goods (two-button hoist control,
Swiko brand) came from the company Gtol Corporation, whose address is W503, SK-V1 Centre, 11,
Dangsan-Ro 41-Gil, Yeongdeungpo, Seoul, Korea, 150-806, located in the Republic of Korea, according
to information available at http://gtoic.com/home_02.asp. Therefore, an error was presumably made
in the code of country of export (box 48) in the import declaration when it was completed; in fact, the
country of export is the Republic of Korea (190) and not the Democratic People’s Republic of Korea
(187). The information found will be forwarded for appropriate action during the post-clearance

inspection.

In addition, import declaration No. 032023000569470-9 was found, with a customs value of $4,991.43.
Although the Democratic People’s Republic of Korea appears as the country of origin of the goods
(TrialSlate Bluebird ST102-WA4LAL, Bluebird brand, six units), the United Kingdom is both the country of
purchase and the country of provenance. The exporter or overseas supplier is located in the United

Kingdom. The importer is an authorized economic operator.

Those import declarations have a total customs value of $9,550.70.

May 2023: import declarations No. 872023000056017-3 and No. 482023000281797-0, with customs
values of $952.36 and $14,937.98, respectively. Although the Democratic People’s Republic of Korea
appears as the country of origin of the goods (SSD hard disk, motor liner), the United States is the
country of export, the country of purchase and the country of provenance. In both cases, the exporter

or overseas supplier is located in the United States.

Those import declarations have a total customs value of $15,890.34.
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June 2023: import declaration No. 482023000322528-3, with a customs value of $70,182.93. Although
the Democratic People’s Republic of Korea appears as the country of origin of the goods (new goods
for exclusive use in the oil industry), the United States is the country of export, the country of purchase
and the country of provenance. The exporter or overseas supplier is located in the United States. The

importer is an authorized economic operator.

In addition, import declaration No. 482023000343695 was found, with a customs value of $26,789.42.
Although the Democratic People’s Republic of Korea appears as the country of origin of the goods
(excavator), China is both the country of export and the country of purchase. The exporter or overseas

supplier is located in China.

In addition, import declarations No. 032023000844845-6, No. 032023000836628-0 and No.
032023000836528-2 were found, with customs values of $9,309.83, $2,262.03 and $1,560.97,
respectively. Although in these import declarations the Democratic People’s Republic of Korea appears
as the country of origin of the goods (oil pump, fuel pump and plastic pipe for a truck engine), Brazil is
the country of export, the country of purchase and country of provenance. The exporter or overseas

supplier is located in Brazil. The importer is an authorized economic operator.

Those import declarations have a total customs value of $110,105.18.

Table 5. Electrical equipment (HS code 84)

Date

Approximate value (United States dollars)

April 2023 8,000

Regarding the transactions in table 5, the customs computer system was consulted and the following

information was found:

24-02094

April 2023: import declaration No. 902023000051993-6, with a customs value of $2,128.64. Although
the Democratic People’s Republic of Korea appears in the country of export box, after checking the
exporter’s company name and address it was determined that the goods (wireless remote control, KG
Auto brand) came from the company Gtol Corporation, whose address is W503, SK-V1 Centre, 11,
Dangsan-Ro 41-Gil, Yeongdeungpo, Seoul, Korea, 150-806, located in the Republic of Korea, according

to information available at http://gtoic.com/home_02.asp. Therefore, it seems that an error was made
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in the code of country of export (box 48) in the import declaration when it was completed; in fact, the
country of export is the Republic of Korea (190) and not the Democratic People’s Republic of Korea
(187). The information found will be forwarded for appropriate action during the post-clearance

inspection.

In addition, import declaration No. 032023000569444-7 was found, with a customs value of $6,321.60.
Although the Democratic People’s Republic of Korea appears as the country of origin of the goods (E-
diary Samsung A217M US Android 10, Dual SIM), the United Kingdom is the country of export, the
country of purchase and the country of provenance. In both cases, the exporter or overseas supplier is
located in the United Kingdom. The importer is an authorized economic operator. Those import

declarations have a total customs value of $8,450.24.

Although transactions were found that correspond to the approximate values indicated by the
International Trade Centre Trade Map in tables 1, 2, 3, 4 and 5, it should be noted that the United Nations
Security Council resolutions give only the Harmonized System chapter or a general reference to the goods, and
from the description that appears in the import declarations it could not be inferred that they will be used in

the development of nuclear weapons or missiles.

Harmonized System chapters 56, 61, 73, 84 and 85 comprise a wide range of items/products.
Consequently, not all the goods in those chapters could be subject to the prohibitions in the United Nations

Security Council resolutions.

Furthermore, it should be noted that, although the country of origin of the goods was the Democratic
People’s Republic of Korea, in none of the cases was it the country of export, the country of purchase or the
country of provenance. Furthermore, errors might have been made when the origin code was entered in box
48 of the import declaration, meaning that some imports from the Republic of Korea could have been

erroneously recorded as coming from the Democratic People’s Republic of Korea.

2. Whether the cargoes from the Democratic People’s Republic of Korea to Colombia containing the
relevant items were inspected pursuant to paragraph 18 of resolution 2270 (2016), and if so, the reason

why they were not seized and disposed of pursuant to paragraph 20 of resolution 2397 (2017).

It should be noted that the entry into the country of these goods, and indeed all goods, is subject to

three stages of customs inspections: pre-clearance, in-clearance and post-clearance.
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Pre-clearance inspections are conducted when goods (cargo) arrive at airports, ports or border
crossings, at which point international shippers inform the Directorate of National Taxes and Customs (through
the electronic information services) of the data related to the shipping documents, including the country of
shipment, since they do not know the country of origin or brokerage of the goods. Because the Directorate’s
system contains the information provided by the shippers, the Directorate cannot detect whether goods

originate from the Democratic People’s Republic of Korea.

In-clearance inspections take place when users submit import declarations and request the release of
goods through the Directorate’s computer systems after completion of pre-clearance inspections. In this
regard, it should be noted that in line with the World Trade Organization Agreement on Trade Facilitation, the
Directorate has a system of risk selectivity and profiling in which declarations can be selected for physical

inspection, documentary inspection or automatic release, for which no inspection is made.

Likewise, under the same facilitation rules, there are importers who, after having fulfilled a series of
requirements, have been recognized by the Directorate and other monitoring bodies as authorized economic
operators, whose foreign trade transactions do not pose any risk and who therefore have benefits, such as
obtaining the automatic release of goods, though they can still be subject to inspections. In addition, post-
clearance inspections refer to the powers of inspection exercised by the customs authority over goods that
have been released and that, therefore, can be seized or subject to penalties in accordance with the customs

rules in force.

Also, as mentioned above, the Security Council resolutions give only the Harmonized System chapter
or a general reference to the goods, and it cannot be inferred from the descriptions set out in the import
declarations that the goods will be used in the development of nuclear weapons or missiles or chemical or

biological weapons.

In view of the foregoing, the goods were not seized or disposed of. Moreover, under Colombian law, a
procedure consistent with due process needs to be initiated in order to determine the legal status of the goods,

which was not required in the case of the goods in question.

3. Any other relevant information and/or action taken by the Colombian authorities with respect to

exports from the Democratic People’s Republic of Korea to Colombia.

It should be noted that the foreign trade operations that were subject to review have the United States,

Panama, the United Kingdom, China and Brazil as countries of export, purchase or provenance, and in that
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regard it is understood that, although the goods were manufactured in the Democratic People’s Republic of
Korea, the commercial transaction was not carried out with that country. However, Colombia applies a series
of measures to keep its regulations in line with the goals of disarmament and non-proliferation of weapons of

mass destruction.

In connection with the action taken, as has been mentioned previously, it should be noted that one of
the principles underlying Decree No. 1165 of 2019, regulating the customs regime of Colombia, is precisely to
ensure the security and facilitation of the logistical chain for foreign trade operations; in other words,
inspections shall be conducted pursuant to a risk-management system that will prevent smuggling and asset
laundering, strengthen border security, mitigate environmental risk and prevent the proliferation of weapons

of mass destruction.

In that regard, the United Nations Security Council resolutions are disseminated to the local offices to
ensure compliance, without prejudice to international instruments on the facilitation of foreign trade
operations that Colombia is obliged to apply, such as the World Trade Organization Trade Facilitation

Agreement.

Likewise, through its customs authority, Colombia has issued guidelines to local customs offices
regarding cargo inspections, and requests for selective customs checks have been issued. Lastly, it is important
to mention that the Directorate is currently upgrading its technology. This includes strengthening the risk

management system, which will no doubt result in more effective inspections.

Customs inspections

1. Rejection or seizure

Regarding any cases of rejection of customs clearance or seizure of goods involving the Democratic
People’s Republic of Korea as a country of destination/consignment/origin, manufacture or transit, a table is
attached with information provided by the Subdirectorate of Customs Enforcement on records of seizures
made whose country of origin could be the Democratic People’s Republic of Korea, for the year 2023 as at 17
December, including (in order of appearance) the following columns: country of provenance, tariff

classification, description of goods seized, unit of measure, quantity of goods seized and value of goods seized.

2. Information that could be considered relevant to the Panel’s work as mandated by the Security Council

in this regard
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To ensure that implementation fully complies with the Security Council resolutions, it would be very
useful to have a detailed list of the measures that restrict foreign trade with the Democratic People’s Republic
of Korea and a full description of the goods concerned, because the Harmonized System chapter or a generic
name alone do not provide adequate identification, making it difficult to know precisely which goods are

prohibited and therefore difficult to control them.

Furthermore, it is important to be aware of international best practices that different countries apply
to comply with the aforementioned resolutions and how they relate to trade facilitation rules, because
identifying the Democratic People’s Republic of Korea as the country of origin of the goods is very complicated,
for example when goods have been purchased in a different country and are also shipped from another country

(of provenance) that is neither the country of purchase nor that of origin.
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Letter from the Permanent Mission of Ukraine and Ukraine’s reply

IMocTiliHe NMpeACTaBHULITBO T
YKpainm rpv OpraHisaulil New
O6enHanux Hauin

Permanent Mission of Ukraine
to the United Nations

Mission Permanente d'Ukraine
aupres des Nations Unies

Ist Street,
K, NY 10022
(212) 759 70 03; (212) 355 94 55 (fax)

uno_us@mfa gov.ua

NO 4132/ A~ (94 [OF5 1ol qOF

The Permanent Mission of Ukraine to the United
Nations presents its compliments to the Panel of Experts
established pursuant to United Nations Security Council
resolution 1874 (2009) and with reference to the Panel's
letter of 12 December 2023, Ref. S/AC.49/2023/PE/
0C.489, has the honour to submit a response attached
herewith.

The Permanent Mission of Ukraine to the United
Nations avails itself of this opportunity to renew to the
Panel of Experts established pursuant to United Nations
Security Council resolution 1874 (2009) the assurances of
its highest consideration.

Attached: as stated,

Panel of Experts established pursuant
to United Nations Security Council
resolution 1874 (2009)

New York

ukraineun.org
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Information
in response to the letter of the Panel of Experts established
pursuant to UN Security Council resolution 1874 (2009),
dated 12 December 2023, Ref. S/AC.49/2023/PE/OC.489

According to the State Customs Service of Ukraine, on September 5,
2023, a customs declaration was submitted to the regional division of the
State Customs Service of Ukraine for customs clearance of goods, including
?oods worth $3106.19, which, according to the Ukrainian classification of
oreign economic goods, fall under the category of synthetic fabrics.

At the same time, in the declaration, the country of origin was
mistakenly indicated as the DPRK instead of the Republic of Korea.

Based on the corresponding letter from the sender of the goods,
corrections were made to the customs declaration, namely, the code of the
country of origin of the goods was changed to the one corresponding to the
correct country.

24-02094
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Annex 40: Letter from the Permanent Mission of China and China’s replies

PERMANENT MISSION OF THE PEOPLE’S REPUBLIC OF CHINA TO THE UNITED NATIONS

Address:350 East 35th Street, New York, NY10016 Tel: (212)655-6100 Web: www.china-un.org

264/627

FIRARLMEREBRSENRERE

New York , 22 January 2024

Respected Acting Coordinator and Experts,

I am writing in response to your previous letters regarding
the requests to investigate alleged violations of Security Council
Resolutions on the DPRK.

China attaches great importance to and has always been fully
and strictly implementing the Resolutions, and consistently and
constructively supporting the work the Panel. In this regard,
relevant  Chinese authorities have conducted thorough
investigations on the issues raised by the Panel, and responses on
the investigations are enclosed herewith. There investigations are
by no means easy to conduct, and a lot of efforts have been made
by various competent Chinese authorities to verify the information
provided by the Panel. China hopes these feedback could be
reflected in the Panel’s annual report in the faithful and

comprehensive manner.

Panel of Experts
Established Pursuant to Resolution 1874
New York
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I would like to take this opportunity to emphasize that China
has made great efforts in implementing the Resolutions on the
DPRK and sustained great losses. I count on the Panel to base its
work on facts and request the Panel to carry out its assessments
and analysis in line with its mandate as specified in the related
Resolutions, and refrain from including unverified information in
its report.

I look forward to continuing working with you to contribute
to the implementation of the Security Council Resolutions and the

Political solution to the Peninsula issue.

i

Zhang Jun

Warm regards,

Ambassador Extraordinary and Plenipotentiary
Permanent Representative
of the People’s Republic of China to the United Nations
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China's feedback to the 1874 Panel of Experts

1. Alleged cases related to trade between the DPRK and
China

(1) 0C.231

By November 2017, the UN Secunty Council had not yet
listed velucles as prolubited goods for export to the DPRE.
Records were found on exports of passenger cars and trucks to the
DPRK during this period, and these were normal exports. Since
the adoption of the UN Security Council Resolution 2397, all
vehicles exported from China to the DPRK have been for the use
of intemational organizations 1n their project offices in the DPRK,
and they do not mnvolve any wiolations of UN Security Council
resolutions.

(2) 0C.359

From Aprl to September 2023, China did not import iron
alloys, wron and steel products, textiles, or other goods from the
DPRK prohibited by relevant UN resolutions. The goods imported
from the DPRK under HS code 50 were mulberry silk and waste
silk. Mulberry silk and waste silk are raw materials and do not fall
under the category of textiles prohibited from export by the UN
resolutions, as China has repeatedly stated to the Panel. Dunng
this period, all metal products, industrial machinery, electromic
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equipment, and vehicles exported from China to the DPRK were
purely for the use of international orgamizations in their project
offices mn the DPRK, and did not involve any wviolations of UN
sanctions resolutions. We urge the Panel to demonstrate its
professionalism accurately determine the scope of the resolutions
and not to include any information unrelated to the resolutions n
its final report.
2. Alleged cases related to DPRK financial activities
(1) 0C.169
According to the information provided by the Panel, China
conducted thorough mvestigations and found no evidence that the
Yantai Jinnun Industry and Trade Company mentioned in the
letter, as well as L1 Zhenyu and Zhang Jiashan, were engaged in
any activittes i China that wiolated UN Security Council
resolutions related to the DPRK.
(2) 0cC.167
China conducted thorough mvestigations based on the
mformation provided by the Panel and found no evidence that the
relevant banking accounts wviolated UN Secunity Council
resolutions related to the DPREK. The authenticity and accuracy of
the information provided by the Panel could not be confirmed.
(3) 0C.168
Currently, there are no branches or representative offices of
the DPRK banks in China. In accordance with the requirements of
UN Security Council resolutions, China has revoked all
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representative offices of the DPRK banks m Cluna. The Lst
provided by the Panel lacks key identity information. Upon
name-based inquiry, a large number of 1dentical names were found,
making the mnvestigation very difficult, and it 1s hard to guarantee
the accuracy of the mvestigation. Despite such difficulties,
relevant Clunese authonties have conducted serious investigations
on the information provided in the letter, and found no evidence of
violations of UN Security Council resolutions related to the
DPRK.
(4) OC.173
Based on thorough investigations conducted on the
mformation provided by the Panel and found no evidence that the
relevant banking accounts wiolated UN Secunty Council
resolutions related to the DPRK.
(5) 0C.181
Based on the information provided by the Panel Chma has
conducted thorough mvestigations and found no evidence that
New Elements Holdings Co.Ltd, as mentioned in the letter, was
mvolved m activities that wviolated the UN Security Council
resolutions. Due to mcomplete information, the situation of Li
Xianzhu could not be verified.
3. Alleged cases related to DPRK labor
(1) 0C.385
China has always been seriously implementing the relevant

provisions of the UN Security Council resolutions regarding
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DPRK overseas workers. The working permmts for DPRK workers
m China have all been expired before the deadline stipulated in the
relevant Security Council resolution.
(2) 0C.386
China has been eamnestly implementing the relevant
provisions of the UN Secunity Council resolutions regarding
DPRK overseas workers. The working permmts for DPREK workers
m China have all expired before the deadline stipulated in the
relevant Security Council resolution.
4. Alleged cases of DPRK personnel conducting activities
in violations of UN Security Council resolutions
(1) 0cC.192
Based on our investigations, Liaonmmng Zhongwo
Petrochemical Co., Ltd was deregistered in January 2022. China
has thoroughly questioned the former head of the company and
found no evidence of the company's mvolvement in activities that
violated the UN Security Council resolutions. China does not have
mformation on the situation of Chong Hyok and Chong Sang-Hun.
(2) 0oC.341
Based on the information provided by the Panel and
accordmg to our thorough mvestigations, no mformation of O
Yong Ho’s mvolvement m actrvifies mn violation of relevant
Security Council resolutions mn China has been found.
(3) 0C.356
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Due to the limited information provided by the Panel. it is
very difficult for China to conduct investigations. Nevertheless,
We are now coordinating with relevant authorities to conduct
serious investigations, and no evidence of violations of relevant
Council resolutions has been found. It is hoped that the Panel will
respect our efforts and refrain from including unverified
information in the final report of 2023.

(4) 0C.358

Based on our preliminary investigations. Beijing
Tianchicheng Enterprise Management Co., Ltd was revoked by the
Chinese market supervision department as early as in January
2018. There is no record of Choe Song Ryong or Cui Cheng Long
serving as shareholders or senior executives in the registered
companies in Beijing.

(3) 0C.357

Based on investigations, no information about Nam Chol
Ung's involvement in activities in violation of relevant Security
Council resolutions in China has been found. Regarding the
individuals and companies mentioned in the letter. more time is
needed for further investigations. We request the Panel to respect
our efforts and refrain from including unverified information in

the report.
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Annex 41: Media reports of luxury cars in Pyongyang
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MFEEBRERNGT. BBA, NISEERZREENAEES, ASEERIALE FRNEEEEHTS, =
TRSREHERRIZIFES, WOXLE, BHEARTENASKER, BAFRAEA,

Source: https://posts.careerengine.us/p/658d2cc9311dd31682755e0f?from=latest-posts-panel &type=title

Unofficial partial translation

The Ninth Plenary Session of the 8th Central Committee of North Korea: Senior officials drove luxury
cars to the venue

Published December 28, 2023

Author / Lin Haidong

At the National Mothers' Conference in early December, images released by the North Korean media
showed that Kim Jong-un had changed to a new car, the Maybach S650. At the same time, some people
found from the images that the Lexus that Kim Jong-un guarded the convoy also seemed to have been
replaced. New. On December 20th, when Kim Jong-un brought his daughter to meet with the Second
Red Flag Company of the General Missile Administration, North Korean media images showed that he
and his "beloved daughter" were riding in another new Maybach S_-class sedan.

The reason why Kim Jong-un and his guards have replaced their new cars has become a point of concern
to the outside world is because it violates the Security Council resolution on North Korea—Resolution
2094 prohibits North Korea from importing luxury goods such as luxury cars, and Resolution 2397
prohibits North Korea from importing means of transportation. Of course, it is not the first time that
Kim Jong-un has violated Security Council resolutions by changing to a new car, because North Korea
does not recognize these resolutions and considers them “illegal.” So, you change yours, I change mine.
In 2019, major mainstream American media conducted a tracking survey on the source of the luxury
car Kim Jong-un was riding in at the time, and the conclusion was that “it was secretly transported into
North Korea after four months of moving to five countries.” The new car that Kim Jong-un changed
this time should roughly be the same as usual, but it may be more convenient now than it was in 2019.

Not only did Kim Jong-un change to a new car, but several senior officials of the North Korean core
leadership also changed to a new car. In KCTV's news report on the first day of the Eighth and Ninth
Plenum of the Eighth Central Committee, relevant footage of senior officials arriving at the venue by
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car or even by car was even specially edited, and it occupied about 20 seconds of the total length of 10
minutes and 25 seconds. About 20 seconds.

The guards opened the rear car door... . The license plate is white with a flower body on a black back-
ground,

The brand name is “7-27023".

The guards opened the car. This is a rare scene. So far, except for Kim Jong-un who went out to inspect
and drove in person, it is extremely rare for senior officials to drive to the venue by themselves.

...license plate is also white with a flower body on a black background, and the number plate is
“7-278242".

The car is also a Mercedes-Benz S_-class, and the license plate is also in white on a black background,
with the brand name "7-27020". The parking location is next to ”8242" car. Although KCTV did not
give a shot of... driving by himself, it showed him pressing the key to lock the car twice in a row.

The above scenes are extremely rare in North Korean news images. It's not a big deal for high-level
officials to change to a new car, but it's quite fresh to drive to the venue by yourself. There are comments
from the outside world that these new cars were illegally imported in violation of Security Council
resolutions. North Korea did this to show that it is not afraid of sanctions and ignores them. | don't think
it's all true, because these scenes first appeared in KCTV's news images, and the first audience was the
North Korean audience. Even if the outside world saw it, they knew it.

And the scope of influence is also very small. So, from the perspective of communication to the domes-
tic audience in North Korea, the leader's self-driving car has some “people-friendly” meanings implied.
As for whether the leader changes to a new car or eats Dandong strawberries, to be honest, the North
Korean people really don't care too much, because of the hierarchical status.
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Annex 42: Letter from the Permanent Mission of Japan and Japan’s reply

PErMANENT MISSION OF JAPAN
170 THE UNITED NATIONS
NEW YORrRK

12 January 2024

The Government of Japan highly values the work of the Panel of Experts
established pursuant to United Nations Security Council Resolution (UNSCR) 1874
(heremafter “the Panel”) as well as that of the Secunty Council Committee established
pursuant to UNSCR 1718 (hereinafter “the 1718 Committee™). and reaffirms its
commitment to cooperate with the Panel to ensure the full and strict implementation of
all relevant UNSCRs against North Korea.

Upon instructions from the capital, I have the honour to share Japan's response.
as attached. to the letter dated 20 December 2023 (Reference: S/AC.49/2023/PE/OC.617)
with respect to media publications conceming an attempted export of Lexus cars to North
Korea.

The Government of Japan reaffirms its commitment to continue working closely

with the Panel and the 1718 Committee. Should the Panel have any inquiries. please
contact the Permanent Mission of Japan to the United Nations.

Please accept the assurance of my highest esteem.

-3

- 4
Aty _,v//(,/ (L

Kazuyuki YAMAZAKI
Ambassador Extraordinary & Plenipotentiary

Permanent Representative of Japan to the United Nations

Acting Coordinator of the Panel of Experts
established pursuant to Securnity Council Resolution 1874 (2009)
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[Attachment]

The information in the media articles attached to your letter concerning an attempted
export of Lexus cars to North Korea have not been officially publicized by the Police,
and 1t 1s difficult for the Government of Japan to provide any information regarding this
case because provision of such mformation could hinder the future investigation by the
Police.
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Annex 43: Toyota reply to the Panel’s enquiry

TOYOTA

TONVD WEAD DF e

ALAD 0L
1R RIRAY 3 ON0ME BowvO -l
el TOYOTA MOTOR CORPORATION rowwo 132 £ wes
m s 1 TEL «83-3-3412-2112

The United Nations Secursty Council Panel of Experts
The United Natioas Headquaricrs

Stege
New York, NY 10017

dppa-poc] 8744w org
12 January 2024

Re: Response to 12 December 2023 Letter from UN Panel of Experts on North Korea
Reference: SAC 492023/ PE/OC.509

o [

Thank you for the ketter from the UN Secunity Coancil Panel of Experts established
pussuant 10 Resolution 1874 (2009) (the “Panel™) to Toyota Motor Corporation
("Toyota™). Toyota is responding through this letter 10 the questions mised by the Panc!
regarding the image from Novembder 2023 published i a mews media report in the
Democente People's Republic of Korea (“DFRK™),

Toyota is fully committed 1o respecting the laws and regulations of each country or region
where we operate, inchading all apphkable economic sanctions and export coatrol laws.
Toyota complies with applicable UN resolutions in relation to the DPRK and does not
export, supply, sale or transfer motor vehicles darectly or indirectly to the DPRK. Toyota
also does mot manafacture mosor vehicles im or condut other business activities in the
DPRK.

The yehicke shown in the image provided by the Fanel appears to be a Lexus LX600 or a
Lexus LX5004. Toyota is not able to determine the particular mede! without viewing the
name badge on the hackdoor or other unique chancteristics. These models were first
manufactured in December 2021 and remain in production at this time. These models are
manufactured only by Tovoa Auto Body Co., Lad. at its plasyt in Yoshiwara, Japan, which
it wholly-owned by Toyota Motor Corpoeation. The total production number of these
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models since December 2021 is more than 49,000 units. While the Lexus LX has been
sold globally, the largest markets by volume are the United States, Saudi Arabia and Qatar.
In these and other markets, Toyota generally scils its vehicles through distributors and
dealers rather than directly to end-users but mo Toyota distributors or dealers are
authorized to sell vehickes to North Korea. Toyota is not able 10 confirm based on the
photogruphs the specific market in which Toyota originally sold this particular Lexus LX.
However, as noted above, it was not sold by Toyota in Noeth Koeea or for use in North
Korea

In consideration of the important work of the Panel, Toyota would like to continue to
cooperate with the Pane] consistent with the legal obligations of Toyota and its business
partners, Toyota is willing 1o conduct further research in support of the Pascl’s inquary if
the Panel is able to provide more specific information regarding the vehicle at issue. For
imstance, if the Panel is able to provide the vehicle identification number (VIN), we would
work 10 provide you with mere detailed information such as mode! year, production date,
model code and final destination for the Toyota delivery.

As noted above, Toyota is commitied to complying fully with the laws and regulations of
cach country or region where we operate and we require our dealers and distributors 10
do the same, We comply fully with applicable UN resolutions in relation to the DPRK
and Toyota has a strict policy of not exporting motor vehickes or related parts or
components directly or indirectly to the DPRK.

We hope that the above information is helpfal to your inquiry.

Sincerely yours,

Lo Lol
VE——

Secretariat, Export and Trade Security Controls Committee
Toyota Motor Corporation
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Annex 44: Dior reply to the Panel’s enquiry

DIOR

United Nations
United Nafions Security Council

Ms.

Acting Coordinator of the Ponel of Experts
established pursuont % UN Secwrity Councl
Resolution 1874 [2009)
dppo-poe 187 483w org

Poris, November 14, 2023

Your Ref: S/AC.49/2023/PE/OC.252

Thank you for your letier dated Octcber 16, 2023
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worldwide (with most sales in Europe and i the US).
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Annex 45: Letter from the Permanent Mission of Slovakia and Slovakia’s reply

24-02094

115674/2023

The Permanent Mission of the Slovak Republic to the United Nations presents its
compliments 1o the Panel of Experts established pursuant to the Security Council Resolution
1874 (2009) and has the honour to refers to the latter Note Verbale regarding the investigation
claims of a Slovakian national, Mr. Ashot Mkrtychev, for having allegedly atiempted to,
directly or indirectly, import, export, or reexport to, into, or from the DPRK any arms or related
material.

Ministry of Foreign and European Affairs of the Slovak Republic approached the
Ministry of Finance of the Slovak Republic as the national coordinator of the enforcement of
international sanctions and the manager of the Central Coordination Group for the enforcement
of international sanctions in the Slovak Republic.

Department of Finance contacted the relevant state authorities in this matter. Based on
the answers received and in accordance with the information requested by the panel of experts,
w state that the named person is the holder of Slovak passport no. BD3843329 (valid until
April &, 2029). We also state that the ammunition could not be transported by a naval ship
registered in the Slovak Maritime Register, as currently no naval ship is registered in this
register. According to the available information, after his inclusion on the OFAC sanctions list,
the bank account of the named person in particular bank was cancelled (at the time of the
information from the bank, the account had a zero balance and it was blocked for any
transactions). No payments made from or to the DPRE, or payments connected to the
mentioned case linked to this person, have been notified 1o the relevant authorities by the banks,

According to the available information, the person named has not been staying in the
territory of the Slovak Republic for a long time and should currently be alternately located in
the territory of the Russian Federation and the People's Republic of China. The internal
authorities of the Slovak Republic do not have any additional information that would allow
them to further clarify the claims according to which the named person should have cooperated
with representatives of the DPRK in obtaining weapons and ammunition for the Russian
Federation in exchange for materials for the DPRE.

In the event that additional facts relevant to the mentioned case are discovered, the
authorities of the Slovak Republic are ready to cooperate with a panel of experts.

The Permanent Mission of the Slovak Republic to the United Nations avails itself of this
opportunity to renew to the Panel of Experts established pursuant to the Security Council

New York | 2.7 July 2023

Panel of Experts established pursuant

to the Security Council Resolution 1874 (2009)
United MNations

MNew York
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Annex 46: Ukrainian forces allegedly utilized multiple-launch rocket systems (MLRS)

manufactured in the DPRK

288/627

War in Ukraine

Ukraine fires North Korean rockets to blast Russian positions

Artillery crews are pounding Putin's invasion forces with Pyongyang-made munitions that can 'do crazy

things’

Christopher Miller near Bakhmut JULY 28 2023

(Korean)-122
I}X|?(Korean)
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Soviet-era Grad multiple-launch rocket systems fire on Russian positions in Donetsk. North Korean munitions have been used in such
attacks near Bakhmut in the eastern region © Sofiia Gatilova/Reuters

Source : Financial Times, 28 July 2023, accessed at https://www.ft.com/content/96e1f526-ae3d-4cff-bc37-
8f9dd7d5975f. Boxed translation by the Panel.

Source: X, posted on 9 July 2023, https://twitter.com/war_noir/status/1678069338266382337.
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Annex 47: Member State information on alleged arms transfers from the DPRK (1)

Movements of Angara and Maria (fka Lev Yashin) between Rajin Port and Dunay late August 2023 —
late September 2023

Flagged Vi Is T porting Shipping C iners Between Russia and North Korea

Late August to Late September 2023

e WY AR . 1101 . - RUSSIA
P

5
M/V ANGARA delivers approximately " l\\ Qﬂnay
950 20-foot shipping containers from '14 \V\\ ““
Russia to North Korea. ”” N2y
¢
1
"
\ /"
NORTH - 41
¢ 7
KOREA ¥ ve
\ g A; 2
) S M/V ANGARA and probably M/V LEV
e Najin »%® YASHIN deliver approximately 475
v aopars W LEV Yagtn (0 $0TTIO q —=$‘: -v 20-foot shipping containers from
2RWN RIME g North Korea to Russia.

Notional tracks

NOTE: M/V ANGARA is a known = = MV ANGARA
arms transport vessel. M/V ANGARA and

= %= MV LEV YASHIN

Russian-Flagged M/V ANGARA Completes First Delivery to North Korea
August 2023

f % & RUSSIA
Mwwn:vmm =y S NOTE: Dunay is a
421337 N 10AT02E Russian military facility.

o 21AUG23
¢ M/V ANGARA departs Dunay
.VIaleOStOK with approximately 250 20-ft
PR shipping containers.
Vi ~
p) Y
S
4 S
4
<4
/
»
4
/
4
4
/ ©
] 28 AUG 23
(] I M/V ANGARA returns to Dunay.
NORTH /
’
KOREA 2l
I 4
7
\ ’ ’
ajin is a North Korean \ ) L7
commercial port. v NOTE: M/V ANGARA is a known
» arms transport vessel. e
o Notional tracks
Najin 27 NOTE: This shipment only - = M/ ANGARA
9 - s included the delivery of
- containers to North Korea. No
- - - containers were delivered from
e North Korea back to Russia.
25 AUG 23:

M/V ANGARA delivers 20-ft
shipping containers to Najin.
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Russian-flagged MV ANGARA (IMO: 9179842)
Najin, North Korea
42:13:37 N 130:17:02 E

SOUTH
KOREA

.~

-
2 i

ey _
—voK- A
Gl e 4 || 20-foot shipping containers
- LT . L,

-
~ Y02263870
LAY

Russian-Flagged M/V ANGARA Completes Second Delivery to North Korea; First Delivery to Russia

September 2023
NOTE: Dunay is a RUSSIA
Russian military facility.

o 1SEP 23

2 M/V ANGARA departs Dunay
.VladWOSIOK with approximately 250
P shipping containers.
Vi ~
7 Y
Y
4 AN

< v‘ADunay 7N

g e 6 SEP 23

M/V ANGARA returns to Dunay
and delivers approximately 35
shipping containers.

NORTH )
KOREA ne

NOTE: Najin is a North Korean \ p 41'
commercial port. v NOTE: M/V ANGARA is a known |

—~——

arms transport vessel.

2% Notional tracks
Najin ,’ NOTE: This inclgded the !irst - = MV ANGARA
- T4 delivery of shipping containers
> from North Korea back to Russia.
- - - e
2-4SEP23:

M/V ANGARA delivers shipping
containers to Najin. Loaded with
approximately 35 shipping containers
for return delivery to Russia.
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RUSSIA

September 2023

Russian-Flagged M/V ANGARA Completes Third Delivery to North Korea; Second Delivery to Russia

o BSEP23

M/V ANGARA departs Dunay

Ve
f .\‘.'] adivostok with approximately 200
o shipping containers.
[ P q.‘
’ ~
—1 ) ’I -
LR 5 .
\ e '4 ~4Du n.ay@ 2N
(- — Y
] » -~ \
! 4 3k \
’ S
'I
/ e 12 SEP 23
I M/ ANGARA returns to Dunay
\ (] and delivers approximately 300
NORTH vy r shipping containers.
{ ’
KOREA 7
’I
y L
NOTE: Majin is a North Korean ) s
commercial port. ) ,“’
4
N » )
B S NOTE: M/ ANGARA is a known Notional tracks
Najin @ ) ” arms transport vessel. - = MM ANGARA
- ’
- e
11 SEP 23:
M/V ANGARA delivers approximately
200 shipping containers to Najin. 0 a0
Loaded approximately 300 shipping I
containers for return delivery to Russia, ) 2 40 Ko
Russian-Flagged M/V LEV YASHIN Completes Probable Third Cargo Delivery from North Korea to Russia
September 2023
RUSSIA

8 SEP 23

et

Russian-iagged WV ANGARA (MO: 9179042)

Rusalans Ragged MV LEV YASHIN GMO. 8517839)
v

M/V LEV YASHIN departs
Vladivostok area with no
shipping containers.

R
AZST0ON 1L E

NORTH &
)
KOREA . ’
S '
) 4
1 ”
NOTE: Najin is a North Korean \ ) L7
commercial port. ’.(
\ A
v L4
Naiji 7
ajin _ >
) 22
-
—S———
16- 17 SEP 23: e

M/V LEV YASHIN loads approximately
140 shipping containers at Najin.
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K
containers to Dunay.

- lVladivostok
222
~ ~
V4 S
’ SN
’ NO
A _Dbuna »
. #
NO® N

NOTE: Dunay isa
Russian ary facility.

19 SEP 23
M/V LEV YASHIN delivers
approximately 140 shipping

/
/
e

Notional tracks
= = MV LEV YASHIN

NOTE: This shipment only
included the delivery of shipping
containers to Russia. No shipping

containers were delivered from
Russia to North Korea.
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{

Russian-flagged M/V ANGARA (IMO: 9179842)
Russian-flagged M/V LEV YASHIN (IMO: 8517839)
Dunay, Russia
42:52:00 N 132:21:54 E

8 ¥ Shipping containers

Y OP3311625

Russian-Flagged M/V ANGARA Completes Fourth Delivery to North Korea

September 2023
NOTE: Dunay is a RUSSIA
Russian military facility.
o 22 SEP 23
& M/V ANGARA departs Dunay
o /adivostok with approximately 250
S PR shipping containers.
. / N
f , Y
{ (N
! ,I N
- ’ '\\Dunay 7N
4 ~ \
e » \
04 S \
II S
3 /
/
\ [ A
" \ (]
NORTH > 3 E /
(& / 4
KOREA R %
¥
d 4
N v
( . 22
NOTE: Najin is a North Korean N ) 7
commercial port. ,’
Cd
’A >
B , NOTE: M/V ANGARA is a known Notional tracks
Najin @ ’ (4 arms transport vessel. - = M/ ANGARA
’
-
-
- 9

23 SEP 23:
M/V ANGARA delivers approximately
250 shipping containers to Najin.

Source: Member States.
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Deliveries Between Russia and North Korea
Late August to Late September 2023

First Russia-
to-North Korea

Delivery

Quantity of
20-t shi -250
containers

Dunay
(Russia)

Najin
(North Korea)

Destination

21-25
August

Source: Member State.

294/627

Second Russia-
to-North Korea

-250

Dunay
(Russia)

Najin
(Morth Korea)

September

First North
Korea-to-
Russia

Najin
(Morth Korea)

Dunay
(Russia)

2-6
September

Third Russia-
to-North Korea

-200

Dunay
(Russia)

Najin
(North Korea)

g-n
September

Second North

Korea-to-
Russia

-300

Najin
(North Korea)

Dunay
(Russia)

1-12
September

Third North
LGICERGE
Russia

LEV YASHIN

-140

Najin
(North Korea)

Dunay
(Russia)

16-19
September

Fourth Russia-
to-North Korea

-250

Dunay
(Russia)

Najin
(Morth Korea)

22-23
September
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Annex 48: Member State information on alleged arms transfers from the DPRK (2)

Images of the Angara and Maria (fka Lev Yashin) at Rajin Port and Konyushkovo Bay, and of Maia-1
at Rajin Port, Konyushkovo Bay and VVostochny Port, September 2023 — December 2023

UK OFFICIAL - FOR PUBLIC RELEASE

Russia/DPRK: Transfer of Materials Between the Democratic
People’s Republic of Korea and Russia

orFiciaL) This report provides an overview of the transport of materials between the Russian Federation and
the Democratic People’s Republic of Korea (DPRK).

(-\-\ Defence
& Intelligence
UK OFFICIAL - FOR PUBLIC RELEASE
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UK OFFICIAL - FOR PUBLIC RELEASE
Russia/DPRK: Transfer of Materials Between the Democratic People’s Republic of Korea and Russia
DPRK Air, Land and Sea Transfer Nodes

Najin/ Rajin Port, DPRK
GEO: 421343N/1301701€

9Dec23

cHiNg

NORTH KOREA

ProNcANG
Wi

Tomangang Raiiway Station, DPRK
GED: 422501N/1303715E 200ct23

s Defence
& Intelligence
UK OFFICIAL - FOR PUBLIC RELEASE

UK OFFICIAL - FOR PUBLIC RELEASE

Russia/DPRK: Transfer of Materials Between the Democratic People’s Republic of Korea and Russia
Transfer of Materials From DPRK to Russia by Sea

(0). Media reporting highlighted that the Russian Federation were approaching a number of countries requesting =
military equipment and munitions to replace those which had been used in the Ukrainian conflict.'-2 fe=

(0). Analysis of marine traffic data (confirmed on imagery dated between 21 Sep and 5 Dec 23) showed at least
three Russian flagged vessels continued to transfer shipping containers between Najin Port, DPRK and the ports L=t i
of Vostochny and Bukhta Konyushkova (also known as Dunay Port), Russia 3 ¢

(O). The three Russian vessels identified were MV MAIA 1 (IMO: 9358010), MV ANGARA (IMO: 9179842) and S = g Tl
MV MARIA (Formerly LEV YASHIN) (IMO: 8517839), all of which have been identified at Najin Port, DPRK and 4 [ o ¥ P
then transiting to either Vostochny andlor Bukhta Konyushkova (also known as Dunay) ports, Russia e /

MV MAIA 1 (IM0 9358010) Vostochny Port, Russia MV ANGARA (IM0 9179842) - Najin Port, DPRK
GEO: 424415N/1330510E 12Nov23  GED:421336N/1301708E

28 Nov23

e Diaryof a Paratrooperms e Rneonnx Ascanimcome

North Miitary District.

8 30my CBO MBI CHOpARM NoBLIEHHOR ASOHOST X
piniag-tiog shwki oy A GRS Mrod e PC30 s, KoTGpHE A06eH0 NPEROCTSMIN MaLM ce-

Nerthern Hitary

rict zone which were kindly provided eopremp e Toxpmet
- by our North Karean comvades!

MV MARIA (Frr LEV YASHIN) (IMO 8517839) - Najn Port, DPRK
GEO: 421336N,/1301708E 120ct 23

(0). Although the exact contents of the shipping containers.
cannot be identified from satellite imagery, social media posts
by Russian Forces personnel have stated the presence of
DPRK produced munitions in Ukraine*

(0). Assuming an average speed of 10 knots and the most
direct route is taken, it would take approximately 1.2 days to
conduct a retun trip, not including time for loading/unloading
of cargo,

2 2 vosmsmnragun

i i B e s e, 3 T

s Defence s
Intelligence e SOE......
UK OFFICIAL - FOR PUBLIC RELEASE

0S6-071-23 | 14 DEC 2023
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UKOFFICIAL - FOR PUBLIC RELEASE

Russia/DPRK: Transfer of Materials Between the Democratic People’s Republic of Korea and Russia
MV MAIA 1 (IMO 9358010) - Offloading Shipping Containers at Najin Port Facility, DPRK

GEO: 421343N/1301714E

1. MV MAIA 1 (IM0 9358010) Vostochay Port, Russla 12 Nov 23
GEO: 424415N/1330510€

2. MV MAIA 1 (MO 9358010) Bukita Koayushkova (Dunay) Port, Russia 5 Dec23
GED: 425158N/1322152€

3. MV MAIA 1 (IMO 9358010) Bukita Komyushkova (Dunay) Port, Russla 11 Dec 23
GEO:425158N/1322152E

MV MALA 1 (1M0 9358010)

‘ o

(0). MV MAIA 1 (IMO 9358010) was identified on imagery docked at Vostochny Port, Russia on 12 Nov 23 [image 1). It
was then identified preparing to load shipping containers at Najin Port, DPRK on 20 Nov 23 [Main Image] and unloading
shipping containers at Bukhta Konyushkova (Dunay) Port, Russia on 5 Dec 23 [Image 2 and 3].

& Defence
Intelligence
UK OFFICIAL - FOR PUBLIC RELEASE

UKOFFICIAL - FOR PUBLIC RELEASE

Russia/DPRK: Transfer of Materials Between the D tic People’s Republic of Korea and Russia
MV ANGARA (IMO 9179842) - Docking at Najin Port Facility, DPRK

GED: 421343N/1301714€

1.MV ANGARA (1MO 9179842) Buktta Konyushkora (Dunay) Port, Ressia 2156p23
GEO: 425158N/1322152€

MV ANGARA (IM0 9179842)

(0). MV ANGARA (IMO 9179842) was identified on imagery docking at Najin Port, DPRK on 3 Sep
23 [Main Image] and laden with shipping containers at Bukhta Konyushkova (Dunay) Port, Russia
on 21 Sep 23 [image 1].

Defence
Intelligence
UKOFFICIAL - FOR PUBLIC RELEASE 50f9 | PROD: 0SG-071-23 | 14 DEC 202 ICOD: 11 DEC 202:
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Russia/DPRK: Transfer of Materials Between the Democratic People’s Republic of Korea and Russia

MV MARIA (Formally Known as MV LEV YASHIN) (IMO 8517839) Loading Shipping Containers at Najin Port Facility, DPRK

GEO:421343N/1301714E

L MV MARIA (Fer LEV Russia 21Sep23
GEO: 425158N/ 1322152

2. MV MARIA (e
GEO: 425158N/ 1322152

MV MARIA (Fmr LEV YASHIN) (IMO 8517839)

(0). MV MARIA (IMO 8517839) was identified on imagery unloading cargo at Bukhta Konyushkova (Dunay) Port, Russia

between 21-22 Sep 23 (Image 1 and 2]. The vessel was also identified loading shipping containers at Najin Port Facilty,
DPRK on 12 Oct 23 [Main Image].

& Defence
Intelligence
UKOFFICIAL - FOR PUBLIC RELEASE

71-23 | 14 DEC 2023 | ICOD: 11 DEC 2023
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Russia/DPRK: Transfer of Materials Between the Democratic People’s Republic of Korea and Russia

DPRK Rail Transfer Node, Tomangang Railway Station, DPRK

‘GEO:422501N/1303715E

Internal RTP

i
(0). Tomangang Railway Station is located adjacent to the international border of DPRK and Russia and services the only rail link between the two
countries. Media sources have reported that Russia could be exporting oil based products and cereals to the DPRK in exchange for munitions.5 Both
oil based products and cereals have been identified at Tomangang Railway Station. Analysis of imagery dated between 30 Oct and 4 Nov 23 identified
the renewal of cross-border rail activity between Khasan (Russia) and Tomangang (DPRK) after a two year hiatus, highly likely due to COVID-19.
s Defence

Intelligence

7018 | PROD: 0SG-071-23 | 14 DEC2023 | K
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Iiussla/ DPRK: Transfer of Materials Between the Democratic People’s Republic of Korea and Russia
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Annex 49: Screenshot of a page from the website of the Ministry of Foreign Affairs of the Rus-
sian Federation (https://www.mid.ru/ru/foreign_policy/news/1914400/)
.

3 gf MWHWCTEPCTBO MHOCTPAHHDBIX Aen
Poccuiickoi ®enepanum

11.11.2023 11:57 Ne2282-11-11-2023

Otper odunuaapaore npeacrasute s MHJ] Poccum M.B.3axaposoii ma ompoc CMH B cBs3E ¢
oopaHeEHsAMHE CIIIA B HX CON3HHKOB B aapec PoccHH B «BOEHHO-TeXHHYUECKOM COTPYIHHUECTBE» ¢
KHIP

Bonpoc: B mocaensee BpeMs B agpec Pocernm i1 KHIIP Bee uallle 38y4aT 0OBHHESHIIA B OCYIISCTBICHHII
3alpenieHHbIX pesomonmaMi Coseta BesomacHoctn OOH B3aHMHBIX TIOCTABOK BOOPY/KEHII H BOSHHBIX
TexHoIoriil. OUIH 113 IOCISIHIX IPIMEPOB — 3adBIeHNIe cTpaH «l PYIIBI ceMID» II0 IHTOraM BCTpedl B TOKIIO.
Ha 5Ty TeMy Takike HEOJIHOKDAaTHO BBICKa3biBalcs roccekperaps CIITA 3.BumHKeH, B TOM HHCTE B XOlIe
HemapHeTo Bi3nTa B Ceyn. Kak 051 BET MOTTII 3TO DPOKOMMEHTHPOBATE?

OTeeT: OOBHHEHINE, TpPSIBABISEMBIC «KOISKTHBHEIM 3amajoM» B «HE3aKOHHOM» BOCHHO-
TEXHHTECKOM cOTpyaHIIecTBe Poccnn ¢ KHJIP — TOTOCTOBHET I O€3/10Ka3aTeIbHBI, B M3MKOOTCHHOM CTIITE
«highly likely». K ToMy e HIKTO He Hageqsa BamHrToH 1 TOKIIO CIeICTBEHHBIMII ITOTHOMOYTISAMIL.

Poccg OTBETCTBEHHO BBIIOTHAET CBON MEXKIYHAPOIHBIC 0043aTebCTBA, BKIOYAS pe3omrom CoBeTa
besomacHocTi. II 3T0 He MeIaeT HaM pa3BIIBaTh TpaNIIIOHHBIE OTHOIIEHIS JIPY/KOBI II COTPYIHIMECTBA C
cocenamir, B ToM gicte KHJIP, HMerone JaBHIIe HCTOPHYECKHE KOPHIL

Yto KacaeTcs KPHTIKOB HaIlell CTPAHBI M3 WICTAa TaK HA3bIBAeMbBIX MOGOPHIIKOB MEKIYHAPOIHOTO
[paBa, TO M CTeAyeT MOCOBETOBATE MOYAIE CMOTPETh B 3ePKAlI0, MPEsKIIe YeM YUITh IpyTux. Beas MMeHHO
CHIA § IX caTe/UINTHl HapylIalT OOLIENPHHATHIE HOPMBI MEXIyHApOIHOTO IpaBa H pesomonun CoseTa
be30macHOCTH, HAKAUNBAT MPECTYNHBI KIEBCKINI pPEXHM OpPYAKHIeM H TeM CaMBIM  CIOCOOCTIBYIOT
[POJIOIKEHITH KPOBOIIPOTHTIHSL.

Unofficial translation:

11.11.2023 11:57 Ne 2282-11-11-2023

Foreign Ministry Spokesperson Maria Zakharova's answer to a media question regarding US and its

allies’ accusations of "military-technical cooperation" with the DPRK

Question: Recently, Russia and North Korea have been increasingly accused of carrying out mutual
deliveries of weapons and military technology, which are prohibited by UN Security Council resolutions. One
of the latest examples is the statement of the G7 countries following the meeting in Tokyo. US Secretary of
State Antony Blinken has also repeatedly spoken on this topic, including during his recent visit to Seoul. How
would you comment on this?

Maria Zakharova: The accusations made by the "collective West" of "illegal" military-technical
cooperation between Russia and the DPRK are unfounded and unsubstantiated, in the favourite style of "highly
likely." In addition, no one gave Washington and Tokyo investigative powers.

Russia is responsibly fulfilling its international obligations, including Security Council resolutions. And
this does not prevent us from developing traditional relations of friendship and cooperation with our
neighbours, including the DPRK, which have long-standing historical roots.

As for the so-called critics of international law, our country, they should be advised to look in the mirror
more often before lecturing others. After all, it is the United States and its satellites that violate the generally
accepted norms of international law and Security Council resolutions, pump the criminal Kiev regime with
weapons and thereby contribute to the continuation of bloodshed.
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Annex 50: Compilation of available information on Angara’s movements August to December 2023 (non-

exhaustive)

Date Summary of reported activity Source and date of information
18 August At Dunay (Dunai) Port NKNews 23 October

18 August Departs Dunay RUSI, 16 October

21 August Departs Dunay with 250 shipping containers Member State report

25 August Shipping containers delivered to Rajin (Najin) Member State report

26 August Arrives Rajin RUSI 16 October

28 August Returns empty to Dunay Member State report

1 September

Departs Dunay with 250 shipping containers

Member State report

1 September

Departs Dunay

RUSI 16 October

2-4 Septem- Shipping containers delivered to Rajin; loads Member States’ reports
ber approx. 35 shipping containers
3 September | Loads and unloads cargoes at Rajin RUSI 16 October
3 September | At Rajin Pier 2, loads containers NKNews 16 October; 23 Octo-
ber
6 September | Approx 35 shipping containers delivered to Du- | Member State report
nay
8 September | Departs Dunay with approx. 200 shipping con- | Member State report

tainers

Disappeared for a few days (?)

NKNews 23 October

11 September

Approx 200 shipping containers delivered to
Rajin; loads approx. 300 shipping containers

Member State report

12 September

Approx 300 shipping containers delivered to
Dunay

Member State report

20 September

Vessel appeared to stay at Dunay through this
date

NKNews 16 October

21 September

Loaded cargo at Dunay (alongside Maria)

Member State report; RUSI 16
October

21 September

Departs Dunay

RUSI 16 October

22 September

Departs Dunay with approx. 250 shipping con-
tainers

Member State report

23 September

Approx 250 containers delivered to Rajin

Member State report

23 September

Anchored in waters off coast of VVladivostok

NKNews 23 October

23 September

Photos near Vladivostok: Carrying containers
with logos of commercial companies.

NKNews 19 October; Mari-
netraffic.com

24 September | Arrives Rajin RUSI 16 October

24 September | Unloading and possibly later loading containers | NKNews 23 October

2 October “Ship matching Angara’s profile” at Rajin Port | NKNews 16 October
Pier 1

2 October Unloading cargo at Rajin Port RUSI 16 October

2 October Possibly later loading containers NKNews 23 October

Rajin restarted container trade for first time in 5 years

NKNews 14 October

24-02094
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6-11 October | Vostochny Port loading and possibly earlier un- | NKNews 23 October
loading containers

14 October Anchored in waters off coast of Vladivostok NKNews 23 October

14 October Photos near Vladivostok: Carrying containers NKNews 19 October; Mari-

with logos of commercial companies.

netraffic.com

At Vostochny Port (date uncertain)

NKNews 25 October

22-23 October

Rajin Port unloading and later loading contain-
ers

NKNews 23 October

23 October Picks up containers at Rajin Port Pier 2 NKNews 31 October; CSIS, 8
December
27 October Appears at Dunay alongside Russian naval war- | NKNews 31 October
ship
29 October Still at Dunay without significant change in NKNews 31 October

cargo

28 November

At Rajin Port

Member State report

First days of
December

At Nakhodka commercial container port

NKNews 13 December

9 December

Unloading containers at Rajin

NKNews 13 December; Bloom-
berg 26 December
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Royal United Services Institute (RUSI), 16 October, “The Orient Express: North Korea’s Clandes-
tine Supply Route to Russia”, James Byrne, Joseph Byrne and Gary Somerville
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trade”, Anton Sokolin, Colin Zwirko
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trade”, Anton Sokolin
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Annex 51: Angara - Supplementary information

The Panel is investigating entities currently connected to Angara and the other vessels named in Table
3 of the main text.

According to maritime databases, M Leasing LLC (TIN: 9701173086, established in 2021) is the cur-
rent registered owner of Angara. The Panel tried to contact M Leasing LLC using their published email
address and telephone numbers but was unsuccessful. Investigations continue.

Marine Trans Shipping LLC (TIN: 3025037914) currently manages and operates Angara. mailto: The
Panel wrote to Marine Trans Shipping LLC on 14 December but has not had a reply.

In addition to the four vessels whose details are listed in Table 3, reports refer also to the possible
involvement of a fifth vessel Vyacheslav Anisimov (IMO: 9004463). According to commercial mari-
time databases Vyacheslav Anisimov visited Dunay sometime between about 6 and 15 September
2023.2%5 According to a Member State, Vyacheslav Anisimov entered Dunai between 9 and 15 Septem-
ber and offloaded containers to Angara. The Russian Federation has not replied to the Panel’s enquiry
about this vessel.

The Panel wrote to the Russian Maritime Shipping Register on 15 December 2023 requesting infor-
mation and documentation for the four vessels whose details are in Table 3, and the Vyacheslav Ani-
simov. The Russian Maritime Shipping Register replied that the request had been “duly forwarded to
the appropriate Governmental bodies of the Russian Federation”.

225 See also: https://www.nknews.org/pro/how-russia-used-lookalike-ships-to-conceal-suspected-north-korea-arms-trade/
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2 RUSSIAN MARITIME REGISTER OF SHIPPING

Yours sinceraly
.’" r
Acting Director Genaral L 5
g LW

A photograph of Angara off Vladivostok dated 22 September 202322 shows it was carrying shipping
containers. Some of these had logos apparently of a number of different companies. In response to the
Panel’s enquiry of one of these companies, PJSC Transcontainer, the Permanent Mission of the Russian
Federation sent the following response dated 25 January 2024

“I would like to refer to the request by the Panel of Experts established pursuant to Secu-
rity Council Resolution 1874 (2009), namely S/AC.49/2023/PE/OC.563 dated 14 De-
cember 2023.

In this regard, | wish to inform you of the following. PJSC Transcontainer has not previ-
ously had and does not currently have any contractual relations with Marine Trans Ship-
ping LLC or M Leasing LLC. The organization has not leased containers to any lessees
for the purpose of loading them onto vessel ANGARA. Transportation to DPRK is not
included in the geographic scope of the activities of PJSC Transcontainer. The company
has never carried out and does not carry out transportation from and to DPRK.

226 MarineTraffic.com
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When concluding its lease agreements, PJSC Transcontainer shows due diligence and
receives assurances from the lessees that the property of PJSC Transcontainer will not be
used in violations of the international obligations of the Russian Federation, including
compliance with the sanctions regimes of the UN Security Council. The clients of the
company undertake not to use the containers provided for temporary possession and use
for the delivery, transportation, transfer, as well as transportation of goods, products and
items to countries with trade restrictions in force under the UN Security Council resolu-
tions, as well as for the benefit of persons on the sanctions list of the UN Security Council.

The photograph attached to the Panel's request of the vessel ANGARA shows that some
of the containers have a trademark similar to that of PJSC Transcontainer. Belonging of
containers is indicated by a unique BIC code. The images presented in the request do not
allow to identify the BIC codes on the containers and establish their belonging.

Please let me know if you'd like to receive any additional clarifications or discuss any
follow-up matters.”
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Annex 51.1: Angara’s speed

Angara’s service speed is 15 kn according to commercial maritime databases although in the days
before Angara arrived at Korsakov it appears to have travelled rather more slowly, mainly between

8 and 10 kn.%?%’

Estimates based on Google Earth images suggest that the direct round-trip distance between Najin
and Konyushkovo Bay is approximately 440 km. The route maps in Annex 47 would suggest, how-
ever, that vessels making this journey hug the coast, perhaps in order to stay within DPRK or Russian
territorial waters and thus minimizing the risk of surveillance. In this case, the round-trip distance is
approximately 540 km. Approximate round-trip travel-times under these different scenarios are as

follows:
Rajin to KonyushkovolAngara  |Approximate round-trip  |Approximate round-trip
Bay — approximate  [sailing voyage time (no account  |voyage time (assuming
distance by sea Speed taken of port entry/exit the port call in the middle
times or loading/ unloading |lasted 0.5 days)®
times)
Direct route 220 km |15 kn 16 hours 28 hours
10 kn 24 hours 36 hours
Hugging the coast 15 kn 19 % hours 31 % hours
270 km 10 kn 29 hours 41 hours

27 Source: Windward.
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Annex 51.2: Member States’ Designation of Angara

The U.S. Treasury’s Office of Foreign Assets Controls designated the Angara, M Leasing LLC and
Marine Trans Shipping LLC on 8 May under Section 1(a) of Executive Order (E.O.) 14024 of April 15,
2021 (“Blocking Property With Respect To Specified Harmful Foreign Activities of the Government
of the Russian Federation™):

. ANGARA Roll-on Roll-off 8,811GRT Russia flag; Vessel Registration Identification IMO
9179842 (vessel) [RUSSIA E014024] (Linked To: M LEASING LLC);

. M LEASING LLC, Baumanskaya Ul., D.7, Str. 1, Of. 301, Moscow 105005, Russia; Tax ID No.
9701173086 (Russia); Identification Number IMO 6246853 [RUSSIA-E0Q14024];

. MARINE TRANS SHIPPING LLC, Office 2, Ulitsa Naberezhnaya Reki Tsareva 1, Astrakhan
414024, Russia; Tax ID No. 3025037914 (Russia); Identification Number IMO 6183435 [RUSSIA-
EO014024].

The Office of Financial Sanctions Implementation of HM Treasury designated M LEASING on 19 May
2023 under The Russia (Sanctions) (EU Exit) Regulations 2019:

Name (non-Latin script): M JIU3UHI a.k.a: M LIZING Address: Of. 301, Str. 1, D.7, Baumanskaya
Ul., Moscow, Russia, 105005.0ther Information: (UK Sanctions List Ref): RUS1850. Financial sanc-
tions imposed in addition to an asset freeze: Trust services. Date trust services sanctions imposed:
18/05/2023. (UK Statement of Reasons):M LEASING is an involved person within the meaning of the
Russia (Sanctions) (EU Exit) Regulations 2019 because 1) M LEASING is an entity carrying on busi-
ness in a sector of strategic significance to the Government of Russia, namely, the transport sector; and
2) M LEASING is involved in providing financial services, or making available funds, economic re-
sources, goods or technology, that could contribute to destabilising Ukraine or undermining or 21
threatening the territorial integrity, sovereignty or independence of Ukraine. (Email address): svetlana-
osik@mail.ru (Type of entity): Limited Liability Company (LLC) (Business Reg N0):9701173086
Listed on: 19/05/2023 UK Sanctions List Date Designated: 18/05/2023 Last Updated: 19/05/2023
Group ID: 15911.
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Annex 51.3: Angara’s history

1. Commercial maritime databases indicate that Angara earlier visited Konyushkovo Bay, in
June, 2023.
2. A private sector organization posted the following tweet on 16 October 2023 (The Dossier

Centre: https://t.me/dossiercenter/300)

LeHTp «Jocbe»

KHAP noctaenset B Poccuto 6oenpunachl, yéeauncs
LleHTp «[locbe»

Poccuitckme kopabnu «Mapusi» u «AHrapa» B TeueHue
nocnefHux AByX MecsLeB 3abupanu rpysbl B
CeBepoOKOPEeNCKOM NopTy PauH 1 AOCTABNANM UX Ha
3aceKpeyeHHyto BoeHHyto 6a3y Ha lanbHem BocToke,
nuwet The Washington Post. M3ganue onupaetcs Ha
CNYTHWKOBbIE CHUMKMW, UccneaoBaHHble RUSI.
doTorpadun He NOIBONAKOT ONPEENUTh, YTO MMEHHO
NepeBo3nNK Cyaa, HO aHaNUMTUKK NPEANOaaratoT, YTo PeYb
WAET 0 NnocTaBKax 60enpunacos.

Kak MUHUMYM B OfHOM c/yyae 3TO Bblnu paKeTbl,
BblAcHKN LleHTp «[ocbe». B KopabenbHbIX 4OKYMEHTax
«AHrapbl», C KOTOPbIMK 03HaKoMuIICA «[locbey,
FOBOPUTCH, YTO B TPIOME CyXorpy3sa nepeso3aunucb 50,69
TOHH paKeT ¢ pa3pblBHbIM 3apsaoM. B maTepuanax Hu
pasy He ynoMmuHaeTcs, uto cyga nocewanu KHAP. Mpu
9TOM HepejKo B Ka4ecTBe NyHKTa Ha3HaYeHUs yKasaH
3anue CTpenok, Ha Hepery KOTOPOro W pacrnonaraercs
poccuicKas BoeHHas 6asa.
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Unofficial translation by the Panel
BEGINS

Dossier Centre

North Korea supplies ammunition to
Russia, the Dossier Center is con-
vinced

Over the past two months, the Russian
ships Maria and Angara have been
picking up cargo at the North Korean
port of Rajin and delivering it to a se-
cret military base in the Far East, The
Washington Post writes. The publica-
tion is based on satellite images stud-
ied by RUSI. The photographs do not
make it possible to determine what ex-
actly the ships were transporting, but
analysts suggest that we are talking
about the supply of ammunition.

In at least one case, these were mis-
siles, the Dossier Center found out.
The Angara ship's documents, which
the Dossier reviewed, state that 50.69
tons of missiles with an explosive
charge were transported in the cargo
hold. The materials never mention that
the ships visited the DPRK. At the
same time, Strelok Bay is often indi-
cated as a destination, on the shores of
which a Russian military base is lo-
cated.

ENDS
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3. The Panel has been shown alleged documentary material which it cannot independently verify.
This reportedly shows inter alia that Angara carried in its hold 50.6887 tons of dangerous cargo
described as UN Class 1 explosive material, UN No 180 Explosive Rockets when at or close to
Korsakov Port in the Sakhalin Peninsula between about 6-10 August:?

MapameTpbl NepeMeLeHns aHa

MopT: Kopcaxos

Nepemewsnne OTxo (BeIX0M C TRXYWEro NyHkTa & Mope. N O Orxon
MecTononomenue
Fpannuya nopra: Mpwuan: AxopHan CTOAHKAYSACTOK
Ywacrox Ne 1 He yeazam To4xa AnopHon CrosHKm Ne22

KOMWCCHA MOCYREPCTREHHR KOHTPONBHLIX OpraHoe: fla
Mecto nposegeqina. RukoriOwmeii pakon npwan Nel Qara v epema nposenexna (Mectw ) 10.08.2023 19:00
Cneaywmms nyHKT

fo:  Crpawa RUSSIAN FEDERATION
MOPE Mopr. Nakhodka

Napamerps MapupyTa
Lara n epema gevoxesun (MecTH.), nauano. 10.08.2023 20:00 Nowsman. He wymen
MpuMeuanne:
Ocanya MaKCHMaNkHaA (MAKC. 13 OCIAXN KOPMOI W Ocamm HocoM) 5,2 Haneoamelil raGaput 35,06

Mpy3ul
Ha Gopry - UTOMD [r]: 58.886 w2 mix onacken [1] 50.69 TEUs: 0 Burpyaxa
1. Tun rpy3a: MNpoYne reHepanbibie rpyssl T HeT
Kon-go [r): 50.68871 Mompyaxa

Onackwi rpya: Aa HET

PacnonoweHne rpyaa: TpIoM
Knacc OOH. Knacc 1 - E 39a euecisa
O0H: 1 k PaIPRIBH 1P, ']
Knatc n negrnace OOH. 1 Mpynna ynaxoesn
MNepesoanTca & Tape: [la Macca 6pyTro (1) 50.6887
MepeeoanTca Haganom: Her
MepesnanTca Hanueom: Her

2. Tun rpyaa: MNpovne renepansiie rpyssl _l’

Kon.-go [r): 8.19676

Buéc
Hukurin Netp Jasnnoeuy JonsHocTs Oara n epema enecenna 10.08.2023
v Huxwtun Nerp Oonwwocte. I cextopa 1:23
NPHXOMGE W OTXON08 CYA08 [laTa n BpEMA HCNONHEHUA

10.08.2023 20:40

4. The documentary material suggests this cargo was offloaded at a destination in Strelok Bay
sometime between 15 and 21 August.

5. This suggestion is supported by satellite imagery which shows Angara at Konyushkovo Bay
(which is situated in Strelok Bay) on 18 August 2023, moored alongside a pier across from a

warship:

Source: Planet Labs, 18 August 2023.
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Annex 51.4: Route taken by Angara until 10 August, when AIS transmissions ceased to be de-

tected

WINDWARD Map Search engine Rule engine Area analysis
(D ANGARA 9179842 273210440 Cargo
MAP AND TIMELINE
= Map and O~
~ timeline Activity timeline (6550) =

5 months, Russia

/7. Latest position report

Russia, 3 days
© ETAchange

04/08/23 23:00 =
05/08/23 21:30

Russia, a day

->| EEZ Visit
Russia, 5 days

Source: Windward, accessed on 4 January 2024.
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Annex 52: Konyushkovo Bay

Konyushkovo Bay, located south of Dunay, was used as a submarine base in former USSR times??® and
subsequently was used as an unloading point of spent nuclear fuel from decommissioned submarines
for transport to Ministry of Defense temporary storage facilities at Sysoev Bay, close to Dunay.??° Kon-
yushkovo Bay is still in use by Russian Navy vessels. The Panel examined available imagery of vessels
in the Bay prior to August 2023 and found that it was only infrequently used by merchant vessels.
Maritime databases provide examples of two military vessels in the bay in November 2023, as does a
Google image dated 2020 of another military vessel:

AKADEMIK KOVALEV (IMO: 4726913 / MMSI:- 273548720)

Munitions Carrier by IMO 107.6 x x18.8m at Dunai Port, November 2023
\ Sz glqu
Ship Particulars / IMO 4726913 Compa

o 0 5

o 05 ’

o © Groupt

Location: 42°53'15.65" N 132°25'09.59

228 See for example, CIA report dated 9 May 1965: https://www.cia.gov/readingroom/docs/CIA-
RDP78T05929A000900020013-6.pdf

229 See for example “Environmental safety and monitoring measures in the dangerous radioactive facilities in the Far East, as
well as possible responses to accidents which may happen in the facilities”, Acad, Ashot Sarkisov, Advisor to Director of
IBRAE (http://www.tecsec.org/en/wp-content/uploads/2015/03/tokyoseminar05_e.pdf) presented at the G8 Seminar on the
Global Partnership August 2005 (http://www.tecsec.org/en/wp-content/uploads/2015/03/tokyoseminar(02_e.pdf).
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SPK 57150 (IMO: 4768741 / MMSI: 273212850)

Crane Vessel 52m x 22.8m by IMO at Dunai Port, November 2023

Ship Particulars / IMO 4768741
¥ 150

LA
0 20 Nt
0 nag

O vt o gty
O Cat v
L

Charactaristics

07 Crae Voassl

© Dovr o tashes 2001

Companies

O Classihianon sacety

© Repatered carer. RUSSIA GOVT NAVY (4255451)
© S manager RUSSA GOVT NAVY (4 |

0 Growo benefick! ovmer - RUSSIA GOVT NAVY (4255687
© Cperator RUSSIA GOVT NAVY (425548

Source: International Maritime Organization database, accessed 27 November 2023.

- Military ship and support vessel with
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crane in Konyushkovo Bay

Source: Google image, August 2020, ac-
cessed 7 November 2023.
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Angara and warship

Warships are occasionally seen on satellite
imagery of Konyushkovo Bay moored op-
posite Angara (as here) or Maria.

Source: Planet Labs, 18 August 2023.

Entrance to Konyushkovo Bay, looking
south — the sign on the right indicates “Re-
stricted Area — Entry Forbidden”. The white
cabin situated in the centre of the picture,
just behind the red-and-white barriers across
the road, is at the main entrance to the facil-
ity. It can be seen on current satellite im-

agery.
Source: Google Earth, July 2013.

24-02094



S/2024/215

Annex 53: Angara’s Movements at Konyushkovo Bay and Rajin Port

Annex 53.1: Angara unloading and loading containers at Konyushkovo Bay (see also image in figure XVI
in the main text).

Two vessels filled with shipping containers are moored alongside the main pier: Angara is on the left. The ma-
jority of the containers on the vessel are blue in colour. The containers on the other vessel are multi-coloured.

Note the white cabin at the top left of the image marking the position of the main gate of the facility. A stack of
mainly blue containers has been built just inside the entrance. Vehicles at main gate are probably flat-bed trucks
used to move the containers.

According to the Member State information Annex 45, Angara delivered approximately 300 shipping containers
on 12 September. These presumably are the shipping containers that can be observed on board Angara in the
image below.

Figure 1.

Source: Planet Labs, 12 September 2023.

Angara at Konyushkovo Bay, 14 September 2023

The containers from the two vessels appear to have been unloaded. Additional blue containers (presumably from
Angara) have been added to the stack seen on 12 September. Close-by a new stack of multi-coloured containers
has been built, presumably originating from the vessel on the right of the pier.

The Panel is unable to establish independently the exact location of the approximately 300 containers delivered
by Angara on 12 September.
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Figure 2.

Source: Planet Labs, 14 September 2023.

Numbers of containers

14 September: Approximate number of containers onshore Konyushkovo Bay: 105-210, in three piles (Note that
unloading from Angara was not completed: some containers remain in the hold):

Figure 3. Three piles of containers:

14 September 2023

(2]
15-30

containerss

90-180
Containers

R NS

70-140
Containers

Source: Planet Labs, annotated by the Panel.

Figure 4. Pile 1 (90-180 containers):

Source: Planet Labs, annotated by the Panel..
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Figure 5. Pile 2 (15-30 containers):

14 September 2023

Source: Planet Labs, annotated by the Panel.

Figure 6. Pile 3 (70-140 containers):

Source: Planet Labs, annotated by the Panel.
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Figure 7. Pile 3 increased in size with additional containers (approximately 20) added between 12 September
and 14 September:

12 September 2023 14 September 2023

Between 10-20 increased

Source: Planet Labs, annotated by the Panel.

Note that the Panel has not been able to track the movement of containers in and out of the main gate of the
facility by vehicle.

15 September 2023

Figure 8. Angara has been loaded with blue containers and the pile of blue containers seen onshore on 14 Sep-
tember has been reduced in size.

Source: Planet Labs, 15 September 2023.
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Annex 53.2

Figure 1. Angara at Konyushkovo Bay 28 September

Source: Planet Labs

Note stack of containers close to main gate, and vehicular activity along the pier.

Figure 2. Angara at Konyushkovo Bay 30 September

Source: Planet Labs

Note stack of containers close to main gate has disappeared. Note the red-orange moveable cover (figure 2) has
changed its configuration and appears to cover more of the hold(filled with containers) in comparison
with 28 September.
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Figure 3. Angara at Pier 1, Rajin Port, 2 October

The configuration of the red-orange moveable cover has changed again (partially pulled-back,
perhaps in connection with container unloading. and a mix of blue and other-goloured containers
can be seen in two places below).

Source: Planet Labs.
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Annex 53.3

Figure 1. Rajin Port, Pier 1 is used for unloading vessels: Angara unloading containers there.

Angara at Pier 1 21 October 2023 Angara at Pier 1 22 Qctober 2023

Source: Planet Labs.

Note increased size on 22 October of the seaward end (to-the-right) of the stack of containers on the
pier, in comparison to the day before.
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Figure 2. Angara at Pier 2, Rajin Port, 23 October

Source: Planet Labs.

The red/orange moveable cover over Angara’s hold has been pulled back and blue and other-coloured
containers can be seen in the hold.
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Annex 54: Maria’s movements at Rajin Port and Konyushkovo Bay

Figure 1.

Rajin Port, Pier 2

9 — 11 October: Containers are lined up and loaded onto the Maria. The changes to the alignment of the
different-coloured containers demonstrates that loading is taking place on 11 October.

9 October 2023 10 October 2023 11 October 2023

Source: Planet Labs.
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Figure 2.

11 October: Containers are loaded onto Maria

11 October 2023

Source: Planet Labs.

12 October: All containers have been loaded onto Maria: None left on the pier.

12 October 2023

Source: Planet Labs.
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Figure 3.

Konyushkovo Bay, 14 October

Maria laden with containers moored alongside pier. There were no containers onshore prior to its
arrival.

14 October 2023

Trailer trucks lined up for transporting
containers from the pier

Source: Planet Labs.
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Annex 55: Railway line running north from Rajin station (see figure XIX in the main text)

o The Panel noted in the body of this report that about 2.5km north of Rajin Station the railway
line running north from Rajin Port enters a tunnel under a mountain (summit about 520m) and exits
about 3.8km on the north side of the mountain. Satellite imagery of this mountain shows multiple
entrances on the south side to probable underground sites Available images indicate that the
construction of these discrete entrances started before 2008.

. While access to some of the entrances appear to be controlled by gates, there appear to be no
stronger security measures, such as perimeter fences, around these entrances. The Panel notes, however,
that there are L-shaped paths bordered by high reinforced walls in front of some of them, perhaps to
conceal them, to constrain the flow of people or vehicles to the entrance to enable controls, and possibly
to guard against an assault.
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Annex 56: Media reports on the alleged DPRK arms and ammunitions found in Gaza Strip

Annotated image shows the likely DPRK-made F-7 rocket-propelled grenade launcher [ Image: IDF
Spokesperson, edited by Joost Olliemans

Annotated image shows the likely DPRK-made F-7 rocket-propelled grenade launcher | Image: Yoaz Vitun,
YNet, edited by Joost Olliemans

Source: NK News, 13 October 2023,
accessed at https://www.nknews.org/2023/10/apparent-north-korean-weapons-used-by-hamas-but-dprk-denies/
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Annex 57: Israel’s reply to the Panel’s enquiry

SENSITIVE POR OFFICIAL USE ONLY

24 December 2023

s various AT svs i ding Nort n
w Oon S

1. Mot of the existing AT weapon systems m the GS are indigemously
produced “Al Yassin® PG-7 rockets these rockets' are similar in
sppearance to the PO-TVR rockets. On October 7 2023, during Hamas"s
infiltration into Isracl, the operatives carried 2 larpe number of rockets of
this type, differing in the main warhead type: PG-TVR with a double
HEAT wurhead (TANDEM); PG-TVR with a precursor warbead and 2
main thermobaric warbead. In addithon, among the weapon systems were

Narth Korean F-7 rockets (AP)

ra

Furthermore, regarding ATGM systems, Hamas has a very limited
amount of loog cange AT missiles, which are mostly used for operations
viewed a3 high-quality. Apest from the KORNET system, which 3 the
main threat to [DF in the AT systems realm, Hamas has dozens of missiles
of the North Kocean PHOENIX system

1. The Anmex shows the technical specifications of the North Kocean Al

weapan systems held by Hamas.

For your information.

SENSITIVE/ FOR OFFICIAL USE ONLY
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Annex 58: Media reports on the alleged DPRK arms supply to the Russian Federation

Russian soldier saying “North-Korean friends” supplies 122mm rockets, having better precision and firing range than Rus-
sia’s. Screenshot from a Twitter video.

Source:
https://euromaidanpress.com/2023/11/12/north-korea-supplies-russia-with-full-range-of-artillery-ammo-includ-
ing-gun-and-mortar-shells-rockets/

)] 2)  https://twitter.com/war_noir/status/1723665663393210415 Lo
X <« Post

- War Noir &
{&} Settings @war_noir

#Russia / #Ukraine wm™™: Combatants of #Russian Forces released
new photos of recently obtained mortar bombs.

These appear to be 120mm OF-843B pattern HE-FRAG mortar bombs;
claimed to be supplied by #NorthKorea/#DPRK EB.

#RussiaUkraineWar

6:34 AM - Nov 12, 2023 - 11.9K Views

Source:
twitter.com/war_noir/status/1718270637079195908
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&« Post
War Noir &
g @war_noir
#Russia [/ #Ukraine mm™™: Fighters of #Russian Forces released new

photos of rare artillery ammunition used by the unit:

152mm HE-FRAG projectiles with NDT-3 charges.
These were made by #NorthKorea (#DPRK) B8 in 2007 and supplied to
the Russia recently.

10:16 AM - Oct 28, 2023 - 20.6K Views

Source:
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https://twitter.com/war_noir/status/1723665663393210415

24-02094



S/2024/215

Annex 59: List of DPRK Cyberthreat actors’ malicious activities monitored by the Panel in 2023,
based on the information provided by cybersecurity companies, Member States, and media

Dngglyber Report Name Case Summary Publication Month
Malware Disquised as a Kimsyky dist(ibuted document—type malware
- T targeting security experts, which uses an external
. Manuscript Solicitation : o
Kimsuky . object withina Word document to execute an ad- January
Letter (Targeting Secu- ditional malicious macro (template Injection
rity-Related Workers
method).
A TA444 Command and Control (C2) domain
sent phishing emails to targets in the U.S. and
Canada including education, government,
TA444 {ad44-apt-startup-aimed-at- healthcare, and finance verticals. The lure emails
(Overlaps with funds enticed users to click a ‘SendGrid URL’ which January
BlueNoroff) YOur=inas redirected victims to a credential harvesting
page. This was reportedly a deviation from pre-
vious TA444 operations which typically in-
volved the direct deployment of malware.
ZE{UAPT-C-26
(Lazarus) ZBZREIY | Lazarus Group conducted an attack delivering
Lazarus Group o s g malicious 1SO files with the theme of cryptocur- January
ik itk Ak I Y rency wallet promotion (Somora)
WA AT
Malware Disquised as Same tactics used as in Malware Disguised as
a Manuscript Solicitation Letter (Targeting
Kimsuky | Normal Documents Security-Related Workers; in this case, the February
(Kimsuky) threat actor used an image that prompts users to
execute the macro.
The Lazarus Group carried out anti-forensics to
) ) conceal their malicious activities. They transmit-
Anti-Forensic Tech- ted a configuration file with C2 information and
niques Used By Lazarus | @ PE file that communicates with the C2 server
Lazarus Group in encrypted forms to evade detection by security February
Group products. The encrypted files operate after being
decrypted onto the memory by the loader file.
They then receive additional files from the C2
and perform malicious actions.
no-pineapple-dprk-target- | The Lazarus Group targeted a manufacturer of
ing-of-medical-research- | technology used in energy, research, defense,
Lazarus Group | and-technology-sector and healthcare verticals, and the chemical engi- February
neering department of a research university be-
tween May and November 2022. The actors at-
tacked an unnamed company that was exploited

24-02094
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https://asec.ahnlab.com/en/45658/
https://asec.ahnlab.com/en/45658/
https://asec.ahnlab.com/en/45658/
https://asec.ahnlab.com/en/45658/
https://www.proofpoint.com/us/blog/threat-insight/ta444-apt-startup-aimed-at-your-funds
https://www.proofpoint.com/us/blog/threat-insight/ta444-apt-startup-aimed-at-your-funds
https://mp.weixin.qq.com/s?__biz=MzUyMjk4NzExMA==&mid=2247491718&idx=1&sn=71ac64eff7aa1dae857b12999ab03a4d&chksm=f9c1d38fceb65a9964858df003ac8fa8a17bf473be9de4b1e47543da3b203c0f0083f92d3e20&scene=178&cur_album_id=1915287066892959748#rd
https://mp.weixin.qq.com/s?__biz=MzUyMjk4NzExMA==&mid=2247491718&idx=1&sn=71ac64eff7aa1dae857b12999ab03a4d&chksm=f9c1d38fceb65a9964858df003ac8fa8a17bf473be9de4b1e47543da3b203c0f0083f92d3e20&scene=178&cur_album_id=1915287066892959748#rd
https://mp.weixin.qq.com/s?__biz=MzUyMjk4NzExMA==&mid=2247491718&idx=1&sn=71ac64eff7aa1dae857b12999ab03a4d&chksm=f9c1d38fceb65a9964858df003ac8fa8a17bf473be9de4b1e47543da3b203c0f0083f92d3e20&scene=178&cur_album_id=1915287066892959748#rd
https://mp.weixin.qq.com/s?__biz=MzUyMjk4NzExMA==&mid=2247491718&idx=1&sn=71ac64eff7aa1dae857b12999ab03a4d&chksm=f9c1d38fceb65a9964858df003ac8fa8a17bf473be9de4b1e47543da3b203c0f0083f92d3e20&scene=178&cur_album_id=1915287066892959748#rd
https://asec.ahnlab.com/en/47585/
https://asec.ahnlab.com/en/47585/
https://asec.ahnlab.com/en/47585/
https://asec.ahnlab.com/en/45658/
https://asec.ahnlab.com/en/45658/
https://asec.ahnlab.com/en/45658/
https://asec.ahnlab.com/en/48223/
https://asec.ahnlab.com/en/48223/
https://asec.ahnlab.com/en/48223/
https://labs.withsecure.com/publications/no-pineapple-dprk-targeting-of-medical-research-and-technology-sector
https://labs.withsecure.com/publications/no-pineapple-dprk-targeting-of-medical-research-and-technology-sector
https://labs.withsecure.com/publications/no-pineapple-dprk-targeting-of-medical-research-and-technology-sector
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through CVE-2022-27925 and CVE-2022-
37042, two bugs affecting the digital collabora-
tion platform ‘Zimbra’. The attackers used the
bugs to gain access to the ‘Zimbra’ mail server,
exfiltrating the contents of mailboxes, moved lat-
erally to another vulnerable device on the same
network and used malware to eventually steal
100GB of data.

APT43: North Korean

Group Uses Cybercrime

ScarCruft has been observed using tools previ-
ously associated with other subordinate adver-
sarial syndicates within RGB, such as the Laza-
rus Group. Attack chains mounted by ScarCruft
involve spear-phishing emails containing tai-
lored lures to entice victims. These messages are
sent using spoofed and fraudulent personas that
masquerade as key individuals within the target's

(GitHub)

via PowerShell before downloading and execut-
ing an additional script that uses the GitHub API
to transmit user information to a specified repos-

itory.

ScarCruft to Fund Espionage Oper- | areaof expertise to gain their trust. ScarCruft also March
ations takes _advar_ltage_of contact_lists _stolen from com-
— promised individuals to identify more targets
and steal cryptocurrency to fund its attack infra-
structure. The stolen digital assets are then laun-
dered using hash rental and cloud mining ser-
vices to obscure the forensic trail and convert
them into clean cryptocurrency.
CHM Malware Dis-
quised as North Korea- Kimsuky distribut_ed aCHM fi_Ie asan email at-
tachment, purporting to be an interview request
Kimsuky related Questionnaire about the DPRK. Once the recipient accepts the March
. interview request, a password-protected com-
(Kimsuky) pressed file is sent as an attachment.
) Kimsuky distributed OneNote malware dis-
OneNote Malware Dis- | quised as a form related to compensation. Once
Kimsuky quised as Compensation | @user clicks on the script, the malicious VBS file March
] is created and executed under the filename per-
Form (Kimsuky) sonal.vbs in a temporary directory to steal user
information.
Kimsuky distributed a malicious Word file dis-
Kimsuky Group Distrib- | guised as a profile template from emails imper-
utes Malware Disguised sonating a W(_all-knovyn profes_sor. A malicic_;us
VBA macro is contained within the Word file;
Kimsuky as Profile Template upon being activated, it connects to a C2 server March
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https://www.mandiant.com/resources/blog/apt43-north-korea-cybercrime-espionage
https://www.mandiant.com/resources/blog/apt43-north-korea-cybercrime-espionage
https://www.mandiant.com/resources/blog/apt43-north-korea-cybercrime-espionage
https://asec.ahnlab.com/en/49295/
https://asec.ahnlab.com/en/49295/
https://asec.ahnlab.com/en/49295/
https://asec.ahnlab.com/en/49295/
https://asec.ahnlab.com/en/50303/
https://asec.ahnlab.com/en/50303/
https://asec.ahnlab.com/en/50303/
https://asec.ahnlab.com/en/50621/
https://asec.ahnlab.com/en/50621/
https://asec.ahnlab.com/en/50621/
https://asec.ahnlab.com/en/50621/
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Kimsuky Group Uses

Kimsuky used Alternate Data Stream (ADS) to
hide their malware, an Infostealer that collects

Note campaign | Secure-

list

opened the file, the macro installed an obfus-
cated VBScript that extracted payloads in the
form of harmful UltraVNC with backdoor capa-
bilities that evade detection and establish a con-
nection to a separate C2 server.

i ADS to Conceal Mal-
Kimsuky data by starting the VVBScript included inside an March
ware HTML file.
The Lazarus Group compromised 3CX’s desk-
CrowdStrike Prevents top applications for Windows and MacOS and
bundled them with malware, which led custom-
Lazarus Group | 3CXDesktopApp Intru- | ers of 3CX to inadvertently download malicious March
sion Campaign versions of the software and allowed the attack-
ers to run arbitrary code on all machines where
the software was installed.
Kimsuky carried out spear-phishing attacks con-
taining tailored lures to entice victim, using
spoofed and fraudulent personas that masquer-
ade as key individuals withing the target’s areas
of expertise to gain their trust. Kimsuky also took
Kimsuky aptas-north-korea-cyber advantage of contact lists stolen from compro- March
crime-espionage mised individuals to identify more targets and
steal cryptocurrency to fund its attack infrastruc-
ture. The stolen digital assets are then laundered
using hash rental and cloud mining services to
obscure the forensic trail and convert them into
clean cryptocurrency.
bluenoroff-apt-targets-ma- BlueNoroff targeted macOS with ‘RustBucket
BlueNoroff malware to gather system information and to al- Aol
cos-rustbucket-malware/ low the attackers to perform various actions on P
the infected machines.
Linux malware strength-
Lazarus Grou ens links between Laza- The Lazarus Group created a Linux payload Apil
P | rus and the 3CX supply- | with a bank-themed PDF lure. P
chain attack
In an October 2019 - March 2022 campaign,
dubbed ‘DeathNote’, the Lazarus Group used
. social engineering lures mimicking cryptocur-
Following the Lazarus rency businesses and defense contractors to trick
group by tracking Death- | victims into interacting with macro-laced Word
Lazarus Group attachments and PDF files. When the victims April

24-02094
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https://asec.ahnlab.com/en/50625/
https://asec.ahnlab.com/en/50625/
https://www.crowdstrike.com/blog/crowdstrike-detects-and-prevents-active-intrusion-campaign-targeting-3cxdesktopapp-customers/
https://www.crowdstrike.com/blog/crowdstrike-detects-and-prevents-active-intrusion-campaign-targeting-3cxdesktopapp-customers/
https://www.crowdstrike.com/blog/crowdstrike-detects-and-prevents-active-intrusion-campaign-targeting-3cxdesktopapp-customers/
https://www.mandiant.com/resources/blog/apt43-north-korea-cybercrime-espionage
https://www.mandiant.com/resources/blog/apt43-north-korea-cybercrime-espionage
https://www.jamf.com/blog/bluenoroff-apt-targets-macos-rustbucket-malware/
https://www.jamf.com/blog/bluenoroff-apt-targets-macos-rustbucket-malware/
https://www.welivesecurity.com/2023/04/20/linux-malware-strengthens-links-lazarus-3cx-supply-chain-attack/
https://www.welivesecurity.com/2023/04/20/linux-malware-strengthens-links-lazarus-3cx-supply-chain-attack/
https://www.welivesecurity.com/2023/04/20/linux-malware-strengthens-links-lazarus-3cx-supply-chain-attack/
https://www.welivesecurity.com/2023/04/20/linux-malware-strengthens-links-lazarus-3cx-supply-chain-attack/
https://securelist.com/the-lazarus-group-deathnote-campaign/109490/
https://securelist.com/the-lazarus-group-deathnote-campaign/109490/
https://securelist.com/the-lazarus-group-deathnote-campaign/109490/
https://securelist.com/the-lazarus-group-deathnote-campaign/109490/
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Kimsuky Group's Phish- | Kimsuky created a webmail website that looks
ing Attacks Targeting identi_cal to certain r_lational policy research insti-
Kimsuky tutes in the_Republlc of Korea to target DPRK- May
North Korea-Related related business managers. When the user at-
Personnel tempts to log into the w_ebmail website, K_imsulw
— was able to harvest their account credentials.
Kimsuky Group Using | Kimsuky attacked a Windows 11S web server of
Meterpreter to Attack a Republic of Korea construction company and
Kimsuky executed a Powershell command that down- May
Web Servers loaded a malicious backdoor “img.dat” file, also
known as Metasploit Meterpreter.
The Lazarus Group attacked Windows 11S web
Lazarus Group Target- | servers through w3sp.exe. They placed a mali-
ing Windows 11S Web cious DLL (msvcr100.dll) in the same folder as
Lazarus Group a normal application (Wordconv.exe) via the May
Servers Windows 11S web server process, w3wp.exe.
They then execute the normal application to ini-
tiate the execution of the malicious DLL.
Kimsuky deployed a variant of the ‘Ran-
domQuery’ malware via phishing emails to
DPRK-focused information services, human
kimsuky-ongoing-cam- rights activists, and DPRK defector support or-
Kimsuky paign-using-tailored-recon- | ganizations. The Microsoft Compiled HTML May
naissance-toolkit/ Help (CHM) file attached to the phishing emails
downloaded ‘RandomQuery’ from the
Kimsuky-controlled C2 server to the victim’s
system to collect system data.
Kimsuky waged a phishing campaign inviting
exchanges on current geopolitical issues, to lure
targets globally and deployed a new reconnais-
sance tool, ‘ReconShark,” which collects sensi-
Kimsuky-evolves-recon- tive data and bypasses security mechanisms. The
Ki . i} e ‘ReconShark’ malware was activated when the
imsuky naissance-capabilities-in May
new-global-campaign/ target opened a downloaded document and ena-
bled macros. ‘ReconShark’ stole data from in-
fected systems, such as endpoint detection and
response (EDR) mechanisms and sent the stolen
data to a C2 C2 server via Windows Manage-
ment Instrumentation (WMI).
httos://WWW.DO- The _National Police Agency (NPA) of thg Re-
_p—p_lice q‘o Kr /viéwer Jskin/do publ_lc qf quea announced the results of its in-
DPRK cyber | c.h t'ml,; fn=d6c2795¢- vestigations into a breach (_)f a network of Seoul
actors (sus- 3'930_ 4 43b-970d- National Unlversny_ H_ospltal by DPRK cyber-
pected 4207314957 LhwpXx&rs threat actors. The incidents occurred between May
Kimsuky) — viewer /2023'05 May and June 202_1 a_nq resulted in data expo-
(see S/2023/656 Annex sure for_831,000 |nd|V|duaI_s, most of whom
65) were patients. The NPA attributed 'ghe attacl_< to
DPRK cyber actors based on the information,
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https://asec.ahnlab.com/en/52970/
https://asec.ahnlab.com/en/52970/
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https://asec.ahnlab.com/en/53046/
https://asec.ahnlab.com/en/53046/
https://asec.ahnlab.com/en/53046/
https://asec.ahnlab.com/en/53132/
https://asec.ahnlab.com/en/53132/
https://asec.ahnlab.com/en/53132/
https://www.sentinelone.com/labs/kimsuky-ongoing-campaign-using-tailored-reconnaissance-toolkit/
https://www.sentinelone.com/labs/kimsuky-ongoing-campaign-using-tailored-reconnaissance-toolkit/
https://www.sentinelone.com/labs/kimsuky-ongoing-campaign-using-tailored-reconnaissance-toolkit/
https://www.sentinelone.com/labs/kimsuky-evolves-reconnaissance-capabilities-in-new-global-campaign/
https://www.sentinelone.com/labs/kimsuky-evolves-reconnaissance-capabilities-in-new-global-campaign/
https://www.sentinelone.com/labs/kimsuky-evolves-reconnaissance-capabilities-in-new-global-campaign/
https://www.police.go.kr/viewer/skin/doc.html?fn=d6c2795c-3930-44ab-970d-d2d7a14f9571.hwpx&rs=/viewer/202305
https://www.police.go.kr/viewer/skin/doc.html?fn=d6c2795c-3930-44ab-970d-d2d7a14f9571.hwpx&rs=/viewer/202305
https://www.police.go.kr/viewer/skin/doc.html?fn=d6c2795c-3930-44ab-970d-d2d7a14f9571.hwpx&rs=/viewer/202305
https://www.police.go.kr/viewer/skin/doc.html?fn=d6c2795c-3930-44ab-970d-d2d7a14f9571.hwpx&rs=/viewer/202305
https://www.police.go.kr/viewer/skin/doc.html?fn=d6c2795c-3930-44ab-970d-d2d7a14f9571.hwpx&rs=/viewer/202305
https://www.police.go.kr/viewer/skin/doc.html?fn=d6c2795c-3930-44ab-970d-d2d7a14f9571.hwpx&rs=/viewer/202305
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including the intrusion techniques, the IP ad-
dresses that have been independently linked to
DPRK threat actors, the website registration de-
tails, and the use of specific vocabulary only
used in the DPRK.

North Korea-Aligned
TAG-71 Spoofs Finan-

BlueNoroff spoofed several financial institutions
and venture capital firms in Japan, Vietnam, and
the United States in late 2022 and early 2023.
Previous reporting also found similar activity,

07-18-security-alert-

paign perpetrated by BlueNoroff targets the

BlueNoroff cial Institutions in Asia | with DPRK cyberthreat actors spoofing domains May
and US belonging to financial firms located in a number
of countries, as well as popular cloud services
used by a large number of enterprises.
APT-C-26 (Lazarus) Lazarus Groulp was idtintifier? usin?( falf<e"Com(;
s o | SAGEFANAVNCE | NG o i e bl |y
HRBEEDDNE | rtion,
Kimsuky conducted a social engineering cam-
paign targeting experts in DPRK issues to steal
Google and subscription credentials of a reputa-
. . . ble news and analysis service focusing on the
I}fl:er\?vsgl;\c/ij[ Eﬁ; rﬁg?ilr?ql DPRK, as well as deliver regonnaissa_nce mal_—
_ Campaign Aims to Steal ware. Kimsuky also engaged in extensive email
Kimsuky Credentials and Gather cprre_sp(_)nd_ence a_npl used spoofed URLs, web- June
Strateaic Intelligence - sites imitating legitimate yveb pla}tforms and Of-
Sentinelone fice documents weaponized vylt_h the_ Rgcon-
= Shark malware. The activity indicates
Kimsuky’s growing dedication to social engi-
neering and highlights the group’s increasing in-
terest in gathering strategic intelligence.
https://mww.recorded- BlueNoroff carried out malicious cyber threat
BlueNoroff fu_ture.com/north—korea—_ activity spoofin_g sgvera! financial _institutions June
aligned-tag-71-spoofs-fi- and venture capital firms in Japan, Vietnam, and
nancial-institutions the U.S. in late 2022 and early 2023.
. In the first half of 2023, the Lazarus Group was
EILWWWCII_ ranked 7" in attacks targeting China (focused on
anxm.co_m/ threat/r_e- government and finance) and controlled 6% of
Lazarus/ | Rortdetail?report id=295 | cpinese |P addresses and 9% of Chinese C2 1ul
Kimsuky zrtltfisr;/ é Zx;’tvh‘rl;a re servers. Kimsuky controlled 3% of Chinese IP el
port de tail?report_id=292 addresses and 4% of Chinese C2 servers and was
- ranked 9" in attacks targeting China (focused on
government, media, education, and finance).
Detecting Ongoing ScarCruft lured victims using U.S. military-re-
STARKAMULE Attack Ia}tt_ad documents to run malwar_e staged from le-
Campaign Targeting gitimate compromised Republic of Korea web-
ScarCruft Victims Using US Mili- sites. The goal seems to have been to spark the July
tary Document Lures - recipient’s curiosity enough to have them open
SecUronix the attached QOcuments and inadvertently exe-
= cute the contained malware.
BlueNoroff https://github.blog/2023- | A recent DPRK social engineering cam- July
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social-engineering-cam-

paign-targets-technol-
ogy-industry-employ-
ees/#indicators

personal accounts of employees of technol-
ogy firms, using a combination of repository
invitations and malicious npm package de-
pendencies. Many of these targeted ac-
counts are connected to the blockchain,
cryptocurrency, or online gambling sectors.

https://www.mandi-

The DPRK actors compromised a software ser-

bility to deploy Quit-
eRAT

bility (CVE-2022-47966) five days after PoCs
for the exploit were publicly disclosed to deliver
and deploy a newer malware threat “Quit-
eRAT.”

DPRK cyber- | ant.com/re- . . .
threat actor sources/blog/north-ko- vice _prowder, Jum_pC_Ioud, I|kely through a so- July
; phisticated spearphishing campaign.
rea-supply-chain
Malicious cyber actors believed to be
Kimsuky are distributuing malware dis-
Kimsuky https://asec.ahnlab.com/ | guised as cryptocurrency coin exchange and 3l
ko/55646/ investment-related content. The malicious y
code is distributed in the form of executable
files and word documents.
The Gyeonggi Police Agency in the Republic of
Korea, in coordination with the U.S., uncovered
malicious cyberattacks by Kimsuky targeting the
: ROK-U.S. combined military exercise battle
Cyber attack confirmed . ! . . -
. simulation center. Kimsuky carried out continu-
to have been carried out L .
— ous spearphishing attacks on a ROK battle sim-
. by North Korea’s . ..
Kimsuky e ; . ulation company engaged in virtual war games August
Kimsuky’ targeting ) . .
— e and installed malicious code on the company’s
ROK-US joint military . N ;
- system in January 2023 by hijacking the email
exercises 2
- account of an administrative employee of the
company. Then the actors sent malicious emails
disguised as certificates of tax withheld to the
employees dispatched to the ROK-U.S. com-
bined military battle simulation center.
Lazarus Group has been targeting internet back-
bone infrastructure and healthcare entities in
Lazarus Group exploits | Europe and the United States. The actors ex-
Lazarus Group ManageEngine vulnera- | ploited a ManageEngine ServiceDesk vulnera- August
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Lazarus

comrades-in-arms-north-
korea-compromises-sanc-
tioned-russian-missile-en-
gineering-company/

The Lazarus Group compromised internal IT in-
frastructure of NPO Mashinostroyenia, a Rus-
sian defense sector company, likely between late
2021 and May 2022. A DLL file, an OpenCarrot
Windows OS backdoor used by the Lazarus
Group, was identified on multiple internal NPO
Mash networks.

August

Lazarus Group

https:/Aww.re-
versinglabs.com/blog/vmc
onnect-supply-chain-cam-
paign-continues

https./Aww.re-
versinglabs.com/blog/vmc

onnect-malicious-pypi-
packages-imitate-popular-
open-source-modules

A Lazarus Group supply chain campaign ef-
fected by posting dozens of malicious Python
packages to an open-source Python software re-
pository, which served as a distribution point for
the malware. The packages reportedly mimicked
popular open-source Python tools.

August

DPRK cyber
actors

Active North Korean
campaign targeting secu-

rity researchers

In January 2021, a DPRK cyber actor campaign
was publicly disclosed, in which they used 0-day
exploits to target security researchers working on
vulnerability research and development. Over
the past two and a half years, the campaign has
continued. Recently, DPRK cyber actors were
found to likely be responsible for a new, similar
campaign, with at least one actively exploited O-
day being used to target security researchers in
the past several weeks. DPRK threat actors used
social media sites like X (formerly Twitter) to
build rapport with their targets. After initial con-
tact via X, they moved to an encrypted messag-
ing app such as Signal, WhatsApp or Wire. Once
a relationship was developed with a targeted re-
searcher, the threat actors sent a malicious file
that contained at least one O-day in a popular
software package. Upon successful exploitation,
the shellcode conducts a series of anti-virtual
machine checks and then sends the collected in-
formation, along with a screenshot, back to an at-
tacker-controlled command and control domain.
The shellcode used in this exploit is constructed
in a similar manner to shellcode observed in pre-
vious North Korean exploits.

September

ScarCruft

threat_inteligence re-
port konniapt.pdf

In one campaign, ScarCruft sent spearphishing
emails with an attached compressed file that hid
a LNK file inside, targeting DPRK human rights
groups and people active in the unification field
in the Republic of Korea. In another campaign,
ScarCruft hid a LNK file inside a compressed
file, named ‘securitymail.zip’ and purporting to

September
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be a HTML web page file, which when opened
prompted users to enter their passwords into a
website purporting to be a bank secure login
screen with the URL of “securitymail.html.”

http://english.cho-

DPRK hackers installed a backdoor and stole
data, such as blueprints of super-mini satellite

ues to adapt and change to build tailored mal-
ware for different platforms, including Linux
and macOS.

DPRK cyber | sun.com/site/data/html_d . .
threatactors | ir/2023/09/07/20230907 components, from Russian satellite company September
01108 html ggggnlx OOO between January and March
ScarCruft was identified using the WinRAR
vulnerability (CVE-2023-38831) to attack
ScarCruft https://paper.see- the cryptocurrency industry, a significant September
bug.org/3033/ shift in the group’s traditional targeting.
ScarCruft used a malicious payload dis-
guised as a wallet screenshot.
lazarus-luring-employees- In one campaign, the Lazarus Group attacked a
trojanized-coding-chal- Spanish aerospace company, deploying several
lenges-case-spanish-aero- tools. Including a publicly undocumented back-
SPace-Company/ door, and obtained initial access to the com-

Lazarus Group space-company! pany’s network in 2022 through a spearphishing September/
L azarus-campaigns-and- | SAmpaignasa fake recruiter via LinkedIn. Sim- October
backdoors-in-2022- ilarly, the Lazarus Group attacked aerospace
2023 ndf companies in the Netherl_ands in Ot_:tober 2021
cres il and a defense company in Poland in February

2023 via its “Operation Dream Job”” campaign.
https:/Avww.mi-
crosoft.com/en-us/secu-
rity/blog/2023/10/18/multi-
ple-north-korean-threat-ac-
tors-exploiting-the-
5&?;:%}?5}2023_42793' The Lazarus Group and Andariel exploited a re-
Lazarus/ mote-code execution vulnerability (CVE-2023- September/
Andariel https: /AW, mi- 42793) affecting the JetBrains TeamCity server, October
crosc;ft.com /én-u S/secU- an application used for software development.
rity/blog/2023/11/22/dia-
mond-sleet-supply-chain-
compromise-distributes-a-
modified-cyberlink-in-
staller/
DPRK’s offensive cyber program continues to
evolve, showing that the DPRK government is
determined to continue using cyber intrusions to
All DPRK mali- north-korea-cyber-struc- conduct both espionage and financial crime to
cious cyber ture-alignment-2023 project power and to finance both their cyber and October
groups kinetic capabilities. DPRK threat activity contin-
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DPRK cyber threat actors pursue cyber opera-

ware: U.S. official |

finding systems to exploit.

Lazarus/ security-insider/microsoft- | tions to collect intelligence on the policy plans of
Andariel/ digital-defense-report- their adversaries, gather intelligence about other October
BlueNoroff | 2023?rtc=1 countries” military capabilities to improve their
own, and steal cryptocurrency to fund the state.
Lazarus Group's Opera- | The Lazarus Group exploited vulnerable Repub-
tion Dream Magic - lic of Korea websites with C2 to facilitate their
ASEC BLOG attacks and implemented IP filtering for selective
(ahnlab.com) targeting, using the MagicLine program vulner-
ability.
X Q] « ofo|= October/
Lazarus Group = f = 5 L =¥ S The National Intelligence Service of the Repub- November
2ZEO A2l | jic of Korea confirmed in November 2023 that
*| Qx| ot || Zl» the I__az_aru_s Qroup attac_:ked approximately_SO
public institutions, media, defense companies,
ME1 | SOtEE and IT companies in the Republic of Korea in
(donga.com) June 2023,
Kimsuky has created a FastViewer variant that
induces a victim to install the app onto their
mobile device by disguising the malware as a
legitimate Android application (APK file),
such as Google Authenticator, an anti-virus
https://me- program, or a payment service application.
dium.com/s2wblog/fastv | The FastViewer malware receives commands
iewer-variant-merged- directly from the server without downloading
Kimsuky with-fastspy-and-dis- additional malware, and the main purpose of October
guised-as-a-legitimate- this FastViewer variant is to steal information
mobile-application- from infected devices. It appears that
f3004588f95¢c Kimsuky has developed this malware since at
least July 2023 to target Republic of Korea
victims. The report further notes that the dis-
guised applications are expected to be distrib-
uted via spearphishing emails or smishing to
trick targets into running them.(Annex 59.1)
The Lazarus Group created malware by modify-
ing open source software (such as PuTTY,
KiTTY, TightVNC, Sumatra PDF Reader,
Lazarus https://www.hauri.co.kr/ | muPDF/Subliminal Recording) and have also October
security/security.html pretended to be recruiters on LinkedIn in order
to target victims with malware. The actors likely
intend at least some of this malware to target the
cryptocurrency.
D™ «qp U™ DPRK cyberthreat actors conducted multiple
- hacking attempts on shipbuilders in the Republic
D;E; gyct?)err' et A X[A[0f =L _of Korea_ in August and September 2023 to steal October
EMAFSIY A E> information that could be used to strengthen the
(chosun.com) DPRK’s naval military power.
N. Korea tries to use ar- | According to a Member State, DPRK cyber ac-
DPRK cyber- | tificial intelligence to tors have been observed trying to use Al models
: - g 2. October
threatactors | write malicious soft- to help accelerate writing malicious software and
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https://eur02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fmedium.com%2Fs2wblog%2Ffastviewer-variant-merged-with-fastspy-and-disguised-as-a-legitimate-mobile-application-f3004588f95c&data=05%7C02%7Cinsun.her%40un.org%7C65cbcaba8f3b4705655e08dbfd8b2e79%7C0f9e35db544f4f60bdcc5ea416e6dc70%7C0%7C0%7C638382546445189404%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=tAPHSm6%2BtedBeSrWwI7fSgzOTsj5JoNapcvAqMmRvtI%3D&reserved=0
https://www.hauri.co.kr/security/security.html
https://www.hauri.co.kr/security/security.html
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Yonhap News Agency
(yna.co.kr)
A novel DPRK intrusion has been identified
httos: on a macOS system that targets blockchain
ttps://www.elas- .
tic.co/security-labs/elas- engineers of_ a crypto excha_nge_ platform,
Lazarus Group | ;- lures them with a Python application to gain October
tic-catches-dprk-pass- A .
ing-out-kandykorn initial access, and deploys multlpl_e complex
stages of the attack, each with deliberate de-
fensive evasion technigues.
The Lazarus Group targeted nuclear engineers
and the defense industry, including manufactur-
ers of radar system, unmanned aerial vehicles,
military vehicles, ships, weaponry and maritime
APT trends report Q3 companies. The Lazarus Group obtained system
Lazarus Group | 2023 | Securelist access by manipulating job seekers on social me- October
dia and messaging services, including Telegram
and WhatsApp, into opening malicious apps for
fake job interviews , using backdoored VNC
apps and malware such as LPEClIient and COP-
PERHEDGE.
The Lazarus Group carried out a persistent cam-
A Cascade of Compro- paign to compromise a software vender with the
mise: Kaspersky Ex- likely objective of stealing valuable source code
poses Lazarus’ New or tampering with the software supply chain,
Lazarus Group Campaign Exploiting along with targeting of other software makers October
Legitimate Software | and attacks on victims targeted through a supply
Kaspersky chain attack of security software. The actors de-
ployed SIGNBT and LPEClient.
https://twit- Lazarus/Andariel exploited CVE-2023-42793, a
Lazarus/ ter.com/MsftSecln- remote code _execution vulnerab_ility affectipg
Andariel tel/sta- multiple versions of _the JetBrains TeamCity November
tus/17223160199207284 | server and utilized different sets of tools and
37 techniques.
The National Police Agency of the Republic of
Korea found that DPRK cyber actors stole login
information from 1,468 individuals between
HEXE : HOME > March and October 2023, including 57 incum-
DPRK cyber bent or retired government officials in diplo-
actors SEEN>EE > macy, military, and national security. The DPRK November
H X2 (police.go.kr) | actors attempted to steal virtual assets from 19 of
the victims utilizing pilfered account credentials
and engaged in cryptocurrency mining on 147
proxy servers they seized.
BlueNoroff created new websites masquerading
Microsoft: BlueNoroff as skills assessment portals and targeted users on
BlueNoroff | hackers plan new crypto- | LinkedIn,enticing them with deceptive lures re- November
theft attacks lated to a skills assessment which allowed
BlueNoroff to harvest victims’ information.
Diamond Sleet supply Lazarus modified a legitimate CyberLink appli-
Lazarus chain compromise dis- cation installer, hosted on legitimate CyberLink November
tributes a modified infrastructure and signed using a legitimate
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https://www.elastic.co/security-labs/elastic-catches-dprk-passing-out-kandykorn
https://securelist.com/apt-trends-report-q3-2023/110752/
https://securelist.com/apt-trends-report-q3-2023/110752/
https://www.kaspersky.com/about/press-releases/2023_a-cascade-of-compromise-kaspersky-exposes-lazarus-new-campaign-exploiting-legitimate-software
https://www.kaspersky.com/about/press-releases/2023_a-cascade-of-compromise-kaspersky-exposes-lazarus-new-campaign-exploiting-legitimate-software
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https://www.kaspersky.com/about/press-releases/2023_a-cascade-of-compromise-kaspersky-exposes-lazarus-new-campaign-exploiting-legitimate-software
https://www.kaspersky.com/about/press-releases/2023_a-cascade-of-compromise-kaspersky-exposes-lazarus-new-campaign-exploiting-legitimate-software
https://twitter.com/MsftSecIntel/status/1722316019920728437
https://twitter.com/MsftSecIntel/status/1722316019920728437
https://twitter.com/MsftSecIntel/status/1722316019920728437
https://twitter.com/MsftSecIntel/status/1722316019920728437
https://twitter.com/MsftSecIntel/status/1722316019920728437
https://www.police.go.kr/user/bbs/BD_selectBbs.do?q_bbsCode=1002&q_bbscttSn=20231121155205445&q_tab=&q_searchKeyTy=&q_searchVal=&q_rowPerPage=10&q_currPage=6&q_sortName=&q_sortOrder=&
https://www.police.go.kr/user/bbs/BD_selectBbs.do?q_bbsCode=1002&q_bbscttSn=20231121155205445&q_tab=&q_searchKeyTy=&q_searchVal=&q_rowPerPage=10&q_currPage=6&q_sortName=&q_sortOrder=&
https://www.police.go.kr/user/bbs/BD_selectBbs.do?q_bbsCode=1002&q_bbscttSn=20231121155205445&q_tab=&q_searchKeyTy=&q_searchVal=&q_rowPerPage=10&q_currPage=6&q_sortName=&q_sortOrder=&
https://www.bleepingcomputer.com/news/security/microsoft-bluenoroff-hackers-plan-new-crypto-theft-attacks/
https://www.bleepingcomputer.com/news/security/microsoft-bluenoroff-hackers-plan-new-crypto-theft-attacks/
https://www.bleepingcomputer.com/news/security/microsoft-bluenoroff-hackers-plan-new-crypto-theft-attacks/
https://www.microsoft.com/en-us/security/blog/2023/11/22/diamond-sleet-supply-chain-compromise-distributes-a-modified-cyberlink-installer/
https://www.microsoft.com/en-us/security/blog/2023/11/22/diamond-sleet-supply-chain-compromise-distributes-a-modified-cyberlink-installer/
https://www.microsoft.com/en-us/security/blog/2023/11/22/diamond-sleet-supply-chain-compromise-distributes-a-modified-cyberlink-installer/
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CyberLink installer | Mi-

crosoft Security Blog

CyberLink certificate, to include malicious code.
The malicious activity has impacted over 100
devices in multiple jurisdictions, including a
number of countries in East Asia and North
America.

konni-campaign-distrib-
uted-via-malicious-docu-

ScarCruft deployed a Russian-language Word
document equipped with a malicious macro,
which when opened initiated VBA script that

Kimsuky

disguised as realistic-looking import declara-
tions, which installed a backdoor that the

ScarCruft displays an article in Russian on the war in November
ment . . Lo .
Ukraine. This campaign aims to extract infor-
mation and execute commands on compromised
devices.
A new later-stage malware variant from
bluenoroff-strikes-again- BlueNoroff was discovered. BlueNoroff
BlueNoroff | with-new-macos-malware/ | reached out to a target claiming to be interested November
in partnering with or offering something benefi-
cial under the guise of an investor or head hunter.
The Lazarus Group was very active in the Rus-
hitos://t-So- sian F(_ec_ieration, attacking Russian government
Lazarus Group _pil : authorities. As of early November 2023, Lazarus November
ar.ru/events/news/3851/ e
Group hackers “still have access to a number of
Russian systems.”
Kimsuky distributed malware to the DPRK and
foreign policy experts in the Republic of Korea
over the previous 17 months. Kimsuky sent fake
[Kimsuky] Operation emails containing malicious links to these ex-
Kimsuky Covert Stalker - ASEC perts and hacks vulnerable websites to install re- November
BLOG (ahnlab.com) mote management programs such as RDP
Wrapper, Quasar RAT, Ammy RAT, AnyDesk,
and/or Team Viewer in order to steal email ac-
counts and/or information from the experts.
DPRK cyber actors distributed malware (*.Ink)
DPRK cyber https://asec.ahnlab.com/ | to experts on foreign policy and unificationiin th_e
ACIOrS ko/58818/ Republic of Kkorea via fake secure mail November
(HTML).
Andariel distributed malware using a specific as-
https://asec.ahnlab.com/ | set management program, which installed Tiger-
Andariel en/59073/ RAT, NukeSped variants, BlackRAT, and Lilith November
RAT.
https://asec.ahnlab.com/
ko/59130/ Andariel exploited Apache ActiveMQ remote
Andariel code execution  vulnerability(CVE-2023- November
https://asec.ahnlab.com/ | 46604).
en/59318/
~ol Al A2 9xtsto | Kimsuky attacked research institutes in the Re-
Kimsuky o = public of Korea, distributing malicious JSE files November
L AT 7S tel=
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https://www.microsoft.com/en-us/security/blog/2023/11/22/diamond-sleet-supply-chain-compromise-distributes-a-modified-cyberlink-installer/
https://www.fortinet.com/blog/threat-research/konni-campaign-distributed-via-malicious-document
https://www.fortinet.com/blog/threat-research/konni-campaign-distributed-via-malicious-document
https://www.fortinet.com/blog/threat-research/konni-campaign-distributed-via-malicious-document
https://www.jamf.com/blog/bluenoroff-strikes-again-with-new-macos-malware/
https://www.jamf.com/blog/bluenoroff-strikes-again-with-new-macos-malware/
https://rt-solar.ru/events/news/3851/
https://rt-solar.ru/events/news/3851/
https://asec.ahnlab.com/ko/58231/
https://asec.ahnlab.com/ko/58231/
https://asec.ahnlab.com/ko/58231/
https://asec.ahnlab.com/ko/58818/
https://asec.ahnlab.com/ko/58818/
https://asec.ahnlab.com/en/59073/
https://asec.ahnlab.com/en/59073/
https://asec.ahnlab.com/ko/59130/
https://asec.ahnlab.com/ko/59130/
https://asec.ahnlab.com/en/59318/
https://asec.ahnlab.com/en/59318/
https://asec.ahnlab.com/ko/59209/
https://asec.ahnlab.com/ko/59209/
https://asec.ahnlab.com/ko/59209/
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Kimsuly actors could later use to steal infor-
mation.

ware (RftRAT, Amadey)

Amadey, and Metasploit Meterpreter. After
gaining control,Kimsuky ultimately uses RDP
or installs Google’s Chrome Remote Desktop
to exfiltrate information from the infected sys-
tem. Amadey and RftRAT were constantly
used throughout 2023 alongside XRat.

https://me- DPRK cyber actors posed as employers to lure
DPRK cyber- | dium.com/checkmarx-se- | software developers, many linked to the crypto-
threat actors, in- | curity/how-north-korea-is- | currency industry, into installing malware hosted November
cluding Lazarus | compromising-supply- on a GitHub repository through a job interview
chains-df1532b29a49 process.
HWP 2Af L0l ofd Kimsuky distributed malware disguised as an in-
Kimsuky OLE &€& &4 terview invitation, where the actors attached ma- November
FlowerPower APT licious OLE (Object Linking and Embedding) in
MOl Github C2 Abe | @ hwp file with the FlowerPower tool.
DPRK cyber actors pose as employers, utilizing
advertisements on job search platforms and po-
https://unit42.paloaltonet- | tentially email, social media, or chat platforms,
works.com/two-cam- to lure software developers into installing mal-
DPRK cyber | paigns-by-north-korea- ware (hosted on Github) through the interview Novermber
actors bad-actors-target-job-hunt- | process, providing the DPRK actors opportunity
ers to steal intellectual property, funds, and/or other
information. The investigation also identified
two new malware families, BeaverTail and In-
visibleFerret.
The Lazarus Group hacked into the computer
https://www.koreaher- network of the Republic of Korea judiciary and
Lazarus Group | ald.com/view.php?ud=2 | stole electronic information, including trial rec- December
0231201000614 ords and lawsuit documents, amounting to up to
hundreds of gigabytes.
A batch of Lazarus Group downloader samples
was recently discovered, which are loaded
through multiple layers of nested PE files and
ultimately download a payload from a C2
tfiLlazarus (APT-Q- | server and execute it. OF note, one of the C2
LazarusGroup | 1) ;& RnpmE 4L 5% | server IP addresses was used by the Lazarus December
IR DT Group in a software supply chain attack, in
which the malware was delivered disguised as
an encryption-related npm package. Several of
the C2 addresses identified appear to be linked
to the cryptocurrency industry.
Kimsuky continues to deploy LNK-type mal-
ware, installing remote control malware to con-
trol the infected system after gaining initial ac-
cess. Malware used by the Kimsuky group not
only include custom-made such as AppleSeed
Kimsuky Group Uses and PebbleDash, but also open-source or com-
Kimsuky Autolt to Create Mal- mercial malware such as XRat, HVNC, December
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https://www.koreaherald.com/view.php?ud=20231201000614
https://www.koreaherald.com/view.php?ud=20231201000614
https://www.koreaherald.com/view.php?ud=20231201000614
https://mp.weixin.qq.com/s/f5YE12w3x3wad5EO0EB53Q
https://mp.weixin.qq.com/s/f5YE12w3x3wad5EO0EB53Q
https://mp.weixin.qq.com/s/f5YE12w3x3wad5EO0EB53Q
https://asec.ahnlab.com/en/59590/
https://asec.ahnlab.com/en/59590/
https://asec.ahnlab.com/en/59590/
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However, recent types showed that they were
created with Autolt. Infostealers were addition-
ally installed by the Kimsuky group using re-
mote control malware. While remote control-
type malware used by Kimsuky has continu-
ously changed, the malware installed through
these have not changed much in the attacks in
2023.

bluenoroff-methods-by-

New BlueNoroff malware was identified inside
a ZIP archive that contained a PDF file named

tion/2023/12/103 36442
3.html

the Republic of Korea and stole 1.2TB of infor-
mation, including sensitive data on surface-to-air
laser weapon system.

BlueNoroff pass-motw/108383/ “Crypto-assets and their risks for financial stabil- December
ity.”
Kimsuky continues to carry out spearphishing
https://asec.ahnlab.com/ attacks in which the actors distribute malware
Kimsuky ' ' ' (AppleSeed, developed with the Go languauge) December
en/60054/ i . .
disguised as JavaScript. Kimsuky also conducts
C2communication via ChromeDP.
https://mp.weixin.qq.co
m/s/f5YE12w3x3wad5E
OOEB53Q Lazarus Group published multiple malicious
Lazarus Group hitos://bloa.oh packages on a repository for the JavaScript pro- December
2 . - -
—p—gulum_io /crypto-themed- gramming language, npm package manager.
npm-packages-found-de-
livering-stealthy-malware/
2t AR 27} B Kimsuky continues to attack viamalware (OLE)
— = disguised as HWP and HWPX files, which are
. 2A SO = QEE widely used in the Republic of Korea.
Kimsuky | —— A Kimsukyalso utilized LNK, DOCX, and XLSX | December
£ (geni- files in an attempt to increase the effectiveness
ans.co.kr) of its attacks.
Andariel attacked multiple telecommunications
https://www.ko- companies, research institutions, universities, 1T
. reatimes.co.kr/wwwi/na- | and defense industry and financial companies in
Andariel December
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https://www.koreatimes.co.kr/www/nation/2023/12/103_364423.html
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Lazarus

Operation Blacksmith:
Lazarus targets organi-
zations worldwide using

novel Telegram-based
malware written in

DLang

The Lazarus Group has employed at least three
new DLang-based malware families, including
two RATS, one of which uses Telegram bots and
channels for C2. The Lazarus Group used these
malware families in 2023 to attack global enter-
prises, such as manufacturing, agricultural and
physical security companies, continuing to target
infrastructure through n-day exploits such as
Log4j on publicly facing VMWare Horizon
Servers.

December

Source: Cybersecurity companies’ reports, Member States, and media reports

*The Panel would like to note that this is not an exhaustive list of cases, but rather cases of interest.
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Annex 59.1: Additional information on Kimsuky

According to a cybersecurity company, the IP address of the Kimsuky server hosting this malware is
144.76.109.61 and the IP address of another, related server hosting the Kimsuky-controlled domain civi-
larys][.]store is 27.255.81.77. Kimsuky-related email accounts associated with this campaign include luck-
gpu[@]gmail.com and abdulsamee7561[(@]gmail.com. The malicious applications were likely distributed
via spearphishing or smishing.

Source : A cyber security company
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Annex 60: ROK — UK Joint Cyber Security Advisory (23 November 2023)

JOINT CYBER SECURITY .

ADVISORY

piza, | National Cyber
=2 | Security Centre

] A LU

DPRK state-linked cyber actors conduct software

supply chain attacks

@ Overview

The National Intelligence Service (NIS) of the Republic of Korea (ROK) and the National
Cyber Security Centre (NCSC) of the United Kingdom (UK) have identified Democratic
People's Republic of Korea (DPRK) state-linked cyber actors targeting software supply
chain products, widely used by government organisations, financial institutions and

defence industry companies globally.

The NIS and the NCSC are releasing this joint Cybersecurity Advisory (CSA) to help
prevent compromise and raise public awareness. It includes DPRK state-linked cyber
actors’ tactics, techniques and procedures (TTPs) used in their global supply chain

attacks, as well as preventative measures to help avoid such attacks.
Further Details

In recant years, supply chain attacks from DPRK state-linked cyber actors have steadily
increased in volume and have become more sophisticated. The malicious actors utilise

tactics including zero-day attacks and multiple exploits to attack software supply chain

products, used by a number of international organisations.
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The NIS and the NCSC consider these supply chain attacks to align and considerably
assist with the fulfilment of wider DPRK state priorities. This includes revenue
generation and espionage, with the theft of advanced technologies across a range of

sectors, including but not limited to defence.

Supply chain attacks are a highly effective means of compromising numerous well-
protected, high-profile targets. Several elements of the supply chain have proved
susceptible to compromise, including software vendors, managed service providers
and cloud providers. From here, an actor can indiscriminately target a number of
organisations and users, and their attacks can be expanded or shifted to a

ransomware attack to demand money or cause a system disruption.

It can be hard to detect these attacks as the actors are using legitimate software and

hardware.

With the level of the threat likely to increase, organisations should establish and put
in place relevant security measures to safely manage the security of the products and

to build resilience to attacks.

@ Technical Details

For software supply chain attacks, DPRK state-linked cyber actors have used zero-day
exploits and newly published vulnerabilities and tools, as well as exploited multiple

vulnerabilities in series, to precisely attack a specific target.

Below are recent supply chain attacks conducted by DPRK-based actors, detailing their

attack flow and modi operandi.
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Attacks on various supply chain products, using zero-day vulnerabilities:

In March 2023, cyber actors used the software vulnerabilities of security
authentication and network-linked systems in series to gain unauthorised access to
the intranet of a target organisation. It used a software vulnerability of the
MagicLine4NX security authentication program for the initial intrusion into an
internet-connected computer of the target, and exploited a zero-day vulnerability of
the network-linked system to move laterally and gain unauthorised access to

information.

The attack flow below shows the procedure of serial complex attacks on two supply

chain products:

Figure 1.
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Attack Flow:

1. The cyber actors compromised the website of a media outlet, deployed malicious
scripts into an article and created a watering hole. The malicious scripts were

implemented to work when certain IP ranges were connected.

2. When victims opened the infected article from an internet-connected computer,
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which was installed with the vulnerable security authentication software, the
vulnerable software executed the malicious code. The victim computer then
connected to the command and control (C2), and the attackers used the C2 to

achieve remote control over the infected computer.

3. The actors were able to access an internet-side server from an internet-connected
PC without permission through a network-linked system vulnerability, and exploit
the data synchronisation function of the network-linked system to spread
malicious code to the business side server. The actors then compromised the

business PC with malicious code to steal information.

4. Malicious code installed on the business PC had two C2 servers, the first of which
was the business side server of the network-linked system, which acts as a
gateway in the middle, while the second C2 is located on the external internet.
This malicious code was able to exfiltrate initial beacon data and download and
execute encrypted payloads. The malicious code then attempted to move from
the internal server of the network-linked solution to the external server to send
the initial beacon to the C2 server, but was blocked by the security policy of the
solution. If it hadn't been blocked, large amounts of information stored in the

internal network could have been leaked.

See the loC section for €2 server, MD5 hashes, encryption algorithms, and file

certificates. Further detailed information on the security authentication software

attack can be found on the English and Korean language blogs by Ahnlab.

24-02094 351/627



S/2024/215

JOINT CYBER SECURITY

ADVISORY

Summary and Preventative Measures

The cyber actors initially employed a watering-hole attack to secure target groups,
and conducted additional attacks on specific targets. The compromise of one supply
chain led to the infection of another supply chain, which was a targeted attack against
a specific target. The malicious actors used highly sophisticated modus operandi by
exploiting an undisclosed wvulnerability of the network-linked system and a legitimate

function for intrusion into the intranet.

System owners should check whether a vulnerable version of software is on the list

of installed programs, and update the software to the latest version.

MagicLine4NX 1.0.0.1~ 1.0.0.26 were vulnerable.

Organisations should make sure they control access to the administrator page of the

network-linked system, and identify any unauthorised services or communications.

Further detailed information about how to check the vulnerable version can be found

on the ROK NCSC website,

The compromise of 3CX

In March 2023, it was widely reported by both SentinelOne and Sophos that the
Desktop App software distributed by 3CX had been compromised and contained
malware affecting both mac0S and Windows operating systems. This constituted a

significant global supply chain attack. The security incident was later confirmed by

3CX.
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Figure 2.

InJune 2023 the UK NCSC published a malware analysis report on the macOS malware
used in the 3CX supply chain attack, named Smooth Operator

Attack Flow Windows version

1. The cyber actors added malicious code to an executable file that shipped within a

signed installer for 3CX software.

2. The application was distributed to customers via legitimate channels. It is now
known that the cyber actors had compromised the 3CX network and therefore

were in a position to compromise the build process of the 3CX software.

3. When the 3CX software was run, the malicious code would sleep in the
background for at least 7 days and the 3CX software would continue to run as

normal.

4. After the sleep period, the malicious code loaded an encrypted payload which is
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appended to a DLL also packaged within the 3CX software.

5. This payload is responsible for downloading a list of actor-controlled C2 domains
from a GitHub repository, then reaching out to one of them to download the next

stage.

The only observed onward stage was a browser stealer, which would extract and
exfiltrate basic victim system data, victim 3CX account information and browser

history from the Brave, Chrome, Edge and Firefox browsers.

Further detailed information on the Windows attack can be found in the industry from
ESET and Sophos.

Attack Flow macOS version

1. The cyber actors added malicious code to an executable file that shipped within
the signed and notarised 3CX application.

2. The application was distributed to customers via legitimate channels. It is now
known that the cyber actors had compromised the 3CX network and were
therefore in a position to compromise the build process of the 3CX software.

3. When the 3CX software was run, the malicious code slept in the background for

between 7 and 20 days, while the 3CX software continued to run as normal.

4. After the sleep period, the malicious code beaconed to an actor-controlled C2

server using a customised obfuscation method. The beacon contained basic victim

machine information.
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5. The C2 server can deliver further malicious stages to be run by the victim machine,
but the only observed additional stage collects 3CX account information from a
configuration file on the victim machine and exfiltrates this to an actor-controlled

C2 server.
Further detail about the macOS attack can be found in the NCSCmalware analysis report
Summary and Preventative Measures

In April 2023 the NCSC published advice on its website regarding the 3CX Desktop App
SeCurity issue.

The negative impact was limited because the malicious update was quickly detected

by endpoint detection and response solutions.

This advisory encourages organisations to follow the advice published by the vendor

to uninstall the software if you are running an affected version.

0 Mitigation

As supply chain attacks can happen at any scale and any point, a wide range of
measures should be established. The NIS and the NCSC recommend implementing the

mitigations below, relating to the supply chain life cycle, as well as management and

technical security measures, to deter supply chain threats.
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Management Security Measures

= Raise your organisation’s awareness of supply chain cyber security, and promote

understanding of the issue.

* Provide training on cyber security on a regular basis to help members of your

organisation spot malicious tactics and attacks, and report them.

+ |dentify threats to your organisation’s supply chain. Determine threat priorities,
and assess impacts when malicious cyber activity occurs, in order to eliminate the

blind spot.

» Check the access point to critical data and identify members and supply entities

who have the authority to access to minimise access privileges.

Technical Security Measures

* Make sure you install security updates to maintain the most recent version of
software, operating systems and anti-virus, to mitigate threats from known

vulnerabilities.

+ Adopt two-factor authentication for the administration and operation login
policies, to prevent unauthorised logins from unauthorised users. The UK NCSC

articles Multi-factor authentication for online services and Device Security

Guidance provide relevant advice.

* Monitor network infrastructure so that traffic from supply chain software

applications is trusted but any anomalous traffic can be detected.

* Refer to the following articles in order to mitigate security threats posed to the
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supply chain.

1. Understand of Supply Chain Attack by the ROK NCSC

2. Assess Supply Chain Cyber Security by the UK NCSC
3. Principles of Supply Chain Security by the UK NCSC

4. Securing the Software Supply Chain: Recommended Practices for

Software Bill of Materials Consumption by the US CISA and NSA

5. Cyber Supply Chain Risk Management (C-SCRM) by the US NIST

6. The Minimum Elements for a Software Bill of Materials (SBOM) by the
US NTIA

Reporting Incidents
If you suspect your organisation has been compromised:

Organisations in the ROK should contact the National Intelligence Service (NIS)
(https://www.nis.go.kr; Contact number 111)

Organisations in the UK should contact the National Cyber Security Centre (NCSC) via
- Report a Cyber Incident (https://report.ncsc.gov.uk)
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@ Indicators of Compromise (loC)

Attacks on various supply chain products, using zero-day vulnerabilities

Section loC MNote
2 [C2 URL]fsearch/sch-result3 asp HTTPS communicaiton
; 0c?a351837454a2661026f162530361a394e1d143334 ChaCha20 1
Decryplion Key
key 010235042 3062085000002 ChaCha20 Key2
T 31600888 74a5dfbabBcl c4b259329257 .
(SarmeungDeviceControl exe)
hashes Dowrioader
33a34605=8077047e30e 76415182410 .
(SamsungDevicePanel exe)
Samsung SDS Co., Lid. Entity
Rogue 0139981ad983bf73e9514d2d423792% Serial no.
certificate
2022.12.13~2023.07.20 Start date to expiration
date
The compromise of 3CX, macOS version
Section loC Note

https://msstorageazure[.Jcom/fanalysis

hittps:/f/officestoragebox|.]Jcom/api/biosync

hittps:f/visualstudiofactory[.Jcom/groupcore

https://fazuredeploystore[_Jcom/doudfimages

c2 https:f/msstorageboxes|.]com,xbox
hittps://officeaddons[.]Jcom/quality

https:{/sourceslabs[.Jcom/status

https:f/zacharryblogs[. Jcom/xmiquery

hittps://pbxcloudeservices].]Jcom/network

11
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https://pbxphonenetwork[.]Jcom/phone

https:/fakamaitechcloudservices[ Jcom/fv2/fileapi

https:/fazureonlinestorage[_]Jcom/google/storage

https://msedgepackageinfo[.Jcom/ms-webview

hitps:/fglcloudservice[ Jcom vl fstatus

https:/fpbysources] Jcom/queue

https://sbmsa[. Jwiki/blog/_insert Exfiltration URL

msstorageazure[ Jcom

officestoragebox[.]Jcom

visualstudiofactory[ Jocom

azuredeploystore[_Jcom

msstorageboxes|_Jcom

officeaddons[.Jcom

sourceslabs[_Jcom

zacharryblogs[.]Jcom

pbxcloudeservices[_ Jcom

pbxphonenetwork].]Jcom

akamaitechcloudservices[ Joom

azureonlinestorage[.]com

msedgepackageinfo[ Jcom

glcloudservice[.Jcom

phaysources[.]Jcom

sbmsal[ . Jwiki Exfiltration domain
d5101c3b86d973aB848abh7ed79cd11e5a 3CX DMG
3= 3CX dylib
Malicious 660ea0b8205fbd2dasofefd26ae5115¢ _ L
Code libffmpeg_dylib
(MD5) Smooth Operator
Sfaf36caf0f6406a78124f538a03387a second-stage payload,
UpdateAgent
12
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3dcB840d32ceBbcebfe57b17cef62814646bas8208 3CX DMG
> 3CX dylib
Malicious 769383fc65d1386dd141c960c9970114547dalc2 . " .
Code libffmpeg_dylib
(sHA1) Smooth Operator
0e0a5f8dB6356796162ceeB81cB43cdefeaedfb3 second-stage payload,
UpdatefAgent
e6bbc33815b9f20b0cf832d7401dd8953fbca67CB007 30X DMG
28b5891336706da0dbrec
Malicious | ab4fad9flc76457ecc58402142a8728ce34cchald78cl 3CX dylib,
Code 7318b3340083eeb7acce7 libffmpeg.dylib
[SHA-256) Smooth O t
6c121f2b2efa6592c2c22b29218157ec0e63f385¢7a sem":; stag::::dz; 4
1d7425857d603ddef8c59 ) '
¢ UpdateAgent
) Victim ID and sleep
.main_storage .
Etc. time file
UpdateAgent Second-stage payload

Source: National Intelligence Service website, 2. = AL 5 A A | 42
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Annex 61: National Intelligence Service of the Republic of Korea Press Release on DPRK Cyberthreat

Actors’ Attacking Shipbuilding Companies in the Republic of Korea (August 2023)
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{rompromising IT maintenance suppliers and/or through spearphishing.

I
'l’he NIS assessed that Kim Jong Up’s order to build medium-to-large military ships was behind such

‘@ intensive campaign, warning that the cyberattacks could continue.

24-02094

PRK cyber actors conducted multiple hacking attempts on shipbuilding companies in the Republic
bf Korea in August and September 2023. The attackers sought access to the companies’ systems by
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Source: https:/Mmww.nis.qo.kr/CM/1 4/view.do?seq=250
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Annex 62229: Seoul Metropolitan Police Agency of the Republic of Korea Press Release on Andariel’s
cyberhacking campaign in December 2023

T AR Y N MY HD T P B, WSS YA 2 &2
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PSS 25, MAY 20N S HNNE §D R

SMPA, in coordination with FBI, found that Andarisl used |oosely-monitored leased servers in the
Republic of Korea and accessed multiple websites of ROK companies and institutions 83 times fram
Pyongyang's Ryugyung-dong district from December 2022 to March 2023.

telecommunications, the cyber actors attacked the defense industry, research institutions, and
pharmaceutical companies to steal sensitive information, including anti-air weapons information
and personal account information.

230 One member of the Panel is of the view that the information in this annex should be further corroborated.
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SMPA gnalysed the flow of Bitcoin which the compromised companies paid to Apdariel after the
ransomware attacks. Some of the Bitcoin had been sent to a bank account of a foreign national,
from which CNY 630,000 (USD 88,700) was deposited and finally withdrawn at a bank in Lizoning
Province, China. SMPA assumes that the withdrawn cash was brought back to the DPRK.
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Sowrce: Seoul Metropolitan Police Agency, A &3 2 (smpa gokr)
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Annex 63: Member States’ publication, “Additional Guidance on the Democratic People's Re-
public of Korea Information Technology Workers”

Ministry of
Foreign Affairs

Alert Number: 1-101823-PSA
October 18, 2023

Additional Guidance on the Democratic People's Republic of Korea
Information Technology Workers

The United States (U.S.) and the Republic of Korea (ROK) are updating previous warnings
and guidance to the international community, the private sector, and the public to better
understand and guard against the inadvertent recruitment, hiring, and facilitation of
Democratic People's Republic of Korea (DPRK, a.k.a. North Korea) information technology
(IT) workers. In 2022, the U.S. and ROK Government issued public advisories to provide
detailed information on how DPRK IT workers operate, and identified red flag indicators
and due diligence measures to help companies avoid hiring DPRK freelance developers and
to help freelance and digital payment platforms identify DPRK IT workers abusing their

services.

This update identifies new tradecraft used by DPRK IT workers since the release of the 2022
advisories, including new indicators of potential DPRK IT worker activity and additional
due diligence measures the international community, private sector, and public can take to
prevent the hiring of DPRK IT workers. The hiring or supporting of DPRK IT workers
continues to pose many risks, ranging from theft of intellectual property, data, and funds, to
reputational harm and legal consequences, including sanctions under U.S., ROK, and United

Nations (UN) authorities.
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Additional Red Flag Indicators of Potential DPRK IT Worker Activity:

- Unwillingness or inability to appear on camera, conduct video interviews or video meet-
ings; inconsistencies when they do appear on camera, such as time, location, or appear-
ance.

- Undue concern about requirements of a drug test or in person meetings and having the ina-
bility to do so.

- Indications of cheating on coding tests or when answering employment questionnaires and
interview questions. These can include excessive pausing, stalling, and eye scanning
movements indicating reading, and giving incorrect yet plausible-sounding answers.

- Social media and other online profiles that do not match the hired individual's provided re-
sume, multiple online profiles for the same identity with different pictures, or online pro-
files with no picture.

- Home address for provision of laptops or other company materials is a freight forwarding
address or rapidly changes upon hiring.

- Education on resume is listed as universities in China, Japan, Singapore, Malaysia, or other
Asian countries with employment almost exclusively in the United States, the Republic of
Korea, and Canada.

- Repeated requests for prepayment; anger or aggression when the request is denied.

- Threats to release proprietary source codes if additional payments are not made.

- Account issues at various providers, change of accounts, and requests to use other free-
lancer companies or different payment methods

- Language preferences are in Korean but the individual claims to be from a non-Korean
speaking country or region.

Additional Due Diligence Measures Clients Seeking Freelance Workers Can
Consider to Prevent Inadvertent or Unwitting Hiring of DPRK IT Workers:

- Ifusing third party staffing firms or outsourcing companies, request documentation of their
background check processes. If this cannot be readily provided by a company, assume it
did not conduct the background check and conduct your own.

- Ifusing a staffing company or third-party software developers for IT work, conduct due
diligence checks on the individuals the company provides to you for work. Even if you
conduct a background on a company, you may not fully understand their background check
process.

- Do not accept background check documentation provided by untrusted or unknown author-
ities. Provide them a release form that allows you to conduct the background check on
their behalf instead of having a background check completed by their local authorities.

- Request voided checks or certified documentation from their financial institution with their
account information.

- Verify check numbers and routing numbers match an actual bank and do not belong to a
money service business. Money service businesses use receiving depository financial insti-
tutions (RDFIs), which provide checking and routing information mirroring that of actual
banking information.

- Keep records, including recordings of video interviews, of all interactions with potential
employees.
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- Keep records, including recordings of video interviews, of all interactions with potential
employees.

- Prevent remote desktop protocol from being used on all company devices and prohibit us-
ing remote desktop applications for work.

- Lock down all administrative permissions and install insider threat monitoring software on
company devices.

- Require signature delivery for company devices and ensure devices are not mailed to ad-
dresses other than designated work locations.

- Require notarized proofs of identity.

- During video verification, require individuals to physically hold driver's licenses, pass-
ports, or identification documents up to camera. Consider having them show their location
by having the camera directed outside.

- Regularly geo-locate company laptops to verify they match the logins of employees' ad-
dresses.

- Require freelancers to shut off commercial VPNs when accessing company networks.

- Use Zero Trust and Need-to-Know policies. Avoid granting access to proprietary infor-
mation, if possible.

- Use only reputable online freelance platforms that offer robust measures to verify identities
and qualifications of freelance workers.

- Avoid recruiting freelance workers directly through online IT competitions and apply rein-
forced measures to verify their identities.

REPORTING

The FBI urges victims of DPRK IT Workers, or those who suspect they may have been victimized,
to report the suspicious activity to the FBI Internet Crime Complaint Center (IC3) at ic3.gov.

The ROK government requests suspicious activity be reported to the National Intelligence Service
(www.nis.go.kr, 111) and the National Police Agency (ecrm.police.go.kr, 112).

REFERENCE

The original advisory, titled "Guidance on the Democratic People's Republic of Korea Information
Technology Workers," can be found here.

The original advisory issued by the ROK government can be found in English here and in
Korean here.

For additional information from the Cyber Threat Intelligence Integration Center in the Office of
the Director of National Intelligence, please also see "North Korean Tactics, Techniques, and
Procedures for Revenue Generation," found here.

Source: https://www.ic3.gov/Media/Y2023/PSA231018 and
https://www.mofa.qgo.kr/www/brd/m 4080/view.do?seq=374218&page=1
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Annex 64: Summary of recent DPRK IT worker tactics, techniques, and procedures®!

A Member State reported DPRK IT workers are changing tactics,*? and now offer to provide free services to build trust,
seek long-term contracts, target small companies with fewer hiring requirements, reach out offering their skills to crypto-
currency industry companies and/or community chat rooms via social media instead of using freelance platforms, and in-
creasingly seek lucrative web3, blockchain, smart contracts, and cryptocurrency projects. During their work, IT workers
reportedly find vulnerabilities to exploit and/or build vulnerabilities into platforms and smart contracts to steal funds, and
are suspected of conducting several smaller cryptocurrency heists this year (see Annexes 89-90). 1T workers also reportedly
monitor vulnerability reports released on platforms such as Github and/or participate in white hat competitions online to
identify cryptocurrency-related vulnerabilities,** and then steal funds before vulnerabilities can be patched.

According to one former DPRK IT worker, the workers use local facilitators to consolidate their earnings into bank accounts
in the facilitators’ names, after which the money is used to purchase items requested by the regime, such as refined petroleum
and computers, and sent to the DPRK. Prior to the COVID-19 pandemic, some IT teams reportedly transferred their cash
earnings to the DPRK via diplomatic pouch.

In November234 and December235 2023, cybersecurity companies released detailed reports on DPRK IT workers seeking
unauthorized employment with organizations around the world to generate revenue and engage in espionage. To do so,
DPRK IT workers maintain resumes with fake identities, impersonating individuals of various jurisdictions, targeting a wide
range of companies and freelance job marketplaces (see figure 1). DPRK IT workers develop multiple personas, each with
accounts for email, employment websites, messaging platforms, and software development platforms. Certain aspects of
online profiles can be up-to-date and have a lengthy activity history, appearing legitimate (see figure 2), although personas
may lack social media accounts and details may be inconsistent across platforms (see figure 3). The IT workers have also
reportedly “sought to purchase or borrow accounts with a high reputation in account seller marketplaces.” 236 A freelance
job platform provided the Panel with a list of email addresses associated with DPRK IT workers (see figure 4).

A freelance platform that has been used by DPRK IT workers to obtain jobs reported that DPRK IT workers are aided in
establishing accounts by a number of illicit services available on the internet, including websites that generate photo-realistic
identity documents, skills certifications, utility bills, and bank statements, some of which are rendered from computer-aided
design (CAD) models; platform account resale services; and proxy email and SMS platforms (see figures 5 and 6). DPRK
IT workers have reportedly used generative artificial intelligence (Al) to generate profile images®’ and descriptions.

231 Most DPRK IT workers are subordinate to the Munitions Industry Department (KPe.028). See S/2023/656 paras 133-135,
S/2023/171 paras 123 and 132, S/2022/668 para 121, S/2021/211 summary and para 124, S/2020/840 paras 106-111 and 113
and Annex 47, S/2020/131 paras 120-127 and S/2019/691 paras 41-42.

232 Partly in response to technology companies adopting stricter hiring practices such as requiring a video call or in-person interview for jobs as
well as reducing the number of fully-telework positions.

2B PDPRK IT workers also reportedly participate in these competitions to increase the number of their followers, allowing them
to win lucrative freelance contracts.

234 https://unit42.paloaltonetworks.com/two-campaigns-by-north-korea-bad-actors-target-job-hunters/. According to Reuters, a
DPRK IT worker who recently defected examined the documents and confirmed their authenticity, noting "we would create 20
to 50 fake profiles a year until we were hired." (https://www.reuters.com/technology/north-koreans-use-fake-names-scripts-
land-remote-it-work-cash-2023-11-21/).

25 https://www.nisos.com/research/dprk-it-worker-scam/.

236 https://unit42.paloaltonetworks.com/two-campaigns-by-north-k°rea-bad-actors-target-job-hunters/.

237 Unlike using a stock photo or stealing photos of a real P*r**" from their social media or other accounts (both of which are
methods that have been employed by DPRK IT workers), Al-generated photos would not be findable through an image search
— and therefore could appear completely legitimate to a company conducting know-your-customer/customer-due-diligence
checks.
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According to a Member State, DPRK IT workers are also using ChatGPT to develop answers to coding and other questions
during job interviews, potentially among other uses (see para. 145). In 2024, the freelance platform expects to see additional
uses of Al, such as real-time high-definition generative Al video avatars, face-swapping applications and full body anima-
tion.

The freelance platform further that assessed that the overwhelming majority of “skilled’ freelance crypto programmer pro-
files on the internet are fake, and likely are in actuality DPRK IT workers, given that highly skilled freelance programmers
with computer security and crypto experience are extremely rare. The company also suspects that smaller, crypto-specific
job marketplaces that have appeared over the past several years may have been established by the DPRK actors directly to
solicit crypto-related projects directly from clients without the trouble of trying to establish accounts on the major freelance
platforms — or at the very least are “completely overrun” with DPRK IT worker ‘mule’ accounts.

Figure 1: DPRK IT worker falsified resumes and freelance job platform message

L

Details

BLOCKCHAIN & PYTHON & CHATBOT ENGINEER

S
Phone: +140 I

Email: @ zmail.com
Telegram: @ s
Discord: N

Profile https:/ /www linkedin.com/in/dII
7777

Passionate Full Stack & Blockchain Developer offering 8+ years of relevant https://github.com/Kinii NG

experience in Blockchain, ML and Robotic.

| have experience developing DeFi, DEX, DApp, Trading Bot, Token, skills
autonomous systems and artificial intelligence. | am fluent in Solidity,
Web3.js, Python and JavaScript ,and have worked on a variety of projects as a Fast Learner
consultant, helping clients achieve their goals. | am also keen on several

JavaScript and Python web frameworks like Vue, React, Django and Flask Hard worker

| am a life-long learner and is looking forward to working on exciting and Computer Skills
challenging projects. | am continuously trying to improve, learn more and
Edin new experiences. Team Player

With a strong attention to detail and accuracy and the important ability to
) B ¥ P ¥ Excellent Communication Skills
function well in a team setting.

Looking for a Blockchain Developer job within a forward-moving company. Leadership and Teamwork
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Pnone:

Skill Highlights

Passionate and skilled Embedded Linux Developer with High Video
Streaming Tech offering 8 years of relevant experience and a
proven track record of success in achleving extraordinary result.
Experienced with all stages of the development cycle of any
embedded video related products.

Over 8 years of IT experience in Analysis, design, and Development
of various embedded software development.

Capable of excelling as part of a team or individually in a fast-paced
environment. Deeply knowledgeable in video codec, media format,
streaming protocol, real time system, various

protocol and standard, Android Open Source Project, and loT.

Richard Lee

Experience

C/Ce+, Java, Rust, Go, Python,
Shell script

H.264, H.265, VP8, VP9

MP4, 3GPP, MKV, AVI

HLS, MPEG-DASH, RTSP, RTP
TCP/UDP, HTTP, FTP, SNMP
PCle/Ethernet/ModBus/CAN/USB
ISPINI2C/12S/RS232/UART

Unux Kernel/Driver/RootFS
Intel/ARM/MIPS/DSP
Architecture

React & Redux, Node.js, REST API
Typescrypt/Javascript/React
ElectronicBAnalog Circuit
DevOps, CI/CO

Languages

English—C1
Education

Bachelor of Computer Sclence
Nanyang Technological University of

(2009 - 2013)

Video Engineer on Embedded Android Platform, 12/2019 - 05/2022

Jumio, USA

¢ Developed MPEG-DASH player using dash.js

o Designed Driver, HAL, Android System Service for use in DVB-T2
player development,

o  Developed RTP streaming server with low latency on
Embedded Linux of TI DM8169 platform

*  Analyzed & Debugged PCR accuracy In MPEG-TS stream

* Developed demodulator and tuner driver to receive DVB-T2

* Developed transcoding module which converts from any codec
10 H.264 codec using Hardware Accelerator

Embedded Firmware Developer, 08/2017 - 05/2018
Airbyte, USA

Developed real time AD convert module in STM32F407
Tested and deployed scalable and highly available OLED
Interface products.

* Developed motor control system using Python on raspberry-pi
board

e Documented software development methodologies in
technical manuals to be used by IT personnel in future projects.

o Developed DVB-T2 receive module in OVB-T2 dongle for
android,

Embedded Software Developer, 04/2014 - 07/2016
BTHRUST, Singapore

o Participated in 10T (Internet of Things) development,
specializing in Smart home security systems.

» Performed high-level coding in various programming
languages

o Developed WebSocket Module in Linux OS of DM8169
processor for Camera Encoder

* Designed Redundancy System for Live Streaming Encoder.

* Dewveloped PCle driver in Linux system for Stream Multiplexer
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Dear Client. 0.0
| have checked your job des-
cription and | am really interes-
ted in your project

As a senior developer | have
5+ years of experience of
Python development

As you can see my profile, |
have finished very difficult type
of app a few days ago and ot-
her developers can't solve this
app but | have done

| have already published 10+

apps like you want so | am
sure that | can finish your job
perfectly.

If you want to hire a reliable
developer, please contact me.
| am waiting for your contact.
I'll do my best for you.

Thank you.

Best Regards.

{ Menos |

ander: . E2  $140 USD en 7 dias

(0 comentarios)

Source: https://unit42.paloaltonetworks.com/two-campaigns-by-north-korea-bad-actors-target-job-hunters/

and https://twitter.com/pearswick/status/17269407400797393707s=20
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Figure 2: DPRK IT worker source code repository profile
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Source:  hitps://unit42 paloaltonetworks.com/two-campaigns-by-north-korea-bad-actors-target-

job-hunters/

Figure 3: Example of DPRK IT workers’ multiple personas

Bruno Dao

05 Developer at CyberSox

Contact info

More
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wen jinge

9 Dandong, Liaoning, China

T

Q Add to Favorites

YWIINGE o
Mobile app crgation consulting

‘L -\

.

7——
s ¥ ey
>

LOCATION

Maywood, CA, US

Source: htps://www.nisos.com/research/dprk-it-worker-scam/
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Figure 4: Email addresses reportedly associated with DPRK IT workers (redacted addresses are mostly gmail, Hotmail)

Note: email addresses include the Gmail, Hotmail, Dispomail. Outlook and Syri services.
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Source: Information provided to the Panel.
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Figure 3: Falsified KYC/CDD photo
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Figure 6: CAD-rendered falsified utility bills
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Annex 65238 : Table of restaurants in China which are suspected of employing DPRK workers

Name (Ko- Date of available
No. Location rean) Name (Local) Address Corporate registry information Additional information social media im-
age(s)
1) The Panel received infor-
mation that this restaurant
- had North Korean staff, still .
4Ok H} 7 3 A fEng R )
1 Beijing gyauat HIRETERIEREY | FRERHE9S operating as of October 2023, April 2023
2) Reviews, April 2023
1) The Panel received infor-
mation that this restaurant
had North Korean staff,
2 Beijing 258 EpRIE IR 5t e 5 confirmed in October 2023 June 2023
they are operating
2) Reviews, June 2023
ERAFIHERERFRAT
Beijing Dadongjiangpan Catering
Management Co., Ltd.
China Uniform Social Credit Code -
911101055923335533
tHsZs BAR TASSERENA | Incorporated 2012-03-26
3 Beijing °° NETLE R P . e Reviews, January 2022 January 2022
(CHEZHAIEh Eo2 018 Legal representative: 28 (Li
Fenghao)
Shareholder: 617825 &% (617
Trading Company, probably DPRK
company)

23 One member of the Panel is of the view that the information in this annex should be further corroborated and disagrees with the allegation of these restaurants employing

DPRK workers.
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Date of available

No. Location Nap;grg)Ko- Name (Local) Address Corporate registry information Additional information social media im-
age(s)
N
4 Beijing CRA AL B4 B BhER Ei@%ﬁ%%u—_k}ﬁc Reviews, October 2021 January 2020
TRELE HB#REKR
5 Beijing "HIsete 372 yNi JE (RSB KA 12 None identified
)
FEsgst T
3§30 - o
6 Beijing (Yol 3} (FHEE) HAR AT AR —5 June 2023
)
O S Al HARERE R THER According to a Member
7 Beijing cer=E FERIARET . " State, this restaurant employs June 2023
] &% about 15 DPRK laborers,
3 According to a Member
XA
8 Shanghai =i an i oy R AR Eﬁﬁiﬁﬁ%ﬁ A HE3ST State, this restaurant employs July 2023
FOBRAIHIELE) about 80 DPRK laborers.
oaps Y ki o According to a Member
9 Shanghai © =i RENE ijﬁﬂilﬂﬁ&%%iﬁZZSE State, this restaurant employs July 2023
CE —# about 10 DPRK laborers.
El2| o i
gU= (1185 L3575 According to a Member
10 Shanghai | (118%/AAH s R R AR (BB LT R B R State, this restaurant employs None identified
JHEQ M) DROOFREEDEL G about 90 DPRK laborers.
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Date of available

No. Location Nap;grg)Ko- Name (Local) Address Corporate registry information Additional information social media im-
age(s)
CLZxl (CREEBAIE) According to a Member
11 Shanghai MBEREHREQIEITIE | LETHRTREREK168F State, this restaurant employs None identified
B ] 0B about 10 DPRK laborers.
Aol MiztA i ; R According to a Member
12 Shanghai eEe=T E5l+ LTSI TR 396 State, this restaurant employs August 2023
A £l about 50 DPRK laborers.
UMM wICIHA IS
13 | Shanghai | oo ERIAEARR | ‘ ijﬁm ) None identified
A T R E 285
o2 = M
B i AT KBS M50 R R o
14 Shanghai Ef=H BEYEGRINAEZSTE IS BT None identified
HE A
pEnK o FREREXAEDE)
e L
15 Wuxi OOT;I o TR I JGE R AR A% IHEM DK B RER Reviews, September 2020 October 2022
ceE R ATET AR 28
REBEREERRAF
Da Lian Hong Bin Lou Jiu Dian You
_ guzeuy Xian Gong Si o
16 Dalian o TBEE KE FRES China Uniform Social Credit Code - | Reviews, April 2018 March 2019
e 91210213MACB1URLXB

Registered 2001-05-25
Legal representative: @ #&F (Gao Shu)
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Date of available

No. Location Nap;grg)Ko- Name (Local) Address Corporate registry information Additional information social media im-
age(s)
. e R BT R .
17 Dalian = A AMCH PR ARE 155 ) Reviews, November 2022 November 2022
e j Wt 19%
TEPHA MEERA R F]
Shenyang Evening Primrose Catering
Co., Ltd.
18 Shenvan crorg| AlCH ! BIRER21E China Uniform Social Credit Code - July 2022
yang =HoHo| A G A REXKBE um ¥l 91210100MAOTQPLFXB y
Incorporated 2016-12-26
Legal representative: £ &t (Choi
Seong Won)
1) The Panel received infor-
mation that this restaurant
" had North Korean waitress as
I§ Ok v B
19 | Shenyang Zokm FiREE T3 4106 % of October 2023 July 2023
2) Reviews, July 2023
20 | Shenyang | SEHE (18 VIHEET RET ZEEEHEE RSB November 2017
YYseY
21 Shenyang AFAICH RN ELIET Bl 24-15:8M None identified
—-"10
22 Shenyang 2oora &HRIE WAk E2M None identified
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No.

Location

Name (Ko-
rean)

Name (Local)

Address

Corporate registry information

Additional information

Date of available
social media im-

age(s)

23

Shenyang

HFHE

B H93E

TEBRA FHEERA TR F]
Shenyang Peony Pavilion Catering
Co., Ltd.

China Uniform Social Credit Code -
91210100720932244N

Registered 2001-06-18

Legal representative: F 8% (Yin
Zhongyu)

Shareholder: Bif#8135 5 &4t (813
TRADING CORP.)

The Panel received infor-
mation that this restaurant
was operating and waitress
are from DPRK as of October
2023,

August 2022

24

Shenyang

FAMA

14 38-1 5

PR E A SRR ARRA T
Shenyang Nanhu Chunse Seafood
Restaurant Co., Ltd.

China Registration Number -
210102000061066

Registered 2010-06-01

Legal representative: £ E (Wang
Dianjun)

March 2019

25

Shenyang

TE&H

ZEHEE

March 2029

26

Shenyang

e EEL R TR R S

ERK1051985

Reviews, November 2022

November 2022

27

Shenyang

Jo
10
1=
on

g A

B P AH65%

VEBRT B G X8 U4 K 8RR

Fuyi Fatiu Hot Pot City, Fuyi Dis-
trict, Huanggu District, Shenyang
City

China Uniform Social Credit Code -
91210105MA0P4X8G3Q

Registered 2016-07-06

Legal representative: T ¥ (Wang
Yanping)

Reviews, April 2017

July 2021

SIT/¥T0T/S



LT79/78¢

$6020-¥C

Date of available

No. Location Nap;grg)Ko- Name (Local) Address Corporate registry information Additional information social media im-
age(s)
28 Shenyang | MeotSo{E Bra R Fiki18s October 2022
29 Shenyang * R AR RS BREAREX UK 5 None identified
30 Shenyang * T RN B RA7109-45-1M Reviews, October 2021 None identified
31 Shenyang * P SEINEY: S B IL#60-35 August 2022
32 | Shenyang siE=2 875 L SWITH1651-7 August 2022
3 Shenyang * At RE EFEAHI3EL0M February 2023
34 Shenyang * BEERE KA #1825 None identified
AEREZD BRARBZAERAT
Dan Dong Ling Luo Dao Can Yin Fu
35 Dandong = ZTH BT #128-2% WuYou Xian Gong Si Reviews, August 2017 March 2018
China Uniform Social Credit Code -
91210600072152214F
Registered 2013-06-27
36 Dandong CHE A KELWL SRILAT AL 1L 5 Reviews, October 2019 March 2018
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No.

Location

Name (Ko-
rean)

Name (Local)

Address

Corporate registry information

Additional information

Date of available
social media im-

age(s)

37

Dandong

B S

RILTBER
TFE P ARMRX

1-28%

H k64 B HE M IRAEL~2

BT BENE)

TP E SR A R4 IR
Liaoning Hongbao Industry Develop-
ment Co Ltd Liujing Restaurant
(Liaoning Hongbao Industrial Devel-
opment Co., Ltd. Liujing Hotel)
China Uniform Social Credit Code -
91210600689659226P

Registered 2009-06-01

Legal representative: #5& (Qu Qi-

ang)
liujingjiudian1234@163.com

The management of the restaurant
was related to KOREA NATIONAL
INSURANCE CORPORATION
(KPe.048).

The Panel received infor-
mation that this restaurant
had North Korean staff and is
a China-DPRK joint venture
as of mid-September 2023.

March 2018

38

Dandong

FHRR W IRE

ETHBEREXARASH

101

FHRTRILE 8 IR S A IR
Dandong Yanjiang Gaoli Catering
Service Co., Ltd.

China Uniform Social Credit Code -
91210600696167529X

Registered 2009-11-05

Legal representative: Egt4 (Jia

Hongsheng)
1960958113@qq.com

Reviews, October 2021

March 2018
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Date of available

No. Location Nap;grg)Ko- Name (Local) Address Corporate registry information Additional information social media im-
age(s)
FIERRAMEMRRSARAT
Dandong Koguryo Catering Service
Co., Ltd.
39 Dandon CHE D E{AlCt S Y B\ 5 NRET 28 China Uniform Social Credit Code - November 2023
g 1A AR A RS HAGAILNREEL-25 91210603781605378A
Registered 2005-10-27
Legal representative: ¥F X B (Park
Dayong)
- N MR X DX .
40 Dandong k= g 3 ! RILFFRKDIX35 Reviews, September 2018 October 2019
BHTEL045
FEREEEMRBSERAT
Dandong Songtaoyuan Catering Ser-
vice Co., Ltd.
China Uniform Social Credit Code -
FMFRRKBRI5E#I10s | 91210600734206032C
o . 7 Registered 2002-05-28 . .
41 Dandong | S EENE)S H(FRITHE AR ST #b Reviews, April 2021 September 2023

R 155#108%)

Legal representative: 284 T (Pei Jin-

gian)

Joint Venture with Korea Victory
Trading Co., Ltd. (I##MERES
1)
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No.

Location

Name (Ko-
rean)

Name (Local)

Address

Corporate registry information

Additional information

Date of available
social media im-

age(s)

42

Dandong

LEIWREEE LR
JE

EHMR=4MH1155

FEREELRREHFIRAT

Dan Dong Qi Bao Shan Can Yin
Guan Li You Xian Gong Si

China Uniform Social Credit Code -
91210603MA0QF8PY13

Registered 2016-08-11

Shareholder: FR# (Yu Fengzhen)

None identified

43

Dandong

OF
=
L
i=]

.
S

EILHR1598 45 5107

FHREH/NE B IRIR S RAF

Dandong Jiayuan Small Kitchen Ca-

tering Service Co., Ltd.

China Uniform Social Credit Code -
91210600MAOP5RJ017
Incorporated 2016-11-08

Director: 2% (Jiang Xiaolong)

None identified

44

Dandong

(NS AT

TR/ MR 258102
5

Reviews, October 2017

March 2018

45

Dandong

B N A

|ILHH98 5

PR RERINARAF
Dandong Xin'an Dongge Catering
Co,, Ltd.

China Uniform Social Credit Code -
91210600683744454H

Registered 2009-03-12

Director: £%7E (Dan Yuhua)

None identified

46

Dandong

REFKFIBHERT

LFFR KGRI B K
PREYEALE

March 2018

SIT/¥T0T/S
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Date of available

No. Location Nap;grg)Ko- Name (Local) Address Corporate registry information Additional information social media im-
age(s)
R SR PR
Dong Gang Shi Hao Yang Jiu Dian
China Registration Number -
4 Dandong S ol & ZEPRE B KERRERERO31B58%E | 210681600466325 None identified
Incorporated 2012-03-26
Legal representative: E#& X, (Dong
Huifeng)
48 Yanji of 271 & MEIEFIPIE S HRE4T-15 October 2018
49 Yanj 29| At KIERE ERAELE October 2018
RT452549%
50 Yanji A gFn x| X IEHE B (;j EAE—BM) Reviews, September 2019 August 2023
S 2 W0 SRS A R A )
Yanji Liujing Hotel Co., Ltd.
China Uniform Social Credit Code -
51 Yanji SZAACH EFEWRIRE EET G/ WE 91222401605274143K Reviews, August 2020 October 2018
Registered 1994-06-02
Legal representative: fRBAEE (Quan
Yangcheng)
HEE T ERE IR RA R SR IRE
Yanji City Hancheng Catering Co.,
Ltd. Hancheng Hotel
52 Yanji shA Al SR ETE RT-45726-4- 184001 glh2'2§4g£‘,'\‘;l‘j{?5§§2°6%'3cred't Code - October 2018
Registered 2018-05-09
Legal representative: Ei7 (Han Jie)
hch2506611@163.com
53 Yanji sfjEtaEsw EEILARIR BIHK LTfiif164-6% Reviews, July 2023 November 2021
54 Changchun Stk SIS E (EAE) | SHRAK120151-35 Reviews, October 2018 June 2020

SIT/¥T0T/S
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LT9/L8E

Date of available

No. Location Nap;grg)Ko- Name (Local) Address Corporate registry information Additional information social media im-
age(s)
55 | Changchun ShEt BRI SRR (B BTE) | AR RRERAE AR Reviews, February 2023 July 2022
HARFRAEEXER
56 | Changchun bt SRR A Y | o CARE MRS Reviews, January 2022 April 2019
B
57 | Changchun o BEFERECUL S | BRERELLSS March 2019
- - o & B 1445 .
58 | Changchun | XZxMat BEHEE e R Reviews, January 2019 January 2019
108-109%
y T ) £ —
59 | Changchun Liok=x BEENEZET ;}TIZ%WZN;TEK BRI None identified
KEMCXEERE RAF
Changchun Renfengge Catering Co.,
Ltd.
olEZ . China Uniform Social Credit Code - _
60 Changchun = 1~ Xig (ﬁgﬂBE%E) FEIE% 2215 912201017561597402 Reviews, March 2023 March 2019
125 Registered 2004-03-12
Director: % 1= (Dang Tieren)
985035100@qg.com
Jonit venture with DPRK company
AL £ RS
61 | Changchun fn CREB(DESFE) | ARKEs6685 (RN Reviews, April 2023 June 2020
2295

SIT/¥T0T/S
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$6020-¥C

Date of available

No. Location Nap;grg)Ko- Name (Local) Address Corporate registry information Additional information social media im-
age(s)
ERTWEEN N ERERAF
Ji'an City Miaoxiangshan Im-
port&Export Co.,Ltd.
62 Jian HEArAE po il SRR KT 51“;235‘;;;;";6”35"23;" Credit Code - | poiews, July 2018 June 2018
Registered 2011-10-26
Legal representative: 48738 (Zou
Degiang)
63 Tumen ofz| Mgt R SRR TR KE#1307% None identified
=LY TR AIE AR L KRR R
N 3
64 Hunchun o W 1L 6 Py A BB HE 162 201% May 2020
gyruy
65 Hunchun 217 SR PAR 3 : BETAHM T Reviews, February 2022 None identified
=11

Note: “*” indicates that the Panel was unable to identify a Korean name

Source: Member State, media and the Panel.
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Annex 66%%%: Additional information on restaurants in China which are suspected of employing
DPRK workers (note: numbering is consistent with the table in Annex 65)

This Annex includes social media images of some of the 65 restaurants employing DPRK workers. The
Panel is not able to independently corroborate whether these restaurants hired DPRK nationals, how-
ever, some images and social media reviews suggested employment of DPRK nationals. The Panel’s
analysis of corporate registry records showed that four restaurant management companies received in-
vestments from DPRK companies up to at least 2017.

B2 EGE (ST

vl \L;

Photos and reviews were uploaded on 30 June 2023
According to this blog, the date of visit to the restaurant was 24 June.

| “North Korean women wearing blue dresses like this serve us...”
= ” o N
L3 IL 3 \ pa=-- N

Ol IR HUAR US B8 YUY HES SR Il!‘? VOl B3 NN SDER PE 26

Source: Naver, annotated by the Panel.

239 One member of the Panel is of the view that the information in this Annex should be further corroborated and disagrees with

the allegation of these restaurants employing DPRK workers.

24-02094 389/627



S/2024/215

3. KFELHfe R () &7 3]

[ |
=
offl
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ol

“Lady, are you a Noth Korean?” “Yes, | am a North Korean”

Photos and reviews were uploaded on 4 January 2022
According to this video, the date of visit to the restaurant was 7 December 2021 .

This customer asked a waitress "Lady, are you a North Korean”, and the waitress replied "Yes, | am
North Korean”

Source: YouTube, annotated by the Panel.

390/627 24-02094
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B4 el RS ERER (ST

TP Com # % Sn At SR EeEE SRARED AR SR RERE e - e ) -

e e emmanigme

EMLRS-EUAnEAIRS)

Reviews were uploaded on 24 October 2021

“...The staff are well-trained North Korean girls....”

PUAREIAN LAAN FRAwN
R LS PR

CRNPENEM - BRI - R-RN
E-URAR -TF

& IRINTINARIN ¥R

Reviews were uploaded on 6 January 2020

“..1t is said that the waitstaff are young
ladies from North Korea..."

Source: Trip.com, annotated by the Panel.
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B 6. MIUESAE (TR (73 328k, B Y33l

e  South Korean media reported that the restaurant was operating as of late-June 2023.24

e According to the report, this restaurant recently removed the restaurant’s name in Korean
language ‘¥+73 333} (Ryugyeong Haedanghwa)® from its sign (below right). The photo
(below left) was taken right after the restaurant opened has both Korean and Chinese language

sign.
=
X
53
&
*
=0 = = g = =
= B
al: 13520543055 § Tel: 13520543055
~ 18600500111 | 18500500111
i TIRER “EFE
4 el $ AN DONGLU!
Lt YONGLU i
S35 23} (Ryugyeong Haedanghwa) The name in Korean was removed.

Source: $1 37 2= (Yohnap News Agency), 22 June 2023, annotated by the Panel.

240 See https://jp.yna.co.kr/view/AJP20230622001500882.

392/627 24-02094


https://jp.yna.co.kr/view/AJP20230622001500882

S/2024/215

F% BB 108 [ © 4 R O

S,

Source: P4 JILALAH, video was uploaded on 19 June 2023; annotated by the Panel.

24-02094 393/627



S/2024/215

W8 PRI (8 FarE )

Source: YouTube, video was uploaded on 30 July 2023; annotated by the Panel.
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Source: # #4217, video was uploaded on 19 July 2023; annotated by the Panel.
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B 15 JBERE B OB X e fe DA R (55 AL A ol 2 A)

Source: Baidu, uploaded October 2022, annotated by the Panel.

o @ ® o =) a Q.,‘gwl

me < &8 RN

o SRBFTIMARSS S/ NI AR S TR A AL,

00, wmunyw.

Reviews were uploaded on 7 September 2020

“The service attitude of the young girl of
Pyongyang, North Korea is really good.”

LLE]

Source: f#(1#, reviews were uploaded on 7 September 2020; annotated by the Panel.
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B 17 B AR L (8 A R

‘AR AdA Y ‘...‘ [T QTS m
l‘_l MR S e S W

RETEE R RN

IRALFTRAMN

T23 EWMER A%
(T TR 1k )

"

ESRZ
ey, C e
N ARYSEAE
asren

BRT. REFS

T 8 Ll 20 b

nEm
4

L0

NESItIReRART

LR

)
FATAIODNER. B

.

RLIR2N

RET. 220

RETNRETARGN. SNAT

HFENENT

a)ulﬂ‘% s

Source: Baidu, uploaded 25 November 2022.

SERR L EraNaan »

ARG, KEWNS BRSNS BNAR-BRE TS
HEAERETE A9 RFLUSE. AEaS
TNA PraEms. A1
SAFEN SEE L AE RNGRSHK=
g NN IS A TARYAE. AVERN._ R
- TRAEES in CRIARY
c+fe. " T F Y AL Esne
EMR2Eme 2 52 AN
BEsHe ) n LL B "
2. Ran a paTREnw
e« SHasara ' aky. »
\

Reviews were uploaded on 25 November 2022

"There has always been a North Korean waiter
bustling around in the private room, being
enthusiastic but not overly attentive, although
speaking Mandarin very poorly."

Source: Baidu, uploaded 25 November 2022; annotated by the Panel.

24-02094
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B 18 ILEKIEE (250l 4 1)

]

— ]

" .. Nz G

The flag disappeared

<wil -

Source: Baidu, top photo was uploaded in May 2020 and bottom photo was uploaded in July 2022; annotated
by the Panel.
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. gﬁurmr%ﬁ_rgm Q PUGEER | SERRER | FESIXESS m

VR
§=8 National Enterprise Credit Information Publicity System FRAZLER, BUSRBARREES

SEBR A MBS ERAS)
M—-HSARARB:  91210100MA0TQPLFXE

ERS:

ERRRA: S

|ick: WEFHFETHLUEEES

RIBMW: 201661285268

TEAIES | GHANES  JAGEREEREE  JNFESIAESS (RSR) B8 ASES

12U EER

- R—-HSEARE:  91210100MAOTQPLFXE C RWERR:  AEALERRARAS
c WS CEEREA:  WE

CHE:  HMREAS(ANARER) CRRIIAM:  2016512H26H

- FERMEA:  100.0000005 AR CEEAM: 20198108108

C Bk RARETHTETHOEEEH
C AT ITENETNRESRRRNS
- BREE:  ®UWRS, RUES, KVRFRS, KRGS, (REASAENRE, SOXBOEESSTARSTED. )

CRSRS:  FE (ER. AL &8

mﬁsfﬂﬂﬁm #K‘.http&//g(nﬂ SBMI.GOV. u\/ns]g/d;zc]/2o2209/(20220901 349745 Mml

Chinese corporate registry shows that the company is active, and its service is Catering
services, performance services, KTV (Karaoke) entertainment services, and food sales.

Source: National Enterprise Credit Information Publicity System, annotated by the Panel.
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B 19 PR ()

Restaurant’s name B Y& w

| '
[

B DPRK national flag disappeared in 2021. ||
) = ~ () i

) marl
&-23473802

Source: Baidu, top photo was uploaded in October 2017 and bottom photo was uploaded in July 2021; anno-
tated by the Panel.
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¢ Information provided to the Panel that the restaurant was operating in October 2023 and

waitresses are from DPRK.
e There have been several reviews and photos since 2017 (last review was uploaded in 2023) that
DPRK nationals have been working and DPRK-origin alcoholic drinks have been served in the

restaurant.
A B SR Review uploaded on 8 July 2023
- 5eee “A very large North Korean restaurant, reportedly state-
L oo re—e—re———————— owned from North Korea. The taste is okay, but the prices
- are very high.”
s0c0e |
NHSORRRS, AEES LDEREHE Review uploaded on 2 December 2019
p— “North Korean girls can sing and dance well, with high
e quality! The dishes also have unique features!”

EMEELFERETHTEERT S EHARLCL, BR-FETENIRONEREY, RRNEAORT
&, BHORY, HSRE.

RS W& S

BEHERES BRYUEP)

AMHM. 18071

ESHEST, RITARGEAFORT, HNMET . FTRRENNRE, TERACHEUN, DNLFA
BRTAREI. BAAIRNRNEHRE. EFSORLNER, HRRTHRECT LW,
ZiefE. TROK. £LES - HE—UMNNER, BTR REMNE. KH. ORNRE
ol AT WIEREER FRMILHRTEAREYN. RNHSHEENREE SWLY
FEe T, BESM-aNnen, BRER+ERMRARKTERENET, JURRREN
SE. BARN-RIET) A, STUR

Review uploaded on 30 July 2017

“...The restaurant's waitstaff are all

North Korean girls...”

Source: #5217 ; annotated by the Panel.

24-02094
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B 23 4 PHE (B

are from DPRK.

DPRK nationals have been working in the restaurant.

Review uploaded on 31 July 2019.

”n

“Moranguan is a North Korean restaurant

Review uploaded on 15 May 2019.

R 4 B S S & g
“North Korean restaurant, quite distinctive.
[msrs, waaneftBmasmy

HE

Source: # #4217, annotated by the Panel.

402/627

Information provided to the Panel that the restaurant was operating in October 2023 and waitresses

There have been several reviews and photos since 2014 (the last review was uploaded in 2019) that

24-02094
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According to the Comprehensive Foreign Investment Management Public Portal (b7 % &%

ey

LA A3), DPRK company 581351 5 24t (813 TRADING CORP.) has invested in the

restaurant.
@ e AERREAEE con
SRR SRR R A S
—. AERACUEERR
tEER RERARRRARLE . 5 —
M-HREARBAERUGRE  91210100720932244 annm P, WX, BN, (KTRE)
RuBmM
Saa Business scope: Chinese and Korean -style
T P WAKE, AT, (LFE) catering and wine retail
‘..;,{.ii.#. --------------- ;G.);i;: ---------------------
A U
=, AERACURAEEERE
RARER me () HAewm
HNs1I3REEN [ SHR%
ITPARELNMLE HE "hER%T
=, AERECUWERMR
e wAFEN W
1 2017 MBY ¢ |
2 2016 MRS un
3 2015 BN G e
4 2014EREE ne
5 2013 EMBE s
6 20120 MR ¢ |
M, EEEe
e EEEm EERNE EEENE =EEEN
EEXEWES
\
= HERACURAEESMEE
RRERM B3 (#X) HASE
HBISRB R oBs SRR
UTHEZWERLAS) FE 1MHERT

Investor Name
813 Trading Corp

Country (region)
DPRK

Amount of contribution
50,000 USD

Source: Comprehensive Foreign Investment Management Public Portal, annotated by the Panel.

24-02094
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W26, f] HLRR R (o} 2] k)

Reviews were uploaded on 15 November 2022

RIS E I | S e e

“At the North Korean Gallery Cafe in Sitar, the two

young ladies in the shop were both "airlifted" from m"”""""’ﬁ”“rig ;f”:;’;‘mfﬂf
North Korea..” R2RERE, BSERE, —#ZE, —BTHEREN

AIAGROGE, =ARBLUEE, DOGLREELEIEBE, M
HBI=1IE, FIURBE—-LBNnNREER, MmN
ERFRYE, RFESAEENABREA, BLIESS
RTREALLESFEOFR, ENMMO/NEE, F0A
BAE—-TRILAR, XXTE, HLRITE.
#EAUMME DS #LEMIEE #ME 2EE /=

#IRPREE #EAXRRE

BEREEHITECAT

o ZHM, AMNESEIC

&

i ot W Bl o ik, o L Q s D 2
M-nn-wmm blazng crangs witing fee to the clouds on e horzon.
Ao dustieng one of mwummum-m.ammwgm

A Ui St of (£ Davty frnorwied frren 1 s Nsd b frry et

| BESTACTOR |+ « BEST ACTRESS | BESY ART DIRECTION

Source: /NZL1, annotated by the Panel.
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B 37 MRS (A A W)

e Information obtained by the Panel showed that the restaurant had staff from DPRK as of mid-
September 2023 and this restaurant is a China-DPRK joint venture.

e According to the Chinese corporate registry, the management company of this restaurant is linked
to B fef B AR 4 B 24 (Korea National Insurance Corporation, KPe.048).

e The registry also indicates that the restaurant has been inviting chefs from the DPRK and displays
paintings of Mansudae Art Studio (aka Mansudae Overseas Project Group of Companies,
KPe.050), which may be a violation of paragraph 3 of resolution 2371 (2017).

Source: Baidu, photo was uploaded in March 2018, annotated by the Panel.
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Information about the possible link between HIE# )& and Korea National Insurance Corpora-

tion (KPe.048)

e According to Chinese corporate registry data, Ma Xiaohong (Z#4L) was a senior manager (a
category comprising directors, supervisors, managers, etc. ) of the company Liaoning Hongbao
Industrial Development Co., Ltd. Liujing Hotel (L 7 5 Sk &k A PR A =] A1 50785, China
Uniform Social Credit Code 91210600689659226P). Liaoning Hongbao Industrial Development
Co., Ltd. Liujing Hotel manages the restaurant i 52 78 /5.

This individual is likely the same Ma Xiaohong, who was designated by OFAC in 2016 for

acting for or on behalf of Korea Kwangson Banking Corporation (KPe.025).
©EEHE N Em @ arFa @ AuTa

Al nEss® @ owemn ==

qichamao.com

TFBETWLRARADWEERE -
. . AVERFE: lijingjiudian1***@163.com

(DEAL: 041531070 _UHBE (21 /
| EULBRF: fivjingjiudiant®**@163.com

livjingjiudian1234@163.com

a

-]

TR

RigEMBFEATNS AT

FimMeR -

AR 645

ANGE SHXB HMEESAREEED. )

IR, AR, AR, R MOERK VRS XHLMAR, BAMAL. HR&. RAVE.(EFLiH

AR Ut RRBRIFBEAER |
| ITHEXRES
a
&8 T R RERADNEAE o

HRALREERHIHEREER

2009-06-01 & XiE2E

2020-12-17

(1) 2020-12-17

EEGH: BSAUBAAERES. u¥. 2139)

SBRLL

T—r TEGH: BREBEARERES. LF. 283

Senior Management Personnel (Directors,
Supervisors, Managers, etc.)

Ma Xiaohong

Source: {74, annotated by the Panel.
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e Chinese corporate registry data shows that Ma Xiaohong is also a legal representative of Liaoning
Hongbao Industry Development Co Ltd (G 7*¥ E 3R EH R A 5], China Uniform Social
Credit Code 91210600686640300D), as of November 2023. Both Liaoning Hongbao Industry
Development Co Ltd and the abovementioned Liaoning Hongbao Industrial Development Co.,

Ltd. Liujing Hotel share the same address (FFARTERTLER645£EH3%) and email address
(livjingjiudian1234@163.com).

e Chinese registry documentation shows that Korea National Insurance Corporation (KPe.048) is
one shareholder of Liaoning Hongbao Industry Development Co Ltd . This is probably the same
company as Dandong Hongxiang Industrial Development Co Ltd (FF &R AL R BH R A
7], China Uniform Social Credit Code 91210600716432730M), which was also designated by
OFAC along with Ma Xiaohong in 2016.

24-02094 407/627
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Figure 1

n gﬁﬂ{sm‘g%/\?gﬁ Q RUERAEE  SESRER | FEIEXEER

=8 National Enterprise Credit information Publicity Svstem

I.ﬁiﬁ/\"i,al" R-H2EREHEENS ﬂ

Company name: Liaoning Hongdae Industrial Development Co., Ltd. Liujing Hotel

[Erszzurmam,DummE |mmsm xane

R—-HRARMRE:  91210600689659226P

s
AMA: A
BiSNR: ARATHEEEERAERSE fERTE
RRIEN : 2009906H018

TEFFIER TRAHER JINEGERRERER FINFEBEAARR (RE2R) HR DEER

. )

TRBEENEE,

1 ELRRER
- B-UHREARB:  91210600689659226P C RWRR:  ITHRRURRARASWRES
T ERS: T ARA: @%E
CRE: NRAREEANSALT * RUBM: 20099068018
: v = S HOREM:  2020%12R17R
C BRI ARTRILIPREASEN CEERS: ER (ER. AL, &%)
‘RETE: IRJEAR. BR. AR, ASRAS, SRS XCAL. BRAR. HIRG. RN (NAARILENTE, SEXTIVRESTRRREE

#iR: RIE (PHEPRICEREH) RATHEN, BB (FHEBL/NATXTFHERLABREMENOBLY R, DRCUEAELARAMERINMBAMEL

¥ Dhttps://gkml.samr.gov.cn/nsjg/djzcj/202209/t20220901_349745.htm!

Address:

(Jiadi Plaza, No. 64, Binjiang Road, Zhenxing District, Dandong City, )

FAHRTRILEEC4SER 1

. .aﬁﬂrmr% T?% Q PUERES | BESRER | FEIRAESR

National Enterprise Credit Information Publicity System

BEATLER. A-H2EHRBRLERS m

Company name: Liaoning Hongbao Industry Development Co Ltd

o [ETmExizRER.S |caEEme

M—-HRABBRB:  912106006866403000

B
EEREA: B84 =
RN ARTTHERRERANESR e

RRMER : 2009F05H15H

FRETRR FHATHER FNSERBES Legal representative: Ma XiaOhong |

1 BURRER

* 1% 8 912 03000 - RUER:  PTBRTWERHRAT
- RS - AERRA:

CRE: HEHREEAS) ‘BB 20095058158

- @& 1200.0000005 ART - HOREM:  2019F038218

- RiSHX:  AETHHERERRSAERIS CRZRE:  HR (&R, AU &6)

C A ITE

(M EB&2OFS.
1BXBIMAEF T
#’in: R (BHE

SEL

CARTR. BRI, RARH. BUHAH, KMHE, BE, RBER, U9GH, DFEHE. BRUME. K&
lgﬂ!. i\‘hDEﬂlﬁjﬁE EORMBE. EOFITTISTMEEN8G) © R FUES (RSVLE) | (KEALLENNE, £
RIZEERD, )

[BICEREM) RAZREN, BR (FHAVS/NATRATRESUARRBSANEN) X, ERCLEREANTANBELRABREL

Address:
(Jiadi Plaza, No. 64, Binjiang Road, Zhenxing District, Dandong City, , Liaoning Province )

TTEFARDRIIER64SEN 15

|

Source: Comprehensive Foreign Investment Management Public Portal, annotated by the Panel.

408/627

24-02094



S/2024/215

Figure 2
& Lsrumva HERBEOERE som
UTBEXWRRAEMBAS)
—. HERBERWEEER
BEER IPBERLEMG BT
F-RREBCHMRNARE  91210600886540300D
saEm 2ooeesis EERRA BERLI
BT PG, THABRFEHA
gEREm HERHINS, XAAR, BARS. & s R &
= k. amw. aues cufend | egg| representative: Ma Xiaohong
2 Lo oy e | bt e R
LEREA s B eeuernnnes
A S SIS s e e e TP .
: nEFER =9 (BE) HEaE :
HEBETWEBHRLE L 612ATTART
AR s i N SR BRI ) s et O B ;
=, HEREEWERER
Fs BEEE R
27 REE b-¢
2 2016 F FH S =6
. THEER
% EERR BENAE EEAM
BEZEERBE
—SAERBERWRBRERERESR
BRAEERM B3 (tX)
ARBHTU R RBRAS] FE
PERKERRES ;]2

Investor name

Dandong Hongxiang Industrial

Development Co Ltd

Investor name

Korea National Insurance Corporation

Country (region)
China

Country (region)
DPRK

Source: Comprehensive Foreign Investment Management Public Portal, annotated by the Panel.
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e The registry also shows that the restaurant has been inviting chefs from the DPRK and displays of
paintings of Mansudae Art Studio (aka Mansudae Overseas Project Group of Companies,

KPe.050).

Figure 3

“...Liu Jing Hotel is a dining and hospitality establishment that integrates the essence of
North Korean and American food cultures...The culinary team consists of elite chefs
from both China and North Korea, specializing in traditional North Korean cuisine...”

4

“...Liu Jing Hotel has a collection of approximately 69 paintings and embroidery
works by North Korean artists. Additionally, it displays about 38 porcelain pieces
from the Mansudae Art Studio in North Korea. We allow guests at Liu Jing Hotel to
fully appreciate North Korean art, experiencing the astonishing creative talents
and perfect artistic expressions of North Korean artists up close...”

3

| 2a8)@n

HEAELBTPRRAMDAES - R, BRTH, HPpHE,

HFBERETHRRIAMET - ENRIES, BNERRE20) (HPRMAEeT) , ATRE18T, FTENR00ABNRE,
HAAMEPBRSRANDDESTA, UMERDHBBRHEHZHREEHIRAR., US—TRIPFNBABRETE.

WEUEERNER: W ETRNIER, BHURZENEE, HHESETREMOAR, UWENTRAALITFEEARK
£, BUHRENRFE. BEREIANPO, TRARDLAEEFNNER. MERXNTR, FENY™. BENSK, A58
ERETWOFIES. TREMERAAXACZ-OARIANGON, BEHER. EXRANTIO L, GRRETRS, RLTHEN
HEE. SROANETRERMBZRAR. BANXCNTRANSEES, RACHEARE, BHTL, BOER.

BNASSETRMOSTRSBTE, REBDRIZBMNRNOEARBRIREOWE, RETRORBARE.

ATESRTMRRMARRNFBNZALMA, WREEABRHWEZAREE. MWBFRN6N, RNAERHTRABNATLZ
AEFHAOFRBI0GE, BOFAUDREHRUEENEA, ROBRABBERE, RERNEZBURZRRVANHERRNTL

| NZARREL

FHBEAR—KREK, LHENER, RETHNSXFURENOREBE, FHPHRSANOTNE, RNOBHFARFBEL
W, YREFRRHRMOME. GRNEXNBERE, JIRVFRBN, S TEDTRNBUILRWHOFERARE. WRNE
HANFERGRBYHPTRRA-CEEE, ABREARERFIAE, FINE, LSARGELESHEESHS—TAE, B
ERERNARBNE, THMAMERERT. SENES, BEARBINZBHRF2Z-SBNRAREHRBIZEFHSA8
A, BTERKRWHERROMZFPOHAT, ARFAMEBOBRWKENEXIROTAREGRLR, BOHRILEA
—EARTMESSEREBENIIEERS FESE.

RASHRODARERABFEHEARKRORA, WH. WW. WK, 99, BFER. WEF,. DFFEE, S—HFURRTEBN
SRVPRERBBNAE. EHNKRANEEITTIERETRESNHGE, SNNNSNERBHBOBHAR, LA BTN
A, HRESTRENENRT .

WHBERFEEPRREN—RAF, BATFRIU, XOMCPBREIY, RNEAIFDIRKCORMN, LREPBER
MAXAOHRE, —ESHRUTRUEAHATE.

Source: 1i~# 4, annotated by the Panel.
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38. PHAE I (8 FaLe] 4 )

v

Q ITHAEHIRARIRIIRES0SaX101E

. (0415)3142818

ELmtie)

FEAIE): 10:30-14:30,16:30-22:00
Wi (13%i¥ie)

43 Wk %1

Source: Baidu, photo was uploaded in March 2018, annotated by the Panel.

TRERE

FHREIRIE

RTHFABR MERR R, BSENS HEER
T, SHURRE—EER, ERT—HITH; BRR
| (—5%E, —H68)  MRERE (MRE, &8
¥, RER IEH ARG, ARE! -

F4161R BUETHE! REDNKBRUEEN, FER

Reviews uploaded on 3 October 2021

“...The waitresses are all from North
Korea, young and beautiful, providing
attentive service."

Source: Baidu, annotated by the Panel.
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Source: #§FE /%17, uploaded on 30 November 2019, annotated by the Panel.

WRARLRR, R-H2ARRBRIEIRHES

a %ﬁﬂ%m%%@a—:gm Q 2;1_“3,331?::3 BESHER = FEOIAGEEL
=8 National Enterprise Credit Information Publicity System

- AEHRIERRIRBSHRLE

RenN M—HSAABRE:  91210600695167529%
RS
ERARAT WRE
®icnx: A IREERERAHESR

RIAM: 200951H058

ERHE

fseaa

EEHAR THIFAIER TERATER FINGERRERER FINFERERERS (RER) BAR DEER

1 BLHRES

CR—-HEMARE:  91210600696167520X CRURR: ARGEILERKRRAEARAS)
RS FEEREA:  WRE

CRE: FAREEAS(AMARTRITR) T RIBM: 20095115058

T EMEA: 50.00000065AEM CHEBM: 20235088078

- RiENX:  ARNTELEEERAEEHR
O Bemainreazasmors |
"mnr “ERTE TR TARTES. TAERSAR. (REASIENTE, SRABERSTHRSEED, )

CBERE: R (. Tl =8

TASFEEEE, ¥ Ihttps://ckml.samr.gov.cn/nsjg/djzc/202209/120220901_349745 html

#7: R (THEAICEERM) RASEEN, &R (THRERRALATXTERELRARRESRMEN) EX, ERCLERERATREGELHRRREL

" {EFf:

AERTHIFRXAX4SHEI01E

Address is the same as the location of the restaurant.

Source: National Enterprise Credit Information Publicity System, annotated by the Panel.
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B ALPSEINEINE (F=9)

PR BAIE
35/50 B ¥920
/-' {
DR o)
s EfE.
g B we emE  wum  @H¥ ) BERSHEN 4
A4 § 1Y
3 | S

Q ITHARDENE W TELR 15842108F

“...The waitstaff should be from
North Korea..."

BERMERVWNE, AFRFANESHSR, &
RRBEREFHE

P - ‘. = T' S 7.',/_
e o ) :,7 —ﬁ

Source: Baidu, photo was uploaded in March 2018, annotated by the Panel.

—~—

According to Dandong City Culture, Tourism, and Radio & Television Bureau (£ % X1t
FFEF T #EEB¥1/3) the restaurant appears to be renovated.

Source: Baidu, annotate by the Panel.

Source: Dandong City Culture, Tourism, and Radio & Television Bureau, uploaded on 21 September 2023, an-
notated by the Panel.
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e According to Comprehensive Foreign Investment Management Public Portal (¥} %% 454 &

N Ax3ii), DPRK company Korea Victory Trading Co., Ltd (54 % 57 5 £4t) is an investor in
the restaurant.

@ ot SAERBESEE son
ARRFRRRESHRAE
—. HERECLESER
TRER ASKRERIESNRLE
R-RRMARBARRNBIE  91210800734206032C
RoEW 20015 12A118
RETE ERES
sRem iz,
aRas AR
EERRA PEE
e
RERER W9 (8) HEER
EyRaEEat 0ENY SH%T
g ARGFRANMAE) 0 6H Rt
T R S TR R PR PO
7% REER wm
1 2017EEEE un
2 2016 MES s
3 015EMEE nn
“ 204 EEE as
5 2013 MAE s
6 02 mEN uu
o EEEs
% FEEM ZERAE EREAE =Eam
L PRl A
T ERACIRBEERMER
RAEER ER (#RK) HARE
BRESRBRIM et SHER
BREBRAERAT S 6RET
Investor name Country (region) Amount of contribution
Korea Victory Trading Co., Ltd. DPRK 50,000 USD

Source: Comprehensive Foreign Investment Management Public Portal, annotated by the Panel.
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B 51 SEHHIRBUS (7784 9)

Source: Baidu, Photo was uploaded in October 2018.

BIEMRAEREEF, EHPL, EFREEMARFIAET,
WAk HAk R, REIA, RERIINEEBAR,
BRSS ALEEIA T —T, MSEEIR, EENSE—IRIEH

Reviews uploaded on 18 August 2020
¥, REKEVTEBANEREE, REABENY | __—
EA, REFR+HRS, DEERBRAD, BEE “...All the staff are North Korean, and
WA [ o

their Chinese is not very fluent, making
communication a bit difficult...”

Source: Baidu, annotated by the Panel.
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B 53 EIT AR (Bl EdEEY

: The sign says "Normal business
operations inside the store,

1 wearing a mask is required when
entry into the store. Present
your health QR code "

s = -

Source: #5F2/i%17, photo was uploaded on 29 November 2021, annotated by the Panel.

Reviews uploaded on 6 July 2023

“Store visit in Yanji, 40-year-old store,
EER , [ER#N2ERE ;
Wiy | a0mEl, ERSEEGNIEE / the shop assistants are all North

[ E805T] 8 TRRR-ES Korean beautiful ladies...”

K EMIHESEMAEERKEINZER, RLARSMANZRRT, RERRIFEZEZRIBERFFMHE:
CKpEFz, BIRNAT—RK, TERFARETY, TESFENH/VBBES B

ithiik: STEHK EHi5164-65
I#Ei%t& #ERIUZER

Source: KAx £ 1F, annotated by the Panel.
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B 55, i EHIER I (EETE) (37)

Source: Baidu, photo was uploaded in July 2022.

Reviews uploaded on 18 February

L] e

“Han Zhuang is a relatively famous
North Korean cuisine restaurant in
Changchun. It has distinctive
decorations, excellent service, and
beautiful North Korean girls. ...”

BEZKEFLRAERNBERIEE, REREES, R 1
SRy, THIZRMPE/MEE. BAREMNEHIES
ORRIER, BATORS, BRRLE, BORA.

Source: Baidu, annotated by the Panel.
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B 56. ¥ EHIEERIE (T E) (378)

i

prTeTT
e

Source: Baidu, photo was uploaded in April 2019.

ZRE% Y

DOOOC0R 18 R RS 4
RE (RE) BWRE

[ REESADREY. BESACERENE, XT3,

[8EENE:

FNBA) EFRT, BEERIRY]
TRERPT 25, BROE, ERFH~REEY, HStoIl,

I & o
< i
1 wd
> 2 . SEEA

Qooooos R IR (50

IIIT ffrﬁﬂﬁ.ﬂ’) Elil Y
(EBIAASR) thEBIEBSTE, MEﬁTﬂNﬁﬂﬂ ﬁh!ﬂﬂ/\tﬂ&*ﬂmﬂ?

 NERA

|

AR, 2B EItha— ARl RI=R]

FRGAMENR, HORROTK BT, | MEIRREAA) BT
THNFREER) AR, FEFE(0 ) ISORENRER T EN. RORLNBNIT.

Reviews uploaded on 5 January
2022

“It is said that the waiters are all
North Koreans and the waiters are
also top students, the internship
place...”

Reviews uploaded on 29 September
2021

“The waitresses inside are said to
be educated North Korean girls who
come here to work. Their service is
super nice...”

Source: Baidu, annotated by the Panel.
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B 58 AL (-F=A )

A 887

MBS E—RBER/RREHA! IRERKEXFT M XENWPEXGRERTEL ! BEOFRBLEF! ARNOR!

BEWRM! IBEE! KRIZA! £40EBIEELHF!

Source:

24-02094

Photo uploaded on 23 January 2019

\
-

The photo shows a probable
performance of DPRK nationals in the

restaurant.

NN

Baidu (top), ¥ 2/ 47 (bottom), annotated by the Panel.
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= (PR ) (152 1224)

B 60. 12X

\

\ R \Te A N
5 A  ;4—;}¢4”/‘y
ol | VS5

Source: Baidu, photo was uploaded in March 2019.

REUTKEN-FREHRT, REFE, 2FHR
2, LI RAMERIIZR T, FhA, REHEAE
B, #HiGE. EESRFRRR, BLEHEMEIREY

BRFR,

IR, LRSS ARBHI LN,

Reviews uploaded on 8 March 2023

“...there will be a singing and dancing
performance by Korean girls in the evening”

Reviews uploaded on 8 March 2023
Source: %%, uploaded on 17 February
2019, annotated by the Panel.

“...The North Korean servers come from rural

areas in Korea.”

Source: Baidu, annotated by the Panel.
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According to Comprehensive Foreign Investment Management Public Portal , DPRK company
CO.TRADING INPUNG.D.P.R.K (HAf£/~ X 2x#L) is an investor in the restaurant.

n PEARARNNASN

IBREBZESER non

= UISRHGR—TFa
KEBCRBRREMASE]
—. HSRACUETENE
TLER KOTCARRRAALT
S-HAMARBAARAKRE 912201017561597402
RUBM 20045 3A9H
nETY EwES
gRum WWES, KRS, WRENR.
=23 28 1005 RARM
BERERA b T
. R S e B AN NN N R A A NN e R e e
3 BANER mB (=) Haes
OFENEHRKNNALT Lol TSERARSB
H HRCRa% L 2B RTARS .
H 5 ﬂmg mm&zmxg ..................................................................................................
8 HaER L)
1 207 AR wa
2 2016F MK un
3 2015FE MM nn
4 2014 FMIRE a8
5 2013 WS e
& 20129 MRS e
M, EERS
e REER RENAE REEAT REER
L Es-1d b
A SRECWIRAEERER
RAFEM m3 (BX) HESW
WEH&ORRIRERAE) FE 7SHTART
MR L 25HTARM

Investor name
CO.TRADING INPUNG.D.P.R.K

Amount of contribution
250,000 yuan

Country (region)
DPRK

Source: Comprehensive Foreign Investment Management Public Portal, annotated by the Panel.
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B 6L S RE(EE 7)E) (Q1F2 25 4)

Ol ZF \ui
Restaurnat name 2152} with DPRK DPRK national flag disappeared in 2020
national flag in 2019.

Source: Baidu, photo was uploaded in April 2019 (left) and June 2020 (right), annotated by the panel.

_ Reviews uploaded on 28 April 2023
2023-04-28

“The North Korean cuisine tastes
5 , DERE, very good. The servers and chefs

KEHRIFIE, MEXROSERBRHARI, are all North Korean...”

R B

N A

Source: Baidu.

6000 Reviews uploaded on 22 November
L\V’i%f:!!iﬂﬁ.l??*, LEHRESRORZYN PRI, MEERT . 2020

RS I~ SLRLAE 398 >
IFRARARMPIRE
RN EREY

“One of the Korean restaurants in
Changchun. Always has North
Korean servers and

: r _) — entertainment...Today's servers are
ga&a'a! all from North Korea; their Chinese
—_— N isn't that good, but basic

. communication is not a problem.”

Source: Baidu (top), #2417 (bottom), annotated by the Panel.
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TS
A AR e

Source: Baldu, photo was uploaded on 30 June 2018,

REANMANMIZEEZNET ARnngnasisrnnss
FHEARRTATLR-ROAR AxOAL AND
BSUASZAEREN R USRI TR
EMOTR N YARMASNANS 1M A
BST0UNSE -—RNENS R0 AR TFAEE
IRRNT-ONRAND REER IR T
NFTARTATRIEES BIRFa Fxw

Reviews uploaded on 22 July 2018

WERET ANE- NARNTasRNE A BeR | | "...The waitstaff and the boss were all
we EnunaaTue wnan seane7 w || | Korean and super good-looking. They
LN MR LB ENEN TL RN also had song and dance performances,

highly recommended..”

Source: Baidu, annotated by the Panel.
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R—-HAEAREB: 912205825846024267
RS

HERRA: Wi

BidHX: SRTHHEEERE
MUBM: 201F10H26H

@ ERCWERERATRG & ocwwms s oo
=8 National Enterprise Credit Information Publicity System RRACIEH: S LR BN m
ERTYEWHEORSERAT

BEROE

GREEER | GBANGEE | JIAGERSSRHER

JINFPEBEAESS (RER) BR nEER

c {ER ARBWIRXYEUES

RPKEREFRERED)

1 EURRER

C—-HSEMARE:  912205825846024267 cRUER: RMRTHFUSHORBAMALE
- EMe: FEEREA: 328

C#B:  HREEASERARANSR) CRIMEM: 2015108268

- EMBEA:  500.00000075 - gEM:  2023%025038

F BENRX: KRXTTHEEEES CBERS:  HE (EE. R, &%)

- RERE: —R0E: SMSE0; AMNL AHEE; BRI RERBSLES SFTHMNE SFRBMRE RARKHEEE, AS-2%H; KEY
SWE; RRHKEMTDWEE; BRAENI; ANERRS (FERUPMED, HHI0RMS) ; FHRS (FEFHMR) . (RNEASKEOREN, FEL

TASIFEEEE, ¥ Dhttps://gkml.samr.gov.cn/nsjg/djzc)/202209/t20220901 |

i RE (THERSLERSH) REZREN, B9 (THEEIRNAFAFEREVARERSANEN) BR, ARLLERELATEREEWRBREL

B49745.html

dispatch).

Chinese corporate registry shows that the company is active, and its service is General Projects: Import
and export of goods; Timber processing; Timber sales; Clothing manufacturing; Hair accessories
production; Electronic components manufacturing; Wholesale of electronic components; Sales of
building decoration materials; Retail of hardware products; Sales of cement products; Sales of building
waterproofing membrane products; Processing of construction stones; Human resources services
(excluding employment agency activities and labor dispatch services); Labor services (excluding labor

Source: National Enterprise Credit Information Publicity System, annotated by the Panel.
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B 65 SRR (HSFTEILY))

|HE%AE§BE§H§¥§&¥, RiERESE, NE2WKE
Eie—EmD, KRen, Belnirezi n | Reviews uploaded on 5 February 2022
&R AT A,

“The service staff are all Korean girls,
speaking Chinese with a unique
accent....”

Source: Baidu, annotated by the Panel.
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Annex 67: Laotian Corporate Registry Records

Based on Laotian corporate registry documents, Sindat BBQ Korean Restaurant Sole Co., Ltd,
Sindat BBQ Korean Restaurant 2, and Paektu Hanna Restaurant Sole Co., Ltd were registered by the

same individual, Ms. Bountheung Vongpanya (Ms uuct)y 898wem). The Panel notes that the regis-
tered addresses of the recently-incorporated 1) Sindat BBQ Korean Restaurant Sole Co., Ltd and the
closed 2) Korea Pyngyang Restaurant Sole Co., Ltd appear to be the same, indicating that Korea
Pyngyang Restaurant Sole Co., Ltd may have simply had its name and ownership information changed
and continues to operate to the benefit of DPRK nationals.

1) Sindat BBQ Korean Restaurant Sole Co., Ltd (Vientiane)

f \ niyuBammeRocsiogao

National Enterprise Database

Registration

W Explore Data Downloads

Enterprise Registration Details

Enterprise Number

Lao Enterprise and
Name

English Enterprise Name

Registered By

Registration Date

Status

Province

District

Village

Tax Information Number

Tax Registration Date

Tax Status

VAT Status

0100025212
Sovemm Buaraciod BBBo dofiogayo
Sindat BBQ Korean Restaurant Sole
Co. Ltd
Ms yaxfiy Sothves
Ms. Bountheung Vongpanya
22-09-2022
Active
Vientiane Capital
Xaysetha
Nongbon
051678849000
03/05/2022
Active

Registered

Contact Us

H
z
s

The location of registered address.

¥
H
§
&
g
§
2
3
€
H

£ Leaflet | © OpenStreetMap contributors.
The map shows the approximate location of Nongbon Village
Notes:

Copies of these records of this enterprise can be bought or viewed
at the MolC central office in Vientiane Capital.

This information is accurate as of 23-09-2023

Search Again

Source: Laos National Enterprise Database, http://www.ned.moic.gov.la/index.php/en/explore-data-en/search,
annotated by the Panel.
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2) Korea Pyngyang Restaurant Sole Co., Ltd (Vientiane)

%‘ nwyudameRoanggao

National Enterprise Database REELZ

Registration W Explore Data Downloads

Enterprise Registration Details

Enterprise Number 0100011311

Lao Enterprise and Eow ermw dindiwyoay ofiogaye
Name

English Enterprise KOREA PYNGYANG RESTAURANT SOLE

Name CO.LTD

Registered By Mr PAK YUN IL
Registration Date 15-12-2016

Status Cancelled 16-06-2020
Province Vientiane Capital
District Xaysetha

Village Nongbon

Tax information not available for this enterprise

Contact Us

The location of registered address.

8 0 :
Khamila
Chanthavong
Pharmacy
01 s
— e =
& —ge
,/139@,,
— =
—8
it
- z i
&
.// -
|

Chemin Nongbone

Leafiet | © OpenStreetMap contributors
The map shows the approximate location of Nongbon Village

Notes:

Copies of these records of this enterprise can be bought or viewed
at the MolC central office in Vientiane Capital.

This information is accurate as of 23-09-2023

Search Again

Source: Laos National Enterprise Database, http://www.ned.moic.gov.la/index.php/en/explore-data-en/search,
annotated by the Panel.

24-02094
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3) Sindat BBQ Korean Restaurant 2 (Vang Vieng)

\ nﬂnéuusﬁ‘lmvﬁﬂulﬁja‘m W zmgajgnn'mun'z GoE WHY
s ] rreyu aoe GUOSISHNEITT)

MNSTRY OF ROUSTRY AND COMUERCE

National Ente rprise Data base R NTERRE REGISTRATION AND MANAGEUENT DEARTUENT

Registration W Explore Data Downloads Contact Us

Enterprise Registration Details

EntSceriss Number, 190500004530 The location of registered address.

Lao Enterprise and Name Eono90191 Enor0cHoFtddo 2 J [ L "“ "‘
; Phonepheng

English Enterprise Name Sindat BBQ Korean Restaurant 2 4 ® |

Registered By Ms iy S9Bver

Ms. Bountheung Vongpanya

Registration Date 12-10-2022 A

Status Active g . i

Province Vientiane

District Vangvieng

Village Muangxong =

7

/

&

Tax information not available for this enterprise / i
Leaflet | © OpenStreetMap contributors

The map shows the approximate location of Muangxong Village
Notes:

Copies of these records of this enterprise can be bought at the MolC
in Vangvieng district office of Vientiane province.

This information is accurate as of 19-11-2018

Search Again

Source: Laos National Enterprise Database, http://www.ned.moic.gov.la/index.php/en/explore-data-en/search,

annotated by the Panel.
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4) Paektu Hanna Restaurant Sole Co., Ltd (Vientiane)

f LN mué"gnﬁmmsﬁmuijaqo

National Enterprise Database REEELZ

Registration

TIROIGORINGTT) GRE IIIWEHT
reyry ane guneISeanesio

MNSTRY OF MOLSTRY AND COMMERCE
EVTERRSE REGSTRATION AND MANGEMENT DEMRTMENT

W Explore Data Downloads Contact Us

Enterprise Registration Details

Enterprise Number 0100023582

Lao Enterprise and Sm990190 «¥ngone Sr3iogoyo
Name

English Enterprise PAEKTU HANNA RESTAURANT SOLE

Name CO.,LTD
Registered By Ms yuciiy SoBiwer
Ms. Buntheung Vogpanya
Registration Date 13-01-2020
Status Active
Province Vientiane Capital
District Sisattanak
Village Phonsinouan
Tax Information 642804661000
Number
Tax Registration Date 10/02/2021
Tax Status Active
VAT Status Not registered

Tug

The location of registered address.

= .

o Ru
(VAN ¢ Bourichane
8

¥ .s o

9.

’hon%

aiawn) % s
& 4 f, B ow et &
i 20w N
L % »

”m%’},

oud

i AR

v oy ¥

w2

e

Dongpalanthe

Phonsinouan

kot gy,

e

Leaflet | © OpenStreetMap contributors

Dongpaina Road |

A ¥

The map shows the approximate location of Phonsinouan Village

Notes:

Copies of these records of this enterprise can be bought or viewed
at the MolC central office in Vientiane Capital.

This information is accurate as of 22-09-2023

Search Again

Source: Laos National Enterprise Database, http://www.ned.moic.gov.la/index.php/en/explore-data-en/search,

annotated by the Panel.
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Annex 68: Additional source information on suspected DPRK Restaurants

1) Sindat BBQ Restaurant (formerly the That Luang Pyongyang Restaurant)

Sindat BBQ Restaurant
(Former That Luang Pyongyang Restaurant)

| - e
e

Captured date: July 2023

s

3 &

-

yongyang Restaurant

Lt

Restaurant || Coffee Sho

12.00-22.30 11 16930-17.4
j==x]

==

|

‘Captured date:July2021 ' @ g

Source: The Panel (top), Google (bottom); annotated by the Panel.
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DPRK beer “ Taedonggang Beer”

Bhbe

r

’
>\

-’/

Source: The Panel; image captured July 2023.
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2) Paektu Hanna Restaurant

In Korean: '!'I%:--E'L-l"?:f
(Paeku-Hanna)

Source: The Panel; images captured July 2023.
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3) Tokyo Sushi & Teppanyaki

> S

e - =
Entrance of the restaurant —

Interior of the restaurant

S

Source: The Panel; images captured July 2023.
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4) Sindat BBQ Restaurant 2 (formerly Vang Vieng Pyongyang Restaurant)

SOy,
e Y s N 2

Sworaumnd G6&0
lelnl BBQ Qc&wvm[

Smdat BBQ Restaurant

In Korean: 25 4| T
(2"d Floor Restaurant)

Source: The Panel; images captured August 2023.
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Annex 692*! : Media report about DPRK workers in China

China's North Korean eateries refuse South Korean diners

Beijing (AFP) — South Koreans hoping to taste authentic North Korean cuisine abroad may be out of
luck, with Pyongyang-run restaurants across northern China saying they will refuse to serve their
capitalist compatriots.

Issued on: 06/10/2023 - 09:41Modified: 06/10/2023 - 10:44

Dotted throughout China and Southeast Asia, North Korean-run restaurants dish up culinary staples
like cold noodles and kimchi pancakes to customers typically more interested in the novelty factor
than the cuisine.

Staffed by waitresses hand-picked from the country's elite for loyalty -- and who often perform mu-
sical numbers for customers -- they are a major source of funds for Pyongyang.

And for South Koreans they have long offered a quirky opportunity to break bread with their long-
time foe while abroad -- and enjoy some schmaltzy song and dance on the side.

But half a dozen branches in China, from restaurants in the capital Beijing to cities in the borderland,
told AFP they would not serve South Koreans.

"This rule came into effect this year,” said one Chinese staff member at Ryugyong restaurant in
Dandong -- a stone's throw from the diplomatically isolated nation.

"We have to comply,” said the staff member, who did not give their name.

"There is a regulation from the North Korean embassy: None of the North Korean restaurants in
Dandong are permitted to serve South Koreans."

‘Very hostile'

The rules meanwhile appear to be applied inconsistently: eateries surveyed by AFP in Shanghai,
Changchun and Hanoi in neighbouring Vietnam said they had no issue with South Koreans dining
there.

But others were downright hostile at the mention of South Korean guests.

"We hate them!" said one North Korean worker in Shenyang -- a hub in northeast China where North
and South Koreans frequently rub shoulders.

"If you bring a South Korean friend, we will not accept them... and won't serve them."

North Korea's embassy in Beijing did not respond to a request for comment.

One former South Korean government official said he was asked to leave a North Korean restaurant
in Dandong after staff heard him speaking their shared language with a friend.

241 One member of the Panel is of the view that the information in this Annex should be further corroborated and disagrees with

the allegation of these restaurants employing DPRK workers.
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"The tone was very hostile," said the man, who asked not to be named.
North Korean restaurants are dotted throughout China and Southeast Asia © Nhac NGUYEN / AFP
"| felt very frustrated, awkward. | felt sorry for them."

Before visiting Dandong, he said he had heard that North Korea's leader Kim Jong Un had instructed
restaurants to stop serving South Koreans.

These bans have happened before, he said -- usually when inter-Korean relations fall to a low ebb.
"But knowing it and experiencing it is different,” he said.

"Being rejected to your face... that's really bad."

‘Enemy state'

After a brief easing of tensions in the late 2010s helped by three summits between North Korean
leader Kim Jong Un and South Korea's then-president Moon Jae-in, relations between Seoul and
Pyongyang have nosedived.

In a speech last month, South Korean President Yoon Suk Yeol warned Pyongyang that "its regime
will be brought to an end" if it ever used nuclear weapons.

Pyongyang meanwhile has repeatedly derided the "puppet” government in Seoul as it this year has
conducted a record number of missile tests.

"The North's ban on South Korean visitors is in line with its aggressive posture when dealing with
the South,” Hong Min, at the Korea Institute for National Unification, told AFP.

"It's demonstrative of its view that South Korea is an enemy state rather than one it can cooperate
with."

South Korea's unification ministry -- which manages relations with the North -- declined to comment.
"We can assume it is linked to the Yoon government and general deterioration of relations during
his administration," said Chris Green, a Korea expert at the Netherlands' Leiden University.

Those tensions now mean that South Koreans looking to experience the cuisine of a neighbour cut
off for over 70 years may have to look elsewhere.

"We can't do that," a woman who answered the phone at Beijing's Okryu restaurant said when asked
if South Koreans could dine there.

The waitresses "will know they are South Korean as soon as they look at them".

Source: https://www.france24.com/en/live-news/20231006-china-s-north-korean-eateries-refuse-
south-korean-diners.
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Annex 70: Restaurants in Russia which are suspected of employing DPRK nationals

According to Member State information and the Panel’s investigations, DPRK nationals have been
working in at least four restaurants in Russia: one in Moscow; two in Vladivostok; and one in Yuzhno-
Sakhalinsk. The Russian Federation replied that “no violations of the sanctions regime in accord-
ance with the relevant resolutions of the UN Security Council has been identified” (annex 71).

1) Moscow

Social media images suggest that restaurant “Koryo (Kopé)” appeared to be open and active as of
April 2023. Russian corporate registry showed that the restaurant was managed by OO0 “KOPE”
and that at least three probable DPRK nationals have been involved as director and shareholders
since its incorporation in 2009. The registry data indicate that the company was closed in September
2021. Social media indicate that there were most likely DPRK waitresses serving in the restaurant
in 2023. According to the Member State’s information, 13 DPRK nationals have worked for the
restaurant.

The Panel notes a change in the restaurant’s entrance sign between 2018 and 2022. Photos taken in
May 2018 showed the name of the restaurant in both Russian and Korean, “IIxenssinckuii Pectopan
Kopé (Pyongyang Restaurant Koryo)” and ”3 F31# (Pyongyang Koryo)” respectively. These
signs were removed at some point after May 2018 and only the Russian name “Pectopan Kopé
(Restaurant Koryo)” has been displayed since then.

Figure 1: Russian Registry Information for 00O “KOPE”

e Company: OOO “KOPE”, OT'PH 1097746617638
» Probable DPRK national KUM EH YEP (Kim Yong Chol), I'PH 2127746369980
» Probable DPRK national KUM E COH (Kim Ye Sung), UHH 772590828585
> Probable DPRK national PEH Y2KOH I'MIP (Ryeong Jeong Gil)
>

Russian national PAJDKABOB IIYXPAT TI'VJISIMOBUY (Radzhabov Shuhrat
Guljamovich), THH 771996516419
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Figure 2: Comparison of entrance of Restaurant Koryo in 2018 (left) and 2022 (right)

In Korean
:1%(&)&1;,1 ”

(Pyongyang Koryo)

1
In Russian
“NXEHbAHCKUIA PECTOPAH KOPE”
(Pyongyang Restaurant Koryo)

Source: SIunekc, 2 May 2018.

In Russian
“PECTOPAH KOPE”
(Restaurant Koryo)

Source: Slupexc, 3 November 2022.

Figure 3: Comparison of inside of Restaurant Koryo in 2018 (left) and 2023 (right)

Logo of “B 11 2{” (Pyongyang Koryo)

Source: SInnexc, 12 May 2018.

Source: Sugexc, 19 June 2023.
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Figure 4: Image of inside the restaurant (taken from social media)

Source: YouTube, uploaded in April 2023 (annotated by the Panel).

2) Vladivostok

1. “Arirang (°}2]3)”: Social media images suggest that Korean restaurant “Arirang
(o}2] %) was open and active as of July 2023. Russian corporate registry data shows that the
restaurant was managed by OOO “APHUPAHI, with a Russian director, a DPRK shareholder, and an
incorporation date of 31 October 2022.

Figure 1: Russian Registry Information about OO0 “APUPAHI"” and DPRK national and
Russian national

e Company: OOO “APUPAHI™, I'PH 1222500027100
» IHH XE OK (Shin Hye OKk)

» WI'HATEHKO MPUHA HUKOJIAEBHA (Ignatenko Irina Nikolaevna), Russian, UHH
253802000907

24-02094 439/627



S/2024/215

Figure 2: Photos of restaurant “Arirang (APUPAHI)” (see also annex 79)

Arirang

Irina Ignatenko

MpuHa UrHateHko
1 nions 2023

g Voo vinareno

Irina Ignatenko

MpuHa UrHaTteHko
1 nions 2023

MR VipwHa Virkatenxo

Source: Yandex, uploaded on 1 July 2023 (annotated by the Panel).
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Figure 3: Russian corporate registry of 00O “APUPAHI™ (excerpt)

Ne U.lrl'l Haumenosanue nokasarens 3Hﬂ."lBHHB IoKasaTesa
1 2 3
HanmenoBanne
1 |Momioe nanmenonanwe na pycckom szeke  |OBLIECTBO C OTPAHUYEHHOM Limited Liability Company
Full Name OTBETCTBEHHOCTBIO "APUPAHI™ “Ariran gu
2 |I'PH u para srecenns 8 ETPHOJI samucH, 1222500027100
coflepikaiieil ykasaHHbIE CBEeHHA 31.10.2022

State Registration Number and date of the registration number for Unified State Register of legal Entities 31 October 2022

3 |CoxkpalleHHOE HAHMEHOBAHHE HA PYCCKOM 000 "APHPAHI™"
S3BIKC

4 |I'PH u para suecenus 8 ETPHOJI sanucH, 1222500027100
cofleprKanie ykasaHHbIE CBEICHHA 31.10.2022
I- ————————————————————————————————————————————————————————————————— 1
1| Ceenenus o auue, p be3 PEHHOCTH JIeiiCTBOBATL OT MMCHH IOPHIHYECKOro . . :
1 JHua Information of official representative 1
: 18 |I'PH u nara eHecenns 8 ETPHOJI ceemennii 0 (2222501012920 I
1
1 TIAaHHOM JTHIIe 01.12.2022 1
1 1
1719 [Pavowma Last name WTHATEHKO IGNATENKO !
1 Hms . MPUHA IRINA
I Oruecrso Given name HUKOJIAEBHA NIKOLAEVNA :
: 20 |UHH 253802000907 :
I| 21 |I'PH u para suecenns 8 ETPIOJI sanncH, 2222501012920 1
: cojiepalleii YKa3aHHbIC CBE/ICHHS 01.12.2022 1
1

I . I
: 22 |Homxmoers  Position JHUPEKTOP Director 1
1| 23 |I'PH u nara suecenus B EI'PHOJI sanmch, 2222501012920 :
1 COJICPIKAILEH YKA3aHHBIC CBEACHHA 01.12.2022 1
gy Sy gyl R U S p——— |

24 (Ilon JKEHCKHH

25 |I'PH u nara euecenns B EI'PHOJI 3anuich, 2222501012920

cofiepianieii yka3anHele CBEICHHA 01.12.2022
26 |I'paxmaHcTBO rpaxnaHnH Poccuiickoii denepammn

Crenennst 06 y1acTHHKax / yapeanTensnx opumuiaeckoro imna |Information pf shareholders
30 |I'PH u para BHecenus 8 ETPIOJI ceenenuii o |1222500027100

Republic of Korea

1

i i
1

I faRHOM HIte 31.10.2022 H
1 I
1 4

1| 31 |Mamunus Lastname 1LIHMH SHIN :
! Mz Given name XE OK HYE OK 1
1 32 |T'PH u para puecenns 8 ETPHOJI 3ammcH, 1222500027100 1
1 cofiepianieiil yka3aHHBIE CBEJIEHHA 31.10.2022 :
1 I
1

1 33 [Ilon JKEHCKHH :
: 34 |I'PH u para sHecenus B EI'PHOJI 3amucy, 1222500027100 1
1 cofiepKanieil yka3aHHbIE CBEJIEHHA 31.10.2022 :
1 . . 1
: 35 |Fpampancreo HHOCTPAHHEIH IPaMkIaHHH Foreign national :
1 : : Kopeiickas Hapoano-JleMokpaTnueckas Democratic People’s

1 Nationality Pecryonmxa P :
1 I
! ]

Source: Russian corporate registry Unified State Register of Legal Entities (Eaumoro rocyaapcTBeHHOro peecrpa
FOPUINYECKUX JIAIY).
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“Cafe Pyongyang (Kade IIxenbsin)”: Social media images suggest that Korean restaurant “Cafe
Pyongyang (Kade ITxenbsin)” appeared to be open and active as of July 2023. Russian corporate reg-
istry information showed that the restaurant is managed by OO0 “MAKCHUM?”, directed by a Russian
national and a probable DPRK national. Another DPRK national is a former shareholder; this individ-
ual is currently the director of another Vladivostok-based company involved in computer software
development. Photos and reviews of the restaurant were uploaded to Russian search websites as of
July and August 2023, respectively, further confirming that the restaurant is active. According to a
Member State, 12 DPRK national have worked for Café Pyongyang.

e Figure 1: Russian Registry Information about OO0 “MAKCHUM” Company: OOO
"MAKCHUM", T'PH 1032502269601

» KHM COHI' KYM (Kim Song Kum)
» 3¥Y EH YEJI (Chu Yong Chol), UHH 254001922108

» Russian national KOCYILIKMHA MAPHUHA CTEINAHOBHA (Kosushkina Marina
Stepanovna), HH 253811784655

Figure 2: Photos of Korean restaurant “Cafe Pyongyang (Kage IIxenbsin)” (top) and recent re-
views on Russian social media (bottom)

Source: Annpexe, 18 May 2023.
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July 29

Marno MACO, HO MHOTO OBOLLIER 1 CNeLWA.

~

AYTEHTHUYHOE CEBEPOKOPENCKOE MEHID, 0BCTAHOBKA, BEXNUBbIE 1 O4YEHb KPaCHBble
KOPEAHOUYKM-ODMUMAHTKIA. [0TOBAT BbICTPO, LieHbl A0CTYNHbIE. [oHPaBUIOCH OYeHb.
MecCTo ans Tex, KTO Xo4eT NonpoboeaTh CEBEPOKOPEACKYI0 KYXHIO. [1A Hee XapaKTepHo

(Translation)

...An authentic North Korean menu, ambi-
ance, polite and very beautiful Korean wait-
ress...

Source: Jdunexc.

3) Yuzhno-Sakhalinsk

Social media images suggest that Korean restaurant “Pyongyang Myohyangoan (% % 5.3F, Ilxe-
HbsIH MéxsiHroan)” was open and active as of August 2023. Reviews of the restaurant were uploaded
on a Russian search website in February 2023, stating that DPRK nationals were serving as waitresses

in the restaurant.

Figure 1: Photos of Korean restaurant “Pyongyang Myohyangoan” (top) and recent reviews on

Russian social media (bottom).

Bcem coseTyo!!! HacTOAWAR KOPEACKan e0a
He moxHOKOPERCKAA K HE CEBEDOXODERCKaRn, a
a0a Tod aaMHol Kopan = M |, ofbefMHEHHAR
UENbI0 BOCCOBAMHEHHA PA3AENEHHBIX CEMaR§:.
| Buin we Tak paeHo Ha obene. DuYeHs MHOMD 1
1 cepepoKopanues DI, KpacuBan Aeaywka 1
:_oqm LUHMAHT U3 CeBepHOn Kopen. 1

Al cam Kopeel. BO BpeMa obana cnywan
PasroBOpE CEBEROKOPENCKMX HAREYA K
OMANOTroBs M3 OeTCTEA, NOToMY YTo GabylwKa poaoM
M3 CEBEDHON NPOBMHUWK, 8 A8 C KMHOM
ocTpoea Yemsyao D,

Cnaga PocCuM = - CTDAHE W TEPDUTOPHA,
KOTOpan obbedMHAET BOR HALKMM K
HAUMOHANLHOCTH, BHE 32BWCHMOCTH OT KYNETYRR,
PENHUIHMOZHON M HHOW NDUHANLNENHOCTH.

h TonEao ot

24-02094

[(IX€Hbau V& XAHroaH

Kopeiickas kyxus
—
—

(Translation)

I was recently at lunch. Many North Koreans were there. A beauti-
ful waitress from North Korea.

Source: 2GIS.
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Annex 71: Reply from the Russian Federation

The restaurant “Koryo" was liquidated in September 2021. There is no information about its affiliation
with any North Korean companies or nationals.

"Maxim" LLC was established in 2003. From 2003 to 2018 the general director of this legal entity was
a DPRK citizen Chu Yong Chol (Uy En Uxoms). Since 2018 up to now, this position has been held by
a Russian citizen. There is no information about the cases of employment of North Koreans in this or-
ganization.

"SKR-Trading" LLC was founded in 2003 by Chu Yong Chol, who served as its general director. Cur-
rently, this legal entity is in the process of liquidation and does not conduct any financial and economic
activities.

The head of "Arirang" LLC, established in October 2022, is a Russian citizen.

The North Korean cuisine cafe "Pyongyang Mehyanggoan", was established in February 2019 by a
Russian individual entrepreneur. This entity, under the agreement with one of the Russian institutes,
conducts pastry cooking classes in accordance with the educational program for North Korean stu-
dents.

Since December 2019 up to the present time all of the above-mentioned entities have not entered into
labor agreements with DPRK citizens, have not applied for work permits for North Korean citizens
and have not applied for forms of joint venture. There is no information on profit-making by North
Koreans from the activities of these entities. Overall no violations of the sanctions regime in accord-
ance with the relevant resolutions of the UN Security Council has been identified.

Source: Member State.
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Annex 72: Media report about Khabarovsk-based DPRK construction company “The First Con-
struction Company (#1714 3] A}y»

According to a media report?* and information obtained by the Panel, at least 58 DPRK nationals were
working at a Khabarovsk-based DPRK construction company “The First Construction Company
(A1171 4 3] A})” as of 2022. The expert consulted by the media organization confirmed that specific
words in the company’s internal documentation were written in DPRK vernacular. The document ex-
plains that the number of patients has surged and treatment fees also increased accordingly which be-
came a major problem. The company implied that their financial situation could affect implementation
of [DPRK] national plan. It tried to reach out to Pyongyang on this matter, however has not received
any answer. As can be seen in the response from Russian Federation (see below), Air Koryo operated
seven flights from Vladivostok to Pyongyang, transporting 630 DPRK citizens with various diseases in
2023, and when crossing the state border, they carried hand luggage with personal belongings (see
annex 74).

Examples of DPRK vernacular

“H|” (DPRK spelling)7| 5

0 2 xosln LT
ol 22431 Wi #ol MA XEXI@OI MU EX | Pulmonary emphysema
ARl ARVIBOR 60 RRMOIY XIBS5ID [H7IEFE Rl
% olxl ximeixl st dsobi [Aneugs AzuISE

\ “= I} 2" (DPRK spelling)

Lymph-node cancer

“cA A|” (DPRK spelling)

Connection

Source: RFA, annotated by the Panel.

242 See https://www.rfa.org/korean/in_focus/food _international org/workershealth-09202023163056.html.
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Annex 73: Reply from Russian Federation

In this regard, we would like to inform the Panel that the company entitled “The First Con-
struction Company” is not registered in the Unified State Register of Legal Entities of the
Russian Federation. There is no data on the issuance by this organization of contracts with
Russian contractors for the provision of migrant workers from the DPRK, nor on the open-
ing of accounts in Russian banks. No work permits were issued to DPRK citizens for labor
activities for a company entitled "The First Construction Company". No notification on the
conclusion of relevant labor or civil law contracts related to provision of services have been
received. In 2021-2023, no applications were submitted by employers or contractors on the
need to hire foreign workers from the DPRK to fill vacant or newly created jobs.

No quota for the North Korean labor force was allocated to Khabarovsk Krai enterprises.
There are North Korean citizens with expired study visas in Khabarovsk Krai who have been
unable to return to their home country since the termination of transportation channels with
the DPRK. Those DPRK nationals are not engaged in labor in the region.

In 2023, North Korea's Air Koryo operated seven flights from Vladivostok to Pyongyang to
transport 630 DPRK citizens with various diseases. When crossing the state border, they car-
ried hand luggage with personal belongings.

Source: Member State.
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Annex 74: Reply from the Russian Federation on repatriation of DPRK overseas workers in 2023

The Panel has enquired to the Russian Federation about the repatriation of DPRK nationals, given the
partial re-opening of the DPRK border in 2023. The Russia Federation replied that “In 2023, North
Korea's Air Koryo operated seven flights from Vladivostok to Pyongyang to transport 630 DPRK citi-
zens with various diseases. When crossing the state border, they carried hand luggage with personal
belongings”.
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Annex 75: Russian court cases involving DPRK nationals earning income?*3
Note: Case defendants were charged under a number of Russian legal codes, including:

e Code of the Russian Federation on Administrative Offenses, articles

o 15.25 ("Breach of the Currency Legislation of the Russian Federation and Acts of Currency Regulation Bodies™),

o 18.8 ("Violation by an Alien or a Stateless Person of the Rules for Entry into the Russian Federation or of the Regime for
Staying (Living) in the Russian Federation™),
18.10 ("Unlawful Exercise by a Foreign Citizen or Stateless Person of Labour Activities in the Russian Federation "),
18.11 ("Violating Immigration Rules"),
18.15 ("Unlawful Engagement of a Foreign Citizen or Stateless Person in Labour Activities in the Russian Federation"),
20.25 ("Nonpayment of the Administrative Fine or Willful Departure from the Place of Serving the Administrative Arrest")

O O O O

e Civil Code of the Russian Federation, article
o 1102 ("The Obligation to Return Unjust Enrichment")

e Criminal Code of the Russian Federation, articles
o 216 ("Violation of Safety Rules in Mining, Building, and Other Activities")
o 109 ("Infliction of Death by Negligence™)

e Federal Law on the Legal Status of Foreign Citizens, article
o 13 ("Terms for Foreign Citizens' Participation in Labour Relations™)

See Annex 75.1 for excerpts of the associated court case documentation.

One member of the Panel is of the view that this case should be further corroborated. 24
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Company information

Identified court cases, 2021-2023

Court Case Outcome(s)

Name

Anfilada OO0 Address: 690011, Primorski * 5-10/2023 (5-1005/2022), employment of DPRK national Shin Chul In both cases: administrative pro-
(000 kr., 9. Vladivostok, ul. Boris- | Sun ceedings terminated due to lack of
“AH¢unana’) enko, d. 70 kv. 26, Russian * 5-9/2023 (5-1004/2022), employment of DPRK national Kim Suk Il an administrative offense

Federation
OGRN: 1092537001138

Baryshnikova,
Evgeniya An-
dreevna (indivi-
dual entrepre-
neur)

Address: Irkutskaya oblast, Ir-
kutsk, Oktyabrski, Russian
Federation

OGRNIP: 309385011800150

* 5-43/2023, employment of DPRK national Han Yong Ho (DOB
1964)

* 5-44/2023, employment of DPRK national Hwang Hu Nam (DOB
1965)

* 5-45/2023, employment of a DPRK national

* 5-46/2023, employment of a DPRK national

* 5-47/2023, employment of DPRK national Kim Ok Chol (DOB
1979)

* 5-48/2023, employment of a DPRK national with passport number
390430598

In all cases: E.A. Baryshnikova
found guilty of committing an ad-
ministrative offense with punish-
ment of an administrative fine in
the amount of 125,000 roubles.

Ciana, 000
(000 “Tlnana”)

Address: 121609, g. Moskva,
ul. Osennyaya, d. 17 k. 1 pom.
1 kom. 146, Russian Federa-
tion

OGRN: 1157746826907

* 5-1590/2021, employment of DPRK national Kim 1.Ch.
* 5-1596/2021, employment of DPRK national Song 1.Z.

In both cases: company found
guilty of committing an adminis-
trative offense with punishment of
an administrative fine, in one case
in the amount of 200,000 roubles
and in the other case, an undis-
closed amount of roubles.
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SZ 'DKK-DV',
000 (000 C3
"I[KK_Z[B")

Address: 692760, Primorski
krai, g.0. Artemovski, g Ar-
tem, ul Frunze, d. 43, ofis 1,
Russian Federation

OGRN: 1192536031863

* 5-10/2023 (5-1005/2022), employment of DPRK national Shin Chul-
sun

* 5-9/2023 (5-1004/2022), employment of DPRK national Kim Suk-il
* 5-1550/2021, employment of DPRK national Ri Yong-chol

« 5-1523/2021, employment of DPRK national Kim Yoon-chul

* 5-1515/2021, employment of DPRK national Ri Yoon-chol

* 5-1529/2021, employment of DPRK national Ri Sung-nam

* 5-1531/2021, employment of DPRK national Ma Seong

* 5-1520/2021, employment of DPRK national Pak Myong-il

* 5-1527/2021, employment of DPRK national Pak Song-kook

* 5-1525/2021, employment of DPRK national Ri Syung-haek

* 5-1518/2021, employment of DPRK national Hwang Yoon-shik

* 5-1522/2021, employment of DPRK national Choe Yong Ho

¢ 5-1517/2021, employment of DPRK national Chae Kwang-hak

* 5-1534/2021, employment of DPRK national Yun Kwang-sen

* 5-1533/2021, employment of unnamed DPRK national “Un”

* 5-1524/2021, employment of unnamed DPRK national “Jin”

* 5-1530/2021, employment of unnamed DPRK national “Chol”

* 5-1528/2021, employment of unnamed DPRK national “Chen”

* 5-1521/2021, employment of unnamed DPRK national “Ho”

* 5-1519/2021, employment of unnamed DPRK national “Chen”

* 5-1526/2021, employment of unnamed DPRK national “Ren”

* 5-1551/2021, for employing DPRK nationals, Martyanov Alexander
Valerievich (INN 251107281473)

In 19 cases: company found guilty
of committing an administrative
offense with punishment of an ad-
ministrative fine in the amount of
125,000 roubles.

In one case (5-1551/2021): com-
pany found guilty of committing
an administrative offense with pun-
ishment of an administrative fine
in the amount of 25,000 roubles.

In two cases (5-9/2023 and 5-
10/2023): administrative proceed-
ings terminated due to lack of an
administrative offense
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JSC Dzerzhinsk
Garment Factory
"RUS" (aka AO
DSHF "RUS",
AO Id
"PYCB")

Address 1: 129626, g. Mos-

kva, prospekt Mira, d. 102 str.

27 kom. 4A, Russian Federa-
tion

Address 2: 606002, Nizhego-
rodskaya obl., g. Dzerzhinsk,
ul. Krasnoarmeiskaya, d. 21,
Russian Federation

OGRN: 1025201741586

* 7-755/2021, employment of DPRK national Kim Hye Jong
* 7-734/2021, employment of DPRK national Kim Un Jong

+ 7-730/2021, employment of DPRK national Kim Ji Hye

* 7-729/2021, employment of DPRK national Yang Un Hyang
« 7-728/2021, employment of DPRK national Choe Un Gum
* 7-727/2021, employment of DPRK national Ji Hyang Gum
« 7-725/2021, employment of DPRK national Hong Sung Jin
* 7-724/2021, employment of DPRK national Kwon Un Ha

« 7-700/2021, employment of DPRK national An Mi Yong

* 7-699/2021, employment of DPRK national Kim Kyong Ok
* 7-698/2021, employment of DPRK national Ri Jon Sim

* 7-697/2021, employment of DPRK national Kim Kyong Ok
* 7-696/2021, employment of DPRK national Kim Hye Jong
* 7-695/2021, employment of DPRK national Ri Gum Sun

* 7-694/2021, employment of DPRK national Ma Jin Hyang
* 7-692/2021, employment of DPRK national Kim Jun Sim

* 7-691/2021, employment of DPRK national Kim Sung Hee
* 7-689/2021, employment of DPRK national Ri Jin Hyang

* 7-688/2021, employment of DPRK national Kim Un Sim

« 7-687/2021, employment of DPRK national Ri Bom Hyang
* 7-686/2021, employment of DPRK national Kim Un Sim

+ 7-685/2021, employment of DPRK national Ri Bom Hyang
* 7-684/2021, employment of DPRK national Kim Won Hwa
* 7-680/2021, employment of DPRK national Han Jin E

* 7-679/2021, employment of DPRK national Kim Won Hwa
* 7-678/2021, employment of DPRK national Han Jin E

« 7-677/2021, employment of DPRK national Ri Chol Ok

* 7-675/2021, employment of DPRK national Choe Un Gum
* 7-674/2021, employment of DPRK national Yu Su Kyong

* 7-671/2021, employment of DPRK national Pak Jin Sim

* 7-669/2021, employment of DPRK national Ri Jin Hyang

* 7-668/2021, employment of DPRK national Ma Jin Hyang
* 7-667/2021, employment of DPRK national Jo Hyang Hee
* 7-666/2021, employment of DPRK national Kwon Un Ha

* 7-665/2021, employment of DPRK national Ri Jong Ok

* 12-468/2021, employment of DPRK national Paek Un Jin

* 12-466/2021, employment of DPRK national Kim Ryong Hee
* 12-464/2021, employment of DPRK national Jung Un Sook
* 12-448/2021, employment of DPRK national Pak Un Hee

* 12-442/2021, employment of DPRK national Jo Yun Gyong
* 12-438/2021, employment of DPRK national Ri Chol Ok

* 12-436/2021, employment of DPRK national An Mi Yong

In all cases: the decision of a lower
court is cancelled due to proce-
dural violations and the case is re-
turned for new consideration
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* 12-432/2021, employment of DPRK national Choe U.G.

* 12-454/2021, employment of DPRK national Kim Ji Hye

* 12-452/2021, employment of DPRK national Ryang Un Gang
* 12-446/2021, employment of DPRK national Gwon Un Ha
* 12-434/2021, employment of DPRK national Kim Un Jon
* 12-430/2021, employment of DPRK national Choe Un Gum
* 7-845/2021, employment of DPRK national Jong Sol

« 7-819/2021, employment of DPRK national Pak Un Hee

« 7-818/2021, employment of DPRK national Yu Su Gyon

+ 7-815/2021, employment of DPRK national Jo Yun Gyong
* 7-814/2021, employment of DPRK national Jo Hyang Hui
* 7-812/2021, employment of DPRK national Ji Hyang Gum
+ 7-808/2021, employment of DPRK national Hong Sung Jin
* 7-804/2021, employment of DPRK national Ri Jong Ok

« 7-800/2021, employment of DPRK national Pak Un Hui

« 7-799/2021, employment of DPRK national Ri Jin Sim

« 7-797/2021, employment of DPRK national Ri Chol Ok

* 7-805/2021, employment of DPRK national Jung Un Suk

« 7-816/2021, employment of DPRK national Kim Ji Hye

* 7-806/2021, employment of DPRK national Paek Un Jin

« 7-802/2021, employment of DPRK national Paek Un Jin

Emarko OO0
(000
"OSMAPKO")

Address: 664003, Irkutskaya
obl, g.o. gorod Irkutsk, g Ir-
kutsk, ul Krasnoarmeiskaya,
d.7,0f. 1

Russian Federation

OGRN: 1183850021255

* 5-5/2021, employment of DPRK national Kim Yong Gun
* 5-4/2021, employment of DPRK national Pak Yong Il

« 5-3/2021, employment of DPRK national Ri Bok Rok

* 5-2/2021, employment of DPRK national An Nam Il

In all cases: administrative pro-
ceedings terminated due to lack of
an administrative offense

Garant-Stroy-
Service 000
(00O “Tapant-
Crpoii-CepBuc”)

Address: 690022, Primorski
krai, g.0. Vladivostokski, g
Vladivostok, pr-kt 100-letiya
Vladivostoka, d. 178, kv. 281,
Russian Fderation

OGRN: 1117746527711

* 5-827/2022, employment of DPRK national Choe E.S.

* 5-828/2022, employment of DPRK national An S.I.

« 5-830/2022, employment of DPRK national Pak Y.H.

* 12-390/2022, employment of DPRK national Ri Chol Ho

In three cases: administrative pro-
ceedings terminated due to lack of
an administrative offense

In one case (12-390/2022): deci-
sion canceled due to procedural vi-
olation
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General Contrac-
tor OO0 (000
"I"enepanbHbIif
noapsaIuK")

Address: 690091, Primorski
kr., g. Vladivostok, ul. Al-
eutskaya, d. 26 kv. 14, Rus-
sian Federation

OGRN: 1042503712184

* 5- 156/2022, employment of DPRK national Ra K.Z.
* 5- 159/2022, employment of DPRK national Yu. Ch.N.
* 5-161/2022, employment of DPRK national P. M.H.
* 5- 162/2022, employment of DPRK national Paek S.G.
* 5- 163/2022, employment of DPRK national Ri N.H.
* 5- 165/2022, employment of DPRK national Yang T.H.

In all cases: company found guilty
of committing an administrative
offense with punishment of an ad-
ministrative fine in the amount of
125,000 roubles

Ir-Stroy OO0
(OO0 "UP-
CTPOI")

Address: 690105, Primorski
krai, g.0. Vladivostokski, g
Vladivostok, ul Borodinskaya,
d. 4A, pomeshch. 15, Russian
Federation

OGRN: 1192536021688

* 5-538/2021, employment of unnamed DPRK national

* 5-539/2021, employment of unnamed DPRK national

* 5-540/2021, employment of unnamed DPRK national

* 5-541/2021, employment of partially-named DPRK national Chun
* 5-542/2021, employment of DPRK national Pak Wang Chol

In all cases: company found guilty
of committing an administrative
offense with punishment of an ad-
ministrative fine in the amount of
125,000 roubles

Kapital-Stroy
000 (000
"KAITUTAJI-
CTPOI")

Address: 690002, Primorski
kr., g. Vladivostok, prospekt
Krasnogo Znameni, d. 59 ofis
607

Russian Federation

OGRN: 1132543008311

* 5-664/2022, employment of DPRK national Kim K.G.

* 5-667/2022, employment of DPRK national Rim H.S.

* 5-668/2022, employment of DPRK national Pak Sim Hong
* 5-670/2022, employment of DPRK national Chol S.M.

* 5-680/2022, employment of DPRK national Kim Yong Dok
* 5-682/2022, employment of DPRK national Ro 1l Ho

* 5-683/2022, employment of DPRK national K.H.

* 5-684/2022, employment of DPRK national Ri Kwon Jo

* 33-3940/2022, employment of unnamed DPRK national(s)

In eight cases: administrative pro-
ceedings terminated due to expira-
tion of statute of limitations

In one case (33-3940/2022): previ-
ous decision denying claim to re-
cover funds is upheld

Ligastroy OO0
(000 .
"JINTACTPOU")

Address: 680045, Khabarov-
ski krai, g.0. gorod Khaba-
rovsk, g Khabarovsk, ul
Putevaya, d. 1A, kom.7
Russian Federation

OGRN: 1202700021149

* 5-343/2022, employment of DPRK national Ri Myung Sam
* 5-344/2022, employment of DPRK national An Yong Guk

* 5-345/2022, employment of DPRK national Chen Chun Bom
* 5-348/2022, employment of DPRK national Rim Yong Chun

In all cases: company found guilty
of committing an administrative
offense with punishment of an ad-
ministrative fine with a warning

Madrid 000
(000
"MAI[PHﬂ")

Address: 672014, Zabaikalski
kr., g. Chita, ul. Inzhenernaya,
d. 5, Russian Federation
OGRN: 1147536004549

* 5-2061/2021, employment of DPRK national Im S.N.
* 5-2062/2021, employment of DPRK national Kim Y.M.

In both cases: company found
guilty of committing an adminis-
trative offense with punishment of
an administrative fine in the
amount of 125,000 roubles

Primstroy DV
000 (000
"TIPUMCTPOU

AB")

Address: 692777, Primorski
kr., g. Artem, s. Knevichi, per.
Treti, d. 3, Russian Federation
OGRN: 1192536010160

* 5-150/2022 (5-2216/2021), employment of DPRK national Pak N.H.

* 5-151/2022 (5-2217/2021), employment of DPRK national Ju Gwon
Men

In both cases: company found
guilty of committing an adminis-
trative offense with punishment of
an administrative fine in the
amount of 125,000 roubles
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SANKIR 000
(000
"CAHKHP")

Address: 680013, Khabarov-
ski kr., g. Khabarovsk, per.
Shaturski, d. 1A kv. 93, Rus-
sian Federation

OGRN: 1102724007715

* 5-287/2021, employment of unnamed DPRK national
* 5-288/2021, employment of unnamed DPRK national
* 5-289/2021, employment of unnamed DPRK national
* 5-290/2021, employment of unnamed DPRK national
* 5-291/2021, employment of unnamed DPRK national

In all cases: company found guilty
of committing an administrative
offense with punishment of a
warning

SK Kristall 000
(000 CK
"Kpucramn")

(see endnote **
for company re-
ply to the Panel)

Address: 690087, Primorski
krai, g.0. Vladivostokski, g
Vladivostok, ul Sabaneeva, d.
14V, pomeshch. 14, Russian
Federation

OGRN: 1192536029950

* 5-827/2022, employment of DPRK national Choe E.S.

* 5-828/2022, employment of DPRK national An S.I.

* 5-830/2022, employment of DPRK national Pak Y.H.

* 12-390/2022, employment of DPRK national Ri Chol Ho

In three cases: company found
guilty of committing an adminis-
trative offense with punishment of
an administrative fine in the
amount of 125,000 roubles

In one case (12-390/2022): deci-
sion canceled due to procedural vi-
olation

SMU-22 000
(000 "CMYV-
22"

Address: 664022, Irkutskaya
obl, g.o. gorod Irkutsk, g Ir-
kutsk, ul Krasnykh Madyar, d.
41, ofis 305

Russian Federation

OGRN: 1183850007461

* 5-43/2023, employment of DPRK national Han Yong Ho (DOB
1964)

* 5-44/2023, employment of DPRK national Hwang Hu Nam (DOB
1965)

* 5-45/2023, employment of a DPRK national

* 5-47/2023, employment of DPRK national Kim Ok Chol (DOB
1979)

* 5-48/2023, employment of a DPRK national with passport number
390430598

note: according to the court records, SMU-22 employed 8 additional
DPRK nationals, although court cases regarding those individuals
could not be identified

In all cases: see above, under E.A.
Baryshnikova

SPV-Stroy 000
(000 "CIIB-
CTPOIL")

Address: 690090, Primorski
kr., 9. Vladivostok, ul. Svet-
lanskaya, d. 51A kab. 4, Rus-
sian Federation

OGRN: 1202500009315

* 5-74/2021, employment of DPRK national P.
* 5-75/2021, employment of DPRK national R.K.S.

In both cases: M.V. Borisov found
guilty of committing an adminis-
trative offense with punishment of
an administrative fine in the
amount of 2,000 roubles
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Stroika TS 000
(000
"CTPOMKA
TC")

Address: 680007, Khabarov-
ski kr., g. Khabarovsk, ul. Vo-
lochaevskaya, d. 11 pom. 1
ofis 5, Russian Federation
OGRN: 1172724025209

* 5-108/2021, employment of unnamed DPRK national L.
* 5-109/2021, employment of DPRK national Ri Song Chol

In one case (5-108/2021): company
found guilty of committing an ad-
ministrative offense with punish-
ment of an administrative fine with
a warning

In one case: company found guilty
of committing an administrative
offense with punishment of an ad-
ministrative fine in the amount of
150,000 roubles

Stroytech OO0
(000
“Crpoiitex”)

Address: Primorsky Territory,
Ussuriysk urban district, Us-
suriysk, Russian Federation
(partially anonymized in the
court record)

* 5-287/2021, employment of DPRK national Pak Su Nam

D.V. Krivonosov found guilty of
committing a crime under the
Criminal Code, punished with one
year six month probationary period

Technical Solu-

Address: 690033, Primorski

* 5-822/2022, employment of DPRK national Ri D.H.

Company found guilty of commit-

tions OO0 (00O | krai, g.0. Vladivostokski, g ting an administrative offense with
"TeXHUYECKUE Vladivostok, ul Karbysheva, punishment of an administrative
pemieHus") d. 4, ofis 237, Russian Federa- fine in the amount of 125,000 rou-
tion bles
OGRN: 1142508000018
Unidentified * DPRK national Ri Myong Ryol, case number 5-343/2023 In most cases, defendant found
Companies * DPRK national Bae Chol Su, case numbers 5-341/2023 and 5- guilty of committing an adminis-

340/2023

* DPRK national Pack Gwan Ryong, case number 5-22/2023
« DPRK national Yun Chol Min, case number 5-21/2023

* DPRK national Pak Chol Ho, case number 5-20/2023

* DPRK national Kim Yong Dok, case number 5-33/2023

* DPRK national Kim Yong Sim, case number 5-750/2023

* DPRK national Kim Kang Ho, case number 5-244/2023

* DPRK national Kim Sung Do, case number 5-243/2023

* DPRK national Kim Un Chol, case number 5-242/2023

* DPRK national Hong Chol Un, case number 5-35/2023

* DPRK national Ho Sung Chol, case number 5-43/2023

* DPRK national Rim Gwang Su, case numbers 12-6/2023 and 5-
890/2022

* DPRK national Jang Song Jon, case number 5-2330/2022

* DPRK national An Gun Chol, case number 5-1071/2022

» DPRK national Sim Hyun Suk, case number 5-1070/2022

trative offense with punishment in
the form of an administrative fine
of 2,000-6,000 roubles, and in ap-
proximately 40% of the cases,
along with administrative or forced
deportation

Several cases returned to eliminate
deficiencies, terminated due to ab-
sence of administrative offense, or
decision canceled due to proce-
dural violation

One criminal case/prosecution ter-
minated
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* DPRK national Song Chol Su, case number 5-1069/2022

* DPRK national Kim Chol, case number 5-1068/2022

* DPRK national Kim Jong Nam, case number 5-1067/2022

» DPRK national Cha Chol Min, case number 5-1066/2022

* DPRK national Rim Jun Seong, case number 5-1065/2022

* DPRK national Pak Hyun, case number 5-220/2022

* DPRK national Ma Song Jeong, case number 5-739/2022

* DPRK national Han Su Yong, case number 5-738/2022

* DPRK national Kim Gwang Ho, case number 5-142/2022

* DPRK national Choe Dong Sik, case number 5-141/2022

* DPRK national Chen Jang Song, case number 5-140/2022

* DPRK national Jong Hyo Nam, case number 5-139/2022

* DPRK national Yun Song Il, case number 5-138/2022

* DPRK national Pyon Jun Song, case number 5-137/2022

* DPRK national Pak Myong Hak, case number 5-537/2022

* DPRK national Kim Myong Nam, case number 5-537/2022

* DPRK national Yun Song Chol, case number 5-537/2022

* DPRK national Song Mun Il, case numbers 5-102/2022 and 12-
340/2022

* DPRK national Ri Chol U, case number 5-1011/2022

* DPRK national Kim Jin Sung, case number 5-108/2022

« DPRK national Pak In Guk, case number 5-107/2022

* DPRK national Kim Yong Chol, case number 5-106/2022

* DPRK national Jon Jung Guk, case number 5-105/2022

« DPRK national Jon Gi Chol, case number 5-104/2022

* DPRK national Ri Gwan Song case numbers 16-4128/2021, P16-
183/2022, and P16-756/2022

* DPRK national Yun Jon Hyun, case number 16-10369/2021

* DPRK national Kim Chol Su, case number 16-10367/2021

* DPRK national Min Gen Sam, case number 16-10366/2021

* DPRK national Kim Yong Jin, case numbers 5-6548/2021 and 5-
6780/2021

* DPRK national Hong Yong Jin, case numbers 5-6550/2021 and 5-
6779/2021

* DPRK national Kim Chol Un, case numbers 5-6546/2021 and 5-
6786/2021

* DPRK national Yun Song Hak, case numbers 5-6547/2021 and 5-
6787/2021

* DPRK national Kim Nam Chol, case numbers 5-6549/2021 and 5-
6781/2021

* DPRK national Ri Gum Sok, case numbers 5-6539/2021 and 5-
6785/2021
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* DPRK national Han Ben Nam, case number 5-6784/2021

* DPRK national So Gong Chol, case numbers 5-6540/2021 and 5-
6783/2021

* DPRK national Rim Gwan Chol, case number 5-6782/2021

» DPRK national Ri Jun Suk, case numbers 5-6537/2021 and 5-
6778/2021

* DPRK national Ri Hyok Chol, case numbers 5-6535/2021 and 5-
6777/2021

* DPRK national Ri Gwang Hyok, case numbers 5-6538/2021 and 5-
6776/2021

* DPRK national Jo Hui Sung, case numbers 5-6552/2021 and 5-
6775/2021

« DPRK national Yun Ren Gil, case number 5-908/2021

* DPRK national Rim Gwang Su, case number 5-907/2021

* DPRK national Kim Won Chol, case number 5-1524/2021

* DPRK national An Chol Ho, case number 5-1522/2021

* DPRK national Ri Jin Song, case number 5-1524/2021

* DPRK national Choe Son Ho, case number 1-682/2021

* DPRK national Im Hyun Bom, case number 16-7505/2021

* DPRK national Jon Hok, case number 16-7507/2021

* DPRK national Ryang Jong Hwang, case number 16-7508/2021
« DPRK national Ri Gwan Son, case number 5-651/2021

* DPRK national Sung Nam Yong, case number 5-650/2021

* DPRK individual (hame redacted), case number 5-895/2021

* DPRK Min Yun Hong, case number 5-894/2021

* DPRK national Shin Yong Dok, case number 5-1790/2021

* DPRK national Kang Chol, case number 5-1789/2021

* DPRK national Yom Son Nam, case number 5-1788/2021

+ DPRK national Kim Un Mok, case number 5-1787/2021

* DPRK national Hu Shigang, case number 5-1986/2021

* DPRK national Zou Yongjun, case number 5-1984/2021

* DPRK national Xu Yuliang, case number 5-1983/2021

* DPRK national Li Yuping, case number 5-1982/2021

» DPRK national Yang Gan, case humber 5-1981/2021

* DPRK national Han Huifang, case number 5-1980/2021

* DPRK national Fu Xingzhen, case number Case number 5-1979/2021
* DPRK national Ma Jian, case number 5-1978/2021

* DPRK national Chen Zhengao, case number 5-1977/2021

* DPRK national An Myong Guk, case number 5-792/2021

* DPRK national Yun Gwang Song, case number 5-931/2021

* DPRK national Choe Yong Ho, case number 5-930/2021

* DPRK national Kang Chol Hyok, case number 5-390/2021
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* DPRK national Jin Song Jun, case number 5-389/2021

* DPRK national Kwon Sung Hyok, case number 5-388/2021
* DPRK national Choe Jun Ep, case number 5-387/2021

» DPRK national Pak Won Chol, case number 5-386/2021

» DPRK national Choe Chol Hak, case number 5-385/2021

» DPRK national Kim Gwang Su, case humber 5-384/2021

* DPRK national Kim E Gyong, case number 5-119/2021

Note: Company and individual names have been transliterated from the original Russian-language documents.

Note: As of 26 January 2024, the Panel had not received a response from the Russian Federation and received a response from one company (see
directly below).

**

SK Kristall LLC informed the Panel that it "was not and is not an employer of any citizens of the Democratic People's Republic of Korea (DPRK),
has not and does not involve migrants from the DPRK in performing work," and further noted that the relevant court proceedings were canceled.

The Panel notes that, of the five cases (12-390/2022, 12-391/2022, 12-392/2022, 12-393/2022, and 12-394/2022) in which the proceedings were can-
celed, as referenced in the reply from SK Kristall LLC, the Panel is able to access one (12-390/2022), in which the prior decision of guilt was can-
celed due to a procedural violation (because the company was not appropriately notified of the time and place of consideration of the case), and the
case was subject to termination due to the expiration of the statute of limitations.
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Annex 76%** — List of individuals reported by Member States to be DPRK bank representatives 24

Resolution 2270 (2016), operative paragraph 33: “Decides that States shall prohibit in their territories the opening and operation of new branches, subsid-
iaries, and representative offices of DPRK banks, decides further that States shall prohibit financial institutions within their territories or subject to their
jurisdiction from establishing new joint ventures and from taking an ownership interest in or establishing or maintaining correspondent relationships with
DPRK banks, unless such transactions have been approved by the Committee in advance, and decides that States shall take the necessary measures to
close such existing branches, subsidiaries and representative offices, and also to terminate such joint ventures, ownership interests and correspondent
banking relationships with DPRK banks within ninety days from the adoption of this resolution;”

Resolution 2321 (2016), operative paragraph 33: “Decides that, if a Member State determines that an individual is working on behalf of or at
the direction of a DPRK bank or financial institution, then Member States shall expel the individual from their territories for the purpose of
repatriation to the individual’s state of nationality, consistent with applicable national and international law, unless the presence of the
individual is required for fulfillment of a judicial process or exclusively for medical, safety or other humanitarian purposes, or the Committee
has determined on a case by case basis that the expulsion of the individual would be contrary to the objectives of resolutions 1718 (2006),
1874 (2009), 2087 (2013), 2094 (2013), 2270 (2016), or this resolution;”

Name/Alias

Title and activities **

Location **

Date of birth
DPRK passport num-
ber / expiry **

Member State response

Sim Hyon Sop
(Sim Hyo'n-so'p)

Foreign Trade Bank
(KPe.047) Representa-
tive

Dandong, China

DOB: 25 Nov 1983
PP No: 109484100 (ex-
pires 24 Dec 2024)

“China conducted serious and thorough investigations on
the information provided by the Panel, and did not find any
illegal cyber financial activities by the relevant individuals

within Chinese border. China consistently and strictly
combats illegal cyber financial activities by Chinese laws
and regulations in an equal manner no matter if related per-
sonnel violate the Security Council Resolutions or not. Be-
sides, the cyber activities mentioned by the Panel do not
fall into the scope prohibited by the Resolutions. China re-
quests the Panel to conduct its work according to its man-
date, and do not include unrelated content into its report.”
(2023)

244 Two members of the Panel are of the view that there is not enough evidence to substantiate the allegation of affiliation and sanctions violation of these individuals.
245 The Russian Federation informed the Panel in 2019 that Foreign Trade Bank (FTB) had ceased operation in 2016.
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Choe Un Hyok
(Ch'oe, U'n-hyo'k)

Korea United Develop-
ment Bank (KUDB)
(KPe.033) Representa-
tive

Moscow, Russian
Federation

DOB: 19 Oct 1985
PP No: 83612287

“The Bank of Russia has not received any requests regard-
ing the accreditation in Moscow of a representative of the
Korea United Development Bank or the appointment of
Choe Un Hyok as its representative. We do not have any
information about bank accounts in the name of Choe Un
Hyok in Russia.” (2020)

Jo Myong Chol

DPRK First Credit
Bank Representative

Vladivostok, Rus-
sian Federation

The Panel has not received a response from the Russian
Federation

Kim Kyong Nam
(Kim Kyo'ng-Nam)

Foreign Trade Bank
(KPe.047) Representa-
tive

Moscow, Russian
Federation

DOB: 11 Jul 1976

The Panel has not received a response from the Russian
Federation

So Myong (aka Se-
myon Semyono-
vich)

Foreign Trade Bank
(KPe.047) Representa-
tive

Vladivostok, Rus-
sian Federation

DOB: 02 Mar 1978
PP No: 927320285

“Upon receiving the letter [...] from [...], Acting Coordi-
nator of the Panel of Experts, we have to share our most
serious concern regarding the increasing reliance of the
Panel in its work on unilateral sanctions imposed by third
parties. It is deeply worrisome that the Panel has started to
reference them more and more in its requests, completely
disregarding the fact that such sanctions are illegitimate
and obviously are out of scope of the relevant decisions of
the United Nations Security Council and violate the estab-
lished processes within the Council and the 1718 Commit-
tee. Moreover, we find it most regrettable that we find our-
selves in the position when we have to remind the Panel of
Experts of its mandate in accordance with the relevant UN
SC resolutions. In these circumstances and in the interest
of preserving the integrity of the Panel we, as a responsible
Member of the 1718 Committee, have no other option, but
to "return the letter to the sender”, and express our sincere
hope that the Panel will continue to fulfill its duties in ac-
cordance with its mandate, while reiterating our readiness
to continue to see to the implementation of the relevant UN
SC decisions.” (2023)
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Daesong Credit Devel-

. opment Bank (DCDB) . . The Panel has not received a response from the Russian
Kim Pong Hak (KPe.049) Representa- Russian Federation Federation
tive
O InJun (Egg?gsg? e;%';%ez’::;_ Vlgdivostok, Rus- The Panel has not received a response from the Russian
tive sian Federation Federation
"Currently, there are no branches or representative offices
of the DPRK banks in China. In accordance with the re-
quirements of UN Security Council resolutions, China has
revoked all representative offices of the DPRK banks in
China. The list provided by the Panel lacks key identity in-
Kim Kwang DPRK Korea Mandal _ . _ forn_1ation. Upon name-based inguiry, a.large_number of
Myong Credit Bank Repre- Dalian, China identical names were found, making the investigation very

sentative

difficult, and it is hard to guarantee the accuracy of the in-
vestigation. Despite such difficulties, relevant Chinese au-
thorities have conducted serious investigations on the in-
formation provided in the letter, and found no evidence of
violations of UN Security Council resolutions related to
the DPRK." (2024)

Jo Chol Song (Cho,
Ch'o'l-so'ng)
(KPi.058)

Korea Kwangson Bank-
ing Corporation
(KKBC) (KPe.025)
Representative

Dandong, China

DOB: 25 Sep.1984
PP No: 654320502 (ex-
pired September 16,
2019)

"Currently, there are no branches or representative offices
of the DPRK banks in China. In accordance with the re-
quirements of UN Security Council resolutions, China has
revoked all representative offices of the DPRK banks in
China. The list provided by the Panel lacks key identity in-
formation. Upon name-based inquiry, a large number of
identical names were found, making the investigation very
difficult, and it is hard to guarantee the accuracy of the in-
vestigation. Despite such difficulties, relevant Chinese au-
thorities have conducted serious investigations on the in-
formation provided in the letter, and found no evidence of
violations of UN Security Council resolutions related to
the DPRK." (2024)

Ri Jin Hyok

Foreign Trade Bank
(KPe.047) Representa-
tive

Zhuhai, China

"Currently, there are no branches or representative offices
of the DPRK banks in China. In accordance with the re-
quirements of UN Security Council resolutions, China has
revoked all representative offices of the DPRK banks in
China. The list provided by the Panel lacks key identity in-
formation. Upon name-based inquiry, a large number of
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identical names were found, making the investigation very
difficult, and it is hard to guarantee the accuracy of the in-
vestigation. Despite such difficulties, relevant Chinese au-
thorities have conducted serious investigations on the in-
formation provided in the letter, and found no evidence of
violations of UN Security Council resolutions related to
the DPRK." (2024)

Jo Song Ok

DPRK Korea Changsin
Bank Representative

Dandong, China

"Currently, there are no branches or representative offices
of the DPRK banks in China. In accordance with the re-
quirements of UN Security Council resolutions, China has
revoked all representative offices of the DPRK banks in
China. The list provided by the Panel lacks key identity in-
formation. Upon name-based inquiry, a large number of
identical names were found, making the investigation very
difficult, and it is hard to guarantee the accuracy of the in-
vestigation. Despite such difficulties, relevant Chinese au-
thorities have conducted serious investigations on the in-
formation provided in the letter, and found no evidence of
violations of UN Security Council resolutions related to
the DPRK." (2024)

Ri Chun Song (Ri
Ch'un-so'ng)
(KPi.075)

Foreign Trade Bank
(KPe.047) Representa-
tive

Beijing, China

DOB: 30 Oct.1965
PP No: 654133553 (ex-
pired 11 March 2019)

“China has closed all representative offices of DPRK fi-
nancial institutions in China according to the Security
Council resolutions. All the relevant representatives have
left China. Chinese banks have always strictly imple-
mented the targeted Security Council sanctions, and would
not provide any financial services to individuals or entities
designated by the Security Council. Considering its coop-
erative relationship with the Panel, China has overcome
great difficulties and has had the commercial banks to
carefully investigate the two individuals mentioned in the
Panel’s letter. There is no transaction involving Ri Chun
Hwan in April 2019. There is neither any Ri Chun Song in-
volved transaction record related to the payments from ac-
counts located in China to any Chinese or Russian compa-
nies in 2016 and 2017, or any acceptance of payments in
June 2017.

Certain Member State arbitrarily designated some DPRK

individuals in China or even out of China as DPRK bank

representatives without any concrete evidence. Such acts
not only defamed China on purpose, but also caused a huge
waste of energy of the Panel. Meanwhile, China firmly and
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consistently opposes the US unilateral sanctions. China
hopes that the Panel does not quote any related information
in the final report, bearing in mind maintaining the author-
ity of the Security Council.” (2021)

"Currently, there are no branches or representative offices
of the DPRK banks in China. In accordance with the re-
quirements of UN Security Council resolutions, China has
revoked all representative offices of the DPRK banks in
China. The list provided by the Panel lacks key identity in-
formation. Upon name-based inquiry, a large number of
identical names were found, making the investigation very
difficult, and it is hard to guarantee the accuracy of the in-
vestigation. Despite such difficulties, relevant Chinese au-
thorities have conducted serious investigations on the in-
formation provided in the letter, and found no evidence of
violations of UN Security Council resolutions related to
the DPRK." (2024)

Kim Won Chol

DPRK Jasong Bank
(JSB) Representative
and the Korea Kum-
gang Group (KKG)

Bank Representative

Beijing, China

"Currently, there are no branches or representative offices
of the DPRK banks in China. In accordance with the re-
quirements of UN Security Council resolutions, China has
revoked all representative offices of the DPRK banks in
China. The list provided by the Panel lacks key identity in-
formation. Upon name-based inquiry, a large number of
identical names were found, making the investigation very
difficult, and it is hard to guarantee the accuracy of the in-
vestigation. Despite such difficulties, relevant Chinese au-
thorities have conducted serious investigations on the in-
formation provided in the letter, and found no evidence of
violations of UN Security Council resolutions related to
the DPRK." (2024)

Kim Chol Song

DPRK Korea Mandal
Credit Bank Repre-
sentative

Shenyang, China

"Currently, there are no branches or representative offices
of the DPRK banks in China. In accordance with the re-
quirements of UN Security Council resolutions, China has
revoked all representative offices of the DPRK banks in
China. The list provided by the Panel lacks key identity in-
formation. Upon name-based inquiry, a large number of
identical names were found, making the investigation very
difficult, and it is hard to guarantee the accuracy of the in-
vestigation. Despite such difficulties, relevant Chinese au-
thorities have conducted serious investigations on the in-
formation provided in the letter, and found no evidence of
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violations of UN Security Council resolutions related to
the DPRK." (2024)

DPRK Korea Mandal

"Currently, there are no branches or representative offices
of the DPRK banks in China. In accordance with the re-
quirements of UN Security Council resolutions, China has
revoked all representative offices of the DPRK banks in
China. The list provided by the Panel lacks key identity in-
formation. Upon name-based inquiry, a large number of

Kim Myong Jin Credit Bank Repre- Beijing, China identical names were found, making the investigation very
sentative difficult, and it is hard to guarantee the accuracy of the in-
vestigation. Despite such difficulties, relevant Chinese au-

thorities have conducted serious investigations on the in-
formation provided in the letter, and found no evidence of

violations of UN Security Council resolutions related to

the DPRK." (2024)

"Currently, there are no branches or representative offices

of the DPRK banks in China. In accordance with the re-
quirements of UN Security Council resolutions, China has

revoked all representative offices of the DPRK banks in
BDr I:dF;E I;(;r:liaRSS:g- China. T_he list provided by the _Pangl lacks key identity in-

Ho Yong I (Ho' sentative. Hana Bank formation. Upon name-based inquiry, a large number of
Yongi " . Dandong, China DOB: 09 Sep 1968 identical names were found, making the investigation very

o'ng-il) representative, associ

ated with Foreign Trade
Bank (KPe.047)

difficult, and it is hard to guarantee the accuracy of the in-
vestigation. Despite such difficulties, relevant Chinese au-
thorities have conducted serious investigations on the in-
formation provided in the letter, and found no evidence of
violations of UN Security Council resolutions related to
the DPRK." (2024)

Pang Myong Guk

DPRK banking associ-
ate

China

"Currently, there are no branches or representative offices
of the DPRK banks in China. In accordance with the re-
quirements of UN Security Council resolutions, China has
revoked all representative offices of the DPRK banks in
China. The list provided by the Panel lacks key identity in-
formation. Upon name-based inquiry, a large number of
identical names were found, making the investigation very
difficult, and it is hard to guarantee the accuracy of the in-
vestigation. Despite such difficulties, relevant Chinese au-
thorities have conducted serious investigations on the in-
formation provided in the letter, and found no evidence of
violations of UN Security Council resolutions related to
the DPRK." (2024)
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Han Chol Man

Korea Kumgang Group
Bank Representative,
Golden Triangle Bank
Representative, and Ja-

song Bank Representa-

tive

China

"Currently, there are no branches or representative offices
of the DPRK banks in China. In accordance with the re-
quirements of UN Security Council resolutions, China has
revoked all representative offices of the DPRK banks in
China. The list provided by the Panel lacks key identity in-
formation. Upon name-based inquiry, a large number of
identical names were found, making the investigation very
difficult, and it is hard to guarantee the accuracy of the in-
vestigation. Despite such difficulties, relevant Chinese au-
thorities have conducted serious investigations on the in-
formation provided in the letter, and found no evidence of
violations of UN Security Council resolutions related to
the DPRK." (2024)

Jang Myong Chol
(Chang, Myo' ng-
ch'o'l)

DPRK Koryo Commer-
cial Bank Representa-
tive

Dandong, China

DOB: 09 Sep 1968

"Currently, there are no branches or representative offices
of the DPRK banks in China. In accordance with the re-
quirements of UN Security Council resolutions, China has
revoked all representative offices of the DPRK banks in
China. The list provided by the Panel lacks key identity in-
formation. Upon name-based inquiry, a large number of
identical names were found, making the investigation very
difficult, and it is hard to guarantee the accuracy of the in-
vestigation. Despite such difficulties, relevant Chinese au-
thorities have conducted serious investigations on the in-
formation provided in the letter, and found no evidence of
violations of UN Security Council resolutions related to
the DPRK." (2024)

Han Hong Gil

DPRK Korea Mandal
Credit Bank Repre-
sentative; associate of
the Koryo Commercial
Bank

Dandong, China

"Currently, there are no branches or representative offices
of the DPRK banks in China. In accordance with the re-
quirements of UN Security Council resolutions, China has
revoked all representative offices of the DPRK banks in
China. The list provided by the Panel lacks key identity in-
formation. Upon name-based inquiry, a large number of
identical names were found, making the investigation very
difficult, and it is hard to guarantee the accuracy of the in-
vestigation. Despite such difficulties, relevant Chinese au-
thorities have conducted serious investigations on the in-
formation provided in the letter, and found no evidence of
violations of UN Security Council resolutions related to
the DPRK." (2024)
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Om Chol Jin

DPRK banking associ-
ate

China

"Currently, there are no branches or representative offices
of the DPRK banks in China. In accordance with the re-
quirements of UN Security Council resolutions, China has
revoked all representative offices of the DPRK banks in
China. The list provided by the Panel lacks key identity in-
formation. Upon name-based inquiry, a large number of
identical names were found, making the investigation very
difficult, and it is hard to guarantee the accuracy of the in-
vestigation. Despite such difficulties, relevant Chinese au-
thorities have conducted serious investigations on the in-
formation provided in the letter, and found no evidence of
violations of UN Security Council resolutions related to
the DPRK." (2024)

Ryu Jong Yong

DPRK Jasong Bank
Representative

Dandong, China

"Currently, there are no branches or representative offices
of the DPRK banks in China. In accordance with the re-
quirements of UN Security Council resolutions, China has
revoked all representative offices of the DPRK banks in
China. The list provided by the Panel lacks key identity in-
formation. Upon name-based inquiry, a large number of
identical names were found, making the investigation very
difficult, and it is hard to guarantee the accuracy of the in-
vestigation. Despite such difficulties, relevant Chinese au-
thorities have conducted serious investigations on the in-
formation provided in the letter, and found no evidence of
violations of UN Security Council resolutions related to
the DPRK." (2024)

Ko Il Hwan (Ko II-
hwan)

Korea Daesong Bank
(KPe.035) Representa-
tive

Shenyang, China

DOB: 28 Aug 1967
PP No: 927220424 (ex-
pired 12 Jun 2022)

"Currently, there are no branches or representative offices
of the DPRK banks in China. In accordance with the re-
quirements of UN Security Council resolutions, China has
revoked all representative offices of the DPRK banks in
China. The list provided by the Panel lacks key identity in-
formation. Upon name-based inquiry, a large number of
identical names were found, making the investigation very
difficult, and it is hard to guarantee the accuracy of the in-
vestigation. Despite such difficulties, relevant Chinese au-
thorities have conducted serious investigations on the in-
formation provided in the letter, and found no evidence of
violations of UN Security Council resolutions related to
the DPRK." (2024)
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Kim Jong Chol

Foreign Trade Bank
(KPe.047) Representa-
tive

Shenyang, China

"Currently, there are no branches or representative offices
of the DPRK banks in China. In accordance with the re-
quirements of UN Security Council resolutions, China has
revoked all representative offices of the DPRK banks in
China. The list provided by the Panel lacks key identity in-
formation. Upon name-based inquiry, a large number of
identical names were found, making the investigation very
difficult, and it is hard to guarantee the accuracy of the in-
vestigation. Despite such difficulties, relevant Chinese au-
thorities have conducted serious investigations on the in-
formation provided in the letter, and found no evidence of
violations of UN Security Council resolutions related to
the DPRK." (2024)

Choe Chun Pom

DPRK Central Bank
Representative

Beijing, China

"Currently, there are no branches or representative offices
of the DPRK banks in China. In accordance with the re-
quirements of UN Security Council resolutions, China has
revoked all representative offices of the DPRK banks in
China. The list provided by the Panel lacks key identity in-
formation. Upon name-based inquiry, a large number of
identical names were found, making the investigation very
difficult, and it is hard to guarantee the accuracy of the in-
vestigation. Despite such difficulties, relevant Chinese au-
thorities have conducted serious investigations on the in-
formation provided in the letter, and found no evidence of
violations of UN Security Council resolutions related to
the DPRK." (2024)

Nam Sok Chan

Foreign Trade Bank
(KPe.047) Representa-
tive

Shenyang, China

"Currently, there are no branches or representative offices
of the DPRK banks in China. In accordance with the re-
quirements of UN Security Council resolutions, China has
revoked all representative offices of the DPRK banks in
China. The list provided by the Panel lacks key identity in-
formation. Upon name-based inquiry, a large number of
identical names were found, making the investigation very
difficult, and it is hard to guarantee the accuracy of the in-
vestigation. Despite such difficulties, relevant Chinese au-
thorities have conducted serious investigations on the in-
formation provided in the letter, and found no evidence of
violations of UN Security Council resolutions related to
the DPRK." (2024)
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Kim Mun Chol
(Kim Mun-ch'o'l)
(KPi.060)

Korea United Develop-
ment Bank (KUDB)
(KPe.033) Representa-
tive

Dandong, China

DOB: 25 Mar. 1957

"Currently, there are no branches or representative offices
of the DPRK banks in China. In accordance with the re-
quirements of UN Security Council resolutions, China has
revoked all representative offices of the DPRK banks in
China. The list provided by the Panel lacks key identity in-
formation. Upon name-based inquiry, a large number of
identical names were found, making the investigation very
difficult, and it is hard to guarantee the accuracy of the in-
vestigation. Despite such difficulties, relevant Chinese au-
thorities have conducted serious investigations on the in-
formation provided in the letter, and found no evidence of
violations of UN Security Council resolutions related to
the DPRK." (2024)

Kim Sung Ha

Foreign Trade Bank
(KPe.047) Representa-
tive

Hunchun, China

"Currently, there are no branches or representative offices
of the DPRK banks in China. In accordance with the re-
quirements of UN Security Council resolutions, China has
revoked all representative offices of the DPRK banks in
China. The list provided by the Panel lacks key identity in-
formation. Upon name-based inquiry, a large number of
identical names were found, making the investigation very
difficult, and it is hard to guarantee the accuracy of the in-
vestigation. Despite such difficulties, relevant Chinese au-
thorities have conducted serious investigations on the in-
formation provided in the letter, and found no evidence of
violations of UN Security Council resolutions related to
the DPRK." (2024)

Maeng Yong Su

Foreign Trade Bank
(KPe.047) Representa-
tive

Zhuhai, China

"Currently, there are no branches or representative offices
of the DPRK banks in China. In accordance with the re-
quirements of UN Security Council resolutions, China has
revoked all representative offices of the DPRK banks in
China. The list provided by the Panel lacks key identity in-
formation. Upon name-based inquiry, a large number of
identical names were found, making the investigation very
difficult, and it is hard to guarantee the accuracy of the in-
vestigation. Despite such difficulties, relevant Chinese au-
thorities have conducted serious investigations on the in-
formation provided in the letter, and found no evidence of
violations of UN Security Council resolutions related to
the DPRK." (2024)
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Choe Chol Ryong

Korea Kwangson Bank-
ing Corporation

Outside of the

Bank Representative

Federation

(KKBC) (KPe.025) DPRK
Representative
DPRK Korea Daesong
Kim Chol Ok Bank (KDB) Repre- Indonesia The Panel has not received a response from Indonesia
sentative
“In this regard, I wish to inform you that due to insufficient
identification data, it is not possible to provide the re-
quested information regarding Ri Chang Min. The Russian
: competent agencies have no information about this per-
Ri Chang Min Dong Song Kumgang | - Moscow, Russian DOB: 18 May 1970 son'spconnecgtions with the activities of the P

bank "Dong Song Kumgang" or about his unlawful ac-
tions. No work permits for employment in the Rus-
sian Federation are issued to DPRK citizens.”

**Based on Member State information or UN documents / Sources: Information provided to the Panel by Member States and UN documents.
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Annex 77: Member State replies to Panel inquiries on entry/exit data of reported DPRK over-
seas banking representatives and any measures taken to expel them in accordance with the Se-
curity Council resolutions

Letter from Russia of 19 February 2024 (see also annex 75)

In this regard, | wish to inform you that due to insufficient identification data, it is not possible to provide the
requested information regarding Ri Chang Min. The Russian competent agencies have no information about this
person's connections with the activities of the bank "Dong Song Kumgang" or about his unlawful actions. No
work permits for employment in the Russian Federation are issued to DPRK citizens.

Letter from China of 22 January 2023 (see also annex 40)

Currently, there are no branches or representative offices of the DPRK banks in China. In accordance with the
requirements of UN Security Council resolutions, China has revoked all representative offices of the DPRK
banks in China. The list provided by the Panel lacks key identity information. Upon name-based inquiry, a large
number of identical names were found, making the investigation very difficult, and it is hard to guarantee the
accuracy of the investigation. Despite such difficulties, relevant Chinese authorities have conducted serious in-
vestigations on the information provided in the letter, and found no evidence of violations of UN Security Council
resolutions related to the DPRK.

Letter from the United Arab Emirates of 21 December 2023

e Mr. Sim Hyon Sop entered the UAE on 3 October 2016 with passport No. 109484100.

e The UAE residence visa of Mr. Sim Hyon Sop was cancelled on 21 December 2019, in compliance with
the Security Council’s 1718 sanctions regime regarding the DPRK.

e Mr. Sim Hyon Sop departed the UAE on 1 December 2022, and his name was added to the UAE’s travel
ban list.

e Mr. Sim Hyon Sop does not have any bank accounts or commercial companies in the UAE, in
compliance with the Security Council’s 1718 sanctions regime regarding the DPRK.
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Annex 78: Registration information for Epsilon Trade Development Limited (excerpt)

Epsilon Limited Trade Development (OBILIECTBO C OTPAHUYEHHO OTBETCTBEHHOCTBIO
"OICUIJIOH") maintains address 690074, Vladivostok, Posadskaya Street, Building 20, 9th floor, unit 901-3
and OGRN 1212500016410. Commercial databases show the company is in liquidation, as of 10 November
2023.

BRITTHCEA
3 Eannoro rocyIapeTEeHHOTO PeecTPa HPHIHYECKHT JTHI

28.12.2023 M HD39965-23-
177896191

JATA S0 PuEDISIEEE FITRCEE

Hacrofmas BHIHCKA CONePENT CEeIeHHE O B PEIHTeCKOM THIE
OBIIECTBO C OTPAHNYEHHOH OTBETCTBEHHOCTRIO "3MCHIOH"

OOTECs EAMESECEINER NOEITTeCEore T

OrpH [1[2]1]2]5]ofofo]1]6]4]1]0]

BETHUSHEEEE B E o FDC}'.:[EPCTBEHEBIE peecTp HPHIHNYECHHEN JTHI IO COCTOAHHED Ha

w28 » Jexabps 20 213 r
oo MO OR-OOmcen roa
MNemm HammeropaERe OOKAATELE JEAUeHEE MOKAZATETE
1 2 3
HamsieHOBanne
1 |Moamoe Hamvercsamme Ha pyccxom ssaxe  |OBIIECTEO C OTPAHNUEHHOMN LIMITED LIABILITY
Faranan Mars OTBETCTBEHHOCTERED "3IICHIOH"
3 |TPH & nath precers s ELPION samacw,  |1212500016410 COMPANY
coZepEAmed YEA3AHHEE CBEICHEA 08.07.2021 "EPSILON"
State Regj i
3 |CoxpamerRHOS HANMEHOBAHES HA PYCCEOM Q00 "3IICHIoOH"
E3EIEE
4 |I'PH g nara enecenmg B ETPHOJ] zamics, 1212500016410
cofepEamet yEA3aHAEE CBEICHEA 08.07.2021

CeeleHHS 0 EATHYHE ¥ BOPHEIHIACKOrD THITA
HANMEHCBAHHE Ha TIHEAX HAPOIOE
Pocerficrod Pegepamss B (HIH) Ha
HEOCTPAHHEIN S3RIEAX

{CEe0EHNR YRASHEMOMER RO
OéuepoccuiickoMy Kiaccuguramopy
ungopmayuy o Hacenenun (OFHH O 018 —
2014 ghacem 041}

3  |Koz H HAEMeHOBAHHE F3EKA HAPOIOE 016
Poccmifexoi Pegepanny BT HEOCTpaREOTO | ARTITIECKHE
A3EIEA

6 [['PH & mata sEecenns & ETPHOJ] samics, 1212500016410
COTEpUEAMEH YEAIAHARE CBEICHEA 08.07.2021

CBeleHNA 0 HANHIHH ¥ I{}HPEJB‘:[E‘CICDFD JHIA
HAHMCHOBAHHE HA AHTTHHCKOM T3BIEE

[lomHo: HAHMEHOBARNES Ha aETTEicEoM g3eme |EPSILON, LIMITED TEADE

DEVELOPMENT
2 |I'PH m zara srecenns 8 ETPHO]T 3ammcy, 1212500016410
cofepEAmes yEA3AHHEE CBEICHEA 08.07.2021
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9 [Coxpamenroe mamvenosanue Ha arrmmickonm (EPSILON CO.LTD
381K
10 [[PH u zara srecennz B ETPIOJI samich, 1212500016410
coepXameH YKa3aHHbe CBeIeHHA 08.07.2021
MecTo HAXOXIeHHS H AIpec WPHINYECKOr0 AHIA
11 |MecTo HaXOXKIeHHA IOPHIHIECKOTO JHIA IMPUMOPCKUM KPAWL.
0. BJJATMBOCTOKCKHH,
I' BJATMBOCTOK
12 |['PH u 1ara srecernz B ETPIOJI samich, 1212500016410
coJepAamIeH YKa3aHHbIe CBEJeHHA 08.07.2021
13 [Aapec roprIHvecKoro IHna 690078, S o
. IMPUMOPCKHMHM KPAH,
[.0. BJTJATMBOCTOKCKHH,
I BTAJTMBOCTOK,
VI MBIC YYMAKA,
0. 1A,
STAX 4,
ITOMEIIL. 402
14 |['PH u 1ara srecennz B ETPIOJI samuch, 2232500002030
COJepAaIeH YKa3aHHbIe CBeJeHHA 09.01.2023
15 |['PH u aara srecerna B ETPIOJI 3amicu o 2232500597250
NepeHMeHOBAHHE / MepeNoIHEeHHH 12.11.2023
azpecHoro odnexra
CpexeHns 0 perucTpauuy
16 |Cnocod oSpasosarms Coszanme IOPHIHIECKOrO JTHIA
17 |OI'PH 1212500016410
18 |Jara perucrpamn 08.07.2021
19 |I'PH u zara srecenna B ETPIOJI 3amucy, 1212500016410
coJepAAINeH YKa3aHHbIe CBeJeHHA 08.07.2021
CBexeHns 0 periCTPHPYIOMIEM OPraHe M0 MeCTY HAXOAIeHHS OPHINYECKOro HIA
20 |HamveroBaHHe perHCTpHpYIOmero opraia  (Mexpafiorras Hacnexnns PeJepaTbHOH
Hanorosoi cayxGs Ne 15 no Ipmsopexony
Kparo
21 |Azpec perHCTPHpYIOIEro Oprasa 690012, Bramzsocrox r, Jlmxrosaz, 20,
22 [[PH u xara Brecenna B ETPIOJI samuch, 1212500016410
coJepAAINeH yKasaHHbIe CBeIeHHA 08.07.2021
CpexeHns 0 COCTOSHHH HPHINYECKOro JHIA
23 |Cocrozane HaxoauTca B cTATHE THXBHIAIHE
24 |Cpox muxsHIamHE oSmecTsa ¢ orparmvernsoi |01.11.2024
OTBETCTBEHHOCTBHIO
25 [I'PH u aara srecenna 8 ETPIOJI samich, 2232500593818
COJepAalel YKa3aHHbe CBeJeHHA 10.11.2023
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CeezeHns o JHIE, HMeHIIeM Npago Oes moBe pPeHHOCTH NelCTEOBATE 0T HMEHH HpHINYeCKOTD

AHDA
26 |[PH u nara egecenmd 8 ETPHOJ] ceenemmi o (2232500593818
TAHHOM THIS 10.11.2023
27 |Pavmms JOKI
Fina YOH I'OH
23 |HHH 650114643613
29 |I'PH 1 nata egecenud & ETPHT samics, 2232300593818
cofepEAmeH YEA3AHHNE CBEOEHET 10112023
30 |JomsmocTs JIHEBHIATOP
31 |I'PH u nara egecennd 8 ETPHO] samacs, 2232500593818
cofepoEamed YEA3IHANE CBEORHET 10.11.2023
32 |Tox MY ECKOH
33 |I'PH u nata sgecesud &8 ET PRI samics, 2232500593818
COTEpEAmeH YEA3AHHbIE CBEICHET 10.11.2023
3 |['paszarcTBO rpasaarEs Poccriickoll $egeparmin

Cpenenna off VeTABHOM KaNHTAIe / cRIATOYHOM KANHTATe / VeTaBHOM doHIe [ maesoM (oHTe

33 |Bux YCTABHBIM KAITHTAI
36 |Pammep (e pyomax) 10000
37 |[PH u nara egecennd 8 ETPHOJ] samacH, 1212500016410

COTepEAmel YEA3AHHEE CBEISHET 08.07.2021

CeeleHRA 00 VIACTHHKAI [ YYDeINTEIAY HPHINYEC KOrD LA
1 Information on the shareholders/founders

38 |[PH u nara ggecermd 8 ETPHOJ] ceemermii o (1212300016410

TAHEOM JIHDE 08.072021
39 |Pammma Last Name Co S0

Elnea Given Name MEH Myong
40 [MHH 254342019464
41 |I'PH u mara egecesnd 8 ETPHOL samicH, 1212500016410

cogepEamefl YEa3aHHEe CBEIRHHET 08.07.2021
42 |Teoa MY ECKOH
43 |[PH u nara egecennd 8 ETPHOJ] samacH, 1212500016410

COTEpEAmeH YEA3AHHbIE CBEICHET 08.07.2021

- - — Foreign National
4  pasIaBCcTEO HHOCTPAHHE TPaAIaHHE
Nationality Kopeficras Hapogso-TemoxparagecEas Pemocratic People’s
Pecoyommxa Republic of Korea

45 |HouEmameHaf cTOHMOCTE JOMH (B pyomIx) 4900
46 |Pammep moms (B mpomeHTax) 49
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47 |IT'PH u nara smecenua 8 ETPHOT] zamacs, 1212500016410
COTEpEAMEH YEAIAHHbE CBEICHEA 08.07.2021
2
42 |PH e nata smecesms B ETPION] ceegemmit o (1212500016410
TAHHOM IHIOS 08.07.2021
49 |Pamm= EASE Wiaimye i Choi
Fum Given Name UOH I'OH Chon Gon
50 |HHH 650114643613
31 |IT'PH = nata smecenus 8 ETPHOT] 3amacs, 1212500016410
CoTepEaAmeH YEA3AHHbE CBEICHHEA 08.07.2021
32 |Moa My HCKOH
33 |IPH = nara smecennd & ETPIO] samacy, 1212500016410
cofepoEamef YEAIAHHNE CBEISHHET 08.072021
M |]." LA IAHCTED Nationality | asmasmH Poccriickol Pegepamn Russian
— [P 2 ? Federation
35 |HouEmameHa® cTOHMOCTE JOH (B pyOmIx) 5100
36 |Pasmep momm (B mpomenTax) 51
57 |I'PH u nara egecesed 8 ETPIOJ] samaca, 1212500016410
COTepEAmel YEA3AHHbE CBEICHHA 08.07.2021
Cpezenns 06 vUeTe B HATOTOBOM OPTAHE
32 |MHH ropHIMTeckoro IHIA 2543138731
30 |KITI mopeormeckoro IHDA 254001001
60 |Tara DocTaHCEEH Ha YT B HATOTOBOM 09.01.2023
Oprage
61 |Cpenemms o HameroBOM opTaHe, B koTopoM  |MespafioEmas mecnesuns $egepamroi
FPHIHYSCEOS THIO COCTOHT (11s Hamorceod cayEos Ne 14 oo [Tpmvoperoary
FOPHIHTECEHX [THI, TPEEpPaTHE K Epr0
IeATEIRHOCTE - cncmm;s Ha y9eTe
62 |['PH u nata sEecenma 5 EI PIOJ] samacw, 2232500002051
COTepEAmel YEA3AHHbE CBEICHHA 09.01.2023
CEeedeHNA 0 PETNCTPALHN B KATeCTEBE CTPATOBATENH M0 06A3ATeTEHOMY NeHCHOHHOMY
CTPATOEAHIE
63 |PermcTpanmcHHEIR HoMEp 035002024950
64 |Jara perEcTpamEH B KadecTse cTpaxceearens (11.01.2023
65 |Hamuenopamse TeppHETOpHANBEOrC opraga  (OTZenemme $oHIz NeECHOHHECTO H
COMMANEHCTS cTpaxoBarns PocemiEckol
Pegepammm oo [Ipmaopekony Kpas
66 |['PH =u 1ata sEecenns & ETPIO] samacs, 2232500006187
cofepEAMeH YEAIAHHNE CBEISHES 11.01.2023
CEeIeHHA 0 PETHCTPALN B KATeCTEE CTPATOBATENA M0 06A3ATETBHOMY CONNATBHOMY
CTPATOEAHIH
67 |Pernctpammommstit Rouep |250300526225031

Source: Russian Unified State Register of Legal Entities/Individual Entrepreneurs, annotated by the Panel.
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Annex 79: Information from the Russian corporate registry on possible DPRK joint ventures/cooperative entities, potentially
employing DPRK nationals earning income

The Panel investigated Russian corporate registry records of 81 companies that may be DPRK-Russian joint ventures or cooperative
entities, all of which are fully or partially owned or managed by DPRK nationals, which may further be employing DPRK nationals earning
income. Of the companies listed in this annex and Annex 82, the Russian Federation responded, “based on the results of the inspection it
was found that 82 legal entities no