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(2% - 6" nudiear tests, from 200910 2017)

Tunnel 3 (South Portal) =
“Tunnel 1 (East Portal)

No nuclear tests were conducted at Tunnel 3 and 4 (1* nudear test in 2006)

Main administrative area

o <7
0 D Command center

[_‘ 7| Southern support area

F# & FK: Google Earth Pro, 2018 4510 A 12 H.
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BEANOMEEEEXIEMALS: 41°16'41", FREZ 129°05'16")

Tunnel 2 (North Portal) ~_

Tunnel 4 (West Portal) .
N

/
Main administrative area

-
-
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Primary entrance 1ol :
Secondary entrance LJ\.\\- >

NN
’/ ~ Tunnel 3 {South Portal)

-~

X Demolished in May 2018

#H# kK. Google Earth Pro, 2018 £ 10 H 12 H.
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3 SEIESEI2018 & 5 A)FMHIAMERALES 41°16'35", R4 129°05'18")

31 May 2018
Possible location of the
secondary entrance

Rubble after the demolition of
the primary entrance of the
I Tunnel 3 on 24 May 2018

17 May 2022

New support buildings

%A% B Planet Labs, 2018 4F 5 H 31 HF1 2022 45 A 17 H.
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Before demolition | After demolition

31 My 2018
Manmet Laks Inc.

N

¥

B S
Possible location : =4
of the secondary - -
entrance ' Secondary entrance

& was probably not ; e
' damaged. I

Primary entrance Primary entrance was
destroyed by two explosions
on 24 May 2018.

Rubble after the démolition

FAH kK. Planet Labs, 2018 425 A 19 HA12018 4£5 A 31 H; Sky News,
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u submanne-lsunched SRBM (SLEM)
subman ne-tsunched MREM (5LBM)
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8 - MRAM/IREM
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I |I |
2020 21

80
Trend in reported ballistic missile launches from 2018 to 2022

total on 27

2 202
2019 2022 sy 2022
5 11 S 22 63
24 11 < 21 €0
0 0 i
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25 11 6 31 73

5 May 2019- 27 July 2022 {Fuel types)

2022 Launches (Fuel types)

Liquid Propolia

rangg:;

KM N
MEAAL A O

5 May 2019- 27 July 2022 (Missile types by

MREM/IRBM... g

2022 (Missile types by range)

ICBM 19%

SLBM 3% _
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2022 1 H27HM30H. 2H27H. 385H. 16 HfM24 HX X 4 B 16 H
HITHRES®IRE. £ 4 B 16 BUE, S#RFENXAREMEREHRER
202245 H 4 HZE 6 B 5 HEEM 7O E SN L M mrpsiRR.

New SREM derived from the KN-23 and KN-24, & ground-based version of the

23 fre
SAMAKN-28 fom s rechml THL new amall SLBA. fromn guadruple camister sousted oo o small 3.axde wheeled TEL

Hwasong-12
from 6-axle
wheeled TEL

[ Launch pad in Jonchen-Mupyong-ni No 65 factory (40° 36" 417 N 126" 25" 33" £) see also §/2020/840 annex 12 9
) 1
27 Febr. 2022 . No information was released by the DPAK on the 16 March aM
. test which falled and was considered an ICEM test by Member
States In contrast, DPRX released many detads about the 24
March test of & *Hwasong-17" ICBM sunch test from a 11-axle
wheeled TEL. Analysis of those false claims are contained in
Annex 17, (Lotetion of the lsunch pad 39" 117 18" N129°4000°E)
‘ The images were reportediy taken from cameras
mounted on the reconnaissence satellite carried by o
I rocket
1
i No detad provided by the DPRK on theses launches
- 27 February 2022 test of & reconnaissance sstelite
(the OPRK) carried by a rocket whose flight
characteristics resemble those of an ICBM, according ”
1o Member Mates N_J"."“ 25 March 2027
{5 March 2022 test. idem Tt probasty pictring e launch |6 Marc Taber thin of 28 Stacch *

R BAEEPB G, 2022 45 1 F 28 H(GEE R Ui https://kenawatch.org/ketv-are
hive/613f259b844b); WA REM G, 2022 4E 1 A 31 H(W 8 BFAFR, AT https:/ken
awatch.org/kctv-archive/6117¢740a9bbf); https://kcnawatch.org/mewstream/1646039170-769328
268/nada-academy-of-defence-science-conduct-important-test-for-developing-reconn  H /1155l
A4t sance-satellite; FAffP AL E, 2022 4F 3 A 25 H(FVi 1 hitps://kenawatch.org/ketv
-archive/623dc62b7¢e18e).

26 4 e LA IR 3 SON RSN EIAE AR LU SHE S P Z e Oy i S, AR T E A%
H.
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EAFREETHNERRT, 1537 XFiL, BEMIIZLKX ZE(dts 39°01'107,
L 125°5126"),

17 April 2022 ' 17 April 2022

17 April 2022 : L 23 April 2022

FH k. Planet Labs, 2022 4E 4 A 17 H{H AWK 0156, 2022 4 4 A 23 HiE AW ER
0153.

23. 2022 4F 4 F 25 Ml BJRas ik OR-17 BRI brRaiE et (L& \) T 2020
10 A 10 HER e B2 M, 2021 4 10 H 11 HEE “H 1 -2021” SRR 2
FJRIR, 2022 4 3 H 24 HifE R 3 N RILAE S AT 7ilie. 2 Ja+
S REPTE, 2022 45 2 H 27 HREHHATMNbRE0E TR, E e Tk E-
17, BEJEmTREfE3 H 5 H. 3 H 16 H(YW). 5 A 4 HAI5 A 25 Hi#F4T T Ik

7 B 23.20

28 5% H RIS M B AF AR — 285 ) s A0 AR, mRfE e & 3R IG 3 H 24 A RSHE R AR
R “KE-177 INPRTEIE S SRR ERAN T 3 B 16 H RPN bR 538 % 5 i m
LA 17).

16/370

22-12274



S/2022/668
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1k 215,

EIVAN

2022 £ 4 B 25 HAER LR RAAE-17 BUNFREE S (LS 39°01'12" RE

125°45'07")?°

NBraiiE ke . Ak 3 H 24 Hulam “ KE-177 Rl e TH R

16 or 24 March 2022

TCBM Hwasang-17

two-stage boaster with liqpud propellant
engnes (fowr nozzdes may mdicate the use of
two DPRK versions of the twin combustion
charnber RD-250 engine)

11 axle wheeled TEL

Presentanion of 3 ICBM systerns (possible that
another one has been kept 35 a spare svstem)
Last poasible launch test on 25 May 2022 and
st possible on 27 February 2022 (resulting m
between 4 and & tests)

Unvealed at the mulitary parade on 10 October
2020 and presented at the missile exhibition
“Self-Defence 20217 on 11 October 2021 and
declared tested on 24 March 2022 by the
DPRK

Hwaseng-17 X 08080436 on TEL 327 12 an
image of 3 Hwasong-17 from another parade

Hwasong-17 = 03031203 on TEL 321 sz an
image of a Hwasong 17 from footage released
on 26 Mach 2022 its TEL aumber 321 was
also the TEL number used by the TEL of the
Hwasong 17 number A 7220406 at the 10
October 2020 parade. (See
https:/kenawatch orgkeny-

archive 523dc62b7el8e)

See S/2022/132 fig 4

S/2021/777 pasa.17

S/2021/211 para. 17 Annex 10

AR R https://kecnawatch.org/kctv-archive/6267167924e38 P ] https://kenawatch.org/kctv-

archive/6267163d3465¢, 30

2 WL 23.2.1.
30 PR\ E A \AE AT 1A 9 BRI

22-12274

17/370


https://kcnawatch.org/kctv-archive/6267f67924e38/
https://kcnawatch.org/kctv-archive/6267f63d3465c/
https://kcnawatch.org/kctv-archive/6267f63d3465c/

S/2022/668

K

2022 £ 4 A 25 HRAER LR RN E-15 BUNPREES#, 31 125#8T 2017 &
11 H29 HE%#AiRIE, 2021410 A 11 BE “BT - 2021” BE4£ ERR, 2020
F10H 10 HEREXR ERR, 2aTF 20184 2 A 8 HERER E=H.

ICBM Hwasong-15

* wo-stage booster with liquid propellant
engines (two nozzles may indicate the use
of one DPRK version of the twn-
combustion chamber RD-230 engine)

*  9axle wheeled TEL
*  DPrezentation of 4 ICBM systems (possible

that another one has been kept as a spare
system),

e Last possible launch test on 24 March
2022 and first on 29 November 2017,
(Resulting in between 1 and 3 tests)

¢ Declared tested on 29 November 2017 by
the DPRK and unvetled at the malitary
parade on 8 February 2018

e SeeS2022132fig 5

e $/20217211 para.22, fig 1

*  S/2020/840 anmex 11, Fig. 11-1,

* $/2020/151 para 194, annex 65-66,

e S/2019/171 para 173, annex 84-4,

e S5/2018/171 para.1, 7-10, Tab.1, Fig. I

18/370
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2022 £ 4 B 25 HREX LR AT ESBEIR LITHRANAE-8 BIdizEE
5.2 1Z58TF 2021 F9 8 28 HEAIAL,2021 £ 10 B 11 HE “BI 2021”7
BRESERR.

MRBM/TIRBM Hwasong-8

with a possible Hypersonic Glide Vehicle
(Named “the lypersonic Hwasong-8 misstle”
by the DPRK)

o One stage booster (derived from Hwasong-
12) with a liquid propellant engine using
“mussile fuel ampoule™ (one nozzle may
indicate the use of one DPRK version of the
RD-250 engine and 4 addittonal vernier
engines)

* 6 axle wheeled TEL

*  Presentation of 6 MRBM systems (possible
that another one has been kept as a spare
system)

o Last possible launch test ca 28 September
2021

o Declared tested on 28 September 2021 by the
DPRK and unvesled at the missile exhibition
“Self-Defence 2021" on 11 October 2021.

o See §2022/132 para. 19-20, 23, tab.1, annex

22
v

o

L

2 JLFfH 23.2.3.
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2022 fF 4 B 25 ARERX ERAATRER B AHRMABEN VTRNPIsESHE.
BETRRERE, %SHETRRR ARG 24 2022 4 1 A 5 H 11 A,
LA ‘SBEERSHRKERSG” EMXN. 2021 £ 10 A 11 A% “8
T -2021” BEE& L=,

MRBMIRBM
with a possible Manenvrable Re-entry
Vehicle (MaRV)

25 April 2022

(named “the Inpersonic missile wegpon
suxtem ' by the DPRK)

*  One stage booster (denved from
Hwasong-12 but shorter) witl: a liquid
propellaat engine {one nozzle may
idicate the use of one DPRK version of
the RD-250 engine and 4 additional
VEIUCT CIgIIcs)

e G-axle wheeled TEL

o Presentation of 6 MRBM systems

(posatble that another cne has been kept as
a spare gystem)

»  Declured tested on S and 11 January 2002
by the DPRK and unveiled at the missile
exhibition “Self-Defence 20217 on 11
October 2021,

e Sce 820220132 para24, Ag 7, tab. ),
annex 24

20/370
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2022 £ 4 B 25 HAER LR RAY KN-23 it BIEiE s ESH. BE TS REFR
R, ZS e R A RS 2 E 2022 FE5 H 25 Hf16 B5 H. 2021 1 B
14 BERER L=, 2021 F£3 B 25 HIERN “HEEAS®H” E/mitie, 2021
F10H 11 BE “BI - 2021” RYES ERTR.

SRBM modified KN-23

(hamed "New-tnype tactical guided
missiles "™ by the DPRK)

* with a solid propellant engine

o S-axle wheeled TEL

o Presentation of 6 SRBM systems equipped
with 2 launching pads, resulting m 12
nusstles (posstble one more system)

e Last possible launch tests on 5 June and 25
May 2022 and first on 25 March 2021.
(Resulting in at least 3 tests)

e Unvesled at the military parade on 14
January 2021 and at the nussile exhibstion

“Self-Defence 2021” on 11 October 2021.
o See $/2022/132 para.25, fig 8, tab.1, annex
24
o 20211777 para 16
o §72021/211 para 20

22-12274 21/370
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2022 £F 4 B 25 HAER LR RAY KN-24 BUEIEHE S, B2 T2 REMA,
ZSHE s EFR RIS RAE 2022 F 1 17 HM6 B 5 H. BEE 2019 F
8 A 10 H#1 2020 £ 3 B 21 BfEA “#FHEF" M “HAFSRE " EHiALHE,

2021 10 B 11 HE “BI - 2021” RS

F 1R 14 HERARR LR

25 April 2022

FR7R, 2020 4 10 B 10 B#n 2021

SKBM KN-24

(named “Tactical guided weapon" by the
DPRK)

with a solid propellant engine

caterpallar tracked TEL

Presentation of 6 SRBM systems
equipped with 2 launching square-form
canster, resulting in 12 nussiles (possible

ore more system)

Last possible launch tests on 5 June and
17 January first on 10 August 2019
(Resulting in at least 5 tests)

Unveiled at the 10 August 2019 test and
presented at the military parades on 10
October 2020, 14 January 2021 and at the
missile exhibition “Self-Defence 2021" on
11 October 2021.

See S/2022/132 para 25, fig 10, 1ab.1,
annex 21, fig.21-4

§/2021/211 fig 1, annex 12

S/2020/°840 para 11, tab 1, annex 7

§/2020°151 para. 194, tab.3, annex 59
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2022 £F 4 B 25 HAER LR RAY KN-23 BUEigsE S, BE T REA,
ZSH s R =R RS RAE 2022F 1 14 HM27 HUKR 6 B5H. Y
£ 2019 F 5 A 4 BIEA “BAHISHREE” SR, 2020 4 10 A 10 HFA 2021
#1814 BERAERLERR, 202110 B 11 HE “BI - 2021” BY4 LR
H—To 34

SRBM KN-23

25 Apiil 2022

* with a solsd propellant engine
* 4-axle wheeled TEL

*  Presentation of 8§ SRBM systemns equipped
with 2 launching pad, resulting m 16
mussiles (possible one more system)

*  Last possible launch tests on $ June, 14
and 27 January 2022, first on 4 May 2019,
(Resulting wn at least 10 tests)

e Unveiled at the 4 May 2019 test and
presented at the military parades on 10
October 2020, 14 Jamzary 2021 and at the
missile exhibition “Self-Defence 2021" on
11 October 2021.

o See$/2022/132 para 25, fig 10, tab.1,
annex 21, fig 21-4

o §/2021211fig.1, annex 12
e S/2020/840 para 11, tab.1, annex 7
e S$/2020/151 para. 194, 1tab.3, annex 58.1

¥ T R E PR, X AR UE SR G R RIERE S RIS R RGA A TR 2 b

(S/2020/151, FfF 58 F1 59).
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K+

2022 £F 4 H 25 HAER ERRHNBIGIERESH. BETSRERMR, %25
MR ATRERYIR ST RTE 2022 £ 4 B 16 HF1 6 B 5 H. ZS#AIRE—ITET
KN-23 iiju KN-24 BIGHE8iES#, KT 2021F 108 11 8 “BI - 2021”7
RS ERABIF N BB ESH(ILE ). %58 T 2022448 16 H
fER—H “ HIEEERARIZE AR mMA LR HBEEARH S HKE" ERiAN.

New small SRBM probably derived
from the SRBMs KN-23 and KN-24, it
resembled the new small SLBM)

= with a solid propellant engine
e 3.axle wheeled TEL

s Presentation of 6 SRBM systems equipped
with 4 launching square-form canister,
resulting in theoretically 24 nussiles
(possible one more system)

o Last possible launch tests on 5 June first
on 16 Apnl 2022, (Resulting in at least 1
test)

»  Unveiled at the 16 Apal test and presented
at thas malitary parade on 25 Apeil 2022

22-12274
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2022 £ 4 A 25 HRER ERFH SR KR EFRRRESY, B8
HIESHE(MTRERILIRE-6). FARERITET 2021 F 108 11 H “BI - 2021 &
e FRRAIEIRE-S BB HESE,

New largest SLBM possible
Pukguksong-6 derived from
Pukguksong-§

* with 2 solid propellant engine

25 April 2022

e  (3+3)-axle wheeled tractor-traslers

e Presentation of 4 SLBM transported on
trasler (possible one more system)

e Not yet tested

e Unveiled at thes military parade on 25
Apnl 2022

251370
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K+t

2022 £ 4 B 25 HAEX ERRHFH/ N BEE AR 8ES M, Bt
BE#E, RATRERLTE T KN-23 B0 KN-24 BUigigd B S8 (M E+R). 54
SRER, 1ZS8RIEFRXATERNIRG 27 2021 £ 10 A 9 Hf1 2022 £ 5 B
7 B, HETR/ER “—HMIEBSHIESH EHIRN. 2021 F£10 5 11 HE “8B

T -2021” BR£ EZHH.

25 April 2022

New smaller SLBM resembled the new
small SRBM derived from SRBMs KN-
23 and KN-24

with 3 solid propellant engine
4-axle wheeled truck

Presentation of 8 SLBM transported on
truck (possible one more system)

Last possible launch tests on 7 May 2022
first on 19 October 2021, (Resulting in at
least 2 test)

Unverled at the missile extubition “Self-
Defence 20217 on 11 October 2021.

See $/2022/132 para 24 figure 7
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SR AN

2022 £F 4 B 25 HAER LR RAY KN-25 BUEigsE S, a2 REA,
ZS MR EFR AT RERIR ST 27 2022 F5 H 12 HfM6 B 5 H. 2019 F 8 A 24
HiER “BARZEANSE” EMiKIE, 2020 £ 10 5 10 HfM 2021 £ 15 14 H
HREXNERR, 2021 £ 10 11 HE “BI - 2021” BiES ERR.

KN-25 Sepor-larpe mudtiple rocket
Tancher

o wyh 2 sold propeliant enpine
e  4axle wheeled TEL

o Prosentation of 9 SREM sywicans
squapped with 4 cvlindncal Lonch
camuters, rescling m 38 visshle russles
possible coe mote sysian)

o Last possshle launch tests on 5 June and
12 May 2022 first on M4 Ausust 2015
Rosellang 10 ot Josut ¥ tests

o Upvedod at (e 24 Augost 2015 best and
prosculod af e sakitary parades ca 10
October 2020 14 Januaey 2021 and & the
misscle mdubation “Self Dedearce 20217 o0
11 Octobes 2021

o Soe 2022152 para 2, fip 11, wb 1,
anpex 21 fig 214

o S2020211 para 20 fig 5, 4 armex 12
o 2000840 para 11 tab | annex 7
o S2020VIS1 pxa 19, tah 3, muwex 59

o See SQ0E5] pma 194, Tab.3, anex 59

24. 2022 4F 1 H 27 H&E 7 H 27 H#IREHT I 16 X 5 3006 5 2 5 R 41
T AR X RIS K 6 MO BRaE S LR L MCF 3 A 16 HAS R (L
BF 164 17, 19 A1 21), 1 Arhoam AR siE S OB F 15) 1 BOHT I /N B G 5
T8 F (AL 20) 17 Mo AR s S (L 2F 14, 18 F1 22), XK EH 2022 Fi2
AR 1B TR R B AL (LR 1 FOPRAE 23.1) B HR/NATLE E— IR Rk
%7 202149 A 15 HZ 2022 4F 1 A 17 H AR5 0 S o ) . %

25, BEAh, SRR T SON RICANE ke 48 5 Tl A St e, A7) ansgiind
. %

3

3

a

6

S/2022/132, B4 21 & 24,

558 SRR ) T ARG 3 A A (b4 40°01207 ZRE 128°09'47"),
202242 HE 6 H. WHHE 20,
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i " Time 19 May 2021
v thou . *
‘Lost’ transmission . ‘Found’ transmission \
18 May 2021 15:09 19 May 2021 00:03 \
JIAN XING 78 )
Theen B umm Time 17 May 2021
b hiiow
l ’ ]

|4 '
I
I
|
1
I
|
®
N '
ﬂ |
wul by R 1

FA R R Windward, BHEZNMMBEN . WIRER(ALEES %),
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e
“Quan Yi You 02”7 EEREMEBRX, 2021 E5830 HZ 6 B2 H. #E#HE5 “Sky
Venus” SHITREIAEH A BEER: 2021 &£ 5 A 31 Ho

© ‘Lost ransmission ‘Found' transmission
30 May 2021 23:05 31 May 2021 2258
Speed 0 kn Speed 0 kn

GUAN Y1 YOU 02

QUAN YI YOU 02 QUAN YI YOU 02
Time 01 June 2021 o Time 02 June 2021

L I
- H=m Ml
/ fa
f .
~ .
HAr

linjrang

FH R R: Windward, B8 ZNIINMBENT HEHR (IS %),

58. REHEANSS A ST E S SAEMTER IR NS . A AU “RINZS
(B E)J - fE QT IFIR A o FRAISE S 0] 5 7 A LR O ] F) — i v B A A
U A AR AT RN o AR — AR BT M SN L 4 B (BN
R A ) o BT AR IR . 7 RERENG 55 0 7] PO IR EAE L 50 NLFTIE I
2 Boaih B ie TR M .

59. fEHE T HRBORL SISO, IR A FHR A BERE SO AEUE Z )

TR NIy, FEREAESS A B e S BN R S TR o T 0. 12 A
AR AERBUR ST A% e =2 P K By, IR R AT A0 i B AN 2 a1 il
REFECANRME . ZARNFRZELZ LN, Kt 7 RRE),
(EELBIS b

60. — A GEPAIAY, RN AR CEdHAETARME” , 2R
[ R N RIS E B I E T a7 o XLl 2 B Bt
Fi e 12 Iy s I 2 3 SON RIS A B e A BT, ARIR T “Mm
TEX LR Mo MR IS AR [ IR XN RIEAE]”

61. —/ BV, SAREE PR F B AR 2 P RRE R 55 A 5] HidR
SE RN AR “ BT My R Z IRl SRR 58 . o 5/ INH IR BT I 2
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62. LHR/INARHERR, “Joffa” SHIEATIE— R VI AETFEAE 4B Ky H]
MrizE, M “Sky Venus” “Z(HHI N “Jan Victoria” *5). “Xiang Shun” 5 Al
“Hong Hu” ‘S &5 EHRReH A M IR E =1 2). 2021 4412022 4,  “Joffa”
SEEREIAES “HERZA” Wi “New Konk” 5 (LL “Lifan” 5 & 3)#1
(8%) “Unica” 5 (LA “HaiShun2” ‘5 & )k (UL 34). fEIXEEREAZ 2 AT,
“Joffa” Sy 5[] T %), EL4E Fujian Yihe Shipbuilding Industry Co. Ltd.
(FREA 2 ANEANE TARTUE AT, 1M RS ERAES N 52 H 5 3h R e
BT, 8 “Joffa” 5F 2021 4F 4 HZ 12 A WIRITE A Sl FiE s, BEKLAE
2021 4F 12 H 3 HY “Sky Venus” 53k fEA—ILH B H M,  “Joffa” 5
Bl FH S AR I 1 %M%%KH%!W%L@%*“E%@H”%A“mW
Konk” 5l “Unica” 5. IXTEAR AR B T 71X 2878 28 v 2 i R /B F

K=+_
S5 Z M ERIE XA MAIARAE 6

Imt c-ila
Matherships [ ":‘:?ip g ] [Dlrecrl'.leljt'er,l.'alﬂpa]

I _
ERY VIINT: o
akn A VIULOKLY
e S _'5"1
MNIW KONE
1 ey g w1 R
C} = T_é! g
Port -~
ot 1 ] — -
Oil Facility =
HOMNG HIT JOFFA IT_PIIH. F——
1M 5 1I0G5S ST RET T
— éw —
NI A
— Trursmiiiag oy " HARST HI®
CACRTIUES
KTANG SHU™N

DL

TR R: RN

63. —EIEILIR, “Joffa” T —HZIELF/NHTEMMA, 2 L5 /NHXS
AT A A E A R AT 2R, SHATEEM R —FE, “Joffa” SHIFTA A
SEHN, BIEH#TEM A F Joffa Trade International Co. Ltd., VM 7 — /A F
bt dhl, 63 D HAh Y A A SR (BHE “New Konk” 5 [1I7E M FTA N)FE AL =] ik
Fillk -

64.  “Joffa” “57E 2019 F-H4 A HEE M 2 7] Nuwanni International Ship Management
Co. Ltd. (448 H BN ANE A R A RS R eI ARE A . LN LLHT

61 §/2022/132, %5 47-53 1 60-63 B KB4 35 1 39,
62 | &, FEF 405 S/2021/777, Bt 33b, TS ERER AT RE R,
63 A LR HE AL AT 2-16 SUF Sk bt 5 4% 502C =.
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MR A LS H AT AR “ B MR FEREAE A RGO 8 dEika B
AFT 2019 7 AREL © HESUNRIEERY, (EAGEH AT —FH
AR A AR — MR e N . 8 X 5L Z/NAMHAREE 8, HAiEE
KB, AENENHRCS T FH R AE WA N 03 B AR AR SRR T A A
65. FEEAFIENHCRTFIA Joffa RO AFEFHNTEER, Lx/NOK
bR “Joffa” - M FE (ZE R ) S0 WOAE RO YIRS AR 36 24 =] (Cy Joffa 57
Ty oy W) A28 0 A R HEE N IR SS)S DL T EEE S, Joffa B 5 AL
A2 5 R E LN RICAE M IGES), Joffa WA ILRAE T EH I NIF5E, &
BB KT MEAT AR A T = S AR B 5 A5 B R B AR5
S RCT M 34 2 41, BEENEAOR IS A JANZERLA] & W AN E B .

66. 5 /NH AR SR A DU IR 32 3 N RIEANE Ay B 1) 22 [ Bz 2 4
TR 5 o

WA WIERE RO L RVAR R

L F A7 69 A% R

67. LZR/PNAHANFIFHF “Billions No. 18”7 5 (M FHH A gw*5 9191773) 1)< b1 [E AR
PRASTEHE R, XM IM N, S E R HEZ MR “ShunFa” 5
WiAT . %8 WL B Tz M E S S oy I AHE, FEAR B ==

64 4148 H AT BIHIE “New Konk” S A1 “Unica” SHIFAEHA. B W $/2022/132, Kt 38,
HAPMER T 5 “BEEAT” e R ORB ST 45

65 s A T ML .

66 M AT HARAE B, — DA AE AN ST LR — R E RS R X —%&
BEE /NS

7 BRA M AR I8 A 7 I T N FHZ RIS S S R IR RS, XA FWHE “Gold Star” 5 (i
HELRI T 9146247), &W NF “ HEAT” AR EER%: “Hokong” 5. “Unica” 5.
“Subblic” 5. “Vifine” S (HHIN “UnHung” 5)M “NewKonk” 5. W S/2021/777, Hift
35a.

8 §/2021/777, 45 35-41 BCFIFHE 29,
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K=+=
“Shun Fa” S _EHAIEE FLHR SRR E RS

68. LH/NHAEFIX “Billions No. 18”7 5 A AU S E7n, ZMTE 2017 & 12
H 28 HARNEAT 7 — R5E%iE, SERIMZA N Joy Wealthy Trading Limited
RS RSN 2 R ERR, £5 EhaAvbiEm)s, sk T, b
FERAEM T AR BIEEX, BN F E 8 TR AR MU FIESR,
MR SE . RS E IR IEIR TR

o 7] 1] AL & E R B AR Y 5T s

69. 2022 4 6 Hhy, KILEHMN AN — B SR BN “An Hai 67 5G4
"5 8355786). /N SIS G [EAGH N 7 BEAT 1 VA IE . IR B D Ak
N, ZAREEE AT A B RS TIR, FRTE 2022 4E 5 H 23 HiB#HAKIA
B H R SR TS, HIPKE RIS, SR E AR

70. E—ASRAEFR, 202245 A 16 HE 18 H, “AnHai6” S7FH & {51
XHEAT 7 — IR R T, 2B RSN, BE S EI.

71. EZ/NHFERD, AR ARG SR, %A A R E TR RS
Eo

72, L FUNALE E— AR TP R B R 32 SO R AT W S HA AR R, 8
LU I B S AR RS AL, 70 Al RERIF 1 AT A BRAZAIE o R B Ak SEHE T
ER T T NAREAE N EGAER

73 WIBFR X NRILAETE COVID-19 1 [A] 4k ki 22 A # F 2 5
2397(2017) 5 WA 14 By, BRI LIRS . H 2020 FELICR, F
5 B A R EIE 20 gm N FHEEATBA o

8 A=A FEIR “Golden Yuki” £, B “Billions No. 18”7 SHIJE 4.
0 “py Zhou” S(HFFHALL T 8605727). “Rui Ji Star” SHFFHHHALS 9010058)F1 “Ocean

Sky” S (HHEHHHH S 9125308).
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*5
2020-2022 £ IERBICHEHIHER = XA REMNEMIERITHT EARARE °
(5 T K4 35)
HEEERmT A5 A8 % AR A5 HEoblz FRNMIMEFRE G ERA?
2022
1 9125308 Chol Bong San 1 bttt 5807 #&(8/2021/777)
(J& Ocean Sky)
2021
2 8356120 Tae Dong Mun 2 g i 2790 =
(JR Jiang Peng 337)
2020
3 8865121 Sin Phyong 5 T 3295 J2(S/2022/132. S/2021/777)
(£ Woo Jeong)
4 9016430 Su Ryong San i 4519 J(S/2022/132)
(J CJK Osaka)
5 8602763 Tae Phyong 2 i 26013 FE(S/2022/132+ S/2021/777+
(J& Miing Zhou 6) S/2021/211)
6 8651178 Mu Pho B 2980 i
(J& Double Lucky)
7 9045962 Un Hung e 1978 7£(8/2022/132+ 8/2021/777+
(J& Vifine) S/2020/151)
8 9340257 Kang Hung ieith 3800 72(S/2022/132)
(J& Sun Miracle)
9 9340271 Ra Son 6 il 3800 #(8/2021/777)
(J&& Sun Hunchun)
10 7636638 Xin Hai e 4969 JE(S/2021/777+ S/2021/211)
(J/ Wol Bong San)
11 9011399 Tae Dong Mun i 5137 FE(S/2021/211)
(J& Pole Star 1)
12 9162318 To Myong e 8773 F2(S/2022/132 S/2021/211,
(J& Ri Hong) S/2020/840)
13 9018751 Tae Phyong TR 26369 JE(S/2021/211. $/2020/840)
(J& Great Wenshan)
14 9020003 Puk Dae Bong gl 10 030 J2(S/2019/171 0
(J& Hua Fu) S/2019/171/Corr.1)

Fr R LFN. M S&P Global A1 44U R AN .

@k, BN BRI A T AR REAT W RS Sl DLAT A M. %3RSI T
XL A SR e R T SON IR AN [ e i 1E 2K H (LA A e I 1)

12022 5 AR,
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“Heng Xing” &

74. TEEUR IR, 2022 £ 3 H, L 5/NAJCaT A2 1) — 4 8 75 2500 5 M1
HEe “Heng Xing” 5 (HFHH AR %5 8669589)2 Bl & mg iR M #ria i k(W E =
+PU). R “Heng Xing” 51 2021 4F 11 H # ZE47 F| & M B0 A B B
ZNSATIAE B BRAKIBUAT « 8% RK/NHVP, “Heng Xing” 5 1 B Ak 4 45 #AE IR
FEUANRILRE, ™ EHIAREMZAT, “HengXing” 5 F 2021 4F 1 F4EH &
—FAKRM T E NS, HHEE T2 3AH . TR/ LREEEE Heng Chen Rong
(Hong Kong) Marine Co. Limited(1H /& 2& (& H#) A IR A F]), %A A RENEAR
MAHE, H5HAMT B RS- A"

B =y
SIFEEER “Heng Xing” 5, 2022438 11 H

S Januvary 2022
Lost AIS transmission between  a
19 December 2021-5 January 2022 F —

Fag = S (e

e Laa

e MO T

Coll wgn LUy

-

.
Sehcinn G Prosices Tashpe |
Longen B vy
Commarcial | Loy Cres Soginay l
Masager e R
oWt 1013
v |

De-registered i
November 2021

’_...-_-----;:;;b

T

October 2021 - January 2022
Vessel tracks with limited
AIS transmissions

11 January 2022 I /
Dark activity begins i

—

A& KR: Windward, HEZ/NAKINUEH; AREG, SRE.

75. BHE/NHCERRERR AT FERA B AP E, 7R E R A T EN
1H R 2R A\ SR A AUE B E BB e R 2R o w1 b B [ R ZE 4R Rt
TREMAM. FEEEU, HRRAFREA S5 K R F LN RILFE
&S, WA KT “Heng Xing” “S7EH EHs FSERIESR, o EREA T %Mt
AT RE AT = S ARV E IR I RS 2 (S B . TERE AT MABE . B2 LK
4 36.1 Fl1 36.2.

72.8/2019/171 1 S/2019/171/Corr.1, SV 12 FpHE 6.
BORERFAHLANICS, HATg AR AR, TRNAEER, BT COVID-19 MRS

T, A SR AN E A R AR I I T ORI 459
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AR EF N ARKMERSEZHO
MR E T AAREABEAER AL 0

76. & SN B HE K R A I R T SO R [ A8 AR o5 i ik 00 )3 e
A TEH R 2371(2017) 5 RIS 8 BU 1R AR SR 1T, IS Bl e o
S B T 3 SO RAN ] B M AR S0 F O s RO B HEAT T4k, AT IRh AN P gt
A BRI B3R R Gife i, JRE SR DK D ARE R e I LRI
AL 7 R o

77, HEREFMLINIRE . — 2 R E SRR VORI ATERIRIRS , 2EAIRS 7
AR, S R 2 SO R AT R A 1 Ak o (R M. BB 5/ 2k
RUARRR, 3 - L A o SN RSN 5] B M0 2 S L R A 5 7 2
PEIRIDCIR, ELATE 2 SON RS F o o AR AT S, L3 8
Moo EATE 2. T

iAol

78. K ZF/NH S ET A A I A R 2 N RSEANE MY “Hoe Ryong” 5
(A 25 9041552)F1 “Thae Song 8” 5 (HFHF41414% "5 9003653)7> 1E T~
Rt A3 i e RS 22 7 SRE R R T8 “Hoe Ryong” 51 2 A 3 HMEA
fif B 3 32 N RIEANEHRIE TP -A+ LK, 1 “Thae Song8” 512 H 21 HI
B [F—/K3k. fEEIEBIR B IE, PR T 3 AYE A BFtiEfEiH. “Hoe Ryong”
SR R B M SR BT, T “Thae Song 8”7 51 4 10 HZEM G #EIX 1531,
ARG IR R (LE =TT =18). 2022 41 H, “ThaeSong8”
ST T D REBE 2 iR (L 37)

WAL FINN, AT SRS,
® XF “Hoe Ryong” 5, M S/2022/132, Ptk 55, XF “Thae Song 8” 5, M. S/2021/777, Kt

1 46.
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K=+1
BEHEAERIF NARLFEAMMERN “Hoe Ryong” SETH-ALLZKIEE O
wx, 20224 3 H

BE-THR-FHU-A B

‘Lost’ transmission
28 May 2022 01:32

{ Dark achivity end’
+ 26 March 2022 1956 s

© ‘'Lost maramissin 2 /
03 February 2022 14103 75

Found tranaeszzion A
23 March 2022 07.01

FHR K Windward, HEZF/NARINGHE; TEEE: Planet Labs f14 5[ .
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B=+N
EEHEREF WARLFERIER “Thae Song 8”
RAAMEBRIBREEY, 202264 2RE4H

SETR-AHLZKIEH O

FR-FHU-BRAE

THAESONGS
| Time 10 April 2022

Tammx

THAESONGS
12 March 2022

AR B Windward, HEZF/NAKIMUEE; TEKH: Planet Labs fl<x i .

79. o AEPR, SRR R T WARILME TR “Tong San2” & (-
LR w5 8937675)F1 “Ryong Rim” 5 (i H 4R w5 8018912) %) il T~ 2021 4F 12
HA 2022 4 1 H % 2 HAETE = BE BT S s i 1R 3 32 SO R AN J =k
2020 4F, Lo/NHIRPR, 2 8RR R 3 N RILRIE B2 5 A H s s
Mt 2s 7 =R, 76 2022 4 4 H 10 H, “Tong San 2 5 FRCR 2E = i 7K 8,
HER (LB =+-baf=1-1b). LT “Ryong Rim” 5L, 73 W 38,

76.8/2020/151, = 67-70 Ek.
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SHEREREENAREMEMMELN “TongSan2” SHEXRE O, ERE, 2021
#£12H8HE?25H

8 DECEMBER 2021

DPRK-fMlagged MV TONG SAN 2 {IMO: 2337675) Loads Coal Via TS
Nampo Lockgate, North Keeea
38:37:14 N 124:56.13 E
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K=+thb
“Tong San2” 5, 2022 % 4 H

10 April 2022
Coordinates 34.7885,120.05317

H

FAHk R : Maxar Technologies, & Z/NAMIMUL. WikEE, <R

80. 2021 #F 12 H % 2022 7 6 H, &t 3 3 LN RILAE MR “Boun
17 S(EHEHLG'S 9045986)77 £ AL R i A 2 3 ik X LAAR K IB 2 TRl i AT
(LB =4/\). “Bounl” 5% F 2020 4 5 H7F A [E 40 H DA I 3 32 AR
LRI =R . 2021 4510 A 5 H, 7EPLEEUE EMEER] “Boun 17 5 584
R G 2 3 SN IR E AT A AR X, AFE “Tong San 2”7 5 (ULE 79 ),
TE TP LK C R (LB 39). 78

T “Boun 1” Si&AEH T — MK RS FRIRIG, Ll “Roun 17 S &M HIAT.
8.8/2022/132, Bt 56 FIFE 56.
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BEARRIF N ARLMEMEN “Boun 1”7 SHITEWEL “Roun 17 S 5%
fiT), #58, 2021 FE 12 AE 2022 4F 5 A

May 2022, Bo Hai

-

.. ez
Iy,

. —~

——

o .-
Rt S——
P

e .

ROUNY
YNy 2002 = — e A ROUNY

e —— e N i oy e S — Tise 10 Moy 2072

April 2022
ROUN1
Time 17 April 2022
] e
ST Emmbe—"
March 2022
o ROUN1
v;wn.'.:: ™ Tima 08 March 2022
Dout et Dse L0 0
=
iL___-—-——"“'—"“\ ————— o — — == noum
Time 04 Marca 2002
Dec 21 -Jan 22
x ROUNY
Tiese 30 Dec 221 Time 27 Decamber 2021
L_..r:ﬂf' \\.-———-———-—-“‘L-r«)\m
Tane OF Jasuary 20202

FH R R Windward, HEZ/NAMMEH; AR TERIE, 2EQ02045 A3 H, T
-FHKIEH “Boun1” 5,

81. G/ 1) o [ A ) 2 A T I T T SON IRIEAN I A Hh VB i 3, £
TEVEA DR . T SR (AR SO R AR W S T7) LR P 11 24 SR R B RIAT 3l o

82. HHEZERERR, KT “Hoe Ryong” 5, 2022 A 7+ E¥W M EERIL,
I H A E Y R R I A RILE R, (BB RIS R 2 A e
WE8” o KT “Thae Song 8”7 5, M “T 2022 4 4 A M= Mt N &
#, HTRAZBEREEIMEH” . & “Tong San 2”7 5, H 2021 LK,
AR EE SRR FE. 5T “Boun 17 5, H 2021 4E LUk EA 78 E ik
FHSEERES,: WA R TS BOR AT S S AT T UESE ” o
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83. L R/NHMW I HE, 2021 4 12 H % 2022 4F 6 H 2 HIAH, EEAEAM
W51 4 1 R A IR 3 = SCON R ] B ol AR 5 e it Kk 1 7 (AL T = L) FH K[
VLI AT Bod B b [ S0 a1, R 253 e 2 4 B S A DG TR L) VE B0 T 52
FIEE. PEZEU, “Hoe Ryong 51 Ryo Myong 5 # S/IRES/2270(2016) 5 3L
B 3 %1 gk FE A 524k Ocean Maritime Management H% 7%, thE— B 47 A
FOVFAAR DA AAAE Hh [ A 1 SR LE b [ 0 N FHAREIE S EOR . 2T HAk
48 FEfE A e o — LU AR 2021 4EAT 2022 AR A £ L S SE R IE R,
8 H S TS SR R Le i R ARS8 AR TR L TR i 527 o

84. [t 40 Ui 1 oxH i H FURER A FL A s R 3 SON RSN I R T & 50

ZESS
BHPREE VAR SAESRIRO SARERARISN, 202246 A2 B

2 June 2022
DPRK-flagged cargo ships outside Nampo Lockgate*

KRR S&P Global, 1% 5 /NHMMBEH .
a JEH H 3R B RS AL

85. #E— A& REIRA, 2021 4F 10 A & 11 A, 8RR EeE R
N RFEATE M DT “Ji Nam San” 5 (#3520 2% 5 9114555) § 78 “Hope 1 ”
Ty TR R D BER QLI 41). B 5/NHERR], B 7 AR5 RS0
25lEWEES, FERE T MR BIERE S IM R KES AR ESR. TSR
P “H 2021 LK, A KT -+++-Jl NAM SAN 5 (HOPE 1 5)7E i [H i 1/
FERICT - Z M HIE ARG, (B RIUETE R % 2B H S UEs)” .

Bl
86. FH1 T LAHI 7 W AV 22 R e | R i S ) B VS sl AT AE 4k 82, L 50N,
HOMER S b VF 2 Sl B Eh A SRR A B S A T

™ BIREATL) 50 LM
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87. FZUMARWNSRESELHRIEAHREE N ARKME B EMKIEZ
EREGAMA IR ML, HAEREREENARKMESMEEEEOSERX
FHEFEI TR ZRIMRAAEE . © AXEFITAMENREUE L fpER, Bk
AR TEAERNIEE A MR,

88. E/MNHEIWNSREREEM MBXMAELANEE X TXMERR 1 M8
HIE R AR HBF L S AR O BIFREE R £+ X ARLRME I

* T A540 G ok At 9 B iR H A %

89. EZVMAER, R REMMAAZICANAMBESPIEMXTELIAMA
S AESERRGNER, HBERISTZER. KR ERNERE:

o  EiiMPEEERSHNIMRRIRRIER
o  BIEMPIRANEETREHEMBIAFAIMIAMRINER
o HMRZEMMERINESHMAEICALR

90. EZV/MAER, MIEENHELENTER, ELIERK LB SIRIRL
HRTEERILAY, ERAFAEXMIER, FSHMEELRURERNASFHE
“ZR.

*k TR AR E T LARIAE K A5 R P AL

91, FZMABWMERICA, MTRRRZMMNE, NMEEBHRAAGEEE
MER, REMRUFAREFEAITIREIFM, FIEEEARZMRRETE
SMRE .

92. EF/MABNSRESMEAREER, SRETRTARNSKLBRIMF
REARMPERRFABRN), HRXELANSHUARUENZSZIER.

93. EZ/MARNSRESMIAAEHEMIAFNLSREFASER, RIEMR
ALUEMARERGAHRTEXARLMES S ZEBXEKNEMA, X5
A2 AREREENARLMESERFIFRZERER, MRLEXMERL, X595
ZSish g

9. EZUMAEIW, SREBMES EHMELAEMABRGE, MRLIE
KR AEER ZEEEIRUNEMNER, NESELEHIRE.

RS 5it0E Kt

95. JRAE R R N RSEAE A BRIA 405 53 I 2021 48 6 HITa6 I — Lk
5%, & iz 2021 F 1SR B S EFEM P T . 2021 i

80 ot 5 /INH B 22 Ui ot SR IR T SON A [ B 45 St 1 s X, B 2heis N 32

1k
AN Z2 R

81.§/2022/132, #5121 BRAIEIY+=,
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Annex 1: Excerpt of IAEA Director General’s Introductory Statement to the Board
of Governors (6 June 2022)

At the Nuclear Test Site at Punggye-ri we have observed indications that one of the adits has been reopened,
possibly in preparation for a nuclear test. The conduct of a nuclear test would contravene UN Security
Council resolutions and would be a cause for serious concern.

At the Yongbyon site, activities are continuing. There are ongoing indications consistent with the operation
of the 5MW(e) reactor. There are indications of activity at the Radiochemical Laboratory that are consistent
with those observed during possible waste treatment or maintenance activities in the past. A roof has been
installed on the annex to the reported Centrifuge Enrichment Facility, so the annex is now externally
complete. Near the light water reactor (LWR), we have observed that the new building that had been under
construction since April 2021 has been completed, and construction has started on two adjacent buildings.
At the 50MW(e) reactor, construction of which stopped in 1994, we have observed the dismantling of
buildings and the removal of some material, likely for re-use in other construction projects. There are
ongoing indications of activities at the Kangson complex and the Pyongsan Mine and Concentration Plant.

The continuation of the DPRK’s nuclear programme is a clear violation of relevant UN Security Council
resolutions and is deeply regrettable. I call upon the DPRK to comply fully with its obligations under
relevant UN Security Council resolutions, to cooperate promptly with the Agency in the full and effective
implementation of its NPT Safeguards Agreement and to resolve all outstanding issues, especially those that
have arisen during the absence of Agency inspectors from the country. The Agency continues to maintain
its enhanced readiness to play its essential role in verifying the DPRK’s nuclear programme.

Source: T1AEA, TAEA Director General's Introductory Statement to the Board of Governors (6 June 2022)
https://www.laea.org/newscenter/statements/iaca-director-generals-introductory-statement-to-the-board-of-
governors-6-june-2022  (Accessed on 1 July 2022).
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Annex 2: KCNA reporting of Kim Jong Un’s January 2021 speech at 8th Party Congress (excerpt
related to nuclear and military developments)

Great Programme for Struggle Leading Korean-style Socialist Construction to Fresh Victory on Report Made
by Supreme Leader Kim Jong Un at Eighth Congress of WPK

Date: 09/01/2021 | Source: Minju Choson KCNA

The report detailed the historic course of masterminding a great revolutionary turn for possessing
the completely new nuclear capabilities aimed at attaining the goal of modernization of the nuclear
force.

Under the direct guidance of the Party Central Committee, intermediate-range and intercontinental
ballistic rockets of Hwasongpho series and submarine-launched and ground-based ballistic rockets
of Pukkuksong series were manufactured in our own style to meet their unique operational missions.
This gave a clearer description of the status of our state as a nuclear weapons state and enabled it to
bolster its powerful and reliable strategic deterrent for coping with any threat by providing a perfect
nuclear shield.

In the period under review the already accumulated nuclear technology developed to
such a high degree as to miniaturize, lighten and standardize nuclear weapons and to
make them tactical ones and to complete the development of a super-large hydrogen
bomb. By succeeding in the test-fire of ICBM Hwasongpho-15 on November 29, 2017, the Party
Central Committee declared with pride to the world the accomplishment of the historic cause of
building the national nuclear force and the cause of building a rocket power.

The report reviewed the fact that new cutting-edge weapon systems were developed in the sector of
national defence science one after another to cope with the enemy’s desperate arms buildup, thus
making our state’s superiority in military technology an irreversible one and putting its war deterrent
and capability of fighting a war on the highest level.

The national defence science sector developed the super-large MLRS, a super-power
attack weapon the world’s weaponry field had never known, and proceeded to develop
ultra-modern tactical nuclear weapons including new-type tactical rockets and
intermediate-range cruise missiles whose conventional warheads are the most
powerful in the world.

It is necessary to develop the nuclear technology to a higher level and make nuclear
weapons smaller and lighter for more tactical uses. This will make it possible to develop
tactical nuclear weapons to be used as various means according to the purposes of
operational duty and targets of strike in modern warfare, and continuously push ahead
with the production of super-sized nuclear warheads. In this way we will be able to
thoroughly contain, control and handle on our own initiative various military threats on the Korean
peninsula, which are inevitably accompanied the nuclear threat.

Source: Minju Choson KCNA (in bold and underlined by the Panel).
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Annex 3: Activities at Punggye-ri nuclear test site (41° 16" 35" N 129° 05’ 18” E)
Background

The DPRK has conducted six nuclear tests in Punggye-ri test site since October 2006. The first nuclear test
was conducted at Tunnel 1 (East portal) and the subsequent five tests were held at Tunnel 2 (North portal)
between May 2009 and September 2017. Tunnel 3 (South portal) and Tunnel 4 (West portal) have not been
used for any nuclear weapons test and Tunnel 3 appears to have two entrances, primary and secondary.

In April 2018, in connection with the US-DPRK Summit in Singapore, Kim Jong Un said “no nuclear test
and intermediate-range and inter-continental ballistic rocket test-fire are necessary for
the DPRK now...the mission of the northern nuclear test ground has thus come to an end”
and announced that the DPRK will dismantle the nuclear test site during the Third Plenary Meeting of the
Seventh Central Committee of the Workers' Party of Korea. !

On 24 May 2018, following the announcement, the DPRK held a ceremony for the dismantling of the
Punggye-ri nuclear test site inviting foreign journalists, but without international inspectors. DPRK
demolished all tunnels including Tunnel 2, Tunnel 3 and Tunnel 4, except for Tunnel 1, which had been
already abandoned by DPRK. 2

In January 2022, DPRK announced that they would “reconsider in an overall scale the trust-
building measures...and to promptly examine the issue of restarting all temporally-
suspended activities”, during the Political Bureau of the Central Committee of the Workers' Party of
Korea.3 The announcement appears to imply the resumption of ICBM and nuclear tests.

This annex shows the following activities at the nuclear test site by the Panel’s satellite imagery analysis.

Annex 3.1 Increased tracks of the vehicles across Punggye-ri test site
Annex 3.2  Construction of a new building at Tunnel 3

Annex 3.3  Observation of structure or possible entrance to Tunnel 3
Annex 3.4  Piles of soil from excavation at Tunnel 3

Annex 3.5 Road leveling and stream bed reconstruction at Tunnel 3
Annex 3.6  Increased construction of new buildings at Tunnel 3
Annex 3.7  Cables at the newly developed entrance to Tunnel 3
Annex 3.8 Renovation of the main administrative area

Annex 3.9 Several vehicles’ activities

Annex 3.10 New activities near Tunnel 4

! Third Plenary Meeting of Seventh C.C., WPK Held in Presence of Kim Jong Un (21/04/2018),
https://kenawatch.org/newstream/1528032553-97436392/third-plenary-meeting-of-seventh-c-c-wpk-held-in-
presence-of-kim-jong-un/?t=1657409180710.

2 CNN reporters who had witnessed the destruction of the site reported that the DPRK officials told them that the
Tunnel 1 had been already shut down. See CNN, North Korea Blows Up Tunnels at the Punggye-ri Nuclear Test Site,
25 May 25 2018; Katshuhisa Furukawa, “Developments at the DPRK’s Punggye-Ri Nuclear Weapon since December
2021”7, Open Nuclear Network, 28 March 2022, https://oneearthfuture.org/file/2857/download?token=InoDS97H.

3 6th Political Bureau Meeting of 8th C.C., WPK Held (20/01/2022), https://kecnawatch.org/newstream/1642631520-
928202842/6th-political-bureau-meeting-of-8th-c-c-wpk-held.
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Annex 3.1: Increased tracks of the vehicles across Punggye-ri test site (Tunnel 3, Command center,
Southern support area)
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Source: Planet Labs Inc., 18 February 2022, 22 February 2022.
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Annex 3.2: Construction of a new building at Tunnel 3

Source: Planet Labs Inc., 22 February 2022, 6 March 2022.

Annex 3.3: Observation of structure or possible entrance to Tunnel 3
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Source: Planet Labs Inc., 21 March 2022.
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Annex 3.4: Piles of soil from excavation at Tunnel 3

31 March 2022
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V New entrance to.Tunnel 3
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Source: Planet Labs Inc., 31 March 2022.
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Annex 3.5: Road leveling and stream bed reconstruction at Tunnel 3

Source: Planet Labs Inc., 3 April 2022, 25 April 2022; Google Earth Pro, 4 May 2022.
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Annex 3.6: Increased construction of new buildings at Tunnel 3
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Source: Planet Labs Inc., 6 April 2022, 11 April 2022, 25 April 2022, 17 May 2022.
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Annex 3.7: Cables at the newly developed entrance to Tunnel 3

4 May 2022

Source: Google Earth Pro, 4 May 2022.
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Annex 3.8: Renovation of the main administrative area
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Source: Planet Labs Inc., 6 March 2022, 9 March 2022, 25 April 2022, 18 May 2022, 29 June 2022.
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Annex 3.9: Several vehicles’ activities
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Source: Planet Labs Inc., 9 May 2022, 10 May 2022.
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4 May 2022
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Source: Planet Labs Inc., 4 May 2022.
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Annex 3.10: New activities near Tunnel 4
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Source: Planet Labs Inc., 18 May 2022, 17 June 2022; Sky News.
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Annex 4: Construction activities in the southern area of the LWR (39°47'39""N125°45'18"E)

3 March 2022
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Source: Planet Labs Inc., 3 March 2022, 8 April 2022, 16 April 2022, 28 May 2022, 5 July 2022.
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Annex 5: Vehicle activities and cooling water discharge at SMW(e) reactor
(39°47'51""N125°45"20"E)

6 April 2
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nn wke
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Source: Planet Labs Inc., 6 April 2022, 27 April 2022, 28 May 2022.
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Annex 6: SOMW(e) reactor (39°47'20""N125°45'46"'E)
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Source: Planet Labs Inc., 8 April 2022, 15 May 2022, 5 July 2022.
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|

Source: Planet Labs Inc., 8 April 2022, 16 April 2022, 19 April 2022, 15 May 2022.
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Annex 7: Radiochemical Laboratory and Coal-fired thermal plant (39°46'S0""N125°45'08"E,
39°46'33""N125°45'27"E)

15 May 2022
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9 May 2022
Google Earth Pro
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Source: Google Earth Pro, 9 May 2022; Planet Labs Inc., 5 July 2022.
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Source: Planet Labs Inc., 3 March 2022, 28 May 2022.
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Annex 8: Activities at the Yongbyon Centrifuge Facility (39°46'15""N125°44'57"E)
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Source: Planet Labs Inc., 20 March 2022, 27 April 2022, 15 May 2022.
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Annex 9: Activities at Pyongsan Uranium Mine and Concentration Plant (Location of the
possible yellowcake production building at 38°19'04""N126°25'54"E)
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Source Planet Labs Inc., 16 May 2022.
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1) Expansion of the piles of tailings at the mine (38° 19’ 58" N 126° 27’ 21" E)

26 September 2021
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Source: Planet Labs Inc., 26 September 2021, 3 Feruary 2022, 4 May 2022, 16 May 2022.
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2) Railcar activities at Pyongsan Uranium Concentration Plant (38° 19’ 03” N 126° 25’ 55" E)

Source: Planet Labs Inc., 16 May 2022, 21 May 2022.
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3) Tailings pond of Pyongsan Uranium Concentration Plant (38° 18’ 40" N 126° 25’ 46" E)

26 September 2021
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Source: Planet Labs Inc., 26 September 2021, 12 December 2021, 16 May 2022.
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Annex 10: Activities at Kangson (38° 57’ 26" N 125° 36’ 43" E)
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Source: Planet Labs Inc., 6 March 2022, 3 April 2022, 21 May 2022.
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Annex 11: Activities at Yongdoktong (40°00'01""N125°18'02"'E, 40°01'45""N125°16'29"E)
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Source: Google Earth Pro, 17 April 2022; Planet Labs Inc., 15 May 2022.
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Source: Google Earth Pro, 9 January 2021, 1 November 2021, 18 January 2022, 17 April 2022.
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Annex 12: Replies on Academic Exchanges with PUST

1)

2)

3)

Research Institute ‘A’

Un

United Kingdom

A University in the UK replied that two students were registered in doctoral degrees in woman’s and Reproductive
Health and plant sciences, which were scheduled to end in 2023-2024. The University explained that both students
were studying anticancer mechanisms and essential oils to suppress fungal pathogens respectively and their
research topics fell within the provisions for medical research. They had been subject to review under ATAS
(Academic Technology Approval System) which was required by the UK government policy as part of
immigration requirements before being granted the right to study in the University (see figure 12-1).

Sweden

A University in Sweden replied that two students were admitted in Ph.D. courses on 30 June 2015 and 20 August
2015 and finished their courses on 5 September 2019 and 28 January 2020, respectively. Both have received
funding from Erasmus Mundus Action 2 project LOTUS+. Prior to the Ph.D. studies, one student received a
Master’s degree at the University and the other obtained a Master’s degree in genetics at PUST (see figure 12-1).

China

China replied to Panel’s enquiries on following academic exchanges (see figure 12-3).

Student name Period Degree
XXXXXXXXX December zgéi . September || L. pesearch in Agriculture and Life Science
XXXXXXXX December zgéig September Joint Research in Agriculture and Life Science
iversity ‘B’
Student name Period Degree
XXXXXXXX . . . .
XXXXXXXXX August 2016 — June 2020 Master in Agriculture and Life Science
XXXXXXX . . . .
XXXXXXX September 2019 — present Master in Agriculture and Life Science
iversity ‘C’
Student name Period Degree
XXXXXXXXX . . . . .
T r—— October 2017 — October 2019 Joint Research in Agriculture and Life Science
XXXXXXXX . . . .
XXXXXXXXXX October 2019 — present Ph.D. in Agriculture and Life Science

108/370
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Figure 12-1: Reply from a University in UK

The Vice-Chancellor

Panel of Experts established pursuant to Security Council resolution 1874
United Nations Headquarters

New York, NY 10017

USA

19 May 2022

Dear Sirs,
RE: Pyongyang University of Science and Technology

I am writing in response to your letter dated 9" May 2022, reference: S/AC.49/2022/PE/OC.022,
seeking details about students registered for study at |

There were four questions raised and these are addressed individually below:

(i) Have the named students from PUST participated in graduate studies at [~

| can confirm that the two named students are registered for postgraduate research study at the
I 2 follows:

I - DPhil Women's and Reproductive Health, - Department of
W&RH'.

I - DPhil Plant Sciences, Department of Plant Sciences?.
Both are scheduled to finish their studies in 2023-24.

(i) How many PUST students or academics have studied at, or visited, the University since
20167

(i) Are there other DPRK students or academics currently studying or involved in research
at the University?

Our records indicate that these are the only North Korean students who have been accepted for
study at |l They both commenced study in 2019 and were the first from North Korea to do
s0.

Our central records do not show any North Korean academic as having been a visitor at the
University, or to be currently visiting.

(iv) Information on any preventive measures taken by the University to determine that any
scientific or technical studies undertaken by any DPRK students or academics would not

"
{ |

22-12274
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canfribute fo the DFRK's proliferation-sensitive nuclear aclivities, ballistic missie-related
ar othar WMD programmeas.

The two students currently studying at the |INIIIIIGEE +21¢ =ubject to additional review
under the ATAS (Academic Technology Approval System), as reguired by UK government
policy sel by the FCDO, as part of immigration requirements before being granted the right to
study in the UK at ]Il The ATAS' process provides a high level of government clearance
for the research to proceed taking due account of potenlial applicability to matters of a sensitive
nalure,

The specific research topics for these two students would, we believe, fall within the provisions
for medical research, [ i studying anticancer mechanisms and I
rasearching essential oils that are the most effective to suppress fungal pathogens.

| hope that the informaticn provided in this response adequately addresses the concems raised
by the Panel of Experis in this area. However, if any cther information is reguired or further

questions arise pleasa contact the Registrar GGG

Yours sincerely,

|
Vs Executive Officer (Policy & Govemance)

! The Academic Technology Approval 5cheme [ATAS) applies to all international students and researchers (apart
from exempt nationalities) who are subject to UK immigration control and are intending to study or research at
postpraduate level in certain sensitive subjects. Academic Technology Approval Scheme [ATAS) - GOV.UK

{www.gov.uk)

Source: The Panel.
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Figure 12-2: Reply from a University in Sweden

Response from |l University on Communication #26, UN Panel of
Experts, Reference: S/AC.49/2022/PE/OC.26

1) Any confirmation of the information in Annex 1; have these named students from
PUST participated in graduate studies of any sort at Jif University?

I - admitted as a PhD student on 2015-06-30 with a scholarship funding
from the Erasmus Mundus Action 2 project LOTUS+.

Priot to that he had obtained a Master’s degree within Natural Sciences at | il
University. He was active within the Department of Medical Biochemistry and Micro Biology
and finished his PhD on 2019-09-05. The titel of the thesis was: | NN

was admitted as a PhD student on 2015-08-20 with a scholarship funding from
the Erasmus Mundus Action 2 project LOTUS+. Prior to that he had obtained a Mastet’s
degree within genetics at PUST as well as free standing courses at [} He finished his PhD

on 2020-01-28, The title of the thesis was: [
|

2) Information on the current status of any academic exchange between |
Univetsity and PUST. How many PUST students or academics have studied at or
visited the University since 2016?

The academic exchange ended in 2014 (when Erasmus Mundus project LOTIS+ was
terminated). No records of any number of students or visits carried out.

3) Are there other DPRK students or academics cutrently studying or involved in
research at the University, which could be considered as falling under the paragraph
11 of the resolution 2321 (2016) mentioned above? If so, please provide names, any
academic affiliation in DPRK, course and thesis titles, the period of affiliation with
the University and details about these individuals’ source(s) of income whilst in
Sweden, including sponsorship or scholarships (if applicable);

No tecords of nationality available.
No agreements of academic exchange reported.

4) Information on any preventive measures taken by the University to determine that
any scientific or technical studies undertaken by any DPRK students or academics
would not contribute to the DPRK’s proliferation-sensitive nuclear activities, ballistic
missile-related or other WMD programmes.

I University observes the Swedish law and security regulations, Matters in need of
review are handled by the university’s Division for Security.

Source: The Panel.
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Figure 12-3: Reply from China

7. Academic exchange (OC. 27-30)

China has always been strictly implementing the relevant provisions of
the Security Council resolutions related to academic exchanges. China
performs strict control over the courses for the DPRK students studying in
China, and takes necessary measures to ensure that the sensitive areas and
information prohibited by the resolutions are untouched. If there is any
conclusive evidence showing the DPRK students collecting sensitive
technical information, please kindly provide it to the Chinese side for

necessary investigation.

It should be pointed out that the Chinese Mission to the United Nations
is the only appropriate channel the Panel should engage with when doing
such investigations. The Panel should refrain from sending letters to them

directly.

Source: The Panel.
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Annex 13:
13.1. KCNA reporting on Kim Jong Un watching test-firing of new-type
tactical guided weapon
13.2. KCNA reporting on Kim Jong Un giving a written order to conduct the
test-launch of Hwasongpho-17 (Hwasong-17) and
13.3. KCNA reporting on Kim Jong Un’s January speech at 8th Party
Congress (excerpt related to military developments)

Annex 13.1:

President of State Affairs Kim Jong Un watches test-firing of new-type

tactical guided weapon
Date: 17/04/2022 | Source: Voice of Korea (EN) |

The respected Kim Jong Un, General Secretary of the Workers' Party of Korea, President of the State
Affairs of the Democratic People's Republic of Korea and Supreme Commander of the Armed Forces of the
DPRK, watched the test-firing of a new-type tactical guided weapon.

He was accompanied by Kim Jong Sik, Deputy Department Director of the Central Committee of the WPK.

The test-firing was seen by commanding personnel of the Ministry of National Defence of the DPRK and
the commanders of the large combined units of the Korean People's Army.

The new-type tactical quided weapon system developed under the special concern of the Party Central
Committee is of great significance in radically increasing the fire striking power of the long-range artillery
units on the front and strengthening the effectiveness of tactical nuclear operation of the DPRK and
diversification of the firepower task.

The test-firing proved successful.

Kim Jong Un highly estimated the successes made one after another by the defence science research
institutions in attaining the pivotal goals for war deterrent advanced at the Eighth Congress of the WPK and
warmly congratulated them in the name of the Party Central Committee.

Clarifying the future plan of the Party Central Committee for increasing the defence capabilities, he gave
important instructions on further strengthening the defence capacity and nuclear combat forces of the
country.

Source: KCNA available at https://kcnawatch.org/newstream/1650142847-935725828/president-of-
state-affairs-kim-jong-un-watches-test-firing-of-new-type-tactical-guided-
weapon/?t=1658076183497.
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Annex 13.2:

Respected Comrade Kim Jong Un Issues Order for Test-launch of New Type ICBM
Date: 25/03/2022 | Source: KCNA kp (En) |

Pyongyang, March 25 (KCNA) -- Kim Jong Un, general secretary of the Workers' Party of Korea,
president of the State Affairs of the Democratic People's Republic of Korea (DPRK) and supreme
commander of the armed forces of the DPRK, gave a written order to conduct the test-launch of
Hwasongpho-17, a new type intercontinental ballistic missile of the DPRK strategic forces, on March
23, Juche 111 (2022)4. - www.kcna.kp (Juche111.3.25.) -

Source : KCNA available at https://kcnawatch.org/newstream/1648159663-278086617/respected-
comrade-kim-jong-un-issues-order-for-test-launch-of-new-type-icbom/?t=1663712750438

Annex 13.3:

KCNA reporting of Kim Jong Un’s January speech at 8" Party Congress (excerpt
related to military developments)

Great Programme for Struggle Leading Korean-style Socialist Construction to Fresh Victory On
Report Made by Supreme Leader Kim Jong Un at Eighth Congress of WPK

Date: 09/01/2021 | Source: Minju Choson KCNA

The report detailed the historic course of masterminding a great revolutionary turn for possessing
the completely new nuclear capabilities aimed at attaining the goal of modernization of the nuclear
force.

Under the direct guidance of the Party Central Committee, intermediate-range and intercontinental
ballistic rockets of Hwasongpho series and submarine-launched and ground-based ballistic rockets
of Pukkuksong series were manufactured in our own style to meet their unigue operational missions.
This gave a clearer description of the status of our state as a nuclear weapons state and enabled it to
bolster its powerful and reliable strategic deterrent for coping with any threat by providing a perfect
nuclear shield.

In the period under review the already accumulated nuclear technology developed to such a high
degree as to miniaturize, lighten and standardize nuclear weapons and to make them tactical ones
and to complete the development of a super-large hydrogen bomb. By succeeding in the test-fire of
ICBM Hwasongpho-15 on November 29, 2017, the Party Central Committee declared with pride to
the world the accomplishment of the historic cause of building the national nuclear force and the
cause of building a rocket power.

The great cause of building the national nuclear force, which was impossible to achieve even in 20 to
30 years in terms of existing formula, was accomplished four years after the line of simultaneously
promoting economic construction and nuclear buildup was set forth and one year after the Seventh

4 Underlining by the Panel.
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Congress of the Party. This is a miracle unprecedented in history and the exploit of greatest
significance in the history of the Korean nation the Seventh Central Committee performed for the
Party and revolution, the country and people and posterity.

The Party Central Committee achieved new great victories by vigorously leading the struggle for
upgrading the nuclear force even after the great historic November event in 2017.

Recalling that the Party Central Committee decided to develop a global strike rocket with more
powerful warheads and an improved warhead control system and carried out this historic task by
relying on the patriotism and loyalty of national defence scientists, the report affirmed that the new-
type gigantic rocket on an 11-axis self-propelled launcher displayed during the military parade in
celebration of the 75th founding anniversary of the Party fully demonstrated the ultra-modernity and
great striking capability of our nuclear force.

The accomplishment of the great cause of building the national nuclear force and its continued
development constitute a victory of the organizational and leadership abilities of the Party Central
Committee headed by Kim Jong Un and a great victory of the national defence scientists and all other
Koreans who waged a death-defying struggle with an indomitable faith in independence and valiant
spirit.

The report reviewed the fact that new cutting-edge weapon systems were developed in the sector of
national defence science one after another to cope with the enemy’s desperate arms buildup, thus
making our state’s superiority in military technology an irreversible one and putting its war deterrent
and capability of fighting a war on the highest level.

The national defence science sector developed the super-large MLRS, a super-power attack weapon
the world’s weaponry field had never known, and proceeded to develop ultra-modern tactical nuclear
weapons including new-type tactical rockets and intermediate-range cruise missiles whose
conventional warheads are the most powerful in the world.

This enabled us to gain a reliable edge in military technology.

National defence scientists and workers in the munitions industry properly set the orientation of
developing main tank of our style following the world’s development trends and have begun to enter
a new track of development while upgrading production processes. They also achieved such
successes as developing world-class anti-air rocket complex, self-propelled gun howitzer and anti-
armour weapons.

The report also noted that in the period under review the sector of national defence scientific research
was conducting research into perfecting the guidance technology for multi-warhead rocket at the
final stage, finished research into developing warheads of different combat missions including the
hypersonic gliding flight warheads for new-type ballistic rockets and was making preparations for
their test manufacture.

The report made public with pride that the standard of the goal in the modernization of medium-
sized submarine was set correctly and it was remodelled experimentally to open up a bright prospect
for remarkably enhancing the existing subsurface operational capabilities of our navy, that the design
of new nuclear-powered submarine was researched and was in the stage of final examination and
the designing of various electronic weapons, unmanned striking equipment, means of reconnaissance
and detection and military reconnaissance satellite were completed, and that other achievements were
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made in national defence research of gigantic significance in developing the People’s Army into a
powerful one with the strongest military muscle in the world.

The report evaluated that the bold leap forward brought about in the national defence science and
munitions industry made sure that the country ranked high in the world in terms of defence capabilities
and, at the same time, it was of great significance in realizing the strategic plan of the Party Central
Committee for developing the overall Korean revolution.

The report said that a great advance was made in the work of turning the People’s Army into elite
forces in the period under review.

Source: KCNA (emphasis in bold by the Panel), available at https://kcnawatch.org/newstream/1610502377-

14004652/great-programme-for-struggle-leading-korean-style-socialist-construction-to-fresh-
victory/?t=1665001072714.
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Annex 14: 27 January 2022 (local time): two missiles combining ballistic and guidance
technology launched from the area of Hamhung towards the sea in an easterly
direction, impacting an uninhabited island.

On 27 January 2022, the DPRK conducted mobile test launches of two solid-propellant short-range missiles
combining ballistic missile and guidance technology. As was the case for previous test launches, they were
conducted without any forewarning and constituted a safety hazard for vessels and aircraft in the relevant areas.
The missiles were successively launched, the first at around 08:00 and the second at around 08:05 (local time)
from 4-axle wheeled TELSs in the area of Hamhung. The possible launch pad location (39°48' 45" N 127<39’
50" E) was the same as that used for the SRBM launch test on 10 August 2019 (see S/2020/151, table 3 and
annex 58.3). According to a Member State, the missiles were launched in an easterly direction on a depressed
trajectory. Both missiles flew about 190 km, with a maximum altitude of 20 km, before impacting the uninhabited
Al-som Island (40°38' 51" N 12932’ 56" E), the likely target® (see figure 14.1 and annex 23 on solid propellant
BM launch tests since 2018).

The missiles tested appear to have been the SRBM KN-23, previously displayed at the “Self-Defence 2021”
exhibition on 11 October 2021° and presented and tested several times since 2019.” On 28 January, the weapon
was described by the DPRK as a “Surface to surface tactical guided missile” 8(see after figure 14.3 the article
published by KCNA, Rodong Sinmun on 28 January 2022).

The reported flight performance of the missiles tested is consistent with images published by the DPRK in KCTV,
Rodong Sinmun and KCNA on 28 January 2022 (figures 14.2, 14.3).

w

The target Al-som island is consistent with the KCNA picture and with the calculated range between launch pad and island of
around 190 km. See also KCTV, 28 January 2022, full broadcast available at https://kcnawatch.org/kctv-
archive/61f3f259b844b/ and KCTV, 28 January 2022, 8pm bulletin, available at https://kcnawatch.org/ketv-
archive/61f3f2996afaa/. The subsequent findings of NKPRO and IISS on 8 February 2022 available at
https://www.nknews.org/pro/kim-jong-uns-private-beach-used-to-launch-missiles-last-month-
analysis/?t=1659885202557 are consistent with this analysis.

See annex 23.1 and S/2022/132, figure I1X.

See S/2021/211, annex 12; S/2020/151, para. 194, table 3 and annexes 58-1 and 59-1

Source: Rodong Sinmun and KCNA, 28 January 2022. “The Academy of Defense Science of the Democratic People's Republic
of Korea conducted the test-fire for updating long-range cruise missile system and the test-fire for confirming the power of
conventional warhead for surface-to-surface tactical guided missile on Tuesday and Thursday respectively,”. The Panel has
previously noted that the report of the Eighth Congress of the Workers’ Party of Korea, held in January 2021, declared that
DPRK would pursue the development of tactical nuclear weapons (see S/2021/211, para.18, and S/2021/777, annex 18-1). See
also annex 13.
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At the time of the test, Kim Jong Un was near the area of the launch test sites® inspecting both a munitions factory
in the area of Hamhung?® (accompanied by his sister Kim Yo-jong, Jo Yong-won and Kim Jong Sik?!) (figure
14.2), and an infrastructure project that will transform the military airfield at Ryonpho (39%47'23.27"N
127<32'9.36"E) into a vegetable greenhouse farm.2

The launches were overseen by officials of the Department of the Munitions Industry of the Central Committee
of the Workers' Party of Korea (KPe. 028) and leading officials of the Academy of Defence Science (KPe.021).%3

Around that time, Kim Jong Un was reportedly in the vicinity of Hamhung inspecting a site for the Ryonpho
vegetable greenhouse farm (3947'23.27"N 127<32'9.36"E) as well as a possible missile factory the “February
11" Plant of the Ryongsong machine complex” (39%55'10"N127 39'09"E). The launch pads of the SRBM (27
January 2022, 3948'45"N127<39'50"E) and LRCM (25 January 2022, 39<49'1.84"N127<40'3.27"E) were
located on two contiguous beaches close to Kim Jong Un’s reported mansion (at the private Majon Beach, see
figures 14.1, 14.2, 14.3) and close to the point from which he had observed the SRBM KN-24 launch test on 10
August 2019 (3924822.67"N 127<39'46.00"E, see S/2020/151, annex 58.3). It is possible that Kim Jong Un
attended these launches. 4

9 It appears through the analysis of KCTV images that the launch test site of a long-range cruise missile
(LRCM) (figure II) on 25 January (with a flight time of 126 minutes and a range of 1500 km flight, the
LRCM appears to be similar to the LRCM tested on 12 September 2021) was located on the Chakto-long
beach (39°48'59.62"N 127°40'2.57"E) approximately only 500 m north of the SRBM test site on 27 January
2022 (see previous footnote).

10 Judging from the shape of the facility only a part of the munitions factory is located in an underground

gallery. The shape of the facility resembles a long, wide, windowless tunnel covered by a vaulted ceiling.

According to expert analysis (NKNEWS, https://www.nknews.org/2022/01/kim-visits-major-weapon-

factory-orders-military-base-turned-into-veggie-farm/?t=1661720911999, and MIIS - Arms Control Wonk,

https://twitter.com/ArmsControl Wonk/status/1486894952424607749) the factory is likely to be the

“February 11™ Plant of the Ryongsong Machine complex” (39° 55’ 10" N 127° 39’ 09" E), visited by Kim

Jung Un several times since 2013. The photographs of previous factory visits published by KCNA are

comparable to those published on 28 January 2022. The large flow-forming machine and other equipment

seen in the photographs could be used to make alloy missile bodies such as those for SRBMs (see figure

14.2).

Such an underground facility might also be located 9 km to the northwest, in the mountain between the

location 39° 57" 13" N 127° 32’ 49" E and the Chemical Material Institute (CMI) where the missile casing

engines are produced (39° 57" 30" N 127° 33" 33" E, see S/2019/691, annex 32, and S/2019/171, annex

84.5). The SRBM and cruise missile launch sites on 30 January (39° 48' 45" N 127° 39’ 50" E, see figures

14.1 and 14.2 and S/2020/151, table 3 and annex 58.3), the future greenhouse farm (39°47'23.27"N

127°32'9.36"E) and the munitions factory are located in close proximity (see figure 14.2).

Jo Yong Won, member of the Presidium of the Political Bureau. See S/2022/132, table 1, and KCNA, 12

January 2022. Kim Jong Sik, the Deputy Department Director of the Party’s military industry department

(see figure 14.3)

12 See KCTV full broadcast, 28 January 2022, at https://kcnawatch.org/kctv-archive/61£3f259b844b/; the
Ryonpo airfield was used as a KN-25 launch site on 28 November 2019 (see S/2020/151, para. 194, table
3)

13 Listed as KPe.021, the Academy of National Defence Science controls a network of overseas front
companies tasked with collecting technical and scientific information in support of DPRK’s WMD
programmes.

14 Two experts objected to this sentence, believing that the reports of the Panel are not for hypothetical
political statements.

1

—
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Figure 14.1: Launch tests of two SRBM KN-23 on 27 January 2022 (and LRCM on 25 January)

Possible LROM-TEL location:
2022 (XT)

i .
Possible SRBM-TEL
location on 27 Jan, 2022

28 Jul. 2021

29 Jan. 2022

South 18 Jan. 2022

Source: Planet Labs Inc. 28 January 2022, 01 38 UTC; 27 January 2022, 01 22 UTC; 26 January 2022, 01 51 21 UTC;
18 January 2022, 02 53 01 UTC; Google Earth, 9 February 2020; KCNA, 28 January 2022, Full broadcast
https://kcnawatch.org/kctv-archive/61f3f259b844b/.
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Figure 14.2: The SRBM and cruise missile launch sites on 25 and 27 January (39° 48’ 45" N 127° 39' 50" E, see
figure 14.1 above and S/2020/151, table 3 and annex 58.3), the future greenhouse farm (39%47'23.27"'N
12732'9.36""E) and the possible munition factory (February 11™ Plant of the Ryongsong machine complex and
CMI) are in close proximity
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(CMI) 3t Hambung and
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$/2015/171 annex 84 5

Hungnam 17 Explosives
8 Factory (see 5/2019/651
annex 32)

> Long-range Cruise missie
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November 2018
(dee 5/2020/151
para. 194 Tab.3)
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Source: Planet Labs Inc. 29 January 2022, 05 05 UTC ; and Google Earth, 9 February 2020; 8 June 2020; 21 and
27 August  2021; KCNA: 28 January 2022, Full broadcast https://kcnawatch.org/kctv-archive/61f3f259b844b/ ;
https://kcnawatch.org/?t=16511797161009.
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Figure 14.3: An article in Rodong Sinmun on 28 January 2022, published by KCNA, reporting the statement
of the Academy of Defence Science on both the test of a long-range cruise missile system on 25 January (two
LRCMs flying 152 minutes to hit the target island 1800km away) and the test to confirm “the power of
conventional warhead of surface-to surface tactical guided missile” on 27 January 2022

- - ow
Jan. 28, Juche 111 (2022) Friday 2 T ‘J < www_10dong, rep kp

Academy of Defence Science Conducts Important Weapons Tests

The Academy of Defence Sclence of the Democratic Peopie’s Republic of Korea conducted the test-fire for updating long
range cruise missile system and the test-fire for confirming the power of conventional warhead of surface-to-surface tactical
guided mussile on Tuesday and Thursday respectively,

Officials of the Department of the Munitions Industry of the Central Committee of the Workers' Party of Korea and leading
officials of the Academy of Defence Science guided the important weapon tests in field

In the test-fire for updating the long-range cruise missile system conducted on Tuesday, two long-range crulse missiles flew
for 9 1375 slong the flight trajectory over the East Sea of Korea to hit the target isiand 1 800 km away.

The practical combat performance of the long-range cruise missile system would hold a rediable share in boosting the war
deterrence of the country.

In the test-fire for confirming the power of conventional warhead of surface-to-surface tactical guided missile conducted on
Thursday, two tactical guided missiles precisely hit the target island, proving that the explosive power of the conventional
warhead complied with the design requirements,

The Academy of Defence Science danfied that the missile warhead institute under it will keep developing powerful warheads
capable of performing combat function and mission.,

The resuits of the successful test-fires of the weapon systems were reported to the WPK Central Committee to be highly
appreciated,

Source: Via NK PRO / WATCH: KCNA Rodong Sinmun, 28 January 2022, available at
https://kcnawatch.org/newstream/1643322805-368795958/academy-of-defence-science-conducts-important-
weapons-tests/.
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Annex 15: 30 January 2022 (local time): an IRBM (named Hwasong-12 by the DPRK) launched
in an easterly direction from the area of Mupyong-ri in Jonchon county

On 30 January 2022, the DPRK conducted a test launch of a ballistic missile stating that “evaluation test-fire of
Hwasong-12 ground-to-ground intermediate- and long-range ballistic missile was conducted on January 30
under a plan of the Academy of Defence Science, the Second Economy Commission and other institutions
concerned” (figure 15.2, the article in Rodong Sinmun on 31 January 2022 published by KCNA). As with
previous test launches, the test was conducted without any forewarning and constituted a safety hazard for vessels
and aircraft in the relevant areas. According to two Member States, the missile was launched at 07:52 (local time),
from the Mupyong-ri (aka Jonchon) area in Jagang Province in an easterly direction. Launched on a lofted
trajectory with a maximum altitude of 2000 km, the ballistic missile flew around 800 km before impacting waters
off DPRK’s east coast (annex 23, on liquid propellant BM launch tests since 2018). According to KCNA
photographs (figure 15.1), the missile was launched from a 6-axle TEL (see S/2021/211, para. 20 and figure ).

The missile appeared to be one of the systems displayed at the “Self-Defence 2021 exhibition on 11 October 2021.%
As demonstrated in KCNA pictures of the launch, both the shroud and the main missile body (that of a single-stage
liquid-fuelled missile) closely resembled the single-stage IRBM Hwasong-12 (aka KN-17, figure XX3.1), last tested
on 29 August and 15 September 2017.% The burnt gas had the characteristic of an elongated plume-like shape and
colours of the combustion of a liquid propellant (orange and yellow colours, see S/2017/150, para.36).1” At the time
of the test, this missile had the longest potential range of any missile tested since 2017 (annex 23) .

According to the DPRK this launch test was an operational trial that “confirmed the accuracy, safety and
operational effectiveness of the Hwasong 12 weapon system under production... it was organised by the Academy
of Defence Science (ADS), the Second Economic Committee, and other institutions.” The DPRK stated “that
the Hwasong-12 is meant to serve as a medium-long range strategic ballistic missile with a range of 3,000 —
4,000 km capable of reaching Guam”.18

Member States confirmed the many similarities identified between this missile and the Hwasong-12, including
its similar size and an engine system based on the DPRK version of the RD-250 engine. °

The launch was under the responsibility of the Academy of Defence Science (KPe.021) and the Second Economy
Committee (KPe.032)

15 See S/2022/132, figure VII

16 Hwasong-12 was successfully tested on 29 August and 15 September 2017. See S/2021/777, para.26; S/2019/171,
para.174; S/2018/171, paras.7, 12; S/2017/742, paras.7-13.

17 According to Jane’s Intelligence Review “North-Korea test multiple long-range missile systems” available at
https://customer.janes.com/Janes/Display/BSP_8038-JIR, "the published launch photo shows a flame and exhaust
colour consistent with hypergolic propellant combination of unsymmetrical dimethylhydrazine (UDMH) and nitrogen
tetroxide (NTO), as well as a reddish cloud that is typical for nitrogen-based propellants at engine ignition”

18 See KCNA Pyongyang Times, 31 January 2022.  On 14 August 2017 KCNA reported that “the military was... carefully

examining the operational plan for making an enveloping fire at the areas around Guam” ... “The military plans to attack

Guam “through simultaneous fire of four Hwasong-12 intermediate-range strategic ballistic rocket”.”, available at

https://www.nknews.org/2017/08/kim-jong-un-briefed-on-guam-attack-plan-at-strategic-force-command-

kena/?t=1654210722275

The maximum length of the IRBM Hwasong-12 is around 17.4 m, its diameter around 1.65 m and its engine derived from

the RD-250 (S/2022/132, figure V and annex 20; S/2021/211, annex 10; S/2018/171, paras.14-16). Its range was estimated at

4,500 km  with a  500kg  warhead (see CSIS  “Missile  defense  project”, available at

https://missilethreat.csis.org/missile/hwasong-12/ and Jane's Defence Weekly, 31 January 2022, available

https://customer.janes.com/Janes/Display/BSP_12569-JDW)
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Figure 15.1: Launch test of a Hwasong-12 IRBM on 30 January 2022 from same location as the 28 July 2017
launch test of a Hwasong-14, at Mupyong-Jonchon 65 factory (40° 36’ 41" N 126°< 25' 33" E)

30 Jan. 2022 07h52 local

Launch pad
Hwasong-14
ICBM on 28
Jul. 2017
see
$/2017/742

30 Jan. 2022 11h20 local

TEL conversion
facility with
specific
superstructure
incorporate in
the roof see
$/2020/840
annex 12.9

9 Sep. 2021

Source: KCTV 31 January 2022 — 8 PM Bulletin https://kcnawatch.org/kctv-archive/61f7e740a9bbf/;

Inc. 30 January 2022, 02 20 UTC (= 11h20 Local time); 9 September 2021, 00 47 UTC.
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Figure 15.2: Articles and pictures from Rodong Sinmun on 31 January 2022 published
by KCNA, reporting the statement that “the evaluation test-fire of Hwasong 12-type
ground-to-ground intermediate- and long-range ballistic missile was conducted”

KCNA Rodong Sinmun (En)
Test-fire of Hwasong 12-type Ground-to-ground Intermediate- and Long-range Ballistic Missile Held
Date: 31/01/2022 | Source: Rodong Sinmun (En) | Read original version at source

The evaluation test-fire of Hwasong 12-type ground-to-ground intermediate- and long-range ballistic
missile was conducted Sunday under a plan of the Academy of Defence Science, the Second Economy
Commission and other institutions concerned.

The test-fire was aimed to selectively evaluate the missile being produced and deployed and to verify
the overall accuracy of the weapon system.

It was conducted by the highest-angle launch system from the northwestern part of the country toward
the waters of the East Sea of Korea in consideration of the security of neigt*)oting countries,

The Academy made public the earth image data taken from space by a camera installed at the missile
warhead,

It confirmed the accuracy, security and effectiveness of the operation of the Hwasong 12-type weapon
system under production.

Rodong Sinmun

Source:https://kcnawatch.org/newstream/1643600436-694045929/test-fire-of-hwasong-12-type-ground-to-ground-

intermediate-and-long-range-ballistic-missile-held/?t=1651424928305; Picture:
emphasis in bold by the Panel.
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Annex 16: 27 February 2022 and 5 March 2022 (local time): two suborbital projectile launchers
using ballistic missile technology (with the flight features of a powerful ballistic
missile) were launched in an easterly direction from the Sunan area. The DPRK
stated that the test launches were intended to test the functions of a reconnaissance
satellite

On 27 February 2022, the DPRK conducted a ballistic missile launch, identified as possibly the new ICBM
Hwasong-17, according to Member States. KCNA only released a photograph of the earth taken from the missile.
As was the case for previous test launches, it was conducted without any forewarning and constituted a safety
hazard for vessels and aircraft in the relevant areas. The missile was launched at around 07:52 (local time)?° from
the Pyongyang Sunan International Airport area in an easterly direction (see figure 16.1). According to Member
States the flight distance was 300 km with a maximum altitude of 620 km. (see annex 23.1)

On 5 March 2022, the DPRK conducted a similar ballistic missile launch, again identified as possibly the new
ICBM Hwasong-17, according to Member States. KCNA did not release any photographs or detail of this test.
As was the case for previous test launches, it was conducted without any forewarning and constituted a safety
hazard for vessels and aircraft in the relevant areas. The missile was launched at around 08:52 (local time) from
the Pyongyang Sunan International Airport area in an easterly direction (see figure 16.1). According to Member
States the flight distance was between 270 and 300 km with a maximum altitude between 550 and 560 km. (see
annex 23.1)

Media reporting of Member State analyses as well as the Member State information provided to the Panel
concluded that the DPRK had tested in these two launches a relatively new large intercontinental ballistic missile
system,?! possibly the untested ICBM Hwasong-17.22 A Member State assesses that the ICBMs were equipped
with RD-250 liquid propellant engines for the first stage. Two Member States assess that they may have been
launched in order to verify some function before conducting a launch test at the maximum range of the missile.?®

Regarding the apparent new momentum of DPRK’s space programme represented by these launches, a Member
State assesses that the programme could also facilitate the improvement of DPRK’s ICBM capabilities. 2

20 Time 07:51 was also recorded by another Member State.

2! Due to the thermal signature of the engines, Member States evaluated the missiles to have been the new
ICBM Hwasong-17 shown at the October 2020 Military parade (S/2020/840, para.17).

- Reuters, 11 March 2022, available at https://www.reuters.com/world/china/us-imposes-new-north-
korea-related-sanctions-after-missile-launches-2022-03-11/

- NK News, 14 March 2022, available at https://www.nknews.org/2022/03/us-and-chinese-officials-
discuss-north-koreas-latest-projectile-launches/

- a Members State statement on 11 March 2022, available at
https://www.mod.go.jp/j/press/news/2022/03/11d.html

According to a Member State, if the 28 February and 5 March missiles had been launched on a normal
ballistic trajectory, the estimated range would have been over 1,000 km. Given this assumption, the range
was extremely short for an ICBM-class ballistic missile. In general terms, however, it is technically feasible
to control the range to some extent by adjusting the launch thrust and angle of missiles. A Member State
assesses that the delivery system could have failed partially or that the test could have been aimed at testing
a Post Boost Vehicle equipment, aimed at putting satellites into orbit or at developing MIRV capabilities.
24 According to the Member State,

2
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23
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Conversely, DPRK will continue to develop its genuine space capabilities based on its ICBM technologies, in
particular the RD-250 booster.

Both launches were under the responsibility of the National Aerospace Development Administration (NADA,
KPe. 029) and the Academy of Defence Science (KPe.021).

“- Suborbital flight tests are not common for a space programme and could point to a dual objective;

- Recent launches could also have been used to test technologies useful for a MIRV capacity;

- It is considered likely that the DPRK may soon transform one of its ICBMs (Hwasong-14, Hwasong-15
or Hwasong-17) which have shown propulsive maturity based on the RD-250 boosters into a space launch
vehicle, consequently replacing its Unha SLV used in all its most recent space launches. As such, it would
constitute yet another violation of UNSCRs.

126/370 22-12274



S/2022/668

Figurel6.1: Possible location of the two ICBM launch tests on 27 February (39° 13’ 17" N 125° 40’ 17" E)
and 5 March 2022 (39° 13’ 17" N 125°40' 18" E)

S Mat. 2022, 10:49 Loc,

Possible location of ICBM Hwasong-17 on 5 March 5 Mar, 2022
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Possible location of ICBM Hwasong-17 on 27
February (7:52 loc.). Trace of burnt gas from
the missile and TEL black tyre marks

-

No trace of burnt gas
before 27 February 2002

Source: Planet Labs Inc 24 February, 02 19 UTC; 27 February, 02 02 UTC; 2 March, 01 30 UTC; 3 March, 0129
UTC; 5 March, 01 49 UTC; 5 March, 02 16 UTC.
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Annex 16.1: On 27 February 2022, the DPRK conducted a ballistic missile launch, according to
Member States.

The reported flight performance and the pictures taken (if not falsified) from the vehicle during the parabolic
trajectory at an altitude which theoretically would correspond to a low earth orbit?® suggests that the booster,
capable of delivering its payload at 620 km altitude, shares the characteristics of a powerful ballistic missile,
ranging from a MRBM to ICBM. In addition, the apparent ability to control an onboard camera remotely and its
possible re-entry vehicle provides information on the DPRK's developing capabilities in signal transmission and
optical recognition potentially linked to guidance system technology.

According to KCNA on 28 February 2022, the purpose of the launch test was to help “the DPRK National
Aerospace Development Administration (NADA) and the Academy of Defence Science confirm the
characteristics and working accuracy of the high-definition photographing system, data transmission system and
attitude control devices through the vertical and oblique photographing of a specific area on earth with cameras
to be loaded on the reconnaissance satellite”

This reported test launch and remote control of a reconnaissance satellite would be in line with Kim Jong Un's speech to
the Eighth Congress of the Workers' Party of Korea (WPK) on 9 January 2021 (see annex 13.3), in which he stated that
“means of reconnaissance and detection and military reconnaissance satellite were completed ™.

However, according to information from official websites and media reporting of Member State analyses, the
DPRK’s largest intercontinental ballistic missile (ICBM) (also designated as an ICBM-capable platform) system
has been used in two recent launches. One Member State estimated that “the ballistic missiles launched by
North Korea on 27 February and 5 March were intercontinental ballistic missile (ICBM) class and have been
evaluated as the same as those first confirmed in the military parade held in October 2020 (called after “Hwasong-
17”. Tt is believed that this may have been launched for the purpose of verifying some function before conducting
a launch test at the maximum range of the missile.””® Two Member States separately assessed that “the Kim
regime's two most-recent launches had tested components of a new ICBM system.”?’

An KCNA’s article of 28 February reporting on the reconnaissance satellite test of 27 February mentioned: “The
National Aerospace Development Administration and the Academy of Defence Science of the DPRK made an
important test according to the plan for developing reconnaissance satellite on February 27. They conducted
vertical and inclined photographing of the specified area of the ground with cameras to be loaded on satellite
and confirmed the characteristics of the high-resolution camera system, data transmission system and attitude
control devices and the correctness of their performance. The recent test is of great significance in the
development of reconnaissance satellite.”

25 The vehicle was not in orbit; it followed a suborbital trajectory in space for a few minutes (At an altitude of 300 km the speed
of satellite in orbit is 28 000 km/h. This corresponds to circling the Earth in 90 minutes. See ESA website:
https://www.esa.int/kids/fr/Apprendre/Technologie/Le_controle de mission/Vitesse dans | espace)

26 Member State statement on 11 March 2022 available at https://www.mod.go.jp/j/press/news/2022/03/11d.html

27 - The Wall Street Journal, 14 March 2022: “...The U.S. and South Korea, taking the rare step of declassifying military
intelligence last week, said the activity was part of a build-up toward a full-length intercontinental ballistic missile launch...”
- The Wall Street Journal, 10 March 2022: “... Two recent North Korean missile launches tested components of a new
intercontinental missile system that if fully developed could hit the U.S. or its allies, officials said...”
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Figure 16.2: Articles and pictures from Pyongyang Times and Voice of Korea published by KCNA on 28
February 2022, reporting the reconnaissance satellite test of 27 February.

MADA, Academy of Defence Science conduct important test for developing reconnaissance satellite

Date: 28/02/ 20k | Sowrce: Pyengyang Times |
The DPRE National Asrospace Development Administration {(NADA) snd the Acadesny of Defence Science conducted an important test on February 27 accoeding to the plan for
dewaloping & reconnakssarecs satelliba.

The test helped the NADA and the Academy of Defence Science conbrm the chesactenstics and working accuracy of the high dehrdion photographing system, deta bransmission sysiem
and attitude control devices throagh the wertical and obligus photegraghing of a specific aroa on earth with cameras to be lcaded on the reconnaissanos satellito.

The besat i &F grest significsess in develapirg the reconnaivance satelite

HADA, Academy of Defence Schence conduct important test for developing reconnalssance satellite

Source: https://kcnawatch.org/newstream/1646039170-769328268/nada-academy-of-defence-science-conduct-
important-test-for-developing-reconnaissance-satellite/.
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Annex 17: 16 March 2022 and 24 March 2022 (local time) - two launches of ICBMs in an easterly
direction from the Sunan area. The DPRK claimed to have launched the ICBM
Hwasong-17 on 24 March, providing photographs and videos the following day.
However, according to several Member States, the 16 March launch of the new ICBM
Hwasong-17, failed. The second launch on 24 March was considered by the same
Member States to be either of a Hwasong-17 or of a version of the Hwasong-15 (tested
on 29 November 2017), probably modified in order to display a lofted trajectory
similar to that of the more powerful Hwasong-17

On 16 March 2022, the DPRK conducted a ballistic missile launch which failed when the missile exploded at an
altitude of around 20 km, according to Member States. The DPRK did not mention this launch and KCNA did
not release any photographs or details of it. However, analysis demonstrates that the KCTV footage of the 24
March ICBM launch, reportedly that of a “Hwasong-17”, actually incorporated footage from the failed ICBM
launch of 16 March (see table 1). As with previous test launches, it was conducted without any forewarning
and constituted a safety hazard for vessels and aircraft in the relevant areas. After being removed from its storage
area (hall no.3) at the Sil-li ballistic missile support facility (39°10" 53" N 125<°39' 50" E) located 2 kilometers
south-west of Pyongyang Sunan International Airport (see S/2020/840, para. 16 annex 12), the 11-axle wheeled
TEL deployed to the launch pad location (3911’ 18” N 125<°40’ 00" E) between the facility and the main runway
of the airport. The missile was launched at around 09:30 (local time) (figures 17.1, 17.2, 17.3). According to
media reports, reddish smoke was observed in the atmosphere after the explosion.?

On 24 March 2022, the DPRK conducted an ICBM launch, according to three Member States. The DPRK published
photographs and a video to present and detail the event in which Kim Jun Un and the Hwasong-17 were the focus.
However, the KCTV footage of the 24 March ICBM “Hwasong-17” launch actually incorporated footage from the
failed 16 March ICBM Hwasong-17 launch, as well as possibly other earlier footage. As with previous test launches,
it was conducted without any forewarning and constituted a safety hazard for vessels and aircraft in the relevant areas.
The missile was launched at around 14:34 (local time) from the Pyongyang Sunan International Airport in an easterly
direction. According to Member States the flight distance of the missile was about 1080 km with a maximum altitude
of about 6200 km (see figures 17.1, 17.2, 17.3).

These launches clearly identify the infrastructure at the Sil-li site, previously only suspected to be linked to the
BM programme (see S/2020/840, para. 16, annex 12), as a ballistic missile support facility where ICBMs have
been stored. This new facility is located 2 kilometres south-west of Pyongyang Sunan International Airport.
KCTV footage of the 16 March launch showed that the Hwasong-17 and its 11-axle wheeled TEL were stored
in warehouse no. 3 at the facility (figures 17.2 and 17.3).

Both launches seemed to have been overseen? personally by Kim Jong Un and supported by Generals Jang
Chang Ha and Kim Jong Sik: The video and photographs released by the DPRK on 25 March were intended to
show Kim Jong Un guiding the 24 March test and congratulating the team in charge of the ICBM programme.
The Panel’s assessment of the footage is contained in figure 17.3.

28 The specific reddish-orange colour of the smoke could be related to the condensation and vaporisation of liquid fuel. See NK
News article on 16 March 2022 available at https://www.nknews.org/2022/03/exclusive-north-korean-projectile-debris-fell-
near-pyongyang-after-test-failure/?t=1655215602820. The orange and yellow colour is often associated with the combustion
of liquid fuel propellants (see S/2017/150, para. 36). However, specific ablative coatings inside an engine’s combustion
chamber can produce gases whose colours can also be reddish orange.

2% Two experts are of the view that there is insufficient evidence to support this statement.
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Figure 17.1 (Overview): Two ICBM launch tests on 16 and 24 March 2022, the first of which failed.*
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Source: Planet Labs Inc. 5 March, 01 49 UTC; 17 March, 02 02 UTC; 27 March 2022, 05 21 UTC.
Photographs and screenshots from https://kcnawatch.org/kctv-archive/623dc62b7e18e/.

30 According to the DPRK, the Hwasong-17 ICBM, presented by KCTV on 25 March, was tested on 24 March; however,
according to Member States, it was tested on 16 March 2022 and failed during its flight. The 25 March KCTV broadcast
incorporated older footage from the 16 March launch.
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Figure 17.2: Focus on the two ICBM launch tests on 16 and 24 March 2022, the first of which failed.
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Source: Planet Labs Inc. 5 March, 01 49 UTC; 17 March, 02 02 UTC; 27 March 2022, 05 21 UTC.
Photographs and screenshots from https://kcnawatch.org/kctv-archive/623dc62b7e18e/
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Figure 17.3: KCTYV footages and photographs of the 24 March ICBM “Hwasong-17” launch incorporated footage from the 16 March
ICBM Hwasong-17 launch and possibly earlier additional footage. = According to Member States, on 24 March the DPRK may
have tested a modified ""Hwasong-15" ICBM whose trajectory was intended to resemble that of the Hwasong-17.

Figure 17.3.1:
The KCTV video released on 25 March 2022
of “the 24 March ICBM launch test" includes Satellite Imagery Planet Labs Inc Satellite Imagery Planet Labs Inc Anabvils
footage of the 16 March ICBM preparation inter alia, March 16-17, 2022. inter alia, March 22-27, 2022. -

and launch, and possibly other earlier footages

| The “Sil-li Ballistic missile
- N X support Facility” s identified as
40m s M f the area where the ICBMs were

’ 1 ' probably and temporarily stored
on 16 March 2022 inter alia. This
new facility is located 2 kilometres
south-west of Pyongyang Sunan
International Airport (see
S$/2020/840 para. 16 annex 12).
Since the 16 March, the recent
KCTV footages on the storage of
the Hwasong-17 and its TEL 1n
one of the warehouses of this
facility demonstrated that it 1s
related to the ballistic missile

178ar. 2022 »
Planet Labs Mar.17, 2022, 02 02 UTC N . programme mfrastructure,

: - Several tanks likely used to fuel
Tanks of oxidizing ; AR LY the missile whilst horizontally and
agent or fuel b, ! still in the warehouse no. 3.
However, the location in the same
room of the fuel and its oxidizing
agent is hazardous. There are

or 5 Mar. or 27 Feb. OF @8 lier Planet Labs Mar.27, 2022, 05 21 UTC probably specific rooms dedicated
to separate fuel components.
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17.3.2:
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“KCTV 25 March® possibly filmed on 16
or 5 Mar. or 27 Feb. or earlier

Covered rail terminal
- railcar entrance
- truck entrance

- Hwasong-17 TEL leaves the Hall
no.3. (39° 10’ 53" N 125° 39’ 50"
E)

Planet Labs Apr. 19, 2021, 05 26 UTC

Planet Labs Jul. 17, 2021, 02 03 UTC

- the details identified on the
infrastructure filmed by KCTV
help to identify Sil-li's facilities on
the satellite imagery

17 Mar, 2022

Houses and
warehouses

Trace of burnt gas from the
16 March launch missile and
black tyre marks

Wet tyre tracks of the TEL

- Black tyre marks are visible on
the road (39° 10" 52" N 125° 39"
42" E), as observed in the area of
the “Pyongsong March 16 factory
automotive plant” on 8 October
2020 (see S/2021/211 annex 14,
figure 14.-2)

27 Mar. 2022

- the houses filmed by KCTV are
wdentified on satellite imagery (39° 11
14" N 125° 39" 52" E).

- The wet tyre tracks visible on the
tarmac reveal the route of the TEL on
16 March before 09130 (loc.)

- Trace of bunt gas of the missile and
black tyre marks of the TEL at the
launch pad location still visible on 17
March at 11h02 (loc.) almost 24h after
the 16 March 09h30 launch.
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Figure 17.3.3:
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Planet Labs March 22, 2022, 01 57 UTC

B Grassed areas were burnt in this
area at some point between 17 - 22
March. The KCTV footage of the
alleged 24 March launch
demonstrates that the launch
actually took place before the
grass was burnt.
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Figure 17.3.4:
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@ The yellow boxes and the
yellow lines (8) along the west
side of the tarmac appeared to
have a different orientation
between the KCTV (bottom) and
KCNA (top) images.
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Figure 17.3.5:
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17 Mag, 2022

" 27.Mat. 2022

n The picture of Kim Jong Un
observing a launch, and that of the
generals celebrating an allegedly
successful launch, were taken at
differing times of day and in a
vehicle at a different orientation in
relation to the runway.

The pictures in KCTV and KCNA
indicate (at 6) the position of the
bus from which Kim Jong Un
observed the alleged launch on 24
March. However, the orientation
of the bus (indicated by the yellow
lines on the runway (at 8), the
positioning of the yellow crates,
(at 7) and the direction of the
sunlight indicated by shadows -
black arrow-) demonstrates that
the footage of the alleged 24
March launch (which occured at
14:34) was taken on at least two
separate occasions, including
footage taken at a morning launch.
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Figure 17.3.6:

KCTV 25 March"” possibly filmed on 16
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16 Mar. 2022,
14:24 loc

27 MBER2022 '«

[ Launch site on “24 March”
before launch the burnt gas trace
which are visible since the 16
March are not visible at the exact
location on the KCTV footage
however this burnt trace was
visible on satellite imagery after
16 March (39° 11" 18" N 125° 40’
00" E)

The shadow represented in the
KCTV footage from the alleged 24
March launch (oriented at 285
degrees) does not conform to a
14:34 launch time_ In fact, the
shadow conforms to 09:30 launch
time, as reported by MS for the 16
March launch

_n Trailers arranged to form two
squares side by side on 17 March
and also 1n the "the 24 March
KCTV footage" but actually
arranged in parallel on 27 March

B Four areas of wet tarmac from
the KCTV footage of the alleged
24 March launch. These were
actually visible in imagery only on
16 and 17 March.
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Annex 18: 16 April 2022 (local time): two missiles combining ballistic and guidance technology
launched from the area of Hamhung towards the sea in an easterly direction.

On 16 April 2022, at 17:50 and 18:00 from a quadruple canister mounted on a small 3-axle wheeled
TEL, the SRBMs were possibly launched from the Majon beach near the residence of Kim Jong Un at
Chakto-dong (39°48" 45" N 127<39' 50” E), as in the case of the SRBM launch tests on 27 January
2022 and 10 August 2019, eastward into waters off the east coast and impacting the uninhabited Nan-
do island (40=18' 50" N 128<45' 44" E) as a possible target at 109 km from the launchpad. The
DPRK described the missile as a “New-type tactical guided weapon” to enhance the effectiveness
of tactical nuclear operations (see figure 18).
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Figure 18: 16 April 2022 launch tests of new a SRBM (or close-range BM, CRBM) derived from
SRBM KN-23 and KN-24 but smaller

16 Apr. 2022, 10:54 loc. 17 Apr. 2022, 10:52 loc.

New SRBM
smaller than
the KN-23
and KN-24,
ground-
based
version of
the new
small SLBM

16 Apr. 2022, 17:50 and 18:00

13 Dec, 2015 Location of the quadruple-canister
launcher mounted on a small 3-axie
B wheeled TEL location on 16 April 2022
d 2t17:50and 18:11

Residual
smoke
after
missile
Impact

A6-Apnil 2022,
10:21 loc

Nan-do Island (40° 18° 50" N 128 45" 44" E)
Possible target 109 km from the launchpad

Source: Google Earth, 13 Dec 2015; Planet Labs Inc., 16 April 2022, 01 54 (10 54 loc.) and 01 21 UTC; 17 April
2022, 01 52 (10 52 loc.) and 01 49 UTC; and https://kcnawatch.org.
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Annex 19: 4 May 2022 (local time): An ICBM, possible Hwasong-15 or 17, launched below its
full capacity and on a standard, rather than lofted, trajectory.

The possible location of the ICBM on 4 May (12:03 Loc.) could be identified by the trace of burnt gas on tarmac
and TEL black tyre marks. Moreover, medium-resolution satellite imagery showed what appears to be vehicles
gathering on or around 30 April and 3 May at Sunan’s northern airfield around the same location where vehicles
were seen after the failed 16 March test, although it is possible the activity was agriculture-related.

Figure 19: Possible location of the ICBM launch test on 4 May 2022 at 12:03 Loc (03 03
UTC) (39° 13’ 14" N 125° 39’ 55" E)

Possible location of
the ICBM on 4 May
(12:03 Loc.). Trace of
burnt gas on tarmac
from the missile and

TEL black tyre marks SRy . 2022 12:47 Loc.

Possible truck
{10m length)

alrport

4 May. 2022 12:37 Loc. 2 May. 2022

Source: Planet Labs Inc., 2 May 2022, 05 23 UTC; 4 May 2022, 05 47 UTC (14 47 Loc.).
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Annex 20: Activity at the Sinpo south shipyard and Mayang-do submarine base

Sustained activity was detected in the secure boat basin between February and June 2022,
which was likely to be related to the preparation of the launch test of the new SLBM on 7
May 2022 and possibly others. According to the analysis of satellite imagery by the Panel
and a thinktank® the activity around the GORAE/SINPO-class ballistic missile submarine
(SSB) increased between May and June (see figure 20.2). However, figure 20.1 provides
information on other facilities in the Sinpo and Mayang-do shipyards that have developed
relatively slowly in recent months.

31 See “Post-SLBM Test Activity at the Sinpo South Shipyard”, CSIS Beyond Parallel, 1 June 2022, available at
https://beyondparallel.csis.org/post-slbm-test-activity-at-the-sinpo-south-shipyard/ and previous similar articles.
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Figure 20.1: The submersible test stand barge, the support vessel and the SSB have
moved in and possibly out of the secure boat basin of the Sinpo south shipyard especially
for the SLBM launch test of 7 May 2022. At the static test stand for launch tube (40° 01’
06" N 128° 09’ 24" E), activity was observed especially around the structure on 21
March 2022.
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Source: Planet Labs Inc., 3 February 2022, 05 01 UTC; 3 March 2022, 01 31 UTC; 21 March 2022, 02 04 UTC; 23 March 2022,
05 10 UTC; 8 April 2022, 01 56 UTC; 19 April 2022, 01 26 UTC; 23 April 2022, 01 34 UTC; 28 April 2022, 01 41 UTC; 9 May
2022, 02 42 UTC; 27 May 2022, 01 52 UTC; 29 May 2022, 01 45 UTC; 31 May 2022, 01 41 UTC; 02 June 2022, 01 30 UTC; 20
June 2022, 01 53 UTC.
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Figure 20.2: From 27 March to 11 April 2022, the floating dry dock has also been

temporarily relocated from its quayside location (40° 01’ 07" N 128° 09’ 51" E) to the
launching docks in front of the buildings (40° 01’ 20" N 128° 09’ 47" E) where the new
ballistic missile submarines

being

built or

INAm. 2022

Submersible test
stand barge and a
possible small

From 27
March to 11
April, the
floating dry
dock moved
e
s/2028/777
annex 19

Submerssble test stand
barge and the suppont
vessel have moved
between 29 Apr. and 9
4 May. 2022 before and
after the 7 May SLBM
launch test

Submeruble test stand
barge has moved agan

R becween 9 May. 2022

and 2 Jun. 2022 and
agam before 20 Jun

Source: Same as above.
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Annex 21: 25 May 2022 (local time): An ICBM, possible Hwasong-17, launched below its full
capacity

This was the first time that a liquid and a solid propellant BMs were launched at the same time (see annex 23.1).

The simultaneous launch of several types of systems resembled an operational test to evaluate the operational

combination of weapon systems. However, the flight did not have an intercontinental-range flight pattern as in

the cases of the 27 February and 5 March launches. According to a Member State, the test may be dedicated to

testing MIRV, or a reconnaissance satellite, as well as the first stage of an ICBM booster.>?

Figure 21: 25 May 2022 (06:00 Loc.) - possible location of the ICBM launch pad at 39°13'14”"N
125°39'55"E

Asphalt cesning or
Tepar markings ot the
location of buent gas
marks after the 25
May KKBM lsunch

Shage of a possbie
ICEM TEL om 25 May
1527 boc.} 30
minutes before the
lsunch at 600 Lec

PO

No marks on the
siphalt before the
25 May WCBM launch

Source: Planet Labs Inc., 22 May 2022, 05 31 UTC; 24 May 2022, 20 27 UTC (25 May, 05:27 Loc.); 28 May
2022, 05 48 UTC.

32 See also https://www.nknews.org/pro/why-north-korea-launches-long-range-missiles-on-medium-range-
trajectories/?t=1670961118886.
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Annex 22: 5 June 2022 (local time): 4 different SRBM types (8 BMs, probably KN-23, KN-24,
KN-25 and new modified KN-23) were tested almost at the same time.

Six of the eight BMs were fired between 09:06 and 09:41 (loc.) from different locations. From the vicinity of
east coast at 9:10, from west coast at 9:06, 9:15 and 9:30, from inland at 9:24, 9:41 (Sunan, Kaechon likely at
39°45" 11" N 125=54' 02" E, which was almost the same location as the SRBM test on 10 Sep. 2019, at
Dongchang-ri, Hamhung).
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Figure 22: 5 June 2022 (loc.): Consistent with the Member States reports about the series of SRBM tests
on 5 June 2022, one location of the possible launch pads in Kaechon area would be 39° 45’ 11" N 125° 54’
02" E. It is very close to the launch pad of the SRBM launch test on 10 September 2019 (3945'8.46"'N
125%3'59.06"'E, see S/2020/151, annex 58.6).%

7~

same trace of burnt
grass after 5 Jun. 2022
as on 10 Sep. 2019

e

No trace of
burnt grass yet

v

.

9 Sep. 2019

SRBM-TEL location
on 10 Sep. 2019

Source: Planet Labs Inc., 19 May 2022, 09 37 UTC; 3 June 2022, 02 01 UTC; 8 June
2022, 01 28UTC ; 9 September 2019, 02 02 UTC; 11 September 2019, 00 43 UTC.

33 Furthermore, it is understandable that the DPRK uses almost the same launch pad locations for
launch tests in order to be able to compare relatively similar data sets.
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Annex 23: Launch tests from May 2019 to June 2022 and the analysis of TEL and ballistic missile numbering in recent parades

Annex 23.1: Table 23: Summary table of launches of ballistic missiles or missiles combining ballistic and guidance technology
with liquid and solid fuel propellant engine by the Democratic People’s Republic of Korea from the resumption of testing
from 4 May 2019 to 5 June 2022
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Tests| Tests |Tests| Date and Reported type Number| Reported launch location Reported |Reported Remark Korean Central News
(all) |solid/|solid/| time (local) of distance | apogee Agency classification
in |liquid|liquid missiles travelled (km)

the |since |in the (km)

year|2018 | year

Solid fuel BMs
28 8 2022 fired between 2018 and
June 2022: 63
17 In 2022 (to date): 22
Liquid fuel BMs
0 9 2022 fired between 2018 and
25 May 2022: 10
In 2022 (to date): 3 IRBM + 6 ICBM= 9
1. | 2. l. |05Jan.2022]MRBM or SRBM 1 |[From an inland area in Jagang|500 50 -The shape of the warhead of the|The hypersonig
08:10 or with a liquid propellant engine. Province, eastward intol(or more) missiles tested on 28 Septemberlgliding warhead|
08:07 - “Hypersonic glide vehicle warhead”] waters off the east coast and on 5 January were different. It(KCNA, 7 Jan. 2022)34
disclosed at the missile exhibition - is judged to be one of the other
“Self-Defence 2021” on 11 October / . types of missiles first unveiled in
2021, before the 5 January launch| I T | m October.
test. (KCNA) —— -The main body of the missile
-Re-entry vehicle seems to be a appeared to be made from a liquid
manoeuvrable re-entry vehicle| propellant booster that resembled,
(MaRV) but shorter than, the single-stage
- 6 axle wheeled TEL Intermediary Range Ballistic Missile
(IRBM) Hwasong-12.
- max speed between Mach 3 and 6
2. | 3. | Il. 11Jan.2022- HSBM or MRBM or SRBM 1 |From an inland area in Jagang|700 60 - Max speed: Mach 10 (3400m/s). |“The hypersoniq
07:27 or with a liquid propellant engine. Province, eastward into|(or more) - possible irregular trajectorymissile weapon
07:25 - “Hypersonic glide vehicle warhead” waters off the east coast including change to the direction ofisystem...
disclosed at the missile exhibition north ...600 kilometres and|
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“Self-Defence 2021” on 11 October|
2021, before the 11 January launch
test.

- Re-entry vehicle seems to be a MaRV|

- 6-axle wheeled TEL

34

to the that of the BM tested on 5
Uanuary.

- The main body of the missile
appeared to be made from a liquid
propellant booster that resembled,
but shorter than, the single-stage

IRBM Hwasong-12.

- The shape of the warhead similarl240-kilometre acute

circular...  hit  the|
target in the waters
1,000 kilometres
away” (KCNA 12

Uanuary 2022)3

3. | 21. | 1. [14Jan. 2022
14:41 and
14:52

SRBM (KN-23)

- It appears to be the same type of
SRBM KN-23 recently tested twice as a
railway-borne missile system on 15
Sept. 2021 and 14 Jan. 2022. It has
the missile

been displayed at

From the Uiju area (Possibly
located in the rectangle S-W
corner 40° 13" 10" N 124° 34’
02" E, N-E corner 40° 13' 06"
N 124° 33’ 57" E), north-

eastward into waters off the

430
400

or

36 or 50

already tested on 15 Sept’2021

- Time between launches: 11 minutes
- Max speed: Mach 6

- trajectories were comparable in

range and manoeuvre to previous|

- New railway-borne missile systen|“Firing drill of railway-

borne missile
Regiment”) or “Firing
Drill for Inspection off
Railway Mobile|

Missile Regiment

3% KCNA, 7 Jan. 2022: “The missile made a 120 km lateral movement from the initial launch azimuth and "precisely hit a set target 700 km away,"

"The test launch clearly demonstrated the control and stability of the hypersonic gliding warhead which combined the multi-stage gliding jump flight and the strong lateral

5

movement,”...” was overseen by the Academy of Defense Science”.

35 According to KCNA January 12, 2022, excerpt, “The hypersonic gliding warhead was separated from the launched missile, made a gliding re-leap from the point of 600 kilometres
and 240-kilometre acute circular flight from the initial launch azimuth to the pinpoint to hit the target in the waters 1,000 kilometres away” available at NK NEWS / KCNA WATCH
Website, https://kcnawatch.org/newstream/1641940310-600724419/distinguished-feat-of-wpk-in-history-of-leading-juche-based-defence-industry/?t=1649727166452

- Kim Jong Un officially attended the missile test with Jo Yong Won, member of the Presidium of the Political Bureau see S/2022/132 paragraph 20, 24, table 1

3Article “North Korea says it successfully launched ‘tactical guided missiles’ on Monday” from NK-News on 18 January 2022 available at https://www.nknews.org/2022/01/north-
korea-says-it-successfully-launched-tactical-guided-missiles-on-monday/?t=1650290915010

37KCNA (Jan 18, 2022): "The Academy of Defence Science confirmed the accuracy, security and efficiency of the operation of the weapon system under production.”
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exhibition “Self-Defence 2021” on 11

east coast and impacting an

tests in 2019-2020, including a

(KCNA 15 January

October 2021 uninhabited island (possible detected “pull-up manoeuvre”. 2022
- railway car target location 40° 38’ 50” N - The use of a railway-borne|
129° 33' 02" E”) launcher gives DPRK a mode of|
' transport for a variety of missiles|
68 43 kan which can be rapidly deploy and
(5] """"':"1 launch from anywhere on their rail
network providing another option
for concealing and launching its
missile force.

22. | Il. [17Jan. 2022 SRBM (KN-24) From the area of Pyongyang-300 or50or 42| Time between launches: 3 or 4“Two tactical guided|
08:49 and- It appears to be the same type of| Sunan airport area (Possibly[380 minutes missiles” “to confirm
08:52 SRBM KN-24 tested on 21 March 2021 located at 39° 15’ 44" N 125° = - Max speed: Mach 5 the weapons system's
or and that has been displayed at the 40’ 34" E trace of burnt gas), ﬁ""d - The possible fired location iflaccuracy”

08:50 andmissile exhibition “Self-Defence 2021” north-eastward into waters| confirmed was very close to the
08:54 on 11 October 2021. It was also called off the east coast and location of the Hwasong-12 launch
“Hwasong-11 Na” or Hwasong-11 B” impacting an uninhabited test site on 29 August 2017

- Track TEL island (possible target location (S/2019/171 para. 174 annex 84)
40° 38’ 50" N 129° 33’ 02" E”) - The track TEL chassis may be based
on the DPRK Pokpung-ho battle|
tank chassis (derived from T62 and

T72),

23. | lll. {27 Jan. 2022 SRBM (KN-23) From the area of Hamhung(190 20 - Level of operational testing “Surface to surface
08:00 and|- displayed at the missile exhibition (39° 48’ 45" N 127° 39’ 50" E, - Time between launches: 5 minutes [tactical guided|
08:05 “Self-Defence 2021” on 11 October same launch pad as the one - very depressed trajectory missile”

2021 and tested several times since 4 used for the SRBM KN-24 - Kim Jong Un was nearby Hamhung|(Rodong  Jan 28,
May 2019 launch test on 10 August inspecting a site for the Ryonpho|2022)3° "confirming|
- 4-axle wheeled TEL 2019) eastward into waters \Vegetable Greenhouse Farm and athe power of

off the east coast and

impacting the uninhabited Al-

possible  missile  factory, the

conventional

warhead"
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(40°38'50.49"N
129°32'55.73" E)

som Island

“February 11th Plant of the)

Ryongsong machine complex”38

. [30Jan. 2022
07:52

- IRBM Hwasong-12

- with a liquid propellant engine.

- Identified by MSs as an IRBM sharing
characteristics with the Hwasong-12

last tested on 29 August and 15

From same launch pad as for
the Hwasong-14 launch on 28
Uuly 2017, Muphyong-ri in
Uonchon county (40° 36’ 41" N
126° 25’ 33" E) eastward into|

800
790

orf

2 000

- launched in a lofted orbit and
identified through KCNA pictures as|
the IRBM Hwasong-12 — 800 km is
the longest flight of BMs since
2017.40

12-type

and

“Test-fire of Hwasong

ground Intermediate-|

Ballistic Missile Held”

Ground-to-

Long-range|

September 2017 waters off the east coast after - Re-entry vehicle speed: Mach 164! |(Rodong Sinmun

- 6-axle wheeled TEL

@ 30-minute flight - The main engine still seems to bellan.31, 2022)

e i fm st fmim e s soe olfle 5 200 s 0 e = o g
NE ‘3/
;. 4 .".'—_ H e

derived from RD-250 engine with 4

: \vernier engines. (See S/2018/171,
= 790-B00 km

paras 14-15, figure 3)

- It is in the stage of practical use

and production whose last test has|

been described as “operational tria

3% SRBM KN-24 launch test on 10 August 2019 (39° 48’ 45" N 127° 39’ 50" E) - the Ryonpho Vegetable Greenhouse Farm (39°47'23.27"N 127°32'9.36"E) and the “February 11%
Plant of the Ryongsong machine complex™ (39° 55’ 10” N 127° 39" 09" E).

3" The Academy of Defense Science of the Democratic People's Republic of Korea conducted the test-fire for updating long-range cruise missile system and the test-fire for confirming
the power of conventional warhead for surface-to-surface tactical guided missile on Tuesday and Thursday respectively," the Korean Central News Agency (KCNA). The LRCM was
tested on 25 January, according to North Korea’s announcement, the missile [CM] flew for 2 hours and 32 minutes with a range of 1,800km.

40_ Hwasong-12 (aka KN17) theoretical range could be up to 5 000 km. Lofted trajectories in May, August and September 2017 (last test) over the Japanese territory. KCNA reported
that North Korea claims “that the Hwasong-12 is meant to serve as a medium-long range strategic ballistic missile with a range of 3,000 — 4,000 km capable of reaching Guam.” ...”
The military plans to attack Guam “through simultaneous fire of four Hwasong-12 intermediate-range strategic ballistic rocket”.” NKNEWS on 14 August 2017 available at

https://www.nknews.org/2017/08/kim-jong-un-briefed-on-guam-attack-plan-at-strategic-force-command-kcna/?t=1654210722275.

# Article “Hwasong-12 test signals troubling new phase in North Korea’s missile programs” NKPRO on 31 January 2022 available at https://www.nknews.org/pro/hwasong-
12-test-signals-troubling-new-phase-in-north-koreas-missile-programs/?t=1654208852886.
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of a Hwasong-12 production unit”

(KCNA Jan. 31, 2022)%2

7. | 5 | IV. 27

2022
07:52
07:51

Feb.

or|

- new ICBM Hwasong-17

- flying as a suborbital satellite
launcher with the flight features of
long-range BM

- with the RD-250 liquid propellant
engines for the first stage.

- identified as ICBM-class by several
Member States or ICBM-capable
platform such as the super large BM
“Hwasong-17" (see row “5 March”|

below)

From the Pyongyang Sunan

international airport area
(launch pad at 39° 13’ 17" N
125° 40" 17" E because off
visible trace of burnt gas on
the tarmac after the launch)
toward the east into waters|
near the east coast of North

Korea,

300
320

300-320 km

L s

orf

600
620

or|

- lofted trajectory

- if the images taken from space
were genuine, the test launch was|
intended to test the functions of a
reconnaissance satellite. According
to MSs, such test was likely
probable but, delivery rockets for
satellite launches use technologies|
that are basically identical and
compatible with those of ballistic|
missiles (see row “5 March”)

- it may have been launched for the|
purpose of verifying some function

before conducting a launch test at

- no KCNA's image of]
tthe launcher,
- “NADA and
Academy of Defense
IScience conducted an
important test|

\Sunday under the|
lolan of developing q|
reconnaissance

satellite”*3

42 “It confirmed the accuracy, safety and operational effectiveness of the Hwasong-12 weapon system under production”. (KCNA Pyongyang Times 31 Jan.2022) Pyongyang's official
Korean Central News Agency (KCNA) said the launch of the “Hwasong-12-type surface-to-surface intermediate- and long-range ballistic missile” was organised by the Academy of
Defence Science (ADS), the Second Economic Committee, and other institutions. It added that the launch aimed to verify the Hwaseong-12's deployment and accuracy and was

conducted by the “highest-angle launch system from the northwestern part of the country” towards the east of the Korean Peninsula.

B “Vertical and oblique photographing of a specific area on the ground” with cameras that will be “installed on the reconnaissance satellite” (Rodong Sinmun and KCNA

28 February2022).
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the maximum range of the missile

(see row 5 March”)

8 6 | V. [5Mar.2022- new ICBM Hwasong-17 From the Pyongyang Sunan|270 or560 or} lofted trajectory - no KCNA's image of]
08:52 or- flying as a suborbital satellite international airport area|300 550 - if the images taken from spacejthe launcher
08:47 launcher with the flight features of (launch pad at 39° 13’ 17" N \were genuine, the test launch was- NADA and Academy

270300 lae

long-range BM

- with the RD-250 liquid propellant
engines for the first stage.

- identified as ICBM class by several

Member States or as ICBM-capable

125° 40' 18" E clearly visible
trace of burnt gas on the
tarmac after the launch)
toward the east into waters|

near the east coast of North

intended to test the functions of a
reconnaissance satellite. According
to MSs, such test was likely
probable but, delivery rockets for

satellite launches use technologies|

of Defence Science
Conduct Another
Important Test for

Developing

platform such as the super large BM Korea after a 40-minute flight. that are basically identical and|Reconnaissance

“Hwasong-17" 44 ISatellite 4°

4 MSs evaluated the 28 February and 5 March missile as the new ICBM Hwasong-17 shown at the October 2020 Military parade and mounted on a 11-wheeled TEL (S/2022/840
para.17 and S/2021/777 annex 18.2) In particular the thermal signature of the engines analysis (one, two or four nozzles) could differentiate Hwasong-17 from others.

4 According to a Member State, the 28 February and 5 March missiles have at least the same or longer range compared to ICBM-class missiles previously launched by North Korea
(Hwasong-14 and 15), but further details are still under analysis. A MS assesses that the delivery system could have failed partially or that the test could have been aimed at testing a
Post Boost Vehicle equipment, aimed at putting satellites into orbit or at developing MIRV capabilities.

46e.g. technologies for the separation of multi-stage propelling devices, attitude control and guidance control. MSs add that the space programme could also serve the improvement of
DPRK’s ICBM capabilities:

1. Suborbital flight tests are not common for a space programme and could point to a dual objective.
2. Recent launches could also have been used to test technologies useful for a MIRV capacity.

3. It is considered likely that the DPRK should soon transform one of its ICBMs (Hwasong-14, Hwasong-15 or Hwasong-17) which have shown propulsive maturity based on the RD-
250 boosters into a space launch vehicle, consequently replacing its Unha SLV used in all its most recent space launches. As such, it would constitute yet another violation of UNSCRs.

4Rodong Sinmun 10 March 2022,
administration-nada/?t=1656438970198.

https://kenawatch.org/newstream/1646883133-164884312/respected-comrade-kim-jong-un-inspects-national-aerospace-development-

“KCNA 11 March 2022, https://kcnawatch.org/newstream/1646992923-861239615/respected-comrade-kim-jong-un-inspects-sohae-satellite-launching-ground/?t=1656438872679.

OThrough the test, the NADA confirmed the reliability of data transmission and reception system of the satellite, its control command system and various ground-based control systems
(KCNA and Rodong Sinmun 6 March 2022).
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Several Member States evaluated the
BM as the Hwasong-17, and a MS
assesses that this may have been
launched for the purpose of verifying
some function before conducting a
launch test at the maximum range of

the missile*>

compatible with those of ballistic|
missiles.®

- Kim Jong Un, Deputy Dpt. Director
Kim Jong Sik, Dpt. Director Yu Jin of]
party central committee officials
visited the satellite control centre
(SCC) in the week of the 5 March
(39° 2'33.55"N
125°42'35.02"E)

March.4”

launch
probably on 9
He visited the Sohae)
satellite launching ground on

probably 10 March.48

. [16

2022
09:30

Mar.

- new ICBM Hwasong-17

- with liquid propellant engine

- identified as ICBM-class by several
Member also as the super large BM
“Hwasong-17" whose photos and
video would be released after the
ICBM launch on 24 March®°

- 11-axle wheeled TEL

From the Pyongyang Sunan

international airport area
(launch pad at 39° 11’ 18" N
125° 40’ 00” E) same area as
two ICBM system tests on Feb|
27 and March 5 possible
20km|

destruction around

altitude

failed

failed

- ICBM launch test according to|No

several MSs,

seconds flight and exploded at an[DPRK

altitude of less than 20km.
- BM’s debris fell in or near
Pyongyang posing a threat to
population; last time a MRBM test

has failed was in 2017

statement

failed after somejinformation
(first
statement in 2022)

or|
from

No-|

30 For the 16 March same assessment as for the 5 March. Regarding the booster.

SIA NK News article on 16 March 2022 reported that “The images seen by NK News shows a red-tinted ball of smoke at the end of a zig-zagging rocket launch trail in the

sky above Pyongyang. Smaller trails appear to extend straight down toward the ground” available at https://www.nknews.org/2022/03/north-korea-tries-and-fails-to-launch-

another-projectile-jcs/.
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- liquid propellant missile is also
confirmed because of the typical
colour of the vapour seen over|
Pyongyang>t

- According to Member States and
the Panel images analysis, this BM
tested on 16 March 2022 is the
ICBM  Hwasong-17 that was
presented by KCTV on 25 March as|
the ICBM tested on 24 March. Thus,
the 25 March KCTV broadcast]
incorporated older footage of the
launch sequences of the Hwasong-
17.

- the “Sil-li Ballistic Missile Support|
Facility”, identified by the CSIS and
the Panel (see S/2020/840 Para. 16)
as being possibly related to the BM
programme, is clearly presented as
involved in the repeated ICBM
testing on 27 February, 5 March, 16
March, 24 March, 4 May, and 25

May 2022.

Another NK News article on 16 March 2022 reported that “the coloring matches [a] dispersed liquid oxidizer,” suggesting a liquid-fuel propellant was used. The projectile
may have experienced a thruster failure...” “reddish-orange smoke” is commonly associated with liquid fuel...” NK News 16 March 2022 available at
https://www.nknews.org/2022/03/exclusive-north-korean-projectile-debris-fell-near-pyongyang-after-test-failure/?t=1655215602820 . The orange and yellow colour is often
associated with the combustion of liquid fuel propellants, (see S/2017/150, para. 36). However, specific ablative coatings inside an engine’s combustion chamber can produce
gases whose colours can also be reddish orange.
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- First ICBM launch test without
detaching it from the TEL.

- Trucks activity detected after

failure
- - 20 Mar. No  statement on
2022 at information from
7:2052155 DPRK
10.| 8 |VIL. |24 Mar.- possible modified ICBM Hwasong- From the Pyongyang Sunan|1080 016200 or}-the data recorded and analysed by|“Hwasongpho-17, d
2022 15 international airport area|1100 6000 [MSs are considered as the best tonew type ofl
14:34 ort- with liquid propellant engine. same area as the three ICBM date and consistent with the abilitylintercontinental
14:33 - called by the DPRK “Hwasong-17" system tests on 27 Feb., 5 and of the ICBM to travel over 15,000ballistic missile of the

but rather an upgraded “Hwasong-15"
with a lighter payload.>3
- 11-axle wheeled TEL (9-axle if

Hwasong-15)

T |l
i ') !
!' 1080-1100 km

16 March. On 24 March likely|
from 39° 11’ 19” N 125° 40/
01" E, toward the east and
splash down at around 15:44
after a 71-minute flight, inside
Uapan EEZ some 170 km west
Oshima

of Cape Tappi,

km. However, it is identified an
modified Hwasong-15 rather than a
Hwasong-17- the thermal signature
analysis of this launch possibly|
identified two engine nozzles
(Hwasong-15) instead a four-engine|

nozzle (Hwasong-17) as the photos

DPRK strategid
forces”>*

Flight: 67minutes
Altitude: 6248.5km

Distance: 1090km

S2.MLRS with solid propellant engine, 4 rockets, from South Pyongan Province area toward west coast for about 1 hour. Possible KN-09, 240 mm 300 mm multiple rocket launcher.
This rocket test could be a violation of the Sept. 2018 inter-Korean military agreement if the launch occurred near the border with South Korea (NKnews 20 March 2022) and Reuter

at https://www.reuters.com/business/acrospace-defense/nkorea-fires-multiple-rocket-launcher-south-says-2022-03-20/.

33 Defense ministry of ROK on 29 March 2022 "Although the projectile fired on March 24 looks like the Hwasong-17 due to the increase in its top altitude and flight time, our
the

assessment is  that

it is more similar  to

Hwasong-15

than  the

https://en.yna.co.kr/view/AEN20220329008052325?section=national/defense.

% “Pyongyang, March 25 (KCNA) -- Kim Jong Un , general secretary of the Workers' Party of Korea, president of the State Affairs of the Democratic People's Rep ublic of
Korea (DPRK) and supreme commander of the armed forces of the DPRK, gave a written order to conduct the test-launch of Hwasongpho-17, a new type intercontinental
ballistic missile of the DPRK strategic forces, on March 23, Juche 111 (2022) available

kim-jong-un-issues-order-for-test-launch-of-new-type-icbm/?t=1663712750438.

“The missile had made its debut in the military parade held two years ago and successfully test-fired in March this year, fully demonstrating its power” Naenara’s declaration on 6

Hwasong-17,"

May 2022, see https://kcnawatch.org/newstream/1651828167-937611443/declaration-in-april/?t=1659893211916.

S€C

also  Yonhap News

agency,

at https://kcnawatch.org/newstream/1648159663-278086617/respected-comrade-

available  at
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Peninsula of Hokkaido. and video released after the 24
- According to MSs and March had shown. Must be
Panel’s analysis, on 25 March confirmed.

the DPRK presented photos - According to a MS it appeared to
and videos of an earlier be identical to those launched on 27,
Hwasong-17 test, such as| Feb. and 5 Mar.

those of 27 February, 5 March - to carry out this deception
and 16 March but mentioning manoeuvre, the DPRK had to|
the 24 March test as the reduce the payload of the
reference. Hwasong-15 to achieve a trajectory|

comparable to that of the more)
powerful Hwasong-17.

- Comparatively, the test of ICBM
Hwasong-15 on 29 Nov. 2017 (53
min flight, lofted trajectory, range
of 950 km and max altitude of 4
475km, see S/2018/171 Tab.1,
para.9)

- the missile test was officially under

the guidance of Kim Jong Un35156

33See KCNA, 25 Mar. 2022, and also guided with Jo Yong Won, member of the Presidium of the Political Bureau (KCNA 12 Jan. 2022)

- On 28 March KCNA Rodong Sinmum published photos and article that presented Kim Jong Sik and Jang Chang Ha as the top two military officials on the Hwasong class ICBM
project.

SDeputy Department Director of the Central Committee of the WPK and commanding personnel of the Ministry of National Defence of the DPRK and the commanders of the large
combined units of the Korean People's Army, see Voice of Korea, 17 April 2022.

STVoice of Korea, 17 April 2022, “The new-type tactical guided weapon system developed under the special concern of the Party Central Committee is of great significance in radically
increasing the fire striking power of the long-range artillery units on the front and strengthening the effectiveness of tactical nuclear operation of the DPRK and diversification of
the  firepower task...” https://kenawatch.org/mewstream/1650142847-935725828/president-of-state-affairs-kim-jong-un-watches-test-firing-of-new-type-tactical-guided-
weapon/?t=1658076183497
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11.| 24. | IV. 16 Apr.- new SRBM resembled but smaller From possibly the Majon|110 25 - the first time the DPRK has|/“New-type tactica
2022 than KN-23 and KN-24 and as ground - beach near the residence of| presented an SRBM as a tacticalguided weapon”
17:50 andjbased version it resembled the new, Kim Jong Un at Chakto-dong, nuclear weapon delivery system. |strengthening the|
18:11 smaller SLBM launched on 19 October same as for SRBM launch tests - Max speed Mach 4 effectiveness off
2022. on 27 January 2022 and 10 - Flight time 60s tactical nuclear
(Single-stage system) (S/2002/132] August 2019, 39° 48’ 45" N - probably level of operationaloperation... >”
annex 20.2) 127° 39' 50" E), eastward into| testing
- From a quadruple canister mounted waters off the east coast and - Time between launches: 21 minutes|
on a small 3-axle wheeled TEL impacting the uninhabited - also described as Close-Range|
presented at the next military parade Island as possible target at 110, ballistic Missile (CRBM, range
on 25 April 2022. km Nan-do Island 40° 18’ 50" <300km))
N 128° 45" 44" E 109 km from| - Kim Jong Un was accompanied by|
launchpad Kim Jong Sik 56
12.| 9 |VIII. |04 May- ICBM From the Pyongyang Sunan|470or [780 or- max speed about Mach 11 aroundNo  statement or|
2022 - with liquid propellant engine. international airport areal500 800 13600 km/h information from
12:03 or | possible Hwasong-15 or 17 launched same as the four previous - Medium-resolution  satelliteDPRK (second no-
12:02 below its full capacity and on a ICBM system tests toward the imagery showed what appears tolstatement in 2022)

standard rather than lofted trajectory

470-5040 ken

._ =y

east and splash down before
12:24 after a less than 214
minute flight

- Location: Possibly from 39°

13’ 14" N 125° 39’ 55” E

be vehicles gathering on or around
30 April and 3 May at Sunan’s
northern airfield around the same

location vehicles were seen after|

the failed 17 March test, though
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because of burnt gas trace at|

the north edge of the main

it’s possible the activity is|

agriculture-related.

runway.
13.| 25. | V. |07 May- New SLBM/SRBM From a submarine (8.24/600 60 or 50 possibly launched from the 8.24No  statement or
2022 - Derived from KN-23 (or KN-24); Yongung SSBA) or a Yongung SSBA. information from the
14:07 or  [similar to the new small SLBM tested submersible test stand barge - irregular trajectory DPRK  (third  no-
14:06 on 19 October 2021 and presented at in the sea at large off the coast . 7 ince 2018 statement in 2022)
[05:06 UTC] [the Self-defense exhibition and at the of Sinpo toward the east and ."--‘;jf::fl
military parade on 25 April 2022 splash down before 14:25||
after a less than 18-minute
flight.
14.| 26. | VI. 12 May- SRBM From the Pyongyang Sunan|360 or90 or- Max speed Mach 5 No statement or
2022 - probably the KN-25 (super large international airport area 350 100 - Level of operational testing information from the
18:29 orjmultiple rocket launcher) 350-360 ken - Time between launches: almostDPRK  (fourth  no-
18:28 .- - 'T' simultaneous statement in 2022)
- possible depressed trajectory|
needs be confirmed
15.| 10 | IX. [25 May- ICBM From the Pyongyang Sunan(360 or540 or- Series of tests point out theNo statement or|
2022 - with liquid propellant engine. international airport area,[300 550 frequency and diversity of tests|information from the
06:00 or |- Possible Hwasong-17 Location: possibly from 39° 13/ first time that a liquid and a solidDPRK (fifth no-|
05:59 14" N 125° 39’ 55" E because propellant BM are launched at thejstatement in 2022)

May 25 A
CBM ‘
160 :-‘.:pvn v {‘ ;
'---i‘*‘ ‘—;‘J"
Pyongyang oo veore.

[TEL shape was visible 30
minutes before launch time
and the cleaning of burnt gas
trace at this location was|

completed.

same time.

- The simultaneous launch ofi
several types of systems resembles|
an operational test to evaluate the
operational combination of weapon
systems.

- Not intercontinental-range flight|

pattern as on Feb. 27 and March 5
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launches possibly to test MIRV or
the reconnaissance satellite or the
first stage of an ICBM booster>
16. | 27. | VIL. |25 May- SRBM 2>° From the Pyongyang Sunanjunknown20 and [ vanished because of suspectNo statement or
2022 - likely new modified KN-23 international airport area,/and 60 or 50 [failure or irregular orbit withjinformation from the
06:37 toward the east and splash(760 o possible depressed trajectory DPRK  (sixth  no-
06-42 down 750 - 23rd ballistic missile in 2022,%0 onejstatement in 2022)
of the most intensive test
campaigns
17.| 28.| VII. 5 June 2022}- SRBM From different locations: from|110  to]25 to 90:- Possibly some include irregularNo statement or|
4 different SRBM types (probably KN- the vicinity of east coast at|670: trajectory information from the
9:06 23, KN-24, KN-25 and new modified 9:10, from west coast at 9:06, - Speed Max form M3-M6 DPRK (seventh no-
9:10 KN-23) 1 [9:15 and 9:30, from inland at{350 50 - first time so many differentjstatementin 2022)
9:15 ; |1 9:24, 9:41 (Sunan, Kaechon|300 50 missiles and ranges are combined at
9:24 " o 0‘3‘_’ _, 1 |likely at 39° 45’ 11" N 125° 54’400 50 the same time
9:30 w*&_- ' 1 [02” E almost the same350 100 - operational training to fire SRBMs|
9:41 - ’ : 1 |[location as the SRBM test on(400 50 of different ranges and strike)
1 |10 Sep. 2019, Dongchang-ri,(300 100 capabilities using the tactics of the
Hamhung), toward the east former Soviet Union®?
and splashdown

8 According to MS and see also https://www.nknews.org/pro/why-north-korea-launches-long-range-missiles-on-medium-range-trajectories/?t=1670961118886.

°0n 24 May 2022, the DPRK launched three missiles: one intercontinental ballistic missile (ICBM) and two shorter range ballistic missiles. So far this year, the DPRK has
launched 23 ballistic missiles, including six ICBMs available at https://home.treasury.gov/news/press-releases/jy0801 27 May 2022.

ncluding six ICBMs (US 27 May 2022); https://home.treasury.gov/news/press-releases/jy0801.

61 Frequency and diversity - a BM test every nine days but no report on the last five tests; - doctrine: “...use nuclear tactical against ROK at the beginning” (Kim Yo-jong from a MS’s

report).
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- - [5June 2022|SRBM (same series as above) 2 [Same area short \Very low}- Possible 2 other SRBMs detected |No statement
Solid fuel BMs
20 3 2021 fired between 2018 and
19 Oct. 2021: 41
In 2021: 5
Liquid fuel BMs
1 1 2021 fired between 2018 and
28 Sep. 2021: 1
In 2021: 1
18. | I. 25 New SRBM (modified KN-23) Itf 2 |Hamjusouth Hamgyong area [450 60 - New 5 axle wheeled TEL (if 26|“New-type tactica
Mar.2021 [appears to be the new SRBM, and TEL Near Sondok 600 Less |March 2021 KCNA pictures areguided missiles”
0706  anddisplayed during the military parade (2 airfields Sondok and Yonpo| 100 genuine. See 14 Jan 2021 militarylor
0725 hoursjon 14 January 2021 and identified as a (Ryonpo)) parade (Panel) new-type tactica
(MS) or possible modification and - TBL: 19 minutes (0706-0725) (MS)|guided projectile
0704  andenlargement of the previously, - Possible depressed with pull-up
0723 hours |[displayed and tested KN-23 SRBM trajectory
18t SRBM launch test since 04 May|
2019 (around 35 SRBM) (Panel)
falling into waters outside Japan’s
Exclusive Economic Zone (MS)
19. | IIl. 15 Sep.SRBM. It appears to be either the] 2 |From a railcar at the entrancel800 60 - New railway-borne missile system|“The Railway Mobile
2021 previously displayed and tested SRBM| of a tunnel located at - Time between launches: 5 minutes|Missile  Regiment”&3|
12:34 andKN-23 tested as a railway-borne 39°16'31"N - The trajectories were the longest|(KCNA Voice of Koreq
12:39 missile system that has been displayed 126°48'17"E of the solid fuel ballistic missiles|19 Sept 2021)
or at the missile exhibition “Self-Defence in Yangdok area of South tested since 2019, with a “pull-up|
12:32  and2021” on 11 October 2021 or possibly, manoeuvre” detected.
12:37
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the modified and enlarged version of]

Phyongan Province,?

- If it was the KN-23 it showed

test. (KCNA)

-SRBM or MRBM

-Missile total length is around 14.5 m for|
a body diameter of 1.4 m.

- Re-entry vehicle length is around
4.7m for a rear diameter of around 0.9

m.

KN-23 eastward into waters off the increased range compared to
east coast but inside Japan’s previous tests, probably because of]
Exclusive Economic Zone. a reduced payload.

- The use of a railway-borne)
launcher gives DPRK a mode of]
transport for a variety of missiles|
which they can rapidly deploy and
launch from anywhere on their rail
network providing another option
for concealing and launching its|
missile force.

1 l. [28 Sep.MRBM HWASONG-8 “Hypersonic From North's Mupyong-ri, 200 60 - The mention by DPRK of a “missileAcademy of Defense|
2021 iglide vehicle HGV” with a liquid lagang province eastward into fuel ampoule” used in liquidScience conducted the|
06:40 propellant engine. waters off the east coast propellant ballistic missiles enableslfirst test fire of the|

or - disclosed at the missile exhibition the missile to be loaded withlhypersonic Hwasong-
06:38 “Self-Defence 2021” on 11 October propellant at the factory (KCNA) 8 missile from
2021, after the 28 September launch - The main body of the missile|lToyang-ri, Jagang|

appeared to be made from a liquid
propellant booster that resembled,
but shorter than, the single-stage
Intermediary Range Ballistic Missile

(IRBM) Hwasong-12.

Province, on Tuesday|
28 Sep.(KCNA 29
ISep.2021)65

02According to a Member State, the location could be at 39°16'2.04"N 126°47'17"E. This assessment of the coordinates is slightly different to the Panel’s analysis of the KCNA video
which gives an idea of the length of the tunnel and the curve of the track.

93“The Railway Mobile Missile Regiment took part in the drill with a mission to move to the central mountainous area and strike the target area 800 kilometres away early on the

morning of September 15 (KCNA, Voice of Korea 19 Sept. 2021).
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- 6-axle wheeled TEL

- The possible HGV resembled an|
already existing HGV®4, It appears to|
be at an early stage of development
stage of development that would
require considerable time for actual
deployment.

-It's known to have flown at a speed

of around Mach 3 at that time

20. [ 1. | 19
2021
10:17
or

10:15

Oct.

New SLBM/SRBM It appears to be a
new Short-range Submarine Launched
Ballistic Missile that has been
displayed at the missile exhibition
“Self-Defence 2021” on 11 October

2021.

Missile length, without tube adaptor,
is around 6.8 m for a body diameter of

1m

From a Gorae/Sinpo class
submarine (or a submersible
test stand barge) located in
the area of Sinpo (South
Hamgyong Province),
eastward into waters off the

east coast

600
or

430

60
or

50

New smaller SLBM, 2" SLBM test
since 2018

- a pull-up manoeuvre has been
detected but with no significant]
horizontal movement.

-Its design is smaller than the SLBM
Pukguksong missile series and
resembled those of the SRBM KN-
23 and KN-24 as well as having
similar flight characteristics. It could

be fielded in multiple launch tubes

from a larger DPRK ROMEO-class

«“

a new-type off
lsubmarine-launched
missile|

(KCNA 20

ballistic
(SLBM)”.
Oct)6®

%This HGV is a solid propellant hypersonic missile showcased by a Member State at a military parade in 2019.

95K CNA 29 Sep. 2021: “the navigational control and stability of the missile in the active section as well as its technical specifications, including the guiding manoeuvrability and the

gliding flight characteristics of the detached hypersonic gliding warhead”. “The engine as well as of missile fuel ampoule that has been introduced for the first time" was "ascertained, "

%Rodong Sinmun /ANDS 20 Oct. 2021: The DPRK stated that it has "successfully” conducted a test-firing of a new-type of submarine-launched ballistic missile (SLBM) “The new
SLBM ... will greatly contribute to our country's defense technology advancement and the Navy's underwater operational capabilities";

KCNA 20 Oct. 2021: “The Academy of National Defense Science conducted the test-launch from "8.24 Yongung" where its first SLBM was successfully launched five years ago to
demonstrate the military muscle of the DPRK"... “It clarified that the new type SLBM, into which lots of advanced control guidance technologies including flank mobility and gliding

skip mobility are introduced, will greatly contribute to putting the defense technology of the country on a high level and to enhancing the underwater operational capability of our

navy,"
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submarine that increase an
offshore strike capability.

- The missile was reportedly|
launched from an experimental
Gorae/Sinpo-B  class  ballistic
missile submarine called "8.24
IYongung", whose launch tube mayj|
have been adapted for a smaller|
SLBM than Pukguksong type.

- However, the missile may have|
been launched from a submersible|

test stand barge.

Solid fuel BMs
fired between 2018 and
17 4 2020
29 Mar. 2020: 36
In 2020: 11
Liquid fuel BMs
fired between 2018 and
o o 2020
2020: 0
In 2020 0
14. | 1. |02 SRBM (KN-25); same as Il and IV (24f 2 [Wonsan area 240 35 - Probably an operational trainingMultiple-launch
Mar.2020 |Aug., 10 Sept., 31 Oct. and possibly 28 test integrated into a militaryjocket — long-range|
1237 hours [Nov. 2019) exercise artillery

- Wheeled TEL with four launch
tubes (if KCNA pictures are genuine;
images resembled those from 28
Nov. 2019)

- TBL: 20 seconds
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- [From 28MLRS (KN-09) 240 mm 300 mm
Feb. to 2

Mar 2020

unknown

14 km from eastern Wonsan
area

39°9'19.66"N

127°36'26.85"E

- Operational training test for|

artillery and MLRS during “joint]

strike military  drills” (see]

S/2020/840 annex 7, figure 7-1)

Voint strike military,

drills

15. | Il. 9 Mar.2020SRBM (KN-25); same as | and IV 3 (or [Sondok area 200 50 - Probably one KN-25 launch failed.|Front-line long-range
0736 hours 2) Member States only counted twolartillery
BMs
- TBL: 20 seconds and 1 minute
- - IMLRS (KN-09) 240 mm 300 mm 2 [Sondok area = = - Possibly two KN-09 were also|Front-line long-range
launched artillery
16. | lll. 21 SRBM (KN-24); same as 10 and| 2 |Pyongan area; near Sonchon@410 50 - Possible depressed with pull-up|Tactical guided|
Mar.2020 (16 August 2019 according to a Member State trajectory weapon
0645  and - TBL: 5 minutes
0650 hours
17. | IV. 29 SRBM (KN-25); same as | and Il 2 |Wonsan area 230 30 - Tracked TEL (if KCNA photographs|Super-large multiple
Mar.2020 are genuine; images showed alrocket
0610 hours tracked 6-tube TEL instead of a
wheeled 4-tube TEL)
- TBL: 20 seconds
Solid fuel BMs
13 13 2019 fired between 2018 and
28 Nov. 2019: 25
13 In 2019: 25
Liquid fuel BMs
0 0 2019 fired between 2018 and
_2019: 0
In 2019 0
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1. . |4 May 2019New SRBM (KN-23); same as Il, llland] 2 [Hodo Peninsula 200- 50- - One launch probably not fully[Tactical guided|
0830 and\VI N 39°24'32.25", unknown [unknownjsuccessful weapons
1050 hours E 127°31'53.63" (Possibly |(Possibly - Four-axle wheeled TEL type 167
240  to@0to 60) |- TBL: 2h20
400)

- - 14 May 2019 [MLRS 240 mm 300 mm (KN-09) unknown 70-240 Rockets were tested Large-calibre  long-
range multiple rocket]
launchers

2. | Il. |9 May. 2019New SRBM (KN-23); same as |, llland] 2 [Kusong area 420; 270 [50; - Tracked TEL similar to T-72 tank®® |Long-range strike|

1630 andVvl N 40°01'47", unknown}- TBL: 20 minutes imeans
1650 hours E 125°13'38" Possibly
40
3. | lll. {25 Jul. 2019New SRBM (KN-23); same as |, Il and| 2 |Hodo Peninsula 430; 690 [50; 50 [ Wheeled TEL type 25° New-type tactica
0530 andVI N 39°24'31", - TBL: 30 minutes guided weapon
0600 hours E 127°32'03"

7According to a Member State, the transporter erector launcher parallels previous models of Iskander. Both transporter erector launchers used a WS200 chassis. In the assessment of
another Member State, “the caterpillar version is just a prototype” and the wheeled chassis that was used is new and could be derived from other MSs chassis. “The organization or

the design is inspired by Iskander TEL.”

%8 According to a Member State, this tracked, or caterpillar transporter erector launcher version could be just a prototype.

9 According to a Member State, this wheeled transporter erector launcher type 2 could be a future operational version.

"0The Panel notes that the system resembles such surface-to-surface missile systems as the Army Tactical Missile System or the King Dragon 300 (see $/2020/151 table 3, annex 59).

"1Built on the Pokpung-ho battle-tank chassis, which was designed in the Democratic People’s Republic of Korea and resembles the T-62.

1bid 21??? FOOTNOTE 21?
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4. | IV. 31 Jul. 2019New SRBM (possibly KN-23) or new| \Wonsan/Kalma area 250; 250 (30; (?) [ Tracked- TEL New-type large-
0510 andMLRS (possibly 400 mm); same as V - TBL: 20 minutes calibre multiple|
0530 hours launch guided rocket]
system
5 V. [2 Aug. 2019New SRBM (possible KN-23) or new| Hamhung area 220; (?) [25;(?) [ KCNA pictures show blurry MRLNew-type large-
0300  andMLRS (possibly 400 mm); same as IV (Possibly Yonghung area) image not verified as for this test;calibre multiple|
0320 hours possibly tracked TEL - TBL:launch guided rocket|
20 minutes lsystem
6. | VI. |6 Aug. 2019New SRBM (KN-23); same as |, Il and Kwail airfield 450; 450 37; 37 |- Wheeled TEL type 2; the missile|]New-type tactica
0520 and|lll N 38°24'54.98", flew over DPRK territory from westiguided missiles
0540 hours E 125°1'43.00" to east
- TBL: 20 minutes
(See S/2020/151 annex 58.2)
7. | VI. 10 Aug.New tactical missile similar to Hamhung/ 400; 400 [48; 48 [ Tracked TEL7! (see S/2020/151|New weapon
2019 0530ATACMS (KN-24);7° same as VI Hungnam (Possibly annex 58.3)
and 0550 N 39°48'44.32", 430) - TBL: 20 minutes
hours E 127°39'49.68"
8. |VIIl. 16 Aug./New tactical missile similar to| [Tongchon area 230; 230 30; 30 | Tracked TEL72¢ New weapon
2019 O0800ATACMS (KN-24); same as VII N 39°03'33", - TBL: 16 minutes
and 0820 E 127°46'44" (See S/2020/151 annex 58.4)
hours
9. | IX. 24 Aug/New MLRS’3® using “super-large”] Sondok airfield 380; 380 97; 97 |- Eight-axle wheeled TEL7* Super-large  multiple
2019 0640heavy rocket (600 mm, KN-25); same N 39°44'37.05", - TBL: 17 minutes (see S$/2020/151jrocket launcher
as X 127°28'23.79" annex 58.5)

3Four launch tubes; ballistic missile trajectory not aerodynamic, but small canards attached. The rocket is a guided battlefield missile.

" According to a Member State, the eight-axle wheeled transporter erector launcher of KN-25 is based on the KN-23 chassis (stretched chassis) with an armoured cabin specifically

designed in the Democratic People’s Republic of Korea.

7>Several Member States stated that one flight test had failed and crashed inland, but that the other had headed towards Alsom Island; three out of four tubes had been used. One tube
could have been defective (a Korean Central News Agency photograph shows that the upper cap was off but that the missile had not been fired, as the bottom cap was still in place).
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and 0700
hours
10. | X. [10 Sept.,New MLRS using “super-large” heavyi Kaechon airfield 330; 330 [50; 60 |- One flight test failed’> Eight-axlelSuper-large multiple
2019 0650rocket (600 mm, KN-25); same as IX N 39°45'8.46", E wheeled TEL; KCNA picture offrocket launcher
and 0710 125°53'59.06" 31 Oct. launch was in fact from
hours 10 Sept.
- TBL: 19 minutes (see $/2020/151
annex 58.6)
11. | XI. [2 Oct. 2019 [New SLBM/MRBM’6 \Wonsan - Yonghung Bay 450 910 1st SLBM test since 2018 New-type SLBM|
0710 hours [Pukguksong-3 Submerged barge Pukguksong-3
Estimated potential range 1,700 km|
(see S/2020/151 annex 58.7)
12. | XIl. B1 Oct/New MLRS?® using “super-large”| Sunchon airfield 370; 370 [90; 90 |- Wheeled TEL \Super-large multiple
2019 heavy rocket (600 mm, KN-25) N 39°24'48", - TBL: 3 minutes rocket launcher
E 125°53'18"
13. | XIll. |28 Nov.New MLRS using “super-large” heavy| Ryonpo area of Sondok380; 97; - Wheeled TEL \Super-large multiple
2019 rocket (600 mm, KN-25) airfield or Ryonpo airfield unknown junknown}- TBL: 30 seconds rocket launcher
(Possibly |(Possibly
380) 50)
Source: Member States and Panel. Abbreviations: MS, Member State / KCNA, Korean Central News Agency.

76The submarine-launched ballistic missile is the naval adaptation of the Pukguksong-2 medium-range ballistic missile, but with a different re-entry vehicle and payload section.

""The Korean Central News Agency picture of the 31 October 2019 launch is in fact a picture from 10 September 2019. What was fired on 31 October 2019 was a new large-calibre

canister-launched short-range ballistic missile, according to a Member State.
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Annex 23.2: Analysis of the TEL and Ballistic Missile numbering in recent parades 78

Annex 23.2.1: ICBM Hwasong-17 presented at the 25 April 2022 military parade was unveiled at the
military parade on 10 October 2020, presented at the 11 October 2021 missile exhibition “Self-Defence
2021” and declared tested on 24 March 2022 by the DPRK.

According to several Member States, the resumption of ICBM tests began on 27 February 2022 with first
Hwasong-17 launch test, followed by 4 ICBM Hwasong-17 tests on 5 March, 16 March (failed), 4 May and 25
May, and by the ICBM launch test of either an upgraded Hwasong-15 or an Hwasong-17 on 24 March.

Regarding the exact number, one or more spare systems may have been kept out of the parade, available to
replace a vehicle in case of a breakdown, a common practice in military parade.

- Vehicles and missiles numbering: ICBM Hwasong-17 + TEL: X 03331922 rear/328, x 03525092 middle/329,
X 04290911 front/321. In the KCTV footage on 25 April 2022 Parade, the Hwasong-17 X 08080436 on TEL
327 is an image of Hwasong-17 from another parade.

- The Hwasong-17 X 03031203 on TEL 321 is an image of a Hwasong-17 from footage released on 26 March
20227 its TEL number 321 was also the TEL number used by the TEL of the Hwasong-17 number X 7220406
at the 10 October 2020 parade. At this parade, the Hwsong-17 + TEL numbering were X (unreadable)/ TEL 324,
X 31380408/TEL 323, X 21260405/TEL 322, X 07220406/TEL 321

Annex 23.2.2: ICBM Hwasong-15 presented at the 25 April 2022 military parade. According to several
Member States one of its last possible launch tests was on 24 March 2022, however it was declared tested
on 29 November 2017 by the DPRK and presented at the 11 October 2021 missile exhibition “Self-Defence
20217, at the military parade on 10 October 2020 and beforehand unveiled at the military parade on 8
February 2018.

- ICBM Hwasong-15 + TEL numbering: X 05250711 rear-left/314, X 07220205 rear-right/313, < 10200709
front-left/312, = 04290712 front-right/311.

- At October 2020 parade, the Hwasong-15 + TEL numbering was X 03031012 rear left/TEL 312;
X (?)5031401 rear-right/TEL 311; x(????)403(?) front-left/TEL 311; X 03131004 front-right/ TEL 315.

8See KCTV footages on https://kcnawatch.org/kctv-archive/6267f67924e38/, https://kcnawatch.org/kctv-archive/6267f63d3465c/.
See https://kcnawatch.org/kctv-archive/623dc62b7e18e/.
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Annex 23.2.3: MRBM Hwasong-8 with possible Hypersonic Glide Vehicle (HGV) presented at the 25 April
2022 military parade. It was declared tested on 28 September 2021 by the DPRK and displayed at the 11
October 2021 missile exhibition “Self-Defence 2021

- Vehicles and missiles numbering: MRBM “Hwasong-8" (HGV) + TEL:

Annex 23.2.4: MRBM with possible Manoeuvrable Re-entry Vehicle (MaRV) presented at the 25 April
2022 military parade. According to several Member States its two previous possible launch tests were on
5 and 11 January 2022; it was declared tested on these dates by the DPRK as a “Hypersonic missile weapon
system”. It was unveiled earlier at the 11 October 2021 missile exhibition “Self-Defence 2021

- Vehicles and missiles numbering: MRBM short “Hwasong-8” (MaRV) + TEL:

- Rear-left TEL 296, rear-right MaRV 8-032, TEL 295; middle-left X 21611114, MaRV 8-035 TEL 294;

middle-right MaRV 8-034, TEL 293; front-left < 01740604 MaRV 8-033, TEL 292; front-right #11210102,
MaRYV 8-032, TEL 291.

Source for Annexes 23.2.1~23.2.4:

https://kenawatch.org/kctv-archive/6267f67924e38/,
https://kcnawatch.org/Kkctv-archive/6267f63d3465c¢/,
https://kenawatch.org/kctv-archive/623dc62b7e18e¢/
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Annex 24: DPRK flagged tankers observed delivering refined petroleum products at Nampo oil

1721370

facilities January-April 2022

A Member State estimates that as much as 458898 barrels of refined petroleum products may
have been delivered to Nampo by 30 April based on a maximum cargo capacity of 90 percent
of each vessels’ deadweight tonnage. The Member State has used this methodology which is
widely-accepted by industry. The Member State’s calculations presume the carriage of
“refined petroleum” to include diesel and/or fuel oil as both these products are widely
recognised to be within the category “refined petroleum”. The Member State uses a conversion
rate of 7.5 barrels per metric ton, the average conversion rate of gasoline, kerosene, gas
oil/diesel and residual fuel oil used by the Committee.

6 January: CHIL BO SAN (IMO 8711021 DWT 1999MT). Cargo capacity (90% DWT) of
refined petroleum: 13493 barrels.

= ——
Chil Bo San delivering refined petroleum to Nampo
Nampo Petroleum Facility
NORTH KOREA
38:42:57 N 125:22:28E

NK9362180
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14 January: YU SON (now known as CHANG HAE2, IMO 8691702 DWT 3398MT) Cargo
capacity (90% DWT) of refined petroleum: 22935 barrels.

Yu Son delivering refined petroleum to Nampo
Nampo Petroleum Facility

NORTH KOREA
38:42:56 N 125:22:28E

wWivd Sy
\0‘.0

DP9402623

14 January: SAM MA 2 (IMO 8106496, DWT 1731MT). Cargo capacity (90% DWT) of
refined petroleum: 11685 barrels.

Sam Ma 2 delivering refined petroleum to Nampo
Nampo Petroleum Facility
NORTH KOREA
38:41:46 N 125:17:36 E
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14 January: SONG WON (IMO 8613360, DWT 2101MT). Cargo capacity (90% DWT) of
refined petroleum: 14183 barrels.

Song Won delivering refined petroleum to Nampo
Nampo Petroleum Facility
NORTH KOREA
38:42:55N 125:22:03E

14 January: PO CHON (IMO 8848276, DWT 3538MT). Cargo capacity (90% DWT) of
refined petroleum: 23880 barrels.

Po Chon delivering refined petroleum to Nampo
Nampo Petroleum Facility
NORTH KOREA
38:42:54 N 125:21:32E

1 HU5787751
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14 January: SAE BYOL (now known as SIN PHYONG 9, IMO 8916293, DWT 1150MT).
Cargo capacity (90% DWT) of refined petroleum: 7763 barrels.

ing refined p to Nampo
Nampo Petroleum Facility
NORTH KOREA
38:42:55N 125:22:08E

19 January: YU JONG 2 (IMO 8604917, DWT 1206MT).  Cargo capacity (90% DWT) of
refined petroleum: 8138 barrels.

Yu Jong 2 delivering refined petroleum to Nampo
Nampo Petroleum Facility

NORTH KOREA
38:43:04 N 125:24:31E

19JAN2022

GF9425081
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19 January: SONG WON (IMO 8613360, DWT 2101MT). Cargo capacity (90% DWT)
of refined petroleum: 8138 barrels. Second discharge in the period.

- — - —
Song Won delivering refined petroleum to Nampo .
Nampo Petroleum Facility
NORTH KOREA
38:42:56 N 125:22:07E

[__son ]
PN7294100

29 January: AN SAN 1 (IMO 7303803, DWT 3003MT). Cargo capacity (90% DWT) of
petroleum: 20273 barrels. N

An San 1 delivering refined petroleum to Nampo
Nampo Petroleum Facility Y
NORTH KOREA N |
38:42:55N 125:22:03E

refined

29JAN2022

[ or ]
108354948
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6 February: PU RYONG (IMO 8705539, DWT 2889MT). Cargo capacity (90% DWT) of
refined petroleum: 19500 barrels.

R ™
Pu Ryong delivering refined petroleum to Nampo
Nampo Petroleum Facility -
N

06FEB2022 ‘

NORTH KOREA
38:42:57 N 125:22:28 E

“ - *-(7 n
YF7420212
L -

6 February: SIN PHYONG 2 (IMO 8817007, DWT 2106MT). Cargo capacity (90% DWT)
of refined petroleum: 14213 barrels.

Sin Phyong 2 delivering refined petroleum to Nampo
.

Nampo Petroleum Facility
NORTH KOREA

38:42:55N 125:22:02E
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10 February: SIN PHYONG 5 (IMO 8865121, DWT 3295MT).  Cargo capacity (90% DWT)
of refined petroleum: 22245 barrels.

— e ==

| 10FEB2022 ) Sin Pyong 5 g refined p to Nampo
Nampo Petroleum Facility

NORTH KOREA
38:42:56 N 125:22:07E

10 February: YU SON (IMO 8691702, DWT 3398MT).  Cargo capacity (90% DWT) of
refined petroleum: 22935 barrels. Second discharge in the period.

Yu Son delivering refined petroleum to Nampo
| Nampo Petroleum Facility
NORTH KOREA
38:42:57 N 125:22:28E

FY8715244
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10 February: CHONG RYONG SAN (IMO: not registered, DWT 1768MT?%).  Cargo
capacity (90% DWT) of refined petroleum: 11933 barrels.

NORTH KOREA
38:42:55N 125:21:57E

F - — - _— - 5 = —y
. Chon Ryong San delivering refined petroleum to Nampo A S
y =3 | Nampo Petroleum Facility
. 4
F *

20 February: KWANG CHON 2 (IMO 8910378, DWT 1159MT).  Cargo capacity (90%
DWT) of refined petroleum: 7823 barrels.

e
Kwang Chon 2 delivering refined petroleum to Nampo
Nampo Petroleum Facility
NORTH KOREA
38:42:57 N 125:22:28 E

8 CHONG RYONG SAN is not listed on the IMO website, and its precise DWT is not known.  The average deadweight tonnage of
120 tankers of a similar size (70 — 72 meters) has been used to calculate its capacity.
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3 March: SONG WON (IMO 8613360, DWT 2101MT). Cargo capacity (90% DWT) of

refined  petroleum: 14183  barrels. ~ Third  discharge in  the  period.
X

l r‘ y| Song Won delivering refined petroleum to Nampo
Nampo Petroleum Facility
NORTH KOREA
38:42:56 N 125:22:07E

BJ8663932

3 March: PU RYONG (IMO 8705539, DWT 2889MT). Cargo capacity (90% DWT) of
refined petroleum: 19500 barrels.  Second discharge in the period.

Pu Ryong delivering refined petroleum to Nampo
Nampo Petroleum Facility
NORTH KOREA
38:42:58 N 125:22:29E

BS8728470
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8 March: YU SON (IMO 8691702, DWT 3398MT).  Cargo capacity (90% DWT) of refined
petroleum: 22935 barrels.  Third discharge in the period.

Yu Son delivering refined petroleum to Namp
Nampo Petroleum Facility e s
NORTH KOREA

38:42:00 N 125:18:18E

RX3813160
& i

11 March: HENG XING (IMO 8669589, DWT 3250MT). Cargo capacity (90% DWT) of
refined petroleum: 21938 barrels.

Heng Xing delivering refined petroleum to Nampo
Nampo Petroleum Facility
NORTH KOREA
38:42:55N 25:21:32E
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11 March: PU RYONG (IMO 8705539, DWT 2889MT). Cargo capacity (90% DWT) of
refined petroleum: 19500 barrels.  Third discharge in the period.

Pu Ryong delivering refined petroleum to Nampo
Nampo Petroleum Facility
NORTH KOREA

38:42:55N 125:22:02E

14 March: SONG WON (IMO 8613360, DWT 2101MT). Cargo capacity (90% DWT) of
refined petroleum: 14183 barrels.  Fourth discharge in the period.

Song Won Laden Outside the Nampo Lockgate
North Korea
38:40:46 N 125:09:26 E

YL5213385

182/370
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22 March: SONG WON 2 (IMO8312497, DWT 4999MT).

refined petroleum: 33743 barrels.

Song Won 2 delivering refined petroleum to Nampo
Nampo Petroleum Facility
NORTH KOREA
38:42:57 N 125:22:08E

Son Won 2 delivering refined petroleum to Nampo
Nampo Petroleum Facility
NORTH KOREA
38:43:26 N 125:26:28E

ST

o

Cargo capacity (90% DWT) of
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26 March: YU SON (IMO 8691702, DWT 3398MT). Cargo capacity (90% DWT) of refined
petroleum: 22935 barrels.  Fourth discharge in the period.

Yu Son delivering refined petroleum to Nampo
Nampo Petroleum Facility

NORTH KOREA
38:42:55N 125:22:02E

31 March®': CHON MA SAN (IMO 8660313, DWT 3566MT). Cargo capacity (90% DWT)
of refined petroleum: 24068 barrels.

Chon Ma San delivering refined petroleum to Nampo
Nampo Petroleum Facility
NORTH KOREA
38:42:55N 125:21:31E

81" Although the vessel is pictured on 31 March, the actual discharge of cargo occurred after this picture was taken. ~ The cargo was
included in calculations for April.

184/370 22-12274



S/2022/668

7 April: PO CHON (IMO 8848276, DWT 3538MT).  Cargo capacity (90% DWT) of refined

petroleum: 23880 barrels.

Po Chon delivering refined petroleum to Nampo
Nampo Petroleum Facility
NORTH KOREA
38:42:00N 125:18:17E

07APR2022

SN1918850

15 April: SIN PHYONG 2 (IMO 8817007, DWT 2106MT).  Cargo capacity (90% DWT) of
refined petroleum: 14213 barrels. Second discharge in the period.

15APR2022 Sin Phyong 2 delivering refined petroleum to Nampo
Nampo Petroleum Facility

NORTH KOREA
38:42:57 N 125:22:28 E

22-12274
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23 April: SIN PHYONG 5 (IMO 8865121, DWT 3296MT). Cargo capacity (90% DWT) of
refined petroleum: 22245 barrels. Second discharge in the period.

Sin Pyong 5 delivering refined petroleum to Nampo
“ Nampo Petroleum Facility
NORTH KOREA
38:42:56 N 125:22:07E

[__son ]
MB6655329
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Annex 25: China’s Reply on Refined Petroleum Products

2. Refined petroleum products (OC. 50)

China has always been strictly implementing the provisions of
exporting refined petroleum products to the DPRK. After the adoption
Security Council Resolution 2397, the Chinese side immediately published
relevant notifications so as to ensure that the activities of Chinese enterprises
and individuals are consistent with the resolutions. China has been notifying
the 1718 Commuttee of the amount of China’s exports of refined petroleum
products to the DPRK. Chinese enterprises do not and will not carry out
transactions with sanctioned individuals and entities.

China attaches great importance to protecting the information and
privacy of trading parties involved in the international trade. which is an
internationally accepted practice. Given the persistent leakage of the POE
report and the lack of adequate information security measures, China finds it

difficult to directly provide the relevant information.
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Annex 26: Additional sample satellite imageries of ship activity around Ch’o-do Island, January
to June 2022

January 2022

; 28 January 2022 4
Ch’o-do Island, DPRK, 38.49924, 124.79832 ESQ#*"
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7 May 2022
| Ch’o-do Island, DPRK, 38.49295, 124.80826 A=

Source: The Panel.
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Annex 27: HAI JUN (IMO: 9054896)

The Panel reported on HAI JUN (IMO: 9054896) as an intermediary vessel engaged in ship-to-ship
transfers of refined petroleum destined for the DPRK, since at least 2020.8* In 2021, HAI JUN
transhipped oil cargo from SKY VENUS (IMO: 9168257) onward to the ‘direct delivery’ tanker
UNICA (IMO: 8514306), transmitting as LITON and as HAISHUN2.8 The previous year, HAl JUN
met NEW KONK (transmitting as MOUSON), another ‘direct delivery’ vessel. HAI JUN was also
photographed on the high seas the same year using removable identifiers that are against IMO
regulations.

Photograph of HAI JUN, East China Sea, 3 October 2020

VOI Encounter
Hai Jun
26 25.97N 121 47.2TE

j‘.
I'
| [FEEg s

|, X o ." feazsl
. J” wrr—py : e gl - ' !-‘t n
'”4 IT o Y R RE R e v‘ﬁ}r'}‘l

“‘mu bkunun m\mmw KRR n_A o SN i

k:’i-.\— IUN

Source: Member State, annotated by the Panel.

Around the time investigations were conducted into HAI JUN, the Cook Islands de-registered HAI JUN
from its ship registry in early December 2021, due to information obtained from the vessel’s registered
owner and ship operator, Ruicheng (HK) Shipping Co Ltd., on the ship’s onward sale. HAI JUN was
transferred to the Togo flag registry. The Panel notes that IMO records however showed HAI JUN
remained under the same owner and operator. The Panel continued to track HAI JUN.

828/2022/132, paras. 53-58 and annex 42.
835/2022/132, para. 44 and annexes 36-37.
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Since then, HAI JUN has continued to operate in the Taiwan Strait where suspected ship-to-ship activity
with ‘direct delivery’ tankers occur. HAI JUN is also often located in proximity of ships identified as
part of a chain of transfers of oil cargo destined for the DPRK. It continued to register dark activity
without AIS transmission during significant periods of time where illicit transfers could have occurred.

On and around 27 April 2022, HAI JUN, intermittently transmitting under its Togo-registered MMSI:
671244100, was located®* in the Taiwan Strait. Around this time, the ‘direct delivery’ vessel UNICA,
transmitting on its known fraudulent identity, HAISHUNZ2, sailed south towards HAI JUN. A similar
process was repeated in May 2022 (see relevant section of main text of this Panel report). HAI JUN had
not transmitted on its Togo-registered MMSI since end-May 2022.%

HAI JUN has been assessed by a Member State to have operated exclusively as an intermediary by
receiving oil cargo between tankers and transferring it to DPRK-bound ‘direct delivery’ vessels from
as far back as 2019. The Panel continues to investigate the networks behind HAI JUN’s past shipments.

The Panel wrote to Togo and is awaiting Togo’s response.

Source: The Panel.

84Per AIS transmission.

85As of July 2022. Windward.
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Annex 28.1: NEW KONK transmitting as LIFAN and spoofing MMSI of LEO (IMO: 9066473)

Between September and October 2021, the Panel observed ‘LIFAN’ spoofing a Belize-registered
MMSI: 312360000 belonging to a tanker named LEO (IMO: 9066473) operating in Southeast Asian
waters (see figure 28.1.1). LIFAN’s voyage routes mirrored the direct delivery’ vessels the Panel has
tracked over the years. LIFAN also transmitted in waters in Sansha Bay, China. Between September
and October 2021 alone, LIFAN recorded multiple AIS transmissions sailing towards the Korea Bay.
In 2021 and 2022, LIFAN transmitting on a number of MMSiIs including on another Belize-associated
MMSI number and two other MMSIs associated with Sierra Leone.

Figure 28.1.1: LIFAN spoofing the MMSI of another tanker, LEO

Flag € Selze
(L) S006473
Nws A3
Call sign
Class
Subclass Burnering Tacher
Length 13 mevers
Cammeccial S Censtiang Marics
Manager 3 Bind (Malacesiai
DwWT e
Destinatien 4
EYa A
Drats W4
% Navigatan Status Lode mms
of
‘ o

Source: Windward, annotated by the Panel.

W

90

-

5
v/

T
I

18 September 2021
Last AIS signal transmitted
Approx.172 days ago

21 September 2021
Dark activity recorded
over 3 days
10 October 2021
Dark activity recorded
over a day

25 October 2021
Dark activity recorded

over 7 days

P>

Spoofing LEO

The Panel subsequently obtained a photograph from a Member State showing NEW KONK
transmitting as LIFAN on 18 November 2021 while sailing in the Yellow Sea (see figure 28.1.2):

192/370
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Figure 28.1.2: NEW KONK observed by a monitoring asset transmitting as LIFAN, 18 November 2021

(U} Summary:

Dt 18 NOV 21
Tune 02502
Name NEWKONK
Flag LUNK
Ragistration UNK
MMS 887001385
IMO: 903838/

Company  UNK

Last Port of Cal UNK
Next Port of Call UNK Fig. 1. (U) VOI NEW KONK underway.
(L) Narrative: On 18 NOV, VOI NEW KONK was olser ved undewary

vessel was broadcasting on AIS as the LIFAN and did not respond to
hads

Fig 2 (UhActivity observed (37 10N 127120F)

Figute 2. VO1 NEW KONK transmitting on AIS as LIFAN

Source: Member State.

The then ship operator of LEO, Malaysia-registered Sinar Cemerlang Marine Sdn Bhd, stated the vessel
was no longer under its management during the material time. The company also provided the Panel a
letter issued by the Belize Ship Administration in April 2022 confirming cancellation of LEO on 26
August 2021 from its registry, ex-officio, with the stated reason of the ... vessel registering under the
flag of Equatorial Guinea whilst still provisionally registered under the Belize Flag”. According to
the letter, the Belize Administration additionally confirmed that in presenting itself to the Belize Flag,
the registered owner of LEO, SW2 Limited, was not recorded, and that a deletion certificate from LEO’s
previous ship registry was never presented to Belize to ... accomplish permanent status” - see annex
28.2. The Panel notes that the tanker LEO continued to show under IMO records as Belize-flagged until
at least June 2022,%¢ with no record of the ship having been flagged under Equatorial Guinea. The
suspect nature behind LEO’s flag status since 2021, along with its MMSI identity being used by NEW
KONK transmitting as LIFAN the same year, is of note.  IMO records currently list LEO as unknown-
flagged.

The Panel wrote to Belize on LEO and is awaiting a response.

Source: The Panel.

86 Recorded updates were post-dated.
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Annex 28.2: Cancellation Letter issued by the Belize Ship Registry, provided by LEQO’s then ship operator

Control Number: EX-01/01-2022

CERTIFICATION LETTER

Name of Vessel ] Registration | Call IMO Ownership Details

_ Number Letters | Number

|
{
.

LEO 622120266 | VaMI2 | 9066473 SWz LIMITED
No. 3 Jalan Tupai Singapore 249134

Kevstone Building, Suite 302,
304 Newtown Barracks,

Belize City, Belize

+501 223 5031 | 501 323 3020
Ialnurka‘-"h’mn;uk.um <

The undersigned Senior Deputy Registrar of the International Merchant Marine Registry of
Belize (IMMARBE) hereby certifies that the above-mentioned vessel was initially enrolled
under the Belize flag on April 19, 2021 and cancelled by ex-officio on 26™ August 2021 due
to vessel registering under the flag of Equatorial Guinea whilst still provisionally registered
under the Belize Flag

o Beit resolved that the Merchant Ships (Registration) Act of 2010, S.1. 56 of 1000, duly
empowers the International Merchant Marine Registry of Belize to cancel the existing
record of a Belizean registered ship, inter alia, in the event if a vessel is registered in
the Merchant Marine Registry of another country without the consent of IMMARBE;

By this means the Belize Administration confirms cancellation of the mv “LEO" from the
Belize Registry and confirms that the Ownership title in favour of registered owner
mentioned above has not been recorded and a deletion certificate from its previous Registry,
Malaysia was never presented to this Administration to accomplish permanent status,

We further certify that at the time of issuance of this certification letter, there were no
recorded mortgages, liens or encumbrances registered at IMMARBE and all sums due to the
Registry are fully satisfied.

Given this 4'h day of April, 2022

BZ 0009080

Source: The Panel.

194/370
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Annex 29.1: XIANG SHUN (IMO: 9153800)

XIANG SHUN was flagged under the Mongolia ship registry from September 2019 until it was sent
for scrap in June 2022. XIANG SHUN was under the same registered owner and manager, the
Seychelles-incorporated Vantage Point Enterprise Ltd (hereafter “Vantage Point Enterprise”) since
2017. The ship’s technical manager was You Young Ship Management & Consultant Co Ltd (hereafter
“You Young Ship”). Vantage Point Enterprise is listed in the care of You Young Ship and has the same
contact details provided in documentation. You Young Ship also manages HONG HU (IMO: 9125293)
— see annex 30, another tanker investigated by the Panel in its role as mothership in a multi-stage oil
transshipment of refined petroleum destined for the DPRK.

XIANG SHUN, like HONG HU, operated primarily out of Taichung port during the investigative
periods of interests. XIANG SHUN recorded lost AIS transmissions in the Taiwan Strait and South
China Sea. During those times, transshipment of refined petroleum occurred. The Panel wrote to
relevant parties including Mongolia, Seychelles, VVantage Point Enterprise and You Young Ship. For
the latter two companies, the Panel sought information, inter alia, on the company and its beneficial
(natural person/s) ownership and the company’s customer due diligence processes for the transfer of
refined petroleum cargo, all ship-to-ship transfers conducted by XIANG SHUN during the investigative
periods of interests, and the related information with regards counterparties involved in the transactions.

According to You Young Ship, it provided services for ship certification, crew manning and ship
supplies. As the company did not own ships, it was “ ...not responsible for the vessel’s commercial
operation and we don’t have the required documents/information” with regards records of the
petroleum transfers and its cargo. According to the company, it was the ship owner that arranged the
transshipment of the oil cargo. You Young Ship also stated that “As the ship’s technical manager, we
remind the ship owners and the master to avoid trading in the sanction area. We also request the master
to verify the trading vessel not belonging to the sanction countries”. No other documentation beyond
this statement was provided to show its due diligence measures to ensure sanctions compliance. No
information was supplied on the ship owner, which was listed in You Young Ship’s care.

On an explanation on the multiple extended and unaccounted periods of XIANG SHUN’s lack of AIS
transmission, the company stated, “We remind the ship owners and the master to maintain the full
function of AIS transmissions. We learned from the master that the AIS transmission may be disturbed
by weak signal or may be turn off by the master’s particular consideration at the high sea”. See also
annex 29.2.

Mongolia and Seychelles assisted the Panel in its investigations.

Source: The Panel.
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Annex 29.2:
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Annex 30.1: HONG HU (IMO: 9125293)

The DPRK continues to procure refined petroleum in violation of sanctions through the use of a multi-
stage oil transhipment scheme involving multiple tankers that regularly employ evasion tactics to avoid
detection. The scheme depends on a previously identified typology involving motherships which are
engaged in the first step of oil procurement that then transfer them to other intermediary tankers, and in
turn on to ‘direct delivery’ vessels or DPRK tankers. Such multi-stage transhipments also obfuscate
tracking and frustrate enforcement efforts. The Panel has investigated several illicit oil supply chains
during the reporting period and is highlighting the following example to illustrate the typology.

HONG HU — JOFFA — NEW KONK (transmitting as LIFAN)

On 28-29 January 2022, JOFFA was in proximity of NEW KONK, transmitting as LIFAN, before both
lost transmissions for a period of time that allowed for ship-to-ship transfer to occur. A day later, around
30-31 January 2022, NEW KONK then proceeded to sail in a northerly direction, dropping transmission
in the Yellow Sea area.

Prior to its meeting with JOFFA, NEW KONK made a similar trip sailing in a northerly direction past
the Yellow Sea before dropping transmission on 4 January 2022 and re-appearing 16 days later sailing
in the opposite direction, where it met JOFFA on 30-31 January 2022 (see figure 30.1.1), suggesting
multiple transfers could have taken place.

As early as September 2021, NEW KONK was captured on satellite imagery transmitting as LIFAN in
waters off Wugqiu Island. The Panel’s AIS tracking of NEW KONK, transmitting as LIFAN, showed
NEW KONK already began making such voyages in August 2021.

HONG HU also conducted similar transfers that involved JOFFA and another ‘direct delivery’ vessel,
UNICA, transmitting as HAISHUN2. The Panel is providing the following storyboard as an example.
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Figure 30.1.1: Storyboard of multi-stage transshipment of refined petroleum destined for DPRK,
January- February 2022

HONG HU and JOFFA

Step 1: HONG HU and JOFFA operating in Taiwan Strait, 12-14 January 2022

g /

14 January 2022 A
JOFFA ,.'

Transmission not received
for approx. 14 hours ,Ar o

Uah

4 13-14 January 2022
HONG HU

Transmission not received y
& “|for approx. 21.5 hours. [ A

12-13 January 2022
HONG HU at Taichun
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JOFFA — UNICA (transmitting as HAISHUN2)

Step 2: UNICA (transmitting as HAISHUN2) and JOFFA, with UNICA proceeding to sail in a northerly
direction towards the DRPK’s EEZ before dropping AIS transmission for half a month, 12 January to
5 February 2022

UNICA'’s (transmitting as HAISHUN?2) ship activity, January-February 2022

HAISHUNZ

20 January-5 February 2022

|
/-’ HAISHUN 2 2N

Transmission not received

for approx. 16 days. |
12.14 January 2022 . ;
HAISHUN 2
Transmission not received "
for approx. 2 days 19 hours i f

14 Januagy 2022

JOFFA

Texssmission nof received ‘
EN

It for appeox. 14 hours

Ay

f A

Source: Windward, annotated by the Panel.
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On 22 February 2022, satellite imagery captured UNICA in the Korea Bay in DPRK’s EEZ where it
remained over the next several days. UNICA had made several voyages to the Korea Bay, which the
Panel notes is a hotspot for DPRK-related ship-to-ship transfers.

UNICA in DPRK EEZ, 27 February 2022

27 February 2022
DPRK EEZ
Coordinates: 38.25001,124.07931

Source: Planet Labs, annotated by the Panel.

The Panel separately notes an all-cash payment for HONG HU in September 2017 by Fortune Maker
Internation Limited (registered owner). See Bill of Sale at annex 30.2.%7

Palau confirmed its de-registration of HONG HU and assisted the Panel in its investigation.

Ownership and cargo

You Young Ship Management & Consultant Co Ltd (hereafter “You Young Ship”), with a Kaohsiung
City address, was HONG HU’s ship manager and operator since May 2020. HONG HU’s registered
owner is the Seychelles-incorporated Fortune Maker Internation Ltd (hereafter “Fortune Maker”),
Fortune Maker lists You Young Ship as its ‘care of” address. You Young Ship also served as XIANG
SHUN’s (IM0:9153800) ship’s technical manager during the investigative periods of interest (see
relevant paragraphs in this report’s main text).

The Panel wrote to You Young Ship and Fortune Maker in its care, seeking inter alia, information on
the company and its beneficial (natural person/s) ownership and the company’s customer due diligence
processes for the transfer of refined petroleum cargo. The Panel also sought information on all ship-

87The Panel notes that the vast majority of legitimate ship purchases are completed as bank transfers which guarantee to the parties,
including the financial institutions, proper accounting for significant purchases of this type. The irregularity of a USD 5.3 million cash
purchase prompts the Panel to examine this transaction in fuller detail.

88IMO records. As of July 2022.
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to-ship transfers conducted by HONG HU since 2019, including with JOFFA and the related
information with regards counterparties involved in the transactions.

According to You Young Ship, it provided services for ship certification, crew manning and ship
supplies. As the company did not own ships, it “was not responsible for the vessel’s (HONG HU)
commercial operation” and its cargo. In that regard, it did not possess information nor documentation
on shipments and shipping documentation concerning the oil cargo transfers. According to the company,
it was the ship owner that arranged the transshipment of the oil cargo. “As the ship’s technical manager,
we remind the ship owners and the master to avoid trading in the sanction area. We also request the
master to verify the trading vessel not belonging to the sanction countries”. No information was
supplied on the ship owner, which was listed in You Young Ship’s care.

The Panel has highlighted in its successive reports the DPRK’s deceptive shipping practices where
DPRK ships do not identify themselves under their own profile to conduct illicit activities. Instead,
DPRK and complicit vessels often disguise themselves physically as well as digitally and use false
documentation to sail and trade. In that regard, beyond a reminder not to trade in sanctioned areas and
to verify that ships did not belong to sanctioned countries, or that such ships were not being blacklisted
by port authorities, little else was described by You Young Ship on its due diligence measures to ensure
proper sanctions compliance. The company also stated “We believe that all vessels we manage do not
have sanction violation issue. However, the counter party our managed vessel trading with is under the
owner’s commercial management”.

Discrepancies

The Panel also requested from You Young Ship, documentation of all ship-to-ship transfers conducted
between December 2021 and February 2022 (material time). The company provided a table listing nine
ship-to-ship transfers that occurred between 14 December 2021 and 12 March 2022. Only the date, ship
name - but no IMO number — were provided, together with the ship’s location of ship-to-ship transfer
activity (loading or discharge). See figure 30.1.2.
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Figure 30.1.2: Ship-to-ship transfers conducted by HONG HU, December 2021 to March 2022
A LIST OF ALL SHIP TO SHIP TRANSFERS CONDUCTED BY HONG HU

NO | DATE SHIP'S NAME LOCATION REMARK
01 |14DEC2021 | ROCKY 18°15 000" N-120° 31 138°E DISCHARGE
02 |20DEC2021 | ROCKY 18°15 051' N-120° 31 130°E DISCHARGE
03 | 1JAN 2022 ROCKY 18°15 062’ N-120° 31 127°E DISCHARGE
04 |15JAN2022 | JOFFA 22°31 110°'N-118° 39 709°E DISCHARGE
05 |29JAN2022 | JOFFA 21° 19 821'N-118° 17 618°E DISCHARGE
06 | 10FEB 2022 __ LOADING STS
07 |23FEB2022 | ROCKY 18° 39 879'N- 106° 57 461'E DISCHARGE
08 |25FEB2022 | ROCKY 18° 39 876'N- 106° 57 481'E DISCHARGE
09 | 12MAR2022 | HAIJUN 18°39 874'N-106°57 452°E DISCHARGE|
MASTER MT HONG HU CHIEF OFFICER MT HONG HU
/'»’tf}_. RN
' 'i\\"

Source: Table provided by You Young Shipping, redactions made by the Panel.
*Ship named at #6 is not the subject of this present report.

The Panel’s vessel tracking information showed HONG HU departed Taichung port by 10 December
2021 and sailed down Taiwan Strait in a southwesterly direction. The tanker then dropped AIS signal
for over 21 days in the South China Sea, returning to when it last transmitted AIS signal by 3 January
2022. According to the table provided by You Young Ship, HONG HU conducted three ship-to-ship
transfers with ‘ROCKY’ over a two-week period on the 14 and 20 December 2021 and again on
1 January 2022 to a vessel named ROCKY located near a port city® in the Philippines, before making
its return trip. No IMO number was provided for this ship. Only two ships named ROCKY are
recorded on the IMO website, with one operating as a tug-boat in waters of a different continent. The

8 Coordinates provided for ROCKY is located near the coastal city of Laoag, Philippines.
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remaining ROCKY (IMO: 8878984) is a 29-meter long, 187 gross tonnage fishing boat with no AIS
tracks.

Separately the Panel obtained documentation® that showed between 12-30 December 2021, almost 20
transfers of oil cargo totaling several thousand metric tons were transferred in December 2021 from
HONG HU to unidentified non-IMO numbered ships over multiple occasions, and at a different location
in the South China Sea. The said documentation differed significantly from the information provided
by You Young Ship

AIS transmission

With regards AIS information from December 2021 to February 2022 (material time) and on the
multiple extended and unaccounted periods of HONG HU’s lack of AIS transmissions, You Young
Ship stated “We remind the ship owners and the master to maintain the full function of AIS
transmissions. We learned from the master that the AIS transmission may be disturbed by weak signal
or may be turn off by the master’s particular consideration at the high sea”.

In response to the Panel’s enquiry, Palau informed the Panel that “On February 25, 2022, we had
requested explanation of AIS gaps transmission and ship managers sent us a technical service report
for AIS which was issued on December 02, 2021. However, we requested further explanation as the
vessel continues with AIS gaps after December 2021.”

Source: The Panel.

% Confidential information held on file by the Panel.
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Annex 30.2: Bill of Sale for HONG HU, September 2017

Foarm No 104 XE A

o Ot Dok e

i BILL OF SALE (Body Corporate)
Tapisteation Number / 140 No. Neens of Blaip Buallt ywar sad part of reghetry Whother & sailing, stoars oc mates skip Hareo powes of cagines (F suy)
22823-96°E / 9126293 GOLDEN GION 1996, PANAMA MOTOR SHIP 4,900 BHP

Maless Tenth
h tiele 3090 110 10 ounind
Langth (Artiele 2 — = Tt
Bewsith Glog 2000 _ . L
1 20 6,253.00 3,549.00

e e e e e
Asncl in mers

We, (n) BEAUTIEUL SQUTH, SHIEFING. 8.A, having its registored address at 53+ B Strees. Urbanizacion Maxhela, MMG, Towsr, 16
Floor, Paramos, Republic of Panama (hereinafter callod *the Tranafarors”) in conssderation of the sum of United Statss Dollars Five Million
Thxee Hundred Thessoad (US$5,400,000.{only i caghlpsid to us by (o) FORTUNE MAKER INTERNATION LIMITED having its regaterod
address at 306, Vicsoria Howes, Vietoria, Mahs, Sevchellps (horeinafter called “the Transferee(s)”) the receipt whersof is hereby acknowledged,
transfor all {100%) shares in the Ship abave particularly docoribed, and in hor hoots and eppurtenances, % the said Transieres ().

Further, we, the said Transforors for dves and our s covenant with the said Transferee(s) and () thair assigrs, that we have
power to transfer in manner aforesald the premises h before exp d to be ferred, and that the same are free from (d) gny and all
SREUMBTANGES, Mortages. maritime lieny or any other ligns, taxes, livies, duties aud any pther debts or clnimp whatscever,

In witsess whersof we have executed this Bill of Sale on the 4 . day of Sop rember 207,

BEAUTIFUL SOUTH SHIPPING S.A.

Title : Director/President

ab Lowers tthe i FULL o7 the Bady Curpersin. 00 Jusrt nass ard addram in ball and Seseriphon of traraieress. (o Tasert “Far, Tae” or “theie”
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b P o34 17

Source: The Panel.
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Annex 31: Vessel Disguise of SIN PHYONG 5 (IMO: 8865121) to Conduct Sanctioned Activities

In 2021, the Panel tracked a number of DPRK vessels transmitting on limited occasions where it
departed the DPRK’s eastern coast, sailing in a southerly direction. Some of these vessels briefly
transmitted on falsified identifiers. One such vessel was SONG PHYONG, transmitting on an invalid
IMO number 8417812. An Al maritime platform showed the vessel transmitting on two DPRK MMSiIs,
with a length of 89 meters, and a reported destination of ‘Zhoushan of China’.

The Panel noted that during its July to August voyage, one of the MMSI’s SONG PHYONG transmitted
(MMSI : 445121501) was_similar to that of SIN PHYONG 5 (MMSI : 445121000), with a difference
in the last three digits. See figure 31.1.

Figure 31.1: SIN PHYONG 5’s (as SONGPHYONG) voyage in July and August, 2021

‘Lost' transmission ° Found' transmission
31 July 2021 03:07 31 July 2021 17.04
SONGPHYONG
Time 14 August 2021 °
P%‘
LN I
_.l
A Dakoacivety start’ G T achey an0 T -:|
3 July 207t 118 N Aogamt 2001 18 ] (]
Soees T2k Spees 02 L) 1
eang M Heasrg 18 ] A 1

Source: Windward, annotated by the Panel

Photographic evidence provided by a Member State on the tanker’s outward-bound voyage from the
DPRK and its return journey showed the tanker’s waterlines of both occasions being markedly different,
with the tanker sailing lightly laden on its outbound voyage while returning heavy-laden (figure 31.2).
The Member State assessed that the vessel most likely “loaded refined petroleum products when coming
back from the west to the east”. SIN PHYONG 5 was captured on satellite imagery by another Member
States at outside Hungnam port, an Eastern port of the DPRK, by 22 September 2021 (figure 31.3).

The Panel’s tracking of the tanker showed it again briefly transmitted another outbound voyage,
reporting again headed for ‘Zhoushan’ between August and October 2021, before it dropped
transmission.

SIN PHYONG 5 has continued to illicitly deliver refined petroleum to the DPRK in 2022 (see annex 24).
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Figure 31.2: SIN PHYONG 5 (as SONG PHYONG) outbound and inbound voyage, July — August 2021

Outbound: Sailing west, lightly laden, 30 July 2021

Source: Member State

Figure 31.3: SIN PHYONG 5 outside Hungnam port, DPRK, on 22 September 2021

MV SIN PHYONG S with Refined Petrolsum
Outside Hungnam Port
Hungnam, North Koreas
IRA5:04N 1274054

Source: Member State.
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The Panel’s comparative analysis of the vessel’s structure and additional close-up photographs from
another Member State confirmed SONG PHYONG to be SIN PHYONG 5.

Source: The Panel.
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Annex 32.1: Investigations conducted into JAN VICTORIA (formerly SKY VENUS) (IMO: 9168257)

Investigations
JAN VICTORIA

The Panel continued its investigations into SKY VENUS,’! a tanker suspected of supplying multiple
shipments of refined petroleum that were ultimately delivered to the DPRK via successive ship-to-ship
transfers from mid-2021 to early 2022. Following Palau’s deletion of SKY VENUS from its flag
registry in March 2022, the Panel learned that the vessel’s owner, Cheng Chiun Shipping Agency Co.,
Ltd (hereafter “Cheng Chiun Shipping”), approached several flag registries to re-flag the ship. In April
2022, the Sierra Leone Maritime Administration issued an interim Document of Compliance certificate
for the vessel at Kaohsiung - see annex 32.2. SKY VENUS was renamed JAN VICTORIA and
transferred to a new owner and manager: the Samoa-registered Topaz International Corp (hereafter
“Topaz International”) — see annex 32.3 and Seychelles-registered, Philippines based Well-Found
International Management Corp (hereafter “Well-Found International”), respectively.

The Panel wrote to Sierra Leone, Topaz International and Well-Found International to request
additional information on their engagement with SKY VENUS, now known as JAN VICTORIA.

The Panel’s review of documentation from several counterparties showed that an email address
associated with Topaz International shared a similar name with an alias established by Cheng Chiun
Shipping, Evermore Trading Corp. , The latter company, according to financial records provided by
Cheng Chiun Shipping, was the beneficiary customer of bank transfers into the oil cargo transacted for
SKY VENUS.?? The Panel recalls it has previously identified Cheng Chiun Shipping as setting up
multiple shell companies in offshore jurisdictions. The Panel’s findings are also consistent with a
Member State’s separate assessment that Cheng Chiun Shipping had established Topaz International to
further obfuscate their network of shell companies.

Sierra Leone assisted the Panel in its investigations.
The Panel continues to await responses from Samoa.

The Panel continues to await a response from the registered ship owner and management company,
Topaz International and Well-Found International.

De-reqgistration of SKY VENUS

SKY VENUS was registered under the Palau flag state in August 2020. See annex 32.4. A “Prohibition
from Sailing Notice” was issued by the Palau Ship Registry for SKY VENUS in December 2021, with
suspected sanctionable activities conducted, including a violation of paragraph 5 of UN Security
Council resolution 2397 (2017). The ship’s registration with the Palau flag was revoked in March 2022,

1See S/2022/132, paras. 64-73 and annex 48.

2Document held on file by the Panel.
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pending an Administrative hearing. A closure certificate was issued in May 2022, at the request of SKY
VENUS’ representative - see annex 32.5. Palau ship registry assisted the Panel in its investigations.

Loss of AIS transmissions

In response to the Panel’s enquiry, Palau Ship Registry provided information that as part of its due
diligence process, it “checked the AIS and LRIT reporting and identify some AIS gaps” which the ship
registry requested an explanation from the ship owner. Palau noted significant periods of AIS
interruption spanning several months, including in the month of May 2021. Ocean Energy International
Corp, the SKY VENUS’ registered owner and alias of Cheng Chiun Shipping’s”® response was to
attribute the ship’s AIS outages to bad weather conditions. See figure 32.1.

The Panel however notes that maritime tracking data showed other vessels transmitted AIS signal in
the same area and timeframe where SKY VENUS attributed bad weather conditions as affecting
transmission. SKY VENUS moreover did not transmit AIS signal for significant periods of time in
2022, lasting up to a month. Her AIS outages also occurred during the investigative periods of interest.
Further, SKY VENUS continued to sail and trade over several months before its AIS transponder was
reported fixed in August 2021, in contravention to SOLAS regulations.

%Cheng Chiun Shipping the owner of SKY VENUS, set up Ocean Energy International Corp to serve as the ship’s registered owner.
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Figure 32.1: An undated letter from SKY VENUS’ registered owner to Palau Ship Registry on the
ship’s AIS / LRIT transmissions

_ Ocean Energy International Corp,
Suite 309, Capital City Building. Independence Avenue, Vicioria, Mah enahlie ol e his]les

To: Palau International Ship Registry
BIELr)

Vessel: Sky Venus
IMO: 9168257

Inmarsat mobile unit |Lun1h:|'_

I . =] T % I - 1,
We have well received your LRIT Screening Repon, vessel's position on the report is
same as our record of the route of vessel,

As reported by Master, both the LRIT and AIS are working normally, what discussed
with Radio Technician, our conclusion s as Tollows:

l. Now is the Typhoon Season, most of the satellites were blocked by the heavy cloud
resulted from the typhoon or tropic depression,

2. Signal may not get through the heavy rain

3. Owr antenna or cable may be get wet, which afect the transmission of signal. For this
we will check at vessel's eall

Taiwan is now under the thunder storm and heavily rain, we have request a local INM-C

vessel monitoring service provider to check our vessel LRIT, seems no 1 caponse. We
have arranged the service engineer lo g0 on board st coming port call to confirm the
problem

Thank you!

Best regands,
Ocean Energy Intemational Corp

For and on behalf of
DCEAN ENERGY WINTERNATIOMAL CORP

The Panel continued to track the activities of SKY VENUS. In December 2021, SKY VENUS was
suspected to have engaged with yet another multi-stage oil cargo transfer destined for the DPRK,
involving JOFFA as the intermediary vessel and the ‘direct delivery’ vessel NEW KONK, transmitting
as LIFAN. Details are at annex 32.6.

See also annex 33 on related Cheng Chiun Shipping investigations.

Source: The Panel.
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Annex 32.2: Certificate of Incorporation of JAN VICTORIA

Company No.: 88843

SAMOA
INTERNATIONAL COMPANIES ACT 1988

(Section 14(3))
CERTIFICATE OF INCORPORATION

It is hereby certified that pursuant to the provisions of Section 14(3) of

the International Companies Act 1988

TOPAZ INTERNATIONAL CORP.

was incorporated as an international company on the 22nd day of March
2022
Given under my hand and seal at Apia this 22nd day of March

2022 L ONAC

DEPUTY REGISTRAR OF INTERI;J_AvTI-&)NAL
AND FOREIGN COMPANIES

This Certificate of Incorporation shall remain valid until the company is struck off and dissohved,
pursuant fo the provisions of the Intemational Companies Act 1988.

An annual renewal fee is due and payable by the company on the 30th day of November of every year
following incorporation.

Source: The Panel.
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Annex 32.3: De-registration certificate of JAN VICTORIA (former SKY VENUS) (IMO: 9168257)

REPUBLIC OF SIERRA LEONE

CERTIFICATE OF DE-REGISTRATION
REMOVAL FROM REGISTER

- T Issued in accordance with the Sierra Leone Merchant Shipping Act of 2003,
Part Ill, Section 20 & 21.

Certificate No.
VHQ-200-22-1949
Name of Vessel Official No.
JAN VICTORIA SLR10797
Call Sgn Port of Registry IMO No.
9LU 2810 FREETOWN 9168257
MMSI No Type of Vessel Gross Tormage
687 002 007 Oil Tanker 5818
Owmer's Name and Address Owmer's IMO No
TOPAZ INTERNATIONAL CORP., Unit 25, 2nd Floor, Nia Mall, Saleufi Strest, Apia, Samoa 6304140
1, the undersigned, hereby certify that:
1. The registration of the vessel described above as Sienra Leanean ship was teminated and on the date given below and an enbry was made in the
merchant ship Register to this effect.
2. Atthe fime of de-registration the following par of nk and rights were registered on the vessel:

The vessel ia free from all registered Encumbrances and Mortgages on the register of Sierra Leone.

3. The reason for de-registration of the vessel is:

Other: Deleted in accordance with Article 20 (f) of the Sierra Leone Merchant Shipping Act, 2003 23 amended.

Place and Date of issuance
Frastown, Sierra Leons on 24 June 2022 at 13:47 UTC

T gy
< ..
Aes
SEAARAD

This is an electronically generated certificate. it has been digitally signed and stamped.

To Whom it may Concern: Aumhenticity of this cestificate can be verified through the Flag Administration's website at www.simarad.com based on the Certificate
Number or by contacting directly the Flag Administration through the contact details at the bottom of the certificate.

infofsimarad com waw.simarad.com

VHQ-200-22-1943 Page 1of 1

Source: The Panel.
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Annex 32.4: Continuous Synopsis Record of SKY VENUS
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Source: The Panel.
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Annex 32.5: Closure of Registry certificate of SKY VENUS *

*The ship registry’s closure certificate was issued on 19 May 2021, with the original registration of
SKY VENUS revoked on 14 March 2022.

REPUBLIC OF PALAU
CERTIFICATE OF CLOSURE OF REGISTRY

Vessel Name  SHY VENUS

MO Noor DDNa S8BT Port of Regelng  MALAHAL HAREIOR
Col Sgn  TEA3AAS Ollend No PRASRE2
MMSI N 5000 328 Vessel Type O TANHER

Ounership Details

N R e M No
LEAN ENERDY SUITE 3089 CARTAL CTY BULDNG Sinz2g
INTERNATIONA | 21s NDEPENDENCE AVENLE VETORA MAME
REPLUE ¥ SEVIOMELLEE
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Source: The Panel.
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Annex 32.6: SKY VENUS - JOFFA - NEW KONK (as LIFAN) ship-to-ship transfer activities

Between December 2021 and February 2022, SKY VENUS and JOFFA often sailed in proximity to
each other before dropping AIS transmissions over a period of time, likely to conduct ship-to-ship
operations.

One such meeting took place around 8 December 2021 where both SKY VENUS and JOFFA recorded
extended periods of overlapping dark activity of over 10 hours, resuming transmission on 9 December
2021. Around that time, NEW KONK, transmitting as LIFAN (MMSI: 312360820), a fraudulent AIS
profile, was recorded on 8 December sailing towards SKY VENUS and JOFFA. ‘LIFAN’ then resumed
AIS transmission on 10 December 2021, proceeding to sail in a northerly direction towards the DPRK’s
EEZ.

Other occasions where SKY VENUS and JOFFA sailed in proximity of one another and dropped AIS
transmissions were around 4 December 2022, 8 January 2022 and 25 January 2022.%*

Figure 32.6:
NEW KONK as LIFAN sailing towards SKY VENUS and JOFFA on 8 December 2021

08 December 2021 16:17
V' Draft changed from N/A to 0

Length changed: from N/A to 108
@ MMSI changed: from N/A to 312360820

SKY VENUS

Call sign changed: from N/A to VM6i2
Class changed: from NJ/A to Tanker

aRx Ging'a Chiay

8 December 2021
Ship-to-ship transfer '
SKY VENUS and JOFFA—>{L. } '

94All dates are based on EST.
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NEW KONK as LIFAN sailing towards DPRK’s EEZ before dropping transmission on 15 December
2021 for 5 days (top figure)

Source: Windward, annotated by the Panel.
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Annex 33.1: Cheng Chiun Shipping Agency Co., Limited

Further to the last reported response from Cheng Chiun Shipping Agency Co., Ltd (FE B ACE A BR
7y # ) (hereafter “Cheng Chiun Shipping”) contained in S/2022/132, the Panel continued its
correspondence with the company.

The Panel notes that to date, while Cheng Chiun Shipping had supplied responses, it has not responded
to all requests for information and other queries fully. Based on the available information and
documentation, the Panel has identified inconsistencies in Cheng Chiun Shipping’s responses. The
Panel is reflecting key information relevant to its investigations provided by Cheng Chiun Shipping in
annexes 33.2-33.4.

Panel’s correspondence with Cheng Chiun Shipping, 2022

The Panel sent a further request for information letter on 31 March 2022 to Cheng Chiun Shipping.
Cheng Chiun Shipping responded on 22 April 2022. The Panel’s list of questions, Cheng Chiun
Shipping’s response and the Panel’s comments to the latter’s responses are contained in annex 33.2.

In explaining Cheng Chiun Shipping’s business model, the owner explained that Cheng Chiun Shipping
set up separate ‘subsidiary’ companies to conduct their “supplier-to-customer relationship” with their
oil suppliers. According to Cheng Chiun Shipping, a one-to-one (1-to-1) supplier-to-customer
relationship would place its company higher in terms of priority to be selected on a customer list. “Other
criteria for selection include the financial capacity, the amount of monthly trading, independent
banking for transactions.” ... “As a result of this one-to-one correspondence, the contracts (signed
contracts with petrochemical company), trading (with end-buyer), and shipping (delivering the cargo),
all require separate subsidiary companies to carry out”.

The Panel, through its correspondence with multiple parties, independently established shared
ownership / beneficial interests across the supply chain which linked Cheng Chiun Shipping to shell
companies -- companies it subsequently explained as ‘Trading Company’, ‘Shipping Agent’ and
Registered Owner for ships it managed. For instance, Cheng Chiun Shipping’s owner (Person X) was
also the owner (same Person X) of the SKY VENUS that conducted the refined petroleum ship transfers
destined for the DPRK. Cheng Chiun Shipping purchased the oil cargo for transfers to ships reported
as chartered by Hong Yao International Co., Limited. Cheng Chiun Shipping used a number of aliases
including Everway Global Ltd and Evermore Trading Corp, as the beneficial customer for the payments
rendered for the oil cargo sold.
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Cheng Chiun Shipping’s additional response, 12 May 2022

On 12 May 2022, Cheng Chiun Shipping sent another email to the Panel containing numerous
challenges to the Panel’s S/2022/132 report on its case.

The Panel is of the view that Cheng Chiun Shipping has misrepresented the Panel’s reporting through
a selection of specific paragraphs, taking the issue out of context. The Panel’s entire statement of case
and evidence can be found in the relevant extracts of the Panel’s case report at S/2022/132, paragraphs
64-73 and annex 48. The Panel’s comments to Cheng Chiun Shipping’s explanations are attached.

The Panel’s investigations continue.

Source: The Panel.
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Annex 33.2: List of queries submitted by the Panel to Cheng Chiun Shipping, Cheng Chiun
Shipping’s response and the Panel’s comments

1.

22-12274

On Cheng Chiun Shipping (CCS)*abbreviated:

In your letter, you stated you are the acting manager of Cheng Chiun Shipping, as well as
of the other entities listed in Annex 2 of the Panel’s letter OC.381. You also stated that
SUNWARD and SKY VENUS “belong to me and my shareholders”.

1.1 Please provide full identifying and contact details of the other shareowners,
directors and beneficial owners of Cheng Chiun Shipping and Cheng
Chiun Shipping’s other subsidiary companies.

CCS Response (excerpts): “The one-to-one (1-to-1) supplier-to-customer relationship has
higher priority to be selected on the customer list. Other criteria for selection include the
financial capacity, the amount of monthly trading, independent banking for transactions.” ... :
“As a result of this one-to-one correspondence, the contracts (signed contracts with
petrochemical company), trading (with end-buyer), and shipping (delivering the cargo), all
require separate subsidiary companies to carry out. The final shipments were done by Sunward
and Sky Venus.”

Panel comment: The Panel notes Cheng Chiun Shipping did not provide requested information
but instead described its business model.

1.2 In addition to the list of entities provided by the Panel, please provide a
list of all other (subsidiary) entities, their documents of incorporation,
directors, shareholders and beneficial owners that Cheng Chiun Shipping
used in connection with its shipments and transactions.

CCS Response (excerpts): “...please see the Certificate of Incumbency (COI) and company
articles of the above mentioned companies shown in Figure 1 (Jaguar Trading Corp., Everway
Global Ltd., Galaxy Amber Ltd., Ocean Energy International Corp., Sunward Marine S.A., and
Cheng Chiun Shipping Agency)”.

Panel comment: The Panel requested the names for all ‘subsidiaries’ under CCS. CCS only
confirmed the companies the Panel provided.
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1.3 Please explain your / Cheng Chiun Shipping’s association with: Jaguar
Trading Corp, Galaxy Trading Corp, Galaxy Amber Ltd, and Everway
Global Ltd. Please also explain their connection with Hong Yao International
Trade Co., Ltd (hereafter “Hong Yao company”).

CCS response (excerpts): “...these companies are either trading companies (Everway Global,
Jaguar, and Galaxy Amber) or shipping agent (Cheng Chiun Shipping Agency). While shipping
arrangements are carried out by Sunward Marine and Ocean Energy. Hong Yao Company is
the end-buyer.”

1.4 Please provide full details of any other (physical) operating location(s)
outside Taiwan used by Cheng Chiun Shipping.

CCS response: “No other physical companies operating outside Taiwan.”

On Mr Liu / Hong Yao company:

You mentioned in your letter that you were unable to travel to Hong Kong due to the
COVID-19 outbreak.

2.1 Please detail the nature of your business in Hong Kong? Have you met Mr
Liu whom you say is in-charge of Hong Yao company? When and under what
circumstances did you first engage and develop a business relationship with
Mr Liu / Hong Yao company.

CCS response: “Cheng Chiun Shipping Agency did not set up branch office in Hong Kong since
Cheng Chiun Shipping Agency is a small company. | did not have a chance to go to Hong Kong
to visit Mr. Liu since the outbreak of COVID-19 in December of 2019 in China. I first knew Mr.
Liu through a friend of mine in Hong Kong and later received the first purchase order from Mr.
Liu through his Hong Yao Company in October of 2020.”

2.2 Do you have another means of communicating with Mr Liu / Hong Yao
company other than the telephone number you have provided? Have you
been in touch with Mr Liu following the Panel’s correspondence with you?
Please provide us with a copy of all written communication with him.

CCS response (excerpts): “My communication with Hong Yao Company mostly relied on
LINE instant message.” .... “In these LINE screenshots the communications were mostly
concerning accounting statements or asking for the required documents such as COI, company
articles/by-laws, annual reports, registration certificates from Hong Yao Company.” .... “Quite
a few older dialogues and communications were missing since | changed my cell phone once
last year.”
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2.3 How long has Mr Liu / Hong Yao company been your customer? Is Mr
Liu / Hong Yao company also a customer of other vessels you own / operate
to supply refined petroleum cargo? If so, please provide full vessel details.

CCS response: “Cheng Chiun Shipping Agency received the first purchase order from Hong
Yao Company in October, 2020. At that time, only Sunward shipped gasoil for Hong Yao
Company. After Sunward was decommissioned in May 2021, only Sky Venus took the place for
oil shipping.”

2.4 You have stated in your letter that “Mr Liu had never arranged identifiable
ships for his oil transporting”, and that “Mr. Liu always sends his ships which
had the signs and numbers shown on the ships covered”. Why is this so? Is this
always the case where ship names and identifiers are covered in your dealings
with Mr Liu or was it only for SUNWARD and SKY VENUS ship transfers?
In these circumstances, why did you/Cheng Chiun Shipping continue to
proceed with these deals?

CCS response (excerpts): “Most of the receiver boats arranged by Hong Yao Trading Company
were small boats, usually with a capacity of only a few hundred tons. These boats were for
inland navigation. It is common that most of these small Chinese boats did not show their
identities ....” 7 As Cheng Chiun is a purchase and shipping agency, it receives purchase
order and delivers the cargo to the buyer according to the FAS rules. The responsibility (and
risk) for Cheng Chiun to deliver the oil to the designated location and transfer to the buyer is
ceased and the responsibility automatically passes over to the buyer at the moment when the
transfer is complete and oil pumping hose is disconnected.”

Panel comment: The Panel has noted the risk of FAS / FOB (Free-on-Board) principle and has
provided recommendations on this issue.

2.5 With knowledge of the high degree of risk concerning the smuggling of oil
cargo to the DPRK, please explain why you consider your company’s actions
in ship-to-ship transfers as sufficient. Please provide copies of your
company’s current due diligence and know-your-customer policies.

CCS response (excerpts):

“(1) Ask the buyer to provide the detail information of the receiver ship at least ten days to two
weeks before we accept the purchase order.

(2) The buyer’s information about the receiver ship must include the name and the IMO number
(if it has an IMO number). More importantly the Q88 must be included.

(3) We check the company name on the entity list of the website:...."

(4) We check the name of receiver ship on the watch list ...”
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“A sample inquiry to ask for the information about the buyer’s receiver ship ... in this case the
ship was JOFFA.”

Panel comment: The Panel notes a similar procedure was not conducted for the small ships that
received oil cargo from SKY VENUS during the material times of interest.

On vessels:

3.1 Please explain why the SKY VENUS and SUNWARD?’s AIS were not traceable during
periods of time, including that covering the material times (i.e. the periods of the
Panel’s investigative interest).

CCS response (excerpts): “The AIS on board Sky Venus had bad connection and short-Circuited,
as I have previously reported to Palau’s PISR on July 30, 2021 ...” ... “All these very harsh
weather conditions resulted in bad AIS functioning. We had called repair service and the service
report suggested that the bad AIS signal connection was due to the short circuit when the rain
and sea water got through the seams of the outer covering tube of the device on the mast. The
repair took certain time as the service company had no AlS in stock. A new AlS set was finally
installed on August 17, 2021.”

Panel comment: AIS non-transmission for SKY VENUS was recorded for significant periods
of time (up to a month) in April 2021 and beyond, before CCS’s stated report to Palau Ship
Registry. SKY VENUS nonetheless continued to sail and trade despite a malfunctioning AIS
for months, in contravention of SOLAS regulation. With regards the weather conditions
resulting in bad AIS transmissions, the Panel notes other vessels continued to transmit in the
same waters during the same dates when SKY VENUS was not transmitting. The SKY VENUS’
AIS outages also coincided with the vessel’s suspected DPRK-related ship-to-ship transfers.

3.2 Regarding the inland ships and fishing boats which received refined
petroleum from SUNWARD and from SKY VENUS, please provide
copies of all relevant documentation e.g. times-stamped photos of the
receiving ships, meter readings before and after the transfers, bunker
delivery receipts etc.

CCS response (excerpts): “... documents (i.e., the Bill of Lading, discharge summary,
receipts with dates and quantities, and the one-dollar paper bills receipts) of Sunward in March
and April, 2021 in Annex 2, total 21 pages).”

Panel comment: The Panel cannot determine based on the table provided by CCS, the identity
of any of the receiver vessels, and therefore cannot determine that these vessels were who they
said they were, and where they said they were. Of the three identifiers of receiver vessels that
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Cheng Chiun Shipping subsequently provided,” the receiver vessels could not have met SKY
VENUS (see relevant section of this report’s main text). No photographs, meter readings etc.
were provided for the transfers, as requested.

3.3 According to information separately obtained by the Panel, you / Cheng
Chiun Shipping stated that the following small ships were involved in the
transfer of refined petroleum cargo from the SKY VENUS in May 2021:

- HUI'HANG 79 on 14 May 2021,
- JIANG XING 78 on 18 May 2021,
- QUAN YI1YOU 02 on 31 May 2021.

3.3bis Please confirm the above transfers and provide all information and copies of
original documentation of vessels that received oil cargo from the SKY VENUS.

CCS response (excerpts):  “The dates were May 14, 18, and 31, 2021, respectively. Please find
the three receipts shown”.

Panel comment: See also comments at 3.2.

3.4 What is the relationship / association between Cheng Chiun Shipping and
the above-named vessels?

CCS response: “There was no relationship between Cheng Chiun Shipping Agency and the
above named boats in Part 3.3 which were arranged by Hong Yao Company.”

3.5 Please explain SUNWARD’s continued journey northwards in the East
China Sea despite having discharged all of its cargo on 9 April 2021 to
SKY VENUS, with the reason of the transfer given that the former was
slated for scrap?

CCS response (excerpt): “Sunward had not sailed to the outside of its regular locations”.

Panel comment: The Panel notes Cheng Chiun Shipping did not provide an explanation for
SUNWARD'’s voyage in question and instead provided SUNWARD’s positional data on 1 May
2021 to make their case. However, SUNWARD disappeared from maritime tracking platforms
had recorded lost positional data on maritime tracking platforms for around 10 days following

%5 Cheng Chiun Shipping did not volunteer the names of the three ships to the Panel when it had knowledge of it. Cheng Chiun Shipping
confirmed the name of these ships following receipt of the Panel’s letter submitting the ship names for confirmation, having separately
obtained it from another counterparty.
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its last transmission on 1 May. Cheng Chiun Shipping has not provided any positional data for
SUNWARD between 9 April and 1 May 2021.

3.6 Please explain why there was no trading (ship-to-ship transfers) until a
month after the transfer of cargo in April 2021 from SUNWARD to SKY
VENUS? Why was the SKY VENUS without AIS transmission for that
duration?

)

CCS response (excerpt): “...explanation due to crew strike.’

Panel comment: The Panel notes no documentation was provided on the crew strike.

On other ship-to-ship transfers:

4.1 As requested in the Panel’s original letter, please provide a list of all
vessels with which the SKY VENUS has conducted ship-to-ship transfers
(including dates, identifiers, counterparty details and other relevant
documentation) since March 2021.

CCS response (excerpt): “...details in Annex 3, which include the Bill of Lading, the discharge
summary, receipts with dates and quantities, and the one-dollar paper bill receipts of Sky Venus
since May 2021 ...”

Panel comment: CCS provided a Word formatted table containing the dates of ship-to-ship
transfers (discharged dates) with the alleged discharged amounts, associated renminbi numbers
(that served as identification for the ship transfers), and photocopies of (limited information)
cargo bunker delivery receipts — see overleaf of sample table and accompanying receipts
provided for the SKY VENUS’ ship-to-ship transfers for the month of May 2021. No
independently verifiable information was provided.

On associations:
5.1 Please provide the following information and any documentation as it relates to the
following: [redacted]

Panel comment: The Panel has omitted details of this section due to ongoing investigations.

On financial information provided for the SUNWARD and SKY VENUS:

6.1 The SWIFT messaging records you provided lists various Hong Kong and
Philippines-based ordering customers. Please explain who are these
customers and how are they associated with Hong Yao and / or Cheng
Chiun Shipping.
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6.2 Please provide beneficiary customer details for all the SWIFT messaging
records.

CCS response (excerpt): “These remitter companies were on behalf of Hong Yao Company to
fulfill the payment obligations for Hong Yao's purchase orders. The screenshot below shows the
communication with the beneficiary's bank (the receiving bank) on 21 December 2021. My
beneficiary's bank must audit (verify and check) various documents of the remitter companies.
These documents required as shown in the screenshot, include (1) business registration
certificate, (2) certificate of incumbency (COIl) for company detail, (3) company annual report,
(4) company articles/by-laws”.

Panel comment: The Panel’s investigation into the financial transactions is ongoing.

Source: The Panel.
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Sample of table and accompanying receipts provided by Cheng Chiun Shipping on information
of ship-to-ship transfers conducted by SKY VENUS, May 2021
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Annex 33.3: Cheng Chiun Shipping’s email of 12 May 2022%%

May 12, 2022
Dear Madams and Sirs.
Tie United Nations Secunty Council Panel of Experts (POE) pursuant to Resolution 1874 (2009) presented a
report $/2022/132 to Security Council on March 1, 2022 (Annex 1).

My letter is regarding the Annex 48 on pages 234 to 238 of the report (Annex 2. total five pages). In Annex 48,
the POE 1874 (2009) Team gave two case examples alleging two o1l taukers of my company violating sanction
agamnst Democratic People's Republic of Korea (DPRK). Since this Report gives unproven serious allegations. T
appeal to your office 1n this letter as my hwman rights, asking for the POE 1874 (2009) Team to correct the
information.

In brief. POE alleged that both Sunward and Sky Venus conducted ship-to-ship transfer delivering oil to North
Korean ships (Democratic People's Republic of Korea, DPRK)

I quote the figures and legends of Figures 48-1. 48-2. and 48-3 in POE 1874 Team's report in the following pages:

[pages referenced were pages 235-237 of S/2022/132]

Figure 48-1 on page 235 shows four photos of ene ship docksd i a Mol Korean poct with the tiguie legendd
wrole "DPRE versels involved i ship-lo-ship frongfery with the SUNTARD delvering refived pedfrolemn . The
fiouwr photos in Fignre 48-1 only showed one Yorth Korean ship in the pert of Naorth Korea.

In Figure 48-2 on page 236, the fipure legend wrote * YU JONG 2 and 5AM TONG | involved ship-to-ship
tranafers wirh Sky Venus delivering refined petrolenm®”.

In Figure 48-3 on page 237, the fizure legend wrore " 5IN PHYONG 5 invalved i ship-to-ship rransfers with
Sk Venus, deliverng retinsd perrclenmn”

Al the photos 1 the above menticnsd tree lures ol POE's 1epoat show only one North Kersan ship condus e
the alleged "ship-to-ship manster.” The qualite of these three figunes de oot allow ns o read clearly. All the
characrers shown anall these pharos can hardly be seen (dates aronned Seprembar 220 All the posirions can hardlv
he seen as well. The larimees were aromnd 29 to 30 degrees, and the longimde were aronel 127 to 129 degrees,

all w Noatls Korea.

Blv shups bhave pol been oear e Nonh Kerean nf:llrla. The posiion record lroan the Drigsh osalellos
telecommmunication company.  Inmarsat (lorermarional Mannme_Satelline (rganization).  ncludes Vessel
homitoring Svstem (VhS) and Antomatic Locaton Communicator {ALC), both deviees together provide
tracking history of 8ky Vems berween the imrerested Septamber 15 and Ceraber 15, 2021, as showmn below (and
also  Avmex 3).

In summary. (11 the positions of Skv Venns cover & range of lantde between 2340 and 245, and longimde
berween 1185 and 120.57 in the fime peniod alleged by the UM POE 1871 Team. These pesition reeords show
Sky Venus all remained n Terwan walers: and (27 e distanee between Tatwan walers and Mol Korean walers
18 approxielely SO0 o 1000 pauical miles and needs mwore than one week oz Sky Vens o snl Gow Tatwaen
o Marth Korea hack-and-foath. Ir is impossible for Skv Wenns to appear in Vaiwan warers aned Norrh Korean
watlers wl e saine Lme.

Conelnsion: Sinee the positions from Brivisk Inmarsat satzllite racking history proved that Sk Vemns has never
been clese to Noth Kovean waters, the wionmanon grven m Figoges 48-1, 45-2 and 48-3 m the report presented
by POE Resalurion 1874 (2009) Team given ta the Secupity Couneil en Mareh 1 2022 (please reter to Aanex 20
i= one-fumdred percent emroneous and & complelely contradicling with the Dritsh Inmersal aulomanie satellite
cotnnumicntion reecord of vessel acking svsten.

I eddinea, Sky Venus was Qugeed vnder ihe Bepoblic of Palau. POE Besoluidon LETS {20087 Temn had asked
TPalin mmaniiine auiliority e mveshgale e sospreious vaolaton ol TN sanciions ou DPREE. Adler mrvesligalion
and apen hearmg on March 1. 2022, Palan International Ship Registry (PISRY on March 11, 2022, cone huded that
"PISE fingds that there are nov encngk evidance fo confivm that the fransfer of ofl conducred in Mav, Angusr, and
Dreember 2020 by Shy Veous was delivered v DPRK resulting in violavion of the relevant UN sancrions and
given the fvaivement of the Siv Femvy i these acfivitfes resnli on the violotion of UNSCR 2307 OF5 " (Ammex

4

9 *Attachments not enclosed.
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lin conelsion, the Securite Conneil Panel of Experrs 1T 2009) Team gave erroneniis and contiadicting results
inn s vepoad on Mlaneds L, 2022, al Ieast welosde e Collowing enreneous wlonaiicn:

L Fust, POE 1874 Temu reported emonsows posiion date which s completely contnadicing vl prosiions Lustory
ol mlermaone] aulometie vessel lacking svslem, The wuckange svstem mdicales Sky Venus wos o Terwan walers
al e e perod desciabed by POE 1872 {2009} Temu

2. Secend, POE 1874 Teann hudd earlier (1 Deveanbeer, 2021) ashed Palaw Ship Beasizy o comsduct ipvestizalien,
The resulls ol mvestymaiion conluaned that Sky Venus bas nol vieluted TN sppchions of TTINSCE 2397 OPS,

Tally, aboul danmere o e reputation ol mwy compamy v o resull ol POE'S erroneous wleriaiion. The Toted
Mations Panel of Lxperts Resoluton 1874 (2009 Teamn (the POL team) had finished its 5720227132 report
Fehmary and presenred this reporr o the Security Comnetl on Mareh 1.0 20220 However, rhe afficial PISE
investigation report appeared on March 14, Thus, the Scourity Counedl POL 1874 Team wrote its 5/ 2022132
repart &t very carly atage even hefore the investigation came to an end. Thns, POE had (17 the erroneos data
about the latiiide and lengiode of the oil tanker Sk Venus at the interested mne period, and (2) apparently, Panel
of Experts 1871 ream lack the official repert of maritime invearigation concieted by PESE af the rime when POE
wrere its early version of 520227132 report. These ecronenns informanon of the early version of /20227132
repart presented by Pancl of Experts (mo the Seeurity Comneill hawve great impact an my peraonal fame ancd
company reputation of my shippng agency, Theretore, Trequest the Unired Natiens Panel of Experts 1871 {200%)
Teaan wost wake corrections 1w e very uear Qulees Lor the erronecus wlommation v piges 234 (o 258 s
S202232 repot 1o the Secnnmy Conneil on Mareh 1, 2022

The Panel is of the view the above selective points that misrepresent the Panel’s reporting. The Panel’s
report details the multi-stage ship-to-ship transfers involving SKY VENUS, resulting in the transfer of
refined petroleum destined for the DPRK. Resolution 2397 (2017) paragraph 5 mandates the prohibition
of the “direct or indirect supply, sale or transfer to the DPRK ... of all refined petroleum products” that
are not reported towards the assigned restricted refined petroleum cap, as laid out in the resolution. The
DPRK continues to illicitly procure unreported amounts of refined petroleum, as demonstrated in
successive Panel reports over the years. The Panel’s report demonstrated the typology of how illicit
unreported refined petroleum were procured with sanctions evasion activities involving SKY VENUS
and other ships suspected to have ultimately transferred their oil cargo to DPRK tankers.

In response to Cheng Chiun Shipping’s email of 12 May 2022, the Panel notes the following:

(i)

(i)

22-12274

Cheng Chiun Shipping claims that its ships could not have violated sanctions
on oil transfers to the DPRK because they did not travel to the DPRK. The
Panel has never alleged that Cheng Chiun Shipping’s vessels travelled to the
DPRK. Instead, the Panel has published extensive analysis of AIS data,
satellite imagery, corporate records, and Member State information that show
Cheng Chiun Shipping’s vessels likely served as motherships in a multi-stage
ship-to-ship transfer scheme that delivered refined petroleum to the DPRK in
violation of sanctions. Vessels need not travel to the DPRK in order to conduct
sanctionable activities. Cheng Chiun Shipping has misrepresented the Panel’s
findings in its defence.

With regards Cheng Chiun Shipping’s claim of inaccuracies in figures selected,
48-1, 48-2 and 48-3 on pages 235 to 237 of Annex 8 of S/2022/132, Cheng
Chiun Shipping has made factually incorrect statements. Cheng Chiun
Shipping asserts that “All the photos in the above mentioned three figures of
POE’s report show only one North Korean ship conducting the alleged ‘ship-
to-ship transfer.” Each of the seven referenced satellite images was provided
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(iii)

(iv)

by a Member State and clearly identifies the DPRK tanker, date and location
of the image.

It is unclear why Cheng Chiun Shipping has chosen to include the months of
September and October 2021 to cite its AlS tracking history that included
INMARSAT data. The Panel sought specific dates / months of investigative
interest and asked clarification from Cheng Chiun Shipping on the all the
relevant periods of AIS outages.

With regards Cheng Chiun Shipping’s claim that the Panel had published its
report prior to the Palau Ship Registry’s official investigation, the Panel notes
it reports on its investigations to date. The Panel conducts its own
investigations and corroborates data and information from a wide variety of
sources. The Panel’s investigations are not tied to ship registry investigations,
who may conduct their own due diligence checks in conformity with the
respective registry’s requirements. The Panel encourages all regulatory bodies
like flag registries to conduct their own investigations and share their findings
with the Panel.

Source: The Panel.
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Annex 33.4: Cargo Bunker Delivery Receipts of receiving vessels provided by Cheng Chiun
Shipping for SKY VENUS

In Cheng Chiun Shipping’s original statement to the Panel, it indicated that it served as purchasing and
shipping agent for gasoil customers near Fujian Province, China. All the oil cargo was purchased by a
Mr Liu from the Hong-Kong incorporated Hong Yao International Trading Co., Limited (hereafter
“Hong Yao International”). The oil was transferred to “inland ships” and “fishing boats” nominated by
Mr Liu, which covered their identifiers, and identified by a “CNY paper bill”, whose serial numbers
were provided to Cheng Chiun Shipping to identify and match against the receiver ships.

The Panel recalls its typology of motherships used to transfer refined petroleum cargo destined for the
DPRK, through a chain of ship-to-ship transfers. This ostensibly provides a layer of deniability of the
associated individuals involved in the ship-to-ship transfer from mothership to the small feeder vessels.

Multi-stage oil transfers destined for the Democratic People’s Republic of Korea

small ship
(o IDY)

‘ PORT/OIL FACILITY ‘—hi FQ_PH

Direct defivery ship CERK-flagged ship
(using lrawdulent identity)

mther ship

w

Faoreign-flagged
feeder ship

Source: The Panel.

The following receiver vessels were confirmed by Cheng Chiun Shipping in response to the Panel’s
follow-up letter which contained information on the identities of three receiver ships the Panel had
obtained from a third party:
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Table: Receiver vessels’ identities recorded

Mothership Discharge Date to Receiver vessel (ship- | Cargo (bunker) delivery
receiver vessel to-ship transfer) receipt
SKY VENUS 14 May 2021 HUI HANG 97 620 MT transferred
(IMO: 17 May 2021 JIAN XING 78 670 MT transferred
9168257) 30 May 2021 QUAN YI YOU 02 500 MT transferred

*Information according to Cheng Chiun Shipping; Table compiled by the Panel

To recall, a Member State had indicated the oil cargo offloaded from SKY VENUS onto small ships
were in turn transferred to DPRK tankers YU JONG 2 (IMO: 8604917) for the 14 May 2021 transfer,
to SAM JONG 1 (IMO: 8405311) on 17 May 2022 and again to SAM JONG 1 around 28 May 2021.
The Member State assessed that Cheng Chiun Shipping “was aware of the sanctions evasion activity
and attempted to cover up their activities”.

Cargo Bunker Delivery Receipts

The Panel notes the accompanying bunker delivery receipts provided by Cheng Chiun Shipping
contained very limited information as compared to other cargo delivery receipts that typically provide
more details of the counterparties. The Panel’s various attempts to reach Mr Liu and Hong Yao
International were unsuccessful. Cheng Chiun Shipping also did not respond to the Panel’s request
for alternate contact details of Mr Liu.

Tracking®’ inconsistencies

SKY VENUS

According to Cheng Chiun Shipping, SKY VENUS conducted its ship-to-ship activity around the
coordinates 23-26°N, 119-121°E. The Panel’s tracking information showed SKY VENUS recorded dark
activity for 10 days between 9-19 May 2021,% re-transmitting in the Taiwan Strait thereafter. The
Panel’s tracking of the three receiver vessels showed those vessels were not in proximity of SKY
VENUS during and around the said transfer dates, and therefore unable to have conducted the said
transfers then.

9Vessels were tracked on Windward.

9%Eastern Standard Time dates.
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HUI HANG 79

With regards the receiver small ships identifier provided by Cheng Chiun Shipping, HUI HANG 79 is
a Chinese coastal ship of a reported length of 53 meters, transmitting on the same MMSI since 2014. It
has kept a coastal trading pattern and was sailing inland at Guangzhou between 13-15 May 2021, during
the investigative dates of interest (material time). It is unlikely to have met SKY VENUS.

JIAN XING 78

With regards the receiver small ships identifier provided by Cheng Chiun Shipping, JJAN XING 78 is
a Chinese coastal ship of a reported length of 69 meters, transmitting on the same MMSI since 2015. It
has kept a coastal trading pattern and was at Changsu port area on 15 May 2021, and sailed in a northerly
direction, reaching Dalian by 19 May 2021, covering the material time. It is unlikely to have met SKY
VENUS.

QUAN YI YOU 02

With regards the receiver small ships identifier provided by Cheng Chiun Shipping, QUAN YI YOU
02 is a Chinese coastal ship of recorded length of 52 meters. It was at the Quanzhou port area between
29 May to 2 June 2021, during the material time. It is unlikely to have met SKY VENUS.

Source: The Panel.
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Annex 34: JOFFA (IMO: 8513405) 99 as an intermediary vessel engaged with multiple
motherships, in a chain of trans-shipments of refined petroleum destined for DPRK

JOFFA, a former Sierra Leone tanker, exhibited indicators of a vessel of interest!® that included
dropped AIS signals sailing within the Taiwan Strait, operating in waters that were known staging areas
where suspect ‘direct delivery’ vessels loitered. Panel investigations into the vessel’s ownership and
management companies showed the vessel, like other suspect vessels, was owned and managed by a
company that registered only a single ship. The registered owner, Joffa Trade International Co Ltd,
incorporated in Hong Kong, listed a Chinese national as the sole director and shareholder. The Panel
notes that in several instances where suspect vessels were investigated, the registered owner individual
provided to corporate registries have a tenuous or non-existent link to the vessel, likely serving as a
front. Joffa Trade registered a corporate secretary address*®* familiar to the Panel of having provided
company secretary services to other investigated entities, including the registered owner for NEW
KONK, New Konk Ocean International Company.

Examples of JOFFA serving as the intermediary vessel in a multi-stage ship-to-ship transfer chain of
refined petroleum destined for the DPRK are at figures 34.1 to 34.3.  Prior to this, JOFFA spent a few
months along the Baima River, including at Yihe Shipbuilding Industry Co. Ltd, a shipyard of interest
investigated by the Panel for its past association with servicing tankers that conducted sanctionable
activity. 1%

9JOFFA was listed as broken up on IMO records as of April 2022. It was renamed ZOFFA in March 2022 prior to scrap.
100See S/2022/132, annex 40, and S/2021/777, annex 33b, on the list of vessels of interest.
101502C, 5™ Floor, Hong King Commercial Building, Fa Yuen Street, Mong Kok, Kowloon, Hong Kong, China.

1028/2022/132, paras. 47-53, 60-63, and annex 35, 39.
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Figure 34.1: JOFFA and SKY VENUS - JOFFA’s voyage, second half of 2021

JOFFA arrived the Baima River by April 2021, transmitting intermittently along the river including at
Fujian Yihe Shipbuilding Industry Co. Ltd’?* and another shipyard further north. It sailed out of the
river by early December 2021. Thereafter, it proceeded in a southerly direction and met with SKY

VENUS.

B Shipyard 2

JOFFA
12 May 2021 0028
¥ Dran changee trom NiA 16 6.2

103See also S/2022/132, paras. 47-53, 60-63, and annexes 35, 39.
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JOFFA
Time 02 December 2021 17 November 2021
Taichung port call
\
—
JOFFA
SKY VENUS
Time 04 December 2021 03:55 . Time 04 December 2021 03:55 /
Speed 0.7 kn Speed 0.4 kn

”—

\

Source: Windward, annotated by the Panel; inset imagery, (provided only for reference purposes)

JOFFA also met with SKY VENUS on another occasion on 8 December 2021. On both these occasions,
NEW KONK, sailing as LIFAN, was in the vicinity. Maritime tracking analysis indicated the vessels

would have met, allowing for at least over 9 hours of transshipment. LIFAN then proceeded to sail
towards the DPRK’s EEZ.
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Figure 34.2: JOFFA and HONG HU, January 2022

Then Palau-flagged SKY VENUS was not the only vessel that JOFFA loaded its refined petroleum
cargo. In 2022, the Palau-flagged HONG HU played the role of the mothership loading oil from
Taichung port. The Panel’s analysis of maritime tracking showed the suspected transfer of oil cargo
from JOFFA to the UNICA and NEW KONK on different occasions in the Taiwan Strait in January
2022.

The UNICA and NEW KONK, fraudulently transmitting as HAISHUN 2 and LIFAN respectively, then
sailed in a northerly direction towards the Yellow Sea before dropping transmission, in a similar pattern
observed when these vessels had delivered refined petroleum to the DPRK since 2020 (see annexes 30
and 28 respectively for full storyboard).

HONG HU and JOFFA ship activity in Taiwan Strait, 13-14 January 2022

o
o
= \

14 January 2022 A
JOFFA

Transmission not received
for approx. 14 hours I .

4 13-14 Janvary 2022
HONG HU

Transmission not received
A for approx. 21.5 hours.

i 12-13 January 2022
HONG HU at Taichung port

2
: oty
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JOFFA and UNICA (transmitting as HAISHUN 2, fraudulent identifier of UNICA), 12-14 January 2022

» X m
Betiry "

¥ v

20 January-5 February 2022
! HAISHUN 2
/ Transmission not received
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» Trasamisaion s recerved A
£
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HONG HU and JOFFA, 28-29 January 2022

26-27 Janwary 2022
HONG HU at Taschung port

n \
\ - Crimy
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JOFFA — NEW KONK (transmitting as LIFAN)

JOFFA also likely transshipped its oil cargo onto LIFAN, a falsified identifier associated with NEW
KONK again in the Taiwan Strait two weeks after JOFFA met with UNICA. NEW KONK, transmitting
as LIFAN, sailed in a northerly direction after meeting with JOFFA around 30-31 January 2022.

JOFFA and NEW KONK (transmitting as LIFAN) ship activity, 30-31 January 2022

LIFAN
Transmission dropped on 4 January 2022, | Dali4
Re-appearing after 16 days on 21 January

jan

Zibx

LIFAN

7 February 2022

Transmission lost

30-31 Janvary 2022
LIFAN

I'ransmission not received
for approx. lday 17hours

30 January 2022

JOFFA

Transmission not received
for approx. 11.5 hours

i —
-

Source: Windward, annotated by the Panel; inset imagery (provided only for reference purposes)
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Figure 34.3: JOFFA and XIANG SHUN, December 2021-January 2022

Then Mongolian-flagged XIANG SHUN departed Taichung port by 28 December 2021, where it was
remained in vicinity of JOFFA. Both vessels recorded an overlap of unexplained AIS outage of
approximately one-and-a-half days.

24 to 28 December 2021 .
XIANG SHUN at Taichung port

28-29 December 2021

i JOFFA lost transmission for ¢ X 'i,
over a day X ;
/ : - 28-29 December 2021
’ XIANG SHUN lost transmussion for
/ over a day
£ A
=N
B

JOFFA then likely met with NEW KONK, which was transmitting a fraudulent identifier as LIFAN.

4 - 21 Jaguary 2022
INEW KONK a5 LIFAN

Traeseussson not recesved
for approx. 16.5 days

29 / 30 December 2021
JOFFA with NEW KONK as LIFAN
Shsp-to-ship activity
3 , —V ———————— -~

o 1 \

" | ‘ |

o I , |

| A I

I : |
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Source: Windward, annotated by the Panel; inset imagery (provided only for reference purposes).
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The NEW KONK then sailed towards the DPRK’s EEZ where it dropped AIS transmission for around
three weeks. Satellite imagery showed the vessel conducting a ship-to-ship transfer with the DPRK-
flagged UN HUNG (IMO: 9045962) on 21 January 2022.

The Panel wrote to JOFFA’s flag state Sierra Leone, Dalian-based Union Bureau of Shipping!'® that
provided registration services for Joffa Trade and Nuwanni, and sought assistance from China,

including on the Chinese national listed as Director of Joffa Trade on Hong Kong corporate registry
records.

China responded:

5. Hong Kong companies (OC.45, OC. 61)

In coordination with relevant authorities and the Hong Kong SAR
Government, China found neither involvement in DPRK-related activities by
the two Hong Kong companies mentioned in the Panel’s letters, nor record
of port calls in China for vessels HENG XING and JOFFA. The Chinese side
has no information of the illicit ship-to-ship trade of refined petroleum
products by the two vessels. In view of the lack of substantial evidence that
the relevant companies and vessels were engaged in any activities violating
the resolutions. we hope the Panel will not include the above-mentioned

information into the report.

Union Bureau of Shipping and Sierra Leone have yet to respond.

Investigations continue.

Source: The Panel.

104Union Bureau of Shipping provided services to a number of ships that conducted sanctioned activity including: GOLD STAR (IMO:

9146247), and the following ‘direct delivery’ vessels: HOKONG, UNICA, SUBBLIC, VIFINE (currently UN HUNG) and NEW
KONK. See S/2021/777, annex 35a.
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Annex 35: Table 35: Officially-registered transitioned ships sailing under DPRK flag, 2020-2022*

Year 2022
IMO Ship name Type DWT Previously referenced in
number Panel reports
1 9125308 CHOLBONGSAN 1 Tanker 5807 Yes (S/2021/777)
(ex- OCEAN SKY)
Year 2021
2 8356120 TAE DONG MUN 2 Cargo 2790 No
(ex- JIANG PENG 337)
Year 2020
3 8865121 SIN PHYONG 5 Tanker 3295 Yes
(ex- WOO JEONG) (5/2022/132, 5/2021/777)
4 9016430 SU RYONG SAN Cargo 4519 Yes
(ex CJK OSAKA) (5/2022/132)
5 8602763 TAE PHYONG 2 Cargo 26,013 Yes
(ex- MIING ZHOU 6) (5/2022/132, S/2021/777,
$/2021/211)
6 8651178 MU PHO Cargo 2980 No
(ex- DOUBLE LUCKY)
7 | 9045962 UN HUNG Tanker 1978 Yes (5/2020/132,
(ex — VIFINE) $/2021/777, $/2020/151)
8 | 9340257 KANG HUNG Cargo 3800 Yes
(ex- SUN MIRACLE) (S/2022/132)
9 | 9340271 RA SON 6 Cargo 3800 Yes
(ex- SUN HUNCHUN) (S/2021/777)
10 | 7636638 XIN HAI Tanker 4969 Yes
(ex- WOL BONG SAN) (5/2021/777,5/2021/211)
11 |1 9011399 TAE DONG MUN Cargo 5137 Yes
(ex- POLE STAR 1) (S/2021/211)
12 1 9162318 TO MYONG Cargo 8773 Yes
(ex- RIHONG) (5/2022/132, S/2020/211,
$/2020/840)
13 | 9018751 TAE PHYONG Cargo 26,369 Yes
(ex- GREAT WENSHAN) (5/2021/211, S/2020/840)
14 | 9020003 PUK DAE BONG Cargo 10,030 Yes (S/2019/171)
(ex- HUA FU)

*A number of these vessels investigated by the Panel had been reported sailing under its previous flags when it conducted sanctionable
activity. The table lists the official dates the vessels, often retroactively updated as re-flagged under the DPRK.

Source: The Panel. Ship information obtained from S&P Global and IMO records. %

105A ccessed as of May 2022.
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Annex 36.1: Heng Chen Rong (Hong Kong) Marine Co., Limited

Heng Chen Rong (Hong Kong) Marine Co., Limited (hereafter “Heng Chen Rong” is HENG XING’s
(IMO: 8669589) registered owner and ship manager. The formerly Sierra Leone-flagged HENG XING
was observed on satellite imagery by 11 March 2022 offloading refined petroleum at Nampo port,
DPRK. The Panel sought China’s assistance on information on the Chinese national listed as director
of Heng Cheng Rong on Hong Kong corporate registry records, the individual’s association with vessels
or provision of maritime-related services and beneficial ownership information of Heng Chen Rong.

China replied:

5. Hong Kong companies (OC.45, OC. 61)

In coordination with relevant authorities and the Hong Kong SAR
Government. China found neither involvement in DPRK-related activities by
the two Hong Kong companies mentioned in the Panel’s letters, nor record
of port calls in China for vessels HENG XING and JOFFA. The Chinese side
has no information of the illicit ship-to-ship trade of refined petroleum

products by the two vessels. In view of the lack of substantial evidence that
the relevant companies and vessels were engaged in any activities violating

the resolutions. we hope the Panel will not include the above-mentioned

information into the report.

Source: The Panel.
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Annex 36.2:

De-registration Certificate of HENG XING

REPUBLIC OF SIERRA LEONE

CERTIFICATE OF DE-REGISTRATION
REMOVAL FROM REGISTER

- : Issued n 3ccondance with the Sema Leone Merchant Shippeng Ac of 2003,
Pt |, Section 208 21

Certiicate No
VHG-200-21-3307
Name of Vessel Offcal No
HENG XING SUR1080
Gt S Port of Regsty MO No
U2 FREETOWN 8056585
MMSI No Type of Veasel it
Tomnoge
o7 001 317 04 Tanker am
Owner's Name and Address No a0
HENG CHEN RONG (HONG KONG) MARINE CO., LUMITED,, 08, CHEONG TAI COMMERCIAL BUILDING 84, WING LOX STREET, o)
SHEUNG WAN, Hoog Kosg
1, e undersigned, heseby cedity hat:
1. The rey of the vessel ribed Jbove as Sierra Leonean shg was teerarated and on the dite grves below and an ety waa made in Se
merchant ship Regsier 10 s efiect
2 At e tme of sesegsiation e folloning sof and rghts wese mgisiessd 0n he vessal

The veasa! is free from 3l ragistersd Encumbrances and Morigages on the register of Sierra Leone

3 The reason for de-regatration of he vessel s

Other: Delotod m accordance with Article 20 (c) of the Sierra Leons Merchant Shipping Act, 2003 38 amended

Pace and Date of msuance
Frestown, Sierra Lecne on 10 November 2021 at 11:55UTC

Th = an electrerucaly genersted cortficam  has been Sgtaly tigned and cmped

Assatant Ragistrar
To Wihom X may Concern. AuthenSclty of ks CertiCate Can be venfied Brough the Flag ASminesiaton's wedsle 3t sws mand com Dased on the Censica
Namder or by Contacing Siwcty e Flag AGMINGTSt0N TWONgH e Contact getads 3t 1w bofom of e caricate

Seerra Leore Mantrme Admmstration SUMARAD
nioisimarad com  www simaesd com

VHO00- 213807 Poge 10f1

Source: The Panel.
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Annex 37: DPRK-flagged cargo ship THAE SONG 8 (IMO: 9003653) exporting coal, Ningbo-
Zhoushan area

The Panel’s tracking on a maritime database platform showed THAE SONG 8 (IMO: 9003653) briefly
transmitted an AlS signal between 21-22 January 2022 sailing up the East China Sea towards the Yellow
Sea. The Panel obtained information from a Member State that stated the ship offloaded coal in Ningbo-
Zhoushan waters. The Panel’s tracking on maritime database also showed THAE SONG 8 in Ningbo-
Zhoushan waters by 21 February 2022. The vessel proceeded to Yantai port area by 10 April 2022,
anchoring enroute at the Shidao area.

Taean — Ningbo-Zhoushan — Nampo, December 2021 - February 2022

30 DECEMBER 2021

-2 DPRK-flagged MV THAE SONG 8 (IMO: 9003653) Loading Coal in Taean
Taean, North Korea
38:50:35N 125:31:20E

Coal Pile
Partially covered in snow
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Source: Member State

The Panel sought information from China on THAE SONG 8, including the vessel’s activity in Ningbo-
Zhoushan and other Chinese territorial waters in 2022, along with information on any ship-to-ship
transfers, cargo loaded and offloaded, trans-shipped and at port / port area. China replied:

(3) OC.93 THAE SONG &8 entered Yantai port empty-loaded from
Nampo port in April 2022, and left Yantai port loading urea in the same

month. No evidence of any activity wviolating the Security Council

resolutions by the vessel was found.

Source: The Panel.
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Annex 38: DPRK-flagged cargo ship RYONG RIM (IMO: 8018912) exporting coal, Lianyungang area

The DPRK-flagged RYONG RIM (IMO: 8018912) exported its coal cargo from the DPRK’s eastern
coast to Lianyungang , between January and February 2022, before returning to Nampo by April 2022.
RYONG RIM did not broadcast on its AIS for the most part.

Chonjin — Lianyungang — Nampo, December 2021 — April 2022

DPRK-flagged M/V RYONG RIM (IMO: 8018912) Exports Coal
Near Lianyungang, China
34:45:05N 119:59:13E / 34:44:56 N 119:53:44 E

13 JANUARY 2022 27 FEBRUARY 2022

Source: © 2022, Maxar

Source: Member State.
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China replied:

(6) OC.97 There has been no record of port calls in China for TONG
SAN 2, RYONG RIM since 2021.

China’s position against ship-to-ship transfer and its commitment to
cracking down on such violations of provisions i accordance with laws
remain unchanged. There 1s no record of port calls m China for several
vessels mentioned in the Panel’s letters m 2021 and 2022, and vessels that
called at Chinese ports only loaded necessary humanitarian cargoes. China
kindly requests the Panel strengthen the screening and verification, nstead
of suspecting that all vessels related to the DPRK are engaged 1n
ship-to-ship transfer activities or carrying embargoed items. China hopes

that the Panel leaves out unverified information to ensure the credibility of

the report.

Source: The Panel.

248/370 22-12274



S/2022/668

Annex 39: DPRK-flagged cargo ship BOUN 1 (IMO: 9045986) exporting coal, Huanghua anchorage
area, Bo Hai

December — January 2021

25 DECEMBIER 2021
OPRK-flagged MYV BOUN 1 {INO: B045888) Laden with Coal
Near Nampo, North Korea
35:42:58N 125.02:16F

11 DECEMBER 2021
DPRKfagged WV BOUN 1 (MO: 5045986) Laden with Coal

Naar Huanghua, Ching
BTSN NMEVENE

{
1 b

L
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16 JANUARY 2022

DPRK-flagged MV BOUN 1 (IMO: 9045588) Returns Empty
Near Nampo, North Korea
38:42.09 N 124:53:04 £ ‘o

February-March 2022

mc«uvm‘nﬁﬁm -y S . O | o Fomery
Aw Mo . Nes e Sot Saee
IS 43ATH 1903048 AL N YRR O'

Source: Member State.
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China replied:

(2) OC.92 There has been no record of port calls in China for Vessel
BOUN 1 since 2021. No evidence of any activity related to carrying coal by

the vessel was found.

Source: The Panel.
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Annex 40: DPRK-flagged coal cargo ships at Chinese port/ port areas, 2022

The Panel continued to track DPRK cargo ships that were reported by the Panel'°® to have engaged in
sanctioned activity of the export of DPRK-origin coal via ship-to-ship-to-ship transfers in Chinese
territorial waters.

DPRK cargo vessel IMO At port area or Dates [includes the
number | berthed at port | month of material times
of interest where the
vessel was within the
vicinity of Chinese ports]

KO SAN 9110236 | Dalian The month of February
2022, including on and
around 9-10 February
2022

Longkou
The months of March and
April 2022, including on
and around 1 March 2022
and 23-29 March 2022

JIN HUNG 8 8416023 | Dalian The months of November
and December 2022,
including on and around
29 November to 7
December 2021

SU RYONG SAN 9016430 | Longkou The month of February
2022, including on and
around 2-12 February
2022

Source: Maritime databases, the Panel.

106For KO SAN, see S/2021/777 paras. 100, 104 and annex 46. For JIN HUNG 8, see S/2021/777 para. 55 figure VII and annex 45. For
SU RYONG SAN, see S/2022/132, paras.76, 90, 93, 117 and annexes 51, 58 and 60.
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KO SAN (IMO: 9110236), March 2022, Longkou

KOSAN
01 Marcn 2022 05 90
¥ 0ot cownges trom 79100

‘Found” transmission !
29 March 2022 02:29

Losl ransmison
23 Mawch 20220424

A4

A "Dark activity end’
10 February 2022
Fs l - o
| == ':T_//—

Source: Windward, annotated by the Panel.

JIN HUNG 8 (IMO: 8416023), November to December 2021, Dalian

KOSAN
Time 24 May 2022

l ,

Time 29 November

-

"Dark activity start’
10 December 2021 16:35

'Dark activity end
11 February 2022 21.20

Source: Windward, annotated by the Panel; inset satellite imagery, Planet Labs.
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SU RYONG SAN (IMO: 9016430), February 2022, Longkou

Source: S&P Global, anotated by the Panel.

The Panel sought assistance from Chinese authorities on the listed ships below, namely: confirmation
of the presence of these DPRK ships at Chinese ports / port areas in 2022 and their activities, whether
banned commodities or items were on or offloaded (either pier side or via ship-to-ship transfer) at
Chinese port / port areas, and information on the outcome of any investigations conducted where it
applied.

China replied:

(5) OC.95 KO SAN entered Longkou port empty-loaded from Nampo
port in March 2022, and left the port mn April 2022 loading pesticides,
herbicides and tires, all of which are not prohibited by the related Security
Council resolutions.

JIN HUANG 8§ entered Dalian port in November 2021, and left the port
i December 2021 loading sugars and PVC which are not prohibited by the

Security Council resolutions.
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SU RYONG SAN entered Longkou port mn Yantar empty-loaded n

February 2022, and left the port mm the same month loading sodium

carbonate. seasomngs, flours and other groceries.
No evidence of any activity related to carrying coal or the ship-to-ship

transfer by the three vessels mentioned above was found.

Source: The Panel.
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Annex 41: Designated DPRK-flagged coal cargo ships at Chinese port/ port areas, 2021

The designated DPRK-flagged cargo ships J| NAM SAN (IMO: 9114555) was spoofing as HOPE 1
according to information provided by a Member State, when it exported its DPRK-origin coal at

Ningbo-Zhoushan waters between October and November 2021.

DPRK-flagged M/V JI NAM SAN (IMO: 9114555) Spoofing as “HOPE 1"

Delivered Coal to Ningbo-Zhoushan, China
OCTOBER ~ NOVEMBER 2021

CHINA

NORTH
KOREA

Pyongyang

o~
| 19 November

SOUTH
KOREA

MV JI NAM SAN begins
AIS broadcast as "HOPE 17

- = P Notional tracks

l 18 October ~ 17 November ;‘-”

Ningbo-Zhoushan :t

China replied:

(4) OC.94 There has been no record of port calls in China for Vessel
RYO SONG (POLE STAR) and JI NAM SAN (HOPE 1) since 2021. The
Chinese authority found that this vessel appeared in the East China Sea but

did not find any activity violating the Security Council resolutions.

Source: The Panel.
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Annex 42: ITC Trade Map Data on DPRK Trade Statistics bv Commodity
(HS Code) (2021)

** Note: highlighted may include restricted HS Code commodities

Source : ITC Trade Map / Unit : thousand USD

| Total Exports : 122,218 | | Total Imports : 241,368 |
" - Import
HS CODE Commodity Type HS CODE Commodity Type Value
Mineral fuels, mineral oils and
" v
27 produ'th of their distiation; 23763 39 phistics and artices therest 30,202
\bituminous substances; mineral
waxes
72 |iron and steel 16,733 40 |Rubber and articies thereof 28,586
Electrical machinery and equipment
and parts thereof; sound recorders
and reproducers, television Image
4
85 o Socid fachvars sbd 14,864 31 [Fertilsers 24241
repeoducers, and parts and
accessories of such artices
39 [Plastics and articies thereof 10,138 a0 [THER AN | NSk
substitutes
Vahickes other than radway or
87 tramway rolling stock, and parts and 9,063 30 Pharmaceutical products 16,386
accessories thereof
| f; 3
s ot o, st
84  [nuclear reactors, boders; parts 7,560 15 orepared Sdble fatss animal or 10,738
thereof
vegetable waxes
30 Pharmaceutical products 5871 29 Organic chemicals 9,514
S0ap, organic surfape-active agemts,
washing preparations, lubricating
preparations, artificial waxes,
prepare waxes, polshing or
h
29 [Ovgarve chemicals 5,074 u sccoring peaparations; chadias and 9,084
similar articles, modeling pastes,
‘dental wases' and dental
preparations with a basis of plaster
76 Aluminium and articles theraof 4532 9 Coffee, tea, mate and spices 8,968
Inorganic chemicals; organic or
38 [Miscellaneous chemical products 3912 a5 [PEBIcOROds of pechi 8,758
metals, of rare-ezrth metals, of
radioactive slements or of isotopes
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HS CODE Commodity Type
Clocks and watches and parts
)| thereof 3,349
u Products of the miling Industry; 2518
|malt; starches; inulin; wheat gliten .
50  [Sik 2442
73 |Articles of iron or steel 1,936
31 [Fertiisers 1410
Optical, photographic,
cnematographic, measuring.
90 |checking, precsion, medical or 1,086
swrgcal instruments and apparatus;
parts and accessories thereof
Inorganic chemicals; organic or
Inorganic compounds of precious
3 |metaks, of rare-earth metals, of 1,006
|radicactive slements oe of isctopes
96  |Miscellaneous manufactured articles 564
22 |Beverages, spirits and vinegar 516
54 Mar-made filaments; strip and the 504
ke of man-made texle materials
{Musical instruments; parts and
» accessories of such artiches A
Other made-up teatile articles; sets;
63 |worn clothing 2nd wom textile 438
articles; rags

258/370

HS CODE

Commeoedity Type

Mar-made stapie fibres

Import
Value

43

Paper and paperboard, articles of
papar pulp, of paper or of
paperboard

6,573

27

Mineral fuels, mineral oils and
products of their distillation;

uminous substances; mineral
Wares

6310

12

Ol seeds and oleaginous fruits;
miscellaneows grains, seeds and
|fruit; industrial or medicinal plamts;
straw and fodder

6,082

38

Miscellaneous chemical products

5558

54

Man-made filaments; strip and the
like of man-made toxtile materals

4,545

Dairy produce; birds' eggs; natural
thoney; edble products of animal
origin, not elsewhere specified or
inchided

3,812

17

Sugars and sugar confectionery

3482

69

Ceramic products

2,965

63

Other made-up textile articles; sets;
worn clothing and womn teatile
articles; rags

2,946

Wood and articles of wood; wood
charcoal

2922

56

Wadding, felt and nonwovens;

speclal yarns, twine, cordage, ropes
and cables and articles thereaf

1,866
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Export
HS CODE Commodity Type
Value

Prepared feathers and down and

67 articles made of feathers or of down; 394
antificial flowers; articles of human
hair

40 Rubber and anticles thereo! 330
Wadding, folt and norwovens;

56 |special yarns; twine, cordage, ropes 318
and cables and articles thereof

83  |Miscefaneous articles of base metal 241
Printed books, newspapers, pictures

49 and other products of the printing 26
industry, manascripts, typescripts
and plans
Impregnated, coated, covered or

59 laminated textile fabeics; textile m
articles of a kind sutable for
industrial use
Paper and paperboard; articles of

48  |paper pulp, of paper or of p ¥l
paperboard

79 |%inc and articles thereof 189
Arms and ammunition; parts and

9 accessories thereof i

§ s cae e dutie 179

accessaries, knitted or crocheted

Import

HS CODE Commodity Type

Value

[Sa%; sulphur; earths and stone;
25  |plastering materials, lime and 1,667
cement

Tanning or dyeing extracts; tannins
and their derivatives; dyes,

32 |pigments and other colouring 1,642
imatter; paints and vamishes; putty
and other mastics; Inks

[Machinery, mechanical apphances,
84 uclear reactors, boilers; parts 1,592

Pulp of wood or of other fibrous
cellulosic material; racovered
” {waste and scrap) paper or 1512

paperboard

96 Miscelaneous manufactured 1,118
articles

Furniture; bedding, mattresses,

mattress supports, cushions and
similar stuffed furnishings; lamps
94  and lighting fttings, not elsewhere 1,113
specified or inchaded; Muminated
[signs, illuminated nameplates and
the like, prefabricated buiklings

(Optical, photographic,
inematographic, e
90  |checking, precision, medical or 1,048
surgical instruments and apparatus;
|parts and accessories thereof

21 |Miscefaneous edible preparations 1,009

18  |Cocoa and cocon preparations 8

3 [Albuminoical substances; modified 868
starches; glues; enzymes
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HS CODE

Commodity Type

Fish and crustaceans, molluscs and
other aquatic invenebrates

Export
Value

Commadities not elsewhere
4

Essential oils and resinoids;
perfumery, cosmenc or todet
pregarations

101

{Knitted ar crocheted fabrics

101

2

Tamning or dyeing extracts; tannins
and their derivatives; dyes, pigments
and ather colouring matter; pants
and vamishes; putty and other
|mastics, nks

87

19

Preparations of cereals, flour, starch
or milk; pastrycocks’ products

Articles of stone, plaster, coment,
Ashestos, mica or simdar materak

71

n

Natural or cultured pearls, precious
or semi-precious stones, precious

taks, metals clad with precious
metal, and articles thereof; imgtation
Lieveellery; coln

65

74

Copper and articles thereaf

Tools, Implements, cutlery, spoons
and forks, of base metal; parts
thereatf of base metal

61

Ceramic products

61

70

{Glass and glassware

51

a7

Pulp of wood or of other fibrous
catiulosic matenal; recovered (waste
and strap) paper of paperboard

260/370

HS CODE Commodity Type
Essential ails and resinoids;
33 [perfumery, cosmetic or toilet 614
ipreparations
60  |xnited or crocheted fabrics 542
Live trees and other plants; bulbs,
6 roots and the like; cut flowers and 463
ornamental follage
51 Articles of apparel and clothing 189
Laccessaries, knitted or crocheted
|Impregnated, coated, covered o
59 laminated textile fabrics; textile 7
articles of a kind suitable for
[industrial use
1 iProducts of the milling industry; 320
malt; starches; mulin; wheat ghuten
70 |Glassand glassware n
58 Articles of stone, plaster, cement, 294
ashestos, micz or similar materals
3 Fish and crustaceans, molluscs and 278
other aquathe invertebeates
Footwear, gaiters and the like; parts
o of such artiges =
Special woven fabrics; tufted textie
58 fabrics; face; tapestries; timmings; 251
embrodery
19 Preparations of cereals, flour, starch 204
or milk; pastrycooks' products
a Raw hides and skins (other than 147
furskins) and leathes

22-12274
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Ships, boats and floating structures

34

Scap, organic surface-active agents,
washing preparations, lubricating
|preparations, artificial wazes,
prepare waxes, polishing or scouring
preparations, candbes and senilar
articles, modelling pastes, ‘dental
waxes' and dental preparations with
2 bass of plaster

49

Furrdture; badding, mattresses,
mattress suppoets, cushions and
similar stuffed furnishings; lamps
and bghting fittings, not elsewhere
specified of included; Illuminated
sigrs, Muminated nameplates and
the like; prefabricated buldngs

42

|Miscellaneous edile preparations

41

{Marrmade staple fibres

39

O seeds and oleaginous fruits;
miscellaneous graing, seeds and
frult; industrial or medicinal plants;
straw and fodder

Aircraft, spacecroft, and parts
|thersaf

35

Articles of apparel and clothing
meoﬂea not knitted or crocheted

Toys, games and sports requisites;
{parts and accessaries thereof

26

35

Albuminoidal substances; moddfied
{starches; glues; enzymes

25

15

Animal or vegetable fats and oils and
their deavage products; prepared
edble fats; animal or vegetable
wanes

19

18

Cocoa and cocos preparations

18

- import
HS CODE Commodity Type
Value
Preparations of vegetables, fruit,
20 nuts or other pans of plants o
Electrical machinery and equipment
and parts thereof; sound recorders
8 and reproducers, television image 116
and sound recorders and
reproducers, and parts and
accessaries of such articles
|
57 ltzrpets and other textile floor %
23 Residues and waste from the foed 83
industries; prepared animal fodder
Articles of apparel and dothing
62  [accessories, not knitted of 76
trotheted
Phatographic or cinematographic
7 74
2 |goods
52  |Cotton 65
Vehiches ather than ralway oe
87  |jramway rolling stock, and parts 53
and accessonies thereof
%2 Musical instruments; parts and 53
accessaries of such articles
72 |iren and steed 46
39 Comodlﬁes not elsewhere 10
specified
2 Beverages, spirlts and vinegar u
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. import
HS CODE Commodity Type
Valye
Articles of leather; saddlery and
& harmess; travel goods, handbags and 29
similar containers; articles of animal
{gut [other than silkworm gut)
% Toys, games and sparts requisites; 7
|parts and accessories thereof
74 |Copper and articles thereof 16
13 Lac; gums, resns and other 1
vegetable saps and extracts
73 [Arnticles of Iron or steel 7
Natural or cultured pearls, precious
0 semi-precous stones, precdous
71 [metak, metals clad with precious 7
meta, and artiles thereof;
Imitation jeweliery, com
7 Edible vegetables and certain roots 6
[and tubers
8 Edible fruit and nuts; peel of citrus 5
fruit or melons
91 Clocks and watches and parts 3
thereof
Printed beoks, newspapers, pictures
49 and ather products of the printing 2

Industry. manuscripls, typescripts
and plans

. Export
HS CODE Commodity Type
Value

75 |Nickel and articles thereot 18
Rabway or tramway lotomotives,
rolling stock and parts thereof;
rallway or tramway track fixtures

86  [and fittings and parts thereof; 14
mechanical {including
electromechanical) traffic signalling
equipment of all kinds

65  |Headgear and parts thereof 14
Articles of leather; saddlery and

a2 harness; travel goods, handbags and 9
similar containers; articles of animal
gut (other than stkworm gut)

7 Ecible vegetables and certain roots 8
and tubers
Preparations of meat, of fish or of

16 |orustaceans, molluses of other 7
aguatic invertebrates

20 Pregarations of vegetables, fruit, 5
nwts or other parts of plants

% Tobacco and manufactured tobacco 6
abstitutes

54 Footwear, gaiters and the like, parts 6
of such articles

97 Works of art, collectors' peeces and 5
antigues

FEmIos‘»m. pyrotechnic products;

36 |matches; pyroghone alloys; certan 5
combustibile preparations

9 Coffee, tea, maté and spices 4
Dther base metals; carmets; anticles

81 3
thereof

17 Sugars and sugar confectionery 2

262/370
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Export
HS CODE Commodity Type
Value
8 Edible frust and nuts; peel of ctrus 2
frult or melons
52  [Cotton 2

Manufactures of straw, of esparto or
a6 of other plating materials; 1
basketware and wickerwork

Special woven fabrics; tufted textile
58 fabirics; lace; tapestries; trimmings; 1
embrokdery

Source : ITC Trade Map, accessed on 30 June 2022, annotated by the Panel.
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Annex 43: Recent Chinese legal proceedings concerning the sentencing of individuals involved in illegal
imports of DPRK-origin coal

The Panel reviewed some Chinese legal proceedings, involving the illegal DPRK exports of coal. In
one case, between June 2020 and January 2021, several Chinese citizens conspired to smuggle DPRK-
origin coal into China. Payments were made to an owner of a freighter called ‘Ninggaofeng 606’ to
smuggle around 7,000 tons of DPRK coal. This individual seeking to make profits with DPRK coal
was arrested in January 2021. The Chinese court, finding the defendant guilty, sentenced the individual
to five years of imprisonment and a monetary penalty of 350,000 RMB.!%7

Another similar case, between May 2020 and November 2020, involved an individual who conspired
with crew members of the freighter ‘Xiangcheng 678’ to smuggle 9,000 tons of DPRK coal.
Conspirators of the freighter were caught by the Chinese authorities in July 2020, while the defendant
was arrested in November 2020. The Chinese court sentenced the defendant to two years of
imprisonment, two years of suspended sentence, and a monetary penalty of 200,000 RMB.%®

107http://wenshu.court.gov.cn/website/wenshu/ 181107 ANFZ0BXSK4/index.html?docid=6055b543ae44de7a27ead7500effcb5

108 ttp://wenshu.court.gov.cn/website/wenshu/ 181107 ANFZ0BXSK4/index.html?docid=872202¢5862649¢98¢66ad21011f562a
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Annex 44:

Below is the list of HS codes assigned for each category of goods under sectoral ban by relevant UN Security
Council resolutions. This list superseds S/2018/171 annex 4 as amended by S/2018/171/Corr.1. See
https://www.un.org/securitycouncil/sanctions/1718/prohibited-items for the complete list of prohibited goods and

List of HS Codes the Panel applies to monitor the sectoral ban

Implement Assistance Notes.

a. Items prohibited from being exported to the DPRK

Item HS Codes Description Resolutions
Condensates 2709 | Oils; petroleum oils and oils obtained from bituminous | Para. 13 of
and natural minerals 2375 (2017)
gas liquids 2711 | Petroleum gases and other gaseous hydrocarbons
Industrial 84 | Nuclear reactors, boilers, machinery and mechanical | Para. 7 of
machinery appliances; parts therecof 2397 (2017)

85 | Electrical machinery and equipment and parts thereof;
sound recorders and reproducers; television image and
sound recorders and reproducers, parts and accessories of
such articles
Transportation 86 | Railway, tramway locomotives, rolling-stock and parts | Para. 7 of
vehicles 1% thereof; railway or tramway track fixtures and fittings and | 2397 (2017)
parts thereof; mechanical (including electro-mechanical)
traffic signaling equipment of all kinds
87 | Vehicles; other than railway or tramway rolling stock, and
parts and accessories therecof
88 | Aircraft, spacecraft and parts thereof '°
89 | Ships, boats and floating structures
Iron, steel 72-83 Para. 7 of
and  other 72 | Iron and steel 2397 (2017)
metals 73 | Articles of iron or steel
74 | Copper and articles thereof
75 | Nickel and articles thereof
76 | Aluminum and articles thereof
78 | Lead and articles thereof
79 | Zinc and articles thereof

22-12274

199Pyrsuant to paragraph 30 of resolution 2321 (2016) and paragraph 14 of resolution 2397 (2017), States shall prevent the direct or indirect supply, sale
or transfer to the DPRK, through their territories or by their nationals, or using their flag vessels or aircraft, and whether or not originating in their

territories, of new helicopters, new and used vessels, except as approved in advance by the Committee on a case-by-case basis.

1108hall not apply with respect to the provision of spare parts needed to maintain the safe operation of DPRK commercial civilian passenger aircraft
(currently consisting of the following aircraft models and types: An-24R/RV, An-148-100B, 11-18D, 11-62M, Tu-134B-3, Tu-154B, Tu-204-100B, and
Tu-204-300).
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80 | Tin and articles thereof

81 | Other base metals; cermets; articles thereof

82 | Tools, implements, cutlery, spoons and forks, of base
metal; parts thereof of base metal

83 | Miscellaneous articles of base metal

266/370
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b. Items prohibited from being imported from the DPRK

Item HS Codes Description Resolutions

Coal 2701 | Coal; briquettes, ovoids and similar solid fuels | Para. 8 of
manufactured from coal 2371 (2017)

Iron Ore 2601 | Iron ores and concentrates, including roasted iron pyrites
Iron 72 | Iron and steel (7201-7229)
Iron and Steel 73 | Articles of Iron and steel (7301-7326)
products
Gold 261690 | Gold ores and concentrates Para. 30 of

7108 | Gold (incl. put plated), unwrought, semi-manufactured | 2270 (2016)
forms or powder

710811 | Gold powder, unwrought
710812 | Gold in other unwrought forms

710813 | Gold in other semi-manufactured forms
710820 | Monetary gold

Titanium 2614 | Titanium ores and concentrates

Vanadium 2615 | Vanadium ores and concentrates

Rare  Earth 2612 | Uranium or thorium ores and concentrates [261210 and
Minerals 261220]

2617 | Ores and concentrates, [Nesoi code 261790 - Other
Ores and Concentrates]

2805 | Alkali metals etc., rare-earth metals etc., mercury

2844 | Radioactive chemical elements and isotopes etc.

Copper 74 | Copper and articles thereof (7401-7419) Para. 28 of
2603 | Copper ores and concentrates 2321 (2016)
Zinc 79 | Zinc and articles thereof (7901-7907)
2608 | Zinc ores and concentrates
Nickel 75 | Nickel and articles thereof (7501-7508)
2604 | Nickel ores and concentrates
Silver 2616100 | Silver ores and concentrates

7106, 7107 | Silver unwrought or semi manufactured forms, or in
powdered forms; base metals clad with silver, not further
worked than semi-manufactured

7114 | Articles of goldsmiths or silversmiths’ wares or parts
thereof, of silver, whether or not plated or clad with other
precious metal

Seafood 3 | Fish and crustaceans, mollusks and other aquatic | Para. 9 of

(including fish, invertebrates (0301-0308) 2371 (2017)

crustaceans, 1603 | Extracts and juices of meat, fish or crustaceans, mollusks

mollusks, and or other aquatic invertebrates)

other aquatic 1604 | Prepared or preserved fish; caviar and caviar substitutes

invertebrates prepared from fish eggs

in all forms) 1605 | Crustaceans, mollusks and other aquatic invertebrates,

prepared or preserved

Lead 78 | Lead and articles thereof (7801-7806) Para. 10 of
2371 (2017)

Lead ore 2607 | Lead ores and concentrates

50-63
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Textiles

50

[ - Silk, including yarns and woven fabrics thereof Para. 16 of
(1nclu.d1{1g but 51 | Wool, fine or coarse animal hair, including yarns and | 2375 (2017)
not l imited to woven fabrics thereof; horsehair yarn and woven fabric
fabrics — and 52 | Cotton, includin d fabrics thereof
partially  or , ing yarns and woven fabrics thereof
fully 53 | Vegetable textile fibres nesoi; yarns and woven fabrics of

vegetable textile fibres nesoi and paper
completed - - -
apparel 54 | Manmade filaments, including yarns and woven fabrics
products) thereof
55 | Manmade staple fibres, including yarns and woven fabrics
thereof
56 | Wadding, felt and nonwovens; special yarns; twine,
cordage, ropes and cables and articles therecof
57 | Carpets and other textile floor covering
58 | Fabrics; special woven fabrics, tufted textile fabrics, lace,
tapestries, trimmings, embroidery
59 | Textile fabrics; impregnated, coated, covered or laminated,
textile articles of a kind suitable for industrial use;
60 | Knitted or crocheted fabrics
61 | Apparel and clothing accessories; knitted or crocheted;
62 | Apparel and clothing accessories; not knitted or crocheted;
63 | Textiles, made up articles; sets; worn clothing and worn
textile articles; rags
Agricultural 07 | Vegetables and certain roots and tubers; edible Para. 6 of
products .
08 | Fruit and nuts, edible; peel of citrus fruit or melons resolution
2397 (2017)
12 | Oil seeds and oleaginous fruits; miscellaneous grains, seeds
and fruit, industrial or medicinal plants; straw and fodder
Machinery 84 Nucl.ear reactors, boilers, machinery and mechanical | pya g of
appliances; parts thereof :
Electrical 85 | Electrical machinery and equipment and parts thereof; | resolution
equipment sound recorders and reproducers; television image and | 2397 (2017)
sound recorders and reproducers, parts and accessories of
such articles
Earth and 25 | Salt; sulphur; earths, stone; plastering materials, lime and
stone cement
including
magnesite and
magnesia
Wood 44 | Wood and articles of wood; wood charcoal
Vessels 89 | Ships, boats and floating structures

c. For paragraphs 4 and 5 of resolution 2397 (2017), the Panel uses the following HS codes. The
Panel notes that annual caps are placed for the two items below.

e HS 2709 : crude oil [cap: 4 million barrels or 525,000 tons ]

e HS 2710, HS 2712 and HS 2713 : refined petroleum products [ cap: 500,000 barrels ]

Source : The Panel.
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Annex 45: Comparison table of International Trade Statistics and replies
provided by Members States on trade with the DPRK

** Note: DPRK Trade Statistics and Member State’s reply cover the last quarter of 2021 and first quarter
of 2022(October 2021 to March 2022

#anoof 2T July 3022
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Trade Welurme wi DPFRK Rastricted HS Code Trade wyf DPRHE
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Trade Volume w) DPRE Restricted HS Code Trade wy DPRK
M. Member State(MS) W5 Rephy
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Source: ITC Trade Map, accessed on 22 July, annotated by the Panel.
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Annex 46:  Replies from Member States

[Armenia]

UN/3101/384/2022

With reference to your letter Ref: SIAC.A92022PE/OC.7
herewith the information, provided by the State Revenue (

secording to which the country of origin of the ttems listc

of Korea. The inaccuracy of data is related to a technical crr

PERMANENT MISSION OF THE REPUBLIC OF ARMENIA
TO THE UNITED NATIONS
9 East 56¢h Street, New York, New York 10016

Tel 2126859079 Enuas; armonia cran i

"9 June 2022, New York

i dated 3 June 2022, 1 am transmitting
ommittee of the Republic of Armema,
d in the Tables 1 and 2 is the Republic

i in the declaration ol goods

Attached please find the copies of the relevanmt declarations ol oS

he Permanent Mission of Armenia stands ready to provide ar

Incl.: 20 pages

Sincerely

2721370

sy additional clarification, as needed

7
Y/ o
MIHER MARGARYAN

Ambassador. Permancent Representative
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[Canada]

22-12274

Parmanant Mission of Canada Mission permanente du Canasa
o the United Nations auprés de I'Organisation des Mations Unies

466 Lexington Ave, 20t Fl
New York. NY 10017

June 28, 2022

Thank you for your letter of 3 June 2022, reference 5fAC.49/2022/PE/OC.76, wherein the Panel of
Experts established pursuant to Security Council Reselution 1874 (2009) requested information
pertaining to reported trade between Canada and the Democratic People’s Republic of Korea
(DPRK). More specifically, the Panel requested confirmation as to whether trade statistics reported
by Canadian authorities to the International Trade Centre [ITC), involving electrical equipment
subject to sectoral sanctions as stipulated in Resolution 2397 (2017), were accurate. The Panel also
inquired as to whether such cargo containing the relevant items were inspected pursuant to
paragraph 18 of Resolution 2270 [2016). and requested any other relevant information with
respect to exports and imports with the DPRK.

For the data in Table 1 identified by the Panel in its letter, relating to electrical equipment (HS code
85), the Government of Canada can confirm that this imformation was inaccurately reported to the
ITC and that these jtems ware not imported by Canada from the DPRE.

The reason for these inaccuracies was determined to be the result of miscoding in relation to the
country of origin for these items. The data will be updated and revised with the correct countries of
origin in future submissions to the ITC.

Regarding the Panel's request as to whether the cargo containing the relevant items were inspected
pursuant to paragraph 17 of Resolution 2270 (2016), the Government of Canada notes that such
inspections did not take place, as this was not reguired given that the specified trade did not

actually invalve imports from the DFRE.

Canada
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2741370

With regard to sanctions, Canada implements United Nations Security Council decisions through
regulations enacted under Canada’s United Nations Act. Sanctions regulations relating to the DPRK
were first enacted in 2006 under the Regulations Implementing the United Nations Resolutions en
the Demaocratic People’s Republic of Korea (DPRK) to implement Security Council Resolution 1718

(2006) into Canada's domestic law, Contravening an order or regulation made under the United
Naotions Act is a criminal offence. Possible violations of sanctions are investigated and enforced by
the Canada Border Services Agency and the Royal Canadian Mounted Police,

Please be assured that the Government of Canada takes our obligations as a UN Member State with
the utmost seriousness. To that end, Canada continues to stand ready to support the important
work of the Panel. Please do not hesitate to contact us further.

Sincerely,

[ i_” L-"{ ~ LL-—JL

Hon, Bob Rae, P.C,, C.C.
Ambassador and Permanent Representative
of Canada to the United Nations
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[China]

1. Raw material and ferroalloys (OC. 77)

The Chinese customs authority has taken a series of effective measures
in accordance with laws and regulations to ensure the implementation of
DPRK-related embargo provisions of the Security Council.

The Panel’s question on the customs data has already been answered by
China in January 2022. China would reiterate that the Panel’s understanding
of the scope of embargo in the Security Council resolutions is not precise
enough. The raw silk and silk waste imported from the DRPK under HS
Code 50 fall in the category of raw materials, not textiles, whose exports are
prohibited by the Security Council resolutions. The ferroalloys imported
trom the DPRK under HS Code 72 is also different from the iron and iron
ore prohibited by the Security Council. We hope the Panel will not include

the above-mentioned information into the report.

22-12274
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[Guyana]

L ’ ’ ’
3 % THE GUYANA REVENUE AUTHORITY
g HEADQUARTERS
200201 CAMESTREET, GEORGUETOWN PHONE 227.6060, 227-8222

June 28, 2022

I refer to your letter dated June 3, 2022 in which you are secking verification of information on the exports
of goods from the Democratic People’s Republic of Korea (DPRK) to Guyana during the period October
2021 to March 2022, The information gathered will be utilized to examine and analyses whether Guyana is
in compliance with the implemented measures imposed on the DPRK by Security Council resolutions 1718
(2006), 1874 (2009), 2087 (2013), 2094 (2013), 2270 (2016), 2321 (2016), 2356 (2017), 2371 (2017), 2375
(2017) and 2397 (2017)

The GRA has reviewed your request and wishes 1o advise that a thorough exanimation was conducied in
ASYCUDA and the following should be noted

o As it relates to point |, there was a variance in the approximate value for table 1: Machinery (HS Code
84) as shown below

Table 1: Machinery (HS Code 84)

TINFORMATION
INFORMATION PRESENTED REFLECTED  IN
ASYCUDA
DATE PARTNER | HS APPROXIMATE | APPROXIMATE
REPORTING |
COUNFRY | COUNTRY | CODE | VALUE (USD) VALUE (USD)
 Oct-21 Guyana | DPRK 84 1,000 15,000
Jan-22 Guyana DPRK | 84 86,000 86,000
Feb-22 Guyana DPRK | 84 44,000 -
Mar-22 Guyana | DPRK 184 [ 87000 | 87,000

o Additionally, an in-depth examination was conducted in ASYCUDA on the individual declarations
referencing the country of origin as DPRK. Based on the examination, it was revealed that while the -
SAD showed the country of origin as “DPRK", the attached invoices and waybills referenced supplicrs’
addresses as The Republic of Korea. Furthermore, three (3) of the nine (9) declarations showed the
country of export as Trinidad and Tobago and the Country of Origin as Korea and onc (1) showed the
export as Panama and the Country of origin as China. It may be concluded based on the investigation
conducted that the Brokers erroncously selected the country of origin as Democratic People’s Republic
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of Korea. This may be attributed to Brokers not being familiar with the difference between the

Democratic People’s Republic of Korea and The Republic of Korea, (See table 2 below).

Going forward ASYCUDA would be amended to include Democratic People’s Republic of Korea
(North Korea) and The Republic of Korea (South Korea)

Dedlaration
Number

Table 2: Showing information reflected on

Country of Origin on e-SAD

Invoice and Wavhill

Exporter according Waybill and Invoice

Country of Origin
according to Invoice

GYA401 2022 362

Korea Democratic P2ople’s Rep.

Massy Automotive Components
O'meara Road

Arima

Trinidad & Tebago

Korea

GYA405 2022 339

Korea Democratic People’s Rep.

Top Global Parts Co., Ltd.

2f Dong Sung Bldg, 94.89 Youngd
7- Ga, Youngdeungpo-Gu, Seoul.
, Korea

The Republic of Korea

GY405 2022 382

Korea Democratic People's Rep,

| LG Electronics Panama, RUC 6490-0023-
' 074806D.V.42. CLAVE R656
Avenida 3A, Diagonal A Las Oficinas De Aduana,
| Area Commercial Coco Solito, Zona Libre De
| Colon. Rep. Panama

China

GY404 2022 6651

Korea Democratic People's Rep.

June Heung Filter Co Ltd
| 20 Dongkyo Ro Pocheon Si Gyeonggi Do Korea
| Tel 82315417111

The Republic of Korea

GY405 2022 2880

Korea Democratic People's Rep.

| Top Global Parts Co,Ltd.
2f Dong Sung Bldg,94-89
| Youngdeungoo-Dong
7-Ga, Youngdeungpo-Gu, Seoul, Korea

The Republic of Korea

GY412 2021 13349

Korea Democratic People's Rep.

Massy Automative Components
| O'meara Road
| Arima
| Trinidad & Tobago

Korea

GY403 2021 58263

Korea Democratic People's Rep,

Noble Drilling International
Services Pte Ltd

C/O Ceva Logistics Korea Inc.

5f, 56 Magokjungang-Ro,
Gangseo-Gu, Seoul, South Korea
Zip: 07631

The Republic of Korea

GY412 2021 11097

Korea Democratic People's Rep,

Amos Korea Co Ltd

The Republic of Korea

22-12274
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Massy Automotive Components

|
GY412 2021 11946 | Korea Democratic People’s Rep. O'meara Road \
Arima |
Trinidad & Tobago | Korea
e Referencing point 2, as it relates to paragraph 18 of the resolution 2270 (2016) and paragraph 20 of

resolution 2397 (2017), there was no need for any seizure or disposal of cargo, since the verification in
ASYCUDA revealed that the consignments originated from The Republic of Korea (South Korea), or
directly exported from Panama and Trinidad.

o Inrelation to point 3, there were no actions taken by the Guyancse authorities since the country of origin
based on the supplier's information on the invoices referenced The Republic of Korea (South Korea).
Please see addresses referenced in Table.

If you have any further clarifications, please feel free to contact my Office at 227-6060 Ext 2601 or 2602.

2781370
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[Mauritania]

e ATty
daadall aalt Aakils oo Ll ALl Jas o oli] = 08

MISSION PERMANENTE AUPRES DES NATIONS UNIES REPUBLIQUE ISLAMIQUE DE MAURITANIE

Honneur = Fraternité . Jutice

Mismaur/438/AS/22

The Permanent Mission of the Islamic Republic of Mauritania to the United
Nations presents its compliments to the Panel of Expert established pursuant to
resolution 1874 (2009), and in reference to your letter S/AC.49/2022/PE/OC.81,
dated June 3rd 2022, T have the honor to inform you that we received a response
stating that confusion happened at the Customs level in naming the country of origin
as Democratic People’s Republic of Korea instead of Busan , Republic of Korea,
which is the main source of these shipments as contained in the attached documents.
Other than that, the Mautitanian authorities ate not aware of any imports or exports
operations to and from Democratic People’s Republic of Korea,

The Permanent Mission of the Islamic Republic of Mauritania to the United
avails itself of this opportunity to renew to the Panel of Expert established pursuant
to resolution 1874 (2009), the assurances of its ig i

Security Council Committee established pursuant to resolution 1874 (2009)

830 SECOND AVENUE - SUITE 17 A - NOW YORK NY 10017 - TEL ; 2TT-252-0113 - FAX - 212-252-0175 - E-MAlL - MAIRTAMAMESONSCUAL CoM

22-12274
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[Saint Vincent and the Grenadines]

(P Ry O

PEBEMANENT MISSION OF 5T. VINCENT AND THE GRENADINES TO THE UNITED NATIONS

EES ¥ Awn, Baiic 1106, Hew Yok, B 0017 - Tek (213 $00-0050 + Faxc (2025 $98-1000 - srgmisscsSigrrmil conm | bEpiieyg-n org

22 July 2022

Dear Coordinator,

The Permanent Mission of Saint Vincent and the Grenadines to the United Nations presents its
compliments to the Office of the Coordinator of the Panel of Experts established pursuant to Secunty
Council Fesolution 1874 (2009) and has the honour to refer to the moquiry made via the latter’s
Correspondence Mo, S/ACAX2022PEOC. 162, dated Jume 23, 2022, regarding a suspected trade made
between Saint Vincent and the Grenadines and the DFFE  in items that are covered by the relevant
sectoral sanctions provisions In resolutions 2270 (2016), 2321 (2016), 2371 (2017), 2375 (2017) and 2397
{2017

In thiz comnection, the Permanent Mission, on behalf of the Government of Saint Vincent and the
Grenadines wishes to mform that the trade data from the International Trade Centre (ITC) Trade Map
between October 2021 and March 2022, indicating the DPEK fransfemred to Saint Vincent and the
Grenadines items in the following categones subject to the sectoral sanctions pursuant o resolution 2321
(2016): copper. 15 in fact inaccurate.

The matter was mvestigated by the Customs and Excise department of Samnt Vincent and the Grenadines,
and 1t was determuned that an emor was made by a shipment broker in the State, who madvertently
entered the coumtry DPEE as the source of the material in question, as oppose to the Republic of Korea
where the material in question actually onginated from.

Additienally, the Ministry takes this opperhumity to transmit herewith the full report from the Customs
and Execise Department explaining the cause of the inaccuracy along with all relevant evidence.

The Mission further informs that Saint Vincent and the Grenadines has already taken the necessary steps
to comect the information held at the ITC on this matter. and reiterates the State’s filll compliance with all
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sanctions measures under the purview of the esteemed Panel of Experts (POE), as confirmed m the last
report by the State to the POE.

The Permanent Mission of Samt Vincent and the Grenadines to the United Nations avails itself of this

opportunty to renew to the Office of the Coordinator of the Panel of Experts established pursuant to
Secunty Council Resolution 1874 (2009) the assurances of its highest consideration.
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[Trinidad and Tobago]

PERMANENT MISSION OF THE REPUBLIC OF TRINIDAD AND TOBAGO
TO THE UNITED NATIONS. NEW YORK
633 Third Avenue, 12" Floor, New York, N.Y. 10017
Tel: 2:2-697-7620; Fax: 212-682-3580; Email: ttodiug int

21 July 2022

1 should like to refer to your letters dated 3 and 23 June 2022 requesting the assistance
of the Government of Trinidad and Tobago in providing information concerning reported trade
data that listed the Democratic People’s Republic of Korea (DPRK) as the partner country in the
following categories subject to sanction pursuant to Security Council resolutions 2371 (2017)
and 2397 (2017): iron, steel products and electrical equipment.

In this connection, based on a review of invoices, as well as conversations with the
respective importers, the Government of Trinidad and Tobago wishes to advise that the DPRK
was erroneously selected by each importer as the country of origin. This error can occur since
the options presented for country selection are based on the official country names as opposed
to their common names.

In this regard, please see the enclosed invoices pertaining to the shipments referenced in
the aforementioned correspondence from the Panel of Experts, which show the country of origin
as the Republic of Korea (South Korea) as follows:

a) AttachmentI: Iron and Steel Products (HS Code 73);

b) Attachment II: Electrical Equipment (HS Code 85); and

c) Attachment III: Iron (HS Code 72).

Given that these invoices contain sensitive information as a result of negotiations
between the supplier and importer, the Government of Trinidad and Tobago requests that the
information provided is treated with the highest standards of confidentiality and should be used
solely for the information of the Security Council and the 1718 Committee.
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Annex 47: Reply from Malaysia to the Panel

22-12274

REQUEST BY THE UN PANEL OF EXPERTS (POE) ON THE DPRK
ON INFORMATION REGARDING GLOBAL COMMUNICATIONS (GLOCOM)

Letter's Ref. Mo. : SIAC.49/2021/PE/OC.263
Letter's Date - 13 October 2021

1. Any comments you may have on the authenticity of the media report in
Annex 1.

The Malaysian authorities confirmed that Global Communications (Glocom) has
never operated in Malaysia.

2. Confirmation of the current operation of Glocom (and any other DPRK-
affiliated businesses) in your country along with:

Global Communications (Glocom) has never operated in Malaysia.

However, there were two companies that the PoE suspected to be the “front
companies’ to promote Glocom's products, namely International Global Systems
Sdn. Bhd. and International Golden Services Sdn. Bhd. Both companies have
already been dissolved.

21. The names of owners and managers of Glocom whilst active in
Malaysia.

As mentioned above, Glocom has never operated in Malaysia.
The names of directors and shareholders of International Global Systems
Sdn. Bhd. and International Golden Services Sdn. Bhd. were mentioned in
our response to PoE's letter ref. no. S/AC.49/2016/PE.OC.999.
2.2. The number of DPRK staff employed by Glocom.
As mentioned earlier, Glocom has never operated in Malaysia.
As for the two companies concerned, there were three DPRK nationals
who worked with International Global Systems Sdn. Bhd. (Ryang Su Nyo,

Pyon Won Gun and Pae Won Chol), and two with International Golden
Services Sdn. Bhd. (Kim Chang Hyok and Kim Un Sim).
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2.3.

2.4,

2.5,

2.6,

2.7.

284/370

Types and numbers of the passports and visas used by DPRK
nationals employed by and affiliated with Glocom in your country, as
well as their associated travel records.

As mentioned earlier, Glocom has never operated in Malaysia.

Nevertheless, please find the records of entries and exits toffrom Malaysia
of Ryang Su Nyo, Pyon Won Gun and Kim Chang Hyok, which were
already shared with the PoE in our response to the PoE's letter ref. no.
S/AC.49/2016/PE/OC.999.

Copies of property leases for Glocom.
As mentioned earlier, Glocom has never operated in Malaysia.
Information on revenue made by Glocom whilst active in Malaysia.

As mentioned earlier, Glocom has never operated in Malaysia and there
was no record of any trade activities under a company named Glocom.

Amount paid in taxes, if any.

As mentioned earlier, Glocom has never operated in Malaysia and there
was no record of any trade activities under a company named Glocom.

Information on the bank account(s) used by Glocom including
records of transactions relating to operating expenses including but
not limited to the purchase of supplies, paying of rent, deposit of or
transfer of funds. Include all relevant invoices and remittance
documents showing amounts transferred both to and from the
account. If funds were deposited or withdrawn in cash, please
provide copies of all relevant bank documents, invoices and
receipts.

As mentioned earlier, Glocom has never operated in Malaysia.

For International Golden Services Sdn. Bhd., they had three bank
accounts with CIMB Bank Berhad, i.e., one current account and two
foreign currency accounts, from July 2012 until April 2015. Please find the
information on bank accounts as well as records of some transactions
undertaken from the bank accounts of International Golden Services Sdn.
Bhd. in our responses to PoE's letters ref. no. S/AC.49/2016/PE/OC.999,
S/AC.49/2016/PE/OC.26 and S/AC.49/2017/PE/OC.108.
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2.38.

2.9.

2.10.

2.11.

2.12.

22-12274

As for the International Global Services Sdn. Bhd., the Malaysian
authorities do not have any other details regarding other bank accounts
used by the company.

Wages currently being paid to DPRK workers, if any.

Since the severance of diplomatic ties between Malaysia and DPRK on 19
March 2021, there is no DPRK national living/working in Malaysia.

Information on all contacts between the DPRK embassy (before its
closure in March 2021) and Glocom or its associated businesses.

As mentioned earlier, Glocom has never operated in Malaysia.

The specific actions undertaken by Malaysian authorities against
Glocom and its associates in recent years, if any.

As mentioned earlier, Glocom has never operated in Malaysia.

Nevertheless, the Malaysian authorities have undertaken steps in
ensuring that Malaysian citizens who had business ties with Kim Chang
Hyok have severed such ties with the latter.

The Royal Malaysia Police (RMP) has been constantly working with
relevant authorities and foreign intelligence agencies to trace, curb and
conduct illicit activities conducted in Malaysia.

Copies of any investigation or inquiry by your competent authorities
on the activities of Glocom and its parent companies, any of its
subsidiaries, or related companies for the past five years; and

NIL.

Measures taken by your competent authorities to prevent the
provisioning of financial services or the transfers of any financial or
other asset or resources, including cash, letters of credit, and other
financing instruments, that could contribute to the DPRK's nuclear
or ballistic missile programmes, or other activities prohibited by
relevant resolutions.

Malaysia's implementation of the operative provisions of the UN Security
Council sanctions resolutions on DPRK is being governed by several laws
and regulations including those described in Malaysia’s response to PoE'’s
letter ref. no. S/AC.49/2016/PE/OC.269.
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Annex 48: Reply from Canon

Canon CANON ING. HEADQUARTERS

30-2, Shimamaruka 3-choma, Ohta-ku, Tokyo 146-8501, Japan
Phone +81-3-3758-2111

May 13, 2022

We would like to report the final investigarion resulis regarding the cameras that are missing

supply channel information in relation to Inguiry(3) as follows.

[NQUIRY(3) "Any specific supply channel information for the cameras mentioned in Fig 4

[purchase location, date of purchase, price, information on the buver(s])”

=#This serial number is not for sales purpose but used as a sample product for sales
promotion at Canon {China) Co. LTI,
All the sample products must be disposed after the promation period according to
Canon's internal rule. And thus this camera was handed over 1o the disposal
company in 20164,

Canon EOS 600D ;

= We could manage to find our the manufacturing date and supply channel information
after intensive investigation with manufacturing factory and marketing subsidiary.
We sincerely apolopize for our previous answer as to this serial number on the letter
dated 15 April 2022,

=+ This serial number is not for sales purpose but used as an inspection toal in the
manufacturing process at one of our factories, Canon Opt. Malaysia which manufactures
camera lenses.
All the cameras for inspection purpose in our factory must be disposed after the usage
period according to Canon's internal rule,
And thus this camera was handed over 1w the disposal company.
However disposal record is not availahle because the retention peried of the document

had expired based on the internal rule in Canon Opt. Malaysia.
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We hope that our investigation resules would meet FOUT expectations.

Pleaze do not hesitate to contact me if you reguire any further questions

Yours faithfully,

Global |.::-r.:.:sli-:'5 .\'1:|r.a|l;cm{'n'_ Center

Canon Ine.

Source: The Panel.
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Annex 49: Reply on Cameras from China /Japan

[China]

3. Japanese cameras (OC. 109)

The investigation requirement of the letter 1s beyond the mandate of
related resolutions. The DPRK-related Security Council resolutions do not
include camera in the list of prohibited luxury goods, nor do they give
mandate to the panel to explain the scope of luxury goods. The information
from the media 1s far from accurate. We hope the Panel will carry out its
work on the basis of facts, and not include the mmformation unverified or

even inconsistent with the facts mnto its report.
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[Japan]

PrrMANENT MI1SsioN oF JAPAN
10 THE Unrren Narions

NEW YOork

22 July 2022

The Government of Japan highly values the work of the Panel of Experts
established pursuant to United Nations Security Council Resolution (UNSCR) 1874
(hereinafter “the Panel™) as well as that of the Sccurity Council Committee established
pursuant to UUNSCR 1718 (heremafter “the 1718 Committee™). and reaflirms its

commitment to cooperate with the Panel to ensure the full and striet implementation of

all relevant UNSCRs against North Korca

Upon instructions from the capital. I have the honour to share Japan’s response,
as attached, to vour letter dated 9 June 2022 (Reference: S’TAC. 492022 PE/OC. 106) with
respect to information on the sales of Canon and Nikon cameras in Japan

The Government of Japan reaflirms its commitment to continue working closely

with the Panel and the 1718 Committee.  Should the Panel have any inquiries, please
contact the Permanent Mission of Japan to the United Nations

Please accept the assurance of my highest esteem

Kimihiro ISHIKANE
Ambassador Extraordinary & Plenipotentiary

Permanent Representative of Japan to the United Nations

22-12274
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Japan’s response
regarding the information on the sales of Canon and Nikon
cameras in Japan

1 Japan's Foreign Exchange and Foreign Trade Act prohibits the
export to North Korea of all goods, not just those prohibited by
Security Council sanctions, and we will continue to thoroughly enforce
such measures, including border control. Since the introduction of
these measures, we have been asking for the understanding and
cooperation of related entities to ensure that the full ban on exports to
North Korea is enforced. Since the economic sanctions against North
Korea were initiated in 2006, we have been issuing reminders and
requests for cooperation to industry associations (about 1,000
organizations) and local customs offices every one to two years
{every extension of its own sanctions under Article 10 of the Foreign
Exchange and Foreign Trade Act. At first, every six months, more
recently every two years) In addition, trade management training,
including North Korean sanctions, is conducted annually, with
customs officials and police officers participating.

2 We are aware that both Canon and Nikon have thorough
distribution controls and have responded to the Panel's inquiry in
extremely good faith. With respect to the sale of consumer products,
such as the subject of the inquiry, there is nothing unnatural about the
situation in which a manufacturer is unable to trace the distribution of
products beyond the retailer. The issue of the transfer of samples or
inspection equipment, which the Panel's letter describes as
"operations that may be illegal” is whether the products were properly
handled after being delivered to the disposal companies in China or
Malaysia. Thus we understand those occurred outside of Japan.

3 In any case, as stated above, the Government of Japan will
theroughly enforce the ban on exports to North Korea of all goods,
not only prohibited goods under Security Council sanctions, in
accordance with Japan's domestic laws.
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Annex 50: Reply from Japan

Peryangnr Missiox or Jaran
1o T Unitep NaTions
New YOork

20 March 2022

The Government of Japan highly values the work of the Panel of Experts established
pursuant to United Nations Security Counceil Resolution (UNSCR) 1874 (hereinafter “the
Panel ™) as well as that of the Security Council Committee established pursuant to UNSCR
1718 (hereinafier “the 1718 Commuttee™), and reaffitms its commatment to cooperate with
the Panel to ensure the full and strct implementation of all relevant UNSCRs against
North Korea,

Upon instructions from the capital, I have the honour to share Japan's response,
as altached, to your letter dated | March 2022 (Reference: S/AC . 49/2022/PE/OC.5) with
respect to a Secure Digital (SD) card found in mail sent to DPRK

The Government of Japan reaffirms its commitment to confinue working closely

with the Panel and the 1718 Commttee.  Should the Panel have any inquiries, please
contact the Permanent Mission of Japan to the United Nations,

Please accept the assurance of my highest esteem

Kirmhiro ISHIKANE

Ambassador Extraordinary & Plenipotentiary
>ermanent Representative of Japan to the United Nations
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Japan's response to Panel's inguiry

regarding a Secure Digital (S0) card found in mail sent to DPRK

1 Basis of the measure

The basis of the measure that the Government of Japan has laken with
regard to the said SD card is found in Act on Special Measures Concerning
Cargo Inspections Conducted by the Government Taking into Consideration
United Mations Security Council Resolution 1874, specifically its paragraph 4
of Article 3, paragraph 2 of Article 4, and paragraph 1 and 2 of Article 5. 5D
card is classified as a “luxury item” based on its *|", sub-paragraph 1 of Article
2, paragraph 2 of Article 1 of its Order for Enforcement, and section 21 of its
Appended Table 6 under its Order for Enforcement.

2 Details of the SD card:

Manufacturer and type: SanDisk Ultra 8GB HC1 40MB/S

Content stored: 12 files of filename extension VWAV (containing picture
of transceiver display and voice.) and 7 files of filename extension
MP4 (voice including songs).

3 Detalls of the sender and the addressee:

Sender)

Addressee: The Voice of Korea Radio of the Radio and Television
Broadcasting Committee of the Democratic Feople's Republic of
Korea (address; Jonsung-dong, Moranbong District, Pyongyang)

We do not have any further information regarding the sender and the
addresses

4 Practice and experience of deliveries of international mail addressed to Morth
Korea since 2017

Since June 2009, an export from Japan to North Korea has been
generally prohibited. \When there i an international mail to Morth
Korea, the Japanese custom authorities have instructed to the Japan
Post Ltd. to present it to the authorities,  The custom authorities then
inspect the mail, except in the case of a letter or diplomatic mail, in
accordance with the Customs Act.  When the authorities have
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Annex 51: Additional Information on the Voice Phishing Hacking Applications sold by DPRK IT workers,
including screenshots of Demonstration Video Clips

Screenshot of Song Rim explaining how to use the remotely controllable hacking application

AAAAA

(1) Device information

(2) Setting for redirection (of outgoing calls from the hacked smartphone)

(3) Setting to disguise the caller’s number (into a fake number) displayed on the hacked smartphone
(4) Blacklist (blocked numbers)

(5) User management

(6) Voice recording

(7) Video recording

Calls recording
(9) Photo data

GPS
(11) Mobile number

(12) Service provider
(13) Model name of mobile
Date and time the hacking application was installed
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Screenshot of Song Rim’s demonstration video clip showing the redirection function of outgoing calls from hacked
smartphone

FUHELYEA)

HiNgs

Voice Phishing
Group's Mobile

2
-

Photo 1 Photo 2

[ Redirection function for outgoing calls]

© Purpose: When a victim makes a call from a hacked smartphone to a legitimate financial
institution phone number, for example, the call can be redirected to the voice phishing
group’s office (call center, mobile) with the victim being unaware of the redirection.

© Demonstration of the redirection function
Photo 1: Remote control programme setting
(circled in red, voice phishing group’s mobile no. / circled in yellow, fake no.)
Photo 2: Demonstration of redirecting outgoing calls from the hacked smartphone to voice
phishing group’s mobile
(circled in white, hacked smartphone no. / circled in yellow, fake no.)

Source: Member State, annotated by the Panel.
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Annex 52: Information on DPRK IT Worker Song Rim

o DOB : Feb. 25, 1991

o AffiliationPosition: Head of IT development department of Birvugang
Overseas Technology Cooperation Company under the Dandong
branch of Hapjanggang Trading Corporation

o WeChat 1D - [

o Major activities

- lllegal trade of hacking apps with voice phishing crime rings

- Won SW development contracts under the frandulent identity as a
Chinese IT developer on Linkedin

Sowrce: Member State

[Alias Linked in Profile]

Linkodm - [ MNaya

al  GangChasoMaovi

Drrvelopment S 200 Arlenation
v S | The Mong Kong University o
Scimnce and Technology

Source: Linked in, annotated by Member State
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Annex 53.1: Kimsuky’s Cyberattacks using ‘KONNI’ Malware

According to multiple reports, '""Kimsuky hackers have attacked political institutions in several
Member States, using the ‘KONNI Remote Administration Tool (RAT)’ malware to harvest credentials
and compromise victims. A cybersecurity company noted that “spear phishing emails usually are
weaponized with macro embedded documents that upon opening drop one of KONNI RAT variants”.
Using the harvested credentials, the perpetrators gain access to sensitive information or deploy
additional ransomware to generate illicit revenue. Recently, this malware has been found to include
significant updates such as code improvements to make detection harder. The Panel itself has also
received spoofed phishing emails carrying the ‘KONNI’ tool.!?

Source: The Panel.

https://blog.malwarebytes.com/threat-intelligence/2022/01/konni-evolves-into-stealthier-rat/,  https://blog.lumen.com/new-konni-

campaign-targeting-russian-ministry-of-foreign-affairs/ and https://blog.malwarebytes.com/threat-intelligence/2021/08/new-variant-
of-konni-malware-used-in-campaign-targetting-russia/

1128/2021/211, para. 128
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Annex 53.2: Links to reports from Ahnlabs ASEC in 2022

Kimsuky Group

Kimsuky’s Attack Attempts Disguised as Press Releases of Various Topics

(25 May 2022)

APT Attacks Using Word File Disguised as Donation Receipts for Uljin Wildfire (Kimsuky)
(1 April 2022)

VBS Script Disguised as PDF File Being Distributed (Kimsuky)

(28 March 2022)

APT Attack Using Word Files About Cryptocurrency (Kimsuky)

(25 March 2022)

APT Attack Attempts Disguised as North Korea Related Paper Requirements (Kimsuky)
(22 February 2022)

Distribution of Kimsuky Group’s XRAT (Quasar RAT) Confirmed

(8 February 2022)

Lazarus Group

Lazarus Group Exploiting Log4Shell Vulnerability (NukeSped) - ASEC BLOG (ahnlab.com)

(19 May 2022)

New Malware of Lazarus Threat Actor Group Exploiting INITECH Process - ASEC BLOG (ahnlab.com)

(26 April 2022)

Source: Ahnlabs ASEC, annotated by the Panel.
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Annex 54:
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Reply from the Russian Federation to the Panel

Original
B cooTBeTcTBUM C 3apOCOM IPYIHITHI 3KCIIEPTOB COO0IAeM cieayroliee.

[To nHpOpMaIKM KOMIETEHTHBIX BEJAOMCTB, Ha Tepputopun Poccuiickoit denepannu
aKKPEJUTOBAHHBIX MOApa3ieNeHu MUHHCTEPCTBA HAPOJHBIX BOOPYKEHHBIX CHII
KH/IP, oTBeuaromux 3a TOProBIII0 OpyXKHUeM, BKIrodas «JlenapraMent 53», He uMeeTcs..

Vka3aHHble B oOpateHnn ceBepokopeiickue rpaxxaade Choe Hyon 11, Song Il Hyok u
Kim Un Song sBISIOTCS AWIUIOMATHYECKUMH COTpyIHUKaMH TocoiibctBa KHJIP B
Mockge. CBeneHHSIMH O TMPHOOPETCHWH HMH TPOMYKIIMM BOSHHOTO W JIBOHHOTO
Ha3HaueHus, a Takke 00 ucnoip3zoBanuu nocosnbetBa KHJP B Poccun s 3akymok
TOBApOB, Ha KOTOpbIE PACHpPOCTPAHSIOTCS  MEKIYHApOIHBIE  CaHKIMOHHBIC
OTpaHUYCHHUS, KOMIIETEHTHBIC BEJJOMCTBA HE PACITONIATafoT.

Wudopmanuu o coBepLICHUN TaMOXKEHHBIX ONEpaIivii 0 3alpaluBaeMoi IPOAYKIMH
B ILCHTPAJIbHOM 0a3e MaHHBIX €AMHON aBTOMATH3MPOBAaHHOM CHCTEMBI TaMOKEHHBIX
OpraHoB He BBIABIEHO. B 0a3e MaHHBIX (MHAHCOBOTO MOHHTOPHHTA OTCYTCTBYIOT
CBEJICHUS O KOHTpakTax «/lemapramenta 53» 1O NPUOOPETEHUIO MPOAYKIMU
000POHHOTO M BOGHHOTO Ha3HAYECHUS U O COOTBETCTBYIOIINX MM TPAH3AKIIHAX.

Officially translated from Russian
As requested by the Panel of Experts, we hereby report the following.

According to the information received from the competent agencies, there are no
accredited units of the Ministry of People’s Armed Forces of the Democratic People’s
Republic of Korea (DPRK) responsible for the arms trade, including “Department 53,
on the territory of the Russian Federation.

The North Korean citizens mentioned in the submission are diplomatic staff
members of the DPRK Embassy in Moscow, Choi Hyon Il, Song Il Hyuk and Kim Un
Song. The competent authorities have no information about their purchases of military
and dual-use products, or about the use of the DPRK Embassy in Russia for the purchase
of goods subject to international sanctions restrictions.

No information on customs operations for the requested items was found in the
central database of the unified automated system of the customs authorities. The
financial monitoring database does not contain information on “Department 53
contracts for the purchase of defence or military items and their corresponding
transactions.
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Annex 55: Reply from Syria to the Panel

o

THE PERMANENT MISSION OF THE SYRIAN ARAB REPUBLIC TO THE UNITED NATIONS
820 Second Ave., 15th Floor, New York, N. Y. 10017
Tel: (212) 661-1313
Fax: (212) 983-4439
E-mail: exesec.syria@gmail.com

PM/2022/248
30 June 2022

The Permanent Mission of the Syrian Arab Republic to the United Nations
presents its compliments to the Coordinator of the Panel of Experts established
pursuant to Security Council Resolution 1874 (2009) and with reference to his letter
number S/AC.49/2022/PE/OC.99 dated 03 June 2022 has the honor to inform the
Panel that there is no cooperation in the military domain between the Syrian Arab
Republic and the Democratic People’s Republic of Korea, and that the information
provided to the Panel is categorically incorrect.

The Permanent Mission of the Syrian Arab Republic to the United Nations
avails itself of this opportunity to renew to the Coordinator of the Panel of Experts
established pursuant to Security Council Resolution 1874 (2009) the assurances of
its highest consideration.

Coordinator of the Panel of Experts cstablished
pursuant to Security Council Resolution 1874 (2009)
New York, NY.
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Annex 56: Reply from China to the Panel

6. DPRK Representatives in China (OC. 103)

Chmna has always been strictly implementing the DPRK-related
embargo provisions of the Security Council resolutions and strictly
regulating the export of military items. China has put in place a full-fledged
policy and legal system of export control with strict implementation. No
evidence of any activities related to the illicit trade of weapons was found
within China. The information provided by the Panel’s letter 1s very limited,

and the persons cannot be accurately verified and targeted with names only.
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Annex 57:  Algeria

1) Construction workers
According to information received by the Panel, the DPRK company Namgang Construction
General Corporation contracted with the company from a third country to provide DPRK
nationals to work in Algeria on construction projects in June and July 2021. This cooperation
may have been structured as a joint venture. The Panel notes that Namgang Construction
General Corporation might utilise the alias “Ryongrim Construction Company” in Algeria.

2) Reply from Algeria

Algeria replied to the Panel’s enquiry that neither DPRK companies exist in Algeria and these
companies have never been registered in official records (see figure 57).
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Figure 57: Reply from Algeria

Al A sl Ay i 3ad) Ay ) ggean

PEOPLE’S DEMOCRATIC REPUBLIC OF ALGERIA

Permanent Mission of Algeria A »fl a2l A
to the United Nations aaddl pall oot
New York ETRT

MPANY /NL/Ne 2022/ | 3%

The Permanent Mission of the People’s Democratic Republic of Algeria to the United Nations
presents its compliments to the Panel of Experts established pursuant to United Nations Security
Council resolution 1874 (2009), and with reference to its letter S/AC.49/2022/PE/OC.17 dated
18 March 2022, has the honour to inform that the investigation so far conducted by the Algerian
Authorities revealed that neither DPRK company named “Namgang Construction General
Corporation” or acting under the alias “Ryongrim Construction Company™ exist in Algeria.

The Algeria Ministry of Trade and Export Promotion indicated that these companies have never
been registered on the National Centre of Trade Register. The Ministry of Labor, Employment,
and Social Security also indicated that these companies do not appear in its official records, Both
companies have not contracted any agreement or joint venture in Algeria with companies
activating in the arca of building and construction or civil engineering.

Furthermore, the Algerian Authorities expressed their readiness to share with the Panel of
experts any updates in this regard.

The Permanent Mission of the People’s Democratic Republic of Algeria to the United Nations

avails itself of this opportunity to renew to the Panel of Experts established pursuant to United
Nations Security Council resolution 1874 (2009), the assurances of its highest consideration

New Yort;fhay s 2022

Pancl of Experts established pursuant to United Nations Security Council
resolution 1874(2009)
New York

Address: 326 East 48th Street 10017, New York Phone; 412127501960, Fax: +12127599538,
E-mail; Algerin@unint; alegrinamission26@gmail.com
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Annex 58: Corporate registry of DRPK entities in Cambodia (Sunrise Horizon Co., Ltd and

Keochakrey Trading Co., Ltd)
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Address of Sunrise Horizon Co., Ltd (Deregistered in 2019)

Unit 1302 Floor 13th, Fycangyang. Building 33, Buksac Dong,
Korea, Demacratic People's Republic OFf

Address of Keochakrey Trading Co., Ltd [Deregistered in 2022}

Unit 1302, Flogr 13th Building 33, Buksac Dong. Gang Won Province,
Korea, Republic Of

Source : Opencorporates, Business registration of Cambodia.
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Annex 59: Cote d’Ivoire

According to information received by the Panel, Korea Moranbong Medical Cooperation Center
(Moranbong Medical) entered into two separate contracts with medical centres in Cdte d’Ivoire
covering the employment of DPRK medical doctors in June and July 2019. The Cote d’Ivoire entities
partnering with the DPRK were as follows:

e The Regional Hospital Center of Divo
e The Indica Diedri Pharma Medical Center in Abidjan

Both relationships, which appeared to be structured as joint ventures or cooperative entities, involved

the DPRK sending doctors and medical workers to Cote d’Ivoire for several years, an expansion of the
partnership over time, and profit-sharing. The Panel has yet to receive a reply from Cote d’Ivoire.
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Annex 60: Lao People’s Democratic Republic

The Panel has continued its investigations into the current status of the DPRK workers in Laos.
According to recent information provided by a Member State, a team of DPRK IT workers have
continued to work in Laos. These workers are associated with Lao-Toshyo IT Service Company Ltd
and the details of information are below.

Laos already replied to the Panel in July 2020 that the operation of Lao-Toshyo IT service Company
Ltd was cancelled (see figure 60) in June 2020 and there is no Lao company hiring DPRK IT workers.
Investigations continue.

DPRK IT workers reportedly located in Laos:
e Kim Chol Hun

Kim Kum II

Ri Song Kuk

Sin Chun Song

Ko In Jae

DPRK IT workers in Laos are associated with the following company and address:
Company name: Lao-Toshyo IT Service Company Ltd
Address: House 46, unit 3, Phonsinuan Village, Sisattanak District, Vientian

Figure 60: Corporate registry of Lao-Toshyo IT Service Company Ltd
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Source: Laos National Enterprise Database.
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Annex 61: Republic of the Congo

According to information received by the Panel, Korea Moranbong Medical Cooperation Center
worked with the authorities of the Republic of the Congo to extend work visas for several DPRK
medical doctors working in the Republic of the Congo in March 2021. One of these doctors worked at
the Republic of Congo Military Medical University Nerve Science Department.

The information shows that Moranbong Medical has established a joint venture medical clinic with
the Congo entity ‘Association of Humanitarian Development and Actions (ADAH) of Congo!!3°,
This joint venture clinic is the Royal Health Polyclinic, and its staff included multiple DPRK and
Congo doctors.

Moranbong Medical also established a medical joint venture in 2017 with the Congo entity
‘Foundation Ecobahou Systems Plus (Ecobahou)’ to establish medical facilities across the Republic
of Congo. As part of this joint venture, Moranbong Medical was to provide teams of DPRK medical
specialists to work in the facilities.

The Panel has yet to receive a reply from the Republic of the Congo.

113 Association de Développement et d’ Action Humanitaire (ADAH).
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Annex 62: Russian Federation

According to the Russian media ASTV on 18 August 2021, DPRK nationals are working in the
construction site in Yuzhno-Sakhalinsk city, Sakhalin. ASTV reported that residents of Yuzhno-
Sakhalinsk are unhappy with the sounds, including North Korean tunes from the construction site that
wake them up early in the morning. ASTV, whose company's office is located in close proximity to the
construction site, confirmed the claim of residents and interviewed the contractor " SZ "Rybovodstroi”
(000 "C3 "PBIBOBOJICTPOI") for a comment. The foreman of the company confirmed that a large
number of workers from North Korea are actually working at the facility. They promised that they will
take into the claims into account, to make the music quieter, and to ensure silence early in the morning.

The Russian company has yet to respond to the Panel’s enquiry.

®orto: apxuB astv.ru

Kurean IOxHo-CaxaiuHCKa YCTaJM NPOCHINATHCS I0J CEBEPOKOPEHCKYI0 MY3bIKY € cOcCeldHell CTpoiiku
IIperen3unii kK KOMIO3UIUAM Yy HUX HET, HO He YCTPAUBaeT paHHee BpeMsl eXKeITHeBHbIX TPAHCIAIUT

Kurenu HOxno-CaxanuHcka HETOBOJIBHBI 3BYKAMH CO CTPOMKH, KOTOpBIe OyasT ux paHo yrpom. K
IIyMy TEXHUKM OHU JABHO IPUBBIKIM, OJHAKO TIIOCIEJHUE [HU HA HEro HAJIOKWINCh U
CEBEPOKOPEMCKHE HATIEBBI.

Kak cool0muia XKUTEeTbHHUIIAa OJHOTO M3 JIOMOB MO ynuie KoMcoMOnbCKOM, MPEeTeH3UH BBI3BIBACT
OTpOMHas CTPOMKa, PacHoJIOKeHHas B pailoHe nepekpécTtka ynnn Komcomonbckoi u [lorpanndHoi.
311ech BO3BOJIAT Cpa3y LIECTh MHOTOITAKHBIX KHJIBIX CEKIMH Ha ydacTKe oOuiel miomiaaso 6omee 3
TeKTapOoB.

- Ha oOnexTe pabotator ceBepokopeiickue Opurajsl. [IpeTeHsuil kK HUM HET, He MbIOT, HEe 1e00IIHUpST,
MbI UX U HE BUIUM. O)IHaKO HalMoOHaJIbHAaA MY3bIKa BEYCPOM U paHO YTPOM - 3TO HE TO, YTO A XOTECJIa
ObI CIyIIaTh KaX/Iblii I€Hb, - OJIEINIaCh TOPOXKAHKA.
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HNudopmanuro

MOATBEPKIAIOT W COTPYOHUKH astv.ru, oduc KoMIaHuUM HAXOIUTCS B

HEMOCPEACTBEHHON OJIM30CTH OT CTPOSIIIIErocs 00bEKTa. YIKE B CEMb YTpa CEBEPOKOPEHCKHE MOTHUBEI
BPBIBAIOTCS B OKHA, OPTaHUYHO COYETASACH CO CTPOUTEIBLHBIM IPOXOTOM.
Penaknus astv.ru obparunack 3a KoMMeHTapueM K noapsauauky. Cyns mo uHpopmanuu Ha maciopTe
o0bekTa, crpouTesibeTBO Benét OO0 "C3 "PriboBoacTpoi'.
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IIpopab moaTBepaAns, YTO Ha OOBEKTE HA caMOM jieie paboTaioT OOJbIIOE KOJIMYECTBO PabOYMX U3
Cesepnoit Kopen. 3ameuanus obemiany ydecTb, My3bIKy C/IEIaTh THUIIE, @ paHO YTPOM OOECIEYUTh
PEXUM TULIVHBI.

Source:

ACTB, https://astv.ru/news/society/2021-08-18-zhiteli-yuzhno-sahalinska-ustali-prosypat-sya-pod-

severokorejskuyu-muzyku-s-sosednej-strojki.
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Annex 63: Reply from Russian Federation

1. ""SZ"'Rybovodstroi

B cBA3KM ¢ 3anpocom rpynnbl skcneptos Komuteta Cb 1718 no KHAP OC.23
coobulaem cneaytoulee.

000 «C3 «PbIiboBOACTPOM» ABNAETCA A€BENONEPCKON OpeaHm3aLnen, B LUTaTe
KoTopoun rparkgaHe KHOP He cocTosnn u He cocToAT. POCCUIMCKME KOMMNETEHTHbIE
BEAOMCTBA CBeAEHMAMM 00 MCMONb30BAHUM 3TOM KOMMAHMEN CEeBEepPOKOPENCKMX
paboumnx npm CTPOUTENLCTBE KMNOTo KOMNAeKca «ABaHrapa» B KOxKHO-CaxanMHCKe He
pacnonaratoT. CcbiNIKa B CTaTbe HAa CEBEPOKOPENCKYIO My3bIKY ABAAETCA CYObEKTUBHOM
OLLeHKOM oAHOM U3 XKutenbHuu, KOxKHo-CaxaMHCKa.

B HacToAwee Bpema TPyAOBYI AeATENbHOCTb Ha TEPPUTOPUMN CaXa/IMHCKOWM
obnactn rpaxkaaHe KHAP He ocyuwectsnawT. [JeNCTBUTENbHbIX paspeleHnit Ha
paboTy y HUX HeT. BosBpaweHWe Ha POAMHY TeX, Y KOro CpPOK AencTBuA
pa3pelmnTenbHbiX OOKYMEHTOB Ha npebbiBaHMe B Halel CTpaHe MWUCTeK, He

npeacraBnAeTca BO3SMOXHbIM B CBA3U C I'IpMOCTaHOBKOIZ TPAHCNOPTHOIO COO6LLI,€HMH

¢ KHAP n3-3a KopoHaBMpyCcHOM NaH4EMUN.

Translated from Russian

In connection with the request from the Panel of Experts on the Democratic People’s Republic
of Korea of the Security Council Committee established pursuant to resolution 1718 (2006) contained
in note OC,23, we should like to inform you of the following.

S5Z Rybovodstroi LLC is a real estate development organization that has not employed and
does not employ any nationals of the Democratic People's Republic of Korea, The Russian competent
agencies have no information about the use by this company of workers from the Democratic People's
Republic of Korea in the construction of the Avangard apartment complex in Yuzhno-Sakhalinsk.
The reference in the article to North Korean music is a subjective assessment by one resident of
Yuzhno-Sakhalinsk.

Mo work is currently being done in Sakhalin Provinee by nationals of the Democratic People’s
Republic of Korea. They do not have valid work permits. Those whose permits to stay in the Russian
Federation have expired are not able to return to their home country because transport links with the
Democratic People’s Republic of Korea have been suspended owing to the coronavirus disease
(COVID-19) pandemic.
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2. Pyongyang Kwangmyong Information Technology Corporation

B cBsi3u ¢ 3anpocom rpynmsl dkcriepToB OC. 153 coobmaem ciemyroriee.

CeBepoxopeiickas Kopropaius UHPOPMAIMOHHBIX TeXHONOTHH «I[IxeHbsH
KBanmén» (Pyongyang Kwangmyong Information Technology Corporation) Ha
tepputopun [IpuMOpckoro kpas He 3aperucTpupoBaHa, K aJIMHHUCTPATHUBHOMN
OTBETCTBEHHOCTHU HE MPUBJIEKAIACh, 10 BOIPOCY 0(OPMIICHHS BU3 U IPUTIIALICHHHA
Ha Bbe31 B PoccHio MHOCTpaHHBIX TpaxkJaH He oOpamanack. J[aHHBIX O JHIAX,
IIPUYACTHBIX K €€ EATEIbHOCTH, HE UMEETCS.

B Ilpumopckom kpae otcyrctBytoT rpaxinaHe KHJIP, mpuOsiBmime Ha
TeppuToputio Poccuu ¢ 11enbio ocyiecTBiIeHus Tpyn0Boil aestensHocTy B I'T- cdhepe.
Paspemiennii Ha pa®oTy yka3aHHOW KaTeropuH JIHIl HE BblAaBaJOCh. JlaHHBIE O
HEJIETaJIbHOM TPYAOYCTPOMCTBE M IMOJYYEHUHM J0XoJa ceBepokopeiickumu [T-
CIELHUAJTUCTAaMU OTCYTCTBYIOT.

CBeneHust 3KcneproB o nonbITKax kommaHuu «lIxenssH KBanMéEn»
TPYAOYCTPOUTH CEBEPOKOPEHCKNX crnenuanucToB B cdepe IT-rexHomoruii B
poccuiickie KOMMEpUeCKUe CTPYKTyphl JaTupoBanbl 2014 romom, Korjaa nepeyeHb
CaHKUHMOHHBIX orpannuyeHuii B oTHomeHun KHJ/IP He Brmrouan 3ampera Ha
MIPUBJICYEHUE NHOCTPAHHBIMU I'OCYIAPCTBAMH CEBEPOKOPENCKUX IPaK/IaH.

CepBuc  «Upwork»  sBisercs  MexayHapoJIHOW  miuaTgopmoil 1o
YCTQHOBJICHHIO JIEJOBBIX M pabO4YMX OTHOILICHUH, MPEeACTaBIsIeT COOON IMIOIMIAIKY
JUIS pa3MelleHHs 3aKa30B Ha pa3pabOTKy OTAEIbHBIX 3JIEMEHTOB MPOrPaMMHOIO
KOJla WJIM IIeJIbHBIX pEeIIeHUH Ha TaKk Ha3bIBAEMOM «ayTCOpPCHUHIe». PekoMeHayem
JKCIepTaM 0OpaTUTHCS K aJIMUHUCTpaTopaM AaHHOro MHTepHeT-pecypca ¢ 1eblo

MOJIYyUCHU A CBGI[GHI/Iﬁ 00 YUCTHBIX 3aIMUCAX.
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Translated from Russian

In connection with reference No. OC.153 from the Panel of Experts, we hereby report the following.

The North Korean information technology (IT) company “Pyongyang Kwangmyong Information
Technology Corporation” is not registered in Prumorskiy krai. has not been brought to administrative
responsibility, and has not applied for visas or invitations for foreign citizens to enter Russia. There are no data
on the persons involved in its activities.

There are no citizens of the Democratic People’s Republic of Korea in Primorskiy krai who arrived in
Russia for the purpose of working in the IT sphere. No work permits have been issued to this category of
persons. There are no data on the illegal employment or income of North Korean IT specialists.

The information from the Experts about attempts by Pyongyang Kwangmyong to employ North
the Democratic People’s Republic of Korea did not include a ban on the recruitment of North Korean citizens
by foreign countries.

The “Upwork™ service is an international platform for establishing business and working relationships.
It provides a platform for placing orders for the development of individual elements of software code or entire
golutions through “outsourcing”. We reconunend that the Experts contact the administrators of this Internet

resource to obtain information about the accounts.

Source: The Panel.
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Annex 64: Togo

According to a Member State, DPRK medical workers had been cooperating with Togo-based
organizations between 2019 and 2020.

4)

5)

6)

Contract between NGO La Perez and DPRK K.A. Medical Center

In January 2020, DPRK K.A. Medical Center (located in the Republic of Congo), signed a
medical labour contract with Togo-based NGO La Perez. Pursuant to the contract, DPRK K.A.
Medical Center would assist the Togolese Ministry of Health with enacting its National Health
Development Plan by staffing medical facilities in Togo with DPRK medical workers. The NGO
La Perez would manage visas and accommodating the DPRK medical workers. The contract was
to be in effect for a period of five years.

Joint venture between Alzema Society SRL and DPRK Moranbong Medical
Cooperation Company

In January 2020, Alzema Society SRL based in Lomé, invited the DPRK to send DPRK nationals
to travel to Togo to establish and work for an agricultural joint venture in Togo. In October 2019,
Alzema Society SRL, invited a group of DPRK medical workers from the DPRK Moranbong
Medical Cooperation Company to work in Togo. This relationship was structured as a joint
venture or cooperative entity, and involved profit sharing between DPRK Moranbong Medical
Cooperation Company and Alzema Society SRL

Sponsorship by the Churches of the Evangelical Ministry of the Works of God of
Togo for inviting DPRK medical workers

In December 2019, the Churches of the Evangelical Ministry of the Works of God of Togo
sponsored invitations for several DPRK doctors to work in Togo. This project was approved by
the Togolese Ministry of the Interior and the mayor of Lomé.
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Annex 65: Chainalysis Report on ‘Overall Trends in DPRK’s On-Chain Activity’
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Overall Trends in DPRK’s On-Chain Activity

Three main typolcgles —access, obfuscation, and cash-out—distinguish DPRK's nefarious activity on the
blockcnain. “Access” describes attack vectars, which are the recurring methads used to gain acoess 1o victims'
infrastructure and/or devices. "Obfuscation” refers to actors” behavioral patterns, where they aim to disassociate
the source of funds from their eventuzl cash-out methods. “Cash-cut” describes the methods actors use to convert
cryptocurrency to fiat currency or otherwise maintain custody over theirill-gotten procaads,

Since 2017, DPRK-afflllated acters have used these access methaods to steal approx'mately USD 2.1 blllics
worth of oryprocurrency. Experts have stated that these lllidt galns help fund DPRK’s weapons of mass destruction
programs; identifying and preventing similar activity in the future is a vital national security imperative
{5/2019/691),

ACCESS; Attack Vectors

The Lazarus Group has a long and successful history of decelving victims Into unwittingly providing sccess
to their systems and sensitive data. Dating back as far as 2016, DPRK zffiliates have characteristically commenced
the cyber intrusion process with off-chain tactics that hinge on two elements: scdal engineering and malware.
First, threat acters gather organizational information, icentify vulnerable individuals and weanesses in
infrastructure, and analyze the behavior of their targets. The hackers then deploy advanced social ergineering
tactics that rely on human error by targeting the gulible, trusting, and carelessness of human nature to elicit
victims' sensitive information and galn acoess to corporate nenworks, They then expiolt this access by deploying
mazlware without tipping off any virus detection protocols and take advantage of weak or impreperly maintained
information technology infrastructure.

Lazarus Group affillates have leveraged both unaffiliated individuals and false personas with Intricate
cower stories to conducs their work. These actars have gone to extensive lengths to create sack puppet acoounts,”
establish fictitious businesses, and assume fake perscnas in ovder to communicate with and gain the trust of the'r
targets. They have refinec this type of deception for nearly & decade, using carefully curated identities to conduct
cybar attacls, as evidenozd by the "Kim Hyen Woa" parsona usad to breach Sony Pictures Entertainment, the
Central Bank of Bangladesh, and many cther technology and financial companies.’ For example, DPRK-affiliated
actors have created fake-yet-legitimate-coking accounts on social medla platforms such as Linkedin and Twitter,
These accounts are comprebensive, updated with new content regularly, and active at the time of attack. The
account users engage in persoral and curated conversations with their spedfically selected targets and present
themselves as legitimate entities or operators In the crystocurrency or information security industries, suggesting
that the attackers conduct extensive research prior to meking initial contact.

Addidonally, state-zffi iated DPAK cyber actors have launched widespread email phishing campaigns that
contain either links for wateringhole attacks® or malware-ridden attachments, More recently, fisms have reported
thelr phishing attacks being de'iversd in the form of legitimate -looking automated emalls which nctify the
recipient that someane the victim knows has shared a cocument with them. This most frequently appears as a

1A sack puppet“isa fa*se ident wcrened on the interneat for the purpose of decestion.

3per tha National Institute af Standatds and Technology a wateﬂndwla attack is "a security explort where the attacker infects
websites that are frequently visited by membears of the group baing attacked with a goal of Infecting a computer.”

313/370



S/2022/668

314/370

shzred Google Docs lirk, & Sharepain: invitation, or other email attachment. When the vict'm clicks to open the
shared decument o download the emall's attachment, they are prompted to enable a feature (such as "enzble
macros” in Microsoft Office preducts) which authorizes the malware to download onte the device. Often, the
content appears to be relevant and Important to the reciplent at face value.

Cne specifically alarming iteration of Lazarus Group cyberattacks is 8 mahware strain dubbed “Appleleus,”
which presents as an automated cryptocurrency trading platform.* After download, when the victim approves or
acknowledges & seemingly benign pop-up that lists the user’s rights according to European Union General Data
Protection Regulation {GLPR} or asks victims to enable the aforementioned macros, the seccnd stage payload is
enablad, during which the malware initlates command and control cemmurication and previdas the attacker
unrestricted access to sensitive information, such as login credentials and private keys necessary to access hot
wallets.

DPRK’s behaviors after deployment vary, hut indications suggest actars maintain a silent, undetected
presence on a victim's system for a pericd of time after first gaining access. Threat actors expleit vulnerabilites in
the victim's |T infrastructure, and because the malware has granted them access, they are ab'e to gather system
information, add cecryption programs, grant themselves privileged access to controlled data, or remave or bypass
detection ard resporse mechar'sms. While they remain undesected, they cantinue to target other emplayees in
an attempt to gain additional access through other verticals of an organ‘zation.® At a certain point, the actors begin
to maove furds.

This movement of funds — especially at the volume the Lazarus Group has stolen in the past - has
typlcally quickly alerted the victims and industry writ lerge to @ breach, which then results in the rogue actors
taking a series of steps in an attempt to cbfuscate the true origin of the funds prior to cashing cut.

OBFUSCATION: Tactics, Techniques, and Characteristics

Chain Hopping
Throughout its histary of cryptocurrency-related hacks, the Lazarus Group doss not appesr to have a
preference for the specific cryatocurrency it wargets for theft. The Lazarus Group has stolen many varieties of
cryptocurrency, irrespective of tokens’ volume, value, desirzbility, or liquidity. Bitcoin (BTC) formerly dominatec
the composition of stelen coins, but among the DPRK-attributed cryptocurrency exchange hacks in 2021, 58% of
stolen coins were ether {ETH}-dencminated and 22% was denominated in either ERC-20 tokens or altcains.

5 Sourcs: hitps: 1 recom/assets/BlogFiles/f-secur L hite-lazarus-threat-intel-report2 |
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Share of funds stolen by DPRK by coin type | 2017-2021
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IMAGE 1: A chart that disalays the distribution of the varieties of cryplocurrencies abegedly stolen oy Lazarus Group-related
actors between 2017 anc 2021.

Using non-<ustodial decentral zed exchange (DEX]) platforms, the Lazarus Greup swaps more restrictive or
less common denofminations of erypto for more usable types, such as ETH). This process is called “coin swapping.”
A DEX is a type of non-custodial cryptocurrency exchange that relies on smart contracts® to allow users to swap
assets without an intermediary facilitating the transaction. This means users do not lose custody of their funds.
Decentralized finance (Defi) p'atfarms theretare do nos requirs their users to pravide identification or Know Your
Customer (KYC) information, which makes it easler for cybercriminals to move funcs through DEXs with greatsr
anerymity. DPRX actors occasionally employ multiple rounds of colr swapping, thereby executing multiple
transactions before ultimately cbtalning a payout In their desired amount and denomination. On the blockchaln,
this appears as several contract calls, where the remitter is initiating a swap with a contract {usually through a
DEX]. As such, it is not uncommen for stolen funds investigations to involve multiple DEXs, bridges, smart
centracts, and other fund movement vehicles that enable acters to move funds between differant blockchains.

After interacting with DEXs, the Lezerus Group then engages in “chain hopping.” This practice involves the
use of smart contract oridges 1o swap a coin on one blockchain for a coin on another blockehain. The mirrering
smart contracts operate in tandem on separate bleckehains. When the transaction is inltfatec and the conditions
are met on one blockehain (i.e., the funds are depcsited and fees are paid), the destination blockchain's smart
contract releases the desired funds to the addrass pravided by the initiator an the destinat'on blockchain, thereby
completing tha transaction.” While chain hopping is neither unique ta the Lazarus Group nor limited to illicit
actors, it can be ‘everaged to further nhscure the original source of funds whils avoiding the requirement to
provide KYC information.

B Smart contracts are immutable programs stored on the blockechain that execute when specific predetermined conditions are
met, The Ethereum blockchain, and other platforms such 25 Solana and Cardane, are designed 1o execute smant contracts.

7 pue to the cond zional nature of smart cantract programming, chaln hopping works In @ way that IF 2 condition ks met on ane
bleclehain, it will THEN trigger an execution ¢f an action on another blackehain, For example, IF 1 ETH is cepasited to a smart
cantract, THEN the equivalent in bitzoin will be remitted on the bitcoin blockehain 1o the address directed by the Initiator,
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At this point, Lazarus Group actors have traditionally converted the majerity of stolen funds to ETH via
decentralized exchanges. Then, through varied mechanisms, the funds are ultimately sent to centralized (custodial)
exchanges to corwert the ETH to BTC.

In addition to chzin hooping, DPRK-zffiliated actors use several obfuscation tactics in an attempt 10
further disscciate the source of the stolen funds from the destingtion. The Lazarus Group frequently uses the
following techniques to move funds and conduct such activity: deploying peel chains; conducting test deposits and
structured deposits; leveraging mixers and coinjoin services; and consolidating funds prior to cash-out.

Peel Chains

Peel chains are strings of single use wallet addresses, A peel chain is created when an entity attempts to
hide the source or destination of funds by sending coins through dozens or even hundreds of wallets. This can be a
manual process or executed through an automatic feature of certain cryptocurrency wallet software. Peel chains
can be identified an the hitcoin netwark by their characteristic transaction featurss, which are based on bitcoin's
unspent transaction output made!. One input in @ peel chain transaction will create two outputs (where ane
output is the actual spend and the other output is the change from the transaction). This pattern will typically
repeat in rapid succession before funds reach their ultimate destination address. Lengthy peel chains appear often
in irvestigations of stolen funds movement purported 1o be asscdated with CPRK, which is likely a result of the
actors' choice of wallet software. The peel chains identified in alleged DPRK activity most frequently occur
between the initial stolen funds destination {or the destination wallet of the converted ETH to BTC) and deposits to
mixing and coinjoin services,

i’:ﬁ; " ‘.\1.\4 A A.\‘A/' vy

@,

IMAGE Z: A graphical represantation of a pesl chain deployed prior to the Lazarus Group cashing out 3t two differant
centralized exchanges.

Test Deposits

Prlor to trarsfarring funds to a new wallet, before making a depasit to a new address atan exchange, or
ahead of sendling funds to a mix'ng cervice, DPRK-affiliated actors make lowwvalue transfers in crder to validate
receiving addresses. These deposits characteristically begin with the actor making a 0.01 or 0.10 B7TC payment —
known as a “test deposit” —and then, in rapid succession, conducting subsequent depesits. Due to this transaction
pattern’s distinct nature, it is often possible to identify DPRK-affiliatad activity based on sending exposure and
deposit patterns,
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INAGE 2: A small zest deposit (0.10 BTC) mace from an alleged DPRK affiliate-controlled account at a centralized exchange to a
mixing service, immediately followed by additional deposits that increase in value,

Structured Doposits

Tolaunder funds, the Lazarus Group sends stolen funds in structured payments of the same size, often in
a lerge, round, repeating value in bitcoin,” The actors typically wait for each payment’s output to be confirmed by
the recipient before sending & new one, in order to minimize the potential for loss in the event that the transaction
does notvalidate.

Mixers & Coinjoin Services

The Lazarus Group uses mixers 2nd coinjoin services” to abfuscate the relationship between a usar's
deposit and the withdrawal of “cdlzan” stolen funa outputs. In both types of services, cryptocurrency fram multiple
deposits s combired, mixed, and then paid out in “clean” coins. This practice makes it very difficult to trace the
outputs from the mixing service back to the source of the deposits, similar to the concept of "layering” In
traditional flat money ‘aundering.

Consofidation Addresses

At a few different points through on-chain movemant, DPRX-affiliated actors funnel all funds intoore or a
few wallets. Similar to flooding, this consolidation is not an obfuscation technique, but appears to be the DPRK
affiliates’ intentional and manual effort to retain central custedy over the stolen funds, Consclidation paints have
been used in nearly every DPRK-attributed cryptocurrency exchange hack since 2017, The attackers most
frequently use consolidation wallets immediately before making deposits tc an exchange,

8 rhese amounts may differ very slightly due to service fees.

¥ Mixers and colnjoin services are two obfuscation technigues frequent'y used in cryptocurrency money laundering. Whie botn
aim to create a disconnect between the source and destination of a user's funds and toth poecl incoming funds from many
users at once, their differences are worth noting. Mixing services, or “mixers” are custodial In nature and have one deposit with
muitiple timed withdrawals in varying amounts. Coinjoin services, or “coinjoins,” are non-custodial, meaning that no user loses
custody of their funds. Coinjoins require multiple deposts that are withdrawn in batches over 3 ionger pericd of time, typically
structure withdrawals in similar sized outputs, 2nd oftan have the same number of inputs and withdrawa's. Due to the
similarities of their function, “*mixing” and “coinjoin™ are terms frequently used interchangeably in the incustry.
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IMAGE 4: A graphical depiction of DPRK-affiliated actors' use of a consolidation point prior to moving stolen funds to a
centralzed exchange.

CASH-OUT AND HOLDING

Holding

As previously stated, DPRK-affiliated actors have demonstrated a pattern of moving funds into
consolidation wallets. In some instances, the funds remain idle at those addresses for a pericd of time, ranging
from a few weeks to as long as six years. Yet, the Lazarus Group's tactice for holding ill-gotten funds have evolved
over time. Before 2018, it was not uncommon for the Lazarus Greoup to allow balances to sit idly in wallets for 12 to
18 months before suddenly sweeping these amounts into other pools of funds, and depaesiting these sums to an
off-ramp, such as a peer-to-peer {P2P) service or exchange, where they coudd presumably trade for fiat currency. In
20189, a large majerity of the funds stolen in DPRK-linked exchange hacks were liguidated in less than 60 days.
More recently, the helding patterns of funds allegedly linked to nefarious DPRK activity are less predictable, where
funds may sometimes move from the initial receiving wallet to a cash-out point in just a few days. in other
instances, DPRK-affiliated actors cease the movement of funds at different points in the obfuscation process and
let the funds sitidly for an indeterminate pericd of time.

The rationgle behind DPRK's holding patterns remains a mystery. A commeonly accepted theory is that
cyber actors walt for a perceived full in law enforcement activity in the hope that they will be able to move funds
without detection. Alternatively, it is possible that there is a change of custody, wherein individuals acting on
behalf of DPRK may physically turn custody over to a different, more trusted individual — perhaps even to the
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Reconnaissance General Bureau or another government entity. Lastly, itis also possible that DPRK seeks to
maximize its profits by using BTC a5 an investment vehicle, such that holding funds is a carefully calculated bet that
the value of cryptocurrency will increase.
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IMAGE 5: A graphical depiction of alleged DPRK stolen funds from 11 different cryptocurrency exchange hacks being moved to
four consolidation wallets. This Is likely DPRK's attempt to retain centralized control prior to cashing out at centralized
exchanges,

Cash-Out

DPRK-linked stolen funds often display common cash-cut characteristics. In approximately 2017, during
the early days of its attacks on cryptacurrency exchanges, the Lazarus Group cashed out laundered funds at P2P
exchanges. P2P exchanges differ from traditional cantralized exchanges in that some P2P platforms operate in
ways that allow users to act as unlicensed virtual asset service providers {VASPs) or unlicensed money service
businesses (MSBs). By leveraging a P2P exchange, users traditionally are not required to register or provide KYC
documentation. The use of P2P exchanges implies that the affiliated actors had trusted relationships with
individuals who had access to large amounts of funds and could facilitate crypto-to-fiat transactions.

The DPRK-attributed hacking activity of the past few years reflects  tactical shift in TTPs, where funds are
now consistently deposited to accounts at Eastern Eurcpean or Asia-based exchanges. These exchanges have
remained mostly noncompliant when presented with law enforcement requests for information requests or
subpoenas, These exchanges have also been known to facilitate other illicit activity. In the last few years, DPRK-
linked actors have forgone cash-out at P2P exchanges and have instead relied solely on converting cryptocurrency
ta fiat currency via centralized exchanges. It is believed that the trusted individuals that once operated using P2P
exchanges have shifted to conducting transactions using the well-established infrastructure at those Eastern
European or Asien exchangss.

Source: Chainalysis
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Annex 66: US Justice Department’s Disruption of DPRK’s ‘Maui’ Ransomware Campaign

On 19 July 2022, US Justice Department announced the seizure of nearly half a million dollars in
cryptocurrency that was paid as ransom to alleged DPRK cyberthreat actors and their accomplices by
two US hospitals.

In May 2021, threat actors infected the servers of the medical center in the District of Kansas. The
Kansas hospital paid approximately USD 100,000 ransom in Bitcoin to regain the use of their computers
and equipment. The Kansas medical centre notified the authorities, which investigated the incident and
was able to identify the previously unknown ‘Maui’ ransomware and trace the payment to money
launderers abroad.

In April 2022, the authorities observed a Bitcoin payment worth approximately USD 120,000 into
one of the seized cryptocurrency accounts. These accounts were identified with the cooperation of the
Kansas hospital.

Authorities confirmed that the funds were related to the payment of a medical provider in Colorado that
was hit by the ‘Maui’ ransomware. In May 2022, the FBI seized two cryptocurrency accounts that were
used by the threat actors to receive the payments from the Kansas and Colorado health care providers.
The District of Kansas then began proceedings to forfeit the hackers’ funds and returned the stolen
money to the victims.

See https://www.justice.gov/opa/pr/justice-department-seizes-and-forfeits-approximately-500000-
north-korean-ransomware-actors for details.

Previously, on 7 July 2022, US authorities (Federal Bureau of Investigation, Cybersecurity and
Infrastructure Security Agency and the Department of Treasury) released a Joint Advisory on ‘Maui’
ransomware, explaining that DPRK cyberthreat actors have been using this ransomware as early as May
2021 to target various healthcare and public health sector organisations. Victims of Maui ransomware
was strongly advised “to report the incident to their local FBI field office or CISA”. For technical details
on ‘Maui’ ransomware see figure 66.
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Figure 66: Joint Advisory on ‘Maui’ Ransomware

Alert (AA22-187A) e

North Korean State-Sponsored Cyber Actors Use Maui Ransomware to Target the
Healthcare and Public Health Sector

Original relpzss date July 08, 3022 | Last rovised: July 0F, 2022

Summary

The Federal Bureau of Investipgation (FBI, Cybersacurity and | afrastructure Security Agency (CISA], and the
Department of the Treasury (Treasury) are releasing this joint Cybersecurity Advisory [CSA) to provide
information on Maui ransomware, which has been used by North Korean state-sponsored cyber actors since at
least May 2021 to target Healthcare and Public Fealth [HPH) Secbor organizations,

This joint C5A provides infarmation—including ractics, technigues, and procedures (TTPs) and indicators of
compromise (1005 —on Maui ransomware ootaingd fram FBI incident response activities and industry analysis
of a Maui sample. The FBI, CI5A, and Treasury urge HPH Sector crganizations as well as other critical
infrastructu re organizations to apply the recemmend ations in the Mitigations section of this CSA to reduce the
likelinosd of compromise fram ransomware operations. Victims of Maui ransomware should repart the
incident to their local FBI field office or CISA

The FBI, CI5A, and Treasury highly discourage paying ransoms as doing so does not guarantee files and records
will be recoverec and may pose sanctions risks, Note: in September 2021, Treasury issued an updated acvisory
highlighting the sanctions risks associated with ransomware payments and the proactive steps companies can
take to mitigate such risks. Specifically, the updated advisory encourages U.5. entities to adept and improve
cy'oersecurity practices and report ransomware atacks to, and fully cooperate with, law enforcement. The
updated advisery stotes that when alfected parties take these proactive steps, Treasury's it ce of Foreign
Assets Control (OFAC) would be more likely to resolve apparent sanctions violations involving ransomwane
attacks with a non-public enforcement response.

For more information on s&Ete-sponscrad Morth Korean malicious cybar activity, see C15A's Morth Korea Cyber
Threat Overview and Advisories webpage.

Download the PDF version of this report: pdf, 553 kb,

Click here for ST

Technical Details

Since May 2021, the FBI has observed and responded to multiple Maui ransamawvare Incidents at HPH Sector
oarganizations. North Korgan state-sponsored cyber actors used Maui mnsomware in these incidents to encrypt
servers responsible for healthcare services—including electronic health records services, diagnostics services,
imaging services, and intranet services. |n some cases, these incidents disrupted the services provided by the
targeted HPH Sector organizations for prolonged periods. Theinitial accass vector(s] tor thesa incidents s
unkrown.

Maui Ransomwaire

Maul ransomware | maui.exe ) is an encryption binary. According to indusery analysis of a sample of Maui
(5HAIES; ShTeciTeRddT 15011 22bafice 7455 lcd 760 n AR 1506 16753 ec 4c fd a1 Fed8e) provided in Stairwel|
Threat Report: Maui Ransomwane—the ransomware appears to be designed fer manual execution  TAONQZ] by
a remode actor, The remole actor wses cornrrund-lineg intesface [T1059,008] (o intersct with the malware and o
identify files to encrypr
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Maui uses a combination of Advanced Encryption Standard (AES}, RSA, and XOR encryption to encrypt [T1486] TLP:WHITE
target files:

1. Maui encrypts target files with AES 128-bit encryption. Each encrypted file has a unique AES key, and each
file contains a custom header with the file’s original path, allowing Maui to identify previously encrypted
files. The header also contains encrypted copies of the AES key.

2. Maui encrypts each AES key with RSA encryption.

o Mauiloads the RSA public ( maui. key ) and private { maui,evd ) keys in the same directory as itself.

3. Maui encodes the RSA public key ( maui.key ) using XOR encryption. The XOR key is generated from hard

drive information ( \\.\PhysicalDrivee ).

During encryption, Maui creates a temporary file for each file it encrypts using GetTempFileNamew() . Maui
uses the temporary to stage output from encryption. After encrypting files, Maui creates maui. log , which
contains output from Maui execution. Actors likely exfiltrate [TA0010] maui.log and decrypt the file using
associated decryption tools.

See Stairwell Threat Report: Maui Ransomware for additional information on Maui ransomware, including
YARA rules and a key extractor.

Indicators of Compromise

See table 1 for Maui ransomware 10Cs obtained from FBI incident response activities since May 2021,

Table 1: Maui Ransomware 10Cs

Indicator Type  Value

imaui,.exe

maui.log

Filename maui,key

maui.evd

aui.exe
4118d9adce7350cieedeb056a3335346
.' ¢ frapdassaTs21fead.
¥da3al19af=859126dc8452675245d6b
2d(2f5499d35a8dffb4cabrobTfecsc2

MDS Hash pa—— ran
2452a5f693036320b580d282e55222a3
fd70a077he022/052bb 75544358
802e7d6e80dTat0e1 TRfhd62fchbeb
sbTecfTeado715f1122baface745¢Shkd 7694 753fecadbdalsesne
45d8ac1acE02d6bb0fe 776620371 fral2bblcacBdb23cdcc7abSdf262dad2bie
56925a1{7d853d814{80e98a1c4890b06aB4cA3a8eded 4c585cOBb2dM6ab19
lsHaz55 Hash BI0207029083d46a4289cd623103ba2321bE664282a04360376262390063570

458258005F39d 72c247c111a7d1 TeBeS2fe5fcTdd 985 TS 77164009009385456
99b0056bToc2e305d4ah 0aclaBa2T0d 3fceb2] eftfc2eb13521a930cealbdaf
3bofel71 fdoac2 160288T32b04b0T3208b56cdactsTs
b1 deac-I6EobTSmp i8bsa OGS Tecarod esdTabboEIoE ok 1 donafat

Attribution to North Korean State-Sponsored Cyber Actors
The FBI assesses North Korean state-sponsored cyber actors have deployed Maui ransomware against
Healthcare and Public Health Sector organizations. The North Korean state-sponsored cyber actors likely

assume healthcare organizations are willing to pay ransoms because these organizations provide services that
are critical to human life and health. Because of this assumption, the FBI, CISA, and Treasury assess North

Korean state-sponsored actors are likely to continue targeting HPH Sector organizations,

Mitigations
The FBI, CISA, and Treasury urge HPH Sector organizations to:

» Limit access to data by deploying public key infrastructure and digital certificates to authenticate
connections with the network, Internet of Things (loT) medical devices, and the electronic health record
system, as well as to ensure data packages are not manipulated while in transit from man-in-the-middle
attacks.

TLP:WHITE
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« Use standard user accounts on intemnal systems instead of administrative accounts, which allow for
overarching ad ministrative system privileges and do not ensure least privilege.

* Turn off network device management interfaces such as Telnet, S5H, Winbox, and HTTP for wide area
networks (WANs) and secure with strong passwords and encryption when enabled.

» Secure personal identifiable information (Pll)/patient health information (PHI) at collection points and
encrypt the data at rest and in transit by using technologies such as Transport Layer Security (TPS). Only
store personal patient data on internal systems that are protected by firewalls, and ensure extensive
backups are available if data is ever compromised.

= Protect stored data by masking the permanent account number (PAN) when it is displayed and rendering it
unreadable when it is stored—through cryptography, for example.

« Secure the collection, storage, and processing practices for Pll and PHI, per regulations such as the Health
Insurance Portability and Accountability Act of 1996 (HIPAA). Implementing HIPAA security measures can
prevent the introduction of malware on the system.

+ Implement and enforce multi-layer network segmentation with the most critical communications and data
resting on the most secure and reliable layer.

* Use monitoring tools to observe whether 10T devices are behaving erratically due to a compromise,

« Create and regularly review internal policies that regulate the collection, storage, access, and monitoring of
PII/PHI.

In addition, the FBI, CISA, and Treasury urge all organizations, including HPH Sector organizations, to apply the
following recommendations to prepare for, mitigate/prevent, and respond to ransomware incidents.

Preparing for Ransomware

= Maintain offline {i.e., physically disconnected] backups of data, and regularly test backup and restoration.
These practices safeguard an organization’s continuity of operations or at least minimize potential
downtime from a ransomware incident and protect against data losses.

o Ensure all backuy data Is encrypted, immutable (i.e., cannot be altered or deleted), and covers the
entire organization’s data infrastructure,

* Create, maintain, and exercise a Basic cyber incident response plan and associated communications plan
that includes response procedures for a ransomware incident.

o Organizations should also ensure their incident response and communications plans include response
and notification procedures for data breach incidents. Ensure the notification procedures adhere to
applicable state laws.

= Refer to the National Conference of State Legislatures: Security Breach Notification Laws for
information on each state’s data breach laws.

= Forbreaches involving electronic health information, you may need to notify the Federal Trade
Commission (FTC) or the Department of Health and Human Services, and, in some cases, the media.
Refer to the FTC's Health Breach Notification Rule and U.S. Department of Health and Human
Services' Breach Notification Rule for more information.

o See CISA-Multi-State Information Sharing and Analysis Center (MS-ISAC) Joint Ransomware Guide and
CISA Fact Sheet Protecting Sensitive and Personal Information from Ransomware-Caused Data
Breaches for information on creating a ransomware response checklist and planning and responding to
ransomware-caused data breaches.

Mitigating and Preventing Ransomware

» Install updates for sperating systems, suftware, and firmware as soon as they are released. Timely patching
is one of the most efficient and cost-effective steps an organization can take to minimize its exposure to
cybersecurity threats. Regularly check for software updates and end-of-life notifications and prioritize
patching known exploited vulnerabilities, Consider leveraging a centralized patch management system to
automate and expedite the process.

= [f you use Remote Deskiop Protocol (RDP), or othier potentially risky services, secure and mionitor them
closely.

o Limit access to resources over internal networks, especially by restricting RDP and using virtual desktop
infrastructure, After assessing risks, if RDP is deemed operationally necessary, restrict the originating
sources, and require multifactor authentication (MFA} to mitigate credential theft and reuse, If RDP
must be available externally, use a virtual private network (VPN}, virtual desktop infrastructure, or other
means to authenticate and secure the connection before allowing RDP to connect to internal devices.

TLP:WHITE
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Monitor remote access/RDP logs, enforce account lockouts after a specified number of attempts to
block brute force campaigns, log RDP login attempts, and disable unused remote access/RDP ports.

o Ensure devices are properly configured and that security features are enabled. Disable ports and
protocols that are not being used for a business purpose (e.g., RDP Transmission Control Protocol Port

3389 ).

o Restrict Server Message Block (SMB) Protocol within the network to only access servers that are
necessary and remove or disable outdated versions of SMB (i.e., SMB version 1), Threat actors use SMB
to propagate malware across organizations.

o Review the security posture of third-party vendors and those interconnected with your organization.
Ensure all connections between third-party vendors and outside software or hardware are monitored
and reviewed for suspicious activity.

o Implement listing policies for applications and remote access that only allow systems to execute known
and permitted programs under an established.

o Open document readers in protected viewing modes to help prevent active content from running,

» Implement user training program and phishing exercises to raise awareness among users about the risks of

visiting suspicious websites, clicking on suspicious links, and opening suspicious attachments, Reinforce

the appropriate user response to phishing and spearphishing emails.

Require MFA fur as many services as possible—particularly for webmail, VPNs, accounts that access critical

systems, and privileged accounts that manage backups.

= Usestrong passwords and avoid reusing passwords for multiple accounts, See CISATip Choosing and
Protecting Passwords and National Institute of Standards and Technology (NIST) Special Publication 800-
63B: Digital Identity Guidelines for more information.

» Regquire administrator credentials to install software.

« Aodit user accounts with administrative or elevated privileges and configure access controls with least
privilege in mind.

» Install and regularly update antiVirus and antimalware software on all hosts.

» Onily use secure networks and avold using public Wi-F networks. Consider installing and using a VPN,

» Consider adding an email banner to messages coming from outside your organizations.

= Disable hyperlinks in received emails.

Responding to Ransomware Incidents
If a ransomware incident occurs at your organization:

= Follow your organization’s Ransomware Response Checklist (see Preparing for Ransomware section).

= Scan backups. If possible, scan backup data with an antivirus program to check that it is free of malware.
This should be performed using an isolated, trusted system to avoid exposing backups to potential
compromise,

= Follow the notification requirements as outlined in your cyber incident response plan.

Report incidents to the FBI at a local FBI Field Office, CISA at us-cert.cisa.gov/report, or the U.S. Secret

Service (USSS) at a USSS Field Office.

Apply incident response best practices found in the joint Cybersecurity Advisory, Technical Approaches te

Uncovering and Remediating Malicious Activity, developed by CISA and the cybersecurity authorities of

Australia, Canada, New Zealand, and the United Kingdom.

Note: the FBI, CISA, and Treasury strongly discourage paying ransoms as doing so does not guarantee files and
records will be recovered and may pose sanctions risks,

Request for Information

The FBI is seeking any information that can be shared, to include boundary logs showing communication to
and from foreign IP addresses, bitcoin wallet information, the decryptor file, and/or benign samples of
encrypted files. As stated above, the FBI discourages paying ransoms, Payment does not guarantee files will be
recovered and may embolden adversaries to target additional organizations, encourage other criminal actors
to engage in the distribution of ransomware, and/or fund illicit activities. However, the FBl understands that
when victims are faced with an inability to function, all options are evaluated to protect shareholders,
employees, and customers. Regardless of whether you or your organization have decided to pay the ransom,
the FBI, CISA, and Treasury urge you to promptly report mnsomware incidents to the FBI at a local FBI Field

TLP:WHITE
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Offlce, CISA at us-cert clsa, gov/report, or the LISSS at a USSS Fleld Office, Doing so provides the U5, TLP:WHITE
Gevemment with critical Information needed to prevent fubure attacks by Identifiing and tracking ransgmweare
actors and helding them accountable under LS. law.

Resources

= For more information and resources on protecting against and responding to mnsemeane, refer to
StopRansomware.gov, a8 centralized, U.5. whole-of-gowernment webspage providing ransemware resources.
and alers,

¥ CISA% Ransamware Readiness Assessmant is a no-cost self-assessment bazed on a tiered satof prachces to
help organizations better assess how well they are equipped to defend and recover from a ransomware
incident.

= i guide that helps orga nizations mitigate a mnsomware atack and provides a Ransomware Response
Checklisls: CISA-Mu Li-Slale Informalion Sharing and Analysis Conler (MSASACT Joinl Ransomware Guide,

» The U.S Daparbmant of Stake's Rewards Mo Justice (AR program offers & resard of wp o 510 millian far
raparts of forgipn povernmant malicious activity sgainst U5, cribical infrastruciure. Seo tha AR website for
more Information and hew ta report Information securely,
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Contact Information

To report suspicious or criminal activity related to infermation found in this Joint Cybersecurity Advisory,
centact your local FBI field office at fbi.govfcomact-us/field, or the FBI's 24/ § Cyber Watch (CyWatch) at [855)
F92-393 1 or by e-mail at CyiWatch@fbi_gov. When available, please include the following information regarding
the incidant: date, time, and location of the incident; bype of activity; number of people affectad; type of
equipmeant used for the activity; the name of the submitbing company or arganization; and a designabed point
of contact, To request incident respanse resouroes or technical assiska noe relabed to these threats, contack CISA
at reporticisa. gov.
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This product is provlde d subject to this Notification and this Privacy & Use policy.

Source: https://www.cisa.gov/uscert/ncas/alerts/aa22-187a.
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Annex 67:

FATF Guidance on Virtual Assets and VASPs!!®

Guidance for a Risk-Based Approach for Virtual
Assets and Virtual Asset Service Providers

Updated October 2021

IN BRIEF

The virtual asset (VA] sector is st moving and technologically dynamic, which means continued
monitoring and engagement botween the public and private sectors is necossary. In fune 2020, the
FATF completed its 12-Month Review of the Revised FATF Standards on VAs and VASPs, which ldentified
areas requiring greater FATF guidance in order te clarify the application of the revised FATT Standards,

The updated Guidance for a Risk Based Approach for Virtual Assets and VASPs forms part of the FATF's
angoing monitoring of the virtual assets and virtual asset service provider (VASP] sector: The FATF
will be vigilanl and coesely monitor the VA and VASPs sector 1or any material changes thal necessilate
further revision or clarification of the FATF Standards, This includes in relation to areas covered in
this Guidance such as stableceins, peer-to-peer transactions, nen-fungible tokens and decentralised
finance,

The updated Guidance, originally published in 2019, reflects the input from the public consultation in
March -April 2021, and explains how the FATF Recommendations should apply to VA activities and
VASPs; providas relevant examplas; idantifies obstacles o applying mitigating measures; and offers
potential solutions. In particular it focuses on Lhe Tollowing six key sres:

additions! guidance on the risks
and the tods avalaties o conties
10 A86ss the- ML/TF 1sks for
pers--peer ransactore

addiional guidance for the
PuBhc and prvae sectors o Te
Implernentaton of Te “travel rue®

15 Full version of FATF’s ‘Updated Guidance for a Risk-Based Approach to Virtual Assets and Virtual Asset
Service Providers’ is at https://www.fatf-gafi.org/media/fatf/documents/recommendations/Updated-Guidance-VA-

VASP.pdf

326/370

22-12274


https://www.fatf-gafi.org/media/fatf/documents/recommendations/Updated-Guidance-VA-VASP.pdf
https://www.fatf-gafi.org/media/fatf/documents/recommendations/Updated-Guidance-VA-VASP.pdf

S/2022/668

IN DETAI

Part One rcitcrates the findings of the 2020 FATF report on Virtual dsset Red Flag.
Indicators and the FATF's Second 12-Month Review of Lhe Revised PATF Standards on VAs and
VASPs. The Guidance clarifies that central bank digital currencies are not considered to be VAs,
althcugh tha FATF Standards would apply to them similar to any other form of fiat currency: It
also outlines that all varieties of VASPs, regardless of their business medel, should be treated on

an equal footing from a regulatory and supervisory perspective.

Buldance for 3 Risk-Based Approach for Vidual Assels ang VASPs - upcated Doloder 2021
INBREEF
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Part Three  tuilds on the measures that countries should consider in understanding
and mitigating the risks of P2V transactions. This revised section emphasizes that countries

that ban or prohibit VA activities or VASPs should assess the ML/TF risks assoclated with VAs
and VASPs on a periodic basis. It also refines the description on licencing/registration, incuding
the addition of considerations concerning the licensing and registration process, The Guidance
further sets out how to interpret the “correspondent banking and other relationships” definition
in the FATF Standards,

In the context of Recommendation 16, the Guidance further refines the text on the travel rule by
including a definition of transaction fees and how the travel rule applies to certain transactions
where there are automatic refunds, It also clarifies :

B the approach towards counterparty VASP due diligence and what kind of
information should be collected on transactions with unhosted wallets.

B the FATF's approach to sanctions screening and the travel rule, and batch
transfers, in particular, that the FATYF does not accept post facto transmission
avel rule data,

B how countries and VASPs should approach the sunrise issue.

Guidones tor a Risk-Based Agproach for Virtual Assats and VASP: - updated Oclober 2021
INBAEE
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Part Five provides country examples of the risk based approach to VAs/VASPs and
remains largely the same, with updated and new case studies.

DOWNLOAD THE GUIDANCE

Guidance for a Risk-Based Approach to Virtual Assets and Virtual
Asset Service Providers (Updated October 2021)

‘ L R KR wyowlatl gati.org/ publications /falrecommendations/documents /

SET SEREVICE SROVIDERS - - .
= ch guidlance rba virtual assets 2021 html

Guidanoe for 5 Risk-Bosad Approach for Virdual Assals and VASPs - updated Dolober 2021

Source: FATF, https:/Mmwww.fatf-gafi.org/publications/fatfrecommendations/documents/quidance-rba-virtual-assets-
2021.html
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Annex 68: Questions of Panel’s survey to Member States and their replies

Annex 68.1: Enquiries to Member States

In its effort to assess the impact of sanctions on humanitarian situations and humanitarian
assistance operations within the Democratic People’s Republic of Korea, the Panel in March 2022
requested information from a number of Member States, including those maintaining
diplomatic presence in the country, with the following questions:

330/370

Any evidence in your possession, concerning the dynamics of the humanitarian
situation in DPRK since 2017, when the latest comprehensive resolutions were
adopted (concerning, p.e., incomes and employment, food availability, consumer
goods availability, standards of living, healthcare, social benefits etc);

Assessment of the impact of UN sanctions on the humanitarian situation in the
DPRK and how has that impact changed over time, especially since the end of
2017,

Assessment of the total cumulative negative effect of sanctions for socio-
economic situation in DPRK (including the areas mentioned in para 1) after
2017 and how it has translated into long-term factors affecting humanitarian
situation;

What causal chains of the sanction impact on the humanitarian situation in
DPRK do you observe? If possible, please include information or examples that
support your assessment;

What are the sectors and population groups you consider most affected by the
sanctions?

Assessment of the negative influence of UN sanctions on international
cooperation, food aid and humanitarian assistance to DPRK and the work of
international and non-governmental organisations carrying out assistance and
relief activities in the DPRK for the benefit of the civilian population of the
DPRK. If possible, please include information or examples that support your
assessment.

Could you propose ways in which UN Security Council and other UN
organisations mightactto prevent the negative humanitarian impact of
sanctions and mitigate the unintended adverse impacts of sanctions on the
civilian population of the Democratic People’s Republic of Korea and

on humanitarian aid operations to benefit the country’s vulnerable population?
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Annex 68.2: Replies from Member States

Member State 1

[Member State 1] remains committed to providing humanitarian assistance to the most vulnerable and
crisis affected people in DPRK, based on need and in line with the humanitarian principles of humanity,
neutrality, impartiality and independence. We note that COVID 19-related border constraints imposed
by the DPRK have significantly limited international humanitarian response activities inside the
country over the past two years. In 2021, [Member State 1] provided $1.5 million in humanitarian
assistance funding to the World Food Programme and UNICEF to support the humanitarian response
in DPRK, where feasible, and enable a timely scale-up of their operations quickly once border
restrictions are eased.

In terms of sanctions, [Member State 1] implements Security Council decisions through regulations
enacted under [Member State 1’s Act]. Sanctions regulations relating to the DPRK were first enacted
in 2006 under the [Member State 1’s Regulations]. Under these regulations, [Member State 1] mitigates
unintended humanitarian consequences of sanctions through legislated exceptions for humanitarian
activities, and through the permit and certificate process. We note a number of [Member State 1]-based
non-governmental organizations have continued to apply for exemptions, in anticipation of the DPRK’s
eventual resumption of importation of goods. Some of these organizations have consistently pointed to
the lack of banking/financial services as a challenge to delivering in-country assistance, including as a
result of overcompliance by financial institutions in response to the prohibition on the provision of
financial services and transfer of assets as prescribed by multiple Security Council resolutions, such as
resolutions 2094 (2013) and 1874 (2009).

[Member State 1] stands ready to support the work of the Panel and welcomes further inquiries on the
implementation of Security Council sanctions related to the DPRK.
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Member State 2 (UN Official Translation)

116
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Non-paper submitted by [Member State 2] on the negative humanitarian
impact of Security Council sanctions on the Democratic People’s Republic

of Koreallt

1. The Democratic People’s Republic of Korea (DPRK) has been facing
humanitarian challenges for a long time; sanctions imposed by the Security Council
on the DPRK have impacted the humanitarian situation and people’s livelihood in that
country, producing serious negative humanitarian effects. Although the DPRK policy
of “sealing the border to defend against the epidemic” has some connection with the
deterioration of the humanitarian situation in the DPRK, that policy is a measure of
last resort taken by the DPRK in consideration of its own backward medical situation,
in an effort to prevent the entry of the virus. This provides a classic example of how
long-term sanctions have deprived it of the ability to mount an active defence against
the epidemic, as well as of those sanctions’ negative humanitarian effects. All parties
should draw a distinction between this epidemic-prevention border closure policy and
the impact of sanctions on the DPRK, and avoid simply blaming this policy for the
deterioration of the humanitarian situation in the DPRK.

2. The 2016 and 2017 Security Council resolutions on sanctions against the DPRK
heavily impacted DPRK bulk-commodity exports and foreign exchange earnings, and
restricted its imports of machinery and equipment and some civilian goods. As these
sanctions have been in place for more than five years now, their negative impact on
the humanitarian situation in the DPRK is steadily increasing:

(1) Restricting the right to development of the DPRK

First, the size of the DPRK gross domestic product (GDP) is shrinking by the
day. According to external estimates, the DPRK GDP could, under normal conditions,
basically maintain a positive growth rate of 1 per cent per year; it grew by 3.9 per cent
to US$34.5 billion in 2016. As a result of the sanctions, the economy instead entered
a period of negative growth in 2017, with yearly growth rates of -3.5 per cent, -4.1
per cent, 0.4 per cent and -4.5 per cent through 2020. Although the DPRK has
continued to increase the proportion of fiscal expenditure in the areas of infrastructure
construction and people’s livelihood in recent years, the actual amount of funds has
decreased significantly.

Second, the scale of DPRK foreign trade has sharply declined. The normal
scale of DPRK imports and exports was around US$6.5 billion per year in 2015, but
it shrank to US$700 million in 2020. Even before the DPRK implemented its
epidemic-prevention border closure policy, the value of foreign trade was only US$3.2
billion in 2019, with the export component shrinking particularly significantly and
contributing to the continuous increases in the trade deficit. Financial sanctions have
left the DPRK short of funds, while the repatriation of DPRK labourers by various
countries has reduced its foreign exchange earnings by more than US$200 million and
rendered foreign-exchange turnover extremely difficult. Security Council sanctions
resolutions, which are supposed to be a means, not an end, are restricting the right to
development of the Democratic People’s Republic of Korea. The deterioration of the
overall DPRK economy is an important cause of the humanitarian problem in that
country.

One expert believes that "impact" in this translation version should be "consequences".
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(i1) Constraining the right to survival of the common people in the DPRK

First, food shortages are worsening. Agriculture in the DPRK has long been
weather-dependent, and in 2020 and 2021 it suffered from successive floods and
droughts, necessitating the mobilization of emergency food reserves to provide relief.
The level of mechanization is an important determinant of food production in the
DPRK. Before the implementation of the sanctions concerned, the country imported
about US$200 million-worth of vehicles and spare parts from [Member State 2] every
year. Following sanctions implementation, the embargo on tractors, rice transplanters,
grain drills, harvesters and their spare parts led directly to a serious shortage of
agricultural equipment in the DPRK. Currently, 70 per cent of the agricultural
machinery in the DPRK is reportedly already unusable owing to breakdowns and the
shortage of spare parts. According to estimates by the Food and Agriculture
Organization of the United Nations, yearly grain yields in the DPRK from 2016 to
2020 in millions of tons were 4.97, 4.84, 4.23, 5.6 and 4.66 respectively, with an
average annual food deficit of more than one million tons. The daily per capita intake
of 52.3 grams of protein and 38.1 grams of fat in the DPRK is less than half of the
normal level.

Second, clean water is a conspicuous issue. According to tests conducted by
specialized agencies, E. coli bacteria counts in DPRK tap water exceeded the standard
by more than 10 times. In 2017, the DPRK proposed to promote a water-supply and
sewage pipeline renovation project in Pyongyang at the national level, but the project
has been unable to move forward owing to difficulties in importing water pipes, valves
and water purification equipment. According to statistics from the United Nations
Office for the Coordination of Humanitarian Affairs (OCHA), 8.4 million people in
the DPRK still do not have access to clean drinking water.

Third, the medical situation is difficult to ameliorate. The DPRK relies on
imported medical equipment, medical consumables and medicines, and there is a
serious lack of basic medical supplies like vaccines, antibiotics, nutrients and
vermicides, and tuberculosis, hepatitis and malaria are still highly prevalent in the
country. Owing to shrinking foreign exchange earnings and cumbersome procedures
for importing medical equipment resulting from the sanctions, replacement of medical
equipment in the DPRK has been slow in recent years. The Pyongyang Friendship
Hospital, for example, which specialises in treating diplomatic-mission personnel
stationed in the DPRK, still relies on its self-modified X-ray and chest X-ray machines,
which take half an hour to warm up each time they are used to provide examinations.

(ii1) Directly impacting the quality of life of the people in the DPRK

First, there is a shortage of daily-use items and household appliances. As a result
of the sanctions, it is difficult to buy small items such as wire dish-scouring pads, soup
spoons, kitchen utensils, light bulbs and mobile phones on the market in the DPRK,
as well as large items such as aluminium doors and windows, water heaters, washing
machines, sinks, gas stoves, lifts, refrigerators and air conditioners. Although the
DPRK Government is committed to improving people’s livelihoods and is vigorously
promoting the construction of 10,000 housing units per year, such construction
projects are also affected by sanctions restricting the import of some decoration
materials.

Second, people are suffering from power outages. With a total installed power-
station capacity of 8.15 million kilowatts and a generating capacity of 23.8 billion
kilowatt-hours, power plants in the DPRK are mainly hydroelectric and thus subject
to seasonal factors, making the supply of electricity unstable. As a result of the
embargo on solar panels, household generators and transformers, 24-hour access to
electricity for ordinary households in the DPRK has become a luxury.
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Third, insufficient transport capacity is a prominent problem. In recent years,
under the effect of sanctions, epidemic prevention measures and other factors,
shipping is taking on increasing importance for the DPRK. The total capacity of
DPRK ships is only 1.01 million gross tons, with port throughput totalling 43.61
million tons. As large numbers of ships are successively sanctioned and scrapped,
DPRK shipping capacity has significantly weakened, severely restricting the import
of goods for the livelihood of its people.

(iv) Threatening the safety of life and property of the people in the DPRK.

First, production accidents occur frequently. In 2020, the production of basic
industrial products such as coal and steel were reduced by more than 9 million tons
and 4 million tons respectively compared to 2016, and the number of safety accidents
caused by aging and overloaded machinery and equipment has increased significantly.

Second, there are many traffic accidents. Infrastructure construction in the
DPRK has not been improved for many years; the rail network totals roughly 5,300
kilometres of track, but with the embargoes of materials such as rails, rail sleepers and
base plates, rails cannot be effectively maintained for long periods of time and train
derailments and stoppages are common. There are about 26,000 kilometres of public
roads in the country, which are basically dirt or gravel roads, most of which are
maintained by bedding and re-burning backfill of waste asphalt, and the roads are in
extremely poor condition. As imports into the DPRK of batteries, anti-skid chains,
spark plugs, automotive hardware, car lights and other spare parts are embargoed,
vehicles in the DPRK also go without effective maintenance for long periods of time
and junk vehicles are still on the road, resulting in traffic accidents.

(v) International organizations’ humanitarian assistance to the DPRK is a drop in the
bucket.

The United Nations Development Programme (UNDP), the United Nations
Population Fund (UNFPA), the United Nations Children’s Fund (UNICEF), the Food
and Agriculture Organization of the United Nations (FAO), the World Food
Programme (WFP), the World Health Organization (WHO) and other United Nations
agencies and some non-governmental organizations have been providing
humanitarian assistance to the DPRK for a long time. Although they have achieved
some results, they have had little effect in fundamentally improving the humanitarian
situation in the DPRK.

First, there is great demand for humanitarian assistance to the DPRK. The
annual budget of the above-mentioned agencies for humanitarian assistance to the
DPRK is about US$140 million, but the actual financing only amounts to about
US$40 million, and a single item of assistance can only cover a maximum of some 2
million people (the total population of the DPRK is about 25 million), so the actual
effect is limited.

Second, the long-arm jurisdiction and secondary sanctions exercised by the
United States have intimidated financial institutions and economic and trade entities
in various countries, so that banks and trade and logistics companies are basically
afraid to undertake business involving the DPRK, resulting in difficulty implementing
humanitarian aid to the DPRK.

Third, although humanitarian aid to the DPRK is eligible for exemptions, it is
nonetheless beset with difficulties in the practical operation of customs clearance and
transport procedures; anything unforeseen occurring at a particular stage in the
process results in the goods and materials being held in place, which greatly affects
the efficiency of the aid. With the withdrawal of United Nations staff from the DPRK
over the past two years, it has become even more difficult to carry out the relevant
work.
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[Member State 3]’s response to questions
regarding the humanitarian situation in North Korea

1. First of all, it is important for the Panel of Experts (PoE), as a basis of this discussion, to recall that under
UNSCR 2397 paragraph 23, the Security Council “condemns the DPRK for pursuing nuclear weapons and
ballistic missiles instead of the welfare of its people while people in the DPRK have great unmet needs,
emphasizes the necessity of the DPRK respecting and ensuring the welfare and inherent dignity of people
in the DPRK, and demands that the DPRK stop diverting its scarce resources toward its development of
nuclear weapons and ballistic missiles at the cost of the people in the DPRK”. In addition, paragraph 25 of
the resolution stresses “the DPRK’s primary responsibility and need to fully provide for the livelihood needs
of people in the DPRK”.

2. We also take note of the PoE’s final report released on April 1, 2022, which mentions that the deterioration
of the humanitarian situation in North Korea is “due to a combination of the COVID-19 pandemic and the
resulting border closure, probably the most important factor in the past two years, sanctions, natural disasters
and changes in internal economic policy for greater use of administrative command methods™ (paragraph
186), and that “there is no reliable methodology that disambiguates the effects of United Nations sanctions
from other factors, including unilateral sanctions regimes and domestic socioeconomic problems"
(paragraph 187).

3. Inour view, the root cause of the deteriorating humanitarian situation in North Korea is North Korea itself
diverting its scarce resources toward development of nuclear weapons and ballistic missiles at the cost of
the welfare of its own people. It is not only practically difficult but also misleading to try to objectively
discuss only UN sanctions independent of other possible elements which can affect the humanitarian
situation in North Korea. In this context, it is also worth recalling the G7 Foreign Ministers’ Statement
responding to the launch of an ICBM by North Korea on 26 March 2022, which states that “[w]e are clear
that the dire humanitarian situation in the DPRK is the result of the DPRK’s diversion of the DPRK’s
resources into weapons of mass destruction and ballistic missile programs rather than into the welfare of its
people”.

4. We would like to request the PoE that if it receives any "empirical data™ or "assessment” from countries
in response to its request for information, the objectivity and reliability of such information should be
thoroughly verified as the PoE considers it, and that the PoE’s analysis should be carefully conducted using
neutral, reliable and appropriate methodology.

5. It should also be recalled that UNSCR 2397 paragraph 25 provides for exemption of sanctions to enable
necessary humanitarian assistance. Furthermore, we understand that, as a result of the review in response to
the Covid-19 pandemic, the application process for exemption has been expedited, and the period of
exemption has been extended for cases not related to Covid-19 as well. We would like to stress that
necessary humanitarian assistance can be provided if procedures are appropriately completed. [Member
State 3] takes the position that humanitarian assistance to meet the needs of North Korea should be provided
in accordance with the existing procedures and we support the efforts of the Committee and other relevant
countries to further expedite and simplify the procedures as necessary.
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6. Finally, in its letter dated 18 March 2022, the PoE asked if a receiving Member State could “propose
ways in which the UN Security Council and other UN organizations might act to mitigate any negative
humanitarian impact of UN sanctions™. We consider it critically important that the PoE's consideration,
discussion and recommendations should be made based on its own objective and unbiased examination and
analysis of information. If any Member State submits such a policy recommendation in response to the said
letter, it should not be used as a direct basis of new recommendations by the PoE, nor should such a
recommendation be quoted directly in the PoE’s deliverables.
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[Member State 4] appreciates the Panel's reports to the Security Council and its Sanctions Committee
on the DPRK on issues concerning the unintended impact of UN sanctions measures on the civilian
population of the DPRK, pursuant to paragraph 25 of resolution 2397 (2017). The resolution reaffirms
that the measures imposed by resolutions 1718 (2006), 187 4 (2009), 2087 (2013), 2094 (2013), 2270
(2016), 2321 (2016), 2356 (2017), 2371 (2017), 2375 (2017), 2397 (2017) are not intended to have
adverse humanitarian consequences for the civilian population of the DPRK or to affect negatively or
restrict those activities, including economic activities and cooperation, food aid and humanitarian
assistance, that are not prohibited by the above-mentioned resolutions, and the work of international
and non-governmental organizations carrying out assistance and relief activities in the DPRK for the
benefit of the civilian population of the DPRK.

As you note in your letter, the Panel's ability to report on this issue has been hindered by a lack of
empirical and verifiable data on which to base its analysis. The DPRK's self-imposed border closure
since January 2020, and its impact on the in-country international presence and country visits, similarly
affects our ability to provide adequate and reliable empirical data.

The humanitarian situation in the DPRK has long been of concern to the international community,
expressed, inter alia, in Security Council resolution 1718 (2006) that underlined the "importance that
the DPRK respond to other security and humanitarian concerns of the international community"
(emphasis added). The lamentable humanitarian situation predates the UN sanctions measures, and
points to the responsibility not of sanctions or ineffective implementation of exemptions, but of policy
choices by the government of the DPRK It is our assessment that economic priorities made by the
DPRK government, where national resources are channelled to the continued development of nuclear
weapons and ballistic missiles not only subverts stability in the region and undermines international
peace and security, but also aggravates an already deteriorating economic and humanitarian situation,
and the vulnerability of the people of the DPRK The self-imposed closure of the DPRK's border has
reinforced already difficult circumstances for the people of the DPRK. It furthermore directly adds to
operational limitations for humanitarian organisations.

The 1718 Committee has since January 2021 approved sanction exemptions for 12 humanitarian
projects in addition to 32 extensions/ amendments of already approved projects. However, due to the
continuous blockade a limited amount of this humanitarian assistance has entered the country and
reached the recipients. We are also aware that the international society, through various channels, have
offered to provide Covid-19 vaccines, but that these offers so far have been turned down by the DPRK.

[Member State 4] is committed to the expedient processing of humanitarian exemptions aimed at
facilitating humanitarian assistance to those in need. We have a long-standing policy of depoliticised
humanitarian assistance. Over the years, we have consistently contributed assistance to the vulnerable
population of the DPRK. On this basis, we note that among the changed factors that are related to the
work of international and non-governmental organizations carrying out assistance and relief activities
in the DPRK for the benefit of the civilian population, is the absence of a stable banking channel to
support such activities. We are not in a position to assess the reason for the lack of such a channel but
note that its absence has created unwanted uncertainties for humanitarian activities. Lack of access and
monitoring has compounded the effects of the in-country cash shortage.
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Last year, the 3rd Plenary Meeting of 8th Central Committee of the Workers Party of Korea reportedly
assessed that "the people's food situation is now getting tense” and a nation-wide mobilisation took
place to prevent and mitigate widespread risks linked to typhoons and floods, which have severely hit
the country in the past years. We are, however, not aware that sanctions measures would have prevented
the DPRK to import food supplies to make

up for their reported shortfall in grain production.

We have been informed that among humanitarian partners, at least one organization is of the impression
that sanctions in general have contributed to higher logistical costs as well as operational stresses in
importing humanitarian goods into DPRK. As the Panel noted in its Final Report submitted in
accordance with paragraph 2 of Council resolution 2569 (2021), the "unintended humanitarian
consequences of United Nations sanctions affecting the civilian population continue to be difficult to
disaggregate from other factors".

The lack of access for and monitoring of humanitarian assistance in accordance with international
principles continue to remain main obstacles for international and non-governmental organizations
carrying out assistance and relief activities in the DPRK for the benefit of the civilian population. In the
event that the DPRK's border closure is lifted to allow for unrestricted humanitarian operations, we
could foresee situations for which the absence of an exceptional payment modality or a stable, safe and
transparent banking channel in compliance with the UN Sanctions, at some point might delay or
otherwise impact assistance and relief activities in the DPRK.
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International community and [Member State 5] experts on Democratic People's Republic of
Korea (DPRK) assess that the humanitarian situation in the DPRK is critical. According to United
Nations Office for the Coordination of Humanitarian Affairs (OCHA), humanitarian situation in the
DPRK has worsened in terms of food security, medical and public health care system, and water. In
particular, the situation for vulnerable groups, such as children and the elderly, has deteriorated. In 2021,
the number of malnourished children significantly went up compared to 2020, and children with
pneumonia from January to June of 2021 increased by 69% over the same period of the previous year.

While limited access to information does not allow a clear-cut assessment of the current
humanitarian situation in the DPRK, the outbreak of COVID-19 and its border closure measure to
respond it starting from January 2020 have impeded transports of humanitarian supplies and left great
negative impact on conditions of the civil population of the DPRK. As of March 18, 2022, 11 of 13
projects by humanitarian organizations of the [Member State 5] that have been granted sanctions
exemption were not able to ship aid and relief supplies to the DPRK due to its strict lockdown and
applied for extension of their sanctions exemption. Besides, international organizations in the DPRK,
including WFP, WHO, and UNICEF, have expressed concerns that its long-term border closure have
prevented aid workers from returning to the country and aid supplies from being brought in. According
to the Global Alliance for Vaccines and Immunization (GAVI), the DPRK relies heavily on
humanitarian aid in terms of crucial medicines and relief items. For instance, 98% of childhood vaccines
for under the age of 5 are provided by international organizations and NGOs.

[Member State 5] government is concerned about the humanitarian crisis in the DPRK and
believes that humanitarian assistance is necessary to relieve this crisis. We appreciate that the 1718
Committee revised the Implementation Assistance Notice No.7 (IAN No.7) on November 30, 2020, to
streamline the process of sanctions exemption. This measure has contributed to accelerate the approval
process for humanitarian projects and COVID-19 relief projects. There remains a need to re-establish
the banking channel, bring back staffs of international organizations and NGOs to the DPRK in order
to fully carry out and monitor humanitarian support, and continue to communicate with NGOs.
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Member State 6

In response to request OC.15 of 18 March 2022 from the Panel of Experts, we report the following.

The rapid deterioration of the humanitarian situation in the Democratic People’s Republic of Korea in
2018-2019 was a direct result of the indiscriminate application of international sanctions, which exacerbated
existing problems (such as economic insularity and inefficiencies, and the impact of natural disasters). In 2020—
2021, the situation was compounded by the negative effects of the coronavirus disease (COVID-19) pandemic
and the resulting measures to suspend foreign trade. These measures were necessitated in large part by the dire
state of health care as a result of the sanctions.

For objective reasons, primarily the lack of agricultural land, the Democratic People’s Republic of Korea
is unable to feed its population on its own; it does not have a developed pharmaceutical industry; and its health-
care system is in an unacceptably poor state. Nevertheless, improving the well-being of the population in 2021
2022 was declared the main focus of the work of the party and the Government. A large-scale housing programme
is being implemented, and about 12,000 new apartments are commissioned annually in the capital alone. As part
of measures to address the food problem, more greenhouses, livestock farms and fertilizer production facilities
are being built. The urgency of the situation is clear from the variety of the first consignments to arrive in the
Democratic People’s Republic of Korea after the borders were opened, comprising construction and finishing
materials, powdered milk, sugar, vegetable oil, soap, washing powder, medicines and garment accessories for
sewing school uniforms.

The humanitarian situation in the Democratic People’s Republic of Korea is very much, even crucially,
dependent on links with the outside world.

The Democratic People’s Republic of Korea needs to acquire, by purchase and/or bilateral and
international aid donation, food, fertilizers, pesticides, medicine, medical equipment and much more. It also
requires assistance in training and developing the skills of local doctors.

Such opportunities have, however, been completely eliminated by the sanctions and the climate of
ostracism that has been created.

Imports of petroleum products are restricted, and equipment and machinery, cars, chemical products and
almost all types of raw materials cannot be lawfully procured from abroad. The Democratic People’s Republic
of Korea cannot even buy permitted items because it has no export revenues or currency reserves, banking
channels have been blocked, almost its entire merchant fleet has been outlawed and foreign ships are prohibited
from entering its ports.

The self-isolation supposedly because of COVID-19 was essentially just the culmination of the long-
standing blockade forced upon the country by the sweeping and indiscriminate sanctions. In real terms, the
contribution of international humanitarian organizations to addressing the problems faced by the most vulnerable
people in North Korea has been extremely small in recent years. The largest donor to the Democratic People’s
Republic of Korea has always been the World Food Programme, through which $215 million is expected to be
allocated over the five-year period from 2019 to 2023, representing $10 per person per year (covering 4.4 million
people). Such stinginess on the part of donors is due in large part to external pressure and retaliation against
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anyone who enters into any sort of relations, even on humanitarian grounds, with the Democratic People’s
Republic of Korea.

The food situation has worsened in 2022. The market price of rice, which serves as a basis for all food
prices, has now surpassed 5,700 won per kilogram. By the beginning of the “barley hump” in June (the hungriest
time of the year), the price could exceed 7,000 won, dragging with it all other commodity prices.

A food rationing system is in effect only in the capital and is reserved for privileged groups. It has
emerged that a number of categories of people have been dropped from the list of those covered by the centralized
supply, and rations have been reduced to a minimum for all other categories. To survive, families rely on small-
scale black-market trading and all sorts of side jobs, such as street vending, home-based work and cooperatives.
The real income of average North Koreans has decreased by at least 1.5 times over the past two years, entailing
a significant reduction in the quantity and nutritional value of the food that they can afford. Some items have
been completely excluded from their diet, such as sugar and vegetable oil. As always in such circumstances,
children, persons with disabilities and pregnant women have been hit the hardest.

Without sufficient fertilizers, pesticides, fuel and machinery, which can be obtained only through imports,
cooperatives cannot significantly increase food production. A radical change in the current situation will not be
possible without urgent deliveries of grain from abroad.

The state of health care in North Korea has never been as dire as it is now. More than 90 per cent of
medicine needs used to be met through imports. Domestic production of medicines has collapsed because of the
failure to obtain the necessary components and packaging from abroad. As a result, almost all products sold at
pharmacies are no longer available for purchase over the counter. Many drugs, including insulin, could not be
purchased for any money in 2020-2021.

Given the lack of precursors, basic blood tests cannot be performed. The majority of laboratories and X-
ray units were closed down after the stocks of imported consumables were exhausted and machines failed owing
to a shortage of spare parts for medical equipment. Pyongyang Medical University now has the only working
magnetic resonance imaging machine in the capital. There is no such equipment at all in the provinces.

Hospitals do not have even basic items such as alcohol, absorbent cotton, disposable syringes and
adhesive plaster. People who have the means prefer to be treated by private doctors, but this is very expensive.
The areas of medicine that were hit the hardest in the Democratic People’s Republic of Korea over the past two
years were those that used imported components the most in treatment, namely, oncology, cardiovascular surgery,
dentistry and ophthalmology. There has been a significant increase in the mortality rate for cancer, cardiovascular
disease and, in particular, diabetes, which is widespread in the Democratic People’s Republic of Korea.

The construction of a multifunctional hospital building in Pyongyang has been completed, and large
medical centres have been built or are under construction in every province. Equipping them, however, has posed
serious problems. The country does not have, and does not expect to obtain, the hard currency necessary to
purchase expensive modern equipment.

The suspension of vaccine supplies from abroad and the depletion of existing supplies led to the spread
of diseases such as tuberculosis and hepatitis. Another negative consequence was an extreme shortage of hygiene
items. The Democratic People’s Republic of Korea has traditionally procured from abroad large quantities of
soap, washing powder, detergents and chemicals for cleaning clothes, and raw materials for the production of
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haberdashery goods. Such a shortage inevitably resulted in pervasive helminthiasis and an increase in
gastrointestinal disease and poisonings.

An option that could be explored is the establishment of a special replenishment fund, which would be
made up of the proceeds from exports under special quotas of North Korean goods that can be traded on the
international market, including coal, iron ore and seafood, with funds deposited into a special account. Funds
from this account would be used under the supervision of the Security Council Committee established pursuant
to resolution 1718 (2006) to purchase food, medicine and Western parts and consumables for medical equipment
in the Democratic People’s Republic of Korea.
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Member State 7

[Member State 7] has maintained diplomatic relations with the Democratic People’s Republic of Korea,
henceforth DPRK, since [year] and operates an Embassy in Pyongyang since [year]. [Member State
7]’s commitment to peace and development on the Korean peninsula remains strong and is manifested
not least through the work of our Embassies in Seoul and Pyongyang, the [Member State 7 contingent],
and through our [Special Envoy of Member State 7].

Due to the strict anti-epidemic measures of the DPRK in response to the coronavirus pandemic,
[Member State 7] decided to temporarily relocate its diplomatic staff at the Embassy in Pyongyang to
[City in Member State 7] in [month, year]. The Embassy remains open, with local staff working in
Pyongyang. Our diplomatic staff stand ready to return to Pyongyang as soon as circumstances allow.

Over the first two decades of this millennium, [Member State 7] has consistently been one of the largest
donors to international humanitarian organisations in the DPRK. [Member State 7]’s humanitarian
assistance is strictly needs-based and adheres to the humanitarian principles of humanity, neutrality,
impartiality and independence. Information obtained through the work of humanitarian partners and
organisations in the DPRK has fed into the analysis below.

The Government of the DPRK has primary responsibility for the wellbeing of its people and the
humanitarian situation in the country. The sanctions instituted by the UN Security Council follow from
the illicit activities of the Government of the DPRK. Therefore, the root cause of any consequences of
UN Sanctions is the policy of the Government of the DPRK. The Government of the DPRK is
consistently obstructing transparency about in-country humanitarian needs. Given the lack of reliable
data and the difficulty in disaggregating the effects of UN sanctions from DPRK policy on the
humanitarian situation, the answers below are only fragments. Hopefully, these can feed into a more
holistic analysis by the Panel of Experts.

1. Empirical data on the effect of sanctions are generally easier to extract from the
time immediately following the imposition of the sanctions in 2017. Over the
course of 2018, the price of petrol in Pyongyang rose around 250%, adjusting
for exchange rates and inflation. This was an immediate effect following the
cap of oil imports. The direct humanitarian effect of the spike in petrol prices,
however, is harder to determine. Distribution, including of humanitarian
assistance, and agriculture will have been affected. However, the indirect effect
on food prices was less pronounced. The price of basic foods in Pyongyang
was, in fact, relatively stable from 2017 through 2020. Given the fact that the
majority of the population lives on domestic produce, their standard of living
does not directly depend on the price of imports such as petrol. Rather, in
relative terms, higher prices for petrol and imported goods will have affected
the middle class in Pyongyang more.

UN sanctions, in combination with explicit policy of the Government of the
DPRK, may have created a pretext for the re-centralisation of economic activity
in fewer enterprises and increased state control. In 2018, Air Koryo, the
national air carrier, diversified and started selling petrol and consumption
goods. Conversely, it seems to have been harder for smaller businesses
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controlled by private individuals to weather the effects of sanctions. This
economic re-centralisation has later been compounded by the strict anti-
epidemic measures of the Covid-19 era. Seeing as most people in the DPRK
are dependent on income outside the State Distribution System, the increased
centralisation of economic activity has most likely had a negative humanitarian
effect. This negative effect would have been gendered, seeing as official power
structures in the DPRK are male-dominated and women have played a
comparatively larger role in informal trade.

On a more aggregate level, economic growth seems to have decreased from 4%
in 2016 to 1,5% in 2017. Estimates about how much of this is attributable to
sanctions vary. Official trade data suggest that annual, aggregate trade fell by
USD 3 billion annually in the years 2018-2019. The most direct impact of
sanctions on the livelihood of people in need seems to have been the operational
hurdles created for humanitarian organisations.

One of the more direct impacts of UN sanctions seems to have been the
operational constraints created for humanitarian organisations. The Panel of
Experts will be aware of such constraints and [Member State 7] welcomes that
the process for granting humanitarian exemptions has been streamlined and the
processing time has been reduced. Furthermore, before the coronavirus
pandemic, none of the larger humanitarian organisations expressed that they
lacked capacity to absorb additional funds. This suggests that the UN sanctions,
while unintentionally negatively impacting some humanitarian operations,
have not precluded additional funds to humanitarian assistance in the DPRK.

The main obstacle to humanitarian operations due to the Governments policy,
unintended effects of UN sanctions, compounded by the coronavirus pandemic
and the cancellation of regular travel, seems to have been the absence of a
banking channel through which humanitarian organisations could pay for
operational expenses inside the DPRK. The difficulty in ascertaining that the
Government of the DPRK does not divert resources from banks and financial
institutions

to fund illicit activities has regularly led to the complete absence of means to
make financial transfers to the DPRK. Even before the coronavirus pandemic,
roughly 90% of humanitarian financing was spent outside the country. Cash
had to be brought in to pay for e.g. salaries, rent and logistics. Fundamentally,

the DPRK economy is cash-based and lacks a credible system of accountability.

As such, the difficulty to pay for operational expenses inside the DPRK has
limited the scope of technical assistance programmes to Pyongyang and its
environs, even though financing for broader programmes was available.

Disaggregation of the causes of humanitarian outcomes in the DPRK remains
extremely difficult, not least because of the general lack of reliable data from
national authorities. Even so, it is clear that the DPRK’s border closure has had
a significantly larger effect on humanitarian outcomes than unintended effects
of UN sanctions.
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The broad coverage pre-Covid of childhood vaccination programmes against
measles, tuberculosis, polio and other preventable diseases has been reduced
significantly as a consequence of the closed borders. Furthermore, the closed
borders have also been followed by reports of acute shortages of medicine,
insulin, and treatment for malnourishment. Significant food price spikes, even
for domestic produce, were observed in 2020. Without international observers,
it remains difficult to assess the humanitarian situation in the DPRK, especially
outside Pyongyang.

As mentioned above, the absence of a banking channel has created significant
operational constraints for humanitarian organisations in the DPRK. These
constraints have been compounded by the coronavirus pandemic since cash can
no longer be brought into the country. To maintain readiness to respond to a
worsening humanitarian situation, it is important that UN agencies and
humanitarian organisations can maintain structures such as offices and local
staff in Pyongyang. Therefore, it would mitigate the unintended negative
humanitarian impact of UN sanctions if the UN Security Council or other
interested actors were able to aid the ongoing efforts to create a safe and
sanctions-compliant means to make financial transfers to local offices of
humanitarian organisations in the DPRK. It would also facilitate the continued
provision of humanitarian assistance, however limited, that at present makes its
way to the civilian population of the DPRK.
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Member State 8

As you know, due to the self-imposed border closure of the country, very little reliable information is
currently available on the situation in the DPRK. Due to this, we are unable to provide you with any
empirical data. However, we would like to raise one major challenge, which is the transfer of cash to
the country.

The challenges on cash transfers to the DPRK directly impacts both programmatic and operational
aspects. For example, office running costs such as the procurement of fuel vouchers to support field
monitoring by government and local staff, and for construction work, are normally paid locally with
available cash. We and our international partners have to work on complex workarounds, which is
timeconsuming and ultimately more expensive.

In the current circumstances of the country’s border closure, there is no way to legally bring cash into
the country. We and our international partners are therefore accumulating debts. Without cash we
cannot pay local expenses to cover travel and subsistence allowances for local partners to undertake
routine field monitoring, leaving us and international partners reliant on the goodwill of local partners
to absorb the cost on an accrued basis — this leaves us open to the risk that partners may refuse to
continue such arrangements, and leave us with no viable field monitoring system in place. We and our
international partners cannot procure local supplies such as consumables (toner, papers, office materials
etc.) for both our own office and for partners, without local cash availability. And we cannot hire local
expertise to undertake specific programmatic work without the ability to pay them locally — thus
constraining some aspects of our and our international partners’ programs.

We deem the resolution of the issue of cash supply as a matter of priority to enable us and our

international partners to pay back accrued debts and avoid the risk of the existing goodwill expiring,
with a further detrimental impact on the programming capacity.
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Member State 9

Response from [Member State 9] to the Panel of Expert’s Outgoing Communication #15 (reference
S/AC.49/2022/PE/OC.15)

Thank you for your inquiry on the impact of sanctions on the humanitarian situation in the Democratic
People’s Republic of Korea (DPRK). The DPRK has for decades been the most self-isolated and opaque
country in Northeast Asia. Following the Korean War (1950-1953), the DPRK adopted a communist
development model similar to its allies in the region. These allies, however, eventually reformed their
economic policies; integrated with the global economy; and improved the material lives of their people.
Every country in the region has benefitted to some degree from this general economic transition over the
course of the past three decades. Not only has the DPRK failed to make this transition, but in recent years it
has made the choice to restore the failed economic policies of its past. We assess these policy choices have
impeded the DPRK’s economic growth; led to a deterioration of material well-being; and exacerbated
humanitarian concerns. We also assess that deteriorating humanitarian conditions are of secondary concern
to the DPRK’s political imperative of protecting the Kim family regime, which drives its investment into its
weapons of mass destruction (WMD) and ballistic missile program.

Following the December 2019 5th plenum of the 7t Central Committee of the Korean Workers’ Party, and
before the outbreak of the COVID-19 pandemic, DPRK leadership announced the country was failing to
accomplish the goals of the five-year economic development strategy (2016-2020). The DPRK responded
by launching a “head-on breakthrough offensive” (HOBO) to reinvigorate production. The HOBO was
formalized and made part of a new five-year plan (2021-2025) at the subsequent 8th Party Congress in
January 2021. The new five-year plan aims to crack-down on informal and decentralized economic activity
and the private coping mechanisms that grew to support people’s livelihoods after the famine of the 1990s.
The end goal is to re-establish centralized party-state control over all significant economic activity;
“indigenize” production to weaken foreign leverage; and reinvigorate the official public rationing system.
This is a return to the failed orthodox-communist policies of the past. As part of this policy package, DPRK
leadership also seeks to increase the isolation of the DPRK people from the outside world to prevent the
outflow of information that could reveal the true state of the DPRK’s internal conditions and to prevent the
inflow of “corrupting” goods, information, and ideas that could weaken the leadership’s political legitimacy.
We assess these policies will result in continued economic stagnation, leading the DPRK to fall
economically further behind its neighbors with each successive year. To compensate for these weaknesses,
the DPRK will continue to rely domestically on isolation and repression of its people and internationally on
its unlawful WMD and ballistic missile programs to sustain the personalized Kim family regime.

The COVID-19 pandemic, occurring after the DPRK had chosen this new direction, has probably helped
the DPRK leadership as they implement these policies. Under their COVID-19 mitigation measures, the
DPRK has significantly increased border security to record levels, contributing to a severe reduction in
outward migration; reduced cross border trade with the People’s Republic of China and the Russian
Federation; and choked off remittances and communication from abroad. These measures have provided the
central government the greatest control over the distribution of imported goods it has possessed for a
generation. The DPRK has nurtured a fear of the coronavirus as a tool to control population movement and
allowed the resident foreign non-governmental organization (NGO), aid, and diplomatic communities to
wither. Today the DPRK is the most isolated it has been in three decades, the economy is perhaps as
dysfunctional as it has been in three decades, and the true state of humanitarian conditions in the DPRK is
perhaps the most unknown as it has been in three decades. Despite the current state of affairs, we do not see
any signs that the DPRK regime intends to change course.

22-12274 347/370



$/2022/668

Despite these formidable challenges, [Member State 9], private NGOs, and the UN continue to promote
humanitarian engagement with the DPRK. [Member State 9] has streamlined the application process for
[Member State 9] licenses and authorized numerous humanitarian projects sourced by our domestic NGOs
along with charitable organizations in Europe and the Republic of Korea. Since the beginning of 2021, the
1718 Committee has approved sanctions exemptions for 12 projects and extensions or amendments for an
additional 32. The international community has promoted the distribution of COVID-19 vaccines to the
DPRK population. The vast majority of these overtures, however, have been ignored or rejected by the
DPRK. [Member State 9] offered COVID-19 aid in early 2020, but the DPRK never responded to the offer.

Inquiry 1: Empirical data (concerning incomes and employment, availability of food and other consumer
goods, standards of living, healthcare, social benefits and any other relevant data) and assessment of the
impact of UN sanctions on the humanitarian situation in the DPRK; this should include both the direct and
indirect (through their effect on DPRK s socio-economic situation) impact of UN sanctions.) What are the
sectors and population groups you consider most affected by UN sanctions? How has this impact changed
over time, especially since the end of 2017, and what has been the cumulative effect? Please provide as
many verifiable examples of this impact as possible.

Given the DPRK’s long-standing policy of denying the outside world access to information on its internal
conditions, a policy that is even more effective following the decisions of the 8t Party Congress and the
impact of the DPRK’s anti-epidemic measures, we are unable to provide the requested data with the level
of scientific rigor or confidence that would be required to make policy. There are currently only three
ultimate sources of demographic/quality of life data for the DPRK:

1. Information provided by the DPRK government and published though its official media or
released to the UN for publication;

2. Information systematically collected from recent defector arrivals in the Republic of Korea; and

3. Information in other media.

We assess the first kind of data to be helpful for informing policy analysis, but ultimately biased, unverifiable,
and not independently collected. We assess that the second kind of data is currently unavailable since as of
2020 there are not enough recent DPRK defectors from which social scientists and policymakers can draw
a scientific sample of current economic conditions. The third kind of data has been very helpful in assessing
economic conditions in the DPRK, but it is too limited in scope and availability to make timely, confident
assessments beyond general trends. Before the 8th Party Congress and the DPRK’s anti-epidemic measures,
we could rely more systematically on diplomatic reporting, UN and NGO reports, and greater media
penetration, but these sources have all deteriorated since January 2020 as a result of DPRK policy.

Alternative data sources are also available, and we consider them all helpful, but each is flawed in ways that
limit their consistent usefulness for policy application.

The Republic of Korea’s central bank (the Bank of Korea) generates national income accounts for the DPRK
(GNI/GDP), and while we find this work important, the underlying data are not public and the methodology
is not transparent or reproduceable. The DPRK has also released recent GDP figures to the UN, but we are
skeptical of these numbers as we do not assess that the DPRK’s Central Bureau of Statistics has the ability
to generate sound GDP statistics, and the numbers appear to primarily serve as externally focused
propaganda in the service of DPRK foreign policy goals.

As the DPRK does not publish trade statistics, we have historically looked at mirror trade statistics from the
DPRK’s trading partners to learn about trade composition and volume as an indicator of the DPRK’s
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economic activity. These statistics are also flawed in many notable ways that limit their use for policy
analysis. To begin with, illicit transactions, which are of vital importance to policy analysis, are nearly
completely omitted from international trade databases. Humanitarian assistance to the DPRK is also
frequently excluded. Although some of the DPRK’s international trade data can be derived from publicly
available mirror-statistics, we work to supplement it with our reports to the UN 1718 Committee, and we
look forward to continuing to help the Committee fulfill its mission. Numerous other methodological
problems also plague the use of trade statistics, such as establishing actual country of origin for cargo,
reporting countries confusing the DPRK and the Republic of Korea, political manipulation of the data,
human error, and difficulties assigning a change in data to a causal independent variable.

Collective UN measures adopted by the Security Council are targeted at individuals, organizations, and
sectors that are involved in the sourcing, financing, and implementation of the DPRK’s unlawful WMD and
ballistic missile programs, and this is where the burden of UN sanctions probably most heavily falls. There
is no evidence to credibly link DPRK natural resource exports to domestic wages or even standards of living
in communities around DPRK mines. To take an extreme example, it is highly likely that some of the mines
that produce anthracite coal for export from the DPRK’s South Pyongan Province are in political prison
camps, where prisoners will essentially be worked to death irrespective of how much coal is exported for
hard currency versus being used in domestic power plants. A similar story can be told for DPRK overseas
workers, who in many cases live in deplorable conditions, working exploitative hours, only to be forced to
relinquish approximately 70% (or more) of their earnings to the Korean Workers’ Party. The DPRK does
not allow independent workers to travel overseas and earn an income for themselves. These overseas labor
activities are specifically intended as a tool for acquiring foreign exchange to facilitate regime priorities.
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Inquiry 2: Assessment indicating any negative influence of UN sanctions on international humanitarian
assistance to DPRK, or on the work of international and non-governmental organisations carrying out
assistance and relief activities in the DPRK. Please provide as many verifiable examples of this impact as
possible.

To the best of our knowledge, UN and other bilateral sanctions are not having any significant impact on
humanitarian projects in the DPRK. The UN 1718 Committee has worked diligently to approve and extend
approval for humanitarian exemption requests. However, nearly all of these projects have been unable to
fulfill their missions due to the DPRK government’s isolation and COVID-19 mitigation policies. The
DPRK has even repeatedly refused COVID-19 assistance, such as vaccines, and is one of two countries
worldwide to not provide its population with any vaccines to protect against COVID-19.

Inquiry 3: What other factors have had an influence on the humanitarian situation in DPRK, particularly
since 2017, and what has been their relative importance to that situation? How have your relevant
authorities disaggregated their effect from that of UN sanctions? Please provide as many verifiable
examples of this disaggregation as possible.

Given the current state of DPRK data and available statistical tools, we are unable to disaggregate the
relative weights of sanctions, or any other policy, on DPRK economic performance. We have no reliable
metrics of DPRK economic performance. This, again, is primarily due to the DPRK’s policy of hiding its
information from the outside world.

Given the quantitative and qualitative data that is available, we assess that the two most significant factors
that negatively affect humanitarian conditions in the DPRK today are the DPRK’s own domestic economic
policies, which have resulted in some of the lowest observed living standards in the region for decades, and
the DPRK’s anti-epidemic measures, which have resulted in boosting isolation to record levels compared
with the previous two decades. Moreover, rather than addressing the humanitarian situation, the DPRK
continues to focus its resources on advancing the size and sophistication of its WMD and ballistic missile
programs and orchestrating sophisticated sanctions evasion activities through a network of illicit actors.

Humanitarian assistance potentially can play a role in mitigating some of the DPRK’s problems, but
substantial economic reforms, implemented over the course of decades, will be required to bring DPRK
living standards up to regional levels. Looking just at the supply of food, according to the World Bank, the
DPRK's arable land per capita = 0.09 hectares. This puts it on par with UK, Portugal, China; and above
Vietnam (0.08). The ROK’s arable land per capita = .03 hectares. DPRK agricultural failure is a consequence
of policy, not resource endowments. Closing the gap in agricultural production between the DPRK and its
neighbors will require reforms to the DPRK’s outdated and failed cooperative farming and agriculture
rationing schemes.

Sanctions relief will not likely boost the livelihoods of the neediest individuals in the current DPRK policy
environment. We are currently unable to even determine who the neediest people in the DPRK are. However,
given what we collectively know about the dynamics of the DPRK regime, we assess the benefits of
sanctions relief in the current environment are more likely to result in channeling increased hard currency
revenue into regime priorities, which include the
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Inquiry 4: Could you propose ways in which the UN Security Council and other UN organisations might
act to mitigate any negative humanitarian impact of UN sanctions?

1. The UNSC could increase data on the 1718 Committee website as to what aid has been offered to the
DPRK (i.e., project approvals) and the status of project completion (i.e., whether the aid has been
delivered) to improve awareness of what humanitarian projects are ongoing and in what areas.

2. UN organizations could increase in-country presence to better assess the impact of sanctions on
humanitarian conditions as well as the overall economic situation in the DPRK.

3. The UN 1718 Committee could develop a humanitarian aid “effective practices” document that lays out
guidance on aid provision, monitoring, and evaluation that could help guide organizations in planning
aid projects for the DPRK (and other countries).
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Annex 69: Question of Panel’s survey to NGOs

The Panel continued its previous practice, started in 2020, and in June 2022 surveyed around 40
organizations (including both UN and non-governmental aid organizations), most of which applied for
exemption requests, either directly to the 1718 Committee or through a Member State, as well as some
other organizations with record of activity in DPRK, suggesting the following questions:

1. What is your assessment of the impact of UN sanctions on the humanitarian
situation in the DPRK and how has that impact changed over time?

2. How has the current COVID 19 outbreak in DPRK and restrictions related to the
COVID-19 pandemic affected the economic and humanitarian spheres, and in
what way have they influenced the overall humanitarian situation? If possible,
please include information or examples that support your assessment.

3. Please provide detailed information and data on your organization’s current
and planned work related to DPRK  COVID 19 outbreak and any reductions in
operational capacity due to issues related to quarantine measures in the DPRK.

4. Please provide detailed information about how the implementation of UN
sanctions may have impacted your organizations COVID 19 response.

5. If your operations require humanitarian exemption approvals from the 1718
Committee, has the approval process met your needs?

6. What, if anything, could be further improved in the exemption process, or in the
implementation of UN sanctions, to better meet your operational needs and
objectives?

7. Could you propose ways in which humanitarian and UN sanctions actors might
enhance mutual understanding of each other’s objectives and methodologies?
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Annex 70:  Replies from NGOs

The following quotes have been compiled from the responses to the Panel’s survey to NGOs.

NGO 1

[NGO 1] has no activities ongoing in DPRK since 2020 and therefore no new developments have
occurred which might provide information for the panel.

NGO 2

Since our last correspondence of [Date and Document No.] we have observed almost no changes
regarding the situation with our project activities in North Korea. Since January 2020 our aid supplies
(including test-sets for Covid) are stuck at the border and despite all our efforts this remains unchanged.
Contacts into the country remain sparse; it is nearly impossible to get any information beyond what is
already known through the media. Still, they seem to confirm the worrying situation in regards to food
security and the spread of Covid.

NGO 3

- UN sanctions are taking a serious toll on the daily lives of North Koreans. It appears to be having
adverse effects that completely go against the purpose of the ‘Leave No One Behind' of the UN SDGs

- [COVID-19 outbreak]is reducing the vitality and productivity of North Koreans in their daily life. It
seems that they are increasing their will to overcome the difficulties on their own without external
support due to antipathy to sanctions.

- Due to the prolonged border blockade for more than two years, the North Koreans are getting tired
of the blockade. There are North Korean organizations that say they can cooperate if they can receive
food aid informally from outside, but it seems difficult to make a formal request for external aid in
North Korea

- A collaborator who was carrying out humanitarian aid to North Korea became unable to visit North
Korea due to the corona virus. As he took a break from his activities, it was difficult to collect any
more internal news about North Korea that he had been collecting through him.

- Humanitarian aid to North Korea has shrunk by reducing the number of personnel in charge of
humanitarian aid at our institution.

- UN sanctions aroused a negative public perception of not only the response to COVID-19, but also
humanitarian aid activities in general.
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- We don’t have any opposition to approval process. However, sanctions themselves cause negative
impact on humanitarian aid. We also request that the approval letter should strengthen the effect of
exemption, which guarantees the practical support to DPRK after the approval.

- When applying for sanctions exemption for humanitarian aid to DPRK, materials that are not subject
to sanctions (food, medicine, etc.) are considered a bundle of project implementation, and for all aid
items, specific specifications must be researched and documents must be prepared to apply for
exemption. As a result, manpower and administrative requirements increase, and difficulties arise
such as a decrease in efficiency in preparing and executing our organization's operations and
humanitarian projects. The suggestion is that materials classified as not subject to sanctions by the
HS code are excluded from the application for exemption or the document is simplified by submitting
the product name and HS code.

- After the approval of sanctions exemption, it is necessary to remit money for the purchase and
transportation of goods, but due to the financial sanctions of the United States, banks are also
refusing or avoiding remittance of humanitarian aid to North Korea.

- For humanitarian aid materials that have been approved for exemption by the United Nations, it must
be recognized that they have been approved inclusive of the sanctions regulations of individual
countries. The effect of sanctions exemption approval should be strengthened so that the
humanitarian situation of North Koreans can be improved

- We propose that the United Nations meet and discuss with stakeholders and humanitarian
organizations on the moratorium of UN sanctions in order to improve the humanitarian situation to
North Korea

- It is proposed to apply the ‘Oil-Food Program’ adopted by the United Nations for humanitarian aid
to Irag in the past to humanitarian aid to North Korea.

- Please review and implement a program to export North Korea's coal by introducing the tentative
name ‘Coal-Food Program’, and to provide food and medicine with the export proceeds
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NGO 4

- It is true that UN sanctions against the DPR Korea have impacted the regime in many aspects. They
have impacted the production of daily necessities and also food shortage among North Koreans, the
latter of which has been exacerbated by economic crisis to reach a stage of a food crisis. The crop
productivity of North Korea stands at only 50-60% of that of its southern counterpart, which is
attributable to the poor supply of an agricultural materials. It is a well-known fact that in 2018 when
North Korean sanctions became tighter, food production in the DPR Korea dropped to the 9-year
lowest of 4.95 million ton. For North Korea, in particular where damages from natural disasters
including flood are serious, providing related materials and goods is quintessential to help with active
response. However, most aid materials are subject to North Korean sanction regulations, and thus
have to obtain exemption approval. We are going to mention this again later — even though the period
required for exemption approval got shortened, several attempts had to miss an opportune timing
due to working-level arrangements that needed to be made. In addition, NGOs must follow approval
procedures of their own countries for shipping out materials for North Korea, which translates into
more time and cost. In sum, the bigger the burden on North Korean aid organizations get, the more
serious the humanitarian situation of North Korea will be.

The COVID-19 outbreak has made it extremely challenging to provide medicine and medical
supplies as well as humanitarian aid. Finding ways itself to enter the North Korea has become
difficult, and even if the aid was approved, the materials had to stay at [border] customs office for a
long time. Also, selecting materials including medicine and medical supplies is demanding,
definitely contributing to the existing difficulties in humanitarian situation.

[Project in DPRK] has still not resumed since it stopped in [month, year]. Back then, the percentage
of completion stood at [percentage], with the exterior of the [project] being built to some visible
extent. To restart the project, however, [diagnosis] needs to be conducted by [entities] considering
that more than [number of years] have passed. To this end, [NGO 4] delivered a message in [month,
year] that it would send [entities] across the North Korean border, to which the North Korea
answered on [date, year] that it would invite a [entity] when the COVID situation gets better.

So far, the [entities] visit mentioned by the North has not been realized yet because the COVID
situation has not gotten any better. Furthermore, the [NGO 4] obtained sanction exemption on [date,
year] to resume the [project], only to find itself stuck in failure to bring in [materials]. [Months] have
already passed since the obtainment of sanction exemption. [NGO 4] had several rounds of
consultation with related personnel from North Korea to resume [project]. But the COVID situation
has since prevented the plan from staying on track.

We are grateful for the exemption approval for the [materials] for [project], and fully agree that the
time has significantly shortened from the submission of exemption applications to approvals.
However, we had to provide information on approximately [number of goods and materials] for the
application. We had to collect detailed information including HS CODE of each item not to mention
the standards and size, which took us [number of months] in total. In other words, the time required
by the approval process definitely became shorter, but extra time spent arranging things at a working
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level still does and will remain the same as long as there exists sanctions against the North Korea,
which is likely to increase the cost burden of aid organizations.

- The current methods of exemption seems to be in need of change. For example, sanction exemption
lists have to be made for each and every item, but a little bit of flexibility would seem to streamline
the process. We propose that a whitelist be kept to allow the items on it to be semi-automatically
approved to be sent to the North without separate exemption applications having to be submitted.
And each State is able to be responsible for whitelist- designated items aid, so new procedures would
be needed capable of sending humanitarian-sensitive items more quickly and more smoothly.

- To have better understanding about the objective and methodologies among different actors, more
opportunities are needed among related stakeholders to meet on a regular basis. All organizations
and groups just receive one-way information regarding UN resolutions. Therefore, continued
communication is required to help aid organizations better understand newly amended guidelines or
newly adopted resolutions.
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NGO 5

[NGO 5] would like to stress the importance of transparency and access in enabling civil society
organizations (CSOs) such as [NGO 5], to evaluate the impact of UN sanctions on the Democratic
People Republic of Korea (DPRK)’s humanitarian situation. Considering the reported COVID-19
outbreak in the DPRK and subsequent restrictions enforced by the DPRK government, it has become
difficult to accurately determine the impact of UN sanctions in relation to the Panel’s questions.

The aim of this correspondence is to request the UN Panel of Experts’ support in allowing officials such
as the Special Rapporteur on the situation of human rights in the Democratic People’s Republic of
Korea and representatives of the Office of the UN High Commissioner for Human Rights with
unimpeded, in-person access inside the DPRK. Their presence, as well as the Panel’s endorsement of
their efforts, is the only way to provide some semblance of transparency amidst stringent restrictions
imposed by the DPRK since the onset of the COVID-19 pandemic.

We noted in our previous correspondence that a repeat of the great famine of the 1990s was unlikely
for three reasons: (1) the development of informal markets (jangmadang) in North Korea; (2) the work
of CSOs in obtaining information from North Korea; and (3) agricultural reforms under Kim Jong-un
that slightly improved food security. All three elements have been weakened during the COVID-19
pandemic.

Under the pretense of enforcing a “zero-COVID” policy, the DPRK government has chosen to crack
down on markets, cross-border trade, and information flows into and out of the country. It has imposed
punishments against North Korean nationals involved in market activities or exchanging information
with the outside world. In December 2020, the DPRK passed a new “Anti-Reactionary Thought Law,”
which “forbids the use, storage, and distribution of foreign cultural content...that is not state-approved.”
There has been a further tightening of border security during the pandemic. This has drastically reduced
the number of North Korean escapees entering the Republic of Korea, with only [figures] arrivals in
2021 relative to a peak of [figures] in 2009.

Such policy decisions by the DPRK, as well as the departure of most foreign diplomats and international
aid workers from North Korea since the onset of the pandemic, have made it extremely difficult to
ascertain the impact of UN sanctions on the humanitarian situation in the country. In its December 2021
report, the World Food Programme (WFP) noted that its country director for the DPRK had left the
country in March 2021. Since then, “there has been no UN international staff present” in the DPRK.

Some analysts, beginning from the assumption that “sanctions and funding gaps were the chief reason
for UNICEF and WFP’s inability to reach their targeted population,” estimated in August 2019 that
sanctions may have contributed to “between 1,122 and 2,772 preventable deaths.” However, such
estimates are based on assumptions and statistics that cannot be independently verified, due to the
DPRK leadership denying access to reliable statistical data and target areas, presumably to conceal the
extent of the crisis and systemic redirection of aid and resources to the elite.

Past UN reports have attributed North Korea’s chronic food shortages to “shortages of arable land, lack
of access to modern agricultural equipment and fertilizers, and recurrent natural disasters.” These are
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ancillary factors at best. The main factors contributing to the dire humanitarian situation in the DPRK
are as follows:

» The DPRK relies heavily on domestic sources of food supply despite chronically unfavorable
agricultural conditions. It has persistently refused to adopt an export-oriented growth strategy,
which is necessary to ‘“earn the foreign exchange needed to import bulk grains on a
commercially sustainable basis and reduce the country’s reliance on aid.” Contrary to claims
that the DPRK leadership had, on multiple occasions, attempted to liberalize its economy only
to be discouraged by international sanctions, it has consistently advocated “self-reliance” (Juche)
as its guiding state ideology. The DPRK was one of the first countries in the world to seal its
borders in response to the outbreak of COVID-19.

The DPRK leadership exploits foreign aid to curtail currency outflows from commercial imports.
Since the 1990s, a pattern has emerged wherein the North Korean regime’s commercial food
imports decrease whenever foreign aid increases. The most plausible explanation for this
phenomenon is that the leadership uses aid as a balance-of-payments support to conserve
resources for other policy priorities, including its weapons programs. In other words, rather than
complementing aid with commercial food imports to alleviate food shortages, the DPRK has
deliberately chosen to prioritize the regime’s security at the expense of the population’s health
and well-being.

The DPRK’s continued development of nuclear weapons and ballistic missiles in violation of
multiple UN Security Council resolutions, as well as a lack of transparency in the monitoring
and assessment of aid provision, have affected donors’ willingness to provide aid. Decreases in
foreign aid have historically coincided with periods when the DPRK leadership conducted
nuclear tests or ballistic missile launches, which, along with purchases of luxury goods, account
for a significant portion of state expenditures.

As noted in our previous communication to the Panel, if there is a causal relationship between sanctions
and the precarious food situation, it remains to be verified and should be rigorously investigated through
on-the-ground factfinding by the UN and humanitarian organizations, in cooperation with the DPRK.

In our previous correspondence dated [date, year], we warned about the humanitarian risk stemming
from the COVID-19 pandemic, including a deficient healthcare infrastructure, food insecurity, and an
economic crisis. The DPRK officially admitted to an outbreak for the first time on May 12, 2022 and
announced the first death from COVID-19 a day later. It had denied the existence of any cases for the
preceding two years. Apparently due to the lack of COVID-19 testing capacity, new cases have been
referred to by state media as “individuals with a fever.”

Authorities have since claimed that the outbreak has been brought under control. Official statistics
indicate a cumulative total of 4.7 million cases in a country of 25 million, but only 74 deaths have been
reported as of July 7. Experts have questioned the accuracy of these statistics, as they would imply an
exceedingly low fatality rate when compared to that of countries with robust public health institutions
and a high vaccination rate. It is not possible to determine whether the spread of the disease has truly
been contained.
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Given widespread malnutrition from food insecurity and the lack of a nationwide vaccination campaign,
the consequences of COVID-19 in the DPRK are almost certainly more severe than disclosed by the
authorities.

The public health infrastructure in the DPRK is fragile, especially outside of Pyongyang and other major
cities. Even if the number of cases has indeed fallen, the DPRK is still vulnerable to a resurgence of the
disease. Public health experts have noted that the country’s healthcare system is not equipped to deal
with a COVID-19 outbreak. During the supposed height of the outbreak in May, state TV ran
infomercials about “home remedies such as honey tea” and advised people to “see doctors if they have
breathing problems, spit up blood or faint.” [name], a North Korean escapee who now lives in the
Republic of Korea, noted that “the government is asking people to contact doctors only if they have
breathing difficulties, which means just before they die.”

Regrettably, the inability to conduct independent assessments of the public health situation creates
obstacles for countries, institutions, and aid organizations seeking to provide humanitarian assistance
in an effective fashion. Both the United States and the Republic of Korea have offered to provide
medical aid, but the DPRK has so far refused to accept foreign assistance. Pyongyang has also rejected
offers of vaccines from the WHO-led COVAX initiative.

Adding to the impact on the healthcare system in the DPRK, COVID-19 threatens to worsen food
insecurity. Lockdowns further constrained the population’s ability to obtain food, and there have been
scattered reports of deaths from starvation. In his final report to the UN Human Rights Council in March
2022, Tom& Ojea Quintana, the outgoing UN Special Rapporteur on the situation of human rights in
the DPRK, noted that “prolonged border closures and restrictions on movement in-country have
decimated the market activity that has become essential for the general population to access basic
necessities.” There were reports in late June that restrictions on in-country movement had been relaxed
for the time being.

Furthermore, rainfall in April and May was only 70% of what the country typically receives, with
worrying consequences for the country’s food supply, which is heavily reliant on its summer crops.
Natural disasters have long posed seasonal threats to the DPRK, and a major natural disaster could have
profound economic and humanitarian consequences. In mid-June, there were also official reports of an
unspecified enteric disease in South Hwanghae Province, a key agricultural area. While the details of
this outbreak are unknown, it is likely to exacerbate the country’s food situation. The country’s
agricultural industry is heavily reliant on human labor, and reports suggest that the COVID-19 outbreak
created difficulties with mobilizing enough people to plant crops in May.

In this vein, Resolution 49/22 adopted by the UN Human Rights Council in April 2022 called on the
DPRK in paragraph 30 to “allow international staff to operate in the country so that the international
community can provide assistance based on independent needs assessments, including of vulnerable
populations in detention centres, and a monitoring capacity, consistent with international standards and
humanitarian principles and in accordance with relevant Security Council resolutions.” As noted at the
beginning of this letter, independent assessments of the humanitarian situation in the DPRK could begin
with in-country visits by the Special Rapporteur on the situation of human rights in the DPRK or
representatives of the UN Office of the High Commissioner for Human Rights. Such officials could
also include, for example, the UN Special Rapporteur on the right to food and the UN Special
Rapporteur on the right to health.
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NGO 6

Over time sanctions have made the cost of providing humanitarian aid to the DPRK higher and
higher. NGOs are forced to spend increasingly greater amounts of time and energy navigating the
sanctions regime in order to keep programmes running. Aid budgets are eaten up by administrative
processes in order to stay sanctions compliant, leaving fewer resources available to be spent on
humanitarian needs.

Banking channels are becoming fewer and more difficult to navigate, and NGOs work under a constant
fear that their bank accounts could be frozen or closed. For this reason [NGO 6] do not use [NGO 6°s]
local bank account for any DPRK work.

[NGO 6] don’t have any direct information about the current humanitarian situation in the DPRK. All
[NGO 6’s] projects were paused indefinitely when the COVID-19 induced border closure
started. [NGO 6’s] local partners have said that it is too difficult to send anything by ship or train
currently (and throughout the pandemic) so we have decided to wait until the border reopens before
restarting our work.

The humanitarian exemption approval process is too cumbersome and places too great a burden on
NGOs, so [NGO 6] designed [NGO 6°s] projects to avoid the need to work through the UN system.

Anything to simplify the exemption process would be welcomed.

It would be helpful if the UN sanctions committee could publish a lay language guide in English and
Korean setting out which activities require an exemption and which do not, and what organisations need
to do to obtain a sanctions exemption. The Korean language version should not be written in the “South
Korean” language, but efforts should be made to use “North Korean” language. There is a language
barrier in dealing with the UN system for many people in the Korean diaspora conducting humanitarian
work in the DPRK who do not have a strong command of English.

Exemptions should be expanded to allow for livelihood activities and legitimate business activities. In
the DPRK, many people on the bottom rungs of society have lost their jobs in the garment industry and
other manufacturing industries due to sanctions. These people should be allowed the opportunity to
earn a livelihood. At a garment factory owned and run by people with disabilities, [NGO 6] personally
witnessed the worsening economic circumstances (including food insecurity) which resulted from the
sanctioning of the garment industry in 2017.

Better communication between UN sanctions actors and humanitarian NGOs could enhance mutual
understanding. To be brutally honest, all foreign actors operating in the DPRK whether they are
diplomats, humanitarian agencies, or private NGOs, break sanctions on a small scale all the time. It
would be impossible notto. The sanctions regime has created a climate of fear making people reluctant
to talk about what they do.
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NGO 7

1. The humanitarian situation in the DPRK is characterized by chronic food insecurity and a lack of
access to essential lifesaving services, including quality healthcare, with profound effects on the
most vulnerable people. In addition, the country remains highly susceptible to natural disasters,
including cyclones, floods, and drought, further exacerbating humanitarian needs amongst the most
vulnerable.

The 2021 Humanitarian Response Plan (HRP) for DPRK estimates that 10.6 million people (over
4 out of 10 persons) are in need of humanitarian assistance. Humanitarian operations in the DPRK
are a critical lifeline for millions of people suffering from food insecurity and malnutrition and
lacking access to quality and essential health services, clean water, and sanitation facilities.

The major causes of scaled-back humanitarian assistance by [NGO 7] to the DPRK population
remain the lack of funding, limited access to cash, the physical absence of international staff in the
country and the challenges on importation of certain critical commodities or equipment, all of which
have been exacerbated by the Covid-19 related restrictions imposed by the Government.

1.1  Funding shortfall and lack of cash in country

In 2020, UN agencies in the DPRK mobilized only a third of the total humanitarian requirements.
On average, [NGO 7] requires [figure] each year for its humanitarian interventions but could
only secure less than 50% of funding needs, resulting in a sharp drop in support towards ending
maternal mortality and morbidity in the country.

Since 2006, the DPRK has been subjected to the UN Security Council sanctions (S/RES/1718),
which has become more stringent over the years to cut-off funding for Pyongyang’s ballistic
missile and nuclear tests. The Sanctions Committee has provided an exemption of the DPRK
bank for the UN-related transactions, but the channel has mainly remained ad hoc.

With a dysfunctional international banking channel and no alternative avenues approved for
cash transfers and related transactions, UN ongoing programmes delivery is impacted
negatively, making it highly challenging for timely humanitarian responses. Concurrently, UN
agencies face a unique financial situation due to the dearth of cash in the country to implement
local programme activities and sustain operations. This impasse results in prioritizing select
activities rather than the full-fledged implementation of programmes.
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1-2. Procurement of equipment

UN Sanctions Committee guidelines articulate that single - and dual/multiple-use items
containing metal components must be referred to the 1718 Sanctions Committee for exemption
approvals. [NGO 7] has been diligently following the directives of the Sanctions Committee.
However, a significant proportion of... procurement of health equipment and commodities have
metal components, e.g., copper for intrauterine devices (IUDs). Over the years, the process of
securing exemption approvals for these items has often resulted in delays or cancellation of
related procurements.

Procurement compliance has changed after the 2017 directives, focusing on single and
dual/multiple-use items, which hindered financial support for dual or multiple-use
equipment/instruments. Prior to implementing sanctions on the DPRK, [NGO 7] supported
strengthening health facilities through procurement of equipment for health facilities, especially
patient wards, operating theatres, and maternity rooms. However, given long years of use and
due to the restrictions on single-use, this equipment is now in poor conditions, and [NGO 7] has
not been able to replenish the items, contributing to an adverse health outcome for the health of
women in the DPRK.

Furthermore, UN humanitarian programming requires a strong humanitarian needs overview
substantiated by evidence and data generation, which, in turn, rely on modern IT-related
equipment. For instance, in 2019, [NGO 7] could not support the DPRK census exercise due to
the challenges of getting exemption approvals for the required IT equipment from the 1718
Sanction Committee and the U.S. Department for U.S. patented items, e.g., IT equipment.
Similarly, the time required for processing the exemption approvals was out-of-sync with the
timeline defined by the DPRK government. This delay resulted in the government conducting
the census solely without meeting international standards accordingly.

Although an expedited consideration of specific humanitarian requests has been in effect since
November 2020, [NGO 7] has had limited experience in seeking exemptions due to the border
closure imposed by the DPRK authorities as part of the COVID-19 pandemic response measures,
resulting in subsequent paralysis of imports - however with one exception in August 2021 for
already-procured life-saving commaodities.

2. The significant scale-back of humanitarian support in agriculture, nutrition, water and sanitation,
health, and the socio-economic impacts of the COVID-19 pandemic, combined with the strict
preventive measures and in-country mobility restrictions put in place by the Government, is having
reverberating effects on the scarce humanitarian interventions.

For the health sector, [entities including NGO 7] are dealing with substantial demurrage charges due
to the extended quarantine period to import critical life-saving commodities and equipment stuck in
[one of the bordering Member States] for over a year. As a result, the country experienced a stock-
out of all essential life-saving medical supplies, including sexual and reproductive health (SRH)
medicines, child immunization vaccines, and other health-related commodities. This situation
adversely impacts the UN's capacity to address the humanitarian needs in the DPRK while the country
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continues to claim zero cases of COVID-19 since the pandemic outbreak and has rejected two offers
from COVAX for the supply of vaccines.

This situation means that those in need of assistance have not received the necessary support from
the UN. To the extent possible, the continuation of the delivery of life-saving assistance, including
the provision of medical goods and supplies, has relied mainly on prepositioned stocks in-country. In
the case of [NGO 7], the prepositioned stock of oxytocin, which is critical in averting maternal
morbidity and mortality, lasted until mid-July 2021.

In July/August 2021, the DPRK government allowed some UN shipments for life-saving
commaodities to enter the country.

For the rest of the orders with running shelf life, [NGO 7] had to cancel some orders where possible
(contraceptives, pharmaceuticals, and emergency Kkits) and diverted a majority of the orders to other
countries that could make good use of the products (pharmaceuticals, medical devices, vehicles, and
so on). In addition, [NGO 7] had to utilize funds to cover some of the costs of the diverted products.

3. As mentioned above, COVID-19 related restrictions in the DPRK, especially the closure of the
international borders since January 2020 and the progressive departure of UN international staff
members until March 2021, have hampered humanitarian operations on the ground. [NGO 7]
international staff are still unable to return to the DPRK, and humanitarian supplies could not enter
the country for over a year until the government’s communication in August 2021, when a one-off
approval was granted. Furthermore, there is still no clarity on whether the resumption of regular
trans-shipments would continue, and [NGO 7] is awaiting a response from the government to this

query.

Despite repeated requests by [NGO 7] to the MoFA counterparts, there has been no indication DPRK
authorities will grant additional exemptions to import life-saving commodities. [NGO 7] has,
therefore, decided to suspend any further procurement of supplies to the DPRK until the DPRK
government provides a formal authorization.

As a result of the COVID-19 related restrictions, all international [NGO 7] staff members have
worked remotely outside of the DPRK. The physical absence of international staff members in the
country and other restrictions of internal mobility have posed challenges to programme
implementation and field-based monitoring. On the programmatic front, significant activities related
to the evaluation of the SRH strategy and development of the new SRH strategy, upscaling of the
undergraduate midwifery education, and evaluation of the undergraduate course in demography that
needed international facilitation was deferred. In addition, [NGO 7] postponed capacity-building
activities related to family planning, urban SRH strategy development, and strengthening of the health
logistics systems.

[NGO 7] had to prioritize activities and factor in the depleting in-country cash. As a result, local

activities were kept to a minimum in 2020, and innovative ways were explored to pursue the mandate
in 2021.

22-12274 363/370



$/2022/668

[NGO 7] had proposed conducting an extensive social, economic, and demographic health survey
(SDHS) in 2021. Resource mobilization efforts were underway when the COVID-19 restrictions were
imposed. However, the efforts are now stalled due to the uncertainties of a return to normal operations
in the country.

In-country mobility restrictions are still in place and have limited the UN national secondees from
undertaking field monitoring visits. Consequently, the data provided by the Central Bureau of
Statistics on administrative statistics related to the utilization of services and quality of services
rendered during the clients’ interaction with the health providers are hard to verify and validate.
This also applies to the distribution of the pre-positioned life-saving supplies where validation and
reconciliation have not been possible.

On the other hand, despite these restrictions, programmatically, the [NGO 7] has managed to roll out
SRH and population and development-related capacity-building initiatives to ensure maximum
impact and cost-effectiveness. For example, online capacity-building workshops were initiated
throughout the year in priority regions of the programme, including developing and updating essential
Sexual and Reproductive Health and Population Dynamics manuals/guidelines. Similarly, remote
monitoring of capacity-building initiatives has been undertaken through video recording, pre and
post-test assessments, documentation, and feedback from the participants (an innovation in the
DPRK).

Exceptional clearance for the participation of national secondees has been provided by the DPRK
government. The clearance - to an extent - helped in fulfilling the basic requirements of monitoring
during the training sessions. However, the DPRK government has expressed appreciation for the
continuous supply of pre-positioned lifesaving SRH medicines and the introduction of online-based
training.

[NGO 7] appreciates the 1718 Sanctions Committee for reducing the turnaround time for exemption
approvals and increasing the validity period of those exemptions. Flexibility in considering cases on
a one-to-one basis is also highly appreciated.

To facilitate and strengthen the presence of UN agencies on the ground, it is nevertheless imperative
to establish a viable banking channel for funds to be transferred to the DPRK to enable the UN
agencies to implement their respective programmes and respond to emerging humanitarian needs.

Since early 2021, all UN agencies operating in Pyongyang have had to stop paying the salaries of
their national staff, fuel, and all office expenses, due to the shortage of cash in the country. They are
accruing debts of several hundred thousand dollars to the government.

In addition to the dysfunctional banking channel, UN agencies have to approach the 1718 Sanctions
Committee for items containing metal components, given the clause related to single/multiple-use.
Until the exemptions are received, the procurement process cannot be initiated despite the fast-
tracking process adopted by the Committee. Therefore, consideration for a waiver or a blanket
approval of approved standardized SRH, Inter-Agency Reproductive Health Kits (emergency Kits),
and other medical kits that the inter-agency task force has cleared at UN HQs would ensure better
cost-efficiency and more flexibility for UN agencies to respond to humanitarian needs.
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Given the nature of the interactions between humanitarian and development nexus, consideration of
development activities that have a bearing on humanitarian programming could enable pursuing
programmes more holistically. For example, there is a need to strengthen the statistical capacities of
the statistical institutions. Furthermore, with the advancement in Information Technology (IT), there
is a need to upgrade the hardware and software for these institutions to collect, compile, process, and
disseminate data for humanitarian and development programming. Therefore, strategic exemption
with a broader consideration for humanitarian and development nexus would facilitate the efforts of
the UN agencies in fast-tracking programmatic initiatives for achieving the 2030 agenda in the unique
context.

The broader context of the humanitarian-development nexus and its implications on programming

needs further exploration from the perspective of the 2030 Agenda so that bilateral partners and the
donor community are not restricted exclusively to supporting humanitarian initiatives.
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Annex 71:

COVID-19 related imports of DPRK 2020-2021

*yellow highlighted are items that are restricted from being imported to the DPRK

* Data based on partner reported data /

ITC Trade Map

Unit : USD thousand

Code Product label VID-19 related Imported value Imported value in 2021
220710 |Undenatured ethyl alcohol, of actual alcoholic strength of 80% Alcohol solution 0|
220890 |Ethylalcohol of analcoholic strength of 80% Alcohol solution 81] 21
2847 Hydrogen peroxide, whether or not solidified with urea Hydrogen peroxide in bulk 5 0|
290512 |Propan-1-ol, propan-2-ol Propyl alcohol, isopropyl alcohol 2 0|
291821 |Balicylic acid and its salts Salicylic acid and its salts 1 21
300490 |Medicaments consisting of mixed or unmixed products for therapeutic or prophylactic purposes, put up in measured doses Hydrogen peroxide presented as a medicant 15088] 9193
SIRED Adhesive dre.ssings ar.ld other articles ha\{ingan adhesive layer, impregnated or covered with pharmaceutical substances or put up for retail Surgical tape and transparent adhesive plaster @ o

sale for medical, surgical, dental or veterinary purposes
0500 Wadding, gauze, I.)andages anthe like, (.e.g. dressings, adhe.sive plasters, poultices, impregnated or covered with pharmaceutical substances Wadding, gauze, bandages etc = 2
or put up for retail sale for medical, surgical, dental or veterinary purposes
310111 Soap and organic.surface—adive products and prepa.mtions, in the form of bars, .cakes, n':oulded p.ieces or shapes, and paper, wadding, felt G, by o 173 54
and nonwovens, impregnated, coated or covered with soap or detergent, for toilet use, incl. medicated products
340120 |Soap in the form of flakes, granules, powder, paste or in aqueous solution Soap, liquid or powder form 1300 4435
EED QOrganic sl:lrfacefactive products and preparations for washing the skin, in the form of liquid or cream and put up for retail sale, whether or Liquid or cream hand or skin washes o 3
not containing soap
380894 |Disinfectants, put up in forms or packings for retail sale or as preparations or articles Hand sanitizer and other disinfectant preparations 42| 18]
3807 Diagnos.tic or laboratory reag.e.nts ona backingand. prepared diagnostic or laboratory reagents whether or not on a backing, other than those Test kits 6601 353
of heading 3002 or 3006 certified reference materials
3821 Prepared culture media for the development or maintenance of micro-organisms “incl. viruses and the like" or of plant, human or animal cells|Swab and Viral transport medium set 7 0|
392329 |Sacks and bags, incl. cones, of plastics {excluding those of polymers of ethylene) Plastic hazardous waste disposal bags 231 0|
392620 |Articles Of Apparel And Clothing Accessories (including Gloves, Mittens, And Mitts), others, of plastics Plastic gloves 280 3|
392690 |Articles of plastics and articles of other materials of heading 3901 to 3914 Plastic face shields, urine bags, body bags, tents 1844 177
401519 |Gloves other than surgical, of rubber Other rubber gloves 57 88|
401590 |Articles of apparel and clothing accessories, for all purposes, of vulcanised rubber Protective unisex garments 55 0|
181890 Tc.vilel paper and s.imilar paper, cellulos.e wadding or webs of ctlellu lose fibtes, c.)f akind used for household or sanitary purposes, in rolls of a Foprar orzels, bt amyem, ey beddines 357 o
width not exceeding 36 cm, or cut to size or shape; handkerchiefs, cleansing tissues, towels, table cloths.
5603 Nonwovens, whether or not impregnated, coated, covered or laminated Absorbent pads 643 431
611610 |Gloves, mittens and mitts, impregnated, coated, covered or laminated with plastics or rubber Knitted gloves impregnated with plastic or rubber 599 360
621010 |Garments, Made-up Of Fabrics Of Felts And Nonwovens Protective garments for surgical/medical use 309 0|
630622 |Tents of syntheticfibres Synthetic fibres tents 2 0|
630629 |Tents of textile materials Textile material tents 0] 12
630790 |Made-up articles of textile materials, incl dress patterns, n.e.s. Textile face-masks, single use drapes 461} 362
6505 Hats and other headgear, knitted or crocheted, or made up from lace, felt or other textile Disposable hair nets 38| 0
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*yellow highlighted are items that are restricted from being imported to the DPRK

COVID-19 reda imiported valus in 2020 Imported value in 2021

AOL | boamory, bygesk or pharmacocanical g bsssars, wiverboer o now madvaced o callbioed Laboratery, yghenle o pramnaceutical glasmaa e ! u
H11314 | Parps for liqu s, froeed or cesigned ©o be frees with o measuring desdos Infuisiadr pLIrngss hE! 1]
EF0E Felston s i ard il i snnct e eenliie e pa Ik b igped Din His Diamsgnal al peoasm Pl bk ey e | ny
AN et les, ol el thes Bee, osrechee, proisc e o ather Froste i wpsr arkoe and poggihee LB 1
=011l | kiocero candiagraphs Elzctro zmliogrash & u
OTRTY | I sizanming | ppsr sl LUl vz lines 150 ]
e KU W =y werib arwitheot need ks csed in redas] airneal, dentslar seberimsy sresces Srimpms vatth o asthoant nesdles 44 a1
=01832 | lubular pecal reedies and needies far saoarcs, used in mcdical, suralcal, dental of vercrinary scences Tubabar roztal necdles and oo ks for sutu s i Y
w10 [ Mesdles, sathetsrs, cansobie and the ks csed momedesl sormial, densal arceternmare soisnces Fazal pramgs and codbeder 4y ihd
018U | Inseramess and appliaces usod o medical, su gl oF SCR iy SCeices, Laryngoscopes, Magil i banoin foocps ot 24 EE
o100 'ﬁlrl.ln::lll. Tty s Chierapsy, ameicecd Chasra oy, an bl Lesgs oal oathi 1 heara g U iz R @ alica, paila i o oosa ko P — el n
[ESTI]
ki) wither brest hing applances and pos macks, secludieg pretect e masks hawing sether meckancal s nor replacea ble filkees Loy rmasks 1 1]
SO S I | T Mo e and ovromerers, not combinec with ather instrancis Infrared and cigkal Thermomercers 134 1b
AR [Pt inseis 1o appsrioe D nesscring o cheing varialles ol lapils s e Flevweinutsn, Uien s il Do cooggmn 9151 X n
S |In:trl.|n'-c'1':-andup|:~: ratus for phesical or che mizal anabes s Uliamnostic best instrumerds and apparatos 1.1 A
ERarE ] |H|.|uil. et s, il calibig Mt 1henehor E i i i clidje ool 0 HE- |
Oz ]ﬂpﬂr-liua_l-lll-h-. wmrminal ki Dbk o sl e medies?dsatal, suegival ar ved srinsrg lonnilons Fadpclizl zn sangie al lurninre 77 |
| 1AL ] 101

Source : ITC Trade Map, annotated by the Panel
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Annex 72: Consolidated list of Recommendations

368/370

Maritime
On re-configured cargo ships illicitly importing oil cargo

The Panel recommends maritime authorities of Member States be aware of
the DPRK’s deceptive practice of re-configuring its cargo ships to carry
refined petroleum and conduct the necessary ship inspections when DPRK
cargo ships call at their port / port areas. Relevant maritime actors should
further take appropriate preventive measures to guard against potential
illicit oil procurement in such a manner.

The Panel recommends that Member States disseminate to ship repair yards
and associated ship brokers this deceptive practice and the risk of their
facilitation role in the event such cargo ships are exported to the DPRK.

On vessel identity tampering and AIS manipulation

The Panel reiterates that Member States and ship registries add to their ship

circulars information pertaining to detected cases of vessel identity

laundering or tampering and ensure wide dissemination. Such information

would include:

* Identifiers of ships in their registry that have transmitted cover identities

* Identifiers of ships in their registry that may have had their identifiers
exploited by other vessels

* Names of ship registrants whose vessels have transmitted fraudulent
identifiers

The Panel reiterates that flag States should possess the requisite tools

available to identify and investigate suspected fraudulent use of the MMSI

where it is detected and share the results of their investigation with other

maritime authorities, as well as with the Panel.

On addressing the DPRK s vessels acquisition

The Panel recommends to flag registries that for Single Delivery Voyages,
checks are put in place on full AIS monitoring, vessel checks to confirm
conformity to restricted conditions of sail, and additional verification checks
on the vessel’s delivery with recipient.

The Panel recommends that Member States encourage sellers to verify
information including, but not limited to, the final destination and end-users
(owner and charterer) of the vessel, the identity of related broker(s), and
previous records of transactions.

The Panel recommends that Member States encourage sellers to obtain a
Statement of Confirmation upon vessel sale from buyers that assures the
vessel will not be transferred in any way to the DPRK or to anyone affiliated
with the DPRK, that the buyer will not facilitate any DPRK sanctions
violations, and that the buyer shall be responsible if /when such a case arises.
The Panel recommends that Member States encourage sellers, buyers and
brokers to report to their respective authorities following vessel transfer
should any information regarding the vessel’s potential violation of Security
Council resolutions come to light.
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10.

11.

12.

13.

14.

15.

16.

17.
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Trade and Customs

The Panel recommends that appropriate measures be taken by the
International Organization for Standardization and Member States to
prevent erroneous usage of country codes for the DPRK and the Republic of
Korea (KP and KR, respectively).

The Panel recommends that Member States streamline their export and
import control lists, using as supportive material the informal list of
prohibited commodities.

The Panel recommends that customs authorities of Member States use the
above-mentioned list to inform trading agents in their jurisdictions for due
diligence purposes, in particular when dealing with such commodities in the
vicinity of sanctioned jurisdictions.

The Panel recommends, with regards to the Member States requiring
assistance with the issue of the sectoral ban, that the Committee consider
information outreach.

Implementation of Luxury Goods Ban

The Panel reiterates its recommendations that Member States consider

updating their export control lists to reflect their lists of prohibited luxury
goods in a manner consistent with the objectives of Security Council
resolutions 1718 (2006), 1874 (2009), 2094 (2013), 2270 (2016) and 2321
(2016), avoiding unnecessary broadening of their scope in order not to
restrict the supply of unprohibited goods to the civilian population or have a
negative humanitarian impact once trade restarts.
The Panel reiterates its recommendation that Member States encourage their
business entities and nationals exporting luxury goods to include a
contractual provision to prevent transshipment to the Democratic People’s
Republic of Korea.

Finance

The Panel recommends Member States advise relevant national actors,
including financial institutions, businesses, and VASPs, to adopt appropriate
education, training, information sharing, and advisory materials for
individuals across all levels of the workforce, from executives to part-time
employees.

The Panel recommends that Member State agencies, as well as financial
institutions, businesses, and VASPs devote appropriate attention to increased
cyber hygiene by requiring of all crypto users attempting access to a
cryptocurrency exchange set a higher default threshold, such as a two-factor
authentication of transaction.

The Panel recommends that any entity suffering a cyber-attack report this
to and engage with the proper legal authorities as soon as possible, issue a
public announcement of the incident, and engage with agencies relevant to
the event including blockchain analysis firms, in order to increase the
prospects for recovery of some stolen assets.

369/370



$/2022/668

18.

19.

20.

21.

22.

23.

24,

25.
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The Panel recommends that Member States consider legislation or
establishing directives for cyber companies to enforce “know your customer”
protocols and to tighten procedures for VASP registration.

The Panel recommends the Member States strengthen cooperation, facilitate
dialogue and enhance information-sharing in order to address the growing
intelligence and financial threat of cybercrime.

The Panel recommends that Member States implement as soon as possible
the Financial Action Task Force (FATF) guidance on virtual assets, which
seeks to prevent financing of WMD proliferation by placing anti-money
laundering and counter-terrorism financing requirements on these assets
and VASPs.

Unintended Impact of Sanctions

The Panel reiterates its recommendations that the Committee consider more
active outreach with civil society providing humanitarian assistance to the
DPRK to help substantiate its future decision-making and to better
understand the humanitarian situation.

The Panel notes the recent arrangements for transferring funds to UN
humanitarian organisations in DPRK but reiterates the urgency of re-
establishing a more durable banking channel.

The Panel highly values the biannual briefings by the relevant United
Nations agencies on the unintended impact of sanctions and recommends
that the Committee continue this practice.

The Panel recommends that the Security Council continue
to address issues and processes that mitigate the potential unintended
adverse impact of sanctions on the civilian population of the Democratic
People’s Republic of Korea and on humanitarian aid operations to benefit
the country’s vulnerable population and overcome the consequences of the
COVID-19 pandemic.

The Panel recommends that the Committee and other relevant stakeholders
consider the idea of exempting selected exports currently under sanctions,
the proceeds of which might be used to finance humanitarian supplies.
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