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  安全理事会主席的说明 

 安全理事会第 2627(2022)号决议第 2 段请第 1874(2009)号决议所设专家小组

向安理会提交一份载有结论和建议的中期报告。根据这一要求，安理会主席谨此

分发专家小组提交的报告(见附件)。 

  

https://undocs.org/ch/S/RES/2627(2022)
https://undocs.org/ch/S/RES/1874(2009)
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附件 

  2022 年 9 月 2 日第 1874(2009)号决议所设专家小组给安全理事会主席

的信 

 安全理事会第 1874(2009)号决议所设专家小组谨根据安理会第 2627(2022)号

决议第 2 段转递关于专家小组工作的中期报告。 

 该报告于 2022年 8月 3日提交安全理事会第 1718(2006)号决议所设委员会，

委员会于 2022 年 8 月 26 日审议了该报告。 

 请提请安全理事会成员注意本信和所附报告并将其作为安理会文件分发为荷。 

 

安全理事会第 1874(2009)号决议 

所设专家小组 

  

https://undocs.org/ch/S/RES/1874(2009)
https://undocs.org/ch/S/RES/1874(2009)
https://undocs.org/ch/S/RES/2627(2022)
https://undocs.org/ch/S/RES/1718(2006)
https://undocs.org/ch/S/RES/1874(2009)
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附文 

  2022 年 8 月 3 日第 1874(2009)号决议所设专家小组给安全理事会第 1718(2006)号

决议所设委员会主席的信 

 安全理事会第 1874(2009)号决议所设专家小组谨根据安理会第 2627(2022)号

决议第 2 段转递关于专家小组工作的中期报告。 

 请提请安全理事会第 1718(2006)号决议所设委员会成员注意本信和所附报

告为荷。 

 

安全理事会第 1874(2009)号决议 

所设专家小组 

  

https://undocs.org/ch/S/RES/1874(2009)
https://undocs.org/ch/S/RES/1718(2006)
https://undocs.org/ch/S/RES/1874(2009)
https://undocs.org/ch/S/RES/2627(2022)
https://undocs.org/ch/S/RES/1718(2006)
https://undocs.org/ch/S/RES/1874(2009)
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 摘要 

 本报告所述期间，朝鲜民主主义人民共和国在其核试验场进行了准备，但没

有试验核装置。2022 年上半年，该国继续加速推进导弹计划(始于 2021 年 9 月)，

发射了 31 枚结合弹道和制导技术的导弹，其中包括 6 次洲际弹道导弹试验、2 枚

明确称为弹道武器的导弹，公然违反了联合国的制裁。此外，朝鲜民主主义人民

共和国声称已推进其“战术核武器”的发展。 

 该国为应对冠状病毒病(COVID-19)而实施的封锁放松了一些，因此 2022 年

初出现了跨境铁路运输。然而，据报该国在 4 月和 5 月暴发 COVID-19 疫情，因

此再次对跨境流动实施严格限制。 

 非法进口石油和出口煤炭的情况继续发生。虽然专家小组收到了关于新的石

油进口方法的报告，并对新的船只进行了调查，但总体而言，同样这些实体、网

络和船只继续我行我素，不受阻碍，使用同样的方法在同样的地点逃避制裁。混

淆所有权结构和滥用自动识别系统的情况仍然存在，朝鲜民主主义人民共和国的

船队继续获取船只。 

 调查表明，该国的网络活动仍在继续，2022 年发生了两次重大黑客攻击，其

中至少一次是朝鲜民主主义人民共和国行为体所为，造成价值数亿美元的加密资

产被盗。其他网络活动仍在继续，这些活动的重点是窃取信息和以更传统的手段

获取对该国开展被禁计划、包括大规模毁灭性武器计划有价值的信息和材料。 

 据联合国机构报告，该国持续的人道主义危机可能因 COVID-19 疫情而加

剧。要准确评估这场危机的严重程度，以及联合国制裁的影响在其中产生的相对

作用，对包括专家小组在内的所有各方而言都极具挑战性。但毋庸置疑的是，联

合国制裁无意中对人道主义局势产生了影响。 

 专家小组继续感谢那些建设性地支持专家小组执行任务的会员国，并鼓励那

些还可以做得更多的会员国也给予同样的支持。 
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 一. 导言 

1. 安全理事会第 2627(2022)号决议第 2 段请第 1874(2009)号决议所设专家小组

向安全理事会第 1718(2006)号决议所设委员会提交一份载有专家小组调查结果和

建议的中期报告。本报告所述期间为 2022 年 1 月 29 日至 7 月 27 日。 

 二. 近期与核计划和弹道导弹计划有关的活动 

  核 

2. 朝鲜民主主义人民共和国继续发展在宁边场址生产核裂变材料的能力。专家

小组注意到，该国于 2022 年 3 月在丰溪里核试验场 3 号隧道(又称南门)入口重新

开挖，并重建了 2018 年 5 月拆除的辅助建筑物。国际原子能机构总干事 2022 年

6 月 6 日表示，“我们观察到的迹象表明，其中一个坑道已重新打开，可能是为

了准备进行核试验”(见附件 1)。 

3. 朝鲜劳动党中央政治局于 2022 年 1 月宣布，将“迅速审查重启所有暂停活

动的问题”，暗示可能重启核试验和洲际弹道导弹试验。丰溪里核试验场的工程

为进一步进行核试验以发展核武器铺平道路，这是 2021 年 1 月朝鲜劳动党第八

次代表大会提出的一个目标(见附件 2)。 

  丰溪里试验场(见附件 3) 

4. 朝鲜民主主义人民共和国重新启用了 2018 年 5 月拆除的核试验基础设施，

包括试验隧道和辅助建筑物(见图一至三)。专家小组观察到，3 号隧道的一个二级

入口周围进行了重新开挖活动，该入口即使在拆除过程之后仍然看似相对完好

(见图四)。卫星图像分析显示，从 2022 年 2 月中旬开始，这个二级入口周围的车

道数量增加，随后在 3 月初，入口附近又新建了一个建筑物。大约在同时，还发

现了一堆木材，可能是用于建造隧道结构。1 专家小组证实了某智库对一个方形

结构的观察，该结构看似一个隧道入口，在 3 月底已明显可见。2 同时还观察到

入口周围开挖隧道所产生的土堆。3 

5. 2022 年 4 月和 5 月，在新隧道入口附近和主要管理区观察到正在紧张修建

辅助建筑物。卫星图像显示，自 4 月底以来，可能有电缆从隧道入口通往一个可

能的压缩机/泵房。专家小组和专家小组咨询的几位专家评估认为，这些电缆有几

种可能的用途，包括通风、供电和通信。据一个会员国称，侦测到核引爆装置试

验，但专家小组无法确定试验日期和地点。截至 6 月初，有两个会员国评估认为，

核试验准备工作已进入最后阶段。 

__________________ 

 1 根据专家小组咨询的一名外部专家提供的资料。 

 2 见 https://opennuclear.org/publication/developments-dprks-punggye-ri-nuclear-test-site-december-2021。 

 3 见 www.38north.org/2022/03/punggye-ri-nuclear-test-site-probably-spoil-at-the-south-portal。 

https://undocs.org/ch/S/RES/2627(2022)
https://undocs.org/ch/S/RES/1874(2009)
https://undocs.org/ch/S/RES/1718(2006)
https://opennuclear.org/publication/developments-dprks-punggye-ri-nuclear-test-site-december-2021
http://www.38north.org/2022/03/punggye-ri-nuclear-test-site-probably-spoil-at-the-south-portal
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6. 专家小组的分析映证了关于 2022 年 6 月中旬 4 号隧道(又称西门)附近筑路

活动的报告。4 

  图一 

  丰溪里核试验区(3 号隧道，北纬 41°16′35″、东经 129°05′18″) 

 

资料来源：Google Earth Pro，2018 年 10 月 12 日。 

  图二 

  各入口和主要管理区近观(北纬 41°16′41″、东经 129°05′16″) 

 
资料来源：Google Earth Pro，2018 年 10 月 12 日。 

  

__________________ 

 4 见 https://beyondparallel.csis.org/new-activity-at-punggye-ri-tunnel-no-4。 

https://beyondparallel.csis.org/new-activity-at-punggye-ri-tunnel-no-4
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  图三 

  3 号隧道先前(2018 年 5 月)和最近的图像(北纬 41°16′35″、东经 129°05′18″) 

 

资料来源：Planet Labs，2018 年 5 月 31 日和 2022 年 5 月 17 日。 
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  图四 

  2018 年 5 月 24 日拆除 3 号隧道(北纬 41°16′35″、东经 129°05′18″) 

 

资料来源：Planet Labs，2018 年 5 月 19 日和 2018 年 5 月 31 日；Sky News。 

  宁边场址 

7. 专家小组没有观察到轻水反应堆场址有任何重大活动，尽管自 2022 年 3 月

以来在反应堆以南区域修建了两个新建筑物。这些建筑物的用途不明(见附件 4)。5 

__________________ 

 5 S/2022/132，第 3 段和附件 3。 

https://undocs.org/ch/S/2022/132
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8. 一个会员国评估认为，5 兆瓦(电)反应堆还在运行。卫星图像显示，自 2021

年 7 月以来，反应堆持续排放冷却水。6 观察到反应堆周围有车辆，包括一辆蓝

色卡车，很可能是二氧化碳罐车(见附件 5)。 

9. 据一个会员国所述，持续观察到从 50 兆瓦(电)场址运走建筑材料。2022 年 4

月至 7 月的卫星图像显示，反应堆建筑物之一的屋顶被拆除。2022 年 5 月，某智

库报告了建造“连接 50 兆瓦(电)反应堆二次冷却回路”的情况。7 专家小组证实

了这一活动，但需要进一步监测以评估其目的(见附件 6)。 

10. 专家小组的观察图像显示了自 2022年 3 月以来放射化学实验室的车辆活动。

国际原子能机构总干事 2022 年 6 月 6 日表示，有迹象表明，该实验室的活动与

废物处理或维修活动一致。8 专家小组还观察到热电厂冒出零星烟雾，但冒烟意

味着什么仍不清楚(见附件 7)。9 

11. 宁边离心浓缩设施附近的建造活动看似已经完成。10 2022 年 4 月至 5 月，

观察到二氧化铀生产厂房冒出汽羽，这可能表明正在继续生产核裂变材料(见附

件 8)。 

  平山铀矿和浓缩厂 

12. 平山铀矿和浓缩厂仍在运营。专家小组观察到，其中一个矿场的尾矿堆和浓

缩厂南面尾矿池中的固体废物堆有所增大。观察到浓缩厂经常有轨车活动(见附件 9)。 

  其他场址 

13. 专家小组观察到，降仙11 (据称是一个秘密铀浓缩设施)周围不断有车辆活

动，但没有发现其他重大活动(见附件 10)。专家小组观察到，在 Yongdoktong 主

要储存区以西约 3 公里和以南约 3 公里的两个山谷中有持续不断的挖掘活动，据

信此地被用于朝鲜民主主义人民共和国的核武器开发计划，包括被用作核武器储

存设施(见附件 11)。12 

  技术无形转让和朝鲜民主主义人民共和国相关大学的活动 

14. 专家小组继续调查涉及朝鲜民主主义人民共和国科学工作人员的技术无形

转让活动，特别是第 2321(2016)号决议第 11 段所涵盖的活动领域。一个会员国

__________________ 

 6 同上，第 4 段和附件第 4 段。 

 7 见 www.armscontrolwonk.com/archive/1215802/new-construction-at-yongbyon。 

 8 专家小组咨询的一名外部专家也认为，这些活动可能与废物处理和维修有关，2022 年 3 月不

大可能已在进行再处理活动。 

 9 S/2021/777，第 5 段和附件 5。 

 10 S/2022/132，第 7 段和附件 7。 

 11 S/2021/777，第 9 段和附件 10。 

 12 同上，第 10 段和附件 11；S/2022/132，第 12 段和附件 11。 

https://undocs.org/ch/S/RES/2321(2016)
http://www.armscontrolwonk.com/archive/1215802/new-construction-at-yongbyon
https://undocs.org/ch/S/2021/777
https://undocs.org/ch/S/2022/132
https://undocs.org/ch/S/2021/777
https://undocs.org/ch/S/2022/132
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告知专家小组，有朝鲜民主主义人民共和国在外留学生奉军事组织以及负责科学、

技术和经济的政府部门的命令，将信息发回该国。 

15. 专家小组继续调查平壤科技大学与外国大学之间的学术交流。13 专家小组向

2016 年以来平壤科技大学派送哲学博士生、硕士生和联合研究项目学生就读的七

所外国大学和研究机构发出了询问。就读大不列颠及北爱尔兰联合王国一所大学

的两名学生计划在 2023-2024 年完成博士学位，两人的研究属于“医学研究的规

定范围”。就读瑞典一所大学的两名博士生分别于 2019 年和 2020 年完成了生命

科学研究课程。关于就读中国两所大学和一个研究所的学生，中国答复说，“中

国对朝鲜在华留学生学习的课程实行严格控制，采取必要措施确保不触及决议禁

止的敏感领域和信息”(见附件 12)。专家小组在等待其余机构的答复。 

16. 专家小组调查了金策工业综合大学与吉隆坡的国际全球系统(马来西亚)私人

有限公司和国际黄金服务(马来西亚)私人有限公司之间的技术交流。这两家公司

看似泛系统私人有限公司(又称 Glocom)的幌子公司。14 马来西亚表示，这些公司

分别于 2011 年 7 月和 2014 年 2 月停业，2019 年 1 月和 2018 年 6 月解散。该国

还解释说，“马来西亚当局不了解[金策工业综合大学]与[这些公司]之间可能存

在的涉及[朝鲜民主主义人民共和国]核计划的任何技术交流”，并确认“目前没

有[朝鲜民主主义人民共和国]国民在马来西亚居住/工作”。专家小组在等待关于

为这些公司工作的朝鲜民主主义人民共和国国民的进一步资料(见“禁运”一节

第 108 段)。 

  弹道导弹 

17. 自 2022 年初以来，弹道导弹计划继续加速，15、16 无论是弹道导弹试验本身

还是朝鲜民主主义人民共和国有关这些试验的宣传战略，都达到了前所未有的强

度、多样性和运用能力(见图五至十八和表 1)。 

  

__________________ 

 13 S/2022/132，第 14 段和附件 13 至 16。 

 14 同上，第 15 段和附件 17。 

 15 此前报告了截至 1 月 17 日的情况(S/2022/132，第 17 段)。 

 16 两名专家认为，没有足够的证据可确定本段所述朝鲜民主主义人民共和国发射的射弹的性质和

所用技术。 

https://undocs.org/ch/S/2022/132
https://undocs.org/ch/S/2022/132
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  图五 

  2019 年 5 月 5 日至 2022 年 7 月 27 日期间发射弹道导弹或综合弹道与制导技术

的导弹的情况17 

 

资料来源：专家小组。 

__________________ 

 17 自 2018 年以来，所试验的弹道导弹中有 86%使用固体推进剂发动机，14%使用液体推进剂。

其中 82%为短程弹道导弹，4%为潜射弹道导弹，5%为中程弹道导弹/中远程弹道导弹，8%为

洲际弹道导弹。所有液体推进剂弹道导弹中约有 90%是在 2022 年发射的。 
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18. 最近两个最重要的发展情况(朝鲜民主主义人民共和国也强调)，一是洲际弹

道导弹计划迅速和明显加快，18 二是据称战术核运用能力的发展新近涉及短程弹

道导弹计划。19  

19. 这一趋势完全契合 2021 年 1 月金正恩在朝鲜劳动党第八次代表大会上的讲

话中概述的朝鲜民主主义人民共和国武器计划的战略势头，20 也完全契合 2022

年 4 月 25 日阅兵等活动(见第 22 段和图七至十八)以及 3 月 24 日洲际弹道导弹

试射报道(见表 1 和附件 17)中展示的宣传战略。 

20. 根据若干会员国提供的资料，专家小组确定了以下具体运用和技术成就： 

 (a) 优化固体和液体推进导弹系统的战备状态(S/2022/132，第 19 和 25 段及

附件 20 和 21)，具体做法是： 

 ㈠ 在弹道导弹助推器中使用液体推进剂“安瓿”或固体推进剂发动机(见

附件 14、15 和 18，以及 S/2022/132，第 23 和 24 段及附件 22 和 24)； 

 ㈡ 增强使用轮式、履带式和铁路运输竖起发射装置系统的导弹系统以及潜

艇的多样性、机动性和复原力(见附件 14 和 20，以及 S/2022/132，第 19、20

和 22 段及附件 20 至 24)； 

 ㈢ 改进液体推进剂发动机的效率，例如 RD-250 发动机产生的效率；21、22 

 (b) 各种创新，包括试验新的运载系统，如火星-17 超大型洲际弹道导弹(见

附件 16、16.1 和 17)，这种导弹带有更大的弹头，表明其作战目标是部署多弹头

再入飞行器(或多弹头分导再入飞行器)。23 使用弹道导弹助推器的“高超音速飞

行器”和可操纵再入飞行器，需要掌握材料、微型化、信号传输和制导系统等科

__________________ 

 18 见附件 13.1，表 1。 

 19 见附件 13.2，表 1；《朝鲜之声》，2022 年 4 月 17 日：“在党中央的特别关心下开发的新型战

术制导武器系统，在飞跃提高前线远程炮兵部队的火力打击能力、加强[朝鲜民主主义人民共

和国]战术核运用的效力以及火力任务多样化方面具有重要意义”。 

 20 见附件 13.3。五个战略军事目标正在逐步实现(S/2022/132，第 18 段)。 

 21 RD-250 用于火星-12 型远程弹道导弹(见附件 15)和火星-8 型高超音速导弹，以及火星-14 型、

火星-15 型洲际弹道导弹，可能还用于火星-17 型洲际弹道导弹(见附件 16、17、19 和 21，以

及 S/2022/132，第 20 段，图四至七及附件 20、22 和 24)。 

 22 据一个会员国所述，RD-250 液体推进剂发动机在“自卫·2021”展览会上展出，这证实了专

家小组自 2017 年以来的分析(S/2022/132，图五和附件 10；S/2021/211，附件 10；S/2018/171，

第 14 和 15 段)。该发动机于 2016/2017 年在西海卫星发射中心的静态试验中公开展示，并作

为火星-12 和火星 14 上的单喷嘴半发动机(40 吨推力)进行了飞行试验。该发动机还在火星-15

型洲际弹道导弹上用作 80 吨推力的双喷嘴发动机。新的火星-17 使用一对带有四个喷嘴的 RD-

250 发动机，为发射重量超过 110 吨的导弹提供所需的推力。 

 23 S/2021/211，附件 10。 

https://undocs.org/ch/S/2022/132
https://undocs.org/ch/S/2022/132
https://undocs.org/ch/S/2022/132
https://undocs.org/ch/S/2022/132
https://undocs.org/ch/S/2022/132
https://undocs.org/ch/S/2022/132
https://undocs.org/ch/S/2021/211
https://undocs.org/ch/S/2018/171
https://undocs.org/ch/S/2021/211
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学和技术。24 必须掌握这些科技，才能制造这种新的短程弹道导弹(见附件 14)和

新的“近程弹道导弹”(见附件 18 和 20)； 

 (c) 提高朝鲜民主主义人民共和国全面威慑的一致性，这表现在据报对一颗

侦察卫星的发射和指挥控制系统进行了试验，该卫星的能力有助于提高该国的预

警和光学侦察能力，还表现在为更新导弹制导系统而对地面测绘进行了数字化

(见附件 15、16 和 16.1)。25 

21. 朝鲜民主主义人民共和国关于其威慑和大规模毁灭性武器计划的宣传战略

是刻意和自信的。该国采取行动展露其新的能力，于 2022 年 3 月 25 日(虚假地)

声称成功进行了火星-17 超大型洲际弹道导弹满负荷发射(见附件 16 和 17 及表 1；

S/2022/132，图四)，并展示了火星-8 型“高超音速飞行器”(S/2022/132，第 24 段

和图六)。该战略间接显露了新里弹道导弹计划设施中专门用于该计划的新基础

设施(见附件 17，以及 S/2020/840，第 16 段)，并直接突出显示了被联合国指认的

国家宇宙开发局(KPe.029)新的卫星控制中心(见附件 16、17 和 23.1)。 

  

__________________ 

 24 可能通过技术无形转让。专家小组的最新报告见 S/2022/132，第 13、19、20 和 22 段及附件 22

和 24。 

 25 S/2022/132，第 20、24 和 25 段，以及专家小组以前的报告。 

https://undocs.org/ch/S/2022/132
https://undocs.org/ch/S/2022/132
https://undocs.org/ch/S/2020/840
https://undocs.org/ch/S/2022/132
https://undocs.org/ch/S/2022/132
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  图六 

  2022 年 1 月 27 日和 30 日、2 月 27 日、3 月 5 日、16 日和 24 日以及 4 月 16 日

进行的弹道导弹试射。在 4 月 16 日以后，朝鲜民主主义人民共和国没有就其后

2022 年 5 月 4 日至 6 月 5 日期间的六次弹道导弹试验发布任何声明或照片。26 

 

资料来源：朝鲜中央电视台，2022 年 1 月 28 日(完整播报可访问 https://kcnawatch.org/kctv-arc

hive/61f3f259b844b)；朝鲜中央电视台，2022 年 1 月 31 日(晚 8 时公报，可访问 https://kcn

awatch.org/kctv-archive/61f7e740a9bbf)；https://kcnawatch.org/newstream/1646039170-769328

268/nada-academy-of-defence-science-conduct-important-test-for-developing-reconn 自动识别

系统 sance-satellite；朝鲜中央电视台，2022 年 3 月 25 日(可访问 https://kcnawatch.org/kctv

-archive/623dc62b7e18e)。 

__________________ 

 26 曾发现朝鲜民主主义人民共和国在以前几次发射活动中修改或伪造照片图像，推想是出于宣传

目的。 

https://kcnawatch.org/kctv-archive/61f3f259b844b
https://kcnawatch.org/kctv-archive/61f3f259b844b
https://kcnawatch.org/kctv-archive/61f7e740a9bbf)；https:/kcnawatch.org/newstream/1646039170-769328268/nada-academy-of-defence-science-conduct-important-test-for-developing-reconn
https://kcnawatch.org/kctv-archive/61f7e740a9bbf)；https:/kcnawatch.org/newstream/1646039170-769328268/nada-academy-of-defence-science-conduct-important-test-for-developing-reconn
https://kcnawatch.org/kctv-archive/61f7e740a9bbf)；https:/kcnawatch.org/newstream/1646039170-769328268/nada-academy-of-defence-science-conduct-important-test-for-developing-reconn
https://kcnawatch.org/kctv-archive/623dc62b7e18e
https://kcnawatch.org/kctv-archive/623dc62b7e18e


S/2022/668  

 

22-12274 16/370 

 

22. 2022 年 4 月 25 日的朝鲜人民军成立九十周年阅兵式经过精心设计，展示了

全系列的弹道导弹系统，其编号方式表明它们目前部署在作战部队。27 除了一种

新的潜射弹道导弹(迄今最大的)以外，所有展示的武器系统以前都进行了试验。 

  图七 

  阅兵式训练地点即平壤仿金日成广场车库区的活动，显示 2022 年 4 月 17 日至 24

日大型军车的动向。2022 年 4 月 17 日，在该地区周围观察到大型卡车和运输竖

起发射装置留下的黑色痕迹，特别是在火车站、仓库和训练区之间(北纬 39°01′10″、

东经 125°51′26″)。 

 

资料来源：Planet Labs，2022 年 4 月 17 日世界协调时 0156，2022 年 4 月 23 日世界协调时

0153。 

23. 2022 年 4 月 25 日阅兵式上展示的火星-17 型洲际弹道导弹(见图八)于 2020

年 10 月 10 日在阅兵式上亮相，2021 年 10 月 11 日在“自卫·2021”导弹展览会

上展示，2022 年 3 月 24 日朝鲜民主主义人民共和国宣布进行了试验。28 据若干

会员国所述，2022 年 2 月 27 日恢复进行洲际弹道导弹试验，首先试射了火星-

17，随后可能在 3 月 5 日、3 月 16 日(失败)、5 月 4 日和 5 月 25 日进行了四次火

__________________ 

 27 见附件 23.2。 

 28 对该日期试验的性质存在一些疑问；分析表明，朝鲜中央电视台播报的 3 月 24 日发射情景(据

报是“火星-17”洲际弹道导弹的画面)实际上融入了 3 月 16 日失败的洲际弹道导弹发射的画

面(见附件 17)。 
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星-17 型洲际弹道导弹试验。据称 3 月 24 日试验的“火星-17”很可能是升级版

的火星-15。 

  图八 

  2022 年 4 月 25 日阅兵式上展示的火星-17 型洲际弹道导弹(北纬 39°01′12″、东经

125°45′07″)29 

 

资 料 来 源 ： https://kcnawatch.org/kctv-archive/6267f67924e38 和 https://kcnawatch.org/kctv-

archive/6267f63d3465c。30 

  

__________________ 

 29 见附件 23.2.1。 

 30 图八至十八使用了相同的资料来源。 

https://kcnawatch.org/kctv-archive/6267f67924e38/
https://kcnawatch.org/kctv-archive/6267f63d3465c/
https://kcnawatch.org/kctv-archive/6267f63d3465c/
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  图九 

  2022 年 4 月 25 日阅兵式上展示的火星-15 型洲际弹道导弹。31 该导弹于 2017 年

11 月 29 日宣布试验，2021 年 10 月 11 日在“自卫·2021”展览会上展示，2020

年 10 月 10 日在阅兵式上展示，之前于 2018 年 2 月 8 日在阅兵式上亮相。 

 

  

__________________ 

 31 见附件 23.2.2。 
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  图十 

  2022 年 4 月 25 日阅兵式上展示的可能带有高超音速飞行器的火星-8 型中程弹道

导弹。32 该导弹于 2021年 9月 28日宣布试验，2021年 10月 11日在“自卫·2021”

展览会上展示。 

 

  

__________________ 

 32 见附件 23.2.3。 
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  图十一 

  2022 年 4 月 25 日阅兵式上展示的可能带有可操纵再入飞行器的中程弹道导弹。33 

据若干会员国所述，该导弹先前两次可能的试射是在 2022 年 1 月 5 日和 11 日，

当时是作为“高超音速导弹武器系统”宣布试验。2021 年 10 月 11 日在“自

卫·2021”展览会上亮相。 

 

  

__________________ 

 33 见附件 23.2.4。 
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  图十二 

  2022 年 4 月 25 日阅兵式上展示的 KN-23 改进型短程弹道导弹。据若干会员国所

述，该导弹最近两次可能的试射是在 2022 年 5 月 25 日和 6 月 5 日。2021 年 1 月

14 日在阅兵式上亮相，2021 年 3 月 25 日作为“新型战术导弹”宣布试验，2021

年 10 月 11 日在“自卫·2021”展览会上展示。 

 

  



S/2022/668  

 

22-12274 22/370 

 

  图十三 

  2022 年 4 月 25 日阅兵式上展示的 KN-24 型短程弹道导弹。据若干会员国所述，

该导弹最近两次可能的试射是在 2022 年 1 月 17 日和 6 月 5 日。它曾在 2019 年

8 月 10 日和 2020 年 3 月 21 日作为“新武器”和“战术制导武器”宣布试验，

2021 年 10 月 11 日在“自卫·2021”展览会上展示，2020 年 10 月 10 日和 2021

年 1 月 14 日在阅兵式上展示。 
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  图十四 

  2022 年 4 月 25 日阅兵式上展示的 KN-23 型短程弹道导弹。据若干会员国所述，

该导弹最近三次可能的试射是在 2022 年 1 月 14 日和 27 日以及 6 月 5 日。它曾

在 2019 年 5 月 4 日作为“战术制导武器”宣布试验，2020 年 10 月 10 日和 2021

年 1 月 14 日在阅兵式上展示，2021 年 10 月 11 日在“自卫·2021”展览会上展

示。34 

 

  

__________________ 

 34 据若干会员国所述，这一短程弹道导弹系统的设计和性能与伊斯坎德尔系统有若干相同之处

(S/2020/151，附件 58 和 59)。 

https://undocs.org/ch/S/2020/151
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  图十五 

  2022 年 4 月 25 日阅兵式上展示的小型短程弹道导弹。据若干会员国所述，该导

弹最近两次可能的试射是在 2022 年 4 月 16 日和 6 月 5 日。该导弹可能是衍生于

KN-23 型和 KN-24 型短程弹道导弹，类似于 2021 年 10 月 11 日“自卫·2021”

展览会上展示的新的小型潜射弹道导弹(见图十七)。该导弹于 2022 年 4 月 16 日

作为一种“为提高战术核运用的效力而开发的……新型战术制导武器”宣布试验。 
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  图十六 

  2022 年 4 月 25 日阅兵式上展示的最大的新型固体燃料弹道导弹，有可能是潜射

弹道导弹(可能是北极星-6)。可能是衍生于 2021 年 10 月 11 日“自卫·2021”展

览会上展示的北极星-5 型潜射弹道导弹。 
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  图十七 

  2022 年 4 月 25 日阅兵式上展示的新的小型固体燃料弹道导弹，有可能是潜射弹

道导弹。很可能是衍生于 KN-23 型和 KN-24 型短程弹道导弹(见图十五)。据多个

会员国所述，该导弹最近两次可能的试射是在 2021 年 10 月 9 日和 2022 年 5 月

7 日，当时是作为“一种新型潜射弹道导弹”宣布试验。2021 年 10 月 11 日在“自

卫·2021”展览会上亮相。 
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  图十八 

  2022 年 4 月 25 日阅兵式上展示的 KN-25 型短程弹道导弹。据若干会员国所述，

该导弹最近两次可能的试射是在 2022 年 5 月 12 日和 6 月 5 日。2019 年 8 月 24

日作为“超大型多管火箭炮”宣布试验，2020 年 10 月 10 日和 2021 年 1 月 14 日

在阅兵式上展示，2021 年 10 月 11 日在“自卫·2021”展览会上展示。 

 

24. 2022 年 1 月 27 日至 7 月 27 日期间进行的 16 次弹道导弹试验的更多技术细

节载于附件。这些试验涉及 6 枚洲际弹道导弹(其中 1 枚于 3 月 16 日试射失败)(见

附件 16、17、19 和 21)、1 枚中远程弹道导弹(见附件 15)、1 枚新的小型潜射弹

道导弹(见附件 20)、17 枚短程弹道导弹(见附件 14、18 和 22)，这表明 2022 年迄

今为止弹道导弹计划极度强化(见表 1 和附件 23.1)。专家小组在上一次报告中报

告了 2021 年 9 月 15 日至 2022 年 1 月 17 日期间试射弹道导弹的情况。35 

25. 此外，朝鲜民主主义人民共和国继续调整其工业生产基础设施，例如新浦南

造船厂。36 

  

__________________ 

 35 S/2022/132，附件 21 至 24。 

 36 与弹道导弹计划有关的工业和基地的活动：新浦南造船厂(北纬 40°01′20″、东经 128°09′47″)，

2022 年 2 月至 6 月。见附件 20。 

https://undocs.org/ch/S/2022/132
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表 1： 

截至 2022 年 7 月 27 日朝鲜民主主义人民共和国发射使用液体和固体燃料推进剂发动机的弹道导弹或综合弹道与制导技术的导弹情况汇总 

(更多详情见附件 23.1，表 23) 

年内试验 
(全部) 

2018 年 
以来试验 
固体/液体 

年内试验 
固体/液体 

日期和时间 
(当地) 

据报 
类型 

导弹 
数目 

据报 
发射地点 

据报 
发射 

距离(公里) 

据报 
远地点 
(公里) 备注 

朝鲜中央 
通讯社分类 a 

           17 28 8 2022 年 - 2019 年至 2022 年 6 月 5 日期间

发射的固体燃料弹道导弹 

63      

    - 2022 年迄今 22      

 10 9 2022 年 - 2019 年至 2022 年 5 月 25 日期间

发射的液体燃料弹道导弹 

10      

    - 2022 年至今迄今(3 枚中远程弹

道导弹和 6 枚洲际弹道导弹) 

9      

第 5 次 第 23 次 第 3 次 2022 年 1 月 27 日，

0800 和 0805 

- 短程弹道导弹(KN-23) 

- 配有固体推进剂发动机 

- 4 轴轮运输竖起发射装置 

2 从咸兴地区，北纬

39°48′45″ 、 东 经

127°39′50″ 

190 20 - 运行试验级 

- 发射间隔时间：5 分钟 

- 甚低弹道 

“地对地战术

导弹”b 

第 6 次 第 4 次 第 3 次 2022 年 1 月 30 日，

0752 

- 火星-12 型中远程弹道导弹 

- 配有液体推进剂发动机 

- 6 轴轮运输竖起发射装置 

1 从位于 Jonchon 郡

Muphyong-ri 发射台，

与 2017 年 7 月 28 日

发射火星-14 地点相

同，北纬 40°36′41″、

东经 126°25′33″ 

800 

或 

790 

2 000 - 2017 年以来弹道导弹的 

高弹道和最长飞行距离 

- 实际使用和生产阶段 

(朝鲜中央通讯社， 

2022 年 1 月 31 日) 

火星-12 型地对

地中远程和远

程弹道导弹试

射 c 

第 7 次 第 5 次 第 4 次 2022 年 2 月 27 日，

0752 或 0751 

- 新型洲际弹道导弹，可能是 

火星-17 

- 配有液体推进剂发动机 

- 可能是用 11 轴轮式运输竖起发

射装置 

1 从平壤顺安国际机场

地区，北纬 39°13′17″、

东经 125°40′17″ 

300 

或 

320 

600 

或 

620 

- 高弹道 

- 只有朝鲜中央通讯社从发射

器上拍摄的图像。可能是为了

试验侦察卫星的功能。然而，

卫星发射的运载火箭使用的

技术与弹道导弹发射相同。d 

“[国家宇宙开

发局]和国防科

学研究院周日根

据侦察卫星开发

计划进行了一次

重要试验。”e 

第 8 次 第 6 次 第 5 次 2022 年 3 月 5 日，

0852 或 0847 

- 新型洲际弹道导弹，可能是火星-17 

- 配有液体推进剂发动机 

- 可能是用 11 轴轮式运输竖起发

射装置 

1 从平壤顺安国际机场

地区，北纬 39°13′17″、

东经 125°40′18″ 

270 

或 

300 

560 

或 

550 

- 高弹道 

- 没有朝鲜中央通讯社图像，

与2 月28日试射目的相同 

为开发侦察卫

星进行的又一

次重要试验 f 

第 9 次 第 7 次 第 6 次 2022 年 3 月 16 日， 

0930 

- 新的火星-17 型洲际弹道导弹 

- 配有液体推进剂发动机 

1 从 位 于 北 纬

39°11′18″ 、 东 经

失败 失败 - 这次洲际弹道导弹试射失

败，在不到 20 公里的高度

爆炸 

朝鲜民主主义

人民共和国没

有发布声明或
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- 11 轴轮运输竖起发射装置 125°40′00″ 的平壤顺

安国际机场地区 

- 清楚地显示所谓的

“新里弹道导弹支持

设 施 ”( 北 纬

39°10′54″ 、 东 经

125°39′49″(S/2020/84

0 第 16 段))被用于支

持弹道导弹计划 

- 2022 年 3 月 16 日试射的弹

道导弹实为火星-17 型洲际

弹道导弹，3 月 25 日在朝

鲜中央电视台展示时被称

为 3 月 24 日试射的洲际弹

道导弹 

提供信息(2022

年第一次无声

明试验) 

— — — 2022 年 3 月 20 日，

720g 

      无声明 

第 10 次 第 8 次 第 7 次 2022 年 3 月 24 日，

1434 

- 洲际弹道导弹，可能是火星-15

改进型，但朝鲜民主主义人民共

和国称其为火星-17——配有液

体推进剂发动机 

- 可能是用 9 轴或 11 轴轮式运输

竖起发射装置 

1 从平壤顺安国际机场

地区，北纬 39°11′19″、

东经 125°40′01″ 

1 080 

或 

1 100 

6 200

或 

6 000 

记录和分析的数据被认为是

迄今为止与洲际弹道导弹飞

行 15 000 公里能力最相符的

数据。但它被评估为火星-15

改进型 

“火星-17，[朝

鲜民主主义人

民共和国]战略

部队的新型洲

际弹道导弹”h  

第 11 次 第 24 次 第 4 次 2022 年 4 月 16 日， 

1750 和 1811 

新的短程弹道导弹衍生于 KN-23

和 KN-24，但体积更小，被确定为

2022 年 10 月 19 日发射的新的小

型潜射弹道导弹的陆基版 

-小型 3 轴轮式运输竖起发射装置

上装有四弹筒 

2 从 Chakto-dong 金正

恩官邸附近的 Majon

海滩，与 2022 年 1 月

27 日和 2019 年 8 月

10 日试射短程弹道导

弹地点相同，位于北

纬 39°48′45″ 、东经

127°39′50″ 

110 25 - 朝鲜民主主义人民共和国

第一次将短程弹道导弹作为

战术核武器运载系统展示 

- 最大速度：4 马赫 

- 飞行时间：60 秒 

- 发射间隔时间：21 分钟 

- 可能是运行试验级 

“新型战术制

导武器……增

强战术核运用

的效力” i 

第 12 次 第 9 次 第 8 次 2022 年 5 月 4 日， 

1203 或 1202 

- 洲际弹道导弹，可能是配有液体

推进剂发动机的火星-15 或火星-

17 

1 从平壤顺安国际机场

地区，北纬 39°13′14″、

东经 125°39′55″ 

470 

或 

500 

780 

或 

800 

- 最大速度：约 11 马赫，每

小时约 13 600 公里，飞行时

间 21 分钟 

- 低于满负荷、沿标准弹道

而非高弹道发射 

朝鲜民主主义

人民共和国没

有发布声明或

提供信息(2022

年第二次) 

第 13 次 第 25 次 第 5 次 2022 年 5 月 7 日，

1407 或 1406 

- 从 KN-23 或 KN-24 衍生的新型

潜射弹道导弹/短程弹道导弹 

- 类似于 2021 年 10 月 19 日试验

并在军事活动中展示的新的小

型潜射弹道导弹 

1 从新浦海岸外海域中

未受控制的潜水艇或

潜水试验台驳船上 

600 60 

或 

50 

- 飞行时间不到 18 分钟 

- 不规则弹道 

- 可能是从“8.24 Yongung 

SSBA”号潜艇上发射 

朝鲜民主主义

人民共和国没

有发布声明或

提供信息(2022

年第三次) 

https://undocs.org/ch/S/2020/840
https://undocs.org/ch/S/2020/840
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 a 关于本栏和其他各栏的补充资料见附件 23.1。 

 b 《劳动新闻》，2022 年 1 月 28 日。 

 c 朝鲜中央通讯社和《劳动新闻》，2022 年 1 月 31 日。 

 d 例如多级推进装置分离技术、姿态控制技术和制导控制技术。据会员国所述，空间计划也可能有助于提高朝鲜民主主义人民共和国的洲际弹道导弹能力。见附件 23.1，

2022 年 2 月 27 日一行。 

 e 《劳动新闻》，2022 年 2 月 28 日。 

 f 朝鲜中央通讯社和《劳动新闻》，2022 年 3 月 6 日。 

 g 据一个会员国所述，配有固体推进剂发动机的多管火箭炮系统在 1 小时内从平安南道地区向西海岸发射了 4 枚火箭。据 NK News(2022 年 3 月 20 日)所述，这些可能

是 KN-09 型(240 毫米、300 毫米)多管火箭炮系统。 

 h 朝鲜中央通讯社，2022 年 3 月 25 日。 

 i 《朝鲜之声》，2022 年 4 月 17 日。 

 j 见附件 21。 

- 2018 年以来第三次潜射弹

道导弹试验 

第 14 次 第 26 次 第 6 次 2022 年 5 月 12 日，

1829 年或 1828 

- 短程弹道导弹，可能是 KN-

25(超大型多管火箭炮) 

3 从平壤顺安国际机场

地区 

360 

或 

350 

90 

或 

100 

- 最大速度：5 马赫 

- 运行试验级 

- 发射间隔时间：几乎同时 

- 可能是低弹道，需要确认 

朝鲜民主主义

人民共和国没

有发布声明或

提供信息(2022

年第四次) 

第 15 次 第 10 次 第 9 次 2022 年 5 月 25 日， 

0600 或 0559 

- 洲际弹道导弹，可能是火星-17 

- 配有液体推进剂发动机 

1 j 从平壤顺安国际机场

地区，北纬 39°13′14″、

东经 125°39′55″ 

360 

或 

300 

540 

或 

550 

- 第一次同时发射液体和固

体推进剂弹道导弹 

- 可能是为评估运行组合进

行的试验 

朝鲜民主主义

人民共和国没

有发布声明或

提供信息(2022

年第五次) 

第 16 次 第 27 次 第 7 次 2022 年 5 月 25 日， 

0637 和 0642 

- 短程弹道导弹，可能是新改进的

KN-23 

2 从平壤顺安国际机场

一带，向东溅落 

未知/ 

760 

或 

750 

20 和

60 或

50 

1 枚导弹因疑似故障或飞行

不正常而消失，可能是沿低

弹道飞行 

朝鲜民主主义

人民共和国没

有发布声明或

提供信息(2022

年第六次) 

第 17 次 第 28 次 第 8 次 2022 年 6 月 5 日，

0906、0910、

0915、0924、0930

和 0941 

- 短程弹道导弹，4 种不同的短程

弹道导弹类型(可能是 KN-23、

KN-24、KN-25 和新改进的 KN-

23)：8 枚导弹中有 2 枚飞行距离

较短，高度极低(时间和飞行数据

须确认) 

4 x 2 

 

从西海岸到东海岸的

4 个不同地点(从顺安、

价川(北纬 39°45′11″、

东经 125°54′02″)、东

仓里和咸兴 )向东溅

落 

110 

至 

670 

25 

至 

90 

- 最大速度 3 马赫至 6 马赫 

- 第一次有如此之多的不同

导弹和射程同时组合 

- 可能是使用前苏联战术发

射不同射程和打击能力的短

程弹道导弹作战训练 

朝鲜民主主义

人民共和国没

有发布声明或

提供信息(2022

年第七次) 
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 三. 部门制裁和海上制裁
37
 

  石油进口 

  精炼石油产品 

26. 截至 2022 年 7 月 27 日，一个会员国已向安全理事会第 1718(2006)号决议所

设委员会正式报告了年度允许限量即 500 000 桶精炼石油产品38 的 8.15%(见表 2)。 

  表 2 

  经申报的向朝鲜民主主义人民共和国运送精炼石油产品情况，2022 年 1 月至 4 月 

(桶数) 

 

资料来源：www.un.org/securitycouncil/sanctions/1718/supply-sale-or-transfer-of-all-refined-petrole

um；专家小组。 

27. 一个会员国提供了16艘在朝鲜民主主义人民共和国登记的油轮的卫星图像，

这些油轮在 2022 年 1 月至 4 月期间向南浦石油设施运送了 27 批精炼石油产品。

该会员国估计，根据以每艘船只载重吨位的 90%计算的最大载货能力(见附件24)，

截至 4 月 30 日，可能已向南浦运送多达 458 898 桶精炼石油产品(见表 3)。 

  

__________________ 

 37 本节及本节附件中的所有信息，包括船旗和所有权等船舶相关信息，截至 2022 年 7 月均具有

相关性。所有日期均根据原始数据源，以东部时间、本地时间或世界协调时记录。遮蔽部分用

黑框标注。 

 38 另见安全理事会第 2397(2017)号决议，第 5 段。 
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https://undocs.org/ch/S/RES/1718(2006)
http://www.un.org/securitycouncil/sanctions/1718/supply-sale-or-transfer-of-all-refined-petroleum
http://www.un.org/securitycouncil/sanctions/1718/supply-sale-or-transfer-of-all-refined-petroleum
https://undocs.org/ch/S/RES/2397(2017)
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  表 3 

  根据观察到向南浦运送精炼石油产品情况得出的估计数，2022 年 1 月至 4 月 

(单位：桶) 

 

资料来源：会员国、专家小组。 

缩写：DWT，载重吨位。 

28. 该会员国提供的图像显示，几艘船只显然在南浦卸货，离开闸门，很快又载

运第二批货物返回卸货。“Pu Ryong”号于 3 月 3 日卸货，3 月 11 日再次卸货；

“Song Won”号于 3 月 3 日卸货，3 月 14 日再次卸货。专家小组评估认为，并非

所有朝鲜民主主义人民共和国油轮都被强制接受与冠状病毒病(COVID-19)相关的

检疫，可能在南浦附近发生了为获取产品而进行的船对船移交。 

29. 专家小组目前无法区分向委员会报告的合法运送精炼石油产品活动与非法

运送活动。附件 24 中图片所示船只运送的石油产品可能有一部分已向委员会报告。 

30. 专家小组致函中国，39 要求提供参与合法运送的船只名称、所有权和管理详

情，以及装载和交付的港口和日期。40 中国答复说，该国向委员会通报精炼石油

产品出口情况，中国企业不与受制裁实体进行交易，同时高度重视国际贸易所涉

交易方的隐私。附件 25 载有中国的完整答复。 

__________________ 

 39 S/2022/132，第 35 段。 

 40 安全理事会第 2397(2017)号决议第 5(a)段规定了 500 000 桶的上限，但“条件是会员国应每 30

天向委员会通报向朝鲜供应、销售或转让精炼石油产品的数量及所有交易方信息”。 

122 351

235 178

376 941

458 898

81 567

156 785

251 294

307 558

40 784

78 393

125 647

153 779
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100 000

200 000
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90% DWT 60% DWT 30% DWT UNSCR 2397 cap

https://undocs.org/ch/S/2022/132
https://undocs.org/ch/S/RES/2397(2017)
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  货船改装用于扩大精炼石油产品进口 

31. 虽然未报告的精炼石油产品运送活动仍在继续，但与前几年相比，向朝鲜民

主主义人民共和国港口运送石油的油轮数量有所减少。41 尽管出现了这种下降趋

势，加上持续的检疫限制、会员国采取的严格监视措施以及 COVID-19 疫情导致

的贸易减少，该国的精炼石油产品价格却仍保持相对稳定。 

32. 一个可能的解释因素来自从一个会员国获得的初步信息，该信息表明朝鲜民

主主义人民共和国非法装备了一些货船，用于运输石油产品。 

33. 据该会员国所述，使用了两种方法： 

 (a) 方法 1：将货舱和压载舱改装成多个油舱，在船底置放混凝土以保持船

身平衡； 

 (b) 方法 2：只使用压载舱。用清洗后的压载舱装载石油产品。利用货物保

持船身平衡。 

34. 专家小组正在调查这一信息。用这类方法能够扩大采购精炼石油的能力，在

分析通常仅限于油轮运货的数字时(见上文第 27 至 30 段)需要考虑到这一点。 

  可疑船只的行为模式 

  西朝鲜湾和朝鲜民主主义人民共和国领海作为船对船移交区 

35. 朝鲜民主主义人民共和国的专属经济区继续被用于与朝鲜民主主义人民共

和国油轮进行非法船对船移交。42 自 2021 年 12 月以来，专家小组还观察到南浦

西南 50 公里处草岛(초도)周围货船之间的船对船移交。其中一些船对船移交是在

三船之间配合进行。观察到这些移交使用了大小不同的船只，以及可能用于移交

货物的浮吊船。43 这些海上转运看似大多发生在草岛以西，很多发生在 2022 年

5 月(见图十九和附件 26)。 

  

__________________ 

 41 S/2022/132，第 33 和 34 段及附件 31，以及专家小组以前关于朝鲜民主主义人民共和国合法和

非法进口精炼石油计算数量的报告的相关附件。 

 42 S/2022/132，第 40 和 41 段。 

 43 S/2020/840，第 48 段、附件 26 和建议 9 突出说明了使用浮吊船的问题。 

https://undocs.org/ch/S/2022/132
https://undocs.org/ch/S/2022/132
https://undocs.org/ch/S/2020/840
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  图十九 

  货船之间转运活动的卫星图像，2022 年 2 月至 5 月 
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资料来源：Planet Labs，由专家小组附加说明。 

36. 专家小组注意到，朝鲜民主主义人民共和国领海内的此类货船移交是一种新

的逃避制裁的方法，可能是为了应对一系列因素，例如免于监测资产、不必执行

COVID-19条例和船舶检疫措施，以及绕开该国许多货船无法进入外国港口的问题。 

  其他受影响水域 

37. 专家小组继续跟踪涉及向朝鲜民主主义人民共和国运送石油的船只的活动，

包括“New Konk”号(国际海事组织(海事组织)编号 9036387)和“Unica”号(海

事组织编号 8514306)。44 这些“直接交付”船只(该术语用于描述 COVID-19 大

流行之前在朝鲜港口交付精炼石油的非朝鲜民主主义人民共和国油轮)继续违反

安全理事会决议。 

38. 会员国的照片显示 2022 年 3 月“Unica”号向朝鲜民主主义人民共和国运送

精炼石油的航线，该船向北航行时重载，向南返回时轻载(见图二十)。 

  

__________________ 

 44 S/2022/132，第 42-73 段和附件 35 至 48；S/2021/777、S/2021/211、S/2020/840、S/2020/840/Corr.1

和 S/2020/151。 

https://undocs.org/ch/S/2022/132
https://undocs.org/ch/S/2021/777
https://undocs.org/ch/S/2021/211
https://undocs.org/ch/S/2020/840
https://undocs.org/ch/S/2020/840/Corr.1
https://undocs.org/ch/S/2020/840/Corr.1
https://undocs.org/ch/S/2020/151


S/2022/668  

 

22-12274 36/370 

 

  图二十 

  “Unica”号的活动(以“Haishun2”号身份)，2022 年 3 月 15 日至 22 日 

 

 

资料来源：会员国。 

39. 2022 年 5 月，在一个海上平台上45 观察到，在东引岛和三沙湾附近，“New 

Konk”号和“Unica”号，分别以“F. Lonline”号(水上移动业务标识码 31216200)

和“Haishun2”号(水上移动业务标识码 457400047) 的身份传输伪造的自动识别

系统识别信息(见图二十一)。46 专家小组以前曾报告，这些水域是据悉可疑船只

出没的地点。47  

__________________ 

 45 人工智能海事数据库平台 Windward。 

 46 S/2022/132，表 3 和附件 39a。 

 47 同上，第 49 和 52 段及附件 34、39、41 和 42；S/2021/777，第 50 段和附件 33a。 

https://undocs.org/ch/S/2022/132
https://undocs.org/ch/S/2021/777
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40. 悬挂多哥国旗的“Hai Jun”号(海事组织编号 9054896；水上移动业务标识码

671244100)，是被小组调查的一艘中间船，参与了向朝鲜民主主义人民共和国运

送精炼石油的运送链，所涉货物几天内在该区域转运(见图二十一和附件 27)。48 

2022 年 5 月 26 日，记录到当时悬挂蒙古国旗的“Xiang Shun”号(海事组织编号

9153800)(见第 47 至 50 段)驶离台中港，驶入台湾海峡海域，在那里还记录到“Hai 

Jun”号和“Unica”号传输的自动识别系统信号(见图二十二)。一个会员国评估

认为，自 2019 年以来，“Hai Jun”号专门作为中间油轮运营，将石油货物从其

他油轮转运至“直接交付”船只。专家小组继续调查“Hai Jun”号以往运货活动

背后的网络。 

  图二十一 

  东引岛周边和三沙湾的可疑船只，2022 年 5 月 17 日至 26 日 

 

资料来源：Windward，49 由专家小组附加说明。 

  

__________________ 

 48 S/2022/132，第 53-58 段和附件 42。根据国际海事组织(海事组织)的记录，Ruicheng(香港)海运

有限公司仍然是该船的注册所有人和经营人。 

 49 除非另有说明，Windward 平台上显示的所有卫星图像捕捉日期和时间均为东部标准时间和世

界协调时。 

https://undocs.org/ch/S/2022/132
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  图二十二 

  船对船移交区附近的可疑船只，2022 年 5 月 17 日至 27 日 

 

资料来源：Windward，由专家小组附加说明。 

41. 另外，2021 年 9 月，“New Konk”号在乌丘屿附近以“Lifan”号身份传输

信号，窃用水上移动业务标识码 312360000，该标识码原已分配给伯利兹登记油

轮“Leo”号(海事组织编号 9066473)(见图二十三)。专家小组的调查表明，2021

年和 2022 年，“New Konk”号开展非法活动时还使用了另外至少一个与伯利兹

有关的其他水上移动业务标识码(见图二十四)以及两个与塞拉利昂有关的水上移

动业务标识码。专家小组致函“Leo”号的船舶经营人，即马来西亚注册公司Sinar 

Cemerlang Marine Sdn.Bhd.，该公司答复说，“Leo”号在相关时间已不再由该公

司管理，并提供了伯利兹船旗登记处的注销函，表明该船于 2021 年 8 月 26 日被

注销登记，“原因是该船在登记在赤道几内亚旗下的同时仍然临时登记在伯利兹

旗下”。专家小组注意到，该船注销登记的信息没有及时更新，50 而且没有“Leo”

号悬挂赤道几内亚国旗的记录。“New Konk”号在被伯利兹注销登记前后使用

“Leo”号的水上移动业务标识码的情况值得仔细审查。专家小组在等待伯利兹

就“Leo”号问题作出答复(详见附件 28.1 和 28.2)。 

  

__________________ 

 50 据海事组织记录，该船的伯利兹国旗地位的更新日期是事后标注的。 
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  图二十三 

  “New Konk”号以“Lifan”号身份(水上移动业务标识码312360000)，2021年9月29日 

 

资料来源：Windward，由专家小组附加说明；内嵌图像，会员国。 

  图二十四 

  “New Konk”号使用一个不同的“Lifan”号水上移动业务标识码(312360680)，

2022 年 1 月 

 

资料来源：Windward，由专家小组附加说明。 
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42. 2022 年 6 月 30 日，卫星图像显示位于三沙湾的相同船只，其中包括

“Diamond 8”号(海事组织编号 9132612)。这些船只用相同的水上移动业务标识

码传输信号。如图二十一所示，“Diamond 8”号传输了一个属于“Shun Li”号

的水上移动业务标识码(海事组织编号 8514435)，据记录该标识码已于 2021 年 6

月报废。51 “Shun Li”号也共用了同样已收回的与蒙古相关的水上移动业务标

识码，该标识码与蒙古有关，属于另一艘据记录已在大约同一时间注销的油轮。

后者的合规文件持有人是 You Young Ship Management and Consultant Co. Ltd. (宥

暘船舶管理顧問有限公司)。有关宥旸公司船只的进一步详情，载于下文有关

“Xiang Shun”号 (海事组织编号 9153800)和“Hong Hu”号 (海事组织编号

9125293)的相关章节。调查继续进行。 

  图二十五 

  三沙湾可疑船只，2022 年 6 月 30 日 

 

资料来源：会员国。 

  多阶段运送石油 

43. 朝鲜民主主义人民共和国继续通过多阶段石油转运途径采购精炼石油，所涉

若干油轮经常利用规避手段避免被发现。这类规避手段使船只能够继续违反安理

会第 2397(2017)号决议第 5 段的规定，即禁止直接或间接向朝鲜供应、销售或转

让所有精炼石油产品，除非按照决议的要求通报有关信息。 

__________________ 

 51 海事组织记录。 

https://undocs.org/ch/S/RES/2397(2017)
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44. 多阶段石油转运采用先前查明的方法，涉及母船、中间油轮和“直接交付”或

朝鲜民主主义人民共和国油轮。52 专家小组根据与“Sky Venus”号(海事组织编号

9168257)相似的行为模式查明了其他可疑船只53 (另见下文关于提供协助的公司的

一节和附件 32.1 至 32.6)。这些迹象包括操纵自动识别系统信息和使用多艘船舶进

行船对船移交，以及前往可疑船舶出没或进行船对船作业的地点，如三沙湾、东引

岛、台湾海峡和朝鲜民主主义人民共和国专属经济区。 

45. 与“Sunward”号54 和“Sky Venus”号55 情况相似，2021 年 12 月在台中港，当

时悬挂蒙古国旗的“Xiang Shun”号(海事组织编号 9153800)(见附件 29.1 和 29.2 所

述调查)和悬挂帕劳国旗的“Hong Hu”号(海事组织编号 9125293)(见附件 30.1 和

30.2 所述调查)被用作装载精炼石油产品货物的母船。这些船只随后于不同时间

在台湾海峡与当时悬挂塞拉利昂国旗的“Joffa”号(海事组织编号 8513405)接头。

“New Konk”号和“Utica”号以伪造身份航行，在这些母船附近传输了信号，随后所

有船只的自动识别系统信号传输消失。“New Konk”号和“Utica”号在驶向朝鲜民主

主义人民共和国专属经济区时恢复传输自动识别系统信号，随后信号传输又消失

了一段时间(见图二十六)。。 

  报废的失誉船只 

46. 与“Sunward”号一样，“Joffa”号和“Xiang Shun”号分别于 2022 年 4 月

和 6 月抵达孟加拉国的一个废船解体厂，因涉嫌参与非法石油运送而被报废。专

家小组注意到一种新出现的趋势，即逃避制裁的旧船通常在暴露后被报废。 

  图二十六 

  “Xiang Shun”号-“Joffa”号-“New Konk”号(以“Lifan”号身份)-“Un Hung”

号的情节图幅，2021 年 12 月至 2022 年 1 月“Xiang Shun”号和“Joffa”号，56 

2021 年 12 月 28 日和 29 日 

 

资料来源：Windward，由专家小组附加说明。 

__________________ 

 52 S/2022/132，第 68-73 段。 

 53 同上，第 54-57 和 64-72 段及附件 37 至 42 和 48。 

 54 该船已报废。 

 55 S/2022/132，第 64-73 段和附件 48。 

 56 同上，附件 40；S/2021/777，附件 33b，列于引起注意的船只清单。 

https://undocs.org/ch/S/2022/132
https://undocs.org/ch/S/2022/132
https://undocs.org/ch/S/2021/777
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“Joffa”号和“New Konk”号(以“Lifan”号身份传输信号)，2021 年 12 月 29

日和 30 日 

 

资料来源：Windward，由专家小组附加说明。 

“New Konk”号和“Un Hung”号，2022 年 1 月 21 日 

 

资料来源：卫星图像，Planet Labs，由专家小组附加说明；内嵌照片，会员国(S/2022/151，第

32 段，图六)。 

  所有权关系 

47. 经比较不同来源的文件后发现，“Xiang Shun”号的注册所有人，Vantage 

Point Enterprise Ltd.，虽然注册地是塞舌尔，但与宥旸船舶公司共用同一个电话号

码。总部设在高雄的宥旸船舶公司也是“Hong Hu”号(海事组织编号 9125293)的

https://undocs.org/ch/S/2022/151
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船舶管理人和经营人，而“Hong Hu”号是被专家小组调查的一艘母船，它参与

了涉及“Joffa”号和“Unica”号的多阶段运送。 

48. 专家小组就“Xiang Shun”号和“Hong Hu”号问题致函蒙古、帕劳、塞舌

尔、宥旸船舶公司、Vantage Point Enterprise Ltd.公司和 Fortune Maker Internation 

Ltd.公司。担任这两艘油轮技术管理人的宥旸船舶公司答复说，该公司不负责这

两艘油轮的商业和货运业务，但“提醒船东和船长避免在制裁区进行交易。我们

还请船长核实不属于受制裁国的商船”。关于被列为委托宥旸船舶公司代管的注

册所有人，该公司没有提供任何信息。 

49. 专家小组还注意到，该公司提供的信息与主要来源信息57 以及专家小组对

“Hong Hu”号进行的船对船移交的分析有出入。 

50. 关于调查所涉期间两艘船自动识别系统信号传输的长时间间隔，该公司表示，

就“Xiang Shun”号而言，自动识别系统信息可保持两个月的时间。提供给专家

小组的一份服务报告称：自动识别系统没有记录全球定位系统位置的功能”，

“只能记录有限(原文如此)的电源开/关时间”。专家小组注意到，虽然提及自动识

别系统问题是在 2019 年，但报告的签署日期是 2021 年 8 月。关于“Hong Hu”

号，公司表示：我们从船长那里了解到，自动识别系统的信号传输可能会因信号

微弱而受扰，或者在公海上可能会因船长的特殊考虑而关闭。其他详情和答复载

于附件 29.1、29.2、30.1 和 30.2。 

  实体伪装 

51. 朝鲜民主主义人民共和国和可疑船只继续改变船只的实体和识别标志，几乎

可以肯定是为了掩饰身份，并限制其他人收集信息的机会。船舶对自动识别系统

概况信息的操纵，使海事数据库的跟踪变得复杂。附件 31 提供了悬挂朝鲜民主

主义人民共和国国旗的油轮“Sin Phyong 5”号(海事组织编号 8865121)掩盖实体

特征以获取非法石油货物的一个例子。 

  提供协助的公司 

  程群船务公司 

52. “Sky Venus”号(目前以“Jan Victoria”号身份航行)于 2022 年 6 月 24 日被

塞拉利昂摘旗。在收到专家小组的询问后，“Sky Venus”号的前船旗登记国帕劳

进行了调查，并撤销了该船的登记。专家小组对“Jan Victoria”号(前“Sky Venus”

号)的调查情况见附件 32.1 至 32.6。 

53. 专家小组还继续调查该船的所有人 Cheng Chiun Shipping Agency Co. Ltd.(程

群船務代理有限公司)及其关联人员。58  到目前为止，程群船务公司尚未对所有

信息请求作出全面答复，但根据现有信息和文件，专家小组发现程群船务公司的

答复中存在若干不一致之处。详细分析见附件 33.1 至 33.4。以下列举两个例子。 

__________________ 

 57 专家小组存档的机密文件。 

 58 S/2022/132，第 64-73 段和附件 48。 

https://undocs.org/ch/S/2022/132
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  “Sky Venus”号信息表述不一致 

54. 在答复专家小组的询问时，程群船务公司称，它设立了单独的“子公司”，

以处理“供应商与客户的关系”(见图二十七 a)。专家小组的调查先前已确定这

些据称独立的实体(黄色虚线内)共有的所有权和受惠利益(见图二十七 b)。 

  图二十七
a
 

  关于程群船务公司解释的石油供应链关系的流程图示例 

 

 a 专家小组的信息表明，在贸易公司、货运代理人和船舶注册所有人背后成立了各种空壳公司。 

资料来源：程群船务公司，由专家小组附加说明。 

  图二十七 b 

  各环节之间的联系 

 

资料来源：专家小组。 

55. 程群船务公司最初没有就据称从“Sky Venus”号接收石油的船只提供任何

识别信息，说这些接货船总是掩盖任何实体识别信息。然而，专家小组从第三方

获得的资料表明，程群船务公司实际上确实拥有据称从“Sky Venus”号装载石油

货物的三艘船只的识别信息，但没有将这些信息转交给专家小组。据一个会员国

报告，小型船只被用来将石油货物转移到朝鲜民主主义人民共和国的油轮。程群

船务公司后来确认了三艘接货船的身份，小组在随后的信中提供了这些信息(见

表 4 和图二十八)。 
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  表 4 

  记录的接货船信息
a
 

母船 向接货船卸货日期 接货船(船对船移交) 货物(燃油)交付收据 

    “Sky Venus”号 

(海事组织编号 9168257) 

2021 年 5 月 14 日 “Hui Hang 97”号 移交 620 公吨 

2021 年 5 月 17 日 “Jian Xing 78”号 移交 670 公吨 

2021 年 5 月 30 日 “Quan Yi You 02”号59 移交 500 公吨 

 a 根据程群船务公司所述的信息；专家小组编制的表格。 

  图二十八 

  货物(燃油)交付收据 

 

资料来源：专家小组。 

56. 专家小组注意到，与其他货物交付收据相比，这些燃油交付收据所载的信息

非常有限。专家小组试图联系程群船务公司所称的购货方和指定接货船的个人，

即刘先生和香港注册公司 Hong Yao International Trading Co. Limited (弘耀國際貿

易有限公司)，但未成功。程群船务公司没有答复专家小组关于提供刘先生其他详

细联络信息的请求。 

  与接货船的交货时间表不一致 

57. 自动识别系统跟踪信息显示，这些小型接货船在海上跟踪数据库中被确认为

中国沿海船只，它们在程群船务公司提供的船对船移交日期并不在“Sky Venus”

号附近，因此不大可能进行了上述移交(见图二十九至三十一)。60 

__________________ 

 59 虽然货物交付收据上列出的接货小船是“Quan Yi You”号，但程群船务公司的信中提到该船的

全名是“Quan Yi You 02”号。 

 60 据所有人的说法，“Sky Venus”号的交易范围限于所提供的坐标北纬 23-26˚、东经 119-121˚附

近。“Sky Venus”号还在 2022 年 5 月 9 日至 19 日期间记录了一个消失的自动识别系统信号。 
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  图二十九 

  “Hui Hang 79”号在内水作业，2021 年 5 月 8 日至 15 日。据称与“Sky Venus”

号进行船对船移交的日期：2021 年 5 月 14 日。 

 

资料来源：Windward，由专家小组附加说明；内嵌图像(仅供参考)。 

  图三十 

  “Jian Xing 78”号在常熟港区，2021 年 5 月 15 日至 19 日。据称与“Sky Venus”

号进行船对船移交的日期：2021 年 5 月 17 日。 

 

资料来源：Windward，由专家小组附加说明；内嵌图像(仅供参考)。  
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  图三十一 

  “Quan Yi You 02”号在泉州港区，2021 年 5 月 30 日至 6 月 2 日。据称与“Sky 

Venus”号进行船对船移交的日期：2021 年 5 月 31 日。 

 

资料来源：Windward，由专家小组附加说明；内嵌图像(仅供参考)。 

58. 程群船务公司继续否认其参与任何逃避制裁的活动。所有人说：“我的交易

(位置)是……在台湾海峡内。我的交易对方是香港弘耀公司的一位中国人刘先生。

接收石油的船只是内航船和渔船。没有任何一艘接货船被列入观察名单(或列入

制裁名单)。我没有违反任何法律。”程群船务公司没有解释它在专家小组所述的

多阶段石油货物转运中所起的作用。 

59. 在审查了相关资料、文件和数据，包括该公司提供的资料、文件和数据之后，

专家小组评估认为，程群船务公司无法证实或不愿证实其所称的若干情况。该公

司未能采取尽责措施核实其客户的身份，并确保其交付的石油货物不是运往朝鲜

民主主义人民共和国。该公司纵容接受匿名接货船，这进一步便利了非法活动，

包括逃避制裁。 

60. 一个会员国评估认为，程群船务公司“通过其空壳公司网络”，多次协助

“向[朝鲜民主主义人民共和国]运送数十万桶精炼石油”。这些通过多阶段船对

船转运向朝鲜民主主义人民共和国送货的操作“是有意进行的”，公司员工“知

道这些精炼石油是运往[朝鲜民主主义人民共和国]”。 

61. 一个会员国评估认为，弘耀国际公司所起的作用是协调程群船务公司、其指

定的小型接货船和“直接交付”船只之间的石油货物移交。专家小组继续进行调查。 
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  纽缦日公司和相关可疑船只 

62. 专家小组的调查显示，“Joffa”号报废前在一系列船对船移交中作为中间

船运营，从“Sky Venus”号(目前为“Jan Victoria”号)、“Xiang Shun”号和

“Hong Hu”号等母船装载石油货物(见图三十二)。2021 年和 2022 年，“Joffa”

号在装货后前往与“直接交付”油轮“New Konk”号(以“Lifan”号身份)和

(或)“Unica”号(以“HaiShun2”号身份)接头(见附件 34)。在这些移交之前，

“Joffa”号沿白马河访问了船厂，包括 Fujian Yihe Shipbuilding Industry Co. Ltd. 

(福建省易和船舶重工有限责任公司)，该船厂因涉嫌维修从事受制裁活动的邮轮而

被调查。61 “Joffa”号于 2021 年 4 月至 12 月期间在白马河上逗留，随后大约在

2021 年 12 月 3 日与“Sky Venus”号接头。作为一艘共用的中间船，“Joffa”号

被用来将非法石油货物从多艘不同的母船转运到据悉“直接交付”船只“New 

Konk”号和“Unica”号。这在很大程度上说明了在这些移交活动中的协调作用。 

  图三十二 

  参与多阶段运送石油的船舶示例 

 

资料来源：专家小组。 

63. 一段时间以来，“Joffa”号一直是引起专家小组注意的船只，62 专家小组对

该船所有权和管理公司的调查显示，与其他可疑船只一样，“Joffa”号的所有人

兼管理人，即香港注册公司 Joffa Trade International Co. Ltd.，还注册了一个公司

秘书地址，63 为其他被调查实体(包括“New Konk”号的注册所有人)提供公司秘

书服务。 

64. “Joffa”号在2019年将香港注册公司Nuwanni International Ship Management 

Co. Ltd. (紐縵日國際船舶管理有限公司)列为其先前的技术管理人。专家小组以前

__________________ 

 61 S/2022/132，第 47-53 和 60-63 段及附件 35 和 39。 

 62 同上，附件 40；S/2021/777，附件 33b，列于引起注意的船只清单。 

 63 香港九龙旺角花园街 2-16 号好景商业中心 5 楼 502C 室。 

https://undocs.org/ch/S/2022/132
https://undocs.org/ch/S/2021/777
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曾报告纽缦日公司为其他“直接交货”船只起到同样作用的情况。64 据报纽缦日

公司于 2019 年 7 月解散，65 但专家小组的调查表明，作为纽缦日公司唯一董事

和股东的个人可能是一个被指定人。66 这与专家小组的其他调查一致，其他调查

表明，公司注册记录中列出的船舶注册所有人的董事或股东并非实际所有人。 

65. 就香港公司注册记录中列为 Joffa 贸易公司董事的中国国民，专家小组已致

函“Joffa”号的船旗国(塞拉利昂)、总部设在大连的联合船舶检验公司(为 Joffa贸

易公司和纽缦日公司提供注册服务)67 以及中国。中国答复说，Joffa 贸易公司没

有参与朝鲜民主主义人民共和国相关活动，Joffa 没有记录在中国的港口停靠，中

国没有关于该船进行精炼石油产品非法船对船贸易的信息。中国对每个个案的完

整答复载于附件 34 至 41。联合船舶检验公司和塞拉利昂尚未作出答复。 

66. 专家小组继续调查以朝鲜民主主义人民共和国为目的地的多阶段运送石油

货物活动。 

  被扣押、被摘旗和被购买的船只 

  被扣押的船只 

67. 专家小组从扣押“Billions No. 18”号(海事组织编号 9191773)的会员国那里

获得了最新信息，这是一艘被指认船只，当时作为悬挂蒙古船旗的“Shun Fa”号

航行。68 收到了该船真实身份的照片和书证，样本见图三十三。 

  

__________________ 

 64 纽缦日公司曾担任“New Konk”号和“Unica”号的技术管理人。另见 S/2022/132，附件 38，

其中概述了与“直接交付”油轮有关的关联实体网络。 

 65 香港公司注册处记录。 

 66 社交媒体信息表明，一个姓名和国籍相同的人与在上述一艘母船上服务的船员是朋友。这一资

料由小组存档。 

 67 联合船舶检验公司向若干从事受制裁活动的船只提供服务，这些公司包括“Gold Star”号(海

事组织编号 9146247)，还向下列“直接交付”油轮提供服务：“Hokong”号、“Unica”号、

“Subblic”号、“Vifine”号(目前为“Un Hung”号)和“New Konk”号。见 S/2021/777，附件

35a。 

 68 S/2021/777，第 35-41 段和附件 29。 

https://undocs.org/ch/S/2022/132
https://undocs.org/ch/S/2021/777
https://undocs.org/ch/S/2021/777
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  图三十三 

  “Shun Fa”号上的伪造海事组织号牌和救生衣69 

 

资料来源：会员国。 

68. 专家小组早前对“Billions No. 18”号所有权的调查显示，该船在 2017 年 12

月 28 日被指认后进行了一系列转让，最后的船东为 Joy Wealthy Trading Limited

的王先生。据实施扣押的会员国称，在与王先生初步接触后，他停止了沟通。由

于王先生位于不同的管辖区，由船长(不同国籍)担任代理代表。应债权人的要求，

该船将被拍卖。根据国内法律程序遣返了船员。 

  南浦闸门处悬挂不明旗帜的货船 

69. 2022 年 6 月中旬，发现南浦闸门外有一艘载货货船“An Hai 6”号(海事组

织编号 8355786)。专家小组与相关会员国和对应方进行了沟通。纽埃船旗登记处

确认，该船挂旗进行意在转售的单次交付航次，并在 2022 年 5 月 23 日通报抵达

第三国目的地后取消了登记，其间两次请求停靠，包括更换船员。 

70. 据一个会员国称，2022 年 5 月 16 日至 18 日，“An Hai 6”号在其港口停泊

区进行了一次船员更换，半数船员离船。没有装卸货物。 

71. 专家小组注意到，自动识别系统跟踪显示，该船没有抵达原定进行交付的第

三国。 

72. 专家小组在上一次报告中提到朝鲜民主主义人民共和国购买的其他船只，那

些船只也是通过单次交付航次移交，70 可能利用了所涉的有限核证。调查继续进行。 

  朝鲜民主主义人民共和国购买的船只 

73. 朝鲜民主主义人民共和国在 COVID-19 期间继续违反安全理事会第

2397(2017)号决议第 14 段，通过过渡流程购买货船和油轮。自 2020 年以来，表

5 所列船只已正式编入朝鲜船队。 

__________________ 

 69 救生衣上印有“Golden Yuki”字样，即“Billions No. 18”号的原名。 

 70 “Pu Zhou”号(海事组织编号 8605727)、“Rui Ji Star”号(海事组织编号 9010058)和“Ocean 

Sky”号(海事组织编号 9125308)。 

https://undocs.org/ch/S/RES/2397(2017)
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  表 5 

  2020-2022 年正式登记的悬挂朝鲜民主主义人民共和国船旗航行的过渡船舶
a
 

(另见附件 35) 

 海事组织编号 船舶名称 型号 载重吨位 专家小组报告中是否曾经提及？ 

      
 2022 

1 9125308 Chol Bong San 1 

(原 Ocean Sky) 

油轮 5 807 是(S/2021/777) 

 2021 

2 8356120 Tae Dong Mun 2 

(原 Jiang Peng 337) 

货船 2 790 否 

 2020 

3 8865121 Sin Phyong 5 

(原 Woo Jeong) 

油轮 3 295 是(S/2022/132、S/2021/777) 

4 9016430 Su Ryong San 

(原 CJK Osaka) 

货船 4 519 是(S/2022/132) 

5 8602763 Tae Phyong 2 

(原 Miing Zhou 6) 

货船 26 013 是(S/2022/132、S/2021/777、

S/2021/211) 

6 8651178 Mu Pho 

(原 Double Lucky) 

货船 2 980 否 

7 9045962 Un Hung 

(原 Vifine) 

油轮 1 978 是(S/2022/132、S/2021/777、

S/2020/151) 

8 9340257 Kang Hung 

(原 Sun Miracle) 

货船 3 800 是(S/2022/132) 

9 9340271 Ra Son 6 

(原 Sun Hunchun) 

货船  3 800 是(S/2021/777) 

10 7636638 Xin Hai 

(原 Wol Bong San) 

油轮  4 969 是(S/2021/777、S/2021/211) 

11 9011399 Tae Dong Mun 

(原 Pole Star 1) 

货船 5 137 是(S/2021/211) 

12 9162318 To Myong 

(原 Ri Hong) 

货船 8 773 是(S/2022/132、S/2021/211、

S/2020/840) 

13 9018751 Tae Phyong 

(原 Great Wenshan) 

货船 26 369 是(S/2021/211、S/2020/840) 

14 9020003 Puk Dae Bong 

(原 Hua Fu) 

货船 10 030 是(S/2019/171 和

S/2019/171/Corr.1) 

资料来源：专家小组。从 S&P Global 和海事组织记录中获得的船舶信息。71 

a 据报，专家小组调查的这些船只中有一些在进行被制裁活动时悬挂以前的船旗。该表列出了

这些船只改挂朝鲜民主主义人民共和国船旗的正式日期(往往是追溯性的)。 

__________________ 

 71 2022 年 5 月查阅。 

https://undocs.org/ch/S/2021/777
https://undocs.org/ch/S/2022/132
https://undocs.org/ch/S/2021/777
https://undocs.org/ch/S/2022/132
https://undocs.org/ch/S/2022/132
https://undocs.org/ch/S/2021/777
https://undocs.org/ch/S/2021/211
https://undocs.org/ch/S/2022/132
https://undocs.org/ch/S/2021/777
https://undocs.org/ch/S/2020/151
https://undocs.org/ch/S/2022/132
https://undocs.org/ch/S/2021/777
https://undocs.org/ch/S/2021/777
https://undocs.org/ch/S/2021/211
https://undocs.org/ch/S/2021/211
https://undocs.org/ch/S/2022/132
https://undocs.org/ch/S/2021/211
https://undocs.org/ch/S/2020/840
https://undocs.org/ch/S/2021/211
https://undocs.org/ch/S/2020/840
https://undocs.org/ch/S/2019/171
https://undocs.org/ch/S/2019/171/Corr.1
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  “Heng Xing”号 

74. 卫星图像显示，2022 年 3 月，专家小组先前调查的一艘曾在塞拉利昂注册的

油轮“Heng Xing”号(海事组织编号 8669589)72 现身南浦的新运油码头(见图三

十四)。尽管“Heng Xing”号于 2021 年 11 月被塞拉利昂船旗登记处取消登记，

该船仍在国际水域航行。据专家小组评估，“Heng Xing”号可能已被转给朝鲜民

主主义人民共和国。73 在抵达南浦之前，“Heng Xing”号于 2021 年下半年现身

一家相关的中国船坞，并停留了至少 3 个月。专家小组继续调查 Heng Chen Rong 

(Hong Kong) Marine Co. Limited(恒晨榮(香港)海運有限公司)，该公司是注册船东

和经理，并与其他可疑船只共用一个公司秘书。 

  图三十四 

  位于南浦港的“Heng Xing”号，2022 年 3 月 11 日 

 

资料来源：Windward，由专家小组附加说明；内嵌图像，会员国。 

75. 专家小组已致函恒晨荣公司、塞拉利昂和中国，询问在香港公司注册记录和

恒晨荣公司实益拥有权信息上被列为恒晨荣公司董事的中国国民。塞拉利昂提供

了索要的文件。中国答复说，恒晨荣公司没有参与涉及朝鲜民主主义人民共和国

的活动，没有关于“Heng Xing”号在中国港口停靠的记录，中国没有关于该船进

行精炼石油产品的非法船对船交易的信息。恒晨荣公司尚未答复。更多详情见附

件 36.1 和 36.2。 

  

__________________ 

 72 S/2019/171 和 S/2019/171/Corr.1，脚注 12 和附件 6。 

 73 根据海事组织的记录，目前被列为悬挂不明旗帜。专家小组注意到，由于 COVID-19 的限制措

施，没有悬挂外国旗的船只在朝鲜民主主义人民共和国港口停泊。 

https://undocs.org/ch/S/2019/171
https://undocs.org/ch/S/2019/171/Corr.1
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  朝鲜民主主义人民共和国的海运出口 

  朝鲜民主主义人民共和国船只的煤炭出口 

76. 专家小组没有数据来量化朝鲜民主主义人民共和国在本报告所述期间违反

安全理事会第 2371(2017)号决议第 8 段出口的煤炭数量。然而，海运数据库显示，

朝鲜民主主义人民共和国货船继续利用伪造识别码进行广播，航行时不使用或使

用有限的自动识别系统传输，并经常在已知水域出口非法的朝鲜民主主义人民共

和国原产煤炭。 

77. 根据专家小组的调查、一个会员国提供的资料和公开来源报告，在本报告所

述期间，朝鲜民主主义人民共和国的船只继续在中国领海卸煤。虽然专家小组先

前报称，宁波-舟山是朝鲜民主主义人民共和国货船经常通过船对船移交方式卸

煤的区域，但朝鲜民主主义人民共和国船只也在中国其他领海卸煤，包括黄骅锚

地、渤海和连云港。74 

  宁波-舟山 

78. 专家小组先前调查的悬挂朝鲜民主主义人民共和国船旗的“Hoe Ryong”号

(海事组织编号 9041552)和“Thae Song 8”号(海事组织编号 9003653)75 在宁波-

舟山水域通过船对船移交方式卸载煤炭货物。“Hoe Ryong”号于 2 月 3 日从朝

鲜民主主义人民共和国抵达宁波-舟山水域，而“Thae Song 8”号于 2 月 21 日现

身同一水域。在卸载煤炭货物后，两艘船于 3 月在石岛附近停泊。“Hoe Ryong”

号的下一次现身地点是南浦，而“Thae Song 8”号于 4 月 10 日在烟台港区停泊，

装载袋装货物后返回南浦(见图三十五和三十六)。2022 年 1 月，“Thae Song 8”

号又进行了至少一次卸煤之旅(见附件 37)。 

  

__________________ 

 74 两位专家认为，本段需要进一步证实。 

 75 关于“Hoe Ryong”号，见 S/2022/132，附件 55。关于“Thae Song 8”号，见 S/2021/777，附

件 46。 

https://undocs.org/ch/S/RES/2371(2017)
https://undocs.org/ch/S/2022/132
https://undocs.org/ch/S/2021/777
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  图三十五 

  悬挂朝鲜民主主义人民共和国船旗的“Hoe Ryong”号在宁波-舟山水域出口煤

炭，2022 年 3 月 

清津-宁波-舟山-石岛-南浦 

 

 

资料来源：Windward，由专家小组附加说明；卫星图像：Planet Labs 和会员国。 
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  图三十六 

  悬挂朝鲜民主主义人民共和国船旗的“Thae Song 8”号在宁波-舟山水域出口煤

炭并在烟台港装运袋装货物，2022 年 2 月至 4 月 

宁波-舟山-石岛-烟台 

 

 

资料来源：Windward，由专家小组附加说明；卫星图像：Planet Labs 和会员国。 

  连云港 

79. 据一会员国称，悬挂朝鲜民主主义人民共和国船旗的“Tong San 2”号(海事

组织编号 8937675)和“Ryong Rim”号(海事组织编号 8018912)分别于 2021 年 12

月和 2022 年 1 月至 2 月在连云港附近卸载朝鲜民主主义人民共和国原产煤炭。

2020 年，专家小组报称，多艘朝鲜民主主义人民共和国货船与国内船只通过船对

船移交方式卸煤。76 2022 年 4 月 10 日，“Tong San 2 号再次来到连云港水域，

出口煤炭(见图三十七 a和三十七 b)。关于“Ryong Rim”号的情况，另见附件 38。 

  

__________________ 

 76 S/2020/151，第 67-70 段。 

https://undocs.org/ch/S/2020/151
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  图三十七 a 

  悬挂朝鲜民主主义人民共和国船旗的“Tong San 2”号的煤炭出口，连云港，2021

年 12 月 8 日至 25 日 
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  图三十七 b 

  “Tong San 2”号，2022 年 4 月 

 

资料来源：Maxar Technologies，由专家小组附加说明。内嵌图像，会员国。 

  渤海 

80. 2021 年 12 月至 2022 年 6 月，悬挂朝鲜民主主义人民共和国船旗的“Boun 

1”号(海事组织编号 9045986)77 多次在南浦和渤海黄骅港区以外水域之间航行

(见图三十八)。“Boun 1”号曾于 2020 年 5 月在中国领海出口朝鲜民主主义人民

共和国原产煤炭。2021 年 10 月 5 日，在卫星图像上观察到“Boun 1”号与悬挂

朝鲜民主主义人民共和国船旗的其他船只，包括“Tong San 2”号(见第 79 段)，

在宁波-舟山水域出口煤炭(见附件 39)。78 

  

__________________ 

 77 “Boun 1”号还传输了一个伪造的水上移动业务标识码，以“Roun 1”号身份航行。 

 78 S/2022/132，附件 56 和图 56。 

https://undocs.org/ch/S/2022/132
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  图三十八 

  悬挂朝鲜民主主义人民共和国船旗的“Boun 1”号航行史(以“Roun 1”号身份

航行)，渤海，2021 年 12 月至 2022 年 5 月 

 

资料来源：Windward，由专家小组附加说明；内嵌卫星图像，会员国(2020 年 5 月 3 日，宁波

-舟山水域的“Boun 1”号)。 

81. 专家小组向中国询问多艘朝鲜民主主义人民共和国船只出口煤炭的活动，包

括详细货物要求、所涉实体(包括接货船只和煤炭购买方)以及港口当局采取的行动。 

82. 中国答复称，关于“Hoe Ryong”号，2022 年没有在中国港口停靠的记录，

并且“中国当局发现这艘船只现身东海，但没有发现任何违反安全理事会决议的

活动”。关于“Thae Song 8”号，该船“于 2022 年 4 月从南浦港空驶进入烟台

港，并于同月装运尿素离开烟台港”。关于“Tong San 2”号，自 2021 年以来，

没有在中国港口停靠的记录。关于“Boun 1”号，自 2021 年以来没有在中国港

口停靠的记录：“没有发现关于该船装运煤炭的任何活动的任何证据”。 
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83. 专家小组还询问中国，2021 年 12 月至 2022 年 6 月 2 日期间，是否有任何

被列名的朝鲜民主主义人民共和国货船从朝鲜西海水闸79 (见图三十九)和大同

江沿岸河段过境中国领海或港口，并因参与违反安全理事会相关决议的活动而受

到调查。中国答复说，“Hoe Ryong 号和 Ryo Myong 号被 S/RES/2270(2016)号文

件附件 3 列为被指认实体 Ocean Maritime Management 的资产。中国一贯奉行不

允许被指认船舶在中国港口停靠和在中国领海内从事非法活动的政策。至于其他

48 艘船只……其中一些船只在 2021 年和 2022 年没有在中国港口停靠的记录，

在中国港口停靠的那些船只仅装运生活必需品货物”。 

84. 附件 40 说明了对曾出口煤炭的其他朝鲜民主主义人民共和国船只的调查情况。 

  图三十九 

  悬挂朝鲜民主主义人民共和国船旗的货船在南浦闸门外，2022 年 6 月 2 日 

 

资料来源：S&P Global，由专家小组附加说明。 

 a 源自自动识别系统传输。 

85. 据一个会员国报告，2021 年 10 月至 11 月期间，被指认的悬挂朝鲜民主主义

人民共和国船旗的货船“Ji Nam San”号(海事组织编号 9114555)冒充“Hope 1 ”

号，在宁波-舟山水域出口煤炭(见附件 41)。专家小组注意到，除了传输虚假身份

会引起怀疑外，在附近可观察到传输信号的船只长度等任何物理差异。中方答复

说：“自 2021 年以来，没有关于……JI NAM SAN 号(HOPE 1 号)在中国港口停

靠的记录……该船出现在东海，但没有发现任何违反安全理事会决议的活动”。 

  建议 

86. 由于以前查明的许多逃避制裁和违反制裁的活动仍在继续，专家小组重申，

其以往报告中所载的许多与海上活动有关的建议仍然具有现实意义。其他建议如下。 

__________________ 

 79 列表载有约 50 艘船。 

https://undocs.org/ch/S/RES/2270(2016)
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  关于非法进口石油货物的改装货船 

87. 专家小组建议会员国海事当局注意朝鲜民主主义人民共和国改装货船来运

送精炼石油的欺骗性做法，并在朝鲜民主主义人民共和国货船停靠其港口或港区

时进行必要的船舶检查。80 有关海事行为体还应采取适当的预防措施，防止以这

种方式进行潜在的非法石油采购。 

88. 专家小组建议会员国向修船厂和相关船舶经纪人宣传关于这种欺骗性做法

的信息以及协助将此类货船出口到朝鲜民主主义人民共和国的风险。 

  关于船舶身份篡改和操纵自动识别系统 

89. 专家小组重申，会员国和船舶登记处应在船舶通告中增加关于已发现的船只

身份洗白或篡改案件的信息，并确保广泛传播。此类信息应包括： 

• 登记册中曾传输伪装身份的船只的识别信息 

• 登记册中识别信息可能已被其他船只利用的船只的识别信息 

• 其船只曾传输伪造识别信息的船舶登记人姓名 

90. 专家小组重申，船旗国应拥有必要的工具，在发现冒用水上移动业务标识码

的可疑情况时，查明和调查这种情况，并与其他海事当局以及专家小组分享调查

结果。 

  关于处理朝鲜民主主义人民共和国购买船只问题 

91. 专家小组建议船旗登记处，对于单次交付航程，应检查自动识别系统全面监

测情况，检查船只以确认是否符合航行限制条件，并对向收货人交付船只进行额

外核查。 

92. 专家小组建议会员国鼓励卖方核实信息，包括但不限于船只的最终目的地和

最终用户(船东和承租人)、相关经纪人的身份以及以往的交易记录。 

93. 专家小组建议会员国鼓励卖方在出售船只时从买方获得确认声明，保证船只

不会以任何方式转交给朝鲜民主主义人民共和国或与该国有关联的任何人，买方

不会为朝鲜民主主义人民共和国违反制裁提供便利，如果发生这种情况，买方将

承担责任。 

94. 专家小组建议，会员国鼓励卖方、买方和经纪人在船只移交后，如果发现有

关船只可能违反安全理事会决议的任何信息，应向各自当局报告。 

  贸易统计和海关问题 

95. 尽管朝鲜民主主义人民共和国有限的对外贸易从 2021 年 6 月开始出现一些

复苏迹象，81 但该国 2021 年的总体贸易额与往年相比进一步下降。2021 年记录
__________________ 

 80 例如，专家小组曾多次报告朝鲜民主主义人民共和国货船停靠港口或港区，包括装运人道主义

货物。 

 81 S/2022/132，第 121 段和图四十三。 

https://undocs.org/ch/S/2022/132
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的进口总额约为 2.414 亿美元，约为 2020 年数字的 42%，出口总额为 1.222 亿美

元，约为 2020 年数字的 65%(见图四十)。 

  图四十 

  2019-2021 年朝鲜民主主义人民共和国贸易记录 

(百万美元) 

 

资料来源：国际贸易中心贸易地图，2022 年 6 月 30 日查阅。 

96. 开源贸易统计显示，2021 年期间，朝鲜民主主义人民共和国的前三大申报出

口商品是矿物燃料和油料(协调制度编码 27)、钢铁(协调制度编码 72)和电气机具

及设备(协调制度编码 85)(见附件 42)。该国前三大申报进口商品是塑料(协调制度

编码 39)、橡胶(协调制度编码 40)和化肥(协调制度编码 31)。然而，这些贸易量数

字源自贸易伙伴国的海关记录，在某些情况下存在错报(见第 102 段)。因此，实

际越界货物转运量应低于以上数字。这些统计数字不包括朝鲜民主主义人民共和

国非法进出口的货物，如煤炭和精炼石油(见第 27-34 段和第 76-85 段)。专家小组

审查了中国对参与非法进口朝鲜民主主义人民共和国原产煤炭的个人进行判决

的一些诉讼程序(见附件 43)。 

97. 2022 年 1 月，中国丹东与朝鲜民主主义人民共和国新义州之间的铁路货运

恢复。82 集装箱被运往义州的消毒设施进行检疫，截至 2022 年 7 月，其中大部

分(数百个)仍在消毒设施滞留(见图四十一)。 

  

__________________ 

 82 同上，第 122 段。 
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  图四十一 

  义州机场除污区的集装箱，机场中心(北纬 40°09′08″、东经 124°29′58″) 

 

资料来源：Planet Lab。 

98. 根据现有统计，2022 年第一季度，随着丹东与新义州之间铁路货运恢复，朝

鲜民主主义人民共和国整体贸易额月比小幅增长(见图四十二)。然而，由于
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COVID-19 的情况，这一铁路货运在 4 月底暂停，83 导致 2022 年 4 月至 5 月和 6

月的贸易量下降 80%。 

  图四十二 

  贸易统计，朝鲜民主主义人民共和国，2021 年 6 月-2022 年 3 月(每月) 

(百万美元) 

 

资料来源：国际贸易中心贸易地图，2022 年 6 月 30 日查阅。 

99. 专家小组继续分析朝鲜民主主义人民共和国的违禁进出口情况，本报告主要

涵盖 2021 年 10 月至 2022 年 3 月期间。84 

100.  根据国际贸易中心关于国家贸易数据的记录(其中一些贸易物品似乎属于

制裁类别)，专家小组请 24 个会员国提供与朝鲜民主主义人民共和国交易的资料，

以及任何出口到该国或从该国进口的货物被拒绝清关或扣押的详细情况。85 附件

44 载有专家小组用来监测部门禁令执行情况的受限制的协调制度编码商品清单。 

101.  专家小组还继续请会员国海关当局提供资料，说明其实际履行制裁义务的

情况，例如要求检查往来朝鲜民主主义人民共和国的所有货物，并在发现违禁品

时予以扣押和处置。 

102.  一些会员国表示，2021 年最后一个季度和 2022 年第一季度与朝鲜民主主

义人民共和国之间没有录得任何贸易活动，并提到国家代码的错误使用，即朝鲜

民主主义人民共和国的国家代码(KP)被当作实际贸易伙伴大韩民国的国家代码

(KR)错误输入。其他会员国表示，交易符合联合国制裁规定。86 一些会员国说明

__________________ 

 83 见 www.fmprc.gov.cn/mfa_eng/xwfw_665399/s2510_665401/2511_665403/202204/t20220429_

10680765.html。 

 84 到 2022 年 6 月 30 日的现有朝鲜民主主义人民共和国总体贸易统计期限截至 2022 年 3 月。 

 85 根据现有统计，有 46 个会员国报告了与朝鲜民主主义人民共和国的贸易，其中 24 个国家列入

了受限制的协调制度编码商品贸易情况。 

 86 S/2022/132，第 127-129 段。 
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了对疑似不遵守制裁案件的调查结果。附件 45 和 46 载有比较数据，表明国际贸

易统计与国家数据之间的差异。 

103.  专家小组正在等待一些会员国的答复，并注意到，一些会员国在确定某些

物项是否被禁止进出朝鲜民主主义人民共和国时继续面临挑战。 

  建议 

104.  专家小组建议国际标准化组织和会员国采取适当措施，防止错误使用朝鲜

民主主义人民共和国和大韩民国的国家代码(分别为 KP 和 KR)。 

105.  专家小组建议会员国精简进出口管制清单，使用违禁商品的非正式清单作

为辅助材料(见附件 44)。 

106.  专家小组建议会员国海关当局利用上述清单为其管辖范围内的贸易代理人

提供信息，以进行尽职调查，特别是在受制裁管辖区附近处理此类商品时。 

107.  专家小组建议，对于在部门禁令问题上需要援助的会员国，委员会应考虑

信息外联活动。 

 四. 禁运、被指认的实体和个人以及海外工人 

  禁运 

  Global Communications 公司 (Glocom) 

108.  鉴于有证据表明 Glocom 仍然活跃在网上，专家小组请马来西亚提供最新

资料，说明马来西亚当局近年来对 Glocom 及其同伙采取的具体行动。87 马来西

亚答复说：“马来西亚当局证实，Global Communications 公司(Glocom)从未在马

来西亚活动”(见附件 47)。 

  斯里兰卡 

109.  据 2022 年 2 月媒体报道，88 斯里兰卡一名部长承认在 1983 年至 2009 年

斯里兰卡内战期间从朝鲜民主主义人民共和国购买了武器。专家小组向斯里兰卡

询问这一报道，但尚未收到答复，尽管专家小组注意到斯里兰卡外交部长断然否

认这一媒体报道。89 

  奢侈品禁令执行情况 

110.  在本报告所述期间，由于边境关闭，包括疑似奢侈品在内的所有消费品的

进口量仍然极低。然而，在 2022 年 1 月部分恢复铁路货物交付后，进口消费品

__________________ 

 87 见第 17 段。 

 88 见 www.nknews.org/2022/02/top-sri-lankan-official-admits-to-arms-deal-with-north-korea-then-

backtracks/?t=1652198644870。 

 89 见 https://mfa.gov.lk/fm-north-korea。 

http://www.nknews.org/2022/02/top-sri-lankan-official-admits-to-arms-deal-with-north-korea-then-backtracks/?t=1652198644870
http://www.nknews.org/2022/02/top-sri-lankan-official-admits-to-arms-deal-with-north-korea-then-backtracks/?t=1652198644870
https://mfa.gov.lk/fm-north-korea
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重新出现在外币商店，据报也出现在一些市场，尽管价格极高(1 公斤咖啡价格为

900-950 美元)。 

111.  专家小组调查了一份关于朝鲜民主主义人民共和国专业摄影记者使用高档

佳能和尼康相机的媒体报道。专家小组向制造商提供了其中约 20 台相机的序列

号，制造商确认了当地经销商和零售点向日本、新加坡、泰国、中国和阿拉伯联

合酋长国的购买者进行销售的详情。其中一台相机用于展示目的，另一台则用作

一家制造厂的检查模型；看来当地有关的处置公司没有适当处置这两台相机。更

多详情见附件 48 和 49。 

112.  据媒体报道，朝鲜民主主义人民共和国政府官员使用了一辆三菱帕杰罗，

据报是 2015 年至 2021 年期间制造的一款车型(见图四十三)。独立分析师查明该

车型可能是豪华“珍藏版”或“V97”版。该车于 2020 年 3 月 8 日首次现身朝鲜

中央电视台，随后在 2020 年 3 月 25 日镜头中出现，停在平壤国际机场附近一个

导弹设施内的洲际弹道导弹发射场附近。2022 年 3 月 31 日，该车再次出现在与

朝鲜领导人金正恩的合影中。三菱汽车公司告知专家小组，图片中的车辆“是

2014[财政年度]之后在我们的日本工厂制造的”，这一车型“是我们从日本向北

亚和中东地区销售的产品”。调查继续进行。 

  图四十三 

  朝鲜民主主义人民共和国境内的三菱帕杰罗图片 

 

资料来源：朝鲜中央电视台和专家小组。 
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113.  独立分析人员在 2020 年 10 月和 2021 年 1 月朝鲜民主主义人民共和国阅

兵式上发现并确认了改装的三菱帕杰罗运动多功能装甲车(见图四十四)。制造商

强调：“我们的政策是不组装车辆用于军事目的，从未如这张图片所示，将任何

车辆改装用于军事目的。此外，我们的经销商协议禁止销售、改装或使用我们的

车辆用于军事目的或破坏国际秩序”。 

  图四十四 

  改装用于军事目的的三菱帕杰罗运动多功能车图片 

 

资料来源：NK News。 

114.  专家小组调查了关于一家新加坡公司违反奢侈品禁令，向朝鲜民主主义人

民共和国供应葡萄酒和烈酒的媒体报道。90 专家小组从一个会员国收到的资料称，

2022 年 5 月，在新加坡注册的“123 Holdings Pte. Ltd”公司被一家新加坡法院指

控在 2016-2017 年期间通过中国向朝鲜民主主义人民共和国供应品牌威士忌、干

邑白兰地和葡萄酒。至少交货 5 次，总价值约为 720 000 新元。专家小组正在跟

进这一案件的结果。 

115.  应专家小组的要求，日本就 2021 年 6 月缉获安全数字卡一案提供了一些补

充资料(见附件 50)。 

116.  专家小组等待施坦威乐器公司就朝鲜民主主义人民共和国境内的一架三角

钢琴提供答复(见 S/2022/132，第 148 段)。 

  

__________________ 

 90 见 www.todayonline.com/singapore/beverage-exporter-charged-illegally-exporting-pokka-drinks-

worth-s340000-north-korea-1907286。 

https://undocs.org/ch/S/2022/132
http://www.todayonline.com/singapore/beverage-exporter-charged-illegally-exporting-pokka-drinks-worth-s340000-north-korea-1907286
http://www.todayonline.com/singapore/beverage-exporter-charged-illegally-exporting-pokka-drinks-worth-s340000-north-korea-1907286
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  建议 

117.  专家小组再次建议会员国考虑更新出口管制清单，以符合安全理事会第

1718(2006)、1874(2009)、2094(2013)、2270(2016)和 2321(2016)号决议目标的方式

反映违禁奢侈品清单，同时避免不必要地扩大清单范围，目的是在贸易恢复后，

不限制向平民供应未受禁止的货物，并且不产生负面的人道主义影响。 

118.  专家小组再次建议，会员国应鼓励本国从事奢侈品出口的商业实体和国民

在合同中列入防止转运到朝鲜民主主义人民共和国的条款。 

  朝鲜矿业发展贸易公司(KPe.001) 

119.  专家小组从一个会员国收到进一步信息，称截至 2022 年初，赤道几内亚与

联合国指认的朝鲜民主主义人民共和国朝鲜矿业发展贸易公司持续保持往来。91 

专家小组已再次致函赤道几内亚，但尚未收到答复。 

  朝鲜青松联合会社(KPe.010) 

120.  一个会员国称，2019 年，朝鲜青松联合会社(又称 Saeng Pil 贸易公司；前

称 Paeksan 联合会社和 Taedonggang 技术联合会社)在海外开展业务时更名为

Jihyang 联 合 会 社 ( 亦 称 Jihyang 技 术 贸 易 公 司 和 Jihyang 贸 易 会 社

(지향기술무역회사))，以逃避审查和躲避联合国制裁。 

  军需工业部(KPe.028) 

121.  根据一个会员国提供的信息，与军需工业部有关联的朝鲜民主主义人民共

和国信息技术工人一直通过销售语音网络钓鱼92 黑客应用程序以及运营多个海

外服务器和英特网协议地址赚取外汇。93、94 

122.  2020 年 7 月，4 名大韩民国国民在中国天津被当局逮捕，并被引渡至大韩

民国。95 其中一人供认说，犯罪集团从一名朝鲜民主主义人民共和国信息技术工

人处购买了大韩民国国民的个人信息以及语音网络钓鱼黑客应用程序。对语音网

络钓鱼组织使用的服务器进行分析后发现了只有朝鲜民主主义人民共和国使用

的独特用语。96 2022 年初，该会员国获得了黑客应用程序手册和演示其功能的视

频短片(见附件 51)。视频中的一人被确认为 Song Rim，97 是“Biryugang 海外技

__________________ 

 91 S/2022/132,第 152 段。 

 92 亦称“语音钓鱼”，语音网络钓鱼涉及使用目标电话通话进行网络钓鱼，采用因特网语音协议，

冒充类似于合法组织的呼叫者身份来欺骗目标受害者。见 www.law.cornell.edu/wex/phishing。 

 93 军需工业部过去曾直接参与将朝鲜民主主义人民共和国信息技术工人带到中国。见 S/2021/211，

第 124 段；S/2020/840，第 106-111 段和附件 47；S/2020/151，第 120-125 段。 

 94 据这一会员国当局称，这些语音网络钓鱼案件中的损失金额估计数约为 6.35 亿美元。 

 95 见 http://world.people.com.cn/n1/2021/0410/c1002-32074728.html。 

 96 这些词汇包括“Bat-um Jon-hwa”(받음 전화)，字面意思是来电，以及“Kol-um Jon-

hwa”(걸음 전화)，字面意思是去电。 

 97 关于这名朝鲜民主主义人民共和国信息技术工人的具体资料，见附件 52。 

https://undocs.org/ch/S/RES/1718(2006)
https://undocs.org/ch/S/RES/1874(2009)
https://undocs.org/ch/S/RES/2094(2013)
https://undocs.org/ch/S/RES/2270(2016)
https://undocs.org/ch/S/RES/2321(2016)
https://undocs.org/ch/S/2022/132
http://www.law.cornell.edu/wex/phishing
https://undocs.org/ch/S/2021/211
https://undocs.org/ch/S/2020/840
https://undocs.org/ch/S/2020/151
http://world.people.com.cn/n1/2021/0410/c1002-32074728.html
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术合作公司”(비류강해외기술협조사)的一名员工，该公司与朝鲜民主主义人民

共 和 国 火 箭 工 业 部 (로케트공업부) 下 属 的 “Hapjanggang 贸 易 会

社”(합장강무역회사)有直接关联。98 火箭工业部隶属于军需工业部。99 调查继

续进行。 

  侦察总局(KPe.031) 

123.  据信，隶属于侦察总局100 的朝鲜民主主义人民共和国网络威胁行为体

(Kimsuky、Lazarus 组织、BlueNoroff 和 Stonefly)101 继续实施网络攻击。这些行

为体以受害者为目标，通过欺诈手段获取相关信息以规避制裁的影响，获取对朝

鲜民主主义人民共和国有价值的信息并非法创收。 

124.  一家网络安全公司报称，Kimsuky 组织 102  一直使用远程操作木马

“xRAT(类似基于 RAT 的开源 RAT)”恶意软件和其他伪装的 Word 和 PDF 文件

来窃取受害者信息。该公司在 2022 年 4 月发现，Lazarus 组织利用基于 Java 的日

志工具 Log4j 的漏洞发送“NukeSped”103 恶意软件。在另一起案件中，2022 年

第一季度，47 家公司和机构——包括国防企业——被发现感染了 Lazarus 组织发

送的新型恶意软件。这些恶意行为(例如在这些组织的系统内执行来自外部实体

的任意命令 )据说源自 INITECH(inisafecrosswebexsvc.exe)流程感染了名为

“SCSKAppLink.dll”的恶意软件类型。104、105 

125.  专家小组获悉，2022 年 1 月，Lazarus 组织发起了一场运动，重点针对多个

化学和信息技术部门组织，以窃取知识产权，推进朝鲜民主主义人民共和国在这

些领域的利益。来自一家网络安全公司的报告106 显示，这是 Lazarus 组织“梦幻

工作行动”107 的延续，该行动使用虚假的工作机会引诱受害者点击链接或附件，

__________________ 

 98 2022 年 4 月 ， 两 个 实 体 都 被 列 入 美 国 外 国 资 产 管 制 处 制 裁 名 单 。 见

https://home.treasury.gov/policy-issues/financial-sanctions/recent-actions/20220401。 

 99 S/2022/132，第 30 段和附件 30。 

 100 关于侦察总局和其他组织在朝鲜民主主义人民共和国网络行动中的作用，见 S/2020/840，附件

48。 

 101 本节中使用的网络威胁行为体及其运动名称在网络安全行业中广泛使用。 

 102 Kimsuky 使用“KONNI”恶意软件进行的网络攻击见附件 53.1。 

 103 “NukeSped”是一种后门恶意软件，可以根据从远程攻击者控制的域名接收的命令进行各种

恶意活动。 

 104 另一家网络安全公司发现，Lazarus 组织在攻击化工部门时使用了相同类型的恶意软件。见第

125 段。 

 105 这些报告的链接见附件 53.2。 

 106 见 https://symantec-enterprise-blogs.security.com/blogs/threat-intelligence/lazarus-dream-job-

chemical。 

 107 S/2021/211，第 126 段和脚注 107。 

https://home.treasury.gov/policy-issues/financial-sanctions/recent-actions/20220401
https://undocs.org/ch/S/2022/132
https://undocs.org/ch/S/2020/840
https://symantec-enterprise-blogs.security.com/blogs/threat-intelligence/lazarus-dream-job-chemical
https://symantec-enterprise-blogs.security.com/blogs/threat-intelligence/lazarus-dream-job-chemical
https://undocs.org/ch/S/2021/211
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最终安装恶意软件。据同一家公司108 报告，109 Stonefly 最近将重点从对政府实

体的分布式拒绝服务(DDoS)攻击转移到对高价值目标的间谍行动。2022 年 2 月，

Stonefly 对能源和军事部门的一家工程公司进行了网络攻击，一个会员国告知专

家小组，正在进行调查，以确认是否存在任何重大数据泄露。 

126.  一个会员国告知专家小组，朝鲜民主主义人民共和国利用勒索软件创收。110 

一家网络安全公司111 称，虽然不常被发现，但朝鲜使用了从 2020 年 3 月开始出

现的 VHD 勒索软件等勒索软件。此外，还发现了几种新型勒索软件，即 BEAF、

PXJ、ZZZZ 和 ChiChi 勒索软件，其中大部分与 BlueNoroff(亦称 APT38)所用的

VHD 勒索软件具有代码相似性。 

127.  另一家网络安全公司显示，Lazarus 组织一直发送一个木马版本的 DeFi 钱

包，用于存储用户和投资者的加密货币资产。112 因 2016 年对孟加拉国中央银行

进行网络抢劫攻击而闻名的 BlueNoroff 将重点“从打击银行和环球银行间金融

电信协会连接的服务器转至完全的加密货币业务，作为该组织非法收入的主要来

源”，专家小组还获悉该组织的“'窃取加密货币运动”。113 “窃取加密货币运

动”的目标是全球范围内从事加密货币和智能合约业务的公司。专家小组尚无法

确认这些组织的运动是否成功为朝鲜民主主义人民共和国创造了非法收入，但这

类活动可能会继续下去。114 

  人民武装力量省(KPe.054) 

  第 53 司 

128.  一个会员国报告说，联合国指认的朝鲜民主主义人民共和国人民武装力量

省第 53 司(亦称第 53 局)是一个武器交易实体，总部设在平壤。据报，至少在 2019

年至 2021 年期间(可能之前和之后)，第 53 司驻俄罗斯联邦代表处一直负责从俄

__________________ 

 108 见 https://symantec-enterprise-blogs.security.com/blogs/threat-intelligence/stonefly-north-korea-

espionage。 

 109 一家网络安全公司称，“据信，Stonefly 专门针对目标发动高度选择性的定向攻击，从而生成

情报，帮助能源、航空航天和军事装备等具有战略意义的部门。它似乎感兴趣的几乎所有技术

都具有军事以及民用用途，有些技术可以用于发展先进武器”。 

 110 2022 年 7 月 6 日，美利坚合众国政府(美国联邦调查局、网络安全和基础设施安全署和财政部)

发布了一份联合网络安全咨询意见，警告说，朝鲜民主主义人民共和国网络威胁行为体自 2021

年 5 月以来发动了一场运动，使用一种名为“Maui 勒索软件”的勒索软件变体，主要目标是

健康保健和公共卫生部门的组织。见 www.cisa.gov/uscert/sites/default/files/publications/aa22-

187a-north-korean%20state-sponsored-cyber-actors-use-maui-ransomware-to-target-the-hph-

sector.pdf。 

 111 见 www.trellix.com/en-us/about/newsroom/stories/threat-labs/the-hermit-kingdoms-ransomware-

play.html。 

 112 见 https://securelist.com/lazarus-trojanized-defi-app/106195。 

 113 见 https://securelist.com/the-bluenoroff-cryptocurrency-hunt-is-still-on/105488。 

 114 成功部署勒索软件或利用获取身份认证来赚取非法收入将违反金融制裁，包括安全理事会第

2094(2013)号决议第 11 段。关于朝鲜民主主义人民共和国盗窃加密货币的行为，见第 146-149

段。 

https://symantec-enterprise-blogs.security.com/blogs/threat-intelligence/stonefly-north-korea-espionage
https://symantec-enterprise-blogs.security.com/blogs/threat-intelligence/stonefly-north-korea-espionage
http://www.cisa.gov/uscert/sites/default/files/publications/aa22-187a-north-korean%20state-sponsored-cyber-actors-use-maui-ransomware-to-target-the-hph-sector.pdf
http://www.cisa.gov/uscert/sites/default/files/publications/aa22-187a-north-korean%20state-sponsored-cyber-actors-use-maui-ransomware-to-target-the-hph-sector.pdf
http://www.cisa.gov/uscert/sites/default/files/publications/aa22-187a-north-korean%20state-sponsored-cyber-actors-use-maui-ransomware-to-target-the-hph-sector.pdf
http://www.trellix.com/en-us/about/newsroom/stories/threat-labs/the-hermit-kingdoms-ransomware-play.html
http://www.trellix.com/en-us/about/newsroom/stories/threat-labs/the-hermit-kingdoms-ransomware-play.html
https://securelist.com/lazarus-trojanized-defi-app/106195
https://securelist.com/the-bluenoroff-cryptocurrency-hunt-is-still-on/105488
https://undocs.org/ch/S/RES/2094(2013)
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罗斯联邦为朝鲜民主主义人民共和国采购轴承、通信和电子部件。从 2021 年年

底(可能更早)开始，第 53 司还直接参与了刚果的一些建设项目。这些项目几乎肯

定雇用朝鲜民主主义人民共和国劳工，包括多个医院(布拉柴维尔和松戈洛)和住

宅项目(金德莱、巴孔戈和温泽)(见第 138 段)。 

129.  据该会员国称，第 53 司有下属公司和幌子公司，并在几个国家任命了海外

代表。专家小组请刚果、莫桑比克、阿拉伯叙利亚共和国、坦桑尼亚联合共和国、

俄罗斯联邦和中国提供进一步详情，并澄清上述信息。 

130.  俄罗斯联邦答复说，没有认可人民武装力量省的任何单位负责俄罗斯联邦境

内的武器贸易，被点名个人是外交官。阿拉伯叙利亚共和国答复说，朝鲜民主主义

人民共和国与阿拉伯叙利亚共和国之间没有军事合作。中国答复说，没有发现与非

法武器贸易有关的活动证据。答复全文见附件 54 至 56。专家小组等待其他答复。 

  海金刚贸易公司 

131.  海金刚贸易公司是朝鲜民主主义人民共和国的一个武器贸易实体，隶属于人民

武装力量省。据一个会员国称，2021 年 6 月，该公司计划向尼日利亚居中出售价值

约 350 万美元的军事相关设备。专家小组等待尼日利亚的答复。调查继续进行。 

  海外工人 

132.  专家小组继续调查在国外赚取收入的朝鲜民主主义人民共和国国民(海外

工人)。根据会员国提供的信息，2021 年，朝鲜民主主义人民共和国国民在非洲、

亚洲、中东和俄罗斯联邦受雇从事信息技术、115 医疗合作、建筑和餐饮等领域的

工作，违反了安全理事会第 2397(2017)号决议第 8 段。COVID-19 引发的边境关

闭继续阻碍会员国从其领土遣返朝鲜民主主义人民共和国国民。 

133.  专家小组获得一份在 2019 年 12 月底前离开某会员国的朝鲜民主主义人民

共和国国民名单，却发现其中一些人在离境后并未抵达所述目的地或过境国。调

查继续进行。 

  阿尔及利亚 

134.  一个会员国报告说，朝鲜民主主义人民共和国公司 Namgang 建设总公司与

第三国的另一家公司签订合同，在 2021 年 6 月至 7 月期间为阿尔及利亚的建筑

项目提供朝鲜民主主义人民共和国工人。阿尔及利亚答复专家小组说，这家朝鲜

民主主义人民共和国公司没有“出现在其官方记录中”(见附件 57)。 

__________________ 

 115 关于朝鲜民主主义人民共和国的信息技术工人，2022 年 5 月，美国政府发布了“关于朝鲜民

主主义人民共和国信息技术工人的指导意见”，其中表示朝鲜民主主义人民共和国努力向世界

各地的公司派遣信息技术工人，以获得有时被用来便利网络入侵的特权访问。指导意见提供了

各项指标，旨在帮助公司识别这些信息技术工人，并推荐了各种保护措施。见

https://home.treasury.gov/system/files/126/20220516_dprk_it_worker_advisory.pdf 和

https://home.treasury.gov/system/files/126/20220516_dprk_it_worker_fact_sheet.pdf。 

https://undocs.org/ch/S/RES/2397(2017)
https://home.treasury.gov/system/files/126/20220516_dprk_it_worker_advisory.pdf
https://home.treasury.gov/system/files/126/20220516_dprk_it_worker_fact_sheet.pdf
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  柬埔寨 

135.  专家小组继续调查在柬埔寨工作的朝鲜民主主义人民共和国国民。至少有

两个朝鲜民主主义人民共和国实体，即 Keochakrey 贸易有限公司和 SCNK(柬埔

寨)有限公司，在 2019 年 12 月被柬埔寨当局注销后仍继续经营。116 该实体使用

了一家已解散公司的信息，并替换了关于地址和国家的内容(见附件 58)。柬埔寨

告知专家小组，这两个实体已于 2022 年 2 月注销，并提供了为其工作的朝鲜民

主主义人民共和国国民的信息。调查继续进行。 

  刚果 

136.  据一个会员国称，2021 年 3 月，朝鲜 Moranbong 医疗合作中心请求刚果为

在刚果工作的几名朝鲜民主主义人民共和国医生延长工作签证(见附件 59)。专家

小组尚未收到刚果的答复。 

  科特迪瓦 

137.  一个会员国报告说，朝鲜 Moranbong 医疗合作中心与科特迪瓦的医疗中心

签订了合同，涉及 2019 年 6 月和 7 月雇用朝鲜民主主义人民共和国医生(见附件

60)。专家小组等待科特迪瓦的答复。 

  老挝人民民主共和国 

138.  2020 年 7 月，老挝人民民主共和国向专家小组提供的信息表示，没有任何

老挝公司雇用朝鲜民主主义人民共和国工人，尽管一个会员国报告说，与老挝-

Toshyo 信息技术服务有限公司有关联的一组朝鲜工人继续在那里工作。老挝人民

民主共和国尚未就这些工人作出答复(见附件 61)。 

  俄罗斯联邦 

139.  一家俄罗斯当地媒体报道，一家俄罗斯公司“'SZ' Rybovodstroi”117 在

Yuzhno-Sakhalinsk 一个住宅区的建筑工地雇用朝鲜民主主义人民共和国国民。报

告称，该建筑工程与一栋公寓综合体有关，2019 年底开工，计划在 2022 年上半

年完工(见附件 62)。俄罗斯联邦答复说，没有关于该公司使用朝鲜民主主义人民

共和国工人的资料。答复全文载于附件 63。 

140.  据一个会员国称，一家朝鲜民主主义人民共和国信息技术公司平壤 

Kwangmyong 信息技术会社(평양광명정보기술사)118 一直在符拉迪沃斯托克开

展业务，据报在 2021 年和 2022 年利用俄罗斯国民开设信息技术账户和获取银行

服务，并提供朝鲜民主主义人民共和国信息技术工人收入的一部分作为回报。其

他活动包括在一个名为“Upwork”的自由职业者平台(https：//www.example.com)

上维护账户，并为远程核查账户使用情况提供便利，从俄罗斯国民的银行账户中

__________________ 

 116 S/2020/151，第 139 段和附件 38。 

 117 OOO “СЗ "РЫБОВОДСТРОЙ”, 国际非专利商标名 650103952031。 

 118 俄罗斯计算机和信息技术企业协会网站显示，这家公司在过去(2014 年 8 月)曾向俄罗斯公司提

供雇用朝鲜民主主义人民共和国工人的机会，并发送了介绍其信息技术专家能力的文件。 

https://undocs.org/ch/S/2020/151
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领取朝鲜民主主义人民共和国信息技术工人的报酬，并为朝鲜民主主义人民共和

国信息技术工人寻找潜在的信息技术工作机会。俄罗斯联邦答复说，该公司没有

在当地注册，没有关于参与其活动的人员数据。附件 63 载有答复全文。 

  多哥 

141.  据一个会员国称，朝鲜民主主义人民共和国的医生正在多哥工作，并参与

同若干多哥实体建立合资企业。多哥的福音教会也邀请朝鲜民主主义人民共和国

医务工作者访问该国(见附件 64)。专家小组尚未收到多哥的答复。 

  阿拉伯联合酋长国 

142.  据另一个会员国称，时为迪拜居民的朝鲜民主主义人民共和国个人 Oh 

Chung Song(오충성，出生日期：1989 年 2 月 27 日)在“Upwork”平台上建立了

一个帐户，在此过程中伪造其国籍。据报，Oh 利用该平台开发并向一些不同的公

司提供信息技术相关程序，以获取外汇。2021 年 12 月，一名雇主发现 Oh 伪造

国籍，因此，他和与其共事的其他朝鲜民主主义人民共和国信息技术工人立即离

境前往老挝人民民主共和国，因为担心接受阿拉伯联合酋长国当局的调查。专家

小组尚未收到有关会员国或“Upwork”的答复。 

  越南 

143.  越南答复了专家小组关于继续在河内营业的“高丽餐厅”的询问。119 答

复称，“由于 COVID-19 大流行的影响，越南境内的未遣返[朝鲜民主主义人民共

和国]工人获得了一个月的临时签证，以延长他们在越南的停留时间”。越南解释

说，已不再发放工作许可证，“没有祖国的任何支助，他们的处境很困难”，经

营餐馆“完全是出于人道主义目的，维持剩余的[朝鲜民主主义人民共和国]雇员

的最低生活条件”。 

144.  越南还解释说“高丽餐厅内的绘画只是为了装饰目的。没有证据证明其雇

员销售万寿台创作社的任何艺术产品”。 

 五. 金融 

145.  在本报告所述期间，专家小组的金融调查重点是朝鲜民主主义人民共和国

的网络活动，但以前的金融调查仍在继续。120 

  通过网络活动非法创收 

146.  针对加密货币公司和交易所的网络攻击仍在继续，121 变得更加复杂，使追

踪被盗资金的工作更为困难。全球加密货币监管机制的缺失加剧了这一问题。 

__________________ 

 119 S/2022/132，第 178 段和附件 84。 

 120 S/2022/132，第 181 段和 S/2021/777，第 159-164 段。 

 121 S/2022/132，第 182-184 段。 

https://undocs.org/ch/S/2022/132
https://undocs.org/ch/S/2022/132
https://undocs.org/ch/S/2021/777
https://undocs.org/ch/S/2022/132
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147.  2022 年 3 月下旬，Ronin 网络(一个用于非同质化代币122 Axie Infinity 游戏123 

的以太币侧链)被黑客攻击，损失 173 600 多枚以太币和 2 550 万美元游戏币。124、125 

据该网络的新闻通讯报道，126 黑客进入 9 个私钥密码验证器节点中的 5 个，其

中一个是分散自治组织运行的第三方验证器节点。127 发现此案后几小时内停止

了 Ronin Bridge 的所有存取款，128 以进行调查。若干数据分析公司追踪了被盗

资金，其中一些资金在分散式交易所进行了“加密币置换”，并被送往货币混合

机构。129 4 月中旬，美利坚合众国联邦调查局将 Ronin 黑客攻击归咎于 Lazarus

组织，130 美国财政部制裁了与盗窃案有关的以太币钱包地址。131 5 月，美国当

局对朝鲜民主主义人民共和国用来清洗被盗加密货币的虚拟货币混币器 Blender

实施制裁，这是混币器公司首次受到制裁。132 6 月 28 日，Ronin Bridge 重新开

放，该公司正在与执法机构合作，以完全收回资金。133 

148.  根据众多消息来源，134 Harmony区块链的Horizon Bridge135 (连接比特币、

以太币网络和 Binance Chain)在 2022 年 6 月 23 日被一次非常类似的网络攻击攻

破，在这次攻击中，发生了旨在窃取各类替代币的多次交易。Harmony 报称，其

团队发现了“私匙密码被攻破的证据”，而且“该桥的以太币一侧资金被盗”。

__________________ 

 122 非同质化代币是“区块链上的数字代币，每个代币代表某种独特物件，比如数字艺术品、特别

的游戏内物品、稀有的交易卡收藏品，或任何其他独特的数字 / 物理资产”。见

https://chain.link/education/nfts。 

 123 SkyMavis 是一家位于越南的技术公司，开发了 Axie Infinity 和 Ronin 网络。 

 124 由于最近几个月加密货币的美元价值发生变化，专家小组以相关加密货币描述被盗金额。见

www.reuters.com/technology/crypto-crash-threatens-north-koreas-stolen-funds-it-ramps-up-

weapons-tests-2022-06-28。 

 125 见 https://therecord.media/more-than-625-million-stolen-in-defi-hack-of-ronin-network。 

 126 见 https://roninblockchain.substack.com/p/community-alert-ronin-validators?s=w。 

 127 Axie Infinity 游戏的开发商 Sky Mavis 排除了技术漏洞是黑客攻击的主要原因，并提到“这是

一次结合人为错误的社会工程攻击”。 

 128 Ronin 网络于 3 月 23 日被攻破，3 月 29 日发现沦陷。 

 129 见 www.elliptic.co/blog/540-million-stolen-from-the-ronin-defi-bridgeand 

https://medium.com/@danajwright/the-ronin-heist-c675b7b75efe。 

 130 见 www.fbi.gov/news/press-releases/press-releases/fbi-statement-on-attribution-of-malicious-cyber-

activity-posed-by-the-democratic-peoples-republic-of-korea。 

 131 见 https://home.treasury.gov/policy-issues/financial-sanctions/recent-actions/20220414 and 

https://home.treasury.gov/policy-issues/financial-sanctions/recent-actions/20220422。 

 132 见 https://home.treasury.gov/news/press-releases/jy0768。 

 133 见 https://roninblockchain.substack.com/p/the-ronin-bridge-is-open-。 

 134 见 https://medium.com/harmony-one/harmonys-horizon-bridge-hack-1e8d283b6d66 and 

https://hub.elliptic.co/analysis/over-1-billion-stolen-from-bridges-so-far-in-2022-as-harmony-s-

horizon-bridge-becomes-latest-victim-in-100-million-hack。 

 135 Harmony 区块链由美国的区块链投资公司 Harmony One 创建。 

https://chain.link/education/nfts
http://www.reuters.com/technology/crypto-crash-threatens-north-koreas-stolen-funds-it-ramps-up-weapons-tests-2022-06-28
http://www.reuters.com/technology/crypto-crash-threatens-north-koreas-stolen-funds-it-ramps-up-weapons-tests-2022-06-28
https://therecord.media/more-than-625-million-stolen-in-defi-hack-of-ronin-network
https://roninblockchain.substack.com/p/community-alert-ronin-validators?s=w
http://www.elliptic.co/blog/540-million-stolen-from-the-ronin-defi-bridgeand
https://medium.com/@danajwright/the-ronin-heist-c675b7b75efe
http://www.fbi.gov/news/press-releases/press-releases/fbi-statement-on-attribution-of-malicious-cyber-activity-posed-by-the-democratic-peoples-republic-of-korea
http://www.fbi.gov/news/press-releases/press-releases/fbi-statement-on-attribution-of-malicious-cyber-activity-posed-by-the-democratic-peoples-republic-of-korea
https://home.treasury.gov/policy-issues/financial-sanctions/recent-actions/20220414
https://home.treasury.gov/policy-issues/financial-sanctions/recent-actions/20220422
https://home.treasury.gov/news/press-releases/jy0768
https://roninblockchain.substack.com/p/the-ronin-bridge-is-open-
https://medium.com/harmony-one/harmonys-horizon-bridge-hack-1e8d283b6d66
https://hub.elliptic.co/analysis/over-1-billion-stolen-from-bridges-so-far-in-2022-as-harmony-s-horizon-bridge-becomes-latest-victim-in-100-million-hack
https://hub.elliptic.co/analysis/over-1-billion-stolen-from-bridges-so-far-in-2022-as-harmony-s-horizon-bridge-becomes-latest-victim-in-100-million-hack
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据报，黑客侵入了五个多签名钱包中的两个。136 被盗资产被送往 Uniswap 分散

交易所的不同钱包，进行“加密币置换”，转换成约 85 800 枚以太币。Harmony

在 6 月 27 日提供了最新信息，表明黑客开始通过 Tornado Cash 混币器转移资金。

6 月 29 日，一家区块链分析公司基于 Lazarus 组织此前发动的加密币黑客袭击(包

括 Ronin 黑客袭击)的高度相似性，将该组织列为首要嫌疑人。137 调查继续进行。 

149.  对两起事件的评估显示没有技术故障，表明可能是黑客采用社会工程造成

的人为错误。两起案件都涉及分散交易所中的“加密币置换”和洗钱过程中使用

混币器。两起事件的及早公布使执法机构138 和区块链分析公司能够迅速介入，

从而更好地追回被盗资金。 

150.  区块链分析公司 Chainalysis 分析了朝鲜民主主义人民共和国网络行为体、

特别是 Lazarus 组织使用的战术、技巧和程序。附件 65 载有这一分析，重点是进

入(用于控制受害者基础设施的方法)、置换(将虚拟币从一个区块链置换到另一个

区块链并使用混币器)和套现(将加密货币转为法定货币)。 

151.  朝鲜民主主义人民共和国网络行为体越来越多地使用非同质化代币作为创

收和洗钱的手段。加密货币分析师担心，这一机制的使用正在扩大，部分原因是

这是监管力度最小的机制之一。139 据一个会员国称，自 2021 年底以来，在多个

地点发生了若干起朝鲜民主主义人民共和国制造的非同质化代币事件。调查继续

进行。 

  建议 

152.  在本报告所述期间，与朝鲜民主主义人民共和国有关联的网络行为体的活

动导致价值数亿美元的加密货币资产被盗。专家小组认为，除非采取监管行动，

否则这些行为体将继续利用区块链和虚拟资产服务提供商之间的薄弱环节。 

153.  专家小组建议会员国要求相关国家行为体，包括金融机构、企业和虚拟资

产服务提供商，为从高管到兼职雇员的各级员工提供适当的教育、培训、信息共

享和咨询材料。 

__________________ 

 136 与 Ronin 黑客袭击类似，Harmony 宣布没有发现智能合约代码泄露的证据，也没有发现 Horizon

平台存在任何漏洞。 

 137 见 https://hub.elliptic.co/analysis/the-100-million-horizon-hack-following-the-trail-through-tornado-

cash-to-north-korea。 

 138 2022 年 7 月 19 日，美国司法部宣布，“得益于受害者的迅速报告和合作……检方破获了一个

朝鲜国家支持的组织采用勒索软件“Maui”的活动”，并缉获约 500 000 美元的赎金款项。见

附件 66。 

 139 见 www.eisneramper.com/non-fungible-tokens-money-laundering-flvs-blog-0821。 

https://hub.elliptic.co/analysis/the-100-million-horizon-hack-following-the-trail-through-tornado-cash-to-north-korea
https://hub.elliptic.co/analysis/the-100-million-horizon-hack-following-the-trail-through-tornado-cash-to-north-korea
http://www.eisneramper.com/non-fungible-tokens-money-laundering-flvs-blog-0821
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154.  专家小组建议会员国机构以及金融机构、企业和虚拟资产服务提供商适当

关注加强网络清洁，包括要求所有尝试访问加密货币交易所的加密货币用户设置

更高的默认阈值，如交易的双因素身份验证。140 

155.  专家小组建议，遭受网络攻击的任何实体尽快向适当的法律当局报告并与

之接触，发布事件公告，并与事件相关机构、包括区块链分析公司配合，以增加

追回一些被盗资产的可能性。 

156.  专家小组建议会员国考虑为网络公司制定立法或指令，以执行“了解客户”

协议并加强虚拟资产服务提供商的注册程序。141 

157.  专家小组建议会员国加强合作，促进对话并增进信息共享，以应对网络犯

罪造成的日益严重的情报和金融威胁。142 

158.  专家小组建议会员国尽快执行金融行动特别工作组关于虚拟资产的指导意

见，该指导意见力求通过对这些资产和虚拟资产服务提供商提出反洗钱和打击资

助恐怖主义行为的要求，防止资助大规模毁灭性武器扩散。143 

 六. 制裁144
 的意外影响145 

159.  安全理事会在第 2397(2017)号决议第 25 段中重申，联合国制裁的目的并不

是要对朝鲜民主主义人民共和国平民造成不利的人道主义后果。 

  可能的人道主义后果 

160.  专家小组请一些会员国提供资料，说明制裁对朝鲜民主主义人民共和国平

民的意外影响(见附件 68)。各会员国对此问题的答复各异。一些会员国提出，制

裁的累积效应相当大，而另一些会员国则认为制裁没有重大影响。专家小组再次

调查了约 40 个在朝鲜民主主义人民共和国境内有活动记录的联合国机构和非政

府援助组织。答复见附件 70。 

__________________ 

 140 这 一 行 动 可 提 高 安 全 性 ， 是 一 些 私 营 部 门 行 为 体 的 最 佳 做 法 。 见

www.cnas.org/publications/reports/following-the-crypto。 

 141 据大韩民国当局称，2021 年 3 月修订后《特定金融交易信息报告和使用法》生效后，大韩民国

的加密货币黑客事件有所减少。该法要求所有虚拟资产服务提供商转变反洗钱和打击资助恐怖

主义行为要求，并在开始任何活动之前向金融监管机构登记。见 www.coinfirm.com/blog/south-

korea-crypto-regulations。 

 142 一个很好的实例是 2021 年 9 月成立的美国-大韩民国勒索软件工作组。 

 143 见附件 67。 

 144 两名专家表示专家小组未能就联合国制裁的人道主义后果达成协商一致意见，并对本报告因而

没有对这一问题进行分析表示遗憾。 

 145 两名专家反对本节标题，强调应与安全理事会决议的措辞(制裁的不利“后果”)保持一致，因

为省略这一用语可能导致案情说明复杂化并对可信证据进行限定；他们建议在专家小组的报告

和来往公文中使用这一术语。 

https://undocs.org/ch/S/RES/2397(2017)
http://www.cnas.org/publications/reports/following-the-crypto
http://www.coinfirm.com/blog/south-korea-crypto-regulations
http://www.coinfirm.com/blog/south-korea-crypto-regulations
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161.  专家小组评估认为，朝鲜民主主义人民共和国长期面临人道主义危机不断恶

化的状况，其明显表现是，据报基本人类需求供应减少，主要国际人道主义机构因

2020 年以来所有边界关闭而无法提供援助以及该国最近暴发 COVID-19 疫情。这

些因素对妇女、儿童和其他弱势群体获得适足食物和保健产生了非常大的影响。146 

162.  联合国各机构指出，2022 年，朝鲜民主主义人民共和国有 1 100 多万人需

要帮助(2019 年仅为 1 000 多万人)，而 500 万人缺乏适足的水、环境卫生和个人

卫生供应，41%以上的人营养不良：该国的营养不良率在世界上排名第四。147 

163.  尽管难以确切说明，专家小组曾得出结论认为，毋庸置疑，联合国的制裁

无意中影响了人道主义状况和发展权，尽管制裁的相对影响在 2020 年之后可能

有所减弱。148 

164.  虽然专家小组着力分析联合国制裁的影响，但指出，朝鲜民主主义人民共

和国糟糕的人道主义局势可能源自若干因素，包括缺乏资源和资本、生产力低下、

优先考虑重工业和军事需求而忽视消费部门、该国的内部决策、失败的中央计划

体系、频繁的自然灾害、自我孤立、缺乏出口创收和进口能力、因 COVID-19 大

流行而关闭边境以及制裁的影响。 

165.  2022 年 4 月据报在该国暴发的 COVID-19 疫情(朝鲜民主主义人民共和国

称之为“发热”)对人道主义局势的直接影响难以评估。据估计，到 7 月，这一疾

病影响到约 25%的民众，但报告的致命病例很少(尽管一些消息来源人士怀疑低报)。 

166.  在大流行病之前，朝鲜民主主义人民共和国的医疗系统因若干因素已处于

破落状态(见第 164 段)，据报，该国仅进口了有限的医疗商品(见附件 71)，其中

大部分源自援助渠道。难以将联合国制裁的影响与这些其他因素分开。经专家小

组计算，2020 年和 2021 年，随着边境关闭，该国进口的 COVID-19 相关医疗物

品约为每人 1.87 美元。149 

167.  COVID-19 疫情似乎对经济、包括食品价格的影响有限。大米和玉米价格

在 7 月份继续上涨，而该月价格通常会在“大麦山”之后下跌。150、151 然而，大

__________________ 

 146 见 www.unicef.org/globalinsight/reports/sanctions-and-their-impact-children 和

https://koreapeacenow.org/wp-content/uploads/2019/10/human-costs-and-gendered-impact-of-

sanctions-on-north-korea.pdf。 

 147 见 www.fao.org/documents/card/en/c/cc0639en 和 https://news.un.org/en/story/2019/05/1037831。 

 148 见/2022/132，第 188 段。 

 149 这一数字是根据朝鲜民主主义人民共和国的人口和国际贸易中心关于该国 COVID-19 相关的

进口数据计算得出的(见附件 71)。 

 150 见 www.dailynk.com/english/recent-spike-rice-corn-prices-make-things-even-more-difficult-

ordinary-north-koreans。 

 151 见 www.asiapress.org/rimjin-gang/2022/07/society-economy/market-research-2。 

http://www.unicef.org/globalinsight/reports/sanctions-and-their-impact-children
https://koreapeacenow.org/wp-content/uploads/2019/10/human-costs-and-gendered-impact-of-sanctions-on-north-korea.pdf
https://koreapeacenow.org/wp-content/uploads/2019/10/human-costs-and-gendered-impact-of-sanctions-on-north-korea.pdf
http://www.fao.org/documents/card/en/c/cc0639en
https://news.un.org/en/story/2019/05/1037831
http://www.dailynk.com/english/recent-spike-rice-corn-prices-make-things-even-more-difficult-ordinary-north-koreans
http://www.dailynk.com/english/recent-spike-rice-corn-prices-make-things-even-more-difficult-ordinary-north-koreans
http://www.asiapress.org/rimjin-gang/2022/07/society-economy/market-research-2
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规模危机似乎并未发生。来自朝鲜民主主义人民共和国境内的报告证明，病毒虽

然传染性很强，但种类繁多，在大多数情况下只会造成数日的发热和咳嗽。152 

  对人道主义援助行动的可能后果 

168.  总体而言，在本报告所述期间，人道主义援助交付没有什么变化；委员会

批准了 4 项新的人道主义援助豁免和 13 项人道主义援助延期。据联合国消息来

源称，90%的运往朝鲜民主主义人民共和国的人道主义货物仍储存在边境。2022

年 4 月，一些装运医疗和人道主义物资的集装箱通过火车交付，并在义州的消毒

设施接受为期三个月的检疫(见第 97 段和图四十一)。5 月中旬的媒体报道指出，

三架朝鲜民主主义人民共和国货机从海外运进了与该国COVID-19疫情有关的医

疗物资。2021 年交付的一些集装箱在 2022 年春季结束前卸货。153 大多数组织尚

未恢复执行和监测工作，但有些组织通过当地雇用的工作人员和电信维持存在。 

169.  正如人道主义组织在对专家小组调查的答复中所述，恢复在朝鲜民主主义

人民共和国境内的业务活动的可能性并不乐观，即使边界重新开放。需要冗长的

豁免程序、避险心理、捐助方踌躇、特别是缺乏银行业务渠道仍是主要问题。154 

170.  各组织在调查中提出的建议包括： 

 (a) 给予人道主义组织的永久豁免； 

 (b) 委员会或安全理事会出具一份“核准函”，以便执行豁免； 

 (c) 编制可用韩语(包括朝鲜语)和英语查阅的公开豁免准则； 

 (d) 制定一项方案，豁免目前受制裁的选定出口，其收益可用于资助人道主

义物资供应。 

  建议 

171.  专家小组重申其建议，即委员会应考虑更积极地与向朝鲜民主主义人民共

和国提供人道主义援助的民间社会开展外联，以帮助核证其未来决策并更好地了

解人道主义局势。 

172.  专家小组注意到向朝鲜民主主义人民共和国境内的联合国人道主义组织转

账的最近安排(见脚注 164)，但重申迫切需要重建一个更持久的银行业务渠道。 

173.  专家小组高度重视联合国有关机构一年两次就制裁的意外影响进行通报，

建议委员会继续这一做法。 

__________________ 

 152 然而，一个非政府组织提出：“即使病例数量确实下降，这一疾病仍易在[朝鲜民主主义人民共

和国]死灰复燃。公共卫生专家指出，该国的医疗保健系统不具备应对 COVID-19 疫情的能力。 

 153 S/2022/132，第 191 段。 

 154 专家小组获悉，作为这一问题的一次性临时解决办法，联合国已与朝鲜民主主义人民共和国政

府达成一项安排，通过朝鲜民主主义人民共和国常驻代表团帐户转帐，由该国政府贷记联合国

各组织在该国持有的帐户，而不与朝鲜民主主义人民共和国银行建立代理行关系。根据对朝鲜

民主主义人民共和国一家银行资产冻结的例外安排，这笔资金将仅用于人道主义援助活动。 

https://undocs.org/ch/S/2022/132
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174.  专家小组建议安全理事会继续处理各种问题和流程，以减轻制裁对朝鲜民

主主义人民共和国平民和人道主义援助行动可能产生的意外不利影响，从而使该

国的弱势民众受益，并克服 COVID-19 大流行的后果。 

175.  专家小组建议委员会和其他相关利益攸关方考虑豁免目前受制裁的选定出

口，这些出口的收益可用于资助人道主义物资供应。 

 七. 国家执行情况报告 

  会员国报告相关决议执行情况的状况 

176.  截至 2022 年 7 月 27 日，有 66 个会员国提交了关于安全理事会第 2397 

(2017)号决议第 8 段执行情况的报告，81 个会员国提交了关于第 2397 (2017)号决

议第 17 段执行情况的报告，95 个会员国提交了关于第 2375 (2017)号决议执行情

况的报告，90 个会员国提交了关于第 2371 (2017)号决议执行情况的报告，107 个

会员国提交了关于第 2321 (2016)号决议执行情况的报告，115 个会员国提交了关

于第 2270 (2016)号决议执行情况的报告。专家小组注意到，未提交第 2397(2017)

号决议执行情况报告的会员国数目(127 个)仍然很多。 

 八. 建议 

177.  建议综合清单见附件 72。 

https://undocs.org/ch/S/RES/2397(2017)
https://undocs.org/ch/S/RES/2397(2017)
https://undocs.org/ch/S/RES/2397(2017)
https://undocs.org/ch/S/RES/2375(2017)
https://undocs.org/ch/S/RES/2371(2017)
https://undocs.org/ch/S/RES/2321(2016)
https://undocs.org/ch/S/RES/2270(2016)
https://undocs.org/ch/S/RES/2397(2017)
https://undocs.org/ch/S/RES/2397(2017)
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Annex 1: Excerpt of IAEA Director General’s Introductory Statement to the Board 

of Governors (6 June 2022) 

 
At the Nuclear Test Site at Punggye-ri we have observed indications that one of the adits has been reopened, 
possibly in preparation for a nuclear test. The conduct of a nuclear test would contravene UN Security 
Council resolutions and would be a cause for serious concern. 

At the Yongbyon site, activities are continuing. There are ongoing indications consistent with the operation 
of the 5MW(e) reactor. There are indications of activity at the Radiochemical Laboratory that are consistent 
with those observed during possible waste treatment or maintenance activities in the past. A roof has been 
installed on the annex to the reported Centrifuge Enrichment Facility, so the annex is now externally 
complete. Near the light water reactor (LWR), we have observed that the new building that had been under 
construction since April 2021 has been completed, and construction has started on two adjacent buildings. 
At the 50MW(e) reactor, construction of which stopped in 1994, we have observed the dismantling of 
buildings and the removal of some material, likely for re-use in other construction projects. There are 
ongoing indications of activities at the Kangson complex and the Pyongsan Mine and Concentration Plant. 

The continuation of the DPRK’s nuclear programme is a clear violation of relevant UN Security Council 
resolutions and is deeply regrettable. I call upon the DPRK to comply fully with its obligations under 
relevant UN Security Council resolutions, to cooperate promptly with the Agency in the full and effective 
implementation of its NPT Safeguards Agreement and to resolve all outstanding issues, especially those that 
have arisen during the absence of Agency inspectors from the country. The Agency continues to maintain 
its enhanced readiness to play its essential role in verifying the DPRK’s nuclear programme. 

Source: IAEA, IAEA Director General's Introductory Statement to the Board of Governors (6 June 2022) 

https://www.iaea.org/newscenter/statements/iaea-director-generals-introductory-statement-to-the-board-of-

governors-6-june-2022  (Accessed on 1 July 2022). 

  

https://www.iaea.org/newscenter/statements/iaea-director-generals-introductory-statement-to-the-board-of-governors-6-june-2022
https://www.iaea.org/newscenter/statements/iaea-director-generals-introductory-statement-to-the-board-of-governors-6-june-2022
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Annex 2: KCNA reporting of Kim Jong Un’s January 2021 speech at 8th Party Congress (excerpt 

related to nuclear and military developments) 

 

Great Programme for Struggle Leading Korean-style Socialist Construction to Fresh Victory on Report Made 

by Supreme Leader Kim Jong Un at Eighth Congress of WPK 

Date: 09/01/2021 | Source: Minju Choson KCNA 

 

 

The report reviewed the fact that new cutting-edge weapon systems were developed in the sector of 
national defence science one after another to cope with the enemy’s desperate arms buildup, thus 

making our state’s superiority in military technology an irreversible one and putting its war deterrent 
and capability of fighting a war on the highest level. 

The national defence science sector developed the super-large MLRS, a super-power 
attack weapon the world’s weaponry field had never known, and proceeded to develop 

ultra-modern tactical nuclear weapons including new-type tactical rockets and 
intermediate-range cruise missiles whose conventional warheads are the most 
powerful in the world. 

 

It is necessary to develop the nuclear technology to a higher level and make nuclear 
weapons smaller and lighter for more tactical uses. This will make it possible to develop 
tactical nuclear weapons to be used as various means according to the purposes of 

operational duty and targets of strike in modern warfare, and continuously push ahead 
with the production of super-sized nuclear warheads. In this way we will be able to 
thoroughly contain, control and handle on our own initiative various military threats on the Korean 

peninsula, which are inevitably accompanied the nuclear threat. 

Source: Minju Choson KCNA (in bold and underlined by the Panel). 

  

The report detailed the historic course of masterminding a great revolutionary turn for possessing 
the completely new nuclear capabilities aimed at attaining the goal of modernization of the nuclear 

force. 

Under the direct guidance of the Party Central Committee, intermediate-range and intercontinental 
ballistic rockets of Hwasongpho series and submarine-launched and ground-based ballistic rockets 
of Pukkuksong series were manufactured in our own style to meet their unique operational missions. 
This gave a clearer description of the status of our state as a nuclear weapons state and enabled it to 

bolster its powerful and reliable strategic deterrent for coping with any threat by providing a perfect 
nuclear shield. 

In the period under review the already accumulated nuclear technology developed to 
such a high degree as to miniaturize, lighten and standardize nuclear weapons and to 

make them tactical ones and to complete the development of a super-large hydrogen 
bomb. By succeeding in the test-fire of ICBM Hwasongpho-15 on November 29, 2017, the Party 
Central Committee declared with pride to the world the accomplishment of the historic cause of 

building the national nuclear force and the cause of building a rocket power.  



 S/2022/668 

 

81/370 22-12274 

 

Annex 3: Activities at Punggye-ri nuclear test site (41° 16′ 35″ N 129° 05′ 18″ E) 

 

Background 
 
The DPRK has conducted six nuclear tests in Punggye-ri test site since October 2006. The first nuclear test 
was conducted at Tunnel 1 (East portal) and the subsequent five tests were held at Tunnel 2 (North portal) 
between May 2009 and September 2017. Tunnel 3 (South portal) and Tunnel 4 (West portal) have not been 
used for any nuclear weapons test and Tunnel 3 appears to have two entrances, primary and secondary.  
 
In April 2018, in connection with the US-DPRK Summit in Singapore, Kim Jong Un said “no nuclear test 
and intermediate-range and inter-continental ballistic rocket test-fire are necessary for 
the DPRK now…the mission of the northern nuclear test ground has thus come to an end” 
and announced that the DPRK will dismantle the nuclear test site during the Third Plenary Meeting of the 
Seventh Central Committee of the Workers' Party of Korea. 1 
 
On 24 May 2018, following the announcement, the DPRK held a ceremony for the dismantling of the 
Punggye-ri nuclear test site inviting foreign journalists, but without international inspectors. DPRK 
demolished all tunnels including Tunnel 2, Tunnel 3 and Tunnel 4, except for Tunnel 1, which had been 
already abandoned by DPRK. 2 
 
In January 2022, DPRK announced that they would “reconsider in an overall scale the trust-
building measures…and to promptly examine the issue of restarting all temporally- 
suspended activities”, during the Political Bureau of the Central Committee of the Workers' Party of 
Korea.3 The announcement appears to imply the resumption of ICBM and nuclear tests.  
 
This annex shows the following activities at the nuclear test site by the Panel’s satellite imagery analysis. 

 

Annex 3.1  Increased tracks of the vehicles across Punggye-ri test site 
Annex 3.2  Construction of a new building at Tunnel 3 
Annex 3.3 Observation of structure or possible entrance to Tunnel 3 
Annex 3.4 Piles of soil from excavation at Tunnel 3 
Annex 3.5 Road leveling and stream bed reconstruction at Tunnel 3 
Annex 3.6 Increased construction of new buildings at Tunnel 3 
Annex 3.7 Cables at the newly developed entrance to Tunnel 3 
Annex 3.8 Renovation of the main administrative area 
Annex 3.9 Several vehicles’ activities 
Annex 3.10 New activities near Tunnel 4  

 

  

 

 1 Third Plenary Meeting of Seventh C.C., WPK Held in Presence of Kim Jong Un (21/04/2018), 
https://kcnawatch.org/newstream/1528032553-97436392/third-plenary-meeting-of-seventh-c-c-wpk-held-in-
presence-of-kim-jong-un/?t=1657409180710. 

 2 CNN reporters who had witnessed the destruction of the site reported that the DPRK officials told them that the 
Tunnel 1 had been already shut down. See CNN, North Korea Blows Up Tunnels at the Punggye-ri Nuclear Test Site, 
25 May 25 2018; Katshuhisa Furukawa, “Developments at the DPRK’s Punggye-Ri Nuclear Weapon since December 
2021”, Open Nuclear Network, 28 March 2022, https://oneearthfuture.org/file/2857/download?token=ln0DS97H. 

 3 6th Political Bureau Meeting of 8th C.C., WPK Held (20/01/2022), https://kcnawatch.org/newstream/1642631520-
928202842/6th-political-bureau-meeting-of-8th-c-c-wpk-held. 

https://kcnawatch.org/newstream/1528032553-97436392/third-plenary-meeting-of-seventh-c-c-wpk-held-in-presence-of-kim-jong-un/?t=1657409180710
https://kcnawatch.org/newstream/1528032553-97436392/third-plenary-meeting-of-seventh-c-c-wpk-held-in-presence-of-kim-jong-un/?t=1657409180710
https://oneearthfuture.org/file/2857/download?token=ln0DS97H
https://kcnawatch.org/newstream/1642631520-928202842/6th-political-bureau-meeting-of-8th-c-c-wpk-held
https://kcnawatch.org/newstream/1642631520-928202842/6th-political-bureau-meeting-of-8th-c-c-wpk-held


S/2022/668  

 

22-12274 82/370 

 

Annex 3.1: Increased tracks of the vehicles across Punggye-ri test site (Tunnel 3, Command center, 
Southern support area) 

 

Source: Planet Labs Inc., 18 February 2022, 22 February 2022.  
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Annex 3.2: Construction of a new building at Tunnel 3 

 

Source: Planet Labs Inc., 22 February 2022, 6 March 2022.  

 

Annex 3.3: Observation of structure or possible entrance to Tunnel 3 

 

Source: Planet Labs Inc., 21 March 2022.   
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Annex 3.4: Piles of soil from excavation at Tunnel 3 

 
Source: Planet Labs Inc., 31 March 2022.  
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Annex 3.5: Road leveling and stream bed reconstruction at Tunnel 3 

 

Source: Planet Labs Inc., 3 April 2022, 25 April 2022; Google Earth Pro, 4 May 2022.  
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Annex 3.6: Increased construction of new buildings at Tunnel 3 

 
Source: Planet Labs Inc., 6 April 2022, 11 April 2022, 25 April 2022, 17 May 2022.  
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Annex 3.7: Cables at the newly developed entrance to Tunnel 3 

 

Source: Google Earth Pro, 4 May 2022.  
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Annex 3.8: Renovation of the main administrative area 

 

Source: Planet Labs Inc., 6 March 2022, 9 March 2022, 25 April 2022, 18 May 2022, 29 June 2022.  
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Annex 3.9: Several vehicles’ activities 

Source: Planet Labs Inc., 5 April 2022, 6 April 2022.  

Source: Planet Labs Inc., 9 May 2022, 10 May 2022.   
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Source: Planet Labs Inc., 4 May 2022.  
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Annex 3.10: New activities near Tunnel 4 

 

 

Source: Planet Labs Inc., 18 May 2022, 17 June 2022; Sky News.  
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Annex 4: Construction activities in the southern area of the LWR (39°47′39″N125°45′18″E) 

Source: Planet Labs Inc., 3 March 2022, 8 April 2022, 16 April 2022, 28 May 2022, 5 July 2022.   
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Annex 5: Vehicle activities and cooling water discharge at 5MW(e) reactor 

(39°47′51″N125°45′20″E)  
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Source: Planet Labs Inc., 6 April 2022, 27 April 2022, 28 May 2022.  

  



 S/2022/668 

 

95/370 22-12274 

 

Annex 6: 50MW(e) reactor (39°47′20″N125°45′46″E) 

 

             Source: Planet Labs Inc., 8 April 2022, 15 May 2022, 5 July 2022.  
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Source: Planet Labs Inc., 8 April 2022, 16 April 2022, 19 April 2022, 15 May 2022.  
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Annex 7: Radiochemical Laboratory and Coal-fired thermal plant (39°46′50″N125°45′08″E, 

39°46′33″N125°45′27″E) 

  Source: Planet Labs Inc., 15 May 2022.  
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Source: Google Earth Pro, 9 May 2022; Planet Labs Inc., 5 July 2022.  
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Source: Planet Labs Inc., 3 March 2022, 28 May 2022.  
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Annex 8: Activities at the Yongbyon Centrifuge Facility (39°46′15″N125°44′57″E) 

 

 

Source: Planet Labs Inc., 20 March 2022, 27 April 2022, 15 May 2022.  
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Annex 9: Activities at Pyongsan Uranium Mine and Concentration Plant (Location of the 

possible yellowcake production building at 38°19′04″N126°25′54″E) 
 

Source: Planet Labs Inc., 16 May 2022.  
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1) Expansion of the piles of tailings at the mine (38° 19′ 58″ N 126° 27′ 21″ E) 

Source: Planet Labs Inc., 26 September 2021, 3 February 2022, 4 May 2022, 16 May 2022.  
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2) Railcar activities at Pyongsan Uranium Concentration Plant (38° 19′ 03″ N 126° 25′ 55″ E) 

 

Source: Planet Labs Inc., 16 May 2022, 21 May 2022.  
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3) Tailings pond of Pyongsan Uranium Concentration Plant (38° 18′ 40″ N 126° 25′ 46″ E) 

 

Source: Planet Labs Inc., 26 September 2021, 12 December 2021, 16 May 2022.  
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Annex 10: Activities at Kangson (38° 57′ 26″ N 125° 36′ 43″ E) 

 

 

Source: Planet Labs Inc., 6 March 2022, 3 April 2022, 21 May 2022.  
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Annex 11: Activities at Yongdoktong (40°00′01″N125°18′02″E, 40°01′45″N125°16′29″E) 
 

Source: Google Earth Pro, 17 April 2022; Planet Labs Inc., 15 May 2022.  
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Source: Google Earth Pro, 9 January 2021, 1 November 2021, 18 January 2022, 17 April 2022.  
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Annex 12: Replies on Academic Exchanges with PUST 

 
1) United Kingdom 

A University in the UK replied that two students were registered in doctoral degrees in woman’s and Reproductive 

Health and plant sciences, which were scheduled to end in 2023-2024. The University explained that both students 

were studying anticancer mechanisms and essential oils to suppress fungal pathogens respectively and their 

research topics fell within the provisions for medical research. They had been subject to review under ATAS 

(Academic Technology Approval System) which was required by the UK government policy as part of 

immigration requirements before being granted the right to study in the University (see figure 12-1).  

 

2) Sweden 

A University in Sweden replied that two students were admitted in Ph.D. courses on 30 June 2015 and 20 August 

2015 and finished their courses on 5 September 2019 and 28 January 2020, respectively. Both have received 

funding from Erasmus Mundus Action 2 project LOTUS+. Prior to the Ph.D. studies, one student received a 

Master’s degree at the University and the other obtained a Master’s degree in genetics at PUST (see figure 12-1). 

 

3) China  

China replied to Panel’s enquiries on following academic exchanges (see figure 12-3).  

 

Research Institute ‘A’ 

Student name Period Degree 

XXXXXXXXX 
December 2015 – September 

2016 
Joint Research in Agriculture and Life Science 

XXXXXXXX 
December 2015 – September 

2016 
Joint Research in Agriculture and Life Science 

University ‘B’ 

Student name Period Degree 

XXXXXXXX 
XXXXXXXXX 

August 2016 – June 2020 Master in Agriculture and Life Science 

XXXXXXX 
XXXXXXX 

September 2019 – present Master in Agriculture and Life Science 

University ‘C’ 

Student name Period Degree 

XXXXXXXXX 
XXXXXXXXXXX 

October 2017 – October 2019 Joint Research in Agriculture and Life Science 

XXXXXXXX 
XXXXXXXXXX 

October 2019 – present Ph.D. in Agriculture and Life Science 
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Figure 12-1: Reply from a University in UK 
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Source: The Panel. 
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Figure 12-2: Reply from a University in Sweden 

 

Source: The Panel. 
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Figure 12-3: Reply from China 
 

 

Source: The Panel. 
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Annex 13: 

13.1. KCNA reporting on Kim Jong Un watching test-firing of new-type 

tactical guided weapon 

13.2. KCNA reporting on Kim Jong Un giving a written order to conduct the 

test-launch of Hwasongpho-17 (Hwasong-17) and 

13.3. KCNA reporting on Kim Jong Un’s January speech at 8th Party 

Congress (excerpt related to military developments) 

 

Annex 13.1: 

President of State Affairs Kim Jong Un watches test-firing of new-type 

tactical guided weapon 
Date: 17/04/2022 | Source: Voice of Korea (EN) |  
 
The respected Kim Jong Un, General Secretary of the Workers' Party of Korea, President of the State 
Affairs of the Democratic People's Republic of Korea and Supreme Commander of the Armed Forces of the 
DPRK, watched the test-firing of a new-type tactical guided weapon. 
 
He was accompanied by Kim Jong Sik, Deputy Department Director of the Central Committee of the WPK. 
 
The test-firing was seen by commanding personnel of the Ministry of National Defence of the DPRK and 
the commanders of the large combined units of the Korean People's Army. 
 
The new-type tactical guided weapon system developed under the special concern of the Party Central 
Committee is of great significance in radically increasing the fire striking power of the long-range artillery 
units on the front and strengthening the effectiveness of tactical nuclear operation of the DPRK and 
diversification of the firepower task. 
 
The test-firing proved successful. 
 
Kim Jong Un highly estimated the successes made one after another by the defence science research 
institutions in attaining the pivotal goals for war deterrent advanced at the Eighth Congress of the WPK and 
warmly congratulated them in the name of the Party Central Committee. 
 
Clarifying the future plan of the Party Central Committee for increasing the defence capabilities, he gave 
important instructions on further strengthening the defence capacity and nuclear combat forces of the 
country. 

 

Source: KCNA available at https://kcnawatch.org/newstream/1650142847-935725828/president-of-

state-affairs-kim-jong-un-watches-test-firing-of-new-type-tactical-guided-

weapon/?t=1658076183497. 

 

  

https://kcnawatch.org/newstream/1650142847-935725828/president-of-state-affairs-kim-jong-un-watches-test-firing-of-new-type-tactical-guided-weapon/?t=1658076183497
https://kcnawatch.org/newstream/1650142847-935725828/president-of-state-affairs-kim-jong-un-watches-test-firing-of-new-type-tactical-guided-weapon/?t=1658076183497
https://kcnawatch.org/newstream/1650142847-935725828/president-of-state-affairs-kim-jong-un-watches-test-firing-of-new-type-tactical-guided-weapon/?t=1658076183497
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Annex 13.2: 

Respected Comrade Kim Jong Un Issues Order for Test-launch of New Type ICBM 

Date: 25/03/2022 | Source: KCNA.kp (En) |  

 

Pyongyang, March 25 (KCNA) -- Kim Jong Un, general secretary of the Workers' Party of Korea, 

president of the State Affairs of the Democratic People's Republic of Korea (DPRK) and supreme 

commander of the armed forces of the DPRK, gave a written order to conduct the test-launch of 

Hwasongpho-17, a new type intercontinental ballistic missile of the DPRK strategic forces, on March 

23, Juche 111 (2022)4. - www.kcna.kp (Juche111.3.25.) - 

Source : KCNA available at https://kcnawatch.org/newstream/1648159663-278086617/respected-

comrade-kim-jong-un-issues-order-for-test-launch-of-new-type-icbm/?t=1663712750438 

 

Annex 13.3:  

KCNA reporting of Kim Jong Un’s January speech at 8th Party Congress (excerpt 

related to military developments) 

Great Programme for Struggle Leading Korean-style Socialist Construction to Fresh Victory On 

Report Made by Supreme Leader Kim Jong Un at Eighth Congress of WPK 

Date: 09/01/2021 | Source: Minju Choson KCNA 

 

The report detailed the historic course of masterminding a great revolutionary turn for possessing 

the completely new nuclear capabilities aimed at attaining the goal of modernization of the nuclear 

force. 

Under the direct guidance of the Party Central Committee, intermediate-range and intercontinental 

ballistic rockets of Hwasongpho series and submarine-launched and ground-based ballistic rockets 

of Pukkuksong series were manufactured in our own style to meet their unique operational missions. 

This gave a clearer description of the status of our state as a nuclear weapons state and enabled it to 

bolster its powerful and reliable strategic deterrent for coping with any threat by providing a perfect 

nuclear shield. 

In the period under review the already accumulated nuclear technology developed to such a high 

degree as to miniaturize, lighten and standardize nuclear weapons and to make them tactical ones 

and to complete the development of a super-large hydrogen bomb. By succeeding in the test-fire of 

ICBM Hwasongpho-15 on November 29, 2017, the Party Central Committee declared with pride to 

the world the accomplishment of the historic cause of building the national nuclear force and the 

cause of building a rocket power. 

The great cause of building the national nuclear force, which was impossible to achieve even in 20 to 

30 years in terms of existing formula, was accomplished four years after the line of simultaneously 

promoting economic construction and nuclear buildup was set forth and one year after the Seventh 
 

 4 Underlining by the Panel. 

https://kcnawatch.org/newstream/1648159663-278086617/respected-comrade-kim-jong-un-issues-order-for-test-launch-of-new-type-icbm/?t=1663712750438
https://kcnawatch.org/newstream/1648159663-278086617/respected-comrade-kim-jong-un-issues-order-for-test-launch-of-new-type-icbm/?t=1663712750438
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Congress of the Party. This is a miracle unprecedented in history and the exploit of greatest 

significance in the history of the Korean nation the Seventh Central Committee performed for the 

Party and revolution, the country and people and posterity. 

The Party Central Committee achieved new great victories by vigorously leading the struggle for 

upgrading the nuclear force even after the great historic November event in 2017. 

Recalling that the Party Central Committee decided to develop a global strike rocket with more 

powerful warheads and an improved warhead control system and carried out this historic task by 

relying on the patriotism and loyalty of national defence scientists, the report affirmed that the new-

type gigantic rocket on an 11-axis self-propelled launcher displayed during the military parade in 

celebration of the 75th founding anniversary of the Party fully demonstrated the ultra-modernity and 

great striking capability of our nuclear force. 

The accomplishment of the great cause of building the national nuclear force and its continued 

development constitute a victory of the organizational and leadership abilities of the Party Central 

Committee headed by Kim Jong Un and a great victory of the national defence scientists and all other 

Koreans who waged a death-defying struggle with an indomitable faith in independence and valiant 

spirit. 

 

The report reviewed the fact that new cutting-edge weapon systems were developed in the sector of 

national defence science one after another to cope with the enemy’s desperate arms buildup, thus 

making our state’s superiority in military technology an irreversible one and putting its war deterrent 

and capability of fighting a war on the highest level. 

The national defence science sector developed the super-large MLRS, a super-power attack weapon 

the world’s weaponry field had never known, and proceeded to develop ultra-modern tactical nuclear 

weapons including new-type tactical rockets and intermediate-range cruise missiles whose 

conventional warheads are the most powerful in the world. 

This enabled us to gain a reliable edge in military technology. 

National defence scientists and workers in the munitions industry properly set the orientation of 

developing main tank of our style following the world’s development trends and have begun to enter 

a new track of development while upgrading production processes. They also achieved such 

successes as developing world-class anti-air rocket complex, self-propelled gun howitzer and anti-

armour weapons. 

The report also noted that in the period under review the sector of national defence scientific research 

was conducting research into perfecting the guidance technology for multi-warhead rocket at the 

final stage, finished research into developing warheads of different combat missions including the 

hypersonic gliding flight warheads for new-type ballistic rockets and was making preparations for 

their test manufacture. 

The report made public with pride that the standard of the goal in the modernization of medium-

sized submarine was set correctly and it was remodelled experimentally to open up a bright prospect 

for remarkably enhancing the existing subsurface operational capabilities of our navy, that the design 

of new nuclear-powered submarine was researched and was in the stage of final examination and 

the designing of various electronic weapons, unmanned striking equipment, means of reconnaissance 

and detection and military reconnaissance satellite were completed, and that other achievements were 
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made in national defence research of gigantic significance in developing the People’s Army into a 

powerful one with the strongest military muscle in the world. 

The report evaluated that the bold leap forward brought about in the national defence science and 

munitions industry made sure that the country ranked high in the world in terms of defence capabilities 

and, at the same time, it was of great significance in realizing the strategic plan of the Party Central 

Committee for developing the overall Korean revolution. 

The report said that a great advance was made in the work of turning the People’s Army into elite 

forces in the period under review. 

Source: KCNA (emphasis in bold by the Panel), available at https://kcnawatch.org/newstream/1610502377-

14004652/great-programme-for-struggle-leading-korean-style-socialist-construction-to-fresh-

victory/?t=1665001072714. 

 

  

https://kcnawatch.org/newstream/1610502377-14004652/great-programme-for-struggle-leading-korean-style-socialist-construction-to-fresh-victory/?t=1665001072714
https://kcnawatch.org/newstream/1610502377-14004652/great-programme-for-struggle-leading-korean-style-socialist-construction-to-fresh-victory/?t=1665001072714
https://kcnawatch.org/newstream/1610502377-14004652/great-programme-for-struggle-leading-korean-style-socialist-construction-to-fresh-victory/?t=1665001072714
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Annex 14: 27 January 2022 (local time): two missiles combining ballistic and guidance 

technology launched from the area of Hamhung towards the sea in an easterly 

direction, impacting an uninhabited island. 

On 27 January 2022, the DPRK conducted mobile test launches of two solid-propellant short-range missiles 

combining ballistic missile and guidance technology. As was the case for previous test launches, they were 

conducted without any forewarning and constituted a safety hazard for vessels and aircraft in the relevant areas. 

The missiles were successively launched, the first at around 08:00 and the second at around 08:05 (local time) 

from 4-axle wheeled TELs in the area of Hamhung. The possible launch pad location (39° 48′ 45″ N 127° 39′ 

50″ E) was the same as that used for the SRBM launch test on 10 August 2019 (see S/2020/151, table 3 and 

annex 58.3). According to a Member State, the missiles were launched in an easterly direction on a depressed 

trajectory. Both missiles flew about 190 km, with a maximum altitude of 20 km, before impacting the uninhabited 

Al-som Island (40° 38′ 51″ N 129° 32′ 56″ E), the likely target5 (see figure 14.1 and annex 23 on solid propellant 

BM launch tests since 2018). 

 

The missiles tested appear to have been the SRBM KN-23, previously displayed at the “Self-Defence 2021” 

exhibition on 11 October 20216 and presented and tested several times since 2019.7 On 28 January, the weapon 

was described by the DPRK as a “Surface to surface tactical guided missile” 8(see after figure 14.3 the article 

published by KCNA, Rodong Sinmun on 28 January 2022). 

 

The reported flight performance of the missiles tested is consistent with images published by the DPRK in KCTV, 

Rodong Sinmun and KCNA on 28 January 2022 (figures 14.2, 14.3). 

 

  

 

 5 The target Al-som island is consistent with the KCNA picture and with the calculated range between launch pad and island of 

around 190 km. See also KCTV, 28 January 2022, full broadcast available at https://kcnawatch.org/kctv-

archive/61f3f259b844b/ and KCTV, 28 January 2022, 8pm bulletin, available at https://kcnawatch.org/kctv-

archive/61f3f2996afaa/.  The subsequent findings of NKPRO and IISS on 8 February 2022 available at 

https://www.nknews.org/pro/kim-jong-uns-private-beach-used-to-launch-missiles-last-month-

analysis/?t=1659885202557 are consistent with this analysis. 

 6 See annex 23.1 and S/2022/132, figure IX. 

 7 See S/2021/211, annex 12; S/2020/151, para. 194, table 3 and annexes 58-1 and 59-1 

 8 Source: Rodong Sinmun and KCNA, 28 January 2022. “The Academy of Defense Science of the Democratic People's Republic 

of Korea conducted the test-fire for updating long-range cruise missile system and the test-fire for confirming the power of 

conventional warhead for surface-to-surface tactical guided missile on Tuesday and Thursday respectively,".  The Panel has 

previously noted that the report of the Eighth Congress of the Workers’ Party of Korea, held in January 2021, declared that 

DPRK would pursue the development of tactical nuclear weapons (see S/2021/211, para.18, and S/2021/777, annex 18-1). See 

also annex 13. 

https://kcnawatch.org/kctv-archive/61f3f259b844b/
https://kcnawatch.org/kctv-archive/61f3f259b844b/
https://kcnawatch.org/kctv-archive/61f3f2996afaa/
https://kcnawatch.org/kctv-archive/61f3f2996afaa/
https://www.nknews.org/pro/kim-jong-uns-private-beach-used-to-launch-missiles-last-month-analysis/?t=1659885202557
https://www.nknews.org/pro/kim-jong-uns-private-beach-used-to-launch-missiles-last-month-analysis/?t=1659885202557
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At the time of the test, Kim Jong Un was near the area of the launch test sites9 inspecting both a munitions factory 

in the area of Hamhung10 (accompanied by his sister Kim Yo-jong, Jo Yong-won and Kim Jong Sik11) (figure 

14.2), and an infrastructure project that will transform the military airfield at Ryonpho (39°47'23.27"N 

127°32'9.36"E) into a vegetable greenhouse farm.12 

 

The launches were overseen by officials of the Department of the Munitions Industry of the Central Committee 

of the Workers' Party of Korea (KPe. 028) and leading officials of the Academy of Defence Science (KPe.021).13 

 

Around that time, Kim Jong Un was reportedly in the vicinity of Hamhung inspecting a site for the Ryonpho 

vegetable greenhouse farm (39°47'23.27"N 127°32'9.36"E) as well as a possible missile factory the “February 

11th Plant of the Ryongsong machine complex” (39°55′10″N127°39′09″E). The launch pads of the SRBM (27 

January 2022, 39°48′45″N127°39′50″E) and LRCM (25 January 2022, 39°49'1.84"N127°40'3.27"E) were 

located on two contiguous beaches close to Kim Jong Un’s reported mansion (at the private Majon Beach, see 

figures 14.1, 14.2, 14.3) and close to the point from which he had observed the SRBM KN-24 launch test on 10 

August 2019 (39°48'22.67"N 127°39'46.00"E, see S/2020/151, annex 58.3). It is possible that Kim Jong Un 

attended these launches. 14 

  

 

 9 It appears through the analysis of KCTV images that the launch test site of a long-range cruise missile 

(LRCM) (figure II) on 25 January (with a flight time of 126 minutes and a range of 1500 km flight, the 

LRCM appears to be similar to the LRCM tested on 12 September 2021) was located on the Chakto-long 

beach (39°48'59.62"N 127°40'2.57"E) approximately only 500 m north of the SRBM test site on 27 January 

2022 (see previous footnote). 

 10 Judging from the shape of the facility only a part of the munitions factory is located in an underground 

gallery. The shape of the facility resembles a long, wide, windowless tunnel covered by a vaulted ceiling. 

According to expert analysis (NKNEWS, https://www.nknews.org/2022/01/kim-visits-major-weapon-

factory-orders-military-base-turned-into-veggie-farm/?t=1661720911999, and MIIS - Arms Control Wonk,  

https://twitter.com/ArmsControlWonk/status/1486894952424607749) the factory is likely to be the 

“February 11th Plant of the Ryongsong Machine complex” (39° 55′ 10″ N 127° 39′ 09″ E), visited by Kim 

Jung Un several times since 2013. The photographs of previous factory visits published by KCNA are 

comparable to those published on 28 January 2022. The large flow-forming machine and other equipment 

seen in the photographs could be used to make alloy missile bodies such as those for SRBMs (see figure 

14.2). 

  Such an underground facility might also be located 9 km to the northwest, in the mountain between the 

location 39° 57′ 13″ N 127° 32′ 49″ E and the Chemical Material Institute (CMI) where the missile casing 

engines are produced (39° 57′ 30″ N 127° 33′ 33″ E, see S/2019/691, annex 32, and S/2019/171, annex 

84.5).  The SRBM and cruise missile launch sites on 30 January (39° 48′ 45″ N 127° 39′ 50″ E, see figures 

14.1 and 14.2 and S/2020/151, table 3 and annex 58.3), the future greenhouse farm (39°47'23.27"N 

127°32'9.36"E) and the munitions factory are located in close proximity (see figure 14.2). 

 11 Jo Yong Won, member of the Presidium of the Political Bureau. See S/2022/132, table 1, and KCNA, 12 

January 2022. Kim Jong Sik, the Deputy Department Director of the Party’s military industry department 

(see figure 14.3) 

 12 See KCTV full broadcast, 28 January 2022, at https://kcnawatch.org/kctv-archive/61f3f259b844b/; the 

Ryonpo airfield was used as a KN-25 launch site on 28 November 2019 (see S/2020/151, para. 194, table 

3) 

 13 Listed as KPe.021, the Academy of National Defence Science controls a network of overseas front 

companies tasked with collecting technical and scientific information in support of DPRK’s WMD 

programmes. 

 14 Two experts objected to this sentence, believing that the reports of the Panel are not for hypothetical 

political statements.   

https://twitter.com/ArmsControlWonk/status/1486894952424607749
https://kcnawatch.org/kctv-archive/61f3f259b844b/


 S/2022/668 

 

119/370 22-12274 

 

Figure 14.1: Launch tests of two SRBM KN-23 on 27 January 2022 (and LRCM on 25 January) 

 

Source: Planet Labs Inc. 28 January 2022, 01 38 UTC; 27 January 2022, 01 22 UTC; 26 January 2022, 01 51 21 UTC; 

18 January 2022, 02 53 01 UTC; Google Earth, 9 February 2020; KCNA, 28 January 2022, Full broadcast 

https://kcnawatch.org/kctv-archive/61f3f259b844b/. 

  

https://kcnawatch.org/kctv-archive/61f3f259b844b/
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Figure 14.2: The SRBM and cruise missile launch sites on 25 and 27 January (39° 48′ 45″ N 127° 39′ 50″ E, see 

figure 14.1 above and S/2020/151, table 3 and annex 58.3), the future greenhouse farm (39°47'23.27"N 

127°32'9.36"E) and the possible munition factory (February 11th Plant of the Ryongsong machine complex and 

CMI) are in close proximity  

 

Source: Planet Labs Inc. 29 January 2022, 05 05 UTC ; and Google Earth,  9 February 2020; 8 June 2020; 21 and 

27 August  2021; KCNA: 28 January  2022, Full broadcast https://kcnawatch.org/kctv-archive/61f3f259b844b/ ; 

https://kcnawatch.org/?t=1651179716109.  

https://kcnawatch.org/kctv-archive/61f3f259b844b/
https://kcnawatch.org/?t=1651179716109
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Figure 14.3: An article in Rodong Sinmun on 28 January 2022, published by KCNA, reporting the statement 

of the Academy of Defence Science on both the test of a long-range cruise missile system on 25 January (two 

LRCMs flying 152 minutes to hit the target island 1800km away) and the test to confirm “the power of 

conventional warhead of surface-to surface tactical guided missile” on 27 January 2022

 

Source: Via NK PRO / WATCH: KCNA Rodong Sinmun, 28 January 2022, available at 

https://kcnawatch.org/newstream/1643322805-368795958/academy-of-defence-science-conducts-important-

weapons-tests/. 
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Annex 15: 30 January 2022 (local time): an IRBM (named Hwasong-12 by the DPRK) launched 

in an easterly direction from the area of Mupyong-ri in Jonchon county 

 
On 30 January 2022, the DPRK conducted a test launch of a ballistic missile stating that “evaluation test-fire of 

Hwasong-12 ground-to-ground intermediate- and long-range ballistic missile was conducted on January 30 

under a plan of the Academy of Defence Science, the Second Economy Commission and other institutions 

concerned” (figure 15.2, the article in Rodong Sinmun on 31 January 2022 published by KCNA). As with 

previous test launches, the test was conducted without any forewarning and constituted a safety hazard for vessels 

and aircraft in the relevant areas. According to two Member States, the missile was launched at 07:52 (local time), 

from the Mupyong-ri (aka Jonchon) area in Jagang Province in an easterly direction. Launched on a lofted 

trajectory with a maximum altitude of 2000 km, the ballistic missile flew around 800 km before impacting waters 

off DPRK’s east coast (annex 23, on liquid propellant BM launch tests since 2018). According to KCNA 

photographs (figure 15.1), the missile was launched from a 6-axle TEL (see S/2021/211, para. 20 and figure I).  

 

The missile appeared to be one of the systems displayed at the “Self-Defence 2021” exhibition on 11 October 2021.15 

As demonstrated in KCNA pictures of the launch, both the shroud and the main missile body (that of a single-stage 

liquid-fuelled missile) closely resembled the single-stage IRBM Hwasong-12 (aka KN-17, figure XX3.1), last tested 

on 29 August and 15 September 2017.16 The burnt gas had the characteristic of an elongated plume-like shape and 

colours of the combustion of a liquid propellant (orange and yellow colours, see S/2017/150, para.36).17 At the time 

of the test, this missile had the longest potential range of any missile tested since 2017 (annex 23) . 

 

According to the DPRK this launch test was an operational trial that “confirmed the accuracy, safety and 

operational effectiveness of the Hwasong 12 weapon system under production… it was organised by the Academy 

of Defence Science (ADS), the Second Economic Committee, and other institutions.”  The DPRK stated “that 

the Hwasong-12 is meant to serve as a medium-long range strategic ballistic missile with a range of 3,000 – 

4,000 km capable of reaching Guam”.18 

 

Member States confirmed the many similarities identified between this missile and the Hwasong-12, including 

its similar size and an engine system based on the DPRK version of the RD-250 engine. 19 

 

The launch was under the responsibility of the Academy of Defence Science (KPe.021) and the Second Economy 

Committee (KPe.032)  

 

 15 See S/2022/132, figure VII 

 16 Hwasong-12 was successfully tested on 29 August and 15 September 2017. See S/2021/777, para.26; S/2019/171, 

para.174; S/2018/171, paras.7, 12; S/2017/742, paras.7-13. 

 17 According to Jane’s Intelligence Review “North-Korea test multiple long-range missile systems” available at 

https://customer.janes.com/Janes/Display/BSP_8038-JIR,”the published launch photo shows a flame and exhaust 

colour consistent with hypergolic propellant combination of unsymmetrical dimethylhydrazine (UDMH) and nitrogen 

tetroxide (NTO), as well as a reddish cloud that is typical for nitrogen-based propellants at engine ignition” 

 18 See KCNA Pyongyang Times, 31 January 2022.   On 14 August 2017 KCNA reported that “the military was… carefully 

examining the operational plan for making an enveloping fire at the areas around Guam” … “The military plans to attack 

Guam “through simultaneous fire of four Hwasong-12 intermediate-range strategic ballistic rocket”.”, available at 

https://www.nknews.org/2017/08/kim-jong-un-briefed-on-guam-attack-plan-at-strategic-force-command-

kcna/?t=1654210722275 

 19 The maximum length of the IRBM Hwasong-12 is around 17.4 m, its diameter around 1.65 m and its engine derived from 

the RD-250 (S/2022/132, figure V and annex 20; S/2021/211, annex 10; S/2018/171, paras.14-16). Its range was estimated at 

4,500 km with a 500kg warhead (see CSIS “Missile defense project”, available at 

https://missilethreat.csis.org/missile/hwasong-12/ and Jane's Defence Weekly, 31 January 2022, available 

https://customer.janes.com/Janes/Display/BSP_12569-JDW) 

https://customer.janes.com/Janes/Display/BSP_8038-JIR
https://missilethreat.csis.org/missile/hwasong-12/
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Figure 15.1: Launch test of a Hwasong-12 IRBM on 30 January 2022 from same location as the 28 July 2017 

launch test of a Hwasong-14, at Mupyong-Jonchon 65 factory (40° 36′ 41″ N 126° 25′ 33″ E)

 

Source: KCTV 31 January 2022 – 8 PM Bulletin https://kcnawatch.org/kctv-archive/61f7e740a9bbf/;  Planet Labs 

Inc. 30 January 2022, 02 20 UTC (= 11h20 Local time); 9 September 2021, 00 47 UTC.  

https://kcnawatch.org/kctv-archive/61f7e740a9bbf/
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Figure 15.2: Articles and pictures from Rodong Sinmun on 31 January 2022 published 

by KCNA, reporting the statement that “the evaluation test-fire of Hwasong 12-type 

ground-to-ground intermediate- and long-range ballistic missile was conducted” 

 
Source:https://kcnawatch.org/newstream/1643600436-694045929/test-fire-of-hwasong-12-type-ground-to-ground-

intermediate-and-long-range-ballistic-missile-held/?t=1651424928305; Picture: https://kcnawatch.org/#gallery-7; 

emphasis in bold by the Panel.  

https://kcnawatch.org/newstream/1643600436-694045929/test-fire-of-hwasong-12-type-ground-to-ground-intermediate-and-long-range-ballistic-missile-held/?t=1651424928305
https://kcnawatch.org/newstream/1643600436-694045929/test-fire-of-hwasong-12-type-ground-to-ground-intermediate-and-long-range-ballistic-missile-held/?t=1651424928305
https://kcnawatch.org/#gallery-7
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Annex 16: 27 February 2022 and 5 March 2022 (local time): two suborbital projectile launchers 

using ballistic missile technology (with the flight features of a powerful ballistic 

missile) were launched in an easterly direction from the Sunan area. The DPRK 

stated that the test launches were intended to test the functions of a reconnaissance 

satellite 
 

On 27 February 2022, the DPRK conducted a ballistic missile launch, identified as possibly the new ICBM 

Hwasong-17, according to Member States. KCNA only released a photograph of the earth taken from the missile. 

As was the case for previous test launches, it was conducted without any forewarning and constituted a safety 

hazard for vessels and aircraft in the relevant areas. The missile was launched at around 07:52 (local time)20 from 

the Pyongyang Sunan International Airport area in an easterly direction (see figure 16.1). According to Member 

States the flight distance was 300 km with a maximum altitude of 620 km. (see annex 23.1) 

 

On 5 March 2022, the DPRK conducted a similar ballistic missile launch, again identified as possibly the new 

ICBM Hwasong-17, according to Member States. KCNA did not release any photographs or detail of this test. 

As was the case for previous test launches, it was conducted without any forewarning and constituted a safety 

hazard for vessels and aircraft in the relevant areas. The missile was launched at around 08:52 (local time) from 

the Pyongyang Sunan International Airport area in an easterly direction (see figure 16.1). According to Member 

States the flight distance was between 270 and 300 km with a maximum altitude between 550 and 560 km. (see 

annex 23.1) 

 

Media reporting of Member State analyses as well as the Member State information provided to the Panel 

concluded that the DPRK had tested in these two launches a relatively new large intercontinental ballistic missile 

system,21 possibly the untested ICBM Hwasong-17.22 A Member State assesses that the ICBMs were equipped 

with RD-250 liquid propellant engines for the first stage. Two Member States assess that they may have been 

launched in order to verify some function before conducting a launch test at the maximum range of the missile.23 

 

Regarding the apparent new momentum of DPRK’s space programme represented by these launches, a Member 

State assesses that the programme could also facilitate the improvement of DPRK’s ICBM capabilities. 24 

  

 

 20 Time 07:51 was also recorded by another Member State. 

 21 Due to the thermal signature of the engines, Member States evaluated the missiles to have been the new 

ICBM Hwasong-17 shown at the October 2020 Military parade (S/2020/840, para.17). 

 22 - Reuters, 11 March 2022, available at https://www.reuters.com/world/china/us-imposes-new-north-

korea-related-sanctions-after-missile-launches-2022-03-11/ 

  - NK News, 14 March 2022, available at https://www.nknews.org/2022/03/us-and-chinese-officials-

discuss-north-koreas-latest-projectile-launches/ 

  - a Members State statement on 11 March 2022, available at 

https://www.mod.go.jp/j/press/news/2022/03/11d.html 

 23 According to a Member State, if the 28 February and 5 March missiles had been launched on a normal 

ballistic trajectory, the estimated range would have been over 1,000 km. Given this assumption, the range 

was extremely short for an ICBM-class ballistic missile. In general terms, however, it is technically feasible 

to control the range to some extent by adjusting the launch thrust and angle of missiles. A Member State 

assesses that the delivery system could have failed partially or that the test could have been aimed at testing 

a Post Boost Vehicle equipment, aimed at putting satellites into orbit or at developing MIRV capabilities. 

 24 According to the Member State, 

https://www.reuters.com/world/china/us-imposes-new-north-korea-related-sanctions-after-missile-launches-2022-03-11/
https://www.reuters.com/world/china/us-imposes-new-north-korea-related-sanctions-after-missile-launches-2022-03-11/
https://www.nknews.org/2022/03/us-and-chinese-officials-discuss-north-koreas-latest-projectile-launches/
https://www.nknews.org/2022/03/us-and-chinese-officials-discuss-north-koreas-latest-projectile-launches/
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Conversely, DPRK will continue to develop its genuine space capabilities based on its ICBM technologies, in 

particular the RD-250 booster. 

 

Both launches were under the responsibility of the National Aerospace Development Administration (NADA, 

KPe. 029) and the Academy of Defence Science (KPe.021). 

  

 

  “- Suborbital flight tests are not common for a space programme and could point to a dual objective; 

  - Recent launches could also have been used to test technologies useful for a MIRV capacity; 

  - It is considered likely that the DPRK may soon transform one of its ICBMs (Hwasong-14, Hwasong-15 

or Hwasong-17) which have shown propulsive maturity based on the RD-250 boosters into a space launch 

vehicle, consequently replacing its Unha SLV used in all its most recent space launches. As such, it would 

constitute yet another violation of UNSCRs. 
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Figure16.1: Possible location of the two ICBM launch tests on 27 February (39° 13′ 17″ N 125° 40′ 17″ E) 

and 5 March 2022 (39° 13′ 17″ N 125° 40′ 18″ E) 

 
Source: Planet Labs Inc 24 February, 02 19 UTC; 27 February, 02 02 UTC; 2 March, 01 30 UTC; 3 March, 0129 

UTC; 5 March, 01 49 UTC; 5 March, 02 16 UTC. 
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Annex 16.1: On 27 February 2022, the DPRK conducted a ballistic missile launch, according to 

Member States. 

 

The reported flight performance and the pictures taken (if not falsified) from the vehicle during the parabolic 

trajectory at an altitude which theoretically would correspond to a low earth orbit25 suggests that the booster, 

capable of delivering its payload at 620 km altitude, shares the characteristics of a powerful ballistic missile, 

ranging from a MRBM to ICBM. In addition, the apparent ability to control an onboard camera remotely and its 

possible re-entry vehicle provides information on the DPRK's developing capabilities in signal transmission and 

optical recognition potentially linked to guidance system technology. 

 

According to KCNA on 28 February 2022, the purpose of the launch test was to help “the DPRK National 

Aerospace Development Administration (NADA) and the Academy of Defence Science confirm the 

characteristics and working accuracy of the high-definition photographing system, data transmission system and 

attitude control devices through the vertical and oblique photographing of a specific area on earth with cameras 

to be loaded on the reconnaissance satellite” 

 

This reported test launch and remote control of a reconnaissance satellite would be in line with Kim Jong Un's speech to 

the Eighth Congress of the Workers' Party of Korea (WPK) on 9 January 2021 (see annex 13.3), in which he stated that 

“means of reconnaissance and detection and military reconnaissance satellite were completed”. 

 

However, according to information from official websites and media reporting of Member State analyses, the 

DPRK’s largest intercontinental ballistic missile (ICBM) (also designated as an ICBM-capable platform) system 

has been used in two recent launches.  One Member State estimated that “the ballistic missiles launched by 

North Korea on 27 February and 5 March were intercontinental ballistic missile (ICBM) class and have been 

evaluated as the same as those first confirmed in the military parade held in October 2020 (called after “Hwasong-

17”. It is believed that this may have been launched for the purpose of verifying some function before conducting 

a launch test at the maximum range of the missile.”26 Two Member States separately assessed that “the Kim 

regime's two most-recent launches had tested components of a new ICBM system.”27 

 

An KCNA’s article of 28 February reporting on the reconnaissance satellite test of 27 February mentioned: “The 

National Aerospace Development Administration and the Academy of Defence Science of the DPRK made an 

important test according to the plan for developing reconnaissance satellite on February 27. They conducted 

vertical and inclined photographing of the specified area of the ground with cameras to be loaded on satellite 

and confirmed the characteristics of the high-resolution camera system, data transmission system and attitude 

control devices and the correctness of their performance. The recent test is of great significance in the 

development of reconnaissance satellite.”   

  

 

 25 The vehicle was not in orbit; it followed a suborbital trajectory in space for a few minutes (At an altitude of 300 km the speed 

of satellite in orbit is 28 000 km/h. This corresponds to circling the Earth in 90 minutes. See ESA website: 

https://www.esa.int/kids/fr/Apprendre/Technologie/Le_controle_de_mission/Vitesse_dans_l_espace) 

 26 Member State statement on 11 March 2022 available at https://www.mod.go.jp/j/press/news/2022/03/11d.html 

 27 - The Wall Street Journal, 14 March 2022: “…The U.S. and South Korea, taking the rare step of declassifying military 

intelligence last week, said the activity was part of a build-up toward a full-length intercontinental ballistic missile launch…” 

  - The Wall Street Journal, 10 March 2022: “… Two recent North Korean missile launches tested components of a new 

intercontinental missile system that if fully developed could hit the U.S. or its allies, officials said…” 

javascript:void(0)
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Figure 16.2: Articles and pictures from Pyongyang Times and Voice of Korea published by KCNA on 28 

February 2022, reporting the reconnaissance satellite test of 27 February. 

 
Source: https://kcnawatch.org/newstream/1646039170-769328268/nada-academy-of-defence-science-conduct-

important-test-for-developing-reconnaissance-satellite/.  
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Annex 17: 16 March 2022 and 24 March 2022 (local time) - two launches of ICBMs in an easterly 

direction from the Sunan area. The DPRK claimed to have launched the ICBM 

Hwasong-17 on 24 March, providing photographs and videos the following day. 

However, according to several Member States, the 16 March launch of the new ICBM 

Hwasong-17, failed. The second launch on 24 March was considered by the same 

Member States to be either of a Hwasong-17 or of a version of the Hwasong-15 (tested 

on 29 November 2017), probably modified in order to display a lofted trajectory 

similar to that of the more powerful Hwasong-17 
 

On 16 March 2022, the DPRK conducted a ballistic missile launch which failed when the missile exploded at an 

altitude of around 20 km, according to Member States. The DPRK did not mention this launch and KCNA did 

not release any photographs or details of it. However, analysis demonstrates that the KCTV footage of the 24 

March ICBM launch, reportedly that of a “Hwasong-17”, actually incorporated footage from the failed ICBM 

launch of 16 March (see table 1).  As with previous test launches, it was conducted without any forewarning 

and constituted a safety hazard for vessels and aircraft in the relevant areas. After being removed from its storage 

area (hall no.3) at the Sil-li ballistic missile support facility (39° 10′ 53″ N 125° 39′ 50″ E) located 2 kilometers 

south-west of Pyongyang Sunan International Airport (see S/2020/840, para. 16 annex 12), the 11-axle wheeled 

TEL deployed to the launch pad location (39° 11′ 18″ N 125° 40′ 00″ E) between the facility and the main runway 

of the airport. The missile was launched at around 09:30 (local time) (figures 17.1, 17.2, 17.3). According to 

media reports, reddish smoke was observed in the atmosphere after the explosion.28 

 

On 24 March 2022, the DPRK conducted an ICBM launch, according to three Member States. The DPRK published 

photographs and a video to present and detail the event in which Kim Jun Un and the Hwasong-17 were the focus. 

However, the KCTV footage of the 24 March ICBM “Hwasong-17” launch actually incorporated footage from the 

failed 16 March ICBM Hwasong-17 launch, as well as possibly other earlier footage. As with previous test launches, 

it was conducted without any forewarning and constituted a safety hazard for vessels and aircraft in the relevant areas. 

The missile was launched at around 14:34 (local time) from the Pyongyang Sunan International Airport in an easterly 

direction. According to Member States the flight distance of the missile was about 1080 km with a maximum altitude 

of about 6200 km (see figures 17.1, 17.2, 17.3). 

 

These launches clearly identify the infrastructure at the Sil-li site, previously only suspected to be linked to the 

BM programme (see S/2020/840, para. 16, annex 12), as a ballistic missile support facility where ICBMs have 

been stored. This new facility is located 2 kilometres south-west of Pyongyang Sunan International Airport.  

KCTV footage of the 16 March launch showed that the Hwasong-17 and its 11-axle wheeled TEL were stored 

in warehouse no. 3 at the facility (figures 17.2 and 17.3). 

 

Both launches seemed to have been overseen29 personally by Kim Jong Un and supported by Generals Jang 

Chang Ha and Kim Jong Sik: The video and photographs released by the DPRK on 25 March were intended to 

show Kim Jong Un guiding the 24 March test and congratulating the team in charge of the ICBM programme. 

The Panel’s assessment of the footage is contained in figure 17.3. 

  

 

 28 The specific reddish-orange colour of the smoke could be related to the condensation and vaporisation of liquid fuel. See NK 

News article on 16 March 2022 available at https://www.nknews.org/2022/03/exclusive-north-korean-projectile-debris-fell-

near-pyongyang-after-test-failure/?t=1655215602820. The orange and yellow colour is often associated with the combustion 

of liquid fuel propellants (see S/2017/150, para. 36). However, specific ablative coatings inside an engine’s combustion 

chamber can produce gases whose colours can also be reddish orange. 

 29 Two experts are of the view that there is insufficient evidence to support this statement. 

https://www.nknews.org/2022/03/exclusive-north-korean-projectile-debris-fell-near-pyongyang-after-test-failure/?t=1655215602820
https://www.nknews.org/2022/03/exclusive-north-korean-projectile-debris-fell-near-pyongyang-after-test-failure/?t=1655215602820
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Figure 17.1 (Overview): Two ICBM launch tests on 16 and 24 March 2022, the first of which failed.30 

 

Source: Planet Labs Inc. 5 March, 01 49 UTC; 17 March, 02 02 UTC; 27 March 2022, 05 21 UTC. 

Photographs and screenshots from https://kcnawatch.org/kctv-archive/623dc62b7e18e/. 

  

 

 30 According to the DPRK, the Hwasong-17 ICBM, presented by KCTV on 25 March, was tested on 24 March; however, 

according to Member States, it was tested on 16 March 2022 and failed during its flight. The 25 March KCTV broadcast 

incorporated older footage from the 16 March launch. 

https://kcnawatch.org/kctv-archive/623dc62b7e18e/
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Figure 17.2: Focus on the two ICBM launch tests on 16 and 24 March 2022, the first of which failed. 

 

Source: Planet Labs Inc. 5 March, 01 49 UTC; 17 March, 02 02 UTC; 27 March 2022, 05 21 UTC. 

Photographs and screenshots from https://kcnawatch.org/kctv-archive/623dc62b7e18e/  

https://kcnawatch.org/kctv-archive/623dc62b7e18e/
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Figure 17.3: KCTV footages and photographs of the 24 March ICBM “Hwasong-17” launch incorporated footage from the 16 March 

ICBM Hwasong-17 launch and possibly earlier additional footage.   According to Member States, on 24 March the DPRK may 

have tested a modified "Hwasong-15" ICBM whose trajectory was intended to resemble that of the Hwasong-17. 

Figure 17.3.1:
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Figure 17.3.2:
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Figure 17.3.3:
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Figure 17.3.4:
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Figure 17.3.5:
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Figure 17.3.6:
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Annex 18: 16 April 2022 (local time): two missiles combining ballistic and guidance technology 

launched from the area of Hamhung towards the sea in an easterly direction. 

On 16 April 2022, at 17:50 and 18:00 from a quadruple canister mounted on a small 3-axle wheeled 

TEL, the SRBMs were possibly launched from the Majon beach near the residence of Kim Jong Un at 

Chakto-dong (39° 48′ 45″ N 127° 39′ 50″ E), as in the case of the SRBM launch tests on 27 January 

2022 and 10 August 2019, eastward into waters off the east coast and impacting the uninhabited Nan-

do island (40° 18′ 50″ N 128° 45′ 44″ E) as a possible target  at 109 km from the launchpad. The 

DPRK described the missile as a “New-type tactical guided weapon” to enhance the effectiveness 

of tactical nuclear operations (see figure 18). 
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Figure 18: 16 April 2022 launch tests of new a SRBM (or close-range BM, CRBM) derived from 

SRBM KN-23 and KN-24 but smaller  

 

Source: Google Earth, 13 Dec 2015; Planet Labs Inc., 16 April 2022, 01 54 (10 54 loc.) and 01 21 UTC; 17 April 

2022, 01 52 (10 52 loc.) and 01 49 UTC; and https://kcnawatch.org.  

https://kcnawatch.org/
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Annex 19: 4 May 2022 (local time): An ICBM, possible Hwasong-15 or 17, launched below its 

full capacity and on a standard, rather than lofted, trajectory. 
 

The possible location of the ICBM on 4 May (12:03 Loc.) could be identified by the trace of burnt gas on tarmac 

and TEL black tyre marks. Moreover, medium-resolution satellite imagery showed what appears to be vehicles 

gathering on or around 30 April and 3 May at Sunan’s northern airfield around the same location where vehicles 

were seen after the failed 16 March test, although it is possible the activity was agriculture-related. 

Figure 19: Possible location of the ICBM launch test on 4 May 2022 at 12:03 Loc (03 03 

UTC) (39° 13′ 14″ N 125° 39′ 55″ E) 

 

Source: Planet Labs Inc., 2 May 2022, 05 23 UTC; 4 May 2022, 05 47 UTC (14 47 Loc.). 

  

https://www.38north.org/2022/03/post-missile-launch-activity-at-sunan-international-airport/
https://www.nknews.org/pro/increased-activity-at-pyongyang-airport-likely-due-to-farming-not-missiles/?t=1659453685360
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Annex 20: Activity at the Sinpo south shipyard and Mayang-do submarine base  

Sustained activity was detected in the secure boat basin between February and June 2022, 

which was likely to be related to the preparation of the launch test of the new SLBM on 7 

May 2022 and possibly others. According to the analysis of satellite imagery by the Panel 

and a thinktank31 the activity around the GORAE/SINPO-class ballistic missile submarine 

(SSB) increased between May and June (see figure 20.2). However, figure 20.1 provides 

information on other facilities in the Sinpo and Mayang-do shipyards that have developed 

relatively slowly in recent months. 

  

 

 31 See “Post-SLBM Test Activity at the Sinpo South Shipyard”, CSIS Beyond Parallel, 1 June 2022, available at 

https://beyondparallel.csis.org/post-slbm-test-activity-at-the-sinpo-south-shipyard/ and previous similar articles. 

https://beyondparallel.csis.org/post-slbm-test-activity-at-the-sinpo-south-shipyard/
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Figure 20.1: The submersible test stand barge, the support vessel and the SSB have 

moved in and possibly out of the secure boat basin of the Sinpo south shipyard especially 

for the SLBM launch test of 7 May 2022. At the static test stand for launch tube (40° 01′ 

06″ N 128° 09′ 24″ E), activity was observed especially around the structure on 21 

March 2022. 

 

Source: Planet Labs Inc., 3 February 2022, 05 01 UTC; 3 March 2022, 01 31 UTC; 21 March 2022, 02 04 UTC; 23 March 2022, 

05 10 UTC; 8 April 2022, 01 56 UTC; 19 April 2022, 01 26 UTC; 23 April 2022, 01 34 UTC; 28 April 2022, 01 41 UTC; 9 May 

2022, 02 42 UTC; 27 May 2022, 01 52 UTC; 29 May 2022, 01 45 UTC; 31 May 2022, 01 41 UTC; 02 June 2022, 01 30 UTC; 20 

June 2022, 01 53 UTC.  
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Figure 20.2: From 27 March to 11 April 2022, the floating dry dock has also been 

temporarily relocated from its quayside location (40° 01′ 07″ N 128° 09′ 51″ E) to the 

launching docks in front of the buildings (40° 01′ 20″ N 128° 09′ 47″ E) where the new 

ballistic missile submarines are being built or upgraded.

 

Source: Same as above. 

  



 S/2022/668 

 

145/370 22-12274 

 

Annex 21: 25 May 2022 (local time): An ICBM, possible Hwasong-17, launched below its full 

capacity  

This was the first time that a liquid and a solid propellant BMs were launched at the same time (see annex 23.1). 

The simultaneous launch of several types of systems resembled an operational test to evaluate the operational 

combination of weapon systems. However, the flight did not have an intercontinental-range flight pattern as in 

the cases of the 27 February and 5 March launches. According to a Member State, the test may be dedicated to 

testing MIRV, or a reconnaissance satellite, as well as the first stage of an ICBM booster.32 

Figure 21: 25 May 2022 (06:00 Loc.) - possible location of the ICBM launch pad at 39°13′14″N 

125°39′55″E  

 

Source: Planet Labs Inc., 22 May 2022, 05 31 UTC; 24 May 2022, 20 27 UTC (25 May, 05:27 Loc.); 28 May 

2022, 05 48 UTC. 

  

 

 32 See also https://www.nknews.org/pro/why-north-korea-launches-long-range-missiles-on-medium-range-

trajectories/?t=1670961118886. 



S/2022/668  

 

22-12274 146/370 

 

Annex 22: 5 June 2022 (local time): 4 different SRBM types (8 BMs, probably KN-23, KN-24, 

KN-25 and new modified KN-23) were tested almost at the same time. 

Six of the eight BMs were fired between 09:06 and 09:41 (loc.) from different locations. From the vicinity of 

east coast at 9:10, from west coast at 9:06, 9:15 and 9:30, from inland at 9:24, 9:41 (Sunan, Kaechon likely at 

39° 45′ 11″ N 125° 54′ 02″ E, which was almost the same location as the SRBM test on 10 Sep. 2019, at 

Dongchang-ri, Hamhung). 
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Figure 22: 5 June 2022 (loc.): Consistent with the Member States reports about the series of SRBM tests 

on 5 June 2022, one location of the possible launch pads in Kaechon area would be 39° 45′ 11″ N 125° 54′ 

02″ E. It is very close to the launch pad of the SRBM launch test on 10 September 2019 (39°45'8.46"N 

125°53'59.06"E, see S/2020/151, annex 58.6).33 

 

Source: Planet Labs Inc., 19 May 2022, 09 37 UTC; 3 June 2022, 02 01 UTC; 8 June 

2022, 01 28UTC ; 9 September  2019, 02 02 UTC; 11 September 2019, 00 43 UTC. 

  

 

 33 Furthermore, it is understandable that the DPRK uses almost the same launch pad locations for 

launch tests in order to be able to compare relatively similar data sets. 
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Annex 23: Launch tests from May 2019 to June 2022 and the analysis of TEL and ballistic missile numbering in recent parades  

Annex 23.1: Table 23: Summary table of launches of ballistic missiles or missiles combining ballistic and guidance technology 

with liquid and solid fuel propellant engine by the Democratic People’s Republic of Korea from the resumption of testing 

from 4 May 2019 to 5 June 2022 
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Tests 

(all) 

in 

the 

year 

Tests 

solid/ 

liquid 

since 

2018 

Tests 

solid/ 

liquid 

in the 

year 

Date and 

time (local) 

Reported type Number 

of 

missiles 

Reported launch location Reported 

distance 

travelled 

(km) 

Reported 

apogee 

 (km) 

Remark Korean Central News 

Agency classification 

17 

28 8 2022 

Solid fuel BMs  

fired between 2018 and  

5 June 2022:                                                      

In 2022 (to date):  

 

 

63 

22 

     

 

10 9 2022 

Liquid fuel BMs  

fired between 2018 and  

25 May 2022:                                                                                                     

In 2022 (to date): 3 IRBM + 6 ICBM= 

 

 

10 

9  

     

1. 2. I. 05 Jan. 2022 

08:10 or 

08:07 

MRBM or SRBM 

- with a liquid propellant engine. 

- “Hypersonic glide vehicle warhead” 

disclosed at the missile exhibition 

“Self-Defence 2021” on 11 October 

2021, before the 5 January launch 

test. (KCNA)  

-Re-entry vehicle seems to be a 

manoeuvrable re-entry vehicle 

(MaRV) 

- 6 axle wheeled TEL 

1 From an inland area in Jagang 

Province, eastward into 

waters off the east coast 

 

500 

(or more) 

50 -The shape of the warhead of the 

missiles tested on 28 September 

and on 5 January were different. It 

is judged to be one of the other 

types of missiles first unveiled in 

October. 

-The main body of the missile 

appeared to be made from a liquid 

propellant booster that resembled, 

but shorter than, the single-stage 

Intermediary Range Ballistic Missile 

(IRBM) Hwasong-12. 

- max speed between Mach 3 and 6 

The hypersonic 

gliding warhead 

(KCNA, 7 Jan. 2022)34 

2. 3. II. 11 Jan. 2022 

07:27 or 

07:25 

- HSBM or MRBM or SRBM  

- with a liquid propellant engine. 

- “Hypersonic glide vehicle warhead” 

disclosed at the missile exhibition 

1 From an inland area in Jagang 

Province, eastward into 

waters off the east coast 

 

700  

(or more) 

60 - Max speed: Mach 10 (3400m/s). 

- possible irregular trajectory 

including change to the direction of 

north 

“The hypersonic 

missile weapon 

system… 

…600 kilometres and 
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__________________ 

 34 KCNA, 7 Jan. 2022: “The missile made a 120 km lateral movement from the initial launch azimuth and "precisely hit a set target 700 km away," 

 "The test launch clearly demonstrated the control and stability of the hypersonic gliding warhead which combined the multi-stage gliding jump flight and the strong lateral 

movement,"…” was overseen by the Academy of Defense Science”. 

 

 35 According to KCNA January 12, 2022, excerpt, “The hypersonic gliding warhead was separated from the launched missile, made a gliding re-leap from the point of 600 kilometres 

and 240-kilometre acute circular flight from the initial launch azimuth to the pinpoint to hit the target in the waters 1,000 kilometres away” available at NK NEWS / KCNA WATCH 

Website, https://kcnawatch.org/newstream/1641940310-600724419/distinguished-feat-of-wpk-in-history-of-leading-juche-based-defence-industry/?t=1649727166452 

- Kim Jong Un officially attended the missile test with Jo Yong Won, member of the Presidium of the Political Bureau see S/2022/132 paragraph 20, 24, table 1 

 36Article “North Korea says it successfully launched ‘tactical guided missiles’ on Monday” from NK-News on 18 January 2022 available at https://www.nknews.org/2022/01/north-

korea-says-it-successfully-launched-tactical-guided-missiles-on-monday/?t=1650290915010 

 37KCNA (Jan 18, 2022): "The Academy of Defence Science confirmed the accuracy, security and efficiency of the operation of the weapon system under production." 

 

 

 

 

“Self-Defence 2021” on 11 October 

2021, before the 11 January launch 

test. 

- Re-entry vehicle seems to be a MaRV 

- 6-axle wheeled TEL 

 

 

 

 

34 

- The shape of the warhead similar 

to the that of the BM tested on 5 

January.  

- The main body of the missile 

appeared to be made from a liquid 

propellant booster that resembled, 

but shorter than, the single-stage 

IRBM Hwasong-12.  

240-kilometre acute 

circular… hit the 

target in the waters 

1,000 kilometres 

away” (KCNA 12 

January 2022)35 

3. 21. I. 14 Jan. 2022 

14:41 and 

14:52  

SRBM (KN-23) 

- It appears to be the same type of 

SRBM KN-23 recently tested twice as a 

railway-borne missile system on 15 

Sept. 2021 and 14 Jan. 2022. It has 

been displayed at the missile 

2 From the Uiju area (Possibly 

located in the rectangle S-W 

corner 40° 13′ 10″ N 124° 34′ 

02″ E, N-E corner 40° 13′ 06″ 

N 124° 33′ 57″ E), north-

eastward into waters off the 

430 or 

400 

36 or 50 - New railway-borne missile system 

already tested on 15 Sept’2021  

- Time between launches: 11 minutes  

- Max speed: Mach 6 

- trajectories were comparable in 

range and manoeuvre to previous 

“Firing drill of railway-

borne missile 

Regiment”) or “Firing 

Drill for Inspection of 

Railway Mobile 

Missile Regiment 

https://kcnawatch.org/newstream/1641940310-600724419/distinguished-feat-of-wpk-in-history-of-leading-juche-based-defence-industry/?t=1649727166452
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exhibition “Self-Defence 2021” on 11 

October 2021 

- railway car 

east coast and impacting an 

uninhabited island (possible 

target location 40° 38′ 50″ N 

129° 33′ 02″ E”) 

 

 

 

 

 

 

tests in 2019-2020, including a 

detected “pull-up manoeuvre”. 

- The use of a railway-borne 

launcher gives DPRK a mode of 

transport for a variety of missiles 

which can be rapidly deploy and 

launch from anywhere on their rail 

network providing another option 

for concealing and launching its 

missile force. 

 (KCNA 15 January 

2022 

4. 22. II. 17 Jan. 2022 

08:49 and 

08:52 

or 

08:50 and 

08:54 

- SRBM (KN-24) 

- It appears to be the same type of 

SRBM KN-24 tested on 21 March 2021 

and that has been displayed at the 

missile exhibition “Self-Defence 2021” 

on 11 October 2021. It was also called 

“Hwasong-11 Na” or Hwasong-11 B” 

- Track TEL 

 

 

 

2 From the area of Pyongyang-

Sunan airport area (Possibly 

located at 39° 15′ 44″ N 125° 

40′ 34″ E trace of burnt gas), 

north-eastward into waters 

off the east coast and 

impacting an uninhabited 

island (possible target location 

40° 38′ 50″ N 129° 33′ 02″ E”) 

300 or 

380 

50 or 42 - Time between launches: 3 or 4 

minutes  

- Max speed: Mach 5 

- The possible fired location if 

confirmed was very close to the 

location of the Hwasong-12 launch 

test site on 29 August 2017 

(S/2019/171 para. 174 annex 84)  

- The track TEL chassis may be based 

on the DPRK Pokpung-ho battle 

tank chassis (derived from T62 and 

T72), 

“Two tactical guided 

missiles” “to confirm 

the weapons system's 

accuracy” 

5. 23. III. 27 Jan. 2022 

08:00 and 

08:05 

- SRBM (KN-23)  

- displayed at the missile exhibition 

“Self-Defence 2021” on 11 October 

2021 and tested several times since 4 

May 2019 

- 4-axle wheeled TEL 

2 From the area of Hamhung 

(39° 48′ 45″ N 127° 39′ 50″ E, 

same launch pad as the one 

used for the SRBM KN-24 

launch test on 10 August 

2019) eastward into waters 

off the east coast and 

impacting the uninhabited Al-

190 20  - Level of operational testing 

- Time between launches: 5 minutes 

- very depressed trajectory 

- Kim Jong Un was nearby Hamhung 

inspecting a site for the Ryonpho 

Vegetable Greenhouse Farm and a 

possible missile factory, the 

“Surface to surface 

tactical guided 

missile” 

(Rodong Jan 28, 

2022)39 "confirming 

the power of 

conventional 

warhead" 

https://www.nknews.org/2022/01/kim-visits-major-weapon-factory-orders-military-base-turned-into-veggie-farm/?t=1651176581325
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 38 SRBM KN-24 launch test on 10 August 2019 (39° 48′ 45″ N 127° 39′ 50″ E) - the Ryonpho Vegetable Greenhouse Farm (39°47'23.27"N 127°32'9.36"E) and the “February 11th 

Plant of the Ryongsong machine complex” (39° 55′ 10″ N 127° 39′ 09″ E). 

 39"The Academy of Defense Science of the Democratic People's Republic of Korea conducted the test-fire for updating long-range cruise missile system and the test-fire for confirming 

the power of conventional warhead for surface-to-surface tactical guided missile on Tuesday and Thursday respectively," the Korean Central News Agency (KCNA). The LRCM was 

tested on 25 January, according to North Korea’s announcement, the missile [CM] flew for 2 hours and 32 minutes with a range of 1,800km. 

 40- Hwasong-12 (aka KN17) theoretical range could be up to 5 000 km. Lofted trajectories in May, August and September 2017 (last test) over the Japanese territory.  KCNA reported 

that North Korea claims “that the Hwasong-12 is meant to serve as a medium-long range strategic ballistic missile with a range of 3,000 – 4,000 km capable of reaching Guam.” …” 

The military plans to attack Guam “through simultaneous fire of four Hwasong-12 intermediate-range strategic ballistic rocket”.”  NKNEWS on 14 August 2017 available at 

https://www.nknews.org/2017/08/kim-jong-un-briefed-on-guam-attack-plan-at-strategic-force-command-kcna/?t=1654210722275. 

 41Article “Hwasong-12 test signals troubling new phase in North Korea’s missile programs” NKPRO on 31 January 2022 available at https://www.nknews.org/pro/hwasong-

12-test-signals-troubling-new-phase-in-north-koreas-missile-programs/?t=1654208852886. 

 

 

 

som Island (40°38'50.49"N 

129°32'55.73" E) 

“February 11th Plant of the 

Ryongsong machine complex”38 

6. 4 III. 30 Jan. 2022 

07:52 

- IRBM Hwasong-12  

- with a liquid propellant engine. 

- Identified by MSs as an IRBM sharing 

characteristics with the Hwasong-12 

last tested on 29 August and 15 

September 2017 

- 6-axle wheeled TEL 

1 From same launch pad as for 

the Hwasong-14 launch on 28 

July 2017, Muphyong-ri in 

Jonchon county (40° 36′ 41″ N 

126° 25′ 33″ E) eastward into 

waters off the east coast after 

a 30-minute flight  

 

 

 

 

 

800 or 

790  

2 000 - launched in a lofted orbit and 

identified through KCNA pictures as 

the IRBM Hwasong-12 – 800 km is 

the longest flight of BMs since 

2017.40  

- Re-entry vehicle speed: Mach 1641 

- The main engine still seems to be 

derived from RD-250 engine with 4 

vernier engines. (See S/2018/171, 

paras 14-15, figure 3) 

- It is in the stage of practical use 

and production whose last test has 

been described as “operational trial 

“Test-fire of Hwasong 

12-type Ground-to-

ground Intermediate- 

and Long-range 

Ballistic Missile Held” 

(Rodong Sinmun 

Jan.31, 2022) 

https://www.nknews.org/pro/hwasong-12-test-signals-troubling-new-phase-in-north-koreas-missile-programs/?t=1654208852886
https://www.nknews.org/pro/hwasong-12-test-signals-troubling-new-phase-in-north-koreas-missile-programs/?t=1654208852886


 

 

 

S
/2

0
2

2
/6

6
8

 

2
2

-1
2

2
7

4
 

1
5

3
/3

7
0

 

__________________ 

 42 “It confirmed the accuracy, safety and operational effectiveness of the Hwasong-12 weapon system under production”. (KCNA Pyongyang Times 31 Jan.2022) Pyongyang's official 

Korean Central News Agency (KCNA) said the launch of the “Hwasong-12-type surface-to-surface intermediate- and long-range ballistic missile” was organised by the Academy of 

Defence Science (ADS), the Second Economic Committee, and other institutions. It added that the launch aimed to verify the Hwaseong-12's deployment and accuracy and was 

conducted by the “highest-angle launch system from the northwestern part of the country” towards the east of the Korean Peninsula. 

 43 “Vertical and oblique photographing of a specific area on the ground” with cameras that will be “installed on  the reconnaissance satellite” (Rodong Sinmun and KCNA 

28 February2022). 

 

 

 

 

 

 

of a Hwasong-12 production unit” 

(KCNA Jan. 31, 2022)42 

7. 5 IV. 27 Feb. 

2022 

07:52 or 

07:51 

- new ICBM Hwasong-17  

- flying as a suborbital satellite 

launcher with the flight features of 

long-range BM 

- with the RD-250 liquid propellant 

engines for the first stage. 

- identified as ICBM-class by several 

Member States or ICBM-capable 

platform such as the super large BM 

“Hwasong-17” (see row “5 March” 

below) 

1 From the Pyongyang Sunan 

international airport area 

(launch pad at 39° 13′ 17″ N 

125° 40′ 17″ E because of 

visible trace of burnt gas on 

the tarmac after the launch) 

toward the east into waters 

near the east coast of North 

Korea,   

 

300 or 

320 

600 or 

620 

- lofted trajectory  

- if the images taken from space 

were genuine, the test launch was 

intended to test the functions of a 

reconnaissance satellite. According 

to MSs, such test was likely 

probable but, delivery rockets for 

satellite launches use technologies 

that are basically identical and 

compatible with those of ballistic 

missiles (see row “5 March”) 

- it may have been launched for the 

purpose of verifying some function 

before conducting a launch test at 

- no KCNA’s image of 

the launcher,  

- “NADA and 

Academy of Defense 

Science conducted an 

important test 

Sunday under the 

plan of developing a 

reconnaissance 

satellite”43 
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 44 MSs evaluated the 28 February and 5 March missile as the new ICBM Hwasong-17 shown at the October 2020 Military parade and mounted on a 11-wheeled TEL (S/2022/840 

para.17 and S/2021/777 annex 18.2) In particular the thermal signature of the engines analysis (one, two or four nozzles) could differentiate Hwasong-17 from others. 

 45According to a Member State, the 28 February and 5 March missiles have at least the same or longer range compared to ICBM-class missiles previously launched by North Korea 

(Hwasong-14 and 15), but further details are still under analysis. A MS assesses that the delivery system could have failed partially or that the test could have been aimed at testing a 

Post Boost Vehicle equipment, aimed at putting satellites into orbit or at developing MIRV capabilities. 

 46e.g. technologies for the separation of multi-stage propelling devices, attitude control and guidance control. MSs add that the space programme could also serve the improvement of 

DPRK’s ICBM capabilities:  

 1. Suborbital flight tests are not common for a space programme and could point to a dual objective. 

 2. Recent launches could also have been used to test technologies useful for a MIRV capacity.   

 3. It is considered likely that the DPRK should soon transform one of its ICBMs (Hwasong-14, Hwasong-15 or Hwasong-17) which have shown propulsive maturity based on the RD-

250 boosters into a space launch vehicle, consequently replacing its Unha SLV used in all its most recent space launches. As such, it would constitute yet another violation of UNSCRs. 

 47Rodong Sinmun 10 March 2022, https://kcnawatch.org/newstream/1646883133-164884312/respected-comrade-kim-jong-un-inspects-national-aerospace-development-

administration-nada/?t=1656438970198. 

 48KCNA 11 March 2022, https://kcnawatch.org/newstream/1646992923-861239615/respected-comrade-kim-jong-un-inspects-sohae-satellite-launching-ground/?t=1656438872679. 

 49Through the test, the NADA confirmed the reliability of data transmission and reception system of the satellite, its control command system and various ground-based control systems 

(KCNA and Rodong Sinmun 6 March 2022). 

 

the maximum range of the missile 

(see row 5 March”)  

8. 6 V. 5 Mar. 2022 

08:52 or 

08:47 

- new ICBM Hwasong-17  

- flying as a suborbital satellite 

launcher with the flight features of 

long-range BM 

- with the RD-250 liquid propellant 

engines for the first stage. 

- identified as ICBM class by several 

Member States or as ICBM-capable 

platform such as the super large BM 

“Hwasong-17” 44 

1 From the Pyongyang Sunan 

international airport area 

(launch pad at 39° 13′ 17″ N 

125° 40′ 18″ E clearly visible 

trace of burnt gas on the 

tarmac after the launch) 

toward the east into waters 

near the east coast of North 

Korea after a 40-minute flight.  

 

270 or 

300 

560 or 

550 

- lofted trajectory  

- if the images taken from space 

were genuine, the test launch was 

intended to test the functions of a 

reconnaissance satellite. According 

to MSs, such test was likely 

probable but, delivery rockets for 

satellite launches use technologies 

that are basically identical and 

- no KCNA’s image of 

the launcher  

- NADA and Academy 

of Defence Science 

Conduct Another 

Important Test for 

Developing  

 

Reconnaissance 

Satellite 49 
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 50 For the 16 March same assessment as for the 5 March. Regarding the booster. 

 51A NK News article on 16 March 2022 reported that “The images seen by NK News shows a red-tinted ball of smoke at the end of a zig-zagging rocket launch trail in the 

sky above Pyongyang. Smaller trails appear to extend straight down toward the ground” available at https://www.nknews.org/2022/03/north-korea-tries-and-fails-to-launch-

another-projectile-jcs/. 

Several Member States evaluated the 

BM as the Hwasong-17, and a MS 

assesses that this may have been 

launched for the purpose of verifying 

some function before conducting a 

launch test at the maximum range of 

the missile45 

compatible with those of ballistic 

missiles.46   

- Kim Jong Un, Deputy Dpt. Director 

Kim Jong Sik, Dpt. Director Yu Jin of 

party central committee officials 

visited the satellite control centre 

(SCC) in the week of the 5 March 

launch (39° 2'33.55"N 

125°42'35.02"E) probably on 9 

March.47 He visited the Sohae 

satellite launching ground on 

probably 10 March.48 

9. 7 VI. 16 Mar. 

2022 

09:30 

- new ICBM Hwasong-17 

- with liquid propellant engine  

- identified as ICBM-class by several 

Member also as the super large BM 

“Hwasong-17” whose photos and 

video would be released after the 

ICBM launch on 24 March50 

- 11-axle wheeled TEL 

1 From the Pyongyang Sunan 

international airport area 

(launch pad at 39° 11′ 18″ N 

125° 40′ 00″ E) same area as 

two ICBM system tests on Feb 

27 and March 5 possible 

destruction around 20km 

altitude 

failed failed - ICBM launch test according to 

several MSs, failed after some 

seconds flight and exploded at an 

altitude of less than 20km. 

- BM’s debris fell in or near 

Pyongyang posing a threat to 

population; last time a MRBM test 

has failed was in 2017 

No statement or 

information from 

DPRK (first no-

statement in 2022) 

https://www.nknews.org/2022/03/north-korea-tries-and-fails-to-launch-another-projectile-jcs/
https://www.nknews.org/2022/03/north-korea-tries-and-fails-to-launch-another-projectile-jcs/
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 Another NK News article on 16 March 2022 reported that   “the coloring matches [a] dispersed liquid oxidizer,” suggesting a liquid-fuel propellant was used. The projectile 

may have experienced a thruster failure…” “reddish-orange smoke” is commonly associated with liquid fuel…” NK News 16 March 2022 available at 

https://www.nknews.org/2022/03/exclusive-north-korean-projectile-debris-fell-near-pyongyang-after-test-failure/?t=1655215602820 . The orange and yellow colour is often 

associated with the combustion of liquid fuel propellants, (see S/2017/150, para. 36). However, specific ablative coatings inside an engine’s combustion chamber can produce 

gases whose colours can also be reddish orange. 

 

 

 - liquid propellant missile is also 

confirmed because of the typical 

colour of the vapour seen over 

Pyongyang51  

- According to Member States and 

the Panel images analysis, this BM 

tested on 16 March 2022 is the 

ICBM Hwasong-17 that was 

presented by KCTV on 25 March as 

the ICBM tested on 24 March. Thus, 

the 25 March KCTV broadcast 

incorporated older footage of the 

launch sequences of the Hwasong-

17. 

- the “Sil-li Ballistic Missile Support 

Facility”, identified by the CSIS and 

the Panel (see S/2020/840 Para. 16) 

as being possibly related to the BM 

programme, is clearly presented as 

involved in the repeated ICBM 

testing on 27 February, 5 March, 16 

March, 24 March, 4 May, and 25 

May 2022. 

https://www.nknews.org/2022/03/exclusive-north-korean-projectile-debris-fell-near-pyongyang-after-test-failure/?t=1655215602820
https://beyondparallel.csis.org/sil-li-ballistic-missile-support-facility/
https://beyondparallel.csis.org/sil-li-ballistic-missile-support-facility/
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 52-MLRS with solid propellant engine, 4 rockets, from South Pyongan Province area toward west coast for about 1 hour. Possible KN-09, 240 mm 300 mm multiple rocket launcher. 

This rocket test could be a violation of the Sept. 2018 inter-Korean military agreement if the launch occurred near the border with South Korea (NKnews 20 March 2022) and Reuter 

at https://www.reuters.com/business/aerospace-defense/nkorea-fires-multiple-rocket-launcher-south-says-2022-03-20/. 

 53  Defense ministry of ROK on 29 March 2022 "Although the projectile fired on March 24 looks like the Hwasong-17 due to the increase in its top altitude and flight time, our 

assessment is that it is more similar to the Hwasong-15 than the Hwasong-17," see also Yonhap News agency, available at 

https://en.yna.co.kr/view/AEN20220329008052325?section=national/defense. 

 54  “Pyongyang, March 25 (KCNA) -- Kim Jong Un , general secretary of the Workers' Party of Korea, president of the State Affairs of the Democratic People's Rep ublic of 

Korea (DPRK) and supreme commander of the armed forces of the DPRK, gave a written order to conduct the test-launch of Hwasongpho-17, a new type intercontinental 

ballistic missile of the DPRK strategic forces, on March 23, Juche 111 (2022) available  at https://kcnawatch.org/newstream/1648159663-278086617/respected-comrade-

kim-jong-un-issues-order-for-test-launch-of-new-type-icbm/?t=1663712750438. 

 “The missile had made its debut in the military parade held two years ago and successfully test-fired in March this year, fully demonstrating its power” Naenara’s declaration on 6 

May 2022, see https://kcnawatch.org/newstream/1651828167-937611443/declaration-in-april/?t=1659893211916. 

- First ICBM launch test without 

detaching it from the TEL. 

- Trucks activity detected after 

failure 

 - - 20 Mar. 

2022 at 

7:2052155 

      No statement or 

information from 

DPRK 

10. 8 VII. 24 Mar. 

2022 

14:34 or 

14:33 

-  possible modified ICBM Hwasong-

15  

- with liquid propellant engine. 

- called by the DPRK “Hwasong-17” 

but rather an upgraded “Hwasong-15” 

with a lighter payload.53 

- 11-axle wheeled TEL (9-axle if 

Hwasong-15) 

 

 

1 From the Pyongyang Sunan 

international airport area 

same area as the three ICBM 

system tests on 27 Feb., 5 and 

16 March. On 24 March likely 

from 39° 11′ 19″ N 125° 40′ 

01″ E, toward the east and 

splash down at around 15:44 

after a 71-minute flight, inside 

Japan EEZ some 170 km west 

of Cape Tappi, Oshima 

1080 or 

1100  

6200 or 

6000  

- the data recorded and analysed by 

MSs are considered as the best to 

date and consistent with the ability 

of the ICBM to travel over 15,000 

km. However, it is identified an 

modified Hwasong-15 rather than a 

Hwasong-17- the thermal signature 

analysis of this launch possibly 

identified two engine nozzles 

(Hwasong-15) instead a four-engine 

nozzle (Hwasong-17) as the photos 

“Hwasongpho-17, a 

new type of 

intercontinental 

ballistic missile of the 

DPRK strategic 

forces”54 

Flight: 67minutes  

Altitude: 6248.5km 

Distance: 1090km 

https://kcnawatch.org/newstream/1648159663-278086617/respected-comrade-kim-jong-un-issues-order-for-test-launch-of-new-type-icbm/?t=1663712750438
https://kcnawatch.org/newstream/1648159663-278086617/respected-comrade-kim-jong-un-issues-order-for-test-launch-of-new-type-icbm/?t=1663712750438
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 55See KCNA, 25 Mar. 2022, and also guided with Jo Yong Won, member of the Presidium of the Political Bureau (KCNA 12 Jan. 2022) 

 - On 28 March KCNA Rodong Sinmum published photos and article that presented Kim Jong Sik and Jang Chang Ha as the top two military officials on the Hwasong class ICBM 

project. 

 56Deputy Department Director of the Central Committee of the WPK and commanding personnel of the Ministry of National Defence of the DPRK and the commanders of the large 

combined units of the Korean People's Army, see Voice of Korea, 17 April 2022. 

 57Voice of Korea, 17 April 2022, “The new-type tactical guided weapon system developed under the special concern of the Party Central Committee is of great significance in radically 

increasing the fire striking power of the long-range artillery units on the front and strengthening the effectiveness of tactical nuclear operation of the DPRK and diversification of 

the firepower task…” https://kcnawatch.org/newstream/1650142847-935725828/president-of-state-affairs-kim-jong-un-watches-test-firing-of-new-type-tactical-guided-

weapon/?t=1658076183497 

 

Peninsula of Hokkaido. 

- According to MSs and  

Panel’s analysis, on 25 March 

the DPRK presented photos 

and videos of an earlier 

Hwasong-17 test, such as 

those of 27 February, 5 March 

and 16 March but mentioning 

the 24 March test as the 

reference.  

and video released after the 24 

March had shown. Must be 

confirmed. 

- According to a MS it appeared to 

be identical to those launched on 27 

Feb. and 5 Mar. 

- to carry out this deception 

manoeuvre, the DPRK had to 

reduce the payload of the 

Hwasong-15 to achieve a trajectory 

comparable to that of the more 

powerful Hwasong-17. 

- Comparatively, the test of ICBM 

Hwasong-15 on 29 Nov. 2017 (53-

min flight, lofted trajectory, range 

of 950 km and max altitude of 4 

475km, see S/2018/171 Tab.1, 

para.9) 

- the missile test was officially under 

the guidance of Kim Jong Un55156 

https://kcnawatch.org/newstream/1650142847-935725828/president-of-state-affairs-kim-jong-un-watches-test-firing-of-new-type-tactical-guided-weapon/?t=1658076183497
https://kcnawatch.org/newstream/1650142847-935725828/president-of-state-affairs-kim-jong-un-watches-test-firing-of-new-type-tactical-guided-weapon/?t=1658076183497


 

 

 

S
/2

0
2

2
/6

6
8

 

2
2

-1
2

2
7

4
 

1
5

9
/3

7
0

 

__________________ 

 

 

 

 

 

 

11. 24. IV. 16 Apr. 

2022 

17:50 and 

18:11  

 

- new SRBM resembled but smaller 

than KN-23 and KN-24 and as ground -

based version it resembled the new, 

smaller SLBM launched on 19 October 

2022.  

(Single-stage system) (S/2002/132 

annex 20.2) 

- From a quadruple canister mounted 

on a small 3-axle wheeled TEL 

presented at the next military parade 

on 25 April 2022. 

 

2 From possibly the Majon 

beach near the residence of 

Kim Jong Un at Chakto-dong, 

same as for SRBM launch tests 

on 27 January 2022 and 10 

August 2019, 39° 48′ 45″ N 

127° 39′ 50″ E), eastward into 

waters off the east coast and 

impacting the uninhabited 

Island as possible target at 110 

km Nan-do Island 40° 18′ 50″ 

N 128° 45′ 44″ E 109 km from 

launchpad 

110 25 - the first time the DPRK has 

presented an SRBM as a tactical 

nuclear weapon delivery system. 

- Max speed Mach 4 

- Flight time 60s 

- probably level of operational 

testing 

- Time between launches: 21 minutes 

- also described as Close-Range 

ballistic Missile (CRBM, range 

<300km)) 

- Kim Jong Un was accompanied by 

Kim Jong Sik 56 

“New-type tactical 

guided weapon” … 

strengthening the 

effectiveness of 

tactical nuclear 

operation… 57 

 

12. 9 VIII. 04 May 

2022 

12:03 or 

12:02 

- ICBM  

- with liquid propellant engine. 

- possible Hwasong-15 or 17 launched 

below its full capacity and on a 

standard rather than lofted trajectory 

 

1 From the Pyongyang Sunan 

international airport area 

same as the four previous 

ICBM system tests toward the 

east and splash down before 

12:24 after a less than 21-

minute flight  

- Location: Possibly from 39° 

13′ 14″ N 125° 39′ 55″ E 

470 or 

500 

780 or 

800 

- max speed about Mach 11 around 

13600 km/h 

- Medium-resolution satellite 

imagery showed what appears to 

be vehicles gathering on or around 

30 April and 3 May at Sunan’s 

northern airfield around the same 

location vehicles were seen after 

the failed 17 March test, though 

No statement or 

information from 

DPRK (second no-

statement in 2022) 

https://www.38north.org/2022/03/post-missile-launch-activity-at-sunan-international-airport/
https://www.38north.org/2022/03/post-missile-launch-activity-at-sunan-international-airport/
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because of burnt gas trace at 

the north edge of the main 

runway.  

it’s possible the activity is 

agriculture-related. 

 

13. 25. V. 07 May 

2022 

14:07 or 

14:06  

[05:06 UTC] 

- New SLBM/SRBM 

- Derived from KN-23 (or KN-24); 

similar to the new small SLBM tested 

on 19 October 2021 and presented at 

the Self-defense exhibition and at the 

military parade on 25 April 2022  

1 From a submarine (8.24 

Yongung SSBA) or a 

submersible test stand barge 

in the sea at large off the coast 

of Sinpo toward the east and 

splash down before 14:25 

after a less than 18-minute 

flight. 

600 

 

60 or 50 

 

- possibly launched from the 8.24 

Yongung SSBA. 

- irregular trajectory 

- 3rd SLBM test since 2018 

 

 

 

No statement or 

information from the 

DPRK (third no-

statement in 2022) 

14. 26. VI. 12 May 

2022 

18:29 or 

18:28 

- SRBM  

- probably the KN-25 (super large 

multiple rocket launcher) 

3 From the Pyongyang Sunan 

international airport area 

 

 

 

 

 

360 or 

350  

90 or 

100  

- Max speed Mach 5  

- Level of operational testing  

- Time between launches: almost 

simultaneous  

- possible depressed trajectory 

needs be confirmed 

No statement or 

information from the 

DPRK (fourth no-

statement in 2022) 

15. 10 IX. 25 May 

2022 

06:00 or 

05:59  

- ICBM 

- with liquid propellant engine. 

- Possible Hwasong-17  

 

 

 

 

 

 

 

 

  

1 From the Pyongyang Sunan 

international airport area, 

Location: possibly from 39° 13′ 

14″ N 125° 39′ 55″ E because 

TEL shape was visible 30 

minutes before launch time 

and the cleaning of burnt gas 

trace at this location was 

completed. 

 

360 or 

300  

540 or 

550 

- Series of tests point out the 

frequency and diversity of tests, 

first time that a liquid and a solid 

propellant BM are launched at the 

same time. 

- The simultaneous launch of 

several types of systems resembles 

an operational test to evaluate the 

operational combination of weapon 

systems. 

- Not intercontinental-range flight 

pattern as on Feb. 27 and March 5 

No statement or 

information from the 

DPRK (fifth no-

statement in 2022) 

https://www.nknews.org/pro/increased-activity-at-pyongyang-airport-likely-due-to-farming-not-missiles/?t=1659453685360
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 58According to MS and see also https://www.nknews.org/pro/why-north-korea-launches-long-range-missiles-on-medium-range-trajectories/?t=1670961118886. 

 59On 24 May 2022, the DPRK launched three missiles: one intercontinental ballistic missile (ICBM) and two shorter range ballistic missiles.  So far this year, the DPRK has 

launched 23 ballistic missiles, including six ICBMs available at https://home.treasury.gov/news/press-releases/jy0801 27 May 2022. 

 60Including six ICBMs (US 27 May 2022); https://home.treasury.gov/news/press-releases/jy0801. 

 61- Frequency and diversity - a BM test every nine days but no report on the last five tests; - doctrine: “…use nuclear tactical against ROK at the beginning” (Kim Yo-jong from a MS’s 

report). 

 

 

 

launches possibly to test MIRV or 

the reconnaissance satellite or the 

first stage of an ICBM booster58 

16. 27. VII. 25 May 

2022   

06:37 

06-42 

- SRBM  

- likely new modified KN-23 

259 From the Pyongyang Sunan 

international airport area, 

toward the east and splash 

down 

 

 

unknown 

and 

760 or 

750  

20 and 

60 or 50  

- vanished because of suspect 

failure or irregular orbit with 

possible depressed trajectory  

- 23rd ballistic missile in 2022,60 one 

of the most intensive test 

campaigns 

No statement or 

information from the 

DPRK (sixth no-

statement in 2022) 

17.  28. VIII. 5 June 2022 

  

9:06 

9:10 

9:15 

9:24 

9:30 

9:41 

- SRBM  

4 different SRBM types (probably KN-

23, KN-24, KN-25 and new modified 

KN-23)  

 

 

 

1 

1 

1 

1 

1 

1 

 

From different locations: from 

the vicinity of east coast at 

9:10, from west coast at 9:06, 

9:15 and 9:30, from inland at 

9:24, 9:41 (Sunan, Kaechon 

likely at 39° 45′ 11″ N 125° 54′ 

02″ E almost the same 

location as the SRBM test on 

10 Sep. 2019, Dongchang-ri, 

Hamhung), toward the east 

and splashdown 

110  to 

670: 

 

350 

300 

400 

350 

400 

300 

 

25 to 90:  

 

 

50 

50 

50 

100 

50 

100 

 

- Possibly some include irregular 

trajectory 

- Speed Max form M3-M6 

- first time so many different 

missiles and ranges are combined at 

the same time  

- operational training to fire SRBMs 

of different ranges and strike 

capabilities using the tactics of the 

former Soviet Union61  

No statement or 

information from the 

DPRK (seventh no-

statement in 2022) 

https://home.treasury.gov/news/press-releases/jy0801
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- - - 5 June 2022 SRBM (same series as above) 2 Same area short Very low - Possible 2 other SRBMs detected  No statement 

           

4 

20 3 2021 

Solid fuel BMs  

fired between 2018 and  

19 Oct. 2021:                                                                                                                

In 2021:  

 

 

41 

5 

     

 

1 1 2021 

Liquid fuel BMs  

fired between 2018 and 

 28 Sep. 2021:                                                                                                                 

In 2021:  

 

 

1 

1 

     

           

 18. I. 25 

Mar.2021 

0706 and 

0725 hours 

(MS) or 

0704 and 

0723 hours  

 

New SRBM (modified KN-23) It 

appears to be the new SRBM, and TEL 

displayed during the military parade 

on 14 January 2021 and identified as a 

possible modification and 

enlargement of the previously 

displayed and tested KN-23 SRBM 

2 Hamju south Hamgyong area 

Near Sondok 

(2 airfields Sondok and Yonpo 

(Ryonpo)) 

450 

600  

 

60 

 Less 

100  

- New 5 axle wheeled TEL (if 26 

March 2021 KCNA pictures are 

genuine. See 14 Jan 2021 military 

parade (Panel) 

- TBL: 19 minutes (0706-0725) (MS) 

- Possible depressed with pull-up 

trajectory 

18th SRBM launch test since 04 May 

2019 (around 35 SRBM) (Panel) 

falling into waters outside Japan’s 

Exclusive Economic Zone (MS) 

“New-type tactical 

guided missiles” 

or 

new-type tactical 

guided projectile 

 19. II. 15 Sep. 

2021 

12:34 and 

12:39  

or  

12:32 and 

12:37  

SRBM. It appears to be either the 

previously displayed and tested SRBM 

KN-23 tested as a railway-borne 

missile system that has been displayed 

at the missile exhibition “Self-Defence 

2021” on 11 October 2021 or possibly 

2 From a railcar at the entrance 

of a tunnel located at 

39°16'31"N  

126°48'17"E  

in Yangdok area of South 

800 60 - New railway-borne missile system  

- Time between launches: 5 minutes  

- The trajectories were the longest 

of the solid fuel ballistic missiles 

tested since 2019, with a “pull-up 

manoeuvre” detected.  

“The Railway Mobile 

Missile Regiment”63 

(KCNA Voice of Korea 

19 Sept 2021) 
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 62According to a Member State, the location could be at 39°16'2.04"N 126°47'17"E. This assessment of the coordinates is slightly different to the Panel’s analysis of the KCNA video 

which gives an idea of the length of the tunnel and the curve of the track. 

 63“The Railway Mobile Missile Regiment took part in the drill with a mission to move to the central mountainous area and strike the target area 800 kilometres away early on the 

morning of September 15 (KCNA, Voice of Korea 19 Sept. 2021). 

the modified and enlarged version of 

KN-23 

Phyongan Province,62 

eastward into waters off the 

east coast but inside Japan’s 

Exclusive Economic Zone. 

- If it was the KN-23 it showed 

increased range compared to 

previous tests, probably because of 

a reduced payload. 

- The use of a railway-borne 

launcher gives DPRK a mode of 

transport for a variety of missiles 

which they can rapidly deploy and 

launch from anywhere on their rail 

network providing another option 

for concealing and launching its 

missile force. 

 1. I. 28 Sep. 

2021 

06:40  

 or 

06:38  

MRBM HWASONG-8 “Hypersonic 

glide vehicle HGV” with a liquid 

propellant engine. 

- disclosed at the missile exhibition 

“Self-Defence 2021” on 11 October 

2021, after the 28 September launch 

test. (KCNA) 

-SRBM or MRBM  

-Missile total length is around 14.5 m for 

a body diameter of 1.4 m.  

- Re-entry vehicle length is around 

4.7m for a rear diameter of around 0.9 

m. 

1  From North's Mupyong-ri, 

Jagang province eastward into 

waters off the east coast 

200  60  - The mention by DPRK of a “missile 

fuel ampoule” used in liquid 

propellant ballistic missiles enables 

the missile to be loaded with 

propellant at the factory (KCNA) 

- The main body of the missile 

appeared to be made from a liquid 

propellant booster that resembled, 

but shorter than, the single-stage 

Intermediary Range Ballistic Missile 

(IRBM) Hwasong-12. 

Academy of Defense 

Science conducted the 

first test fire of the 

hypersonic Hwasong-

8 missile from 

Toyang-ri, Jagang 

Province, on Tuesday 

28 Sep.(KCNA 29 

Sep.2021)65 
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 64This HGV is a solid propellant hypersonic missile showcased by a Member State at a military parade in 2019. 

 65KCNA 29 Sep. 2021: “the navigational control and stability of the missile in the active section as well as its technical specifications, including the guiding manoeuvrability and the 

gliding flight characteristics of the detached hypersonic gliding warhead”. “The engine as well as of missile fuel ampoule that has been introduced for the first time" was "ascertained," 

 66Rodong Sinmun /ANDS 20 Oct. 2021: The DPRK stated that it has "successfully" conducted a test-firing of a new-type of submarine-launched ballistic missile (SLBM) “The new 

SLBM … will greatly contribute to our country's defense technology advancement and the Navy's underwater operational capabilities"; 

 KCNA 20 Oct. 2021: “The Academy of National Defense Science conducted the test-launch from "8.24 Yongung" where its first SLBM was successfully launched five years ago to 

demonstrate the military muscle of the DPRK"… “It clarified that the new type SLBM, into which lots of advanced control guidance technologies including flank mobility and gliding 

skip mobility are introduced, will greatly contribute to putting the defense technology of the country on a high level and to enhancing the underwater operational capability of our 

navy," 

- 6-axle wheeled TEL - The possible HGV resembled an 

already existing HGV64. It appears to 

be at an early stage of development 

stage of development that would 

require considerable time for actual 

deployment. 

-It's known to have flown at a speed 

of around Mach 3 at that time 

 20. III.  19 Oct. 

2021 

10:17  

or 

10:15  

New SLBM/SRBM It appears to be a 

new Short-range Submarine Launched 

Ballistic Missile that has been 

displayed at the missile exhibition 

“Self-Defence 2021” on 11 October 

2021. 

 

Missile length, without tube adaptor, 

is around 6.8 m for a body diameter of 

1 m 

1 From a Gorae/Sinpo class 

submarine (or a submersible 

test stand barge) located in 

the area of Sinpo (South 

Hamgyong Province), 

eastward into waters off the 

east coast 

600  

or  

430 

 

60  

or 

50  

 

New smaller SLBM, 2nd SLBM test 

since 2018 

- a pull-up manoeuvre has been 

detected but with no significant 

horizontal movement. 

-Its design is smaller than the SLBM 

Pukguksong missile series and 

resembled those of the SRBM KN-

23 and KN-24 as well as having 

similar flight characteristics. It could 

be fielded in multiple launch tubes 

from a larger DPRK ROMEO-class 

“a new-type of 

submarine-launched 

ballistic missile 

(SLBM)”. (KCNA 20 

Oct)66 
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submarine that increase an 

offshore strike capability. 

- The missile was reportedly 

launched from an experimental 

Gorae/Sinpo-B class ballistic 

missile submarine called "8.24 

Yongung", whose launch tube may 

have been adapted for a smaller 

SLBM than Pukguksong type. 

- However, the missile may have 

been launched from a submersible 

test stand barge. 

           

4 

17 4 2020 

Solid fuel BMs  

fired between 2018 and  

29 Mar. 2020:                                                                                                                

In 2020:  

 

 

36 

11 

     

 

0 0 2020 

Liquid fuel BMs  

fired between 2018 and 

 2020:                                                                                                                 

In 2020  

 

 

0 

0 

     

           

 14. I. 02 

Mar.2020 

1237 hours 

 

SRBM (KN-25); same as II and IV (24 

Aug., 10 Sept., 31 Oct. and possibly 28 

Nov. 2019) 

2 Wonsan area 240 35 - Probably an operational training 

test integrated into a military 

exercise 

- Wheeled TEL with four launch 

tubes (if KCNA pictures are genuine; 

images resembled those from 28 

Nov. 2019) 

- TBL: 20 seconds 

Multiple-launch 

rocket – long-range 

artillery 
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 - - From 28 

Feb. to 2 

Mar 2020  

MLRS (KN-09) 240 mm 300 mm unknown 14 km from eastern Wonsan 

area 

39°9'19.66"N 

127°36'26.85"E 

– – - Operational training test for 

artillery and MLRS during “joint 

strike military drills” (see 

S/2020/840 annex 7, figure 7-1) 

Joint strike military 

drills 

 15. II. 9 Mar.2020 

0736 hours 

SRBM (KN-25); same as I and IV 3 (or 

2)  

Sondok area 200 50 - Probably one KN-25 launch failed. 

Member States only counted two 

BMs 

- TBL: 20 seconds and 1 minute 

Front-line long-range 

artillery 

 - -  MLRS (KN-09) 240 mm 300 mm  2 Sondok area – – - Possibly two KN-09 were also 

launched 

Front-line long-range 

artillery 

 16. III. 21 

Mar.2020 

0645 and 

0650 hours 

SRBM (KN-24); same as 10 and 

16 August 2019 

2 Pyongan area; near Sonchon 

according to a Member State 

410 50 - Possible depressed with pull-up 

trajectory 

- TBL: 5 minutes 

Tactical guided 

weapon 

 17. IV. 29 

Mar.2020 

0610 hours 

SRBM (KN-25); same as I and II 2 Wonsan area 230 30 - Tracked TEL (if KCNA photographs 

are genuine; images showed a 

tracked 6-tube TEL instead of a 

wheeled 4-tube TEL) 

- TBL: 20 seconds 

Super-large multiple 

rocket  

           

13 

13 13 2019 

Solid fuel BMs  

fired between 2018 and  

28 Nov. 2019:                                                                                                                

In 2019:  

 

 

25 

25 

     

 

0 0 2019 

Liquid fuel BMs  

fired between 2018 and 

 2019:                                                                                                                 

In 2019  

 

 

0 

0 
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 67According to a Member State, the transporter erector launcher parallels previous models of Iskander. Both transporter erector launchers used a WS200 chassis. In the assessment of 

another Member State, “the caterpillar version is just a prototype” and the wheeled chassis that was used is new and could be derived from other MSs chassis. “The organization or 

the design is inspired by Iskander TEL.” 

 

 

 68According to a Member State, this tracked, or caterpillar transporter erector launcher version could be just a prototype. 

 69According to a Member State, this wheeled transporter erector launcher type 2 could be a future operational version. 

 70The Panel notes that the system resembles such surface-to-surface missile systems as the Army Tactical Missile System or the King Dragon 300 (see S/2020/151 table 3, annex 59). 

 71Built on the Pokpung-ho battle-tank chassis, which was designed in the Democratic People’s Republic of Korea and resembles the T-62. 

 72Ibid 21??? FOOTNOTE 21? 

 

 

 1. I. 4 May 2019 

0830 and 

1050 hours 

New SRBM (KN-23); same as II, III and 

VI 

2 Hodo Peninsula 

N 39°24′32.25″,  

E 127°31′53.63″  

200- 

unknown 

(Possibly 

240 to 

400) 

50- 

unknown 

(Possibly 

40 to 60)  

–  One launch probably not fully 

successful 

– Four-axle wheeled TEL type 167 

– TBL: 2h20  

Tactical guided 

weapons 

 - - 4 May 2019 MLRS 240 mm 300 mm (KN-09) unknown  70-240  Rockets were tested Large-calibre long-

range multiple rocket 

launchers 

 2. II. 9 May. 2019 

1630 and 

1650 hours 

New SRBM (KN-23); same as I, III and 

VI  

2 Kusong area  

N 40°01′47″,  

E 125°13′38″ 

420; 270  50; 

unknown 

Possibly 

40 

- Tracked TEL similar to T-72 tank68 

- TBL: 20 minutes 

Long-range strike 

means 

 3. III. 25 Jul. 2019 

0530 and 

0600 hours 

New SRBM (KN-23); same as I, II and 

VI 

2 Hodo Peninsula 

N 39°24′31″,  

E 127°32′03″ 

430; 690 

 

50; 50  - Wheeled TEL type 269 

- TBL: 30 minutes 

New-type tactical 

guided weapon 
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 73Four launch tubes; ballistic missile trajectory not aerodynamic, but small canards attached. The rocket is a guided battlefield missile. 

 74According to a Member State, the eight-axle wheeled transporter erector launcher of KN-25 is based on the KN-23 chassis (stretched chassis) with an armoured cabin specifically 

designed in the Democratic People’s Republic of Korea. 

 75Several Member States stated that one flight test had failed and crashed inland, but that the other had headed towards Alsom Island; three out of four tubes had been used. One tube 

could have been defective (a Korean Central News Agency photograph shows that the upper cap was off but that the missile had not been fired, as the bottom cap was still in place). 

 4. IV. 31 Jul. 2019 

0510 and 

0530 hours 

New SRBM (possibly KN-23) or new 

MLRS (possibly 400 mm); same as V 

2 Wonsan/Kalma area 250; 250 30; (?) - Tracked- TEL  

- TBL: 20 minutes 

New-type large-

calibre multiple 

launch guided rocket 

system 

 5. V. 2 Aug. 2019 

0300 and 

0320 hours 

New SRBM (possible KN-23) or new 

MLRS (possibly 400 mm); same as IV 

2 Hamhung area 

(Possibly Yonghung area) 

220; (?) 25; (?)  - KCNA pictures show blurry MRL 

image not verified as for this test; 

possibly tracked TEL - TBL: 

20 minutes 

New-type large-

calibre multiple 

launch guided rocket 

system 

 6. VI. 6 Aug. 2019 

0520 and 

0540 hours 

New SRBM (KN-23); same as I, II and 

III 

2 Kwail airfield  

N 38°24′54.98″, 

E 125°1′43.00″  

450; 450 37; 37  - Wheeled TEL type 2; the missile 

flew over DPRK territory from west 

to east  

- TBL: 20 minutes 

(See S/2020/151 annex 58.2) 

New-type tactical 

guided missiles 

 7. VII. 10 Aug. 

2019 0530 

and 0550 

hours 

New tactical missile similar to 

ATACMS (KN-24);70  same as VIII 

2 Hamhung/ 

Hungnam  

N 39°48′44.32″,  

E 127°39′49.68″  

400; 400 

(Possibly 

430) 

48; 48 - Tracked TEL71 (see S/2020/151 

annex 58.3) 

- TBL: 20 minutes 

New weapon 

 8. VIII. 16 Aug. 

2019 0800 

and 0820 

hours 

New tactical missile similar to 

ATACMS (KN-24); same as VII 

2 Tongchon area 

N 39°03′33″,  

E 127°46′44″ 

230; 230 30; 30  - Tracked TEL72e 

- TBL: 16 minutes 

(See S/2020/151 annex 58.4) 

New weapon 

 9. IX. 24 Aug. 

2019 0640 

New MLRS73 using “super-large” 

heavy rocket (600 mm, KN-25); same 

as X 

2 Sondok airfield  

N 39°44′37.05″, E 

127°28′23.79″  

380; 380 97; 97  - Eight-axle wheeled TEL74 

- TBL: 17 minutes (see S/2020/151 

annex 58.5) 

Super-large multiple 

rocket launcher 
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Source: Member States and Panel. Abbreviations: MS, Member State / KCNA, Korean Central News Agency. 

 

 

__________________ 

 76The submarine-launched ballistic missile is the naval adaptation of the Pukguksong-2 medium-range ballistic missile, but with a different re-entry vehicle and payload section. 

 77The Korean Central News Agency picture of the 31 October 2019 launch is in fact a picture from 10 September 2019. What was fired on 31 October 2019 was a new large-calibre 

canister-launched short-range ballistic missile, according to a Member State. 

and 0700 

hours 

 10. X. 10 Sept. 

2019 0650 

and 0710 

hours 

New MLRS using “super-large” heavy 

rocket (600 mm, KN-25); same as IX 

2 Kaechon airfield  

N 39°45′8.46″, E 

125°53′59.06″  

330; 330 50; 60 - One flight test failed75 Eight-axle 

wheeled TEL; KCNA picture of 

31 Oct. launch was in fact from 

10 Sept.  

- TBL: 19 minutes (see S/2020/151 

annex 58.6) 

Super-large multiple 

rocket launcher 

 11. XI. 2 Oct. 2019 

0710 hours 

New SLBM/MRBM76 

Pukguksong-3 

Estimated potential range 1,700 km 

(see S/2020/151 annex 58.7) 

1 Wonsan - Yonghung Bay 450 910  1st SLBM test since 2018 

Submerged barge  

New-type SLBM 

Pukguksong-3 

 12. XII. 31 Oct. 

2019 

New MLRS78 using “super-large” 

heavy rocket (600 mm, KN-25) 

2 Sunchon airfield  

N 39°24′48″,  

E 125°53′18″ 

370; 370 90; 90  - Wheeled TEL  

- TBL: 3 minutes 

Super-large multiple 

rocket launcher 

 13. XIII. 28 Nov. 

2019 

New MLRS using “super-large” heavy 

rocket (600 mm, KN-25) 

2 Ryonpo area of Sondok 

airfield or Ryonpo airfield 

380; 

unknown 

(Possibly 

380) 

97;  

unknown 

(Possibly 

50) 

- Wheeled TEL 

- TBL: 30 seconds 

Super-large multiple 

rocket launcher 



S/2022/668  

 

22-12274 170/370 

 

Annex 23.2: Analysis of the TEL and Ballistic Missile numbering in recent parades  78 

 
 

Annex 23.2.1:  ICBM Hwasong-17 presented at the 25 April 2022 military parade was unveiled at the 

military parade on 10 October 2020, presented at the 11 October 2021 missile exhibition “Self-Defence 

2021” and declared tested on 24 March 2022 by the DPRK. 

According to several Member States, the resumption of ICBM tests began on 27 February 2022 with first 

Hwasong-17 launch test, followed by 4 ICBM Hwasong-17 tests on 5 March, 16 March (failed), 4 May and 25 

May, and by the ICBM launch test of either an upgraded Hwasong-15 or an Hwasong-17 on 24 March. 

Regarding the exact number, one or more spare systems may have been kept out of the parade, available to 

replace a vehicle in case of a breakdown, a common practice in military parade. 

- Vehicles and missiles numbering: ICBM Hwasong-17 + TEL: ㅈ03331922 rear/328, ㅈ03525092 middle/329, 

ㅈ 04290911 front/321. In the KCTV footage on 25 April 2022 Parade, the Hwasong-17 ㅈ 08080436 on TEL 

327 is an image of Hwasong-17 from another parade.  

- The Hwasong-17 ㅈ 03031203 on TEL 321 is an image of a Hwasong-17 from footage released on 26 March 

202279  its TEL number 321 was also the TEL number used by the TEL of the Hwasong-17 number ㅈ 7220406 

at the 10 October 2020 parade. At this parade, the Hwsong-17 + TEL numbering were ㅈ(unreadable)/ TEL 324, 

ㅈ 31380408/TEL 323, ㅈ 21260405/TEL 322, ㅈ 07220406/TEL 321 

 

Annex 23.2.2: ICBM Hwasong-15 presented at the 25 April 2022 military parade.  According to several 

Member States one of its last possible launch tests was on 24 March 2022, however it was declared tested 

on 29 November 2017 by the DPRK and presented at the 11 October 2021 missile exhibition “Self-Defence 

2021”, at the military parade on 10 October 2020 and beforehand unveiled at the military parade on 8 

February 2018. 

 - ICBM Hwasong-15 + TEL numbering: ㅈ05250711 rear-left/314, ㅈ07220205 rear-right/313, ㅈ10200709 

front-left/312, ㅈ 04290712 front-right/311. 

- At October 2020 parade, the Hwasong-15 + TEL numbering was ㅈ 03031012 rear left/TEL 312; 

ㅈ(?)5031401 rear-right/TEL 311; ㅈ(????)403(?) front-left/TEL 311; ㅈ 03131004 front-right/ TEL 315. 

  

__________________ 

 78See KCTV footages on https://kcnawatch.org/kctv-archive/6267f67924e38/, https://kcnawatch.org/kctv-archive/6267f63d3465c/. 

 79See https://kcnawatch.org/kctv-archive/623dc62b7e18e/. 

https://kcnawatch.org/kctv-archive/6267f67924e38/
https://kcnawatch.org/kctv-archive/6267f63d3465c/
https://kcnawatch.org/kctv-archive/623dc62b7e18e/
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Annex 23.2.3: MRBM Hwasong-8 with possible Hypersonic Glide Vehicle (HGV) presented at the 25 April 

2022 military parade. It was declared tested on 28 September 2021 by the DPRK and displayed at the 11 

October 2021 missile exhibition “Self-Defence 2021 

- Vehicles and missiles numbering: MRBM “Hwasong-8” (HGV) + TEL:  

- Rear-left ㅈ 11670718, HGV 12-029, TEL 306; rear-right ㅈ??????21, HGV 12-028, TEL 305; middle-left 

ㅈ 07220610, HJV 12-027, TEL 304; middle-right ㅈ????????, HGV 12-026, TEL 303; front-left ㅈ?5650409, 

HGV 12-025, TEL 302, front-right ㅈ???????, HGV 12-024, TEL 301. 

 

Annex 23.2.4: MRBM with possible Manoeuvrable Re-entry Vehicle (MaRV) presented at the 25 April 

2022 military parade.  According to several Member States its two previous possible launch tests were on 

5 and 11 January 2022; it was declared tested on these dates by the DPRK as a “Hypersonic missile weapon 

system”. It was unveiled earlier at the 11 October 2021 missile exhibition “Self-Defence 2021 

- Vehicles and missiles numbering: MRBM short “Hwasong-8” (MaRV) + TEL:  

- Rear-left TEL 296, rear-right MaRV 8-032, TEL 295; middle-left ㅈ 21611114, MaRV 8-035 TEL 294; 

middle-right MaRV 8-034, TEL 293; front-left ㅈ 01740604 MaRV 8-033, TEL 292; front-right #11210102, 

MaRV 8-032, TEL 291. 

 

Source for Annexes 23.2.1~23.2.4: 
https://kcnawatch.org/kctv-archive/6267f67924e38/,  

https://kcnawatch.org/kctv-archive/6267f63d3465c/,  

https://kcnawatch.org/kctv-archive/623dc62b7e18e/ 

 

  

https://eur02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fkcnawatch.org%2Fkctv-archive%2F6267f67924e38%2F&data=05%7C01%7Cjune.park%40un.org%7C64bd2ccf386646d4b73c08da7574498c%7C0f9e35db544f4f60bdcc5ea416e6dc70%7C0%7C0%7C637951439548038498%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=EkMw99VY%2F0MTUqwkdSHr3GUm6qb8ETP3pmqUwTkQZhQ%3D&reserved=0
https://eur02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fkcnawatch.org%2Fkctv-archive%2F6267f63d3465c%2F&data=05%7C01%7Cjune.park%40un.org%7C64bd2ccf386646d4b73c08da7574498c%7C0f9e35db544f4f60bdcc5ea416e6dc70%7C0%7C0%7C637951439548038498%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=456G6QPD%2FIaTc2WdvyaqsOkC8xoHKfVZkuRwDDIJTYg%3D&reserved=0
https://eur02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fkcnawatch.org%2Fkctv-archive%2F623dc62b7e18e%2F&data=05%7C01%7Cjune.park%40un.org%7C64bd2ccf386646d4b73c08da7574498c%7C0f9e35db544f4f60bdcc5ea416e6dc70%7C0%7C0%7C637951439548038498%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=rXOmL%2FXDa1iZ5GmaApd0O7GqWsCU5bVkqr4uKfNqQyE%3D&reserved=0
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Annex 24: DPRK flagged tankers observed delivering refined petroleum products at Nampo oil 

facilities January-April 2022    
 

A Member State estimates that as much as 458898 barrels of refined petroleum products may 

have been delivered to Nampo by 30 April based on a maximum cargo capacity of 90 percent 

of each vessels’ deadweight tonnage. The Member State has used this methodology which is 

widely-accepted by industry. The Member State’s calculations presume the carriage of 

“refined petroleum” to include diesel and/or fuel oil as both these products are widely 

recognised to be within the category “refined petroleum”. The Member State uses a conversion 

rate of 7.5 barrels per metric ton, the average conversion rate of gasoline, kerosene, gas 

oil/diesel and residual fuel oil used by the Committee. 

 

 

 

6 January: CHIL BO SAN (IMO 8711021 DWT 1999MT).  Cargo capacity (90% DWT) of 

refined petroleum: 13493 barrels. 
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14 January: YU SON (now known as CHANG HAE2, IMO 8691702 DWT 3398MT) Cargo 

capacity (90% DWT) of refined petroleum: 22935 barrels. 

 

 
 

14 January: SAM MA 2 (IMO 8106496, DWT 1731MT). Cargo capacity (90% DWT) of 

refined petroleum: 11685 barrels. 
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14 January: SONG WON (IMO 8613360, DWT 2101MT). Cargo capacity (90% DWT) of 

refined petroleum: 14183 barrels.   

 

 
 

 

14 January: PO CHON (IMO 8848276, DWT 3538MT).  Cargo capacity (90% DWT) of 

refined petroleum: 23880 barrels.   
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14 January: SAE BYOL (now known as SIN PHYONG 9, IMO 8916293, DWT 1150MT).   

Cargo capacity (90% DWT) of refined petroleum: 7763 barrels.    

 

 
 

 

19 January: YU JONG 2 (IMO 8604917, DWT 1206MT).   Cargo capacity (90% DWT) of 

refined petroleum: 8138 barrels.    
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19 January: SONG WON (IMO 8613360, DWT 2101MT).    Cargo capacity (90% DWT) 

of refined petroleum: 8138 barrels.    Second discharge in the period.    

 

 
 

 

29 January: AN SAN 1 (IMO 7303803, DWT 3003MT).  Cargo capacity (90% DWT) of 

refined petroleum:  20273 barrels. 
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6 February: PU RYONG (IMO 8705539, DWT 2889MT).  Cargo capacity (90% DWT) of 

refined petroleum: 19500 barrels.  

    

 
 

 

6 February: SIN PHYONG 2 (IMO 8817007, DWT 2106MT).  Cargo capacity (90% DWT) 

of refined petroleum: 14213 barrels.  
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10 February: SIN PHYONG 5 (IMO 8865121, DWT 3295MT).   Cargo capacity (90% DWT) 

of refined petroleum: 22245 barrels.  

 

 
 

 

10 February: YU SON (IMO 8691702, DWT 3398MT).   Cargo capacity (90% DWT) of 

refined petroleum: 22935 barrels.  Second discharge in the period.    
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10 February: CHONG RYONG SAN (IMO: not registered, DWT 1768MT80).   Cargo 

capacity (90% DWT) of refined petroleum: 11933 barrels.    

 

 
 

 

 

20 February: KWANG CHON 2 (IMO 8910378, DWT 1159MT).   Cargo capacity (90% 

DWT) of refined petroleum: 7823 barrels.  

 

  

__________________ 

 80 CHONG RYONG SAN is not listed on the IMO website, and its precise DWT is not known.   The average deadweight tonnage of 

120 tankers of a similar size (70 – 72 meters) has been used to calculate its capacity.   
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3 March: SONG WON (IMO 8613360, DWT 2101MT).  Cargo capacity (90% DWT) of 

refined petroleum: 14183 barrels. Third discharge in the period.  

 
 

 

 

3 March: PU RYONG (IMO 8705539, DWT 2889MT).  Cargo capacity (90% DWT) of 

refined petroleum: 19500 barrels.   Second discharge in the period.    
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8 March: YU SON (IMO 8691702, DWT 3398MT).   Cargo capacity (90% DWT) of refined 

petroleum: 22935 barrels.   Third discharge in the period.    

 

 

 
 

 

 

 

11 March: HENG XING (IMO 8669589, DWT 3250MT).    Cargo capacity (90% DWT) of 

refined petroleum: 21938 barrels.   
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11 March: PU RYONG (IMO 8705539, DWT 2889MT).  Cargo capacity (90% DWT) of 

refined petroleum: 19500 barrels.   Third discharge in the period.    

  

 
 

 

 

14 March: SONG WON (IMO 8613360, DWT 2101MT).  Cargo capacity (90% DWT) of 

refined petroleum: 14183 barrels.   Fourth discharge in the period.    
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22 March: SONG WON 2 (IMO8312497, DWT 4999MT).  Cargo capacity (90% DWT) of 

refined petroleum: 33743 barrels. 
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26 March: YU SON (IMO 8691702, DWT 3398MT).  Cargo capacity (90% DWT) of refined 

petroleum: 22935 barrels.   Fourth discharge in the period.    

 

 
 

 

 

31 March81: CHON MA SAN (IMO 8660313, DWT 3566MT).  Cargo capacity (90% DWT) 

of refined petroleum: 24068 barrels.     

 

 
__________________ 

 81 Although the vessel is pictured on 31 March, the actual discharge of cargo occurred after this picture was taken.   The cargo was 

included in calculations for April.    
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7 April: PO CHON (IMO 8848276, DWT 3538MT).   Cargo capacity (90% DWT) of refined 

petroleum: 23880 barrels.  

 

 
 

 

 

15 April: SIN PHYONG 2 (IMO 8817007, DWT 2106MT).   Cargo capacity (90% DWT) of 

refined petroleum: 14213 barrels.    Second discharge in the period.    
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23 April: SIN PHYONG 5 (IMO 8865121, DWT 3296MT).  Cargo capacity (90% DWT) of 

refined petroleum: 22245 barrels.    Second discharge in the period.    
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Annex 25: China’s Reply on Refined Petroleum Products 
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Annex 26: Additional sample satellite imageries of ship activity around Ch’o-do Island, January 

to June 2022 

January 2022  
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May 2022 

 

Source: The Panel. 
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Annex 27: HAI JUN (IMO: 9054896) 

 

The Panel reported on HAI JUN (IMO: 9054896) as an intermediary vessel engaged in ship-to-ship 

transfers of refined petroleum destined for the DPRK, since at least 2020.82  In 2021, HAI JUN 

transhipped oil cargo from SKY VENUS (IMO: 9168257) onward to the ‘direct delivery’ tanker 

UNICA (IMO: 8514306), transmitting as LITON and as HAISHUN2.83 The previous year, HAI JUN 

met NEW KONK (transmitting as M0USON), another ‘direct delivery’ vessel. HAI JUN was also 

photographed on the high seas the same year using removable identifiers that are against IMO 

regulations. 

 

Photograph of HAI JUN, East China Sea, 3 October 2020 

 

Source: Member State, annotated by the Panel. 

 

Around the time investigations were conducted into HAI JUN, the Cook Islands de-registered HAI JUN 

from its ship registry in early December 2021, due to information obtained from the vessel’s registered 

owner and ship operator, Ruicheng (HK) Shipping Co Ltd., on the ship’s onward sale. HAI JUN was 

transferred to the Togo flag registry.  The Panel notes that IMO records however showed HAI JUN 

remained under the same owner and operator. The Panel continued to track HAI JUN.   

__________________ 

 82S/2022/132, paras. 53-58 and annex 42. 

 83S/2022/132, para. 44 and annexes 36-37. 
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Since then, HAI JUN has continued to operate in the Taiwan Strait where suspected ship-to-ship activity 

with ‘direct delivery’ tankers occur. HAI JUN is also often located in proximity of ships identified as 

part of a chain of transfers of oil cargo destined for the DPRK. It continued to register dark activity 

without AIS transmission during significant periods of time where illicit transfers could have occurred.   

On and around 27 April 2022, HAI JUN, intermittently transmitting under its Togo-registered MMSI: 

671244100, was located84 in the Taiwan Strait. Around this time, the ‘direct delivery’ vessel UNICA, 

transmitting on its known fraudulent identity, HAISHUN2, sailed south towards HAI JUN.  A similar 

process was repeated in May 2022 (see relevant section of main text of this Panel report). HAI JUN had 

not transmitted on its Togo-registered MMSI since end-May 2022.85 

HAI JUN has been assessed by a Member State to have operated exclusively as an intermediary by 

receiving oil cargo between tankers and transferring it to DPRK-bound ‘direct delivery’ vessels from 

as far back as 2019. The Panel continues to investigate the networks behind HAI JUN’s past shipments.  

The Panel wrote to Togo and is awaiting Togo’s response.  

 

Source: The Panel. 

 

  

__________________ 

 84Per AIS transmission.  

 85As of July 2022. Windward. 
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Annex 28.1: NEW KONK transmitting as LIFAN and spoofing MMSI of LEO (IMO: 9066473) 

 

Between September and October 2021, the Panel observed ‘LIFAN’ spoofing a Belize-registered 

MMSI: 312360000 belonging to a tanker named LEO (IMO: 9066473) operating in Southeast Asian 

waters (see figure 28.1.1). LIFAN’s voyage routes mirrored the direct delivery’ vessels the Panel has 

tracked over the years. LIFAN also transmitted in waters in Sansha Bay, China. Between September 

and October 2021 alone, LIFAN recorded multiple AIS transmissions sailing towards the Korea Bay. 

In 2021 and 2022, LIFAN transmitting on a number of MMSIs including on another Belize-associated 

MMSI number and two other MMSIs associated with Sierra Leone.  

 

Figure 28.1.1: LIFAN spoofing the MMSI of another tanker, LEO 

 
Source: Windward, annotated by the Panel. 

 

The Panel subsequently obtained a photograph from a Member State showing NEW KONK 

transmitting as LIFAN on 18 November 2021 while sailing in the Yellow Sea (see figure 28.1.2): 
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Figure 28.1.2: NEW KONK observed by a monitoring asset transmitting as LIFAN, 18 November 2021 

 
Source: Member State. 

 

 

The then ship operator of LEO, Malaysia-registered Sinar Cemerlang Marine Sdn Bhd, stated the vessel 

was no longer under its management during the material time. The company also provided the Panel a 

letter issued by the Belize Ship Administration in April 2022 confirming cancellation of LEO on 26 

August 2021 from its registry, ex-officio, with the stated reason of the “… vessel registering under the 

flag of Equatorial Guinea whilst still provisionally registered under the Belize Flag”.  According to 

the letter, the Belize Administration additionally confirmed that in presenting itself to the Belize Flag, 

the registered owner of LEO, SW2 Limited, was not recorded, and that a deletion certificate from LEO’s 

previous ship registry was never presented to Belize to “… accomplish permanent status” - see annex 

28.2. The Panel notes that the tanker LEO continued to show under IMO records as Belize-flagged until 

at least June 2022,86 with no record of the ship having been flagged under Equatorial Guinea. The 

suspect nature behind LEO’s flag status since 2021, along with its MMSI identity being used by NEW 

KONK transmitting as LIFAN the same year, is of note.  IMO records currently list LEO as unknown-

flagged.  

 

The Panel wrote to Belize on LEO and is awaiting a response. 

 

 

Source: The Panel. 

  

__________________ 

 86 Recorded updates were post-dated. 
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Annex 28.2: Cancellation Letter issued by the Belize Ship Registry, provided by LEO’s then ship operator 

 

 

Source: The Panel. 
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Annex 29.1: XIANG SHUN (IMO: 9153800) 

XIANG SHUN was flagged under the Mongolia ship registry from September 2019 until it was sent 

for scrap in June 2022. XIANG SHUN was under the same registered owner and manager, the 

Seychelles-incorporated Vantage Point Enterprise Ltd (hereafter “Vantage Point Enterprise”) since 

2017. The ship’s technical manager was You Young Ship Management & Consultant Co Ltd (hereafter 

“You Young Ship”). Vantage Point Enterprise is listed in the care of You Young Ship and has the same 

contact details provided in documentation. You Young Ship also manages HONG HU (IMO: 9125293) 

– see annex 30, another tanker investigated by the Panel in its role as mothership in a multi-stage oil 

transshipment of refined petroleum destined for the DPRK.  

 

XIANG SHUN, like HONG HU, operated primarily out of Taichung port during the investigative 

periods of interests. XIANG SHUN recorded lost AIS transmissions in the Taiwan Strait and South 

China Sea. During those times, transshipment of refined petroleum occurred.  The Panel wrote to 

relevant parties including Mongolia, Seychelles, Vantage Point Enterprise and You Young Ship. For 

the latter two companies, the Panel sought information, inter alia, on the company and its beneficial 

(natural person/s) ownership and the company’s customer due diligence processes for the transfer of 

refined petroleum cargo, all ship-to-ship transfers conducted by XIANG SHUN during the investigative 

periods of interests, and the related information with regards counterparties involved in the transactions.    

 

According to You Young Ship, it provided services for ship certification, crew manning and ship 

supplies. As the company did not own ships, it was “ …not responsible for the vessel’s commercial 

operation and we don’t have the required documents/information” with regards records of the 

petroleum transfers and its cargo. According to the company, it was the ship owner that arranged the 

transshipment of the oil cargo. You Young Ship also stated that “As the ship’s technical manager, we 

remind the ship owners and the master to avoid trading in the sanction area. We also request the master 

to verify the trading vessel not belonging to the sanction countries”. No other documentation beyond 

this statement was provided to show its due diligence measures to ensure sanctions compliance. No 

information was supplied on the ship owner, which was listed in You Young Ship’s care.  

 

On an explanation on the multiple extended and unaccounted periods of XIANG SHUN’s lack of AIS 

transmission, the company stated, “We remind the ship owners and the master to maintain the full 

function of AIS transmissions. We learned from the master that the AIS transmission may be disturbed 

by weak signal or may be turn off by the master’s particular consideration at the high sea”.  See also 

annex 29.2. 

Mongolia and Seychelles assisted the Panel in its investigations.  

Source: The Panel. 
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Annex 29.2: 
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Annex 30.1: HONG HU (IMO: 9125293) 

The DPRK continues to procure refined petroleum in violation of sanctions through the use of a multi-

stage oil transhipment scheme involving multiple tankers that regularly employ evasion tactics to avoid 

detection. The scheme depends on a previously identified typology involving motherships which are 

engaged in the first step of oil procurement that then transfer them to other intermediary tankers, and in 

turn on to ‘direct delivery’ vessels or DPRK tankers. Such multi-stage transhipments also obfuscate 

tracking and frustrate enforcement efforts. The Panel has investigated several illicit oil supply chains 

during the reporting period and is highlighting the following example to illustrate the typology.  

HONG HU – JOFFA – NEW KONK (transmitting as LIFAN)  

On 28-29 January 2022, JOFFA was in proximity of NEW KONK, transmitting as LIFAN, before both 

lost transmissions for a period of time that allowed for ship-to-ship transfer to occur. A day later, around 

30-31 January 2022, NEW KONK then proceeded to sail in a northerly direction, dropping transmission 

in the Yellow Sea area.  

Prior to its meeting with JOFFA, NEW KONK made a similar trip sailing in a northerly direction past 

the Yellow Sea before dropping transmission on 4 January 2022 and re-appearing 16 days later sailing 

in the opposite direction, where it met JOFFA on 30-31 January 2022 (see figure 30.1.1), suggesting 

multiple transfers could have taken place. 

As early as September 2021, NEW KONK was captured on satellite imagery transmitting as LIFAN in 

waters off Wuqiu Island.  The Panel’s AIS tracking of NEW KONK, transmitting as LIFAN, showed 

NEW KONK already began making such voyages in August 2021.  

HONG HU also conducted similar transfers that involved JOFFA and another ‘direct delivery’ vessel, 

UNICA, transmitting as HAISHUN2. The Panel is providing the following storyboard as an example. 
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Figure 30.1.1: Storyboard of multi-stage transshipment of refined petroleum destined for DPRK, 

January- February 2022 

HONG HU and JOFFA 

Step 1: HONG HU and JOFFA operating in Taiwan Strait, 12-14 January 2022 
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JOFFA – UNICA (transmitting as HAISHUN2) 

Step 2: UNICA (transmitting as HAISHUN2) and JOFFA, with UNICA proceeding to sail in a northerly 

direction towards the DRPK’s EEZ before dropping AIS transmission for half a month, 12 January to 

5 February 2022 

UNICA’s (transmitting as HAISHUN2) ship activity, January-February 2022 

 

 
Source: Windward, annotated by the Panel. 
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On 22 February 2022, satellite imagery captured UNICA in the Korea Bay in DPRK’s EEZ where it 

remained over the next several days. UNICA had made several voyages to the Korea Bay, which the 

Panel notes is a hotspot for DPRK-related ship-to-ship transfers. 

 

UNICA in DPRK EEZ, 27 February 2022 

 
Source: Planet Labs, annotated by the Panel. 

 

The Panel separately notes an all-cash payment for HONG HU in September 2017 by Fortune Maker 

Internation Limited (registered owner). See Bill of Sale at annex 30.2.87 

Palau confirmed its de-registration of HONG HU and assisted the Panel in its investigation. 

Ownership and cargo 

You Young Ship Management & Consultant Co Ltd (hereafter “You Young Ship”), with a Kaohsiung 

City address, was HONG HU’s ship manager and operator since May 2020. HONG HU’s registered 

owner is the Seychelles-incorporated Fortune Maker Internation Ltd (hereafter “Fortune Maker”)88. 

Fortune Maker lists You Young Ship as its ‘care of’ address. You Young Ship also served as XIANG 

SHUN’s (IMO:9153800) ship’s technical manager during the investigative periods of interest (see 

relevant paragraphs in this report’s main text). 

The Panel wrote to You Young Ship and Fortune Maker in its care, seeking inter alia, information on 

the company and its beneficial (natural person/s) ownership and the company’s customer due diligence 

processes for the transfer of refined petroleum cargo.  The Panel also sought information on all ship-

__________________ 

 87The Panel notes that the vast majority of legitimate ship purchases are completed as bank transfers which guarantee to the parties, 

including the financial institutions, proper accounting for significant purchases of this type. The irregularity of a USD 5.3 million cash 

purchase prompts the Panel to examine this transaction in fuller detail. 

 88IMO records. As of July 2022. 
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to-ship transfers conducted by HONG HU since 2019, including with JOFFA and the related 

information with regards counterparties involved in the transactions.  

According to You Young Ship, it provided services for ship certification, crew manning and ship 

supplies. As the company did not own ships, it “was not responsible for the vessel’s (HONG HU) 

commercial operation” and its cargo. In that regard, it did not possess information nor documentation 

on shipments and shipping documentation concerning the oil cargo transfers. According to the company, 

it was the ship owner that arranged the transshipment of the oil cargo. “As the ship’s technical manager, 

we remind the ship owners and the master to avoid trading in the sanction area. We also request the 

master to verify the trading vessel not belonging to the sanction countries”. No information was 

supplied on the ship owner, which was listed in You Young Ship’s care.   

The Panel has highlighted in its successive reports the DPRK’s deceptive shipping practices where 

DPRK ships do not identify themselves under their own profile to conduct illicit activities. Instead, 

DPRK and complicit vessels often disguise themselves physically as well as digitally and use false 

documentation to sail and trade. In that regard, beyond a reminder not to trade in sanctioned areas and 

to verify that ships did not belong to sanctioned countries, or that such ships were not being blacklisted 

by port authorities, little else was described by You Young Ship on its due diligence measures to ensure 

proper sanctions compliance. The company also stated “We believe that all vessels we manage do not 

have sanction violation issue. However, the counter party our managed vessel trading with is under the 

owner’s commercial management”. 

Discrepancies 

The Panel also requested from You Young Ship, documentation of all ship-to-ship transfers conducted 

between December 2021 and February 2022 (material time). The company provided a table listing nine 

ship-to-ship transfers that occurred between 14 December 2021 and 12 March 2022. Only the date, ship 

name - but no IMO number – were provided, together with the ship’s location of ship-to-ship transfer 

activity (loading or discharge). See figure 30.1.2. 
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Figure 30.1.2: Ship-to-ship transfers conducted by HONG HU, December 2021 to March 2022 

 

Source: Table provided by You Young Shipping, redactions made by the Panel.  

*Ship named at #6 is not the subject of this present report. 

 

The Panel’s vessel tracking information showed HONG HU departed Taichung port by 10 December 

2021 and sailed down Taiwan Strait in a southwesterly direction. The tanker then dropped AIS signal 

for over 21 days in the South China Sea, returning to when it last transmitted AIS signal by 3 January 

2022. According to the table provided by You Young Ship, HONG HU conducted three ship-to-ship 

transfers with ‘ROCKY’ over a two-week period on the 14 and 20 December 2021 and again on 

1 January 2022 to a vessel named ROCKY located near a port city89 in the Philippines, before making 

its return trip.  No IMO number was provided for this ship. Only two ships named ROCKY are 

recorded on the IMO website, with one operating as a tug-boat in waters of a different continent. The 

__________________ 

 89 Coordinates provided for ROCKY is located near the coastal city of Laoag, Philippines. 
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remaining ROCKY (IMO: 8878984) is a 29-meter long, 187 gross tonnage fishing boat with no AIS 

tracks.  

Separately the Panel obtained documentation90 that showed between 12-30 December 2021, almost 20 

transfers of oil cargo totaling several thousand metric tons were transferred in December 2021 from 

HONG HU to unidentified non-IMO numbered ships over multiple occasions, and at a different location 

in the South China Sea. The said documentation differed significantly from the information provided 

by You Young Ship  

AIS transmission 

With regards AIS information from December 2021 to February 2022 (material time) and on the 

multiple extended and unaccounted periods of HONG HU’s lack of AIS transmissions, You Young 

Ship stated “We remind the ship owners and the master to maintain the full function of AIS 

transmissions. We learned from the master that the AIS transmission may be disturbed by weak signal 

or may be turn off by the master’s particular consideration at the high sea”.  

In response to the Panel’s enquiry, Palau informed the Panel that “On February 25, 2022, we had 

requested explanation of AIS gaps transmission and ship managers sent us a technical service report 

for AIS which was issued on December 02, 2021. However, we requested further explanation as the 

vessel continues with AIS gaps after December 2021.” 

 

Source: The Panel.  

__________________ 

 90 Confidential information held on file by the Panel. 
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Annex 30.2: Bill of Sale for HONG HU, September 2017   

 

 

 

Source: The Panel.  
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Annex 31: Vessel Disguise of SIN PHYONG 5 (IMO: 8865121) to Conduct Sanctioned Activities 

 

In 2021, the Panel tracked a number of DPRK vessels transmitting on limited occasions where it 

departed the DPRK’s eastern coast, sailing in a southerly direction. Some of these vessels briefly 

transmitted on falsified identifiers. One such vessel was SONG PHYONG, transmitting on an invalid 

IMO number 8417812. An AI maritime platform showed the vessel transmitting on two DPRK MMSIs, 

with a length of 89 meters, and a reported destination of ‘Zhoushan of China’.  

The Panel noted that during its July to August voyage, one of the MMSI’s SONG PHYONG transmitted 

(MMSI : 445121501) was similar to that of SIN PHYONG 5 (MMSI : 445121000), with a difference 

in the last three digits. See figure 31.1.    

Figure 31.1: SIN PHYONG 5’s (as SONGPHYONG) voyage in July and August, 2021 

 

Source: Windward, annotated by the Panel 

Photographic evidence provided by a Member State on the tanker’s outward-bound voyage from the 

DPRK and its return journey showed the tanker’s waterlines of both occasions being markedly different, 

with the tanker sailing lightly laden on its outbound voyage while returning heavy-laden (figure 31.2). 

The Member State assessed that the vessel most likely “loaded refined petroleum products when coming 

back from the west to the east”. SIN PHYONG 5 was captured on satellite imagery by another Member 

States at outside Hungnam port, an Eastern port of the DPRK, by 22 September 2021 (figure 31.3). 

The Panel’s tracking of the tanker showed it again briefly transmitted another outbound voyage, 

reporting again headed for ‘Zhoushan’ between August and October 2021, before it dropped 

transmission.  

SIN PHYONG 5 has continued to illicitly deliver refined petroleum to the DPRK in 2022 (see annex 24). 
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Figure 31.2: SIN PHYONG 5 (as SONG PHYONG) outbound and inbound voyage, July – August 2021 

Outbound: Sailing west, lightly laden, 30 July 2021 

 
Inbound: Sailing east, heavy laden, 19 August 2021 

 

Source: Member State 

Figure 31.3: SIN PHYONG 5 outside Hungnam port, DPRK, on 22 September 2021 

 

Source: Member State. 
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The Panel’s comparative analysis of the vessel’s structure and additional close-up photographs from 

another Member State confirmed SONG PHYONG to be SIN PHYONG 5. 

 

Source: The Panel. 
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Annex 32.1: Investigations conducted into JAN VICTORIA (formerly SKY VENUS) (IMO: 9168257) 

Investigations 

JAN VICTORIA 

The Panel continued its investigations into SKY VENUS,91 a tanker suspected of supplying multiple 

shipments of refined petroleum that were ultimately delivered to the DPRK via successive ship-to-ship 

transfers from mid-2021 to early 2022. Following Palau’s deletion of SKY VENUS from its flag 

registry in March 2022, the Panel learned that the vessel’s owner, Cheng Chiun Shipping Agency Co., 

Ltd (hereafter “Cheng Chiun Shipping”), approached several flag registries to re-flag the ship. In April 

2022, the Sierra Leone Maritime Administration issued an interim Document of Compliance certificate 

for the vessel at Kaohsiung - see annex 32.2. SKY VENUS was renamed JAN VICTORIA and 

transferred to a new owner and manager: the Samoa-registered Topaz International Corp (hereafter 

“Topaz International”) – see annex 32.3 and Seychelles-registered, Philippines based Well-Found 

International Management Corp (hereafter “Well-Found International”), respectively. 

The Panel wrote to Sierra Leone, Topaz International and Well-Found International to request 

additional information on their engagement with SKY VENUS, now known as JAN VICTORIA.  

The Panel’s review of documentation from several counterparties showed that an email address 

associated with Topaz International shared a similar name with an alias established by Cheng Chiun 

Shipping, Evermore Trading Corp. , The latter company, according to financial records provided by 

Cheng Chiun Shipping, was the beneficiary customer of bank transfers into the oil cargo transacted for 

SKY VENUS.92 The Panel recalls it has previously identified Cheng Chiun Shipping as setting up 

multiple shell companies in offshore jurisdictions. The Panel’s findings are also consistent with a 

Member State’s separate assessment that Cheng Chiun Shipping had established Topaz International to 

further obfuscate their network of shell companies.  

Sierra Leone assisted the Panel in its investigations.  

The Panel continues to await responses from Samoa. 

The Panel continues to await a response from the registered ship owner and management company, 

Topaz International and Well-Found International. 

 

De-registration of SKY VENUS 

SKY VENUS was registered under the Palau flag state in August 2020. See annex 32.4. A “Prohibition 

from Sailing Notice” was issued by the Palau Ship Registry for SKY VENUS in December 2021, with 

suspected sanctionable activities conducted, including a violation of paragraph 5 of UN Security 

Council resolution 2397 (2017). The ship’s registration with the Palau flag was revoked in March 2022, 

__________________ 

 91See S/2022/132, paras. 64-73 and annex 48. 

 92Document held on file by the Panel. 

https://undocs.org/en/S/2022/132
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pending an Administrative hearing. A closure certificate was issued in May 2022, at the request of SKY 

VENUS’ representative - see annex 32.5. Palau ship registry assisted the Panel in its investigations.  

Loss of AIS transmissions 

In response to the Panel’s enquiry, Palau Ship Registry provided information that as part of its due 

diligence process, it “checked the AIS and LRIT reporting and identify some AIS gaps” which the ship 

registry requested an explanation from the ship owner. Palau noted significant periods of AIS 

interruption spanning several months, including in the month of May 2021. Ocean Energy International 

Corp, the SKY VENUS’ registered owner and alias of Cheng Chiun Shipping’s93 response was to 

attribute the ship’s AIS outages to bad weather conditions. See figure 32.1.   

The Panel however notes that maritime tracking data showed other vessels transmitted AIS signal in 

the same area and timeframe where SKY VENUS attributed bad weather conditions as affecting 

transmission. SKY VENUS moreover did not transmit AIS signal for significant periods of time in 

2022, lasting up to a month. Her AIS outages also occurred during the investigative periods of interest. 

Further, SKY VENUS continued to sail and trade over several months before its AIS transponder was 

reported fixed in August 2021, in contravention to SOLAS regulations. 

 

 

  

__________________ 

 93Cheng Chiun Shipping the owner of SKY VENUS, set up Ocean Energy International Corp to serve as the ship’s registered owner. 



S/2022/668  

 

22-12274 210/370 

 

Figure 32.1: An undated letter from SKY VENUS’ registered owner to Palau Ship Registry on the 

ship’s AIS / LRIT transmissions  

 

The Panel continued to track the activities of SKY VENUS. In December 2021, SKY VENUS was 

suspected to have engaged with yet another multi-stage oil cargo transfer destined for the DPRK, 

involving JOFFA as the intermediary vessel and the ‘direct delivery’ vessel NEW KONK, transmitting 

as LIFAN.  Details are at annex 32.6. 

See also annex 33 on related Cheng Chiun Shipping investigations.  

 

Source: The Panel. 
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Annex 32.2: Certificate of Incorporation of JAN VICTORIA 

 

 

Source: The Panel. 
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Annex 32.3: De-registration certificate of JAN VICTORIA (former SKY VENUS) (IMO: 9168257) 

 

Source: The Panel. 

  

Annex 32.3: De-registration certificate of JAN VICTORIA (former SKY VENUS) (IMO: 9168257) 

 

Source: The Panel. 
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Annex 32.4: Continuous Synopsis Record of SKY VENUS 

 

 

Source: The Panel. 
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Annex 32.5: Closure of Registry certificate of SKY VENUS * 

*The ship registry’s closure certificate was issued on 19 May 2021, with the original registration of 

SKY VENUS revoked on 14 March 2022. 

 

 

Source: The Panel. 
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Annex 32.6: SKY VENUS – JOFFA – NEW KONK (as LIFAN) ship-to-ship transfer activities 

Between December 2021 and February 2022, SKY VENUS and JOFFA often sailed in proximity to 

each other before dropping AIS transmissions over a period of time, likely to conduct ship-to-ship 

operations.  

One such meeting took place around 8 December 2021 where both SKY VENUS and JOFFA recorded 

extended periods of overlapping dark activity of over 10 hours, resuming transmission on 9 December 

2021. Around that time, NEW KONK, transmitting as LIFAN (MMSI: 312360820), a fraudulent AIS 

profile, was recorded on 8 December sailing towards SKY VENUS and JOFFA. ‘LIFAN’ then resumed 

AIS transmission on 10 December 2021, proceeding to sail in a northerly direction towards the DPRK’s 

EEZ. 

Other occasions where SKY VENUS and JOFFA sailed in proximity of one another and dropped AIS 

transmissions were around 4 December 2022, 8 January 2022 and 25 January 2022.94 

Figure 32.6:  

NEW KONK as LIFAN sailing towards SKY VENUS and JOFFA on 8 December 2021 

 

 

__________________ 

 94All dates are based on EST. 
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NEW KONK as LIFAN sailing towards DPRK’s EEZ before dropping transmission on 15 December 

2021 for 5 days (top figure) 

 

 

Source: Windward, annotated by the Panel. 
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Annex 33.1: Cheng Chiun Shipping Agency Co., Limited 

 

Further to the last reported response from Cheng Chiun Shipping Agency Co., Ltd (程群船務代理有限

公司 ) (hereafter “Cheng Chiun Shipping”) contained in S/2022/132, the Panel continued its 

correspondence with the company.  

The Panel notes that to date, while Cheng Chiun Shipping had supplied responses, it has not responded 

to all requests for information and other queries fully. Based on the available information and 

documentation, the Panel has identified inconsistencies in Cheng Chiun Shipping’s responses. The 

Panel is reflecting key information relevant to its investigations provided by Cheng Chiun Shipping in 

annexes 33.2-33.4.  

 

Panel’s correspondence with Cheng Chiun Shipping, 2022 

The Panel sent a further request for information letter on 31 March 2022 to Cheng Chiun Shipping. 

Cheng Chiun Shipping responded on 22 April 2022. The Panel’s list of questions, Cheng Chiun 

Shipping’s response and the Panel’s comments to the latter’s responses are contained in annex 33.2. 

In explaining Cheng Chiun Shipping’s business model, the owner explained that Cheng Chiun Shipping 

set up separate ‘subsidiary’ companies to conduct their “supplier-to-customer relationship” with their 

oil suppliers. According to Cheng Chiun Shipping, a one-to-one (1-to-1) supplier-to-customer 

relationship would place its company higher in terms of priority to be selected on a customer list. “Other 

criteria for selection include the financial capacity, the amount of monthly trading, independent 

banking for transactions.”  … “As a result of this one-to-one correspondence, the contracts (signed 

contracts with petrochemical company), trading (with end-buyer), and shipping (delivering the cargo), 

all require separate subsidiary companies to carry out”. 

The Panel, through its correspondence with multiple parties, independently established shared 

ownership / beneficial interests across the supply chain which linked Cheng Chiun Shipping to shell 

companies -- companies it subsequently explained as ‘Trading Company’, ‘Shipping Agent’ and 

Registered Owner for ships it managed. For instance, Cheng Chiun Shipping’s owner (Person X) was 

also the owner (same Person X) of the SKY VENUS that conducted the refined petroleum ship transfers 

destined for the DPRK. Cheng Chiun Shipping purchased the oil cargo for transfers to ships reported 

as chartered by Hong Yao International Co., Limited. Cheng Chiun Shipping used a number of aliases 

including Everway Global Ltd and Evermore Trading Corp, as the beneficial customer for the payments 

rendered for the oil cargo sold.     
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Cheng Chiun Shipping’s additional response, 12 May 2022 

On 12 May 2022, Cheng Chiun Shipping sent another email to the Panel containing numerous 

challenges to the Panel’s S/2022/132 report on its case.   

The Panel is of the view that Cheng Chiun Shipping has misrepresented the Panel’s reporting through 

a selection of specific paragraphs, taking the issue out of context.  The Panel’s entire statement of case 

and evidence can be found in the relevant extracts of the Panel’s case report at S/2022/132, paragraphs 

64-73 and annex 48. The Panel’s comments to Cheng Chiun Shipping’s explanations are attached. 

The Panel’s investigations continue.  

 

 

Source: The Panel. 
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Annex 33.2: List of queries submitted by the Panel to Cheng Chiun Shipping, Cheng Chiun 

Shipping’s response and the Panel’s comments 

1. On Cheng Chiun Shipping (CCS)*abbreviated: 

 

In your letter, you stated you are the acting manager of Cheng Chiun Shipping, as well as 

of the other entities listed in Annex 2 of the Panel’s letter OC.381.  You also stated that 

SUNWARD and SKY VENUS “belong to me and my shareholders”. 

 

1.1 Please provide full identifying and contact details of the other shareowners, 

directors and beneficial owners of Cheng Chiun Shipping and Cheng 

Chiun Shipping’s other subsidiary companies. 

 

CCS Response (excerpts): “The one-to-one (1-to-1) supplier-to-customer relationship has 

higher priority to be selected on the customer list. Other criteria for selection include the 

financial capacity, the amount of monthly trading, independent banking for transactions.” … : 

“As a result of this one-to-one correspondence, the contracts (signed contracts with 

petrochemical company), trading (with end-buyer), and shipping (delivering the cargo), all 

require separate subsidiary companies to carry out. The final shipments were done by Sunward 

and Sky Venus.” 

 

Panel comment: The Panel notes Cheng Chiun Shipping did not provide requested information 

but instead described its business model.  

 

1.2 In addition to the list of entities provided by the Panel, please provide a 

list of all other (subsidiary) entities, their documents of incorporation, 

directors, shareholders and beneficial owners that Cheng Chiun Shipping 

used in connection with its shipments and transactions. 

 

CCS Response (excerpts): “…please see the Certificate of Incumbency (COI) and company 

articles of the above mentioned companies shown in Figure 1 (Jaguar Trading Corp., Everway 

Global Ltd., Galaxy Amber Ltd., Ocean Energy International Corp., Sunward Marine S.A., and 

Cheng Chiun Shipping Agency)”. 

 

Panel comment: The Panel requested the names for all ‘subsidiaries’ under CCS. CCS only 

confirmed the companies the Panel provided. 
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1.3 Please explain your / Cheng Chiun Shipping’s association with: Jaguar 

Trading Corp, Galaxy Trading Corp, Galaxy Amber Ltd, and Everway 

Global Ltd. Please also explain their connection with Hong Yao International 

Trade Co., Ltd (hereafter “Hong Yao company”). 

 

CCS response (excerpts): “…these companies are either trading companies (Everway Global, 

Jaguar, and Galaxy Amber) or shipping agent (Cheng Chiun Shipping Agency). While shipping 

arrangements are carried out by Sunward Marine and Ocean Energy. Hong Yao Company is 

the end-buyer.” 

 

1.4 Please provide full details of any other (physical) operating location(s) 

outside Taiwan used by Cheng Chiun Shipping.  

 

CCS response: “No other physical companies operating outside Taiwan.” 

 

1. On Mr Liu / Hong Yao company: 

 

You mentioned in your letter that you were unable to travel to Hong Kong due to the 

COVID-19 outbreak.  

 

2.1 Please detail the nature of your business in Hong Kong? Have you met Mr 

Liu whom you say is in-charge of Hong Yao company? When and under what 

circumstances did you first engage and develop a business relationship with 

Mr Liu / Hong Yao company. 

 

CCS response: “Cheng Chiun Shipping Agency did not set up branch office in Hong Kong since 

Cheng Chiun Shipping Agency is a small company. I did not have a chance to go to Hong Kong 

to visit Mr. Liu since the outbreak of COVID-19 in December of 2019 in China. I first knew Mr. 

Liu through a friend of mine in Hong Kong and later received the first purchase order from Mr. 

Liu through his Hong Yao Company in October of 2020.” 

 

2.2 Do you have another means of communicating with Mr Liu / Hong Yao 

company other than the telephone number you have provided?  Have you 

been in touch with Mr Liu following the Panel’s correspondence with you?  

Please provide us with a copy of all written communication with him. 

 

CCS response (excerpts): “My communication with Hong Yao Company mostly relied on  

LINE instant message.” …. “In these LINE screenshots the communications were mostly 

concerning accounting statements or asking for the required documents such as COI, company 

articles/by-laws, annual reports, registration certificates from Hong Yao Company.” …. “Quite 

a few older dialogues and communications were missing since I changed my cell phone once 

last year.” 
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2.3 How long has Mr Liu / Hong Yao company been your customer? Is Mr 

Liu / Hong Yao company also a customer of other vessels you own / operate 

to supply refined petroleum cargo?  If so, please provide full vessel details.  

 

CCS response: “Cheng Chiun Shipping Agency received the first purchase order from Hong 

Yao Company in October, 2020. At that time, only Sunward shipped gasoil for Hong Yao 

Company. After Sunward was decommissioned in May 2021, only Sky Venus took the place for 

oil shipping.” 

 

2.4 You have stated in your letter that “Mr Liu had never arranged identifiable 

ships for his oil transporting”, and that “Mr. Liu always sends his ships which 

had the signs and numbers shown on the ships covered”. Why is this so? Is this 

always the case where ship names and identifiers are covered in your dealings 

with Mr Liu or was it only for SUNWARD and SKY VENUS ship transfers?   

In these circumstances, why did you/Cheng Chiun Shipping continue to 

proceed with these deals? 

 

CCS response (excerpts): “Most of the receiver boats arranged by Hong Yao Trading Company 

were small boats, usually with a capacity of only a few hundred tons. These boats were for 

inland navigation. It is common that most of these small Chinese boats did not show their 

identities ….”  ” As Cheng Chiun is a purchase and shipping agency, it receives purchase 

order and delivers the cargo to the buyer according to the FAS rules. The responsibility (and 

risk) for Cheng Chiun to deliver the oil to the designated location and transfer to the buyer is 

ceased and the responsibility automatically passes over to the buyer at the moment when the 

transfer is complete and oil pumping hose is disconnected.” 

 

Panel comment: The Panel has noted the risk of FAS / FOB (Free-on-Board) principle and has 

provided recommendations on this issue. 

 

2.5 With knowledge of the high degree of risk concerning the smuggling of oil 

cargo to the DPRK, please explain why you consider your company’s actions 

in ship-to-ship transfers as sufficient.  Please provide copies of your 

company’s current due diligence and know-your-customer policies.    

 

             CCS response (excerpts):  

“(1) Ask the buyer to provide the detail information of the receiver ship at least ten days to two 

weeks before we accept the purchase order.  

(2) The buyer’s information about the receiver ship must include the name and the IMO number 

(if it has an IMO number). More importantly the Q88 must be included.  

(3) We check the company name on the entity list of the website:….” 

(4) We check the name of receiver ship on the watch list …” 
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“A sample inquiry to ask for the information about the buyer’s receiver ship … in this case the 

ship was JOFFA.” 

 

Panel comment: The Panel notes a similar procedure was not conducted for the small ships that 

received oil cargo from SKY VENUS during the material times of interest.  

 

3. On vessels: 

 

3.1 Please explain why the SKY VENUS and SUNWARD’s AIS were not traceable during 

periods of time, including that covering the material times (i.e. the periods of the 

Panel’s investigative interest). 

 

CCS response (excerpts): “The AIS on board Sky Venus had bad connection and short-circuited, 

as I have previously reported to Palau’s PISR on July 30, 2021 …” … “All these very harsh 

weather conditions resulted in bad AIS functioning. We had called repair service and the service 

report suggested that the bad AIS signal connection was due to the short circuit when the rain 

and sea water got through the seams of the outer covering tube of the device on the mast. The 

repair took certain time as the service company had no AIS in stock. A new AIS set was finally 

installed on August 17, 2021.” 

 

Panel comment: AIS non-transmission for SKY VENUS was recorded for significant periods 

of time (up to a month) in April 2021 and beyond, before CCS’s stated report to Palau Ship 

Registry. SKY VENUS nonetheless continued to sail and trade despite a malfunctioning AIS 

for months, in contravention of SOLAS regulation. With regards the weather conditions 

resulting in bad AIS transmissions, the Panel notes other vessels continued to transmit in the 

same waters during the same dates when SKY VENUS was not transmitting. The SKY VENUS’ 

AIS outages also coincided with the vessel’s suspected DPRK-related ship-to-ship transfers.  

 

3.2 Regarding the inland ships and fishing boats which received refined 

petroleum from SUNWARD and from SKY VENUS, please provide 

copies of all relevant documentation e.g. times-stamped photos of the 

receiving ships, meter readings before and after the transfers, bunker 

delivery receipts etc. 

 

CCS response (excerpts):  “…  documents (i.e., the Bill of Lading, discharge summary, 

receipts with dates and quantities, and the one-dollar paper bills receipts) of Sunward in March 

and April, 2021 in Annex 2, total 21 pages).”     

 

Panel comment: The Panel cannot determine based on the table provided by CCS, the identity 

of any of the receiver vessels, and therefore cannot determine that these vessels were who they 

said they were, and where they said they were. Of the three identifiers of receiver vessels that 



 S/2022/668 

 

223/370 22-12274 

 

Cheng Chiun Shipping subsequently provided,95 the receiver vessels could not have met SKY 

VENUS (see relevant section of this report’s main text). No photographs, meter readings etc. 

were provided for the transfers, as requested.  

 

3.3 According to information separately obtained by the Panel, you / Cheng 

Chiun Shipping stated that the following small ships were involved in the 

transfer of refined petroleum cargo from the SKY VENUS in May 2021: 

 

- HUI HANG 79 on 14 May 2021; 

- JIANG XING 78 on 18 May 2021; 

- QUAN YI YOU 02 on 31 May 2021. 

 

3.3bis Please confirm the above transfers and provide all information and copies of 

original documentation of vessels that received oil cargo from the SKY VENUS. 

 

CCS response (excerpts):  “The dates were May 14, 18, and 31, 2021, respectively. Please find 

the three receipts shown”. 

 

Panel comment: See also comments at 3.2. 

 

3.4 What is the relationship / association between Cheng Chiun Shipping and 

the above-named vessels? 

CCS response: “There was no relationship between Cheng Chiun Shipping Agency and the 

above named boats in Part 3.3 which were arranged by Hong Yao Company.” 

 

 

3.5 Please explain SUNWARD’s continued journey northwards in the East 

China Sea despite having discharged all of its cargo on 9 April 2021 to 

SKY VENUS, with the reason of the transfer given that the former was 

slated for scrap? 

CCS response (excerpt): “Sunward had not sailed to the outside of its regular locations”.  

Panel comment: The Panel notes Cheng Chiun Shipping did not provide an explanation for 

SUNWARD’s voyage in question and instead provided SUNWARD’s positional data on 1 May 

2021 to make their case. However, SUNWARD disappeared from maritime tracking platforms 

had recorded lost positional data on maritime tracking platforms for around 10 days following 

__________________ 

 95 Cheng Chiun Shipping did not volunteer the names of the three ships to the Panel when it had knowledge of it. Cheng Chiun Shipping 

confirmed the name of these ships following receipt of the Panel’s letter submitting the ship names for confirmation, having separately 

obtained it from another counterparty. 
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its last transmission on 1 May. Cheng Chiun Shipping has not provided any positional data for 

SUNWARD between 9 April and 1 May 2021. 

 

3.6 Please explain why there was no trading (ship-to-ship transfers) until a 

month after the transfer of cargo in April 2021 from SUNWARD to SKY 

VENUS?  Why was the SKY VENUS without AIS transmission for that 

duration?  

              CCS response (excerpt): “…explanation due to crew strike.”  

        Panel comment: The Panel notes no documentation was provided on the crew strike. 

 

4. On other ship-to-ship transfers: 

 

4.1 As requested in the Panel’s original letter, please provide a list of all 

vessels with which the SKY VENUS has conducted ship-to-ship transfers 

(including dates, identifiers, counterparty details and other relevant 

documentation) since March 2021.    

 

CCS response (excerpt): “…details in Annex 3, which include the Bill of Lading, the discharge 

summary, receipts with dates and quantities, and the one-dollar paper bill receipts of Sky Venus 

since May 2021 …” 

 

Panel comment: CCS provided a Word formatted table containing the dates of ship-to-ship 

transfers (discharged dates) with the alleged discharged amounts, associated renminbi numbers 

(that served as identification for the ship transfers), and photocopies of (limited information) 

cargo bunker delivery receipts – see overleaf of sample table and accompanying receipts 

provided for the SKY VENUS’ ship-to-ship transfers for the month of May 2021. No 

independently verifiable information was provided.  

 

5. On associations: 

5.1 Please provide the following information and any documentation as it relates to the 

following: [redacted] 

 

Panel comment: The Panel has omitted details of this section due to ongoing investigations.  

 

 

6. On financial information provided for the SUNWARD and SKY VENUS: 

 

6.1 The SWIFT messaging records you provided lists various Hong Kong and 

Philippines-based ordering customers.  Please explain who are these 

customers and how are they associated with Hong Yao and / or Cheng 

Chiun Shipping. 
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6.2 Please provide beneficiary customer details for all the SWIFT messaging 

records. 

CCS response (excerpt): “These remitter companies were on behalf of Hong Yao Company to 

fulfill the payment obligations for Hong Yao's purchase orders. The screenshot below shows the 

communication with the beneficiary's bank (the receiving bank) on 21 December 2021. My 

beneficiary's bank must audit (verify and check) various documents of the remitter companies. 

These documents required as shown in the screenshot, include (1) business registration 

certificate, (2) certificate of incumbency (COI) for company detail, (3) company annual report, 

(4) company articles/by-laws”. 

 

Panel comment: The Panel’s investigation into the financial transactions is ongoing. 

 

Source: The Panel. 
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Sample of table and accompanying receipts provided by Cheng Chiun Shipping on information 

of ship-to-ship transfers conducted by SKY VENUS, May 2021 
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Source: The Panel. 
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Annex 33.3: Cheng Chiun Shipping’s email of 12 May 2022*96 
 

 
[pages referenced were pages 235-237 of S/2022/132] 

 

 
 

 
 

__________________ 

 96 *Attachments not enclosed. 
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The Panel is of the view the above selective points that misrepresent the Panel’s reporting. The Panel’s 

report details the multi-stage ship-to-ship transfers involving SKY VENUS, resulting in the transfer of 

refined petroleum destined for the DPRK. Resolution 2397 (2017) paragraph 5 mandates the prohibition 

of the “direct or indirect supply, sale or transfer to the DPRK … of all refined petroleum products” that 

are not reported towards the assigned restricted refined petroleum cap, as laid out in the resolution. The 

DPRK continues to illicitly procure unreported amounts of refined petroleum, as demonstrated in 

successive Panel reports over the years. The Panel’s report demonstrated the typology of how illicit 

unreported refined petroleum were procured with sanctions evasion activities involving SKY VENUS 

and other ships suspected to have ultimately transferred their oil cargo to DPRK tankers.  

 

In response to Cheng Chiun Shipping’s email of 12 May 2022, the Panel notes the following: 

 

(i) Cheng Chiun Shipping claims that its ships could not have violated sanctions 

on oil transfers to the DPRK because they did not travel to the DPRK. The 

Panel has never alleged that Cheng Chiun Shipping’s vessels travelled to the 

DPRK. Instead, the Panel has published extensive analysis of AIS data, 

satellite imagery, corporate records, and Member State information that show 

Cheng Chiun Shipping’s vessels likely served as motherships in a multi-stage 

ship-to-ship transfer scheme that delivered refined petroleum to the DPRK in 

violation of sanctions. Vessels need not travel to the DPRK in order to conduct 

sanctionable activities. Cheng Chiun Shipping has misrepresented the Panel’s 

findings in its defence. 

 

(ii) With regards Cheng Chiun Shipping’s claim of inaccuracies in figures selected, 

48-1, 48-2 and 48-3 on pages 235 to 237 of Annex 8 of S/2022/132, Cheng 

Chiun Shipping has made factually incorrect statements. Cheng Chiun 

Shipping asserts that “All the photos in the above mentioned three figures of 

POE’s report show only one North Korean ship conducting the alleged ‘ship-

to-ship transfer.” Each of the seven referenced satellite images was provided 
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by a Member State and clearly identifies the DPRK tanker, date and location 

of the image.  

 

(iii) It is unclear why Cheng Chiun Shipping has chosen to include the months of 

September and October 2021 to cite its AIS tracking history that included 

INMARSAT data. The Panel sought specific dates / months of investigative 

interest and asked clarification from Cheng Chiun Shipping on the all the 

relevant periods of AIS outages.  

 

(iv) With regards Cheng Chiun Shipping’s claim that the Panel had published its 

report prior to the Palau Ship Registry’s official investigation, the Panel notes 

it reports on its investigations to date. The Panel conducts its own 

investigations and corroborates data and information from a wide variety of 

sources. The Panel’s investigations are not tied to ship registry investigations, 

who may conduct their own due diligence checks in conformity with the 

respective registry’s requirements. The Panel encourages all regulatory bodies 

like flag registries to conduct their own investigations and share their findings 

with the Panel.  

 

 
 

 

Source: The Panel.  
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Annex 33.4: Cargo Bunker Delivery Receipts of receiving vessels provided by Cheng Chiun 

Shipping for SKY VENUS 

 

In Cheng Chiun Shipping’s original statement to the Panel, it indicated that it served as purchasing and 

shipping agent for gasoil customers near Fujian Province, China. All the oil cargo was purchased by a 

Mr Liu from the Hong-Kong incorporated Hong Yao International Trading Co., Limited (hereafter 

“Hong Yao International”). The oil was transferred to “inland ships” and “fishing boats” nominated by 

Mr Liu, which covered their identifiers, and identified by a “CNY paper bill”, whose serial numbers 

were provided to Cheng Chiun Shipping to identify and match against the receiver ships. 

The Panel recalls its typology of motherships used to transfer refined petroleum cargo destined for the 

DPRK, through a chain of ship-to-ship transfers. This ostensibly provides a layer of deniability of the 

associated individuals involved in the ship-to-ship transfer from mothership to the small feeder vessels.  

 

The following receiver vessels were confirmed by Cheng Chiun Shipping in response to the Panel’s 

follow-up letter which contained information on the identities of three receiver ships the Panel had 

obtained from a third party: 
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Table: Receiver vessels’ identities recorded 

Mothership Discharge Date to 
receiver vessel 

Receiver vessel (ship-
to-ship transfer) 

Cargo (bunker) delivery 
receipt 

SKY VENUS 
(IMO: 

9168257) 

14 May 2021 HUI HANG 97 620 MT transferred 

17 May 2021 JIAN XING 78 670 MT transferred 

30 May 2021 QUAN YI YOU 02 500 MT transferred 

      *Information according to Cheng Chiun Shipping; Table compiled by the Panel 

 

To recall, a Member State had indicated the oil cargo offloaded from SKY VENUS onto small ships 

were in turn transferred to DPRK tankers YU JONG 2 (IMO: 8604917) for the 14 May 2021 transfer, 

to SAM JONG 1 (IMO: 8405311) on 17 May 2022 and again to SAM JONG 1 around 28 May 2021. 

The Member State assessed that Cheng Chiun Shipping “was aware of the sanctions evasion activity 

and attempted to cover up their activities”. 

 

Cargo Bunker Delivery Receipts 

The Panel notes the accompanying bunker delivery receipts provided by Cheng Chiun Shipping 

contained very limited information as compared to other cargo delivery receipts that typically provide 

more details of the counterparties. The Panel’s various attempts to reach Mr Liu and Hong Yao 

International were unsuccessful. Cheng Chiun Shipping also did not respond to  the Panel’s request 

for alternate contact details of Mr Liu.  

 

Tracking97 inconsistencies 

SKY VENUS 

According to Cheng Chiun Shipping, SKY VENUS conducted its ship-to-ship activity around the 

coordinates 23-26˚N, 119-121˚E. The Panel’s tracking information showed SKY VENUS recorded dark 

activity for 10 days between 9-19 May 2021,98 re-transmitting in the Taiwan Strait thereafter.  The 

Panel’s tracking of the three receiver vessels showed those vessels were not in proximity of SKY 

VENUS during and around the said transfer dates, and therefore unable to have conducted the said 

transfers then.  

  

__________________ 

 97Vessels were tracked on Windward. 

 98Eastern Standard Time dates. 
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HUI HANG 79 

With regards the receiver small ships identifier provided by Cheng Chiun Shipping, HUI HANG 79 is 

a Chinese coastal ship of a reported length of 53 meters, transmitting on the same MMSI since 2014. It 

has kept a coastal trading pattern and was sailing inland at Guangzhou between 13-15 May 2021, during 

the investigative dates of interest (material time). It is unlikely to have met SKY VENUS. 

JIAN XING 78 

With regards the receiver small ships identifier provided by Cheng Chiun Shipping, JIAN XING 78 is 

a Chinese coastal ship of a reported length of 69 meters, transmitting on the same MMSI since 2015. It 

has kept a coastal trading pattern and was at Changsu port area on 15 May 2021, and sailed in a northerly 

direction, reaching Dalian by 19 May 2021, covering the material time. It is unlikely to have met SKY 

VENUS. 

QUAN YI YOU 02 

With regards the receiver small ships identifier provided by Cheng Chiun Shipping, QUAN YI YOU 

02 is a Chinese coastal ship of recorded length of 52 meters. It was at the Quanzhou port area between 

29 May to 2 June 2021, during the material time. It is unlikely to have met SKY VENUS. 

 

Source: The Panel. 
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Annex 34: JOFFA (IMO: 8513405) 99 as an intermediary vessel engaged with multiple 

motherships, in a chain of trans-shipments of refined petroleum destined for DPRK 

 

JOFFA, a former Sierra Leone tanker, exhibited indicators of a vessel of interest100 that included 

dropped AIS signals sailing within the Taiwan Strait, operating in waters that were known staging areas 

where suspect ‘direct delivery’ vessels loitered. Panel investigations into the vessel’s ownership and 

management companies showed the vessel, like other suspect vessels, was owned and managed by a 

company that registered only a single ship. The registered owner, Joffa Trade International Co Ltd, 

incorporated in Hong Kong, listed a Chinese national as the sole director and shareholder. The Panel 

notes that in several instances where suspect vessels were investigated, the registered owner individual 

provided to corporate registries have a tenuous or non-existent link to the vessel, likely serving as a 

front. Joffa Trade registered a corporate secretary address101 familiar to the Panel of having provided 

company secretary services to other investigated entities, including the registered owner for NEW 

KONK, New Konk Ocean International Company.   

Examples of JOFFA serving as the intermediary vessel in a multi-stage ship-to-ship transfer chain of 

refined petroleum destined for the DPRK are at figures 34.1 to 34.3.  Prior to this, JOFFA spent a few 

months along the Baima River, including at Yihe Shipbuilding Industry Co. Ltd, a shipyard of interest 

investigated by the Panel for its past association with servicing tankers that conducted sanctionable 

activity.102   

 

  

__________________ 

 99JOFFA was listed as broken up on IMO records as of April 2022. It was renamed ZOFFA in March 2022 prior to scrap. 

 100See S/2022/132, annex 40, and S/2021/777, annex 33b, on the list of vessels of interest. 

 101502C, 5th Floor, Hong King Commercial Building, Fa Yuen Street, Mong Kok, Kowloon, Hong Kong, China. 

 102S/2022/132, paras. 47-53, 60-63, and annex 35, 39. 

https://undocs.org/en/S/2022/132
https://undocs.org/en/S/2022/132


 S/2022/668 

 

235/370 22-12274 

 

Figure 34.1: JOFFA and SKY VENUS – JOFFA’s voyage, second half of 2021 

JOFFA arrived the Baima River by April 2021, transmitting intermittently along the river including at 

Fujian Yihe Shipbuilding Industry Co. Ltd103 and another shipyard further north. It sailed out of the 

river by early December 2021. Thereafter, it proceeded in a southerly direction and met with SKY 

VENUS. 

 

 

  

__________________ 

 103See also S/2022/132, paras. 47-53, 60-63, and annexes 35, 39. 

https://undocs.org/en/S/2022/132
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Source: Windward, annotated by the Panel; inset imagery, (provided only for reference purposes) 

 

JOFFA also met with SKY VENUS on another occasion on 8 December 2021. On both these occasions, 

NEW KONK, sailing as LIFAN, was in the vicinity. Maritime tracking analysis indicated the vessels 

would have met, allowing for at least over 9 hours of transshipment. LIFAN then proceeded to sail 

towards the DPRK’s EEZ.  
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Figure 34.2: JOFFA and HONG HU, January 2022 

Then Palau-flagged SKY VENUS was not the only vessel that JOFFA loaded its refined petroleum 

cargo. In 2022, the Palau-flagged HONG HU played the role of the mothership loading oil from 

Taichung port.  The Panel’s analysis of maritime tracking showed the suspected transfer of oil cargo 

from JOFFA to the UNICA and NEW KONK on different occasions in the Taiwan Strait in January 

2022. 

The UNICA and NEW KONK, fraudulently transmitting as HAISHUN 2 and LIFAN respectively, then 

sailed in a northerly direction towards the Yellow Sea before dropping transmission, in a similar pattern 

observed when these vessels had delivered refined petroleum to the DPRK since 2020 (see annexes 30 

and 28 respectively for full storyboard).   

 

HONG HU and JOFFA ship activity in Taiwan Strait, 13-14 January 2022 
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JOFFA and UNICA (transmitting as HAISHUN 2, fraudulent identifier of UNICA), 12-14 January 2022 

 

HONG HU and JOFFA, 28-29 January 2022 
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JOFFA – NEW KONK (transmitting as LIFAN) 

JOFFA also likely transshipped its oil cargo onto LIFAN, a falsified identifier associated with NEW 

KONK again in the Taiwan Strait two weeks after JOFFA met with UNICA. NEW KONK, transmitting 

as LIFAN, sailed in a northerly direction after meeting with JOFFA around 30-31 January 2022.  

 

JOFFA and NEW KONK (transmitting as LIFAN) ship activity, 30-31 January 2022 

 
 

Source: Windward, annotated by the Panel; inset imagery (provided only for reference purposes) 
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Figure 34.3: JOFFA and XIANG SHUN, December 2021-January 2022 

Then Mongolian-flagged XIANG SHUN departed Taichung port by 28 December 2021, where it was 

remained in vicinity of JOFFA. Both vessels recorded an overlap of unexplained AIS outage of 

approximately one-and-a-half days.  

 
 

JOFFA then likely met with NEW KONK, which was transmitting a fraudulent identifier as LIFAN. 

 
Source: Windward, annotated by the Panel; inset imagery (provided only for reference purposes). 
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The NEW KONK then sailed towards the DPRK’s EEZ where it dropped AIS transmission for around 

three weeks. Satellite imagery showed the vessel conducting a ship-to-ship transfer with the DPRK-

flagged UN HUNG (IMO: 9045962) on 21 January 2022.  

The Panel wrote to JOFFA’s flag state Sierra Leone, Dalian-based Union Bureau of Shipping104 that 

provided registration services for Joffa Trade and Nuwanni, and sought assistance from China, 

including on the Chinese national listed as Director of Joffa Trade on Hong Kong corporate registry 

records. 

China responded:  

 

Union Bureau of Shipping and Sierra Leone have yet to respond.  

Investigations continue. 

 

 

Source: The Panel. 

  

__________________ 

 104Union Bureau of Shipping provided services to a number of ships that conducted sanctioned activity including: GOLD STAR (IMO: 

9146247), and the following ‘direct delivery’ vessels: HOKONG, UNICA, SUBBLIC, VIFINE (currently UN HUNG) and NEW 

KONK. See S/2021/777, annex 35a. 

https://undocs.org/en/S/2021/777
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Annex 35: Table 35: Officially-registered transitioned ships sailing under DPRK flag, 2020-2022* 

Year 2022 

 IMO 
number 

Ship name Type DWT Previously referenced in 
Panel reports 

1 9125308 CHOL BONG SAN 1 
(ex- OCEAN SKY) 

Tanker 5807 Yes (S/2021/777) 

Year 2021 

2 8356120 TAE DONG MUN 2 
(ex- JIANG PENG 337) 

Cargo 2790 No 

Year 2020 

3 8865121 SIN PHYONG 5 
(ex- WOO JEONG) 

Tanker 3295 Yes  
(S/2022/132, S/2021/777) 

4 9016430 SU RYONG SAN 
(ex CJK OSAKA) 

Cargo 4519 Yes  
(S/2022/132) 

5 8602763 TAE PHYONG 2 
(ex- MIING ZHOU 6) 

Cargo 26,013 Yes  
(S/2022/132, S/2021/777, 

S/2021/211 )  

6 8651178 MU PHO 
(ex- DOUBLE LUCKY) 

Cargo 2980 No 

7 9045962 UN HUNG 
(ex – VIFINE) 

Tanker 1978 Yes (S/2020/132, 
S/2021/777,  S/2020/151) 

8 9340257 KANG HUNG 
(ex- SUN MIRACLE) 

Cargo 3800 Yes  
(S/2022/132) 

9 9340271 RA SON 6 
(ex- SUN HUNCHUN) 

Cargo 3800 Yes 
(S/2021/777) 

10 7636638 XIN HAI 
(ex- WOL BONG SAN) 

Tanker 4969 Yes  
(S/2021/ 777, S/2021/211) 

11 9011399 TAE DONG MUN 
(ex- POLE STAR 1) 

Cargo 5137 Yes 
 (S/2021/211) 

12 9162318 TO MYONG 
(ex- RI HONG) 

Cargo 8773 Yes  
(S/2022/132, S/2020/211, 

S/2020/840) 

13 9018751 TAE PHYONG 
(ex- GREAT WENSHAN) 

Cargo 26,369 Yes  
(S/2021/211, S/2020/840) 

14 9020003 PUK DAE BONG 
(ex- HUA FU) 

Cargo 10,030 Yes (S/2019/171) 

 

*A number of these vessels investigated by the Panel had been reported sailing under its previous flags when it conducted sanctionable 

activity. The table lists the official dates the vessels, often retroactively updated as re-flagged under the DPRK. 

Source: The Panel. Ship information obtained from S&P Global and IMO records.105 
 

  

__________________ 

 105Accessed as of May 2022. 
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Annex 36.1: Heng Chen Rong (Hong Kong) Marine Co., Limited  

 

Heng Chen Rong (Hong Kong) Marine Co., Limited (hereafter “Heng Chen Rong” is HENG XING’s 

(IMO: 8669589) registered owner and ship manager. The formerly Sierra Leone-flagged HENG XING 

was observed on satellite imagery by 11 March 2022 offloading refined petroleum at Nampo port, 

DPRK. The Panel sought China’s assistance on information on the Chinese national listed as director 

of Heng Cheng Rong on Hong Kong corporate registry records, the individual’s association with vessels 

or provision of maritime-related services and beneficial ownership information of Heng Chen Rong. 

 

China replied:   

 

 

 

 

 

Source: The Panel.  
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Annex 36.2: De-registration Certificate of HENG XING 

 

 

Source: The Panel. 
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Annex 37: DPRK-flagged cargo ship THAE SONG 8  (IMO: 9003653) exporting coal, Ningbo-

Zhoushan area 

The Panel’s tracking on a maritime database platform showed THAE SONG 8 (IMO: 9003653) briefly 

transmitted an AIS signal between 21-22 January 2022 sailing up the East China Sea towards the Yellow 

Sea. The Panel obtained information from a Member State that stated the ship offloaded coal in Ningbo-

Zhoushan waters. The Panel’s tracking on maritime database also showed THAE SONG 8 in Ningbo-

Zhoushan waters by 21 February 2022. The vessel proceeded to Yantai port area by 10 April 2022, 

anchoring enroute at the Shidao area.  
 
Taean – Ningbo-Zhoushan – Nampo, December 2021 - February 2022 
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Source: Member State 

 

The Panel sought information from China on THAE SONG 8, including the vessel’s activity in Ningbo-

Zhoushan and other Chinese territorial waters in 2022, along with information on any ship-to-ship 

transfers, cargo loaded and offloaded, trans-shipped and at port / port area. China replied: 

 

Source: The Panel.  
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Annex 38: DPRK-flagged cargo ship RYONG RIM (IMO: 8018912) exporting coal, Lianyungang area 

The DPRK-flagged RYONG RIM (IMO: 8018912) exported its coal cargo from the DPRK’s eastern 

coast to Lianyungang , between January and February 2022, before returning to Nampo by April 2022. 

RYONG RIM did not broadcast on its AIS for the most part. 

Chonjin – Lianyungang – Nampo, December 2021 – April 2022  
 

 

 
Source: Member State. 
  



S/2022/668  

 

22-12274 248/370 

 

 

China replied:  

 

 
 

 

 

Source: The Panel. 
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Annex 39: DPRK-flagged cargo ship BOUN 1 (IMO: 9045986) exporting coal, Huanghua anchorage 

area, Bo Hai 

December – January 2021 
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February-March 2022 

 

Source: Member State. 
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China replied: 

 

Source: The Panel.  
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Annex 40: DPRK-flagged coal cargo ships at Chinese port / port areas, 2022 

The Panel continued to track DPRK cargo ships that were reported by the Panel106 to have engaged in 

sanctioned activity of the export of DPRK-origin coal via ship-to-ship-to-ship transfers in Chinese 

territorial waters.  

 
DPRK cargo vessel  IMO 

number 
At port area or 
berthed at port  

Dates [includes the 
month of material times 

of interest where the 
vessel was within the 

vicinity of Chinese ports] 

KO SAN 9110236 Dalian 
 
 
 
Longkou 

The month of February 
2022, including on and 
around 9-10 February 
2022 
 
The months of March and 
April 2022, including on 
and around 1 March 2022 
and 23-29 March 2022 

JIN HUNG 8 8416023 Dalian The months of November 
and December 2022, 
including on and around 
29 November to 7 
December 2021 

SU RYONG SAN 9016430 Longkou The month of February 
2022, including on and 
around 2-12 February 
2022 

Source: Maritime databases, the Panel. 
 

  

__________________ 

 106For KO SAN, see S/2021/777 paras. 100, 104 and annex 46. For JIN HUNG 8, see S/2021/777 para. 55 figure VII and annex 45. For 

SU RYONG SAN, see S/2022/132, paras.76, 90, 93, 117 and annexes 51, 58 and 60. 
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KO SAN (IMO: 9110236), March 2022, Longkou 

 
Source: Windward, annotated by the Panel. 

 

JIN HUNG 8 (IMO: 8416023), November to December 2021, Dalian 

 
Source: Windward, annotated by the Panel; inset satellite imagery, Planet Labs. 
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SU RYONG SAN (IMO: 9016430), February 2022, Longkou 

 
Source: S&P Global, annotated by the Panel. 

 

The Panel sought assistance from Chinese authorities on the listed ships below, namely: confirmation 

of the presence of these DPRK ships at Chinese ports / port areas in 2022 and their activities, whether 

banned commodities or items were on or offloaded (either pier side or via ship-to-ship transfer) at 

Chinese port / port areas, and information on the outcome of any investigations conducted where it 

applied. 

 

China replied: 
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Source: The Panel. 
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Annex 41: Designated DPRK-flagged coal cargo ships at Chinese port / port areas, 2021 

The designated DPRK-flagged cargo ships JI NAM SAN (IMO: 9114555) was spoofing as HOPE 1 

according to information provided by a Member State, when it exported its DPRK-origin coal at 

Ningbo-Zhoushan waters between October and November 2021.  

 

China replied: 

 

Source: The Panel. 
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Annex 42: ITC Trade Map Data on DPRK Trade Statistics by Commodity  

(HS Code) (2021)                                                                   

                ** Note: highlighted may include restricted HS Code commodities   
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Source : ITC Trade Map, accessed on 30 June 2022, annotated by the Panel. 
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Annex 43: Recent Chinese legal proceedings concerning the sentencing of individuals involved in illegal 

imports of DPRK-origin coal 

 

 
 

The Panel reviewed some Chinese legal proceedings, involving the illegal DPRK exports of coal. In 

one case, between June 2020 and January 2021, several Chinese citizens conspired to smuggle DPRK-

origin coal into China. Payments were made to an owner of a freighter called ‘Ninggaofeng 606’ to 

smuggle around 7,000 tons of DPRK coal. This individual seeking to make profits with DPRK coal 

was arrested in January 2021. The Chinese court, finding the defendant guilty, sentenced the individual 

to five years of imprisonment and a monetary penalty of 350,000 RMB.107 

 

Another similar case, between May 2020 and November 2020, involved an individual who conspired 

with crew members of the freighter ‘Xiangcheng 678’ to smuggle 9,000 tons of DPRK coal. 

Conspirators of the freighter were caught by the Chinese authorities in July 2020, while the defendant 

was arrested in November 2020. The Chinese court sentenced the defendant to two years of 

imprisonment, two years of suspended sentence, and a monetary penalty of 200,000 RMB.108 

  

  

__________________ 

 107http://wenshu.court.gov.cn/website/wenshu/181107ANFZ0BXSK4/index.html?docid=6055b54f3ae44de7a27ead7500effcb5 

 108http://wenshu.court.gov.cn/website/wenshu/181107ANFZ0BXSK4/index.html?docid=872202c5862649e98e66ad21011f562a 
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Annex 44: List of HS Codes the Panel applies to monitor the sectoral ban  

Below is the list of HS codes assigned for each category of goods under sectoral ban by relevant UN Security 
Council resolutions. This list superseds S/2018/171 annex 4 as amended by S/2018/171/Corr.1. See 
https://www.un.org/securitycouncil/sanctions/1718/prohibited-items for the complete list of prohibited goods and 
Implement Assistance Notes.  

 

a. Items prohibited from being exported to the DPRK   

 

Item HS Codes Description Resolutions 

Condensates 

and natural 

gas liquids 

2709 

 

Oils; petroleum oils and oils obtained from bituminous 

minerals  

Para. 13 of 

2375 (2017) 

2711 Petroleum gases and other gaseous hydrocarbons 

Industrial 

machinery  

84 

 

Nuclear reactors, boilers, machinery and mechanical 

appliances; parts thereof 

Para. 7 of 

2397 (2017) 

85 Electrical machinery and equipment and parts thereof; 

sound recorders and reproducers; television image and 

sound recorders and reproducers, parts and accessories of 

such articles 

Transportation 

vehicles 109 

86 

 

Railway, tramway locomotives, rolling-stock and parts 

thereof; railway or tramway track fixtures and fittings and 

parts thereof; mechanical (including electro-mechanical) 

traffic signaling equipment of all kinds 

Para. 7 of 

2397 (2017) 

87 Vehicles; other than railway or tramway rolling stock, and 

parts and accessories thereof 

88 Aircraft, spacecraft and parts thereof 110 

89 Ships, boats and floating structures 

Iron, steel 

and other 

metals 

72-83  Para. 7 of 

2397 (2017) 72 Iron and steel 

73 Articles of iron or steel 

74 Copper and articles thereof 

75 Nickel and articles thereof 

   76 Aluminum and articles thereof 

78 Lead and articles thereof 

79 Zinc and articles thereof 

__________________ 

 109Pursuant to paragraph 30 of resolution 2321 (2016) and paragraph 14 of resolution 2397 (2017), States shall prevent the direct or indirect supply, sale 

or transfer to the DPRK, through their territories or by their nationals, or using their flag vessels or aircraft, and whether or not originating in their 

territories, of new helicopters, new and used vessels, except as approved in advance by the Committee on a case-by-case basis. 

 110Shall not apply with respect to the provision of spare parts needed to maintain the safe operation of DPRK commercial civilian passenger aircraft 

(currently consisting of the following aircraft models and types: An-24R/RV, An-148-100B, Il-18D, Il-62M, Tu-134B-3, Tu-154B, Tu-204-100B, and 

Tu-204-300).   

https://www.un.org/securitycouncil/sanctions/1718/prohibited-items
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80 Tin and articles thereof 

81 Other base metals; cermets; articles thereof 

82 Tools, implements, cutlery, spoons and forks, of base 

metal; parts thereof of base metal 

83 Miscellaneous articles of base metal 
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b. Items prohibited from being imported from the DPRK   

 

Item HS Codes Description Resolutions 

Coal 2701 Coal; briquettes, ovoids and similar solid fuels 
manufactured from coal 

Para. 8 of 
2371 (2017) 

Iron Ore 2601 Iron ores and concentrates, including roasted iron pyrites 

Iron 72 Iron and steel (7201-7229) 

Iron and Steel 
products 

73 Articles of Iron and steel (7301-7326) 

Gold 261690 Gold ores and concentrates Para. 30 of 
2270 (2016) 
  

7108 Gold (incl. put plated), unwrought, semi-manufactured 
forms or powder 

710811 Gold powder, unwrought 

710812 Gold in other unwrought forms 

710813 Gold in other semi-manufactured forms 

710820 Monetary gold 

Titanium 2614 Titanium ores and concentrates 

Vanadium 2615 Vanadium ores and concentrates 

Rare Earth 
Minerals 

2612 Uranium or thorium ores and concentrates   [261210 and 
261220] 

2617 Ores and concentrates, [Nesoi code  261790  - Other 
Ores and Concentrates] 

2805 Alkali metals etc., rare-earth metals etc., mercury 

2844 Radioactive chemical elements and isotopes etc. 

Copper 74 Copper and articles thereof (7401-7419) Para. 28 of 
2321 (2016)  2603 Copper ores and concentrates 

Zinc 79 Zinc and articles thereof (7901-7907) 

2608 Zinc ores and concentrates 

Nickel 75 Nickel and articles thereof (7501-7508) 

2604 Nickel ores and concentrates  

Silver 2616100 
7106, 7107 

Silver ores and concentrates 
Silver unwrought or semi manufactured forms, or in 
powdered forms; base metals clad with silver, not further 
worked than semi-manufactured 

7114 Articles of goldsmiths or silversmiths’ wares or parts 
thereof, of silver, whether or not plated or clad with other 
precious metal 

Seafood 
(including fish, 
crustaceans, 
mollusks, and 
other aquatic 
invertebrates 
in all forms) 

3 
 

Fish and crustaceans, mollusks and other aquatic 
invertebrates (0301-0308) 

Para. 9 of 
2371 (2017) 
 1603 

 
Extracts and juices of meat, fish or crustaceans, mollusks 
or other aquatic invertebrates) 

1604 Prepared or preserved fish; caviar and caviar substitutes 
prepared from fish eggs 

1605 
 

Crustaceans, mollusks and other aquatic invertebrates, 
prepared or preserved 

Lead  78 Lead and articles thereof (7801-7806) Para. 10 of 
2371 (2017) 

Lead ore 2607 Lead ores and concentrates 

50-63  
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Textiles 
(including but 
not limited to 
fabrics and 
partially or 
fully 
completed 
apparel 
products) 

50 Silk, including yarns and woven fabrics thereof Para. 16 of 

2375 (2017) 51 Wool, fine or coarse animal hair, including yarns and 
woven fabrics thereof; horsehair yarn and woven fabric 

52 Cotton, including yarns and woven fabrics thereof 

53 Vegetable textile fibres nesoi; yarns and woven fabrics of 
vegetable textile fibres nesoi and paper 

54 Manmade filaments, including yarns and woven fabrics 
thereof 

55 Manmade staple fibres, including yarns and woven fabrics 
thereof 

56 Wadding, felt and nonwovens; special yarns; twine, 
cordage, ropes and cables and articles thereof 

57 Carpets and other textile floor covering 

58 Fabrics; special woven fabrics, tufted textile fabrics, lace, 
tapestries, trimmings, embroidery 

59 Textile fabrics; impregnated, coated, covered or laminated; 
textile articles of a kind suitable for industrial use; 

60 Knitted or crocheted fabrics 

61 Apparel and clothing accessories; knitted or crocheted; 

62 Apparel and clothing accessories; not knitted or crocheted; 

63 Textiles, made up articles; sets; worn clothing and worn 
textile articles; rags 

Agricultural 
products  

07 Vegetables and certain roots and tubers; edible Para. 6 of 

resolution 

2397 (2017) 
08 

 
Fruit and nuts, edible; peel of citrus fruit or melons 

12 Oil seeds and oleaginous fruits; miscellaneous grains, seeds 
and fruit, industrial or medicinal plants; straw and fodder 

Machinery 84 Nuclear reactors, boilers, machinery and mechanical 
appliances; parts thereof 

Para. 6 of 

resolution 

2397 (2017) 

Electrical 
equipment 

85 Electrical machinery and equipment and parts thereof; 
sound recorders and reproducers; television image and 
sound recorders and reproducers, parts and accessories of 
such articles 

Earth and 
stone 
including 
magnesite and 
magnesia 

25 Salt; sulphur; earths, stone; plastering materials, lime and 
cement 

Wood 44 Wood and articles of wood; wood charcoal 

Vessels 89 Ships, boats and floating structures 

 

c. For paragraphs 4 and 5 of resolution 2397 (2017), the Panel uses the following HS codes. The 

Panel notes that annual caps are placed for the two items below.  

 

• HS 2709 : crude oil [cap: 4 million barrels or 525,000 tons ]  

• HS 2710, HS 2712 and HS 2713 : refined petroleum products [ cap: 500,000 barrels ]   

Source : The Panel. 
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Annex 45: Comparison table of International Trade Statistics and replies   

provided by Members States on trade with the DPRK 

** Note: DPRK Trade Statistics and Member State’s reply cover the last quarter of 2021 and first quarter 

of 2022(October 2021 to March 2022 
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Source: ITC Trade Map, accessed on 22 July, annotated by the Panel. 
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Annex 46: Replies from Member States 
 

[Armenia] 
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[Canada] 
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[China] 
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[Guyana] 
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[Mauritania] 
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[Saint Vincent and the Grenadines] 
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[Trinidad and Tobago] 
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Annex 47: Reply from Malaysia to the Panel 
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Annex 48: Reply from Canon     
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Source: The Panel.  

  



S/2022/668  

 

22-12274 288/370 

 

Annex 49: Reply on Cameras from China /Japan 

 

[China] 
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[Japan] 
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Annex 50: Reply from Japan 
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Annex 51: Additional Information on the Voice Phishing Hacking Applications sold by DPRK IT workers, 

including screenshots of Demonstration Video Clips 

 

Screenshot of Song Rim explaining how to use the remotely controllable hacking application  

 

 

① Device information  

② Setting for redirection (of outgoing calls from the hacked smartphone) 

③ Setting to disguise the caller’s number (into a fake number) displayed on the hacked smartphone 

④ Blacklist (blocked numbers)  

⑤ User management  

⑥ Voice recording  

⑦ Video recording  

⑧ Calls recording 

⑨ Photo data  

⑩ GPS  

⑪ Mobile number  

⑫ Service provider 

⑬ Model name of mobile 

⑭ Date and time the hacking application was installed   
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Screenshot of Song Rim’s demonstration video clip showing the redirection function of outgoing calls from hacked 

smartphone  

 

 

 
 
Photo 1                                             Photo 2 

[ Redirection function for outgoing calls]  

 
◎ Purpose: When a victim makes a call from a hacked smartphone to a legitimate financial  

  institution phone number, for example, the call can be redirected to the voice phishing  

  group’s office (call center, mobile) with the victim being unaware of the redirection.  

 

◎ Demonstration of the redirection function  

     Photo 1: Remote control programme setting   

                     (circled in red, voice phishing group’s mobile no. / circled in yellow, fake no.) 

     Photo 2: Demonstration of redirecting outgoing calls from the hacked smartphone to voice  

                     phishing group’s mobile 

                     (circled in white, hacked smartphone no. / circled in yellow, fake no.) 

 

Source: Member State, annotated by the Panel.  

Screenshot of Song Rim’s demonstration video clip showing the redirection function of outgoing calls from hacked 

smartphone  

 

 

 

 

 

 

 

 

 

 
 

                          Photo 1                                                      Photo 2  

[ Redirection function for outgoing calls]  

 
◎ Purpose: When a victim makes a call from a hacked smartphone to a legitimate financial  

  institution phone number, for example, the call can be redirected to the voice phishing  

  group’s office (call center, mobile) with the victim being unaware of the redirection.  

 

◎ Demonstration of the redirection function  

     Photo 1: Remote control programme setting   

                     (circled in red, voice phishing group’s mobile no. / circled in yellow, fake no.) 

     Photo 2: Demonstration of redirecting outgoing calls from the hacked smartphone to voice  

                     phishing group’s mobile 

                     (circled in white, hacked smartphone no. / circled in yellow, fake no.) 

 

Source: Member State, annotated by the Panel.
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Annex 52: Information on DPRK IT Worker Song Rim 
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Annex 53.1: Kimsuky’s Cyberattacks using ‘KONNI’ Malware                                                                    

 

According to multiple reports, 111Kimsuky hackers have attacked political institutions in several 

Member States, using the ‘KONNI Remote Administration Tool (RAT)’ malware to harvest credentials 

and compromise victims. A cybersecurity company noted that “spear phishing emails usually are 

weaponized with macro embedded documents that upon opening drop one of KONNI RAT variants”. 

Using the harvested credentials, the perpetrators gain access to sensitive information or deploy 

additional ransomware to generate illicit revenue. Recently, this malware has been found to include 

significant updates such as code improvements to make detection harder.  The Panel itself has also 

received spoofed phishing emails carrying the ‘KONNI’ tool.112   

 

Source: The Panel. 
  

__________________ 

 111https://blog.malwarebytes.com/threat-intelligence/2022/01/konni-evolves-into-stealthier-rat/,  https://blog.lumen.com/new-konni-

campaign-targeting-russian-ministry-of-foreign-affairs/ and https://blog.malwarebytes.com/threat-intelligence/2021/08/new-variant-

of-konni-malware-used-in-campaign-targetting-russia/ 

 112S/2021/211, para. 128 

https://blog.malwarebytes.com/threat-intelligence/2022/01/konni-evolves-into-stealthier-rat/
https://blog.lumen.com/new-konni-campaign-targeting-russian-ministry-of-foreign-affairs/
https://blog.lumen.com/new-konni-campaign-targeting-russian-ministry-of-foreign-affairs/
https://blog.malwarebytes.com/threat-intelligence/2021/08/new-variant-of-konni-malware-used-in-campaign-targetting-russia/
https://blog.malwarebytes.com/threat-intelligence/2021/08/new-variant-of-konni-malware-used-in-campaign-targetting-russia/
https://undocs.org/en/S/2021/211
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Annex 53.2: Links to reports from Ahnlabs ASEC in 2022                                                                    

 

 

Kimsuky Group  
 

Kimsuky’s Attack Attempts Disguised as Press Releases of Various Topics    

(25 May 2022) 

APT Attacks Using Word File Disguised as Donation Receipts for Uljin Wildfire (Kimsuky) 

(1 April 2022) 

VBS Script Disguised as PDF File Being Distributed (Kimsuky) 

(28 March 2022) 

APT Attack Using Word Files About Cryptocurrency (Kimsuky) 

(25 March 2022) 

APT Attack Attempts Disguised as North Korea Related Paper Requirements (Kimsuky) 

(22 February 2022) 

Distribution of Kimsuky Group’s xRAT (Quasar RAT) Confirmed 

(8 February 2022) 

 

Lazarus Group   
Lazarus Group Exploiting Log4Shell Vulnerability (NukeSped) - ASEC BLOG (ahnlab.com) 

(19 May 2022) 

New Malware of Lazarus Threat Actor Group Exploiting INITECH Process - ASEC BLOG (ahnlab.com)  

(26 April 2022) 

 

Source: Ahnlabs ASEC, annotated by the Panel.   

https://asec.ahnlab.com/en/34694/
https://asec.ahnlab.com/en/33427/
https://asec.ahnlab.com/en/33032/
https://asec.ahnlab.com/en/32958/
https://asec.ahnlab.com/en/31879/
https://asec.ahnlab.com/en/31089/
https://asec.ahnlab.com/en/34461/
https://asec.ahnlab.com/en/33801/
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Annex 54: Reply from the Russian Federation to the Panel 

 

 
Original 

В соответствии с запросом группы экспертов сообщаем следующее.  

По информации компетентных ведомств, на территории Российской Федерации 

аккредитованных подразделений Министерства народных вооруженных сил 

КНДР, отвечающих за торговлю оружием, включая «Департамент 53», не имеется. 

Указанные в обращении северокорейские граждане Сhое Hyon Il, Song Il Hyok и 

Kim Un Song являются дипломатическими сотрудниками посольства КНДР в 

Москве. Сведениями о приобретении ими продукции военного и двойного 

назначения, а также об использовании посольства КНДР в России для закупок 

товаров, на которые распространяются международные санкционные 

ограничения, компетентные ведомства не располагают. 

Информации о совершении таможенных операций по запрашиваемой продукции 

в центральной базе данных единой автоматизированной системы таможенных 

органов не выявлено. В базе данных финансового мониторинга отсутствуют 

сведения о контрактах «Департамента 53» по приобретению продукции 

оборонного или военного назначения и о соответствующих им транзакциях. 

 

Officially translated from Russian 

          As requested by the Panel of Experts, we hereby report the following.  

 According to the information received from the competent agencies, there are no 

accredited units of the Ministry of People’s Armed Forces of the Democratic People’s 

Republic of Korea (DPRK) responsible for the arms trade, including “Department 53”, 

on the territory of the Russian Federation. 

 The North Korean citizens mentioned in the submission are diplomatic staff 

members of the DPRK Embassy in Moscow, Choi Hyon Il, Song Il Hyuk and Kim Un 

Song. The competent authorities have no information about their purchases of military 

and dual-use products, or about the use of the DPRK Embassy in Russia for the purchase 

of goods subject to international sanctions restrictions. 

 No information on customs operations for the requested items was found in the 

central database of the unified automated system of the customs authorities. The 

financial monitoring database does not contain information on “Department 53” 

contracts for the purchase of defence or military items and their corresponding 

transactions. 
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Annex 55: Reply from Syria to the Panel 
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Annex 56: Reply from China to the Panel 
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Annex 57: Algeria 
 

1) Construction workers 

According to information received by the Panel, the DPRK company Namgang Construction 

General Corporation contracted with the company from a third country to provide DPRK 

nationals to work in Algeria on construction projects in June and July 2021. This cooperation 

may have been structured as a joint venture. The Panel notes that Namgang Construction 

General Corporation might utilise the alias “Ryongrim Construction Company” in Algeria.  

 

2) Reply from Algeria 

Algeria replied to the Panel’s enquiry that neither DPRK companies exist in Algeria and these 

companies have never been registered in official records (see figure 57).  
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Figure 57: Reply from Algeria 
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Annex 58: Corporate registry of DRPK entities in Cambodia (Sunrise Horizon Co., Ltd and 

Keochakrey Trading Co., Ltd) 

 

Source : Opencorporates, Business registration of Cambodia. 
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Annex 59: Cote d’Ivoire 

 

According to information received by the Panel, Korea Moranbong Medical Cooperation Center 

(Moranbong Medical) entered into two separate contracts with medical centres in Côte d’Ivoire 

covering the employment of DPRK medical doctors in June and July 2019. The Côte d’Ivoire entities 

partnering with the DPRK were as follows: 

 

• The Regional Hospital Center of Divo 

• The Indica Diedri Pharma Medical Center in Abidjan 

 

Both relationships, which appeared to be structured as joint ventures or cooperative entities, involved 

the DPRK sending doctors and medical workers to Côte d’Ivoire for several years, an expansion of the 

partnership over time, and profit-sharing. The Panel has yet to receive a reply from Côte d’Ivoire. 
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Annex 60: Lao People’s Democratic Republic 
 

The Panel has continued its investigations into the current status of the DPRK workers in Laos. 

According to recent information provided by a Member State, a team of DPRK IT workers have 

continued to work in Laos. These workers are associated with Lao-Toshyo IT Service Company Ltd 

and the details of information are below.  

 

Laos already replied to the Panel in July 2020 that the operation of Lao-Toshyo IT service Company 

Ltd was cancelled (see figure 60) in June 2020 and there is no Lao company hiring DPRK IT workers. 

Investigations continue.  

 

DPRK IT workers reportedly located in Laos: 

• Kim Chol Hun 

• Kim Kum Il 

• Ri Song Kuk 

• Sin Chun Song 

• Ko In Jae 

 

DPRK IT workers in Laos are associated with the following company and address: 

Company name: Lao-Toshyo IT Service Company Ltd 

Address: House 46, unit 3, Phonsinuan Village, Sisattanak District, Vientian 

 

 

Figure 60: Corporate registry of Lao-Toshyo IT Service Company Ltd 

Source: Laos National Enterprise Database. 
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Annex 61: Republic of the Congo 

 

According to information received by the Panel, Korea Moranbong Medical Cooperation Center 

worked with the authorities of the Republic of the Congo to extend work visas for several DPRK 

medical doctors working in the Republic of the Congo in March 2021. One of these doctors worked at 

the Republic of Congo Military Medical University Nerve Science Department.  

 

The information shows that Moranbong Medical has established a joint venture medical clinic with 

the Congo entity ‘Association of Humanitarian Development and Actions (ADAH) of Congo113’. 

This joint venture clinic is the Royal Health Polyclinic, and its staff included multiple DPRK and 

Congo doctors. 

 

Moranbong Medical also established a medical joint venture in 2017 with the Congo entity 

‘Foundation Ecobahou Systems Plus (Ecobahou)’ to establish medical facilities across the Republic 

of Congo. As part of this joint venture, Moranbong Medical was to provide teams of DPRK medical 

specialists to work in the facilities.  

 

The Panel has yet to receive a reply from the Republic of the Congo. 

  

__________________ 

 113Association de Développement et d’Action Humanitaire (ADAH). 
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Annex 62: Russian Federation 
 

According to the Russian media ASTV on 18 August 2021, DPRK nationals are working in the 

construction site in Yuzhno-Sakhalinsk city, Sakhalin. ASTV reported that residents of Yuzhno-

Sakhalinsk are unhappy with the sounds, including North Korean tunes from the construction site that 

wake them up early in the morning. ASTV, whose company's office is located in close proximity to the 

construction site, confirmed the claim of residents and interviewed the contractor " SZ "Rybovodstroi” 

(ООО "СЗ "РЫБОВОДСТРОЙ") for a comment. The foreman of the company confirmed that a large 

number of workers from North Korea are actually working at the facility. They promised that they will 

take into the claims into account, to make the music quieter, and to ensure silence early in the morning.  

 

The Russian company has yet to respond to the Panel’s enquiry. 

Фото: архив astv.ru 

 

Жители Южно-Сахалинска устали просыпаться под северокорейскую музыку с соседней стройки 

Претензий к композициям у них нет, но не устраивает раннее время ежедневных трансляций 

 

Жители Южно-Сахалинска недовольны звуками со стройки, которые будят их рано утром. К 

шуму техники они давно привыкли, однако последние дни на него наложились и 

северокорейские напевы. 

Как сообщила жительница одного из домов по улице Комсомольской, претензии вызывает 

огромная стройка, расположенная в районе перекрёстка улиц Комсомольской и Пограничной. 

Здесь возводят сразу шесть многоэтажных жилых секций на участке общей площадью более 3 

гектаров. 

- На объекте работают северокорейские бригады. Претензий к ним нет, не пьют, не дебоширят, 

мы их и не видим. Однако национальная музыка вечером и рано утром - это не то, что я хотела 

бы слушать каждый день, - поделилась горожанка. 
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Информацию подтверждают и сотрудники astv.ru, офис компании находится в 

непосредственной близости от строящегося объекта. Уже в семь утра северокорейские мотивы 

врываются в окна, органично сочетаясь со строительным грохотом. 

Редакция astv.ru обратилась за комментарием к подрядчику. Судя по информации на паспорте 

объекта, строительство ведёт ООО "СЗ "Рыбоводстрой". 

 

Прораб подтвердил, что на объекте на самом деле работают большое количество рабочих из 

Северной Кореи. Замечания обещали учесть, музыку сделать тише, а рано утром обеспечить 

режим тишины. 
 

Source: АСТВ, https://astv.ru/news/society/2021-08-18-zhiteli-yuzhno-sahalinska-ustali-prosypat-sya-pod-

severokorejskuyu-muzyku-s-sosednej-strojki.  

 

https://astv.ru/news/society/2021-08-18-zhiteli-yuzhno-sahalinska-ustali-prosypat-sya-pod-severokorejskuyu-muzyku-s-sosednej-strojki
https://astv.ru/news/society/2021-08-18-zhiteli-yuzhno-sahalinska-ustali-prosypat-sya-pod-severokorejskuyu-muzyku-s-sosednej-strojki
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Annex 63: Reply from Russian Federation  

 

1. "SZ"Rybovodstroi 

 

В связи с запросом группы экспертов Комитета СБ 1718 по КНДР ОС.23 

сообщаем следующее. 

ООО «СЗ «Рыбоводстрой» является девелоперской ореанизацией, в штате 

которой граждане КНДР не состояли и не состоят. Российские компетентные 

ведомства сведениями об использовании этой компанией северокорейских 

рабочих при строительстве жилого комплекса «Авангард» в Южно-Сахалинске не 

располагают. Ссылка в статье на северокорейскую музыку является субъективной 

оценкой одной из жительниц Южно-Сахалинска. 

В настоящее время трудовую деятельность на территории сахалинской 

области граждане КНДР не осуществляют. Действительных разрешений на 

работу у них нет. Возвращение на родину тех, у кого срок действия 

разрешительных документов на пребывание в нашей стране истек, не 

представляется возможным в связи с приостановкой транспортного сообщения 

с КНДР из-за коронавирусной пандемии. 

 

 

 
 

 

 
 

 
 

 

 
 

 

 

 

 

 

 

  

* * 
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2. Pyongyang Kwangmyong Information Technology Corporation 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

В связи с запросом группы экспертов ОС.153 сообщаем следующее.  

Северокорейская корпорация информационных технологий «Пхеньян 

Кванмён» (Pyongyang Kwangmyong Information Technology Corporation) на 

территории Приморского края не зарегистрирована, к административной 

ответственности не привлекалась, по вопросу оформления виз и приглашений 

на въезд в Россию иностранных граждан не обращалась. Данных о лицах, 

причастных к ее деятельности, не имеется. 

В Приморском крае отсутствуют граждане КНДР, прибывшие на 

территорию России с целью осуществления трудовой деятельности в IT- сфере. 

Разрешений на работу указанной категории лиц не выдавалось. Данные о 

нелегальном трудоустройстве и получении дохода северокорейскими IT-

специалистами отсутствуют. 

Сведения экспертов о попытках компании «Пхеньян Кванмён» 

трудоустроить северокорейских специалистов в сфере IT-технологий в 

российские коммерческие структуры датированы 2014 годом, когда перечень 

санкционных ограничений в отношении КНДР не включал запрета на 

привлечение иностранными государствами северокорейских граждан. 

Сервис «Upwork» является международной платформой по 

установлению деловых и рабочих отношений, представляет собой площадку 

для размещения заказов на разработку отдельных элементов программного 

кода или цельных решений на так называемом «аутсорсинге». Рекомендуем 

экспертам обратиться к администраторам данного Интернет-ресурса с целью 

получения сведений об учетных записях. 
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Source: The Panel. 
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Annex 64: Togo 
 

According to a Member State, DPRK medical workers had been cooperating with Togo-based 

organizations between 2019 and 2020.  

 

4) Contract between NGO La Perez and DPRK K.A. Medical Center 

 

In January 2020, DPRK K.A. Medical Center (located in the Republic of Congo), signed a 

medical labour contract with Togo-based NGO La Perez. Pursuant to the contract, DPRK K.A. 

Medical Center would assist the Togolese Ministry of Health with enacting its National Health 

Development Plan by staffing medical facilities in Togo with DPRK medical workers. The NGO 

La Perez would manage visas and accommodating the DPRK medical workers. The contract was 

to be in effect for a period of five years.  

 

5) Joint venture between Alzema Society SRL and DPRK Moranbong Medical 

Cooperation Company 

 

In January 2020, Alzema Society SRL based in Lomé, invited the DPRK to send DPRK nationals 

to travel to Togo to establish and work for an agricultural joint venture in Togo. In October 2019, 

Alzema Society SRL, invited a group of DPRK medical workers from the DPRK Moranbong 

Medical Cooperation Company to work in Togo. This relationship was structured as a joint 

venture or cooperative entity, and involved profit sharing between DPRK Moranbong Medical 

Cooperation Company and Alzema Society SRL  

 

6) Sponsorship by the Churches of the Evangelical Ministry of the Works of God of 

Togo for inviting DPRK medical workers 

 

In December 2019, the Churches of the Evangelical Ministry of the Works of God of Togo 

sponsored invitations for several DPRK doctors to work in Togo.  This project was approved by 

the Togolese Ministry of the Interior and the mayor of Lomé.  
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Annex 65: Chainalysis Report on ‘Overall Trends in DPRK’s On-Chain Activity’ 
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                    Source: Chainalysis 
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Annex 66: US Justice Department’s Disruption of DPRK’s ‘Maui’ Ransomware Campaign 
 

On 19 July 2022, US Justice Department announced the seizure of nearly half a million dollars in 

cryptocurrency that was paid as ransom to alleged DPRK cyberthreat actors and their accomplices by 

two US hospitals.  

In May 2021, threat actors infected the servers of the medical center in the District of Kansas. The 

Kansas hospital paid approximately USD 100,000 ransom in Bitcoin to regain the use of their computers 

and equipment. The Kansas medical centre notified the authorities, which investigated the incident and 

was able to identify the previously unknown ‘Maui’ ransomware and trace the payment to money 

launderers abroad. 

In April 2022, the authorities observed a Bitcoin payment worth approximately USD 120,000  into 

one of the seized cryptocurrency accounts. These accounts were identified with the cooperation of the 

Kansas hospital. 

Authorities confirmed that the funds were related to the payment of a medical provider in Colorado that 

was hit by the ‘Maui’ ransomware. In May 2022, the FBI seized two cryptocurrency accounts that were 

used by the threat actors to receive the payments from the Kansas and Colorado health care providers. 

The District of Kansas then began proceedings to forfeit the hackers’ funds and returned the stolen 

money to the victims. 

See https://www.justice.gov/opa/pr/justice-department-seizes-and-forfeits-approximately-500000-

north-korean-ransomware-actors  for details.  

Previously, on 7 July 2022, US authorities (Federal Bureau of Investigation, Cybersecurity and 

Infrastructure Security Agency and the Department of Treasury) released a Joint Advisory on ‘Maui’ 

ransomware, explaining that DPRK cyberthreat actors have been using this ransomware as early as May 

2021 to target various healthcare and public health sector organisations. Victims of Maui ransomware 

was strongly advised “to report the incident to their local FBI field office or CISA”. For technical details 

on ‘Maui’ ransomware see figure 66. 

 

  

https://www.justice.gov/opa/pr/justice-department-seizes-and-forfeits-approximately-500000-north-korean-ransomware-actors
https://www.justice.gov/opa/pr/justice-department-seizes-and-forfeits-approximately-500000-north-korean-ransomware-actors
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Figure 66: Joint Advisory on ‘Maui’ Ransomware 
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Source: https://www.cisa.gov/uscert/ncas/alerts/aa22-187a. 

  

https://eur02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.cisa.gov%2Fuscert%2Fncas%2Falerts%2Faa22-187a&data=05%7C01%7Cjune.park%40un.org%7C66fa154b89ec4676a01808da6aa8698d%7C0f9e35db544f4f60bdcc5ea416e6dc70%7C0%7C0%7C637939568793021680%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=IF%2Fk5Db2la9642oR%2Bbxmz6ihHhO0FVP4s2Kh8uU9a3c%3D&reserved=0
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Annex 67: FATF Guidance on Virtual Assets and VASPs115    

__________________ 

 115  Full version of FATF’s ‘Updated Guidance for a Risk-Based Approach to Virtual Assets and Virtual Asset 

Service Providers’ is at https://www.fatf-gafi.org/media/fatf/documents/recommendations/Updated-Guidance-VA-

VASP.pdf 

https://www.fatf-gafi.org/media/fatf/documents/recommendations/Updated-Guidance-VA-VASP.pdf
https://www.fatf-gafi.org/media/fatf/documents/recommendations/Updated-Guidance-VA-VASP.pdf
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Source: FATF, https://www.fatf-gafi.org/publications/fatfrecommendations/documents/guidance-rba-virtual-assets-

2021.html 

 

https://www.fatf-gafi.org/publications/fatfrecommendations/documents/guidance-rba-virtual-assets-2021.html
https://www.fatf-gafi.org/publications/fatfrecommendations/documents/guidance-rba-virtual-assets-2021.html
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Annex 68: Questions of Panel’s survey to Member States and their replies 

 

Annex 68.1: Enquiries to Member States  

 

       In its effort to assess the impact of sanctions on humanitarian situations and humanitarian 

assistance operations within the Democratic People’s Republic of Korea, the Panel in March 2022 

requested information from a number of Member States, including those maintaining                

diplomatic presence in the country, with the following questions: 

 

1. Any evidence in your possession, concerning the dynamics of the humanitarian 

situation in DPRK since 2017, when the latest comprehensive resolutions were 

adopted (concerning, p.e., incomes and employment, food availability, consumer 

goods availability, standards of living, healthcare, social benefits etc); 

 

2. Assessment of the impact of UN sanctions on the humanitarian situation in the 

DPRK and how has that impact changed over time, especially since the end of 

2017;  

 

3.  Assessment of the total cumulative negative effect of sanctions for socio-

economic situation in DPRK (including the areas mentioned in para 1) after 

2017 and how it has translated into long-term factors affecting humanitarian 

situation; 

 

4. What causal chains of the sanction impact on the humanitarian situation in 

DPRK do you observe? If possible, please include information or examples that 

support your assessment; 

 

5. What are the sectors and population groups you consider most affected by the 

sanctions? 

 

6. Assessment of the negative influence of UN sanctions on international 

cooperation, food aid and humanitarian assistance to DPRK and the work of 

international and non-governmental organisations carrying out assistance and 

relief activities in the DPRK for the benefit of the civilian population of the 

DPRK. If possible, please include information or examples that support your 

assessment. 

 

7. Could you propose ways in which UN Security Council and other UN 

organisations  might act to   prevent  the negative humanitarian impact of 

sanctions and mitigate the  unintended adverse impacts of sanctions on the 

civilian population of the Democratic People’s Republic of Korea and 

on humanitarian aid operations to benefit the country’s vulnerable population?    
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Annex 68.2: Replies from Member States 

 

Member State 1 

[Member State 1] remains committed to providing humanitarian assistance to the most vulnerable and 

crisis affected people in DPRK, based on need and in line with the humanitarian principles of humanity, 

neutrality, impartiality and independence. We note that COVID 19-related border constraints imposed 

by the DPRK have significantly limited international humanitarian response activities inside the 

country over the past two years. In 2021, [Member State 1] provided $1.5 million in humanitarian 

assistance funding to the World Food Programme and UNICEF to support the humanitarian response 

in DPRK, where feasible, and enable a timely scale-up of their operations quickly once border 

restrictions are eased. 

In terms of sanctions, [Member State 1] implements Security Council decisions through regulations 

enacted under [Member State 1’s Act]. Sanctions regulations relating to the DPRK were first enacted 

in 2006 under the [Member State 1’s Regulations]. Under these regulations, [Member State 1] mitigates 

unintended humanitarian consequences of sanctions through legislated exceptions for humanitarian 

activities, and through the permit and certificate process. We note a number of [Member State 1]-based 

non-governmental organizations have continued to apply for exemptions, in anticipation of the DPRK’s 

eventual resumption of importation of goods. Some of these organizations have consistently pointed to 

the lack of banking/financial services as a challenge to delivering in-country assistance, including as a 

result of overcompliance by financial institutions in response to the prohibition on the provision of 

financial services and transfer of assets as prescribed by multiple Security Council resolutions, such as 

resolutions 2094 (2013) and 1874 (2009). 

[Member State 1] stands ready to support the work of the Panel and welcomes further inquiries on the 

implementation of Security Council sanctions related to the DPRK. 
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Member State 2 (UN Official Translation) 

 

Non-paper submitted by [Member State 2] on the negative humanitarian 

impact of Security Council sanctions on the Democratic People’s Republic 

of Korea116  

 

1.  The Democratic People’s Republic of Korea (DPRK) has been facing 

humanitarian challenges for a long time; sanctions imposed by the Security Council 

on the DPRK have impacted the humanitarian situation and people’s livelihood in that 

country, producing serious negative humanitarian effects. Although the DPRK policy 

of “sealing the border to defend against the epidemic” has some connection with the 

deterioration of the humanitarian situation in the DPRK, that policy is a measure of 

last resort taken by the DPRK in consideration of its own backward medical situation, 

in an effort to prevent the entry of the virus. This provides a classic example of how 

long-term sanctions have deprived it of the ability to mount an active defence against 

the epidemic, as well as of those sanctions’ negative humanitarian effects. All parties 

should draw a distinction between this epidemic-prevention border closure policy and 

the impact of sanctions on the DPRK, and avoid simply blaming this policy for the 

deterioration of the humanitarian situation in the DPRK. 

2. The 2016 and 2017 Security Council resolutions on sanctions against the DPRK 

heavily impacted DPRK bulk-commodity exports and foreign exchange earnings, and 

restricted its imports of machinery and equipment and some civilian goods. As these 

sanctions have been in place for more than five years now, their negative impact on 

the humanitarian situation in the DPRK is steadily increasing: 

(i) Restricting the right to development of the DPRK 

      First, the size of the DPRK gross domestic product (GDP) is shrinking by the 

day. According to external estimates, the DPRK GDP could, under normal conditions, 

basically maintain a positive growth rate of 1 per cent per year; it grew by 3.9 per cent 

to US$34.5 billion in 2016. As a result of the sanctions, the economy instead entered 

a period of negative growth in 2017, with yearly growth rates of -3.5 per cent, -4.1 

per cent, 0.4 per cent and -4.5 per cent through 2020. Although the DPRK has 

continued to increase the proportion of fiscal expenditure in the areas of infrastructure 

construction and people’s livelihood in recent years, the actual amount of funds has 

decreased significantly.  

       Second, the scale of DPRK foreign trade has sharply declined. The normal 

scale of DPRK imports and exports was around US$6.5 billion per year in 2015, but 

it shrank to US$700 million in 2020. Even before the DPRK implemented its 

epidemic-prevention border closure policy, the value of foreign trade was only US$3.2 

billion in 2019, with the export component shrinking particularly significantly and 

contributing to the continuous increases in the trade deficit. Financial sanctions have 

left the DPRK short of funds, while the repatriation of DPRK labourers by various 

countries has reduced its foreign exchange earnings by more than US$200 million and 

rendered foreign-exchange turnover extremely difficult. Security Council sanctions 

resolutions, which are supposed to be a means, not an end, are restricting the right to 

development of the Democratic People’s Republic of Korea. The deterioration of the 

overall DPRK economy is an important cause of the humanitarian problem in that 

country. 

__________________ 

 116  One expert believes that "impact" in this translation version should be "consequences". 
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(ii) Constraining the right to survival of the common people in the DPRK  

      First, food shortages are worsening. Agriculture in the DPRK has long been 

weather-dependent, and in 2020 and 2021 it suffered from successive floods and 

droughts, necessitating the mobilization of emergency food reserves to provide relief. 

The level of mechanization is an important determinant of food production in the 

DPRK. Before the implementation of the sanctions concerned, the country imported 

about US$200 million-worth of vehicles and spare parts from [Member State 2] every 

year. Following sanctions implementation, the embargo on tractors, rice transplanters, 

grain drills, harvesters and their spare parts led directly to a serious shortage of 

agricultural equipment in the DPRK. Currently, 70 per cent of the agricultural 

machinery in the DPRK is reportedly already unusable owing to breakdowns and the 

shortage of spare parts. According to estimates by the Food and Agriculture 

Organization of the United Nations, yearly grain yields in the DPRK from 2016 to 

2020 in millions of tons were 4.97, 4.84, 4.23, 5.6 and 4.66 respectively, with an 

average annual food deficit of more than one million tons. The daily per capita intake 

of 52.3 grams of protein and 38.1 grams of fat in the DPRK is less than half of the 

normal level.  

      Second, clean water is a conspicuous issue. According to tests conducted by 

specialized agencies, E. coli bacteria counts in DPRK tap water exceeded the standard 

by more than 10 times. In 2017, the DPRK proposed to promote a water-supply and 

sewage pipeline renovation project in Pyongyang at the national level, but the project 

has been unable to move forward owing to difficulties in importing water pipes, valves 

and water purification equipment. According to statistics from the United Nations 

Office for the Coordination of Humanitarian Affairs (OCHA), 8.4 million people in 

the DPRK still do not have access to clean drinking water.  

      Third, the medical situation is difficult to ameliorate. The DPRK relies on 

imported medical equipment, medical consumables and medicines, and there is a 

serious lack of basic medical supplies like vaccines, antibiotics, nutrients and 

vermicides, and tuberculosis, hepatitis and malaria are still highly prevalent in the 

country. Owing to shrinking foreign exchange earnings and cumbersome procedures 

for importing medical equipment resulting from the sanctions, replacement of medical 

equipment in the DPRK has been slow in recent years. The Pyongyang Friendship 

Hospital, for example, which specialises in treating diplomatic-mission personnel 

stationed in the DPRK, still relies on its self-modified X-ray and chest X-ray machines, 

which take half an hour to warm up each time they are used to provide examinations. 

(iii) Directly impacting the quality of life of the people in the DPRK  

      First, there is a shortage of daily-use items and household appliances. As a result 

of the sanctions, it is difficult to buy small items such as wire dish-scouring pads, soup 

spoons, kitchen utensils, light bulbs and mobile phones on the market in the DPRK, 

as well as large items such as aluminium doors and windows, water heaters, washing 

machines, sinks, gas stoves, lifts, refrigerators and air conditioners. Although the 

DPRK Government is committed to improving people’s livelihoods and is vigorously 

promoting the construction of 10,000 housing units per year, such construction 

projects are also affected by sanctions restricting the import of some decoration 

materials.  

      Second, people are suffering from power outages. With a total installed power-

station capacity of 8.15 million kilowatts and a generating capacity of 23.8 billion 

kilowatt-hours, power plants in the DPRK are mainly hydroelectric and thus subject 

to seasonal factors, making the supply of electricity unstable. As a result of the 

embargo on solar panels, household generators and transformers, 24-hour access to 

electricity for ordinary households in the DPRK has become a luxury.  
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      Third, insufficient transport capacity is a prominent problem. In recent years, 

under the effect of sanctions, epidemic prevention measures and other factors, 

shipping is taking on increasing importance for the DPRK. The total capacity of 

DPRK ships is only 1.01 million gross tons, with port throughput totalling 43.61 

million tons. As large numbers of ships are successively sanctioned and scrapped, 

DPRK shipping capacity has significantly weakened, severely restricting the import 

of goods for the livelihood of its people. 

(iv) Threatening the safety of life and property of the people in the DPRK.  

      First, production accidents occur frequently. In 2020, the production of basic 

industrial products such as coal and steel were reduced by more than 9 million tons 

and 4 million tons respectively compared to 2016, and the number of safety accidents 

caused by aging and overloaded machinery and equipment has increased significantly.  

      Second, there are many traffic accidents. Infrastructure construction in the 

DPRK has not been improved for many years; the rail network totals roughly 5,300 

kilometres of track, but with the embargoes of materials such as rails, rail sleepers and 

base plates, rails cannot be effectively maintained for long periods of time and train 

derailments and stoppages are common. There are about 26,000 kilometres of public 

roads in the country, which are basically dirt or gravel roads, most of which are 

maintained by bedding and re-burning backfill of waste asphalt, and the roads are in 

extremely poor condition. As imports into the DPRK of batteries, anti-skid chains, 

spark plugs, automotive hardware, car lights and other spare parts are embargoed, 

vehicles in the DPRK also go without effective maintenance for long periods of time 

and junk vehicles are still on the road, resulting in traffic accidents. 

(v) International organizations’ humanitarian assistance to the DPRK is a drop in the 

bucket.  

      The United Nations Development Programme (UNDP), the United Nations 

Population Fund (UNFPA), the United Nations Children’s Fund (UNICEF), the Food 

and Agriculture Organization of the United Nations (FAO), the World Food 

Programme (WFP), the World Health Organization (WHO) and other United Nations 

agencies and some non-governmental organizations have been providing 

humanitarian assistance to the DPRK for a long time. Although they have achieved 

some results, they have had little effect in fundamentally improving the humanitarian 

situation in the DPRK. 

      First, there is great demand for humanitarian assistance to the DPRK. The 

annual budget of the above-mentioned agencies for humanitarian assistance to the 

DPRK is about US$140 million, but the actual financing only amounts to about 

US$40 million, and a single item of assistance can only cover a maximum of some 2 

million people (the total population of the DPRK is about 25 million), so the actual 

effect is limited.  

      Second, the long-arm jurisdiction and secondary sanctions exercised by the 

United States have intimidated financial institutions and economic and trade entities 

in various countries, so that banks and trade and logistics companies are basically 

afraid to undertake business involving the DPRK, resulting in difficulty implementing 

humanitarian aid to the DPRK. 

       Third, although humanitarian aid to the DPRK is eligible for exemptions, it is 

nonetheless beset with difficulties in the practical operation of customs clearance and 

transport procedures; anything unforeseen occurring at a particular stage in the 

process results in the goods and materials being held in place, which greatly affects 

the efficiency of the aid. With the withdrawal of United Nations staff from the DPRK 

over the past two years, it has become even more difficult to carry out the relevant 

work.  
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Member State 3 

 

[Member State 3]’s response to questions 

regarding the humanitarian situation in North Korea 

 

1. First of all, it is important for the Panel of Experts (PoE), as a basis of this discussion, to recall that under 

UNSCR 2397 paragraph 23, the Security Council “condemns the DPRK for pursuing nuclear weapons and 

ballistic missiles instead of the welfare of its people while people in the DPRK have great unmet needs, 

emphasizes the necessity of the DPRK respecting and ensuring the welfare and inherent dignity of people 

in the DPRK, and demands that the DPRK stop diverting its scarce resources toward its development of 

nuclear weapons and ballistic missiles at the cost of the people in the DPRK”. In addition, paragraph 25 of 

the resolution stresses “the DPRK’s primary responsibility and need to fully provide for the livelihood needs 

of people in the DPRK”.  

 

2. We also take note of the PoE’s final report released on April 1, 2022, which mentions that the deterioration 

of the humanitarian situation in North Korea is “due to a combination of the COVID-19 pandemic and the 

resulting border closure, probably the most important factor in the past two years, sanctions, natural disasters 

and changes in internal economic policy for greater use of administrative command methods” (paragraph 

186), and that “there is no reliable methodology that disambiguates the effects of United Nations sanctions 

from other factors, including unilateral sanctions regimes and domestic socioeconomic problems" 

(paragraph 187).  

 

3. In our view, the root cause of the deteriorating humanitarian situation in North Korea is North Korea itself 

diverting its scarce resources toward development of nuclear weapons and ballistic missiles at the cost of 

the welfare of its own people. It is not only practically difficult but also misleading to try to objectively 

discuss only UN sanctions independent of other possible elements which can affect the humanitarian 

situation in North Korea. In this context, it is also worth recalling the G7 Foreign Ministers’ Statement 

responding to the launch of an ICBM by North Korea on 26 March 2022, which states that “[w]e are clear 

that the dire humanitarian situation in the DPRK is the result of the DPRK’s diversion of the DPRK’s 

resources into weapons of mass destruction and ballistic missile programs rather than into the welfare of its 

people”.  

 

4. We would like to request the PoE that if it receives any "empirical data" or "assessment" from countries 

in response to its request for information, the objectivity and reliability of such information should be 

thoroughly verified as the PoE considers it, and that the PoE’s analysis should be carefully conducted using 

neutral, reliable and appropriate methodology.  

 

5. It should also be recalled that UNSCR 2397 paragraph 25 provides for exemption of sanctions to enable 

necessary humanitarian assistance. Furthermore, we understand that, as a result of the review in response to 

the Covid-19 pandemic, the application process for exemption has been expedited, and the period of 

exemption has been extended for cases not related to Covid-19 as well. We would like to stress that 

necessary humanitarian assistance can be provided if procedures are appropriately completed. [Member 

State 3] takes the position that humanitarian assistance to meet the needs of North Korea should be provided 

in accordance with the existing procedures and we support the efforts of the Committee and other relevant 

countries to further expedite and simplify the procedures as necessary.  
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6. Finally, in its letter dated 18 March 2022, the PoE asked if a receiving Member State could “propose 

ways in which the UN Security Council and other UN organizations might act to mitigate any negative 

humanitarian impact of UN sanctions". We consider it critically important that the PoE's consideration, 

discussion and recommendations should be made based on its own objective and unbiased examination and 

analysis of information. If any Member State submits such a policy recommendation in response to the said 

letter, it should not be used as a direct basis of new recommendations by the PoE, nor should such a 

recommendation be quoted directly in the PoE’s deliverables.  
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Member State 4 

 

[Member State 4] appreciates the Panel's reports to the Security Council and its Sanctions Committee 

on the DPRK on issues concerning the unintended impact of UN sanctions measures on the civilian 

population of the DPRK, pursuant to paragraph 25 of resolution 2397 (2017). The resolution reaffirms 

that the measures imposed by resolutions 1718 (2006), 187 4 (2009), 2087 (2013), 2094 (2013), 2270 

(2016), 2321 (2016), 2356 (2017), 2371 (2017), 2375 (2017), 2397 (2017) are not intended to have 

adverse humanitarian consequences for the civilian population of the DPRK or to affect negatively or 

restrict those activities, including economic activities and cooperation, food aid and humanitarian 

assistance, that are not prohibited by the above-mentioned resolutions, and the work of international 

and non-governmental organizations carrying out assistance and relief activities in the DPRK for the 

benefit of the civilian population of the DPRK. 

 

As you note in your letter, the Panel's ability to report on this issue has been hindered by a lack of 

empirical and verifiable data on which to base its analysis. The DPRK's self-imposed border closure 

since January 2020, and its impact on the in-country international presence and country visits, similarly 

affects our ability to provide adequate and reliable empirical data. 

The humanitarian situation in the DPRK has long been of concern to the international community, 

expressed, inter alia, in Security Council resolution 1718 (2006) that underlined the "importance that 

the DPRK respond to other security and humanitarian concerns of the international community" 

(emphasis added). The lamentable humanitarian situation predates the UN sanctions measures, and 

points to the responsibility not of sanctions or ineffective implementation of exemptions, but of policy 

choices by the government of the DPRK It is our assessment that economic priorities made by the 

DPRK government, where national resources are channelled to the continued development of nuclear 

weapons and ballistic missiles not only subverts stability in the region and undermines international 

peace and security, but also aggravates an already deteriorating economic and humanitarian situation, 

and the vulnerability of the people of the DPRK The self-imposed closure of the DPRK's border has 

reinforced already difficult circumstances for the people of the DPRK. It furthermore directly adds to 

operational limitations for humanitarian organisations. 

 

The 1718 Committee has since January 2021 approved sanction exemptions for 12 humanitarian 

projects in addition to 32 extensions/ amendments of already approved projects. However, due to the 

continuous blockade a limited amount of this humanitarian assistance has entered the country and 

reached the recipients. We are also aware that the international society, through various channels, have 

offered to provide Covid-19 vaccines, but that these offers so far have been turned down by the DPRK. 

 

[Member State 4] is committed to the expedient processing of humanitarian exemptions aimed at 

facilitating humanitarian assistance to those in need. We have a long-standing policy of depoliticised 

humanitarian assistance. Over the years, we have consistently contributed assistance to the vulnerable 

population of the DPRK. On this basis, we note that among the changed factors that are related to the 

work of international and non-governmental organizations carrying out assistance and relief activities 

in the DPRK for the benefit of the civilian population, is the absence of a stable banking channel to 

support such activities. We are not in a position to assess the reason for the lack of such a channel but 

note that its absence has created unwanted uncertainties for humanitarian activities. Lack of access and 

monitoring has compounded the effects of the in-country cash shortage. 
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Last year, the 3rd Plenary Meeting of 8th Central Committee of the Workers Party of Korea reportedly 

assessed that "the people's food situation is now getting tense" and a nation-wide mobilisation took 

place to prevent and mitigate widespread risks linked to typhoons and floods, which have severely hit 

the country in the past years. We are, however, not aware that sanctions measures would have prevented 

the DPRK to import food supplies to make 

up for their reported shortfall in grain production.  

 

We have been informed that among humanitarian partners, at least one organization is of the impression 

that sanctions in general have contributed to higher logistical costs as well as operational stresses in 

importing humanitarian goods into DPRK. As the Panel noted in its Final Report submitted in 

accordance with paragraph 2 of Council resolution 2569 (2021), the "unintended humanitarian 

consequences of United Nations sanctions affecting the civilian population continue to be difficult to 

disaggregate from other factors". 

 

The lack of access for and monitoring of humanitarian assistance in accordance with international 

principles continue to remain main obstacles for international and non-governmental organizations 

carrying out assistance and relief activities in the DPRK for the benefit of the civilian population. In the 

event that the DPRK's border closure is lifted to allow for unrestricted humanitarian operations, we 

could foresee situations for which the absence of an exceptional payment modality or a stable, safe and 

transparent banking channel in compliance with the UN Sanctions, at some point might delay or 

otherwise impact assistance and relief activities in the DPRK. 
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Member State 5 

 

International community and [Member State 5] experts on Democratic People's Republic of 

Korea (DPRK) assess that the humanitarian situation in the DPRK is critical. According to United 

Nations Office for the Coordination of Humanitarian Affairs (OCHA), humanitarian situation in the 

DPRK has worsened in terms of food security, medical and public health care system, and water. In 

particular, the situation for vulnerable groups, such as children and the elderly, has deteriorated. In 2021, 

the number of malnourished children significantly went up compared to 2020, and children with 

pneumonia from January to June of 2021 increased by 69% over the same period of the previous year.  

 

While limited access to information does not allow a clear-cut assessment of the current 

humanitarian situation in the DPRK, the outbreak of COVID-19 and its border closure measure to 

respond it starting from January 2020 have impeded transports of humanitarian supplies and left great 

negative impact on conditions of the civil population of the DPRK. As of March 18, 2022, 11 of 13 

projects by humanitarian organizations of the [Member State 5] that have been granted sanctions 

exemption were not able to ship aid and relief supplies to the DPRK due to its strict lockdown and 

applied for extension of their sanctions exemption. Besides, international organizations in the DPRK, 

including WFP, WHO, and UNICEF, have expressed concerns that its long-term border closure have 

prevented aid workers from returning to the country and aid supplies from being brought in. According 

to the Global Alliance for Vaccines and Immunization (GAVI), the DPRK relies heavily on 

humanitarian aid in terms of crucial medicines and relief items. For instance, 98% of childhood vaccines 

for under the age of 5 are provided by international organizations and NGOs.  

 

[Member State 5] government is concerned about the humanitarian crisis in the DPRK and 

believes that humanitarian assistance is necessary to relieve this crisis. We appreciate that the 1718 

Committee revised the Implementation Assistance Notice No.7 (IAN No.7) on November 30, 2020, to 

streamline the process of sanctions exemption. This measure has contributed to accelerate the approval 

process for humanitarian projects and COVID-19 relief projects. There remains a need to re-establish 

the banking channel, bring back staffs of international organizations and NGOs to the DPRK in order 

to fully carry out and monitor humanitarian support, and continue to communicate with NGOs.  
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Member State 6 

 

In response to request OC.15 of 18 March 2022 from the Panel of Experts, we report the following.  

 

The rapid deterioration of the humanitarian situation in the Democratic People’s Republic of Korea in 

2018–2019 was a direct result of the indiscriminate application of international sanctions, which exacerbated 

existing problems (such as economic insularity and inefficiencies, and the impact of natural disasters). In 2020–

2021, the situation was compounded by the negative effects of the coronavirus disease (COVID-19) pandemic 

and the resulting measures to suspend foreign trade. These measures were necessitated in large part by the dire 

state of health care as a result of the sanctions.  

 

For objective reasons, primarily the lack of agricultural land, the Democratic People’s Republic of Korea 

is unable to feed its population on its own; it does not have a developed pharmaceutical industry; and its health-

care system is in an unacceptably poor state. Nevertheless, improving the well-being of the population in 2021–

2022 was declared the main focus of the work of the party and the Government. A large-scale housing programme 

is being implemented, and about 12,000 new apartments are commissioned annually in the capital alone. As part 

of measures to address the food problem, more greenhouses, livestock farms and fertilizer production facilities 

are being built. The urgency of the situation is clear from the variety of the first consignments to arrive in the 

Democratic People’s Republic of Korea after the borders were opened, comprising construction and finishing 

materials, powdered milk, sugar, vegetable oil, soap, washing powder, medicines and garment accessories for 

sewing school uniforms.  

 

The humanitarian situation in the Democratic People’s Republic of Korea is very much, even crucially, 

dependent on links with the outside world. 

  

The Democratic People’s Republic of Korea needs to acquire, by purchase and/or bilateral and 

international aid donation, food, fertilizers, pesticides, medicine, medical equipment and much more. It also 

requires assistance in training and developing the skills of local doctors.  

 

Such opportunities have, however, been completely eliminated by the sanctions and the climate of 

ostracism that has been created.  

 

Imports of petroleum products are restricted, and equipment and machinery, cars, chemical products and 

almost all types of raw materials cannot be lawfully procured from abroad. The Democratic People’s Republic 

of Korea cannot even buy permitted items because it has no export revenues or currency reserves, banking 

channels have been blocked, almost its entire merchant fleet has been outlawed and foreign ships are prohibited 

from entering its ports.  

 

The self-isolation supposedly because of COVID-19 was essentially just the culmination of the long-

standing blockade forced upon the country by the sweeping and indiscriminate sanctions. In real terms, the 

contribution of international humanitarian organizations to addressing the problems faced by the most vulnerable 

people in North Korea has been extremely small in recent years. The largest donor to the Democratic People’s 

Republic of Korea has always been the World Food Programme, through which $215 million is expected to be 

allocated over the five-year period from 2019 to 2023, representing $10 per person per year (covering 4.4 million 

people). Such stinginess on the part of donors is due in large part to external pressure and retaliation against 
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anyone who enters into any sort of relations, even on humanitarian grounds, with the Democratic People’s 

Republic of Korea.  

 

The food situation has worsened in 2022. The market price of rice, which serves as a basis for all food 

prices, has now surpassed 5,700 won per kilogram. By the beginning of the “barley hump” in June (the hungriest 

time of the year), the price could exceed 7,000 won, dragging with it all other commodity prices.  

 

A food rationing system is in effect only in the capital and is reserved for privileged groups. It has 

emerged that a number of categories of people have been dropped from the list of those covered by the centralized 

supply, and rations have been reduced to a minimum for all other categories. To survive, families rely on small-

scale black-market trading and all sorts of side jobs, such as street vending, home-based work and cooperatives. 

The real income of average North Koreans has decreased by at least 1.5 times over the past two years, entailing 

a significant reduction in the quantity and nutritional value of the food that they can afford. Some items have 

been completely excluded from their diet, such as sugar and vegetable oil. As always in such circumstances, 

children, persons with disabilities and pregnant women have been hit the hardest.  

 

Without sufficient fertilizers, pesticides, fuel and machinery, which can be obtained only through imports, 

cooperatives cannot significantly increase food production. A radical change in the current situation will not be 

possible without urgent deliveries of grain from abroad.  

 

The state of health care in North Korea has never been as dire as it is now. More than 90 per cent of 

medicine needs used to be met through imports. Domestic production of medicines has collapsed because of the 

failure to obtain the necessary components and packaging from abroad. As a result, almost all products sold at 

pharmacies are no longer available for purchase over the counter. Many drugs, including insulin, could not be 

purchased for any money in 2020–2021.  

 

Given the lack of precursors, basic blood tests cannot be performed. The majority of laboratories and X-

ray units were closed down after the stocks of imported consumables were exhausted and machines failed owing 

to a shortage of spare parts for medical equipment. Pyongyang Medical University now has the only working 

magnetic resonance imaging machine in the capital. There is no such equipment at all in the provinces.  

 

Hospitals do not have even basic items such as alcohol, absorbent cotton, disposable syringes and 

adhesive plaster. People who have the means prefer to be treated by private doctors, but this is very expensive. 

The areas of medicine that were hit the hardest in the Democratic People’s Republic of Korea over the past two 

years were those that used imported components the most in treatment, namely, oncology, cardiovascular surgery, 

dentistry and ophthalmology. There has been a significant increase in the mortality rate for cancer, cardiovascular 

disease and, in particular, diabetes, which is widespread in the Democratic People’s Republic of Korea.  

 

The construction of a multifunctional hospital building in Pyongyang has been completed, and large 

medical centres have been built or are under construction in every province. Equipping them, however, has posed 

serious problems. The country does not have, and does not expect to obtain, the hard currency necessary to 

purchase expensive modern equipment.  

 

The suspension of vaccine supplies from abroad and the depletion of existing supplies led to the spread 

of diseases such as tuberculosis and hepatitis. Another negative consequence was an extreme shortage of hygiene 

items. The Democratic People’s Republic of Korea has traditionally procured from abroad large quantities of 

soap, washing powder, detergents and chemicals for cleaning clothes, and raw materials for the production of 
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haberdashery goods. Such a shortage inevitably resulted in pervasive helminthiasis and an increase in 

gastrointestinal disease and poisonings.  

 

An option that could be explored is the establishment of a special replenishment fund, which would be 

made up of the proceeds from exports under special quotas of North Korean goods that can be traded on the 

international market, including coal, iron ore and seafood, with funds deposited into a special account. Funds 

from this account would be used under the supervision of the Security Council Committee established pursuant 

to resolution 1718 (2006) to purchase food, medicine and Western parts and consumables for medical equipment 

in the Democratic People’s Republic of Korea.  
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Member State 7 

 

[Member State 7] has maintained diplomatic relations with the Democratic People’s Republic of Korea, 

henceforth DPRK, since [year] and operates an Embassy in Pyongyang since [year]. [Member State 

7]’s commitment to peace and development on the Korean peninsula remains strong and is manifested 

not least through the work of our Embassies in Seoul and Pyongyang, the [Member State 7 contingent], 

and through our [Special Envoy of Member State 7].  

 

Due to the strict anti-epidemic measures of the DPRK in response to the coronavirus pandemic, 

[Member State 7] decided to temporarily relocate its diplomatic staff at the Embassy in Pyongyang to 

[City in Member State 7] in [month, year]. The Embassy remains open, with local staff working in 

Pyongyang. Our diplomatic staff stand ready to return to Pyongyang as soon as circumstances allow.  

 

Over the first two decades of this millennium, [Member State 7] has consistently been one of the largest 

donors to international humanitarian organisations in the DPRK. [Member State 7]’s humanitarian 

assistance is strictly needs-based and adheres to the humanitarian principles of humanity, neutrality, 

impartiality and independence. Information obtained through the work of humanitarian partners and 

organisations in the DPRK has fed into the analysis below.  

 

The Government of the DPRK has primary responsibility for the wellbeing of its people and the 

humanitarian situation in the country. The sanctions instituted by the UN Security Council follow from 

the illicit activities of the Government of the DPRK. Therefore, the root cause of any consequences of 

UN Sanctions is the policy of the Government of the DPRK. The Government of the DPRK is 

consistently obstructing transparency about in-country humanitarian needs. Given the lack of reliable 

data and the difficulty in disaggregating the effects of UN sanctions from DPRK policy on the 

humanitarian situation, the answers below are only fragments. Hopefully, these can feed into a more 

holistic analysis by the Panel of Experts.  

 

1. Empirical data on the effect of sanctions are generally easier to extract from the 

time immediately following the imposition of the sanctions in 2017. Over the 

course of 2018, the price of petrol in Pyongyang rose around 250%, adjusting 

for exchange rates and inflation. This was an immediate effect following the 

cap of oil imports. The direct humanitarian effect of the spike in petrol prices, 

however, is harder to determine. Distribution, including of humanitarian 

assistance, and agriculture will have been affected. However, the indirect effect 

on food prices was less pronounced. The price of basic foods in Pyongyang 

was, in fact, relatively stable from 2017 through 2020. Given the fact that the 

majority of the population lives on domestic produce, their standard of living 

does not directly depend on the price of imports such as petrol. Rather, in 

relative terms, higher prices for petrol and imported goods will have affected 

the middle class in Pyongyang more.  

 

UN sanctions, in combination with explicit policy of the Government of the 

DPRK, may have created a pretext for the re-centralisation of economic activity 

in fewer enterprises and increased state control. In 2018, Air Koryo, the 

national air carrier, diversified and started selling petrol and consumption 

goods. Conversely, it seems to have been harder for smaller businesses 
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controlled by private individuals to weather the effects of sanctions. This 

economic re-centralisation has later been compounded by the strict anti-

epidemic measures of the Covid-19 era. Seeing as most people in the DPRK 

are dependent on income outside the State Distribution System, the increased 

centralisation of economic activity has most likely had a negative humanitarian 

effect. This negative effect would have been gendered, seeing as official power 

structures in the DPRK are male-dominated and women have played a 

comparatively larger role in informal trade.  

 

On a more aggregate level, economic growth seems to have decreased from 4% 

in 2016 to 1,5% in 2017. Estimates about how much of this is attributable to 

sanctions vary. Official trade data suggest that annual, aggregate trade fell by 

USD 3 billion annually in the years 2018-2019. The most direct impact of 

sanctions on the livelihood of people in need seems to have been the operational 

hurdles created for humanitarian organisations.  

 

2. One of the more direct impacts of UN sanctions seems to have been the 

operational constraints created for humanitarian organisations. The Panel of 

Experts will be aware of such constraints and [Member State 7] welcomes that 

the process for granting humanitarian exemptions has been streamlined and the 

processing time has been reduced. Furthermore, before the coronavirus 

pandemic, none of the larger humanitarian organisations expressed that they 

lacked capacity to absorb additional funds. This suggests that the UN sanctions, 

while unintentionally negatively impacting some humanitarian operations, 

have not precluded additional funds to humanitarian assistance in the DPRK.  

 

The main obstacle to humanitarian operations due to the Governments policy, 

unintended effects of UN sanctions, compounded by the coronavirus pandemic 

and the cancellation of regular travel, seems to have been the absence of a 

banking channel through which humanitarian organisations could pay for 

operational expenses inside the DPRK. The difficulty in ascertaining that the 

Government of the DPRK does not divert resources from banks and financial 

institutions  

to fund illicit activities has regularly led to the complete absence of means to 

make financial transfers to the DPRK. Even before the coronavirus pandemic, 

roughly 90% of humanitarian financing was spent outside the country. Cash 

had to be brought in to pay for e.g. salaries, rent and logistics. Fundamentally, 

the DPRK economy is cash-based and lacks a credible system of accountability. 

As such, the difficulty to pay for operational expenses inside the DPRK has 

limited the scope of technical assistance programmes to Pyongyang and its 

environs, even though financing for broader programmes was available.  

 

3. Disaggregation of the causes of humanitarian outcomes in the DPRK remains 

extremely difficult, not least because of the general lack of reliable data from 

national authorities. Even so, it is clear that the DPRK’s border closure has had 

a significantly larger effect on humanitarian outcomes than unintended effects 

of UN sanctions.  
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The broad coverage pre-Covid of childhood vaccination programmes against 

measles, tuberculosis, polio and other preventable diseases has been reduced 

significantly as a consequence of the closed borders. Furthermore, the closed 

borders have also been followed by reports of acute shortages of medicine, 

insulin, and treatment for malnourishment. Significant food price spikes, even 

for domestic produce, were observed in 2020. Without international observers, 

it remains difficult to assess the humanitarian situation in the DPRK, especially 

outside Pyongyang.  

 

4. As mentioned above, the absence of a banking channel has created significant 

operational constraints for humanitarian organisations in the DPRK. These 

constraints have been compounded by the coronavirus pandemic since cash can 

no longer be brought into the country. To maintain readiness to respond to a 

worsening humanitarian situation, it is important that UN agencies and 

humanitarian organisations can maintain structures such as offices and local 

staff in Pyongyang. Therefore, it would mitigate the unintended negative 

humanitarian impact of UN sanctions if the UN Security Council or other 

interested actors were able to aid the ongoing efforts to create a safe and 

sanctions-compliant means to make financial transfers to local offices of 

humanitarian organisations in the DPRK. It would also facilitate the continued 

provision of humanitarian assistance, however limited, that at present makes its 

way to the civilian population of the DPRK.  
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Member State 8 

 
 

As you know, due to the self-imposed border closure of the country, very little reliable information is 

currently available on the situation in the DPRK. Due to this, we are unable to provide you with any 

empirical data. However, we would like to raise one major challenge, which is the transfer of cash to 

the country. 

 

The challenges on cash transfers to the DPRK directly impacts both programmatic and operational 

aspects. For example, office running costs such as the procurement of fuel vouchers to support field 

monitoring by government and local staff, and for construction work, are normally paid locally with 

available cash. We and our international partners have to work on complex workarounds, which is 

timeconsuming and ultimately more expensive. 

 

In the current circumstances of the country’s border closure, there is no way to legally bring cash into 

the country. We and our international partners are therefore accumulating debts. Without cash we 

cannot pay local expenses to cover travel and subsistence allowances for local partners to undertake 

routine field monitoring, leaving us and international partners reliant on the goodwill of local partners 

to absorb the cost on an accrued basis — this leaves us open to the risk that partners may refuse to 

continue such arrangements, and leave us with no viable field monitoring system in place. We and our 

international partners cannot procure local supplies such as consumables (toner, papers, office materials 

etc.) for both our own office and for partners, without local cash availability. And we cannot hire local 

expertise to undertake specific programmatic work without the ability to pay them locally — thus 

constraining some aspects of our and our international partners’ programs. 

 

We deem the resolution of the issue of cash supply as a matter of priority to enable us and our 

international partners to pay back accrued debts and avoid the risk of the existing goodwill expiring, 

with a further detrimental impact on the programming capacity. 
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Member State 9 

 
Response from [Member State 9] to the Panel of Expert’s Outgoing Communication #15 (reference 

S/AC.49/2022/PE/OC.15)  

 

Thank you for your inquiry on the impact of sanctions on the humanitarian situation in the Democratic 

People’s Republic of Korea (DPRK). The DPRK has for decades been the most self-isolated and opaque 

country in Northeast Asia. Following the Korean War (1950-1953), the DPRK adopted a communist 

development model similar to its allies in the region. These allies, however, eventually reformed their 

economic policies; integrated with the global economy; and improved the material lives of their people. 

Every country in the region has benefitted to some degree from this general economic transition over the 

course of the past three decades. Not only has the DPRK failed to make this transition, but in recent years it 

has made the choice to restore the failed economic policies of its past. We assess these policy choices have 

impeded the DPRK’s economic growth; led to a deterioration of material well-being; and exacerbated 

humanitarian concerns. We also assess that deteriorating humanitarian conditions are of secondary concern 

to the DPRK’s political imperative of protecting the Kim family regime, which drives its investment into its 

weapons of mass destruction (WMD) and ballistic missile program.  

 

Following the December 2019 5th plenum of the 7th Central Committee of the Korean Workers’ Party, and 

before the outbreak of the COVID-19 pandemic, DPRK leadership announced the country was failing to 

accomplish the goals of the five-year economic development strategy (2016-2020). The DPRK responded 

by launching a “head-on breakthrough offensive” (HOBO) to reinvigorate production. The HOBO was 

formalized and made part of a new five-year plan (2021-2025) at the subsequent 8th Party Congress in 

January 2021. The new five-year plan aims to crack-down on informal and decentralized economic activity 

and the private coping mechanisms that grew to support people’s livelihoods after the famine of the 1990s. 

The end goal is to re-establish centralized party-state control over all significant economic activity; 

“indigenize” production to weaken foreign leverage; and reinvigorate the official public rationing system. 

This is a return to the failed orthodox-communist policies of the past. As part of this policy package, DPRK 

leadership also seeks to increase the isolation of the DPRK people from the outside world to prevent the 

outflow of information that could reveal the true state of the DPRK’s internal conditions and to prevent the 

inflow of “corrupting” goods, information, and ideas that could weaken the leadership’s political legitimacy. 

We assess these policies will result in continued economic stagnation, leading the DPRK to fall 

economically further behind its neighbors with each successive year. To compensate for these weaknesses, 

the DPRK will continue to rely domestically on isolation and repression of its people and internationally on 

its unlawful WMD and ballistic missile programs to sustain the personalized Kim family regime.  

 

The COVID-19 pandemic, occurring after the DPRK had chosen this new direction, has probably helped 

the DPRK leadership as they implement these policies. Under their COVID-19 mitigation measures, the 

DPRK has significantly increased border security to record levels, contributing to a severe reduction in 

outward migration; reduced cross border trade with the People’s Republic of China and the Russian 

Federation; and choked off remittances and communication from abroad. These measures have provided the 

central government the greatest control over the distribution of imported goods it has possessed for a 

generation. The DPRK has nurtured a fear of the coronavirus as a tool to control population movement and 

allowed the resident foreign non-governmental organization (NGO), aid, and diplomatic communities to 

wither. Today the DPRK is the most isolated it has been in three decades, the economy is perhaps as 

dysfunctional as it has been in three decades, and the true state of humanitarian conditions in the DPRK is 

perhaps the most unknown as it has been in three decades. Despite the current state of affairs, we do not see 

any signs that the DPRK regime intends to change course.  
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Despite these formidable challenges, [Member State 9], private NGOs, and the UN continue to promote 

humanitarian engagement with the DPRK. [Member State 9] has streamlined the application process for 

[Member State 9] licenses and authorized numerous humanitarian projects sourced by our domestic NGOs 

along with charitable organizations in Europe and the Republic of Korea. Since the beginning of 2021, the 

1718 Committee has approved sanctions exemptions for 12 projects and extensions or amendments for an 

additional 32. The international community has promoted the distribution of COVID-19 vaccines to the 

DPRK population. The vast majority of these overtures, however, have been ignored or rejected by the 

DPRK. [Member State 9] offered COVID-19 aid in early 2020, but the DPRK never responded to the offer.  

 

Inquiry 1: Empirical data (concerning incomes and employment, availability of food and other consumer 

goods, standards of living, healthcare, social benefits and any other relevant data) and assessment of the 

impact of UN sanctions on the humanitarian situation in the DPRK; this should include both the direct and 

indirect (through their effect on DPRK’s socio-economic situation) impact of UN sanctions.) What are the 

sectors and population groups you consider most affected by UN sanctions? How has this impact changed 

over time, especially since the end of 2017, and what has been the cumulative effect? Please provide as 

many verifiable examples of this impact as possible.  

 

Given the DPRK’s long-standing policy of denying the outside world access to information on its internal 

conditions, a policy that is even more effective following the decisions of the 8th Party Congress and the 

impact of the DPRK’s anti-epidemic measures, we are unable to provide the requested data with the level 

of scientific rigor or confidence that would be required to make policy. There are currently only three 

ultimate sources of demographic/quality of life data for the DPRK:  

 

1. Information provided by the DPRK government and published though its official media or 

released to the UN for publication;  

2. Information systematically collected from recent defector arrivals in the Republic of Korea; and  

3. Information in other media.  

 

We assess the first kind of data to be helpful for informing policy analysis, but ultimately biased, unverifiable, 

and not independently collected. We assess that the second kind of data is currently unavailable since as of 

2020 there are not enough recent DPRK defectors from which social scientists and policymakers can draw 

a scientific sample of current economic conditions. The third kind of data has been very helpful in assessing 

economic conditions in the DPRK, but it is too limited in scope and availability to make timely, confident 

assessments beyond general trends. Before the 8th Party Congress and the DPRK’s anti-epidemic measures, 

we could rely more systematically on diplomatic reporting, UN and NGO reports, and greater media 

penetration, but these sources have all deteriorated since January 2020 as a result of DPRK policy.  

 

Alternative data sources are also available, and we consider them all helpful, but each is flawed in ways that 

limit their consistent usefulness for policy application.  

 

The Republic of Korea’s central bank (the Bank of Korea) generates national income accounts for the DPRK 

(GNI/GDP), and while we find this work important, the underlying data are not public and the methodology 

is not transparent or reproduceable. The DPRK has also released recent GDP figures to the UN, but we are 

skeptical of these numbers as we do not assess that the DPRK’s Central Bureau of Statistics has the ability 

to generate sound GDP statistics, and the numbers appear to primarily serve as externally focused 

propaganda in the service of DPRK foreign policy goals.  

 

As the DPRK does not publish trade statistics, we have historically looked at mirror trade statistics from the 

DPRK’s trading partners to learn about trade composition and volume as an indicator of the DPRK’s 
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economic activity. These statistics are also flawed in many notable ways that limit their use for policy 

analysis. To begin with, illicit transactions, which are of vital importance to policy analysis, are nearly 

completely omitted from international trade databases. Humanitarian assistance to the DPRK is also 

frequently excluded. Although some of the DPRK’s international trade data can be derived from publicly 

available mirror-statistics, we work to supplement it with our reports to the UN 1718 Committee, and we 

look forward to continuing to help the Committee fulfill its mission. Numerous other methodological 

problems also plague the use of trade statistics, such as establishing actual country of origin for cargo, 

reporting countries confusing the DPRK and the Republic of Korea, political manipulation of the data, 

human error, and difficulties assigning a change in data to a causal independent variable.  

 

Collective UN measures adopted by the Security Council are targeted at individuals, organizations, and 

sectors that are involved in the sourcing, financing, and implementation of the DPRK’s unlawful WMD and 

ballistic missile programs, and this is where the burden of UN sanctions probably most heavily falls. There 

is no evidence to credibly link DPRK natural resource exports to domestic wages or even standards of living 

in communities around DPRK mines. To take an extreme example, it is highly likely that some of the mines 

that produce anthracite coal for export from the DPRK’s South Pyongan Province are in political prison 

camps, where prisoners will essentially be worked to death irrespective of how much coal is exported for 

hard currency versus being used in domestic power plants. A similar story can be told for DPRK overseas 

workers, who in many cases live in deplorable conditions, working exploitative hours, only to be forced to 

relinquish approximately 70% (or more) of their earnings to the Korean Workers’ Party. The DPRK does 

not allow independent workers to travel overseas and earn an income for themselves. These overseas labor 

activities are specifically intended as a tool for acquiring foreign exchange to facilitate regime priorities.  
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Inquiry 2: Assessment indicating any negative influence of UN sanctions on international humanitarian 

assistance to DPRK, or on the work of international and non-governmental organisations carrying out 

assistance and relief activities in the DPRK. Please provide as many verifiable examples of this impact as 

possible.  

 

To the best of our knowledge, UN and other bilateral sanctions are not having any significant impact on 

humanitarian projects in the DPRK. The UN 1718 Committee has worked diligently to approve and extend 

approval for humanitarian exemption requests. However, nearly all of these projects have been unable to 

fulfill their missions due to the DPRK government’s isolation and COVID-19 mitigation policies. The 

DPRK has even repeatedly refused COVID-19 assistance, such as vaccines, and is one of two countries 

worldwide to not provide its population with any vaccines to protect against COVID-19.  

 

 

Inquiry 3: What other factors have had an influence on the humanitarian situation in DPRK, particularly 

since 2017, and what has been their relative importance to that situation? How have your relevant 

authorities disaggregated their effect from that of UN sanctions? Please provide as many verifiable 

examples of this disaggregation as possible.  

 

Given the current state of DPRK data and available statistical tools, we are unable to disaggregate the 

relative weights of sanctions, or any other policy, on DPRK economic performance. We have no reliable 

metrics of DPRK economic performance. This, again, is primarily due to the DPRK’s policy of hiding its 

information from the outside world.  

 

Given the quantitative and qualitative data that is available, we assess that the two most significant factors 

that negatively affect humanitarian conditions in the DPRK today are the DPRK’s own domestic economic 

policies, which have resulted in some of the lowest observed living standards in the region for decades, and 

the DPRK’s anti-epidemic measures, which have resulted in boosting isolation to record levels compared 

with the previous two decades. Moreover, rather than addressing the humanitarian situation, the DPRK 

continues to focus its resources on advancing the size and sophistication of its WMD and ballistic missile 

programs and orchestrating sophisticated sanctions evasion activities through a network of illicit actors.  

 

Humanitarian assistance potentially can play a role in mitigating some of the DPRK’s problems, but 

substantial economic reforms, implemented over the course of decades, will be required to bring DPRK 

living standards up to regional levels. Looking just at the supply of food, according to the World Bank, the 

DPRK's arable land per capita = 0.09 hectares. This puts it on par with UK, Portugal, China; and above 

Vietnam (0.08). The ROK’s arable land per capita = .03 hectares. DPRK agricultural failure is a consequence 

of policy, not resource endowments. Closing the gap in agricultural production between the DPRK and its 

neighbors will require reforms to the DPRK’s outdated and failed cooperative farming and agriculture 

rationing schemes.  

 

Sanctions relief will not likely boost the livelihoods of the neediest individuals in the current DPRK policy 

environment. We are currently unable to even determine who the neediest people in the DPRK are. However, 

given what we collectively know about the dynamics of the DPRK regime, we assess the benefits of 

sanctions relief in the current environment are more likely to result in channeling increased hard currency 

revenue into regime priorities, which include the  
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Inquiry 4: Could you propose ways in which the UN Security Council and other UN organisations might 

act to mitigate any negative humanitarian impact of UN sanctions?  

 

1. The UNSC could increase data on the 1718 Committee website as to what aid has been offered to the 

DPRK (i.e., project approvals) and the status of project completion (i.e., whether the aid has been 

delivered) to improve awareness of what humanitarian projects are ongoing and in what areas.  

2. UN organizations could increase in-country presence to better assess the impact of sanctions on 

humanitarian conditions as well as the overall economic situation in the DPRK.  

3. The UN 1718 Committee could develop a humanitarian aid “effective practices” document that lays out 

guidance on aid provision, monitoring, and evaluation that could help guide organizations in planning 

aid projects for the DPRK (and other countries).  
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Annex 69: Question of Panel’s survey to NGOs 

        

The Panel continued its previous practice, started in 2020, and in June 2022 surveyed around 40 

organizations (including both UN and non-governmental aid organizations), most of which applied for 

exemption requests, either directly to the 1718 Committee or through a Member State, as well as some 

other organizations with record of activity in DPRK, suggesting the following questions: 

 

1. What is your assessment of the impact of UN sanctions on the humanitarian 

situation in the DPRK and how has that impact changed over time?    

 

2. How has the current COVID 19 outbreak in DPRK and restrictions related to the 

COVID-19 pandemic affected the economic and humanitarian spheres, and in 

what way have they influenced the overall humanitarian situation?  If possible, 

please include information or examples that support your assessment. 

 

3. Please provide detailed information and data on your organization’s  current 

and planned work related to DPRK  COVID 19 outbreak and any reductions in 

operational capacity due to issues related to quarantine measures in the DPRK.  

 

4. Please provide detailed information about how the implementation of UN 

sanctions may have impacted your organizations COVID 19 response. 

 

5. If your operations require humanitarian exemption approvals from the 1718 

Committee, has the approval process met your needs?   

 

6. What, if anything, could be further improved in the exemption process, or in the 

implementation of UN sanctions, to better meet your operational needs and 

objectives? 

 

7. Could you propose ways in which humanitarian and UN sanctions actors might 

enhance mutual understanding of each other’s objectives and methodologies? 
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Annex 70: Replies from NGOs 

 

The following quotes have been compiled from the responses to the Panel’s survey to NGOs. 

 

 

NGO 1 

[NGO 1] has no activities ongoing in DPRK since 2020 and therefore no new developments have 

occurred which might provide information for the panel. 

 

 

NGO 2 

Since our last correspondence of [Date and Document No.] we have observed almost no changes 

regarding the situation with our project activities in North Korea. Since January 2020 our aid supplies 

(including test-sets for Covid) are stuck at the border and despite all our efforts this remains unchanged. 

Contacts into the country remain sparse; it is nearly impossible to get any information beyond what is 

already known through the media. Still, they seem to confirm the worrying situation in regards to food 

security and the spread of Covid. 

 

 

NGO 3 

 
- UN sanctions are taking a serious toll on the daily lives of North Koreans. It appears to be having 

adverse effects that completely go against the purpose of the 'Leave No One Behind' of the UN SDGs  

 

- [COVID-19 outbreak]is reducing the vitality and productivity of North Koreans in their daily life. It 

seems that they are increasing their will to overcome the difficulties on their own without external 

support due to antipathy to sanctions.  

 

- Due to the prolonged border blockade for more than two years, the North Koreans are getting tired 

of the blockade. There are North Korean organizations that say they can cooperate if they can receive 

food aid informally from outside, but it seems difficult to make a formal request for external aid in 

North Korea  

 

- A collaborator who was carrying out humanitarian aid to North Korea became unable to visit North 

Korea due to the corona virus. As he took a break from his activities, it was difficult to collect any 

more internal news about North Korea that he had been collecting through him.  

 

- Humanitarian aid to North Korea has shrunk by reducing the number of personnel in charge of 

humanitarian aid at our institution.  

 

- UN sanctions aroused a negative public perception of not only the response to COVID-19, but also 

humanitarian aid activities in general.  
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- We don’t have any opposition to approval process. However, sanctions themselves cause negative 

impact on humanitarian aid. We also request that the approval letter should strengthen the effect of 

exemption, which guarantees the practical support to DPRK after the approval.  

 

- When applying for sanctions exemption for humanitarian aid to DPRK, materials that are not subject 

to sanctions (food, medicine, etc.) are considered a bundle of project implementation, and for all aid 

items, specific specifications must be researched and documents must be prepared to apply for 

exemption. As a result, manpower and administrative requirements increase, and difficulties arise 

such as a decrease in efficiency in preparing and executing our organization's operations and 

humanitarian projects. The suggestion is that materials classified as not subject to sanctions by the 

HS code are excluded from the application for exemption or the document is simplified by submitting 

the product name and HS code.  

 

- After the approval of sanctions exemption, it is necessary to remit money for the purchase and 

transportation of goods, but due to the financial sanctions of the United States, banks are also 

refusing or avoiding remittance of humanitarian aid to North Korea.  

 

- For humanitarian aid materials that have been approved for exemption by the United Nations, it must 

be recognized that they have been approved inclusive of the sanctions regulations of individual 

countries. The effect of sanctions exemption approval should be strengthened so that the 

humanitarian situation of North Koreans can be improved  

 

- We propose that the United Nations meet and discuss with stakeholders and humanitarian 

organizations on the moratorium of UN sanctions in order to improve the humanitarian situation to 

North Korea  

 

- It is proposed to apply the ‘Oil-Food Program’ adopted by the United Nations for humanitarian aid 

to Iraq in the past to humanitarian aid to North Korea.  

 

- Please review and implement a program to export North Korea's coal by introducing the tentative 

name ‘Coal-Food Program’, and to provide food and medicine with the export proceeds 
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NGO 4 

  

- It is true that UN sanctions against the DPR Korea have impacted the regime in many aspects. They 

have impacted the production of daily necessities and also food shortage among North Koreans, the 

latter of which has been exacerbated by economic crisis to reach a stage of a food crisis. The crop 

productivity of North Korea stands at only 50-60% of that of its southern counterpart, which is 

attributable to the poor supply of an agricultural materials. It is a well-known fact that in 2018 when 

North Korean sanctions became tighter, food production in the DPR Korea dropped to the 9-year 

lowest of 4.95 million ton. For North Korea, in particular where damages from natural disasters 

including flood are serious, providing related materials and goods is quintessential to help with active 

response. However, most aid materials are subject to North Korean sanction regulations, and thus 

have to obtain exemption approval. We are going to mention this again later – even though the period 

required for exemption approval got shortened, several attempts had to miss an opportune timing 

due to working-level arrangements that needed to be made. In addition, NGOs must follow approval 

procedures of their own countries for shipping out materials for North Korea, which translates into 

more time and cost. In sum, the bigger the burden on North Korean aid organizations get, the more 

serious the humanitarian situation of North Korea will be.  

 

- The COVID-19 outbreak has made it extremely challenging to provide medicine and medical 

supplies as well as humanitarian aid. Finding ways itself to enter the North Korea has become 

difficult, and even if the aid was approved, the materials had to stay at [border] customs office for a 

long time. Also, selecting materials including medicine and medical supplies is demanding, 

definitely contributing to the existing difficulties in humanitarian situation.  

 

- [Project in DPRK] has still not resumed since it stopped in [month, year]. Back then, the percentage 

of completion stood at [percentage], with the exterior of the [project] being built to some visible 

extent. To restart the project, however, [diagnosis] needs to be conducted by [entities] considering 

that more than [number of years] have passed. To this end, [NGO 4] delivered a message in [month, 

year] that it would send [entities] across the North Korean border, to which the North Korea 

answered on [date, year] that it would invite a [entity] when the COVID situation gets better.  

 

- So far, the [entities] visit mentioned by the North has not been realized yet because the COVID 

situation has not gotten any better. Furthermore, the [NGO 4] obtained sanction exemption on [date, 

year] to resume the [project], only to find itself stuck in failure to bring in [materials]. [Months] have 

already passed since the obtainment of sanction exemption. [NGO 4] had several rounds of 

consultation with related personnel from North Korea to resume [project]. But the COVID situation 

has since prevented the plan from staying on track.  

 

 

 

- We are grateful for the exemption approval for the [materials] for [project], and fully agree that the 

time has significantly shortened from the submission of exemption applications to approvals. 

However, we had to provide information on approximately [number of goods and materials] for the 

application. We had to collect detailed information including HS CODE of each item not to mention 

the standards and size, which took us [number of months] in total. In other words, the time required 

by the approval process definitely became shorter, but extra time spent arranging things at a working 
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level still does and will remain the same as long as there exists sanctions against the North Korea, 

which is likely to increase the cost burden of aid organizations.  

 

- The current methods of exemption seems to be in need of change. For example, sanction exemption 

lists have to be made for each and every item, but a little bit of flexibility would seem to streamline 

the process. We propose that a whitelist be kept to allow the items on it to be semi-automatically 

approved to be sent to the North without separate exemption applications having to be submitted. 

And each State is able to be responsible for whitelist- designated items aid, so new procedures would 

be needed capable of sending humanitarian-sensitive items more quickly and more smoothly. 

 

- To have better understanding about the objective and methodologies among different actors, more 

opportunities are needed among related stakeholders to meet on a regular basis. All organizations 

and groups just receive one-way information regarding UN resolutions. Therefore, continued 

communication is required to help aid organizations better understand newly amended guidelines or 

newly adopted resolutions.   
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NGO 5 

 

[NGO 5] would like to stress the importance of transparency and access in enabling civil society 

organizations (CSOs) such as [NGO 5], to evaluate the impact of UN sanctions on the Democratic 

People Republic of Korea (DPRK)’s humanitarian situation. Considering the reported COVID-19 

outbreak in the DPRK and subsequent restrictions enforced by the DPRK government, it has become 

difficult to accurately determine the impact of UN sanctions in relation to the Panel’s questions.  

 

The aim of this correspondence is to request the UN Panel of Experts’ support in allowing officials such 

as the Special Rapporteur on the situation of human rights in the Democratic People’s Republic of 

Korea and representatives of the Office of the UN High Commissioner for Human Rights with 

unimpeded, in-person access inside the DPRK. Their presence, as well as the Panel’s endorsement of 

their efforts, is the only way to provide some semblance of transparency amidst stringent restrictions 

imposed by the DPRK since the onset of the COVID-19 pandemic.  

 

We noted in our previous correspondence that a repeat of the great famine of the 1990s was unlikely 

for three reasons: (1) the development of informal markets (jangmadang) in North Korea; (2) the work 

of CSOs in obtaining information from North Korea; and (3) agricultural reforms under Kim Jong-un 

that slightly improved food security. All three elements have been weakened during the COVID-19 

pandemic.  

 

Under the pretense of enforcing a “zero-COVID” policy, the DPRK government has chosen to crack 

down on markets, cross-border trade, and information flows into and out of the country. It has imposed 

punishments against North Korean nationals involved in market activities or exchanging information 

with the outside world. In December 2020, the DPRK passed a new “Anti-Reactionary Thought Law,” 

which “forbids the use, storage, and distribution of foreign cultural content…that is not state-approved.” 

There has been a further tightening of border security during the pandemic. This has drastically reduced 

the number of North Korean escapees entering the Republic of Korea, with only [figures] arrivals in 

2021 relative to a peak of [figures] in 2009. 

 

Such policy decisions by the DPRK, as well as the departure of most foreign diplomats and international 

aid workers from North Korea since the onset of the pandemic, have made it extremely difficult to 

ascertain the impact of UN sanctions on the humanitarian situation in the country. In its December 2021 

report, the World Food Programme (WFP) noted that its country director for the DPRK had left the 

country in March 2021. Since then, “there has been no UN international staff present” in the DPRK. 

 

Some analysts, beginning from the assumption that “sanctions and funding gaps were the chief reason 

for UNICEF and WFP’s inability to reach their targeted population,” estimated in August 2019 that 

sanctions may have contributed to “between 1,122 and 2,772 preventable deaths.” However, such 

estimates are based on assumptions and statistics that cannot be independently verified, due to the 

DPRK leadership denying access to reliable statistical data and target areas, presumably to conceal the 

extent of the crisis and systemic redirection of aid and resources to the elite. 

 

Past UN reports have attributed North Korea’s chronic food shortages to “shortages of arable land, lack 

of access to modern agricultural equipment and fertilizers, and recurrent natural disasters.” These are 
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ancillary factors at best. The main factors contributing to the dire humanitarian situation in the DPRK 

are as follows: 

 

• The DPRK relies heavily on domestic sources of food supply despite chronically unfavorable 

agricultural conditions. It has persistently refused to adopt an export-oriented growth strategy, 

which is necessary to “earn the foreign exchange needed to import bulk grains on a 

commercially sustainable basis and reduce the country’s reliance on aid.” Contrary to claims 

that the DPRK leadership had, on multiple occasions, attempted to liberalize its economy only 

to be discouraged by international sanctions, it has consistently advocated “self-reliance” (Juche) 

as its guiding state ideology. The DPRK was one of the first countries in the world to seal its 

borders in response to the outbreak of COVID-19. 

 

• The DPRK leadership exploits foreign aid to curtail currency outflows from commercial imports. 

Since the 1990s, a pattern has emerged wherein the North Korean regime’s commercial food 

imports decrease whenever foreign aid increases. The most plausible explanation for this 

phenomenon is that the leadership uses aid as a balance-of-payments support to conserve 

resources for other policy priorities, including its weapons programs. In other words, rather than 

complementing aid with commercial food imports to alleviate food shortages, the DPRK has 

deliberately chosen to prioritize the regime’s security at the expense of the population’s health 

and well-being.  

 

• The DPRK’s continued development of nuclear weapons and ballistic missiles in violation of 

multiple UN Security Council resolutions, as well as a lack of transparency in the monitoring 

and assessment of aid provision, have affected donors’ willingness to provide aid. Decreases in 

foreign aid have historically coincided with periods when the DPRK leadership conducted 

nuclear tests or ballistic missile launches, which, along with purchases of luxury goods, account 

for a significant portion of state expenditures.  

 

As noted in our previous communication to the Panel, if there is a causal relationship between sanctions 

and the precarious food situation, it remains to be verified and should be rigorously investigated through 

on-the-ground factfinding by the UN and humanitarian organizations, in cooperation with the DPRK.  

 

In our previous correspondence dated [date, year], we warned about the humanitarian risk stemming 

from the COVID-19 pandemic, including a deficient healthcare infrastructure, food insecurity, and an 

economic crisis. The DPRK officially admitted to an outbreak for the first time on May 12, 2022 and 

announced the first death from COVID-19 a day later. It had denied the existence of any cases for the 

preceding two years. Apparently due to the lack of COVID-19 testing capacity, new cases have been 

referred to by state media as “individuals with a fever.”  

 

Authorities have since claimed that the outbreak has been brought under control. Official statistics 

indicate a cumulative total of 4.7 million cases in a country of 25 million, but only 74 deaths have been 

reported as of July 7. Experts have questioned the accuracy of these statistics, as they would imply an 

exceedingly low fatality rate when compared to that of countries with robust public health institutions 

and a high vaccination rate. It is not possible to determine whether the spread of the disease has truly 

been contained.  
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Given widespread malnutrition from food insecurity and the lack of a nationwide vaccination campaign, 

the consequences of COVID-19 in the DPRK are almost certainly more severe than disclosed by the 

authorities.  

 

The public health infrastructure in the DPRK is fragile, especially outside of Pyongyang and other major 

cities. Even if the number of cases has indeed fallen, the DPRK is still vulnerable to a resurgence of the 

disease. Public health experts have noted that the country’s healthcare system is not equipped to deal 

with a COVID-19 outbreak. During the supposed height of the outbreak in May, state TV ran 

infomercials about “home remedies such as honey tea” and advised people to “see doctors if they have 

breathing problems, spit up blood or faint.” [name], a North Korean escapee who now lives in the 

Republic of Korea, noted that “the government is asking people to contact doctors only if they have 

breathing difficulties, which means just before they die.”  

 

Regrettably, the inability to conduct independent assessments of the public health situation creates 

obstacles for countries, institutions, and aid organizations seeking to provide humanitarian assistance 

in an effective fashion. Both the United States and the Republic of Korea have offered to provide 

medical aid, but the DPRK has so far refused to accept foreign assistance. Pyongyang has also rejected 

offers of vaccines from the WHO-led COVAX initiative.  

 

Adding to the impact on the healthcare system in the DPRK, COVID-19 threatens to worsen food 

insecurity. Lockdowns further constrained the population’s ability to obtain food, and there have been 

scattered reports of deaths from starvation. In his final report to the UN Human Rights Council in March 

2022, Tomás Ojea Quintana, the outgoing UN Special Rapporteur on the situation of human rights in 

the DPRK, noted that “prolonged border closures and restrictions on movement in-country have 

decimated the market activity that has become essential for the general population to access basic 

necessities.” There were reports in late June that restrictions on in-country movement had been relaxed 

for the time being. 

 

Furthermore, rainfall in April and May was only 70% of what the country typically receives, with 

worrying consequences for the country’s food supply, which is heavily reliant on its summer crops. 

Natural disasters have long posed seasonal threats to the DPRK, and a major natural disaster could have 

profound economic and humanitarian consequences. In mid-June, there were also official reports of an 

unspecified enteric disease in South Hwanghae Province, a key agricultural area. While the details of 

this outbreak are unknown, it is likely to exacerbate the country’s food situation. The country’s 

agricultural industry is heavily reliant on human labor, and reports suggest that the COVID-19 outbreak 

created difficulties with mobilizing enough people to plant crops in May. 

 

In this vein, Resolution 49/22 adopted by the UN Human Rights Council in April 2022 called on the 

DPRK in paragraph 30 to “allow international staff to operate in the country so that the international 

community can provide assistance based on independent needs assessments, including of vulnerable 

populations in detention centres, and a monitoring capacity, consistent with international standards and 

humanitarian principles and in accordance with relevant Security Council resolutions.” As noted at the 

beginning of this letter, independent assessments of the humanitarian situation in the DPRK could begin 

with in-country visits by the Special Rapporteur on the situation of human rights in the DPRK or 

representatives of the UN Office of the High Commissioner for Human Rights. Such officials could 

also include, for example, the UN Special Rapporteur on the right to food and the UN Special 

Rapporteur on the right to health.   
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NGO 6 

Over time sanctions have made the cost of providing humanitarian aid to the DPRK higher and 

higher.  NGOs are forced to spend increasingly greater amounts of time and energy navigating the 

sanctions regime in order to keep programmes running.  Aid budgets are eaten up by administrative 

processes in order to stay sanctions compliant, leaving fewer resources available to be spent on 

humanitarian needs. 

Banking channels are becoming fewer and more difficult to navigate, and NGOs work under a constant 

fear that their bank accounts could be frozen or closed.  For this reason [NGO 6] do not use [NGO 6’s] 

local bank account for any DPRK work. 

[NGO 6] don’t have any direct information about the current humanitarian situation in the DPRK.  All 

[NGO 6’s] projects were paused indefinitely when the COVID-19 induced border closure 

started.  [NGO 6’s] local partners have said that it is too difficult to send anything by ship or train 

currently (and throughout the pandemic) so we have decided to wait until the border reopens before 

restarting our work. 

The humanitarian exemption approval process is too cumbersome and places too great a burden on 

NGOs, so [NGO 6] designed [NGO 6’s] projects to avoid the need to work through the UN system. 

Anything to simplify the exemption process would be welcomed. 

It would be helpful if the UN sanctions committee could publish a lay language guide in English and 

Korean setting out which activities require an exemption and which do not, and what organisations need 

to do to obtain a sanctions exemption.  The Korean language version should not be written in the “South 

Korean” language, but efforts should be made to use “North Korean” language.  There is a language 

barrier in dealing with the UN system for many people in the Korean diaspora conducting humanitarian 

work in the DPRK who do not have a strong command of English. 

Exemptions should be expanded to allow for livelihood activities and legitimate business activities.  In 

the DPRK, many people on the bottom rungs of society have lost their jobs in the garment industry and 

other manufacturing industries due to sanctions.  These people should be allowed the opportunity to 

earn a livelihood.  At a garment factory owned and run by people with disabilities, [NGO 6] personally 

witnessed the worsening economic circumstances (including food insecurity) which resulted from the 

sanctioning of the garment industry in 2017. 

Better communication between UN sanctions actors and humanitarian NGOs could enhance mutual 

understanding.  To be brutally honest, all foreign actors operating in the DPRK whether they are 

diplomats, humanitarian agencies, or private NGOs, break sanctions on a small scale all the time.  It 

would be impossible not to.  The sanctions regime has created a climate of fear making people reluctant 

to talk about what they do. 
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NGO 7  

 

 

1. The humanitarian situation in the DPRK is characterized by chronic food insecurity and a lack of 

access to essential lifesaving services, including quality healthcare, with profound effects on the 

most vulnerable people. In addition, the country remains highly susceptible to natural disasters, 

including cyclones, floods, and drought, further exacerbating humanitarian needs amongst the most 

vulnerable.   

 

The 2021 Humanitarian Response Plan (HRP) for DPRK estimates that 10.6 million people (over 

4 out of 10 persons) are in need of humanitarian assistance. Humanitarian operations in the DPRK 

are a critical lifeline for millions of people suffering from food insecurity and malnutrition and 

lacking access to quality and essential health services, clean water, and sanitation facilities.  

 

The major causes of scaled-back humanitarian assistance by [NGO 7] to the DPRK population 

remain the lack of funding, limited access to cash, the physical absence of international staff in the 

country and the challenges on importation of certain critical commodities or equipment, all of which 

have been exacerbated by the Covid-19 related restrictions imposed by the Government.   

 

 

1.1   Funding shortfall and lack of cash in country 

 

In 2020, UN agencies in the DPRK mobilized only a third of the total humanitarian requirements. 

On average, [NGO 7] requires [figure] each year for its humanitarian interventions but could 

only secure less than 50% of funding needs, resulting in a sharp drop in support towards ending 

maternal mortality and morbidity in the country.  

 

Since 2006, the DPRK has been subjected to the UN Security Council sanctions (S/RES/1718), 

which has become more stringent over the years to cut-off funding for Pyongyang’s ballistic 

missile and nuclear tests. The Sanctions Committee has provided an exemption of the DPRK 

bank for the UN-related transactions, but the channel has mainly remained ad hoc.  

 

With a dysfunctional international banking channel and no alternative avenues approved for 

cash transfers and related transactions, UN ongoing programmes delivery is impacted 

negatively, making it highly challenging for timely humanitarian responses. Concurrently, UN 

agencies face a unique financial situation due to the dearth of cash in the country to implement 

local programme activities and sustain operations. This impasse results in prioritizing select 

activities rather than the full-fledged implementation of programmes. 
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1-2. Procurement of equipment  

 

UN Sanctions Committee guidelines articulate that single - and dual/multiple-use items 

containing metal components must be referred to the 1718 Sanctions Committee for exemption 

approvals. [NGO 7] has been diligently following the directives of the Sanctions Committee. 

However, a significant proportion of… procurement of health equipment and commodities have 

metal components, e.g., copper for intrauterine devices (IUDs). Over the years, the process of 

securing exemption approvals for these items has often resulted in delays or cancellation of 

related procurements.  

 

Procurement compliance has changed after the 2017 directives, focusing on single and 

dual/multiple-use items, which hindered financial support for dual or multiple-use 

equipment/instruments. Prior to implementing sanctions on the DPRK, [NGO 7] supported 

strengthening health facilities through procurement of equipment for health facilities, especially 

patient wards, operating theatres, and maternity rooms. However, given long years of use and 

due to the restrictions on single-use, this equipment is now in poor conditions, and [NGO 7] has 

not been able to replenish the items, contributing to an adverse health outcome for the health of 

women in the DPRK.  

 

Furthermore, UN humanitarian programming requires a strong humanitarian needs overview 

substantiated by evidence and data generation, which, in turn, rely on modern IT-related 

equipment. For instance, in 2019, [NGO 7] could not support the DPRK census exercise due to 

the challenges of getting exemption approvals for the required IT equipment from the 1718 

Sanction Committee and the U.S. Department for U.S. patented items, e.g., IT equipment. 

Similarly, the time required for processing the exemption approvals was out-of-sync with the 

timeline defined by the DPRK government. This delay resulted in the government conducting 

the census solely without meeting international standards accordingly.  

 

Although an expedited consideration of specific humanitarian requests has been in effect since 

November 2020, [NGO 7] has had limited experience in seeking exemptions due to the border 

closure imposed by the DPRK authorities as part of the COVID-19 pandemic response measures, 

resulting in subsequent paralysis of imports - however with one exception in August 2021 for 

already-procured life-saving commodities.  

 

 

 

2. The significant scale-back of humanitarian support in agriculture, nutrition, water and sanitation, 

health, and the socio-economic impacts of the COVID-19 pandemic, combined with the strict 

preventive measures and in-country mobility restrictions put in place by the Government, is having 

reverberating effects on the scarce humanitarian interventions. 

 

For the health sector, [entities including NGO 7] are dealing with substantial demurrage charges due 

to the extended quarantine period to import critical life-saving commodities and equipment stuck in 

[one of the bordering Member States] for over a year. As a result, the country experienced a stock-

out of all essential life-saving medical supplies, including sexual and reproductive health (SRH) 

medicines, child immunization vaccines, and other health-related commodities. This situation 

adversely impacts the UN's capacity to address the humanitarian needs in the DPRK while the country 
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continues to claim zero cases of COVID-19 since the pandemic outbreak and has rejected two offers 

from COVAX for the supply of vaccines. 

 

This situation means that those in need of assistance have not received the necessary support from 

the UN. To the extent possible, the continuation of the delivery of life-saving assistance, including 

the provision of medical goods and supplies, has relied mainly on prepositioned stocks in-country. In 

the case of [NGO 7], the prepositioned stock of oxytocin, which is critical in averting maternal 

morbidity and mortality, lasted until mid-July 2021.  

 

In July/August 2021, the DPRK government allowed some UN shipments for life-saving 

commodities to enter the country.  

 

For the rest of the orders with running shelf life, [NGO 7] had to cancel some orders where possible 

(contraceptives, pharmaceuticals, and emergency kits) and diverted a majority of the orders to other 

countries that could make good use of the products (pharmaceuticals, medical devices, vehicles, and 

so on). In addition, [NGO 7] had to utilize funds to cover some of the costs of the diverted products. 

 

 

 

3. As mentioned above, COVID-19 related restrictions in the DPRK, especially the closure of the 

international borders since January 2020 and the progressive departure of UN international staff 

members until March 2021, have hampered humanitarian operations on the ground. [NGO 7] 

international staff are still unable to return to the DPRK, and humanitarian supplies could not enter 

the country for over a year until the government’s communication in August 2021, when a one-off 

approval was granted. Furthermore, there is still no clarity on whether the resumption of regular 

trans-shipments would continue, and [NGO 7] is awaiting a response from the government to this 

query.   

 

Despite repeated requests by [NGO 7] to the MoFA counterparts, there has been no indication DPRK 

authorities will grant additional exemptions to import life-saving commodities. [NGO 7] has, 

therefore, decided to suspend any further procurement of supplies to the DPRK until the DPRK 

government provides a formal authorization.   

 

As a result of the COVID-19 related restrictions, all international [NGO 7] staff members have 

worked remotely outside of the DPRK.  The physical absence of international staff members in the 

country and other restrictions of internal mobility have posed challenges to programme 

implementation and field-based monitoring. On the programmatic front, significant activities related 

to the evaluation of the SRH strategy and development of the new SRH strategy, upscaling of the 

undergraduate midwifery education, and evaluation of the undergraduate course in demography that 

needed international facilitation was deferred. In addition, [NGO 7] postponed capacity-building 

activities related to family planning, urban SRH strategy development, and strengthening of the health 

logistics systems. 

 

[NGO 7] had to prioritize activities and factor in the depleting in-country cash. As a result, local 

activities were kept to a minimum in 2020, and innovative ways were explored to pursue the mandate 

in 2021.   
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[NGO 7] had proposed conducting an extensive social, economic, and demographic health survey 

(SDHS) in 2021. Resource mobilization efforts were underway when the COVID-19 restrictions were 

imposed. However, the efforts are now stalled due to the uncertainties of a return to normal operations 

in the country.  

 

In-country mobility restrictions are still in place and have limited the UN national secondees from 

undertaking field monitoring visits. Consequently, the data provided by the Central Bureau of 

Statistics on administrative statistics related to the utilization of services and quality of services 

rendered during the clients’ interaction with the health providers are hard to verify and validate.  

This also applies to the distribution of the pre-positioned life-saving supplies where validation and 

reconciliation have not been possible. 

 

On the other hand, despite these restrictions, programmatically, the [NGO 7] has managed to roll out 

SRH and population and development-related capacity-building initiatives to ensure maximum 

impact and cost-effectiveness. For example, online capacity-building workshops were initiated 

throughout the year in priority regions of the programme, including developing and updating essential 

Sexual and Reproductive Health and Population Dynamics manuals/guidelines. Similarly, remote 

monitoring of capacity-building initiatives has been undertaken through video recording, pre and 

post-test assessments, documentation, and feedback from the participants (an innovation in the 

DPRK).  

 

Exceptional clearance for the participation of national secondees has been provided by the DPRK 

government. The clearance - to an extent - helped in fulfilling the basic requirements of monitoring 

during the training sessions. However, the DPRK government has expressed appreciation for the 

continuous supply of pre-positioned lifesaving SRH medicines and the introduction of online-based 

training.   

 

[NGO 7] appreciates the 1718 Sanctions Committee for reducing the turnaround time for exemption 

approvals and increasing the validity period of those exemptions. Flexibility in considering cases on 

a one-to-one basis is also highly appreciated.   

 

To facilitate and strengthen the presence of UN agencies on the ground, it is nevertheless imperative 

to establish a viable banking channel for funds to be transferred to the DPRK to enable the UN 

agencies to implement their respective programmes and respond to emerging humanitarian needs.  

 

Since early 2021, all UN agencies operating in Pyongyang have had to stop paying the salaries of 

their national staff, fuel, and all office expenses, due to the shortage of cash in the country. They are 

accruing debts of several hundred thousand dollars to the government.  

 

 

In addition to the dysfunctional banking channel, UN agencies have to approach the 1718 Sanctions 

Committee for items containing metal components, given the clause related to single/multiple-use. 

Until the exemptions are received, the procurement process cannot be initiated despite the fast-

tracking process adopted by the Committee. Therefore, consideration for a waiver or a blanket 

approval of approved standardized SRH, Inter-Agency Reproductive Health Kits (emergency kits), 

and other medical kits that the inter-agency task force has cleared at UN HQs would ensure better 

cost-efficiency and more flexibility for UN agencies to respond to humanitarian needs. 
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Given the nature of the interactions between humanitarian and development nexus, consideration of 

development activities that have a bearing on humanitarian programming could enable pursuing 

programmes more holistically. For example, there is a need to strengthen the statistical capacities of 

the statistical institutions. Furthermore, with the advancement in Information Technology (IT), there 

is a need to upgrade the hardware and software for these institutions to collect, compile, process, and 

disseminate data for humanitarian and development programming. Therefore, strategic exemption 

with a broader consideration for humanitarian and development nexus would facilitate the efforts of 

the UN agencies in fast-tracking programmatic initiatives for achieving the 2030 agenda in the unique 

context. 

 

The broader context of the humanitarian-development nexus and its implications on programming 

needs further exploration from the perspective of the 2030 Agenda so that bilateral partners and the 

donor community are not restricted exclusively to supporting humanitarian initiatives. 
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Annex 71: COVID-19 related imports of DPRK 2020-2021 
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Annex 72: Consolidated list of Recommendations  

Maritime 

On re-configured cargo ships illicitly importing oil cargo 

1. The Panel recommends maritime authorities of Member States be aware of 

the DPRK’s deceptive practice of re-configuring its cargo ships to carry 

refined petroleum and conduct the necessary ship inspections when DPRK 

cargo ships call at their port / port areas. Relevant maritime actors should 

further take appropriate preventive measures to guard against potential 

illicit oil procurement in such a manner. 

2. The Panel recommends that Member States disseminate to ship repair yards 

and associated ship brokers this deceptive practice and the risk of their 

facilitation role in the event such cargo ships are exported to the DPRK.   

On vessel identity tampering and AIS manipulation 

3. The Panel reiterates that Member States and ship registries add to their ship 

circulars information pertaining to detected cases of vessel identity 

laundering or tampering and ensure wide dissemination. Such information 

would include:  

• Identifiers of ships in their registry that have transmitted cover identities  

• Identifiers of ships in their registry that may have had their identifiers 

exploited by other vessels  

• Names of ship registrants whose vessels have transmitted fraudulent 

identifiers 

4. The Panel reiterates that flag States should possess the requisite tools 

available to identify and investigate suspected fraudulent use of the MMSI 

where it is detected and share the results of their investigation with other 

maritime authorities, as well as with the Panel. 

On addressing the DPRK’s vessels acquisition  

5. The Panel recommends to flag registries that for Single Delivery Voyages, 

checks are put in place on full AIS monitoring, vessel checks to confirm 

conformity to restricted conditions of sail, and additional verification checks 

on the vessel’s delivery with recipient.  

6. The Panel recommends that Member States encourage sellers to verify 

information including, but not limited to, the final destination and end-users 

(owner and charterer) of the vessel, the identity of related broker(s), and 

previous records of transactions.  

7. The Panel recommends that Member States encourage sellers to obtain a 

Statement of Confirmation upon vessel sale from buyers that assures the 

vessel will not be transferred in any way to the DPRK or to anyone affiliated 

with the DPRK, that the buyer will not facilitate any DPRK sanctions 

violations, and that the buyer shall be responsible if /when such a case arises. 

8. The Panel recommends that Member States encourage sellers, buyers and 

brokers to report to their respective authorities following vessel transfer 

should any information regarding the vessel’s potential violation of Security 

Council resolutions come to light. 
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Trade and Customs 

9. The Panel recommends that appropriate measures be taken by the 

International Organization for Standardization and Member States to 

prevent erroneous usage of country codes for the DPRK and the Republic of 

Korea (KP and KR, respectively).  

10. The Panel recommends that Member States streamline their export and 

import control lists, using as supportive material the informal list of 

prohibited commodities.  

11. The Panel recommends that customs authorities of Member States use the 

above-mentioned list to inform trading agents in their jurisdictions for due 

diligence purposes, in particular when dealing with such commodities in the 

vicinity of sanctioned jurisdictions.  

12. The Panel recommends, with regards to the Member States requiring 

assistance with the issue of the sectoral ban, that the Committee consider 

information outreach.    

Implementation of Luxury Goods Ban  

13.  The Panel reiterates its recommendations that Member States consider 

updating their export control lists to reflect their lists of prohibited luxury 

goods in a manner consistent with the objectives of Security Council 

resolutions 1718 (2006), 1874 (2009), 2094 (2013), 2270 (2016) and 2321 

(2016), avoiding unnecessary broadening of their scope in order not to 

restrict the supply of unprohibited goods to the civilian population or have a 

negative humanitarian impact once trade restarts.   

14. The Panel reiterates its recommendation that Member States encourage their 

business entities and nationals exporting luxury goods to include a 

contractual provision to prevent transshipment to the Democratic People’s 

Republic of Korea.  

Finance 

15. The Panel recommends Member States advise relevant national actors, 

including financial institutions, businesses, and VASPs, to adopt appropriate 

education, training, information sharing, and advisory materials for 

individuals across all levels of the workforce, from executives to part-time 

employees.  

16. The Panel recommends that Member State agencies, as well as financial 

institutions, businesses, and VASPs devote appropriate attention to increased 

cyber hygiene by requiring of all crypto users attempting access to a 

cryptocurrency exchange set a higher default threshold, such as a two-factor 

authentication of transaction.  

17. The Panel recommends that any entity suffering a cyber-attack  report this 

to and engage with the proper legal authorities as soon as possible, issue a 

public announcement of the incident, and engage with agencies relevant to 

the event including blockchain analysis firms, in order to increase the 

prospects for recovery of some stolen assets. 
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18. The Panel recommends that Member States consider legislation or 

establishing directives for cyber companies to enforce “know your customer” 

protocols and to tighten procedures for VASP registration.  

19. The Panel recommends the Member States strengthen cooperation, facilitate 

dialogue and enhance information-sharing in order to address the growing 

intelligence and financial threat of cybercrime.  

20. The Panel recommends that Member States implement as soon as possible 

the Financial Action Task Force (FATF) guidance on virtual assets, which 

seeks to prevent financing of WMD proliferation by placing anti-money 

laundering and counter-terrorism financing requirements on these assets 

and VASPs.     

 

Unintended Impact of Sanctions 

21. The Panel reiterates its recommendations that the Committee consider more 

active outreach with civil society providing humanitarian assistance to the 

DPRK to help substantiate its future decision-making and to better 

understand the humanitarian situation.   

22. The Panel notes the recent arrangements for transferring funds to UN 

humanitarian organisations in DPRK but reiterates the urgency of re-

establishing a more durable banking channel.   

23. The Panel highly values the biannual briefings by the relevant United 

Nations agencies on the unintended impact of sanctions and recommends 

that the Committee continue this practice. 

24. The Panel recommends that the Security Council continue 

to address issues and processes that mitigate the potential unintended 

adverse impact of sanctions on the civilian population of the Democratic 

People’s Republic of Korea and on humanitarian aid operations to benefit 

the country’s vulnerable population and overcome the consequences of the 

COVID-19 pandemic.  

25. The Panel recommends that the Committee and other relevant stakeholders 

consider the idea of exempting selected exports currently under sanctions, 

the proceeds of which might be used to finance humanitarian supplies.  

 

 


