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B nynkre 2 pesomtonnu 2464 (2019) Coset be3zonacnoctu npocui ['pynmy 3xc-
MepTOB, yupexJaeHHyo pesomonueit 1874 (2009), npeacraButs CoBeTy MpOMExKY-
TOYHBIHN J0KJIaJ CO CBOUMHU BbBIBOJaMH U PEKOMEHAAIIUAMMU.
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IIncbmo I'pynnel 3KCnepToB, yupeskIeHHOH pe3oaonueii 1874
(2009), ot 27 aBrycrta 2019 rona na umsa Ilpeacenarens CoBera
be3onacHocTH

I'pynma skcnepToB, yupexneHHas pesomtonneit 1874 (2009) Cosera bezomnac-
HOCTH, IMEET YeCTh HACTOSAIINM IIPETPOBOINUTDH, B COOTBETCTBHH C ITYHKTOM 2 pe€30-
mrortan 2464 (2019), mpoMeXyTOUHBIH JOKIIA O CBOei pabore.

[Mpunaraemserii goxnan Obur mpencraBieH Kommrery CoBeta BbesomacHoctw,
yupexaeHHoMy pe3omronmeit 1718 (2006), 31 urons 2019 roga u 65T paccMOTpeH
Komurerom 26 aBrycra 2019 rona.

prnr[a 6y,Z[CT HOpU3HATCIIbHA, €CJIKM HACTOALICC MTUCbMO U ,Z[O6aBJ'IeHI/I€ K HEMY
6yZ[yT JOBECACHBI 10 CBCACHUA YJICHOB Cosera be3zomacHocTu u HU3JaHbl B KQYCCTBC
AOKYMCHTA Cogera.

I'pynma skcnepToB, yUpekIcHHAS
pe3omonmeit 1874 (2009)
Cosera be3omacHoctu
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IIncbmo I'pynnel 3KCnepToB, yupeskIeHHOH pe3oaonueii 1874
(2009), ot 31 uroas 2019 roga nHa umsa Ilpeacenarens Komurtera
CoBera be3onacHocTH, yupe:kaeHHoro pesosatwouueit 1718 (2006)

I'pynma skcnepToB, yupexneHHas pesomtonneit 1874 (2009) Cosera bezomnac-
HOCTH, IMEET YeCTh HACTOSAIINM IIPETPOBOINUTDH, B COOTBETCTBHH C ITYHKTOM 2 pe€30-
mrortan 2464 (2019), mpoMeXyTOUHBIH JOKIIA O CBOei pabore.

I'pymnma Oyaer npu3HaTenbHa, €CIH HACTOsIIee MUChbMO U MPHUIOKEHHE K HEMY
OynyT moBeneHHI no cBeneHus uiaeHoB Komurera CoBera besonmacHoCTH, yupekaeH-
Horo pe3omronueit 1718 (2006).

I'pynma skcnepToB, yUpeKIcHHAS
pe3omonueit 1874 (2009)
Cosera be3omacHoctu
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Joxkaax I'pynnel 3KCIepToB, yUpeKICHHOMI
pe3oaonuei 1874 (2009)

Peszrome
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B oruernsiii nepuon Kopeiickas Hapogro-JleMokparudeckas Pecrydnuka mpo-
J0JKaja yKPEIUISITh CBOU SIACPHBIE W PaKeTHBIE IPOTPAMMBI, XOTS M HE NPOBOJMIA
SIIEPHBIX MUCIBITAHUH M HE 3alycKala MEeXKOHTHHCHTAIbHBIX OaJUIMCTHIECKUX PaKeT.
3amycku pakeT B Mae u utoine 2019 rona ykpenwin ee o0muii MoTeHIaN OayuIiucTude-
cKkuX pakeT. HecMoTpss Ha HeyCTaHHBIE JUIUIOMAaTHYECKHE yCHIIMS, B TOM 4YHCIE Ha
CaMOM BBICOKOM YPOBHE, 10 TOCTIKEHHUIO MTOIAI0NIeHcsl TPOBEPKE IEHYKIIeapu3auu
Kopeiickoro momyocTpoBa MUPHBIM ITyTEM U Ha CHIDKEHHE B I1€JIOM YPOBHS HAPSDKEH-
HOCTH Ha IIOJIyOCTPOBE, paccieloBaHMs, MPOBOANMBIEe ['pymmoii 3kcnepToB, cCBHIE-
TENBCTBYIOT O IPOJOJDKAIOIINXCS HapymeHusax pesomonuii. Hanpumep, Kopeiickas
Haponno-/lemokparnueckass PecmyOnmka mnpomoipkana Hapymiarh CaHKIWH, OCY-
IIECTBIISAS HE3aKOHHBIE NTEPEBAJIKY C Cy[IHA HA CYIHO U 3aKyTasi IPEIMEThI, CBSI3aHHBIC
C OpY’KMEM MacCOBOTO0 YHHUUYTOXKEHUS, U MPEeIMETHl pocKomU. COBEPIIEHHUIO 3THX U
IpYTHX HapyIIeHWH caHKIOWil crocoOctByet moctyn Kopeiickoit Hapomguo-Jemoxpa-
TH4eckoil PecmyOnuku k rimobanpHON (MHAHCOBOW CHCTeME Yepe3 IMpelCTaBUTENCH
0aHKOB W CETH, JeHCTBYyIOMmIE 0 BceMy Mupy. Kpome Toro, Kopeiickas Hapoguo-/e-
MOKpaTtudeckas PecryOnuka HCmoiab3yeT KHOEpIpOCTPaHCTBO ISl NPOBENCHHS BCE
0oJee M3OMPEHHBIX HAMMaJICHUH B IENISIX XHUIIEHUS CPEICTB y (PMHAHCOBBIX yUpexie-
HUW 1 00OMEHa KPUIITOBAJIOT JUISl OMy4YEeHHS JOX0Aa.

CoxpaHsromuecs HeIOCTaTKH B 00JacTH OCYIIECTBICHUS TOCyAapCcTBaMU-dIe-
HaMH ()MHAHCOBBIX CAHKIMI B codeTaHWHW ¢ OOMaHHBIMH MeTogamu Kopelckoi
Hapogno-JleMokparudeckoil PecrmyOnmkm TO3BOJSIOT JTOH CTpaHE MO-TIPEKHEMY
MMETh JOCTYIl K MEXAYHaponHOH (puHaHCOBOW cucTeMe. PUHAHCOBBIC yUPEKIACHUS
Kopeiickoit Haponno-/lemMokparndeckoii PecrnyOnnku, B TOM dHciieé BHECEHHBIC B
CaHKI[MOHHBIN IepedyeHb OaHKH, UMEroT Oosee 30 3apyOexHBIX MpeacTaBuTeNeH, KOH-
TPOJIMPYIOIINX OAHKOBCKHE CUETa M COJACHCTBYIONIMX IPOBEJACHUIO ONEpaluii, B TOM
YHUCJe 0 HE3aKOHHOHU mepeBanke yrist U HepTH. UTOOBI CKPHITH CBOIO I€ATEIBHOCTD,
MIpeACTaBUTENN OAHKOB CTPAHbl 1 BHECEHHBIC B CAHKIIMOHHBIN NTEpeUYeHb OPraHu3anun
HCHOJB3yIOT HHOCTPAHHBIX IPaX<JjaH B KaueCTBE COyYaCTHUKOB. ['pynmna Taxxke npoBo-
JIMJia pacciieIoBaHNe B CBSI3M C IIMPOKO PACTIPOCTPAHEHHBIM M Bce Oosiee M30IPEHHBIM
ncrionb3oBanneM  Kopeiickoit  Hapogno-/lemokparnueckoit  PecnyOnmkoit  ku-
OGepcpeACTB ISl HE3aKOHHOTO MPHUHYXACHUS (PMHAHCOBBIX YUPEKICHUH K MEpeBOLY
CpElCTB M 0OMEHY KPUITOBAJIIOTaMH, OTMBIBAHUS ITOXHUIIEHHBIX IEHEXHBIX CPEICTB U
TTOJTyYCHUS 10X0/1a B 00X0/1 (PMHAHCOBBIX CaHKIMH. B yacTHOCTH, KpynmHOMacIITaOHbIE
HarajJeHus Ha OMp XU KpunToBasmoT no3BoisitoT Kopeiickoit Haponno-/lemokparnye-
ckoil PecniyOnuke moiydaTs 10X0J TAKMMH CIIOCO0aMH, KOTOPHIE TPyJHEE OTCICAUTh
U KOTOPBIE B MEHBIIIEH CTENEHU MOANAI0TCS TOCYJapCTBEHHOMY HAA30PY U PErYIUpPO-
BAaHMIO, YEM JIEATEIBbHOCTh TPAAUIIMOHHOTO OaHKOBCKOro cekropa. KmbOepmpectyr-
Huku Kopetickoit Hapogno-Jlemokparnueckoit PecryOnuku, MHOTHE U3 KOTOPBIX JICH-
CTBYIOT IO/l PYKOBOJCTBOM [eHepanbHOro pa3BelbIBATEIIBHOTO OIOPO, 3aHUMAIOTCS
cOOpOM CpencTB ISl MPOTPaMM CTPAHBI 0 OPY)KHIO MacCOBOTO YHHYTOXEHHUS, TIPH-
YeM Ha CeTONHSIIHMH JeHb OOmUN 00beM TaKMX MOCTYIUJICHUH, 110 OIIEHKaM, COCTaB-
JISIeT 10 IBYX MUJuapaoB posianapos CIHIA.

[IpeacTaBuTEeN BHECEHHBIX B CAHKIIMOHHBIA MEpEUCHb OPraHU3alNMi, BKIIOYas
komnanun Korea Mining Development Trading Corporation, Saeng Pil u
Namchongang, npomomkanu 1elcTBoBaTh 32 pyOexoM, B TOM UHCIIE MO/ TUINIOMaTH-
YECKUM MPHUKPBITHEM, NBITasiCh OCYIIECTBISITH MEpeadyd OOBIYHBIX BOOPYXXEHUH W
ONBITa W IpHOOpeTaTh OO0OpYIOBAaHWE M TEXHOJIOTMH s nporpamm Kopelckoit
Haponno-/lemokparnueckoid PecrnyOinuku 10 OpYy>KHIO MaccOBOTO yHHYTOXXCHHSI.
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OTaesr BOSHHO-TIPOMBIIIIIIEHHOTO KOMIUIEKCA U IpYT'He BHECEHHbBIE B CAHKIIMOHHBIH I1e-
pe4YeHb OpraHU3alMK MPOJOJDKAINA COOMpPATh CPEACTBa AJIS 3TUX NPOrpPaMM, B TOM
YHUCJIe IyTEM HalpaBIEHUS CIIENHAINCTOB 110 HH(OPMAIMOHHBIM TEXHOJIOTHSAM 32 PYy-
6ex. ' eHepanbpHOE pa3BeabIBaTEIbHOE OI0PO U IpyTHe BHECEHHbBIE B CAHKIIMOHHBIH I1e-
peueHb OpraHu3alWH, TakKhue Kak Ipynma komnaHui «3apyOekHbIE TPOEKTHI
“MaHcyas”», TakKe 3aHUMaJIICh UMIOPTOM IMPEAMETOB POCKOIIN M IMBITAJIUChH MPO-
JIaTh 3aMOPOXKEHHBIE aKTUBHI 3a TPaHUIIEH.

Kopetickas Hapoguo-emokpatudeckas PecryOnuka B HapylieHHE MOJIOXKCHUH
pe3omonuii MpoAosKaia, He CHUXas TEMIIOB, OCYIIECTBIATH NMEPEBAJIKH TPY30B C
CyAHa Ha CymnHO. [pynma BBISBMIAa HOBBIE METOMAB! YKJIOHEHHUS, BKIIFOUas MCIOJIb30Ba-
HUe (puIepHBIMHU CyaaMH aBTOMAaTHYECKHX CHCTEM OIO3HaBaHUs Kiacca B m mHOTO-
KpaTHYIO MIepEeBaJIKy C HCIOJIb30BaHIEM HEOOIbIINX CyNOB. [ pynna moxydnia goKiIan
Coenunennbix IlltatoB AMepuknm U 25 ApYrux rocyaapCTB-WICHOB, COAEPKAIIUN
CHUMKH, JTaHHBIE, PACUETHl U OIEHKH, COTJIACHO KOTOPBIM B T€UECHHE MEPBBIX YETHIPEX
MecsmeB 2019 roma 6suT TIpeBBITIIeH ycTaHOBICHHBIH CoBeToM be3omacHocTr oOmmit
TIpeIeTbHBIN TOMOBOM 00beM mepenanHoit Kopetickoir Hapomao-/leMokparmdeckon
PecrryOnmke mepepaboranHoir HedTH, coctaBustomuii 500 000 Gappeneit. ['pynma
Tak)ke nosyduia oreeT oT Poccuiickoit denepanuu o ToM, 4TO Ha JaHHOM 3Tane Ko-
mutery CoBera besomacuocTh, yupexxneHHomy pesononueii 1718 (2006), 6s1m0 Ob1
MIPEXAEBPEMEHHO NMPUHUMATh OKOHYATEIbHOE PEIIeHNEe U MpeKpanarb UMIIOPT IIPo-
IyKTOB TepepaboTkn HedTH. OHa TakXkKe MOTydHsia oTBeT OoT Kutas o ToMm, 4TO s
BBIHECEHHS PEIICHHS IO ATOMY BOIIPOCY TpebyeTcs O0iblle T0Ka3aTeIbCTB U HHPOP-
MaIuH.

I'pynma orMmeTHia, 9TO CAHKIIMOHHBIC MEphI HE JOJDKHBI UMETh HETaTHUBHEIX Ty-
MaHUTApHBIX MOCIEACTBUU 115 IpaxaaHckoro HaceneHust Kopeiickoit Hapoagno-/e-
MOKpaTudeckoi PecrryOonmuky uinu 1iist paboThl MEXXIYHAPOIHBIX U HETIPaBUTEIIHCTBCH-
HBIX OpTaHU3aIlui, 3aHUMAIONINXCS OKa3aHWEM T'YMaHUTApHON W Upe3BBEIYafHOU IMO-
MOIIK B cTpaHe. HecMoTpst HA TO YTO cpeHee BpeMs PacCCMOTPEHHUS MPOChO 00 U3bs-
THH COKPATUIIOCh, 0aHKOBCKHI KaHAJI HE BOCCTAHOBJICH, YTO 3aTPYAHSACT TCKYIIYIO JIe-
saTeapHOCTh Opranm3annn O0beAMHEHHBIX Hauii 1 ryMaHUTapHBIX OpraHU3aIlAN.

I'pyrma pekoMeHIyeT BKIIIOUNTh B CAHKIIMOHHBIHN ITepedyeHb psil PU3HIESCKUX JTUI]
Y OpTaHM3aldH M Pean30BaTh s MPAKTHUECKUX MEp ISl TOTO, YTOOBI MPEIIOKHUTh
Cosetry beszomacHoctu, Komutery 1718 u rocymapcTBaMm-uieHaM JONOJHHUTEIbHBIE
WHCTPYMEHTHI B IIEJISIX PEIICHUS] HBIHEIIHUX MPOoOJIeM M yCTpaHEHHS! HEAOCTaTKOB B
Jie]ie OCyHIECTBIEHUS PE30IIONHI.
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I1.

BBenenue

1. B nynkre 2 cBoeil pesomwouuu 2464 (2019) Coser beszomacHocTH Tpocui
I'pynmy sxcnepToB npeacraBuTh KoMUTETY CpeHECPOUYHBIH JOKIaa CO CBOMMHM BBbI-
BOJAMH M PEKOMCHIANMSAMH BO UCIIOJTHEHHE NyHKTa 43 pesomtonmu 2321 (2016).
Hacrosmuii nokiian oxBareiBaeT nepuon co 2 gespais no 2 asrycra 2019 rona.

OTpaCJIeBLIe H MOPCKHE CAHKIINH

IlepeBanku rpy30B ¢ CylHA HAa CYyIHO
Ilepesanku 2py306 ¢ cyoHa Ha cyOHO U NpAMble NOCMABKU HeMenpooOyKmos

2. Kopeiickas Haponno-/lemokpatuueckas PecnyOnuka mpozgospkana Hapyliarh
IIOJIOKEHHS PE30IIOIMH, OCYIIECTBIsII HE3aKOHHbIE MEepeBalKU HE(QTH ¢ CyAHa Ha
CYZHO B Ka4€CTBE OJIHOTO U3 OCHOBHBIX CIIOCOOOB MMIIOPTA MPOIYKTOB MepepadoTKH
HedTH.

3. I'pynma mosmy4wmna nOKjaj, cOAEpIKalluii OOHOBIEHHBIE JaHHBIE 3a MEPUOJ C
1 suBaps mo 23 ampens 2019 roma o mocraBkax IpOAyKTOB IepepadboTku HeTH ¢ T0-
Mompio TaakepoB B Kopetickyio Hapoguo-/lemoxpatnueckyio Pecmybnuky. B sTom
coobmieHnu, kotopoe Obuto mpencrasineHo CoenunenHsiMu Lltaramun Amepuku Ko-
mutery Coserta besomacHocTh, yupexaeHHs pe3omonueii 1718 (2006), 11 utons
2019 roma u OBLIO TTOAAEPIKAHO 25 APYTUMH TMOAMHCABITNMUA CTOpOHaMI/Il, comepxa-
J1ach, B YaCTHOCTH, Mpockba k KoMHuTeTy He3aMeINTENbHO TOCTAHOBUTH, YTO «OBII
MIPEBBIIICH JOMYCTUMBIH MaKCUMaJbHbII 00beM UMITOpTa HE(PTEPOAYKTOB, a 3aTeM
YBEIOMHTh TrocynapcTBa — wieHbl Opranuzaunn OObeauHeHHbIX Hanwmii 06 3ToM
HapylmIeHUH M TOATBEPAHUTH, YTO BCE IOCIEAYIOIIHE MOCTaBKH MepepadoTaHHOM
Hedtn B KH/IP nomkHBI OBITH HEMEUIEHHO IpEeKpamleHb» (CM. mpriioxenue 1).
18 urons 2019 rona Poccuiickas @enepanus OTBeTUNA, 4YTO «HA JaHHOM 3Tane Komu-
TETy MPeXJIEeBPEMEHHO IPUHHUMATh OKOHUYATEJIbHOE PEIlIeHNe B OTHOILIEHUH NPEeJJIo-
xeHuss CIHA u mpekpamars skcropt HedrenpoaykroB B KH/IP» (cm. mpuoxe-
Hue 2). 18 mions 2019 roga Kuraii orMeTni, 9To eif Heo0XoaquMo «OoJbIlIe JT0Ka3a-
TEIbCTB M MH(GOPMALIMH JIJISl BEIHECEHUS PEIICHHsI TI0 9TOMY BOTIPOCY ».

4. CormmacHo goxiany, npenacraBieHHoMy CoenmnernHbiMHu LllTaTtamu, Kopeiickas
Hapomano-/lemokparudeckas Pecnybnuka mo coctosauio Ha 23 ampenst 2019 roma
(dakTHuecku mpeBbIcUIa Obl OorpaHudeHue Ha o0bem ummopta (500 000 dappeneii:
. 5 pesonroruu 2397 (2017)) npu m1r0060M B3 TPEX PACUCTHBIX CIICHAPUEB B OTHOIIIC-
HIM 70 MOCTAaBOK, O KOTOPHIX MOCTYIMIUIA WHQOPMAIUS: MOIHOCTHIO 3arpyKCHHBIC
TaHKEpBI, NONy3arpyKeHHbIe TAHKEPhl MJIM TAHKEPBI, 3aIPy’KEHHbIE HA OJHY TPEThZ.
CortacHO moCHegHEMY CIEHAPHIO, €CIHM MPEANOI0KUTh, YTO B PE3yNbTaTe 3axoja
KaXXa0ro TaHKe€pa B IOPT JOCTABIACTCA JIUIIb TPETh OT yCTaHOBHeHHOﬁ BMECTUMOCTHU
CyJlHa, TO COOTBETCTBYIOIIUN 00BEeM yke K 23 ampeist IPeBhICKI OBl TOAO0BOM JTUMHUT
Ha 2019 rox, eciiu 106aBUTH K HEMY 00bEMBI ITOCTaBOK He(TH, 0 KoTOpbIX KoMurery
orunTtamuck Kuraii u Poccuiickas @enepanusa’. CoracHo 5ToMy AOKIAAy, IIPH IIEp-
BOM CIICHApHUH, IPEANOJIararoIleM MOJIHY0 3arpy3Ky TAHKEPOB, TUMHAT UMITOPTa OBLI
Obl TmpeBBIIEH 1O MeHbIIeH wMepe Ha 100 mpoIeHTOB W COCTaBHI OB

[N

Pecny6onuka Kopest u Coequnennoe KoponesctBo Benukoopuranuu u Ceseproit Upnananu
TaK)Xe MPUCOCIUHIIINCE K 23 coaBTOpaM (CM. IpuiioxkeHue 1).

JlaHHBII cLieHapuii OCHOBaH Ha BEPOSTHOM MUHHMAJIBHOM 3KOHOMHYECKH 000CHOBAaHHOM
oObeMe rpysa Uil TAHKEPOB.

ITo cocTostuuto Ha anpenb 2019 roxa Kurait npencraBun Komurery 1718 undopmannio 06
obuieM o0beMe MPoayKTOB nepepadoTk HeTu B 4 194,43 TOHHBI, KOTOpBIEC OBLITN
skcnoprupoBanbl B Kopeiickyro Hapomgno-/lemokpaTnyeckyto Pecniybinuky HaunHas ¢ ssHBaps
2019 rogma. Poccuiickas denepanus npeacraBuia napopmanuio o6 odueM odbeMe IKCIopTa B
18 974,616 Touus! 3a TOT ke nepuoa. B mae Kurait u Poccuiickas @enepauus coobuuau 06
3KCHOPTE AOMOJHUTEIbHOTO 00beMa B 1 536,03 TonHb!l 1 3 208,969 TOHHBI, COOTBETCTBEHHO.
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1,093 muiH Gappeneil. B momosiHeHHE K CBOMM OIIEHOYHBIM JMaHHBIM CoennHEeHHBIS
Irarel Takke npenoctaBuwin ['pyrirne HarIsAHbIE CIIyTHUKOBBIE U300pakeHUs He3a-
KOHHBIX ITOCTaBOK HedTenpoaykToB B noprtel Kopeiickoii Haponno-/lemokparnye-
ckoit PecrryOnuku (cM. n3obpaxenue I), a emie o1HO rocy1apCTBO-4ICH MPEACTaBUIIO
WHPOPMAIIMIO 0 HE3aKOHHEIX IepeBalIkax ¢ CyIHa Ha cymHO TaHkepamu Kopelickoin
Hapogno-JleMokparmaeckoit Pecryomuku (cm. n3obpaxkenue 1I). Poccutickas ®ene-
panus ykasaja, 9TO OHa «BCE €Ie paccMaTpHUBacT MpeacTaBleHHY0 CoeTMHEHHBIMA
IraramMu uHGOPMALIHIO O CIIy4asx MPeArojaraeMoi NepeBalku NPOAYyKTOB Iepepa-
6otku HeTH ¢ cyaHa Ha cyaHo s noctaBku B KHJIP, a Tax:ke pe3ynbraThl KOMIIb-
IOTEPHOTO MOJICTTUPOBAHUS» (CM. IPHIIOKEHHE 2).

5. THomumo storo, I'pynmna mpomomkana TOKyMEHTAJIbHO (UKCHPOBATh HMIMPOKOE
HCIIONIb30BAaHNE TAHKEPAMH M COyYaCTHUKAMHU Pa3IMIHBIX METOIOB COKPBITHS U Mac-
KHPOBKH, 4TO, II0 MHCHHIO [ pyIIIbl, paBHO3HAUYHO YKJIOHEHMIO OT 3alpeTa Ha He3a-
KOHHYIO IepeBaJiky He()TH ¢ cyJHa Ha cynHo Juisl ee noctaBku Kopeiickoit HapogHo-
Hemokpatudeckoir Pecniyonmuke. MIMeaun MecTO He3asBIICHHBIC MPSIMBIC MOCTABKUA B
HapyIieHrne TpeOOBaHMsI O MPEICTABIEHUN OTYETHOCTH 00 UMIIOPTE HEPTEPOIYKTOB
(cm. pezosroruio 2397 (2017), . 5). DKOHOMHYECKHE TTOKA3aTeNH, OTpakaromre 00-
IIyI0 CTaOMIBLHOCTH IIEH Ha OeH3WH W au3enbHoe TorumBo B Kopeiickoir Hapomno-
Hemoxpatudeckoir PecmyOnuke, CBHOETENBCTBYIOT 00 OTCYTCTBHHM JAedHINTa Ha
BHYTPEHHEM PBIHKE, HECMOTPS HAa MEXKIYHAPOAHBIE CAHKLIUH.

N3ob6paxenue |
ocraBku B nopthl Kopeiickoii Hapoano-/lemokparuuyeckoii Pecnydanku B
nepuosn ¢ ¢peBpais no anpeab 2019 roga

OPRK Flagyed Tanker Chon Ma San.
Rafina Wpon Terminal Pies o
Koren »

304311 125,27 6TE

(OPR.Flagged Tarkar My Borg 1 st Anchor Offshaore of import Tarminal et
Namea.
AT 1N 1252312

mepsaue
OFKOREA

M. PEOPLES
REP CFKOREA
o

REPUBLIC
CFKOREA

HUcemounux: rocyaapCTBO-4JICH; Kapma. prnna.
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N3o6paxenue 11
He3akoHHble mepeBaJIKM C CyIHA HA CYTHO

CyaHo Yu Son mpoBOAUT NmepeBaJIKy ¢ CyAHA HA CYAHO ¢ HEYCTAHOBJEHHBIM
cynaom 20 mapra 2019 rona

Hcemounuk: rocynapcTBO-4jeH.

Cyano Un Pha 2 npoBoauT nepeBaJjiky ¢ CyIHa Ha CyIHO C HEYCTAHOBJIEHHbIM
TaHkepoMm 27 mapta 2019 roga

STS transfer between unknown Tanker and North Korea-flagged UN PHA 2
27 March 2019

ST

o Un Pha 2 (Kum Gang 3)

IMO: 8966535

At
»
1

Unideantified tanker

Hcmounuk: TOCYnapCTBO-4JICH.

Cyano Mu Bong 1 npoBoauT nepeBaJjiky ¢ CyAHA HA CYIHO C HEYCTAHOBJEHHbIM
TaHkepoMm 15 anpeas 2019 roga

= . P =
STS transfer between Ul Tanker “Foxtrot” and North Korea-flagged MU BONG 1
15 Apeil 2019

) Ut Tankar “Foutrot” & MU DONG 1
conducting

2 STS trwmstor ot BEIN

2 MU BONG 1 ancheeed in port
Nampo on 23 APR 2013

e

.
'~' Unidentified tanker,
- y approximately 67m

U
3

k r4 +7 [ L) A Takar “Fantrot” daparts 4

A ’ 4rom Ningde anchorage, China on.

2L | ememas | Z Track =
»

.

Hcmounuk: TOCynapcTBO-4JICH.
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Pexomenpanuun

6. TocynapcTBa-4jieHBbI J0JLKHBI c000maTh KoMuTeTy 0 J100BIX HM3BECTHBIX
NMOCTABKAX, KAaK TOr0 TPeOYIOT Pe30JTI0IHH.

7. TocymapcTBa-4wieHbl [JOJKHBI coaelicTBOBaTh o00MeHY wuHpopManueid
MeK1y MeXAYHAPOAHBIMH TOProBIAMH ChIPbeBLIMH TOBAPaMM, BJIa/leIbIaMU H
oneparopamMu ¢J10Ta TAHKEPOB M CTPAXOBIIMKAMH CY/10B B I1eJIsIX MPOBepKH (ak-
TH4YeCKOro NYHKTA Ha3HAYeHHs TAHKEPOB, C TeM YTOObI NPeI0TBPATUTDH YKJIOHE-
HHe OT BBINOJHEHHS MOJIOKEeHHI Pe30JIIoNHii, ocylecTBIsieMoe ¢ MOMOIIbI0 Ma-
HUNYJSAIUA ¢ ABTOMATUYECKOI CUCTEMOI OIIO3HABAHUA.

8. I'pynma pexomenayer Komurery 1718 Bk/II0OUMTH B CAHKUUOHHBIH mepe-
YeHb CJeAyIOIHe CY1a 32 He3aKOHHbIe MOCTABKU He()TeNPOAYKTOB B HAPYIIeHHe
NMyHKTAa 5 pe3oouuu 2397 (2017):

a) Un Pha 2 (MMO Ne 8966535), ¢paar Kopeiickoiit Hapogno-/lemoxkparu-
yeckoil Pecny0iinku, 3a ocymectBiaeHue 27 mapra 2019 roga nepeBaJiku ¢ cyaiHa
HA CY/IHO ¢ HEM3BECTHBIM TAHKEePOM;

b) Mu Bong 1 (MMO Ne 8610461), duaar Kopeiickoit Hapoano-Jlemokpa-
THyeckoii Pecny0imku, 3a ocymecrBienue 15 anpeass 2019 roga nepeBajiku ¢
Cy/IHA HA CYIHO C HEM3BECTHBIM TAHKEPOM.

Hosble METOAbl YKIOHECHUSA

9. I'pynma orMeuaeT IMpoaOJIKAIOIIEeCs NCIIOIb30BAHNE XOPOIIO 3aJ0KyMEHTHPO-
BAaHHBIX METOJIOB YKJIOHEHHS, BKIII0Yasl OTKIIOYCHNUE aBTOMATHIECKOW CHCTEMBI OII0-
3HaBaHUA; (PU3NIECKYI0O MACKHPOBKY; HCIOJIb30BaHHE MAaJIBIX CYIOB 0e3 HOMEpPOB
HNMO, cmeny Ha3BaHHUsI, HOYHBIE TIEPEBANIKN U Apyrue GopMbl panbcupuKkanuy naeH-
TH(QUKAONOHHBIX NaHHBIX. Kpome Toro, I'pynna ycraHoBuia, 4To B paccMaTpHUBae-
MBI Tepruoa JuIsi 00X0Jja CaHKIIMH HCITOIB30BAJIUCH METOBl YKIOHEHUS, O KOTOPBIX
paHee He coo0LIanoch.

Ocywecmenenue cyoamu noo UHOCMPAHHBIM Dazom npamvix nocmasox ¢ Hamnxo

10.  OnHO M3 TOCyIapCTB-WICHOB HAOIIOAAJIO CIIyYau MPSMBIX ITOCTABOK CYJIaMH 0]
WHOCTpPAHHBIM ¢uraroMm npoaykroB nepepadorkn Hedtn B Kopeiickyro Hapoano-/le-
MOKpaTndeckyto PecnyOmnnKy, 0 KOTOpBIX HE coo0Imanocs. B uncie nmpuMepoB Takux
cynoB — nunieHHoe peructpanuu cyaHo New Regent (MMO Ne 8312497), cynno noa
BheTHaMcKHM ¢arom Viet Tin 01 (MMO Ne 8508838) u cynno mox ¢marom Ceeppa-
Jleone Sen Lin 01 (MMO Ne 8910378). DTu cyna BeIrpyxanu HedTenpoayKTsl B Ham-
X0 B repuon ¢ siuBaps no anpenb 2019 roga. Cyano Viet Tin 01 coepmmnio oauH
3axon B mopT Hammxo, a cynuo Sen Lin 01 mocetmiio Hamnxo necsars pas. CynHo New
Regent, moanexariee JINIIEHNIO PETUCTPAIMH U 3alIPETy HA 3aXO0J B IMOPTHI 1O BCEMY
mupy, B 2019 roxy asaxael noctasisio HedGTs B Hamnxo (cm. nzobpaxkenue I11)% Tlo
MHEHHIO 3TOTO TOCyJapcTBa-4JIeHa, BKIIIOUeHHe cyaHa New Regent B caHKIIMOHHBIHI
IIepeyYeHb, BEPOSATHO, MpUBeNo K npuHiaTUuio Kopeiickoit HapoaHo-JleMokparuueckoin
PecniyOnukoii penieHust o nmepeoOOpyIOBaHUH 3TOTO CyAHA M3 (QUAEPHOrO B TaHKEP
JOCTaBKH.

10/143

B snextponHOM mucbMe, HanpaBieHHOM [pynme 8 utons 2019 roga, komnanus Mega Glory
Holdings coo6uiuna, yto B anpesie 2018 rona ona npoxnana cynno New Regent npyroit
komnaHuu. I'pynma orMeTrunia, 4to o cocrostHuio Ha 21 utonst 2019 rona B Mopckux 6azax
naHHBIX KoMmmaHug Mega Glory Holdings mo-npexHeMy 3HauuTCs B Ka9eCTBE
3apeTHCTPUPOBAHHOTO Biajelblla, OepaTopa U ynpasisoniero cynsa. PaccnenoBanus ['pymnmbt
MPOJIOJIKAIOTCS.
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N3o6paxenue 111
Cynno New Regent B Hammnxo B mepBbIii pa3

High Frequency Feeder Vessel Arrives in North Korea For the First Time DEM.PEOPLE'S
Nampo, North Korea REP.OF KOREA
384159N 1251817E & Pyonayang

REPUBLIC
OFKOREA

New Regent
o5 T2a07
—
—F - -
_———
S

©2019 DigitalGlobe

Hcemoynuk: rocynapcTBo-uieH; kapma: I'pynmna.

11. 26 despans cynno Viet Tin 01 ormpaBuiiock B HaMmxo muist 1OCTaBKU Tpy3a
He(QTenpoaYKTOB M OTILIBUIO HA CIENYIOMUiH NeHb. ['pymna ycraHoBwmiIa, 4To ¢ 4 sH-
Baps 2019 roma 3To CyAHO PKCILIyaTHPOBANIOCH Ha OCHOBE GepOoyT-uaprepa®. Komma-
Hus Happy Shipping Co Ltd, 6azupytomasics B dynzsne, Kuraii, 3adpaxroBana 3to
CcymHO 4epe3 cuHramypckyro komnanuio KLJ Marine Services Pte. Ltd (cm. mputoxe-
Hue 3). Beernam npouHpopmupoBan I'pymnmy o Tom, 4TO Biadenbly cygHa Viet
Tin 01 — xomnanum Viet Trust Shipping Corporation — He ynanoch CBsI3aThCS C
¢paxToBIIMKOM OepOoyT-yapTepa Il Bo3Bpara cBoero cygHa. OJHO rocynapcTBo-
YjieH npouH(opMHUpoBasio [ pynny o TOM, YTO KOHTaKThl MEXY BIaAeNIbIIeM Cy/IHA U
xomnanueit Happy Shipping Co Ltd ocyniecTBisiiaucey yepe3 HHAMBUAYAIBHOTO Opo-
kepa K.C. Kgeka®. I'-n Ksek 3asBui ['pynre, 4To OH NPENOCTABISAT TOJNLKO yCIyTH
JIMYHOTO MepeBoAa. I'pynma nmpogosmkaeT pacciaeoBaHUE.

12. B mepuon ¢ 30 saBaps no 2 ¢erpans 2019 roga mocieHUM 3aperucTpUpOBaH-
HBIM nopToM 3axonaa cyaHa Viet Tin 01 0b11 Cunranyp. B mokyMeHTax yka3bIBalioCh,
YTO MOPT BBITPY3KH ISl 3THX TPy30B — YibcaH, Pecriybnuka Kopest (cM. npuiosxe-
Hue 4), ogHako 2 ¢eBpans 2019 roga aBToMaThdeckas CUCTeMa OMO3HABAHUS CyJaHA
Viet Tin 01 cHayana nokazana, 4yTo €ro CiIeAyMIIHHA MOPT HaszHadyeHus — Hammxo,
onHaKo depe3 uac uMm ctan ['aoctoH. Briocneacrsuu, B nepuox ¢ 13 no 16 despans,
CyJHO 3aJiep>KaJioch pssioM ¢ ['aocioHoM, a 3aTeM oTnpaBmiiock B Hammnxo (cM. n300-
paxenue V). bonbiryio yacTe BpeMeHU B TEUEHUE MeCsAIla, MPEAIeCTBOBABIIETO 3a-
X0y cyaHa B mopt Hammnxo, aBTomMarnyeckas cucteMa Olo3HaBaHUs Cy/lHa ObLia OT-
KJIFOUeHa. B CBsI3M ¢ 9TMM BbETHAMCKOE ITPABUTEIBCTBO BEAET paccienoBanue, a CuH-
ranyp npelocTaBUJI Ha OCHOBE CBOEr0 COOCTBEHHOIO pacciie/loBaHHs MH(OpMaIHUIo
0 3aX0jic Cy/JHa B MOPT, a Takxke o rpy3e B 5108 Oappeneit HedTH.

5 JloroBop (paxToBaHMs, B COOTBETCTBUH C KOTOPBIM SKHIIaX I OCHAIIEHHE HE BKJIIOYAIOTCS B
JIOTOBOP, @ OTHOCSITCSI K OTBETCTBEHHOCTH apeHaTopa.

6 Kommanus r-aa Ksexka — 310 He kommanus KLJ Marine Services Pte Ltd. I'-u Keek orpumaet
KaKue-1u00 JAeN0BbIe UJIM JIMYHbIE OTHOIIEeHHU ¢ koMmnanueid KL Marine Services Pte Ltd.
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N3o6paxenue IV

MapupyT cynHa Viet Tin 01 1 cnmyTHHKOBbIe CHUMKH TAHKEPHOTO MPUYAJa
Hammnxo (38° 42’ 55" N 125° 22’ 04" E) 26 ¢eBpanas 2019 roga, Ha KOTOPBIX
NMOKAa3aHO CYAHO aHAJIOTHYHOro pasmepa B Hamnxo

VIET TIN 01

8508838

54 Kn
Il Vietnam Heading 143

Tmiplies vessel is trading with
ROK rather than DPRK
ey 312019, 112 4

Heading 000

Kw
Implies manipulation of AIS since it was
unseen entering but AIS is ON leaving

© 1A changed: om February 23 2019, 17:00 o Marcn 1t 2013, 0:00
¥ D changed: rom 43103
Jangyon
Sugge sts the vessel unloaded L
its cargo in Nampo -
- Haeju
2

 Destination changedt. from DAESAN S.KOREA 18 YANTAI

Yeonpyeo!
myeon

AN

“abruary 15th 2019, 22:41 ‘
+ Destination changed: from KAGHSIUNG to DAESAN S KOREA

Ucmounux: cuctema Windward.

Falsely indicating intended destination is
ROK rather than DPRK

\

oo P

Hcemounux: Planet Labs, Inc.

Memoowvl mackuposku cy008

13.  OpHo U3 roCynapcTB-WIECHOB MpeacTaBuiio [ pymnie qokazaTeabcTBa TOro, 4to 19
mapTta 2019 rona B Boctouno-Kuralickom Mope aeiicTBOBaJl TOPTOBBII TaHKED, y KO-
TOporo ObLTa OTKJIFOYEHA aBTOMAaTH4YeCKas CHCTeMa OIO3HaBaHHS BO BpeMs Iepe-
BaJIKH C OJTHOTO CyJHa Ha JPYroe ¢ MeHee KPyIIHbIM HEOMO3HAaHHBIM (QUIEPHBIM CYII-
HoM. Ha kopmyce Oonee kpynHoro cyana Homep MMO 6bl1 4acTHYHO 3aKpalieH, oJ-
HAaKO BCe ellle ObLTH pa3iuauMbl THPPBI 8916293, KOTOPBIE COOTBETCTBYIOT HOMEPY
BHECCHHOI'O B CAaHKIIMOHHBIHN mepedeHb cyaHa Saebyol (Taxke nu3zBectHoro kak Chong
Rim 2). Ha3Banue cynHa ObLIO Tak)Ke 3aKpallleHO M MOBEPX HEro ObLJIO HAIMCaHO
“Venus”. Ha uzoOpakeHnu V MOKa3aHO CHIIBHO HAarpy»XeHHOe CcyaHo (dumepHoe
cynHo 1), mpubmimkaromieecs K cyaHy Saebyol, B To Bpems Kak Ipyroe CyJaHo, KOTOpoe
KaXXeTcsl He3arpy>KeHHbIM ((puiepHOe CyaHO 2), OTIIBAPTOBAIOCH MOCIE MEPEKAuKH
torutnBa. dunepHoe cynHo 1 MMeNIo MpU3HAKK TOTOBHOCTH K MEpEBaJIKe C CyaHa Ha
CYIHO: Ha majiyoe OBIIM YCTAHOBJICHBI IIUTAHTH M BBICTABJICHBI KPbUThsi. HedTsaHOE
IISITHO HETOJAJIeKy yKa3bIBaeT Ha TO, YTO TOJBKO YTO 3aBEPIIMIIACEH IIEPEBAJIKA C CyAHA
Ha CyIHO C TIOMOIIbGIO (puAepHOTO CyaHa 2.
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N3ob6paxenune V

Cynno Saebyol, ocymecTBIisiioniee nepesajky ¢ cyiHa Ha cyaHo 19 mapra

2019 roga, u pugepHoe CyaHO 2, mepenaroiiee CATHAJ B Ka4ecTBe «PHI0O0JTOBHOIO
CYAH2» U NOTEHIHAJBLHO BHINOJHAOLIEe PYHKIMIO JO0KHOTO0 JIOKATOPA

Large Sipper Vessel (visually
identified as VENUS,
assessed (0 be SAEBYOL.
based on IMO number)

Small Feeder 1 vessel

(name includes Chinese

characters for 11) inbound
| from astem.

Small Feeder 2 (name
includes western character 8)
vessel post breaking away.

[ Fenoens our | FEEDER VESSEL 1

F‘
-

-

=©
o

P

e /’

FEEDER 2 SHOWING AS FISHING VESSEL WITH
A OF 4. Merchant Vessel VENUS

NAME
NAME AND IMO (SAEBYOL) SILENT ON Automated Identification
PAINTED OVER System

|
|
Al

Hemounuk: rocynapcTBO-4ieH.

14. B COOTBETCTBHUH C HOBBIM METOAOM (GHUIAEPHOE CYIHO 2, KaK MPEACTABISETCS,
WCIIONB3YeT TPAHCIIOHJEP aBTOMAaTHYECKON CHCTEMBI ONO3HABAaHMS Kiacca B, maeH-
THGUIHPYS ceOsl KaK pEIOOIIOBHOE CyqHO, YTOOBI CKPBITH CBOM HACTOSAIINE JaHHEIC U
OTPaHWYUTH AUaNa3oH oOHapykeHns. PuaepHOE CyqHO 2 TaKXKe, BO3SMOXKHO, HCIIOb-
30BaIOCh B KAYECTBE MEJEHTaTOPHOTO JIOKATOpa’ s MOTEHIMAIbHBIX CY/IOB TIEpPe-
BaJIKU OT UMeHH cyqHa Saebyol ¢ BBIKIIOUCHHOW aBTOMATHYECKOW CHCTEMOM OMO3Ha-
BaHMSL.

Bosspawarowuecs gpuoepnvie cyoa

15. 13 u 14 masg 2019 roga @unepHbie cyqa BEPHYIHCH IS OCYIIECTBICHUS ITOCIIe-
JI0BaTENbHBIX MEPEBAJIOK € CylHa Ha cyqHO ¢ TaHkepoM Kopeiickoii Haponno-/lemo-
kparmdaeckoir Pecrmy6mmkm An San 1 (MMO Ne 7303803) B Bocrouno-Kuraiickom
Mope. OTH IepeBaKi B CpeaHEM 3aHUMaNH 1,5 9aca ¥ MpoOWCXOauid Ha paccBeTe U
B cyMepKax nBa mHS monapsan (cMm. m3obpaxenue VI) ¢ ucmomp3oBaHnEeM HEOOIBITHX
CyIIOB, HE UMEIONINX OMO3HABATEIFHBIX 3HAKOB, BEPOATHO ISl TOTO YTOOBI H30e)KaTh
HaOIIONeHns C BO3AyXa.

" TpaHcnoHepHI Kiacca B aBToMaTHuecKoil CHCTEMBI OMO3HABAHUS UCTIONB3YIOTCS CYJaMH,
KOTOpBIC HEe JOCTHTAIOT IOPOTOBBIX ITOKa3aTeNel Mg 0043aTeIbHON yCTaAHOBKH aBTOMAaTUYIEeCKOH
CHCTEMBI OMT03HaBaHus (Kjacca A) B COOTBETCTBHH ¢ TpeOOBaHUSIMHU MeXyHApOIH Ot
KOHBEHIIMH 10 OXpaHe YeJI0BeYeCKOM U3HU Ha Mope 1974 roxa, HanpuMep MaJlbIMU
PHIOOJIOBEIKUMY CyaMH. YCTpOicTBa kiacca B obnanaror MeHbIel (yHKIIMOHAIBHOCTEIO,
MEHbIIeH MOIHOCTHIO M MEHBIIUM PaJIyCcOM IEHCTBUSA, HO OHH pa0OTaIOT U B3aHMOJCHCTBYIOT
¢ yCTpo#cTBaMu Kiiacca A, UCIIOJIB3yeMbIMU Ha cylax BajoBoit BMectumocThio 300 u Gonee
TOHH.
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N3o6paxenune VI
Cyna HeH3BeCTHOI HAIMOHAJILHOM MPUHA/JIEKHOCTH OCYLIECTBJISIIOT MEPEeBAJIKY
¢ CyIHA HA CYIHO ¢ TaHKepoM An San 1 B TeyeHHe ABYX JHeH MOAPAT

Hcmounuk: TOCynapcTBO-UJICH.

16. IlpuBenenHas BbIlIe HH(OPMAIHS, TOITYUYEHHAS OT Pa3INIHBIX TOCYAaPCTB -4IIe-
HOB, 0 TaHKepax Saebyol m An San 1 cBuaeTenbsCcTBYET O TOM, YTO TaHKepHl Kopeii-
ckoit Hapomuo-/lemokparudyeckold PecmyOiauku BcTpedaroTCs CO MHOTHMH CydaMU
IUIsl o0OecriedeHust OoJiee MOJIHON 3arpy3KH Iepeil BO3BPAIlEHHEM B CTPaHy ISl BBI-
T'PY3KH CBOMX HE3aKOHHBIX TPY30B.

Baageasusl, onepaTopsl U YIPaBJIsIlOIIHe KOMIAHUH

17. Cyna, ocymecTBISIOMNE IEPEBANKy € CyJHa Ha CyJHO WU HEMOCPEACTBEHHYIO
moctaBky HedtemponyktoB B Kopeiickyro Hapomao-/lemokparmdeckyio Pecry6-
JIKY, — 9TO OOBIYHO HEOONBINHE CyHa C IMOJHOH rpy3omombemMHOCTHIO 0T 1000 1o
20 000 ToHH u cTapsle cynaa, KoTopbiM 30-35 sieT. 3aperucTpupOBaHHbIE BIIAJAEHbLIBI
TaKWX Cy/I0B, KaK IIPAaBWIIO, BIAJACIOT HEOOIbINM (PIIOTOM pa3MepoM /10 YETHIpEX Cy-
JIOB U, TIOX0XKE, IIPECTABIISIOT U3 Ce0sl HEJaBHO CO3/1aHHbIe PUKTUBHBIC MIIH TIOJICTAB-
Hble KOMIIAHUU, OTHOCSIIHECS K HE3aBUCUMBIM OIlepaTopaM CydOB B APYroil ropuc-
JTUKITAH.

IMocraBku yrus
Ilepesanku yens 6 omxpulmom mope

18. Kopeiickas Haponno-Jlemokparudeckas PecnyOnmka mpogoipkaeT HapylaTh
3ampeT Ha OKCIOPT YIS, YCTaHOBIEGHHBIN pe3omonueit 2371 (2017). Ilo qanHeIM 0A-
HOrO0 M3 TOCYAapCTB-4YICHOB, MPEANOJaraercsi, 4To 3a IepBblE€ UYETHIpE Mecsla
2019 roma KHP skeroptupoBana B obmeid cinoxxkaocTd 930 000 TOHH yriis mocpen-
CTBOM 1O MeHbIIel Mepe 127 moctaBok®.

19. BelmeynoMsiHyTO€ roCcyJapcTBO-4IEH NpeAcTaBuiIo I'pynmne cHUMKH Cyl10B, 3a-
IPpYyXEHHBIX yIieM, B paiioHe nmopta HurbOo-UxoymaHs, KOTOpble OHO MIACHTHU(HUIIN-
poBaJo Kak cyza, cBa3annblie ¢ Kopeiickoit Haponno-Jlemokparudeckoii Pecmyonnkoit
(cm. mzo6pakenns VII u VIII). Kurait orBetmit, 4To «nHpOpMAIus, MpeACTaBICHHAS
I'pymnmoii, HeTOCTaTOYHO CBOEBPEMEHHA, U Ha €€ OCHOBE HE MOXET OBITH IIPOBEJICHO
paccienoBaHue Ha MecTe. IHpopMaIus 0 COOTBETCTBYIONINX CYJaX SIBISICTCS TPOTH-
BOPEYMBONW M HETOYHOM, IIOITOMY OHA HE MOXET IMPEACTAaBISTh COOOH MOJHYIO Iie-
MOYKY J0Ka3aTeNbCTB UIIU SABJISATHCS OCHOBAHHMEM ISl IPOBEIECHUS AadbHEHIIEro pac-
cienoBaHus» (CM. mpuioxeHue 6.1).

14/143

@

O1eHOYHAS CTOMMOCTD DTOTO YTJIs1, ucuncienHas u3 pacuera 100 gomn. CIIA 3a ToHHY,
cocTaBinseT npubausurenbHo 93 muH gonn. CHIA.
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N3o6paxenue VII

Cynno Jang Jin Gang noa ¢arom Kopeiickoii Haponno-/lemoxkparnueckoii
Pecny0,iMKH roToBUTCS K OCYIIECTBJIEHHIO NEPEBAJIKHU € CYAHA HA CYAHO

¢ MIOMOUIbIO MUIaBy4ero kpana Boau3u Hun6o

T

1 L
-
DPRK-flagged Jang Jin Gang Preparing to conduct Ship-to-ship transfer of coal | = DPRK-flagged Jang Jin Gang Preparing to conduct Ship-to-ship transfer of coal
Zho n, China

Zhoushan, China
29:44:28 N 122:14:30 €

Hcmounuk: rocymapcTBo-uieH; kapma. I'pynma.
N3zoOpaxenue VIII

Iarte cBazannbix ¢ Kopeiickoii Haponno-/lemokparuyeckoii Pecny6aukoii cynos
B paiione HuHO0o0 u elme Tpu cyaHa, CBsI3aHHbIE C 3TOH CTPaHOIi, B TOT Ke 1eHb

MV RYONG RIM

Hcmounux: rocygapcTBo-uiieH; kapma: I'pynmna.

20. TI'pynna nmonyuuiaa CHUMKH, Ha KoTopeIx cyaa Kopeiickoit Hapogno-/lemokpaTtu-
yeckoii PecnyOomukm Paek Yang San (MMO: 9020534), Ka Rim Chon
(UMO Ne 8314811), Pho Phyong (MMO Ne 8417962) u Tae Yang (MO Ne 8306929)
OCYILECTBIISIIOT MEPEBAJIKY YIS C CyJHA Ha MOPTOBbIe Oapku B TOHKMHCKOM 3aJIMBE
B IepUOJ ¢ ceHTAOps 1o okTsiOpb 2018 roma (cM. mpunoxenue 5) (CM. U300paxeHue
1X). TocynapcTBO-WICH TaKKe MPECTAaBUIIO H300paKeHUS TIOPTOBBIX OapiK, HAXO.IsI-
muxcs Ha crosiike B Knme (cM. n3o0paxkenue X) U B pailoHe IKOPHOW CTOSIHKH PSIJIOM
¢ yronbpHbIM mupcoM (cMm. u3zoOpaxkenue XI). Kurtail oTBeTmi, uto «uHpOpManmus,
npeacTaBieHHas [ pynmnoii, HEAOCTaTOYHO CBOEBPEMEHHA, U Ha €€ OCHOBE HE MOXET
OBITH ITPOBEJICHO paccieoBanre Ha Mecte. HpopMamus o COOTBETCTBYIOIMX CyAax
SIBJISIETCSI IPOTUBOPEYMBON U HETOYHOM, TOITOMY OHA HE MOXET IPEJCTABISATH COOOH
TIOJIHYIO LEIMOYKY J0Ka3aTeIbCTB WIH SBISITHCS OCHOBAaHUEM JIJIsl IPOBEICHUS Jajlb-
HEMIero pacciefoBaHUs» U YTO «BCE MEPEBO3SILIUE YTOlb CyAa, HaXoAsIIHecs Ha
crosiHke B mopty Kula, IMErOT 3aKOHHBIC JOKYMEHTHI 10 UMIIOPTY, U CTPAHOU IIpo-
HUCXOXKIEHUsT TepeBo3umoro umu yrist He siBisiercs KH/IP. CtouT oTrmMeTuTsh, 4TO

Source: © 2019, DigitaiGlobe

| Source: ©2019, DigitaiGiove |
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OOJIBIIWHCTBO CYIOB JIUISl IIEPEBO3KH HABAJIOYHBIX TPY30B HMEIOT OYCHb ITOXOXKYIO
(dbopMy, 1 Hepa3yMHO CBSI3BIBATh Cy[a, IPHYACTHBIC K ITepeBajKaM I'Py30B C CyAHA Ha
CYAHO, C CyIaMH, IpUYJICHHBIMH B NopTy Kwuira, Junoie Ha OCHOBE CIIyTHHKOBBIX
CHUMKOBY» (CM. mpruioxeHue 6.1).

N3ob6paxenue [X
IlepeBanka yris ¢ cyqHa Ha cyAHO B TOHKHMHCKOM 3a/IMBe

S PR AT MV ASIA HONOR Conducting Ship-to-Ship Transfer of Coal 2 Lighter Vessels Associated With Ship-to-Ship Transfers of
If of - North Korean Coal Berthed at Coal Quay
:56:00 N 3 E b ~ Qisha Port, China

21:35:40 N 108:28:33 €

ASIAHONOR on 15 Feb 2019

©2018, DighaiGiobe

Hcmounuk: rocynapeTBo-uiieH; kapma. I'pynmna.

N3ob6paxenne X
IlopToBbIe Gap:ku, focTaBAAOIME YToab B NopT Kuia

23 December 2018 Lighter V"‘N"‘

STS transter from M/V Pho Phyong on 12 Sep 2018
STS transfer from M/V Ka Rim Chon on 21 Sep 2018
. Vessel “C" conductad STS transfer from M/V Pho Phyong on 24 Oct 2018
. Vessel “D" conductad STS transfer from M/V Tae Yang on 25 Oct 2018
Vensel “E” conductod STS transfer from M/V Pask Yang San in early Sep 2018
. Vessel “F" is associated with STS transfers of North Korean coal

© 2018, DigitalGlobe

Hcmounuk: rocynapcTBo-uiieH; kapma. I'pynna.
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N3ob6paxenune XI
CrneunaibHasi 00J1aCTh AJI51 IKOPHOH CTOAHKHU MOPTOBBIX 0apik

17 Decernber 2018 Lighter Vessels Associated With Ship-to-Ship Transfers of
North Korean Coal

Near Qisha Port, China
21:33:12 N 108:28:53 E

. Vessel “A” conducted STS transfer from M/V Pho Phyong on 12 Sep 2018
. Vessel “B" conducted STS transfer from M/V Ka Rim Chon on 21 Sep 2018
. Vessel “C" conducted STS transfer from M/V Pho Phyong on 24 Oct 2018

. Vessel “D" conducted STS transfer from M/V Tae Yang on 25 Oct 2018

. Vessel “E” conducted STS transfer from M/V Paek Yang San in early Sep 2018

. Vessel “F" is associated with STS transfers of North Korean coal

® 2018, DigitalGlobe
Hcmounuk: ToCynapcTBo-uieH; kapma. I'pymma.

PexomMenganuun

21. C yuerom Toro uto cyna Kopelickoit Hapoxgno-J/lemokparnueckoit Pecrryonukn
HCIIONB3YIOT MMOPTOBBIE OapKH, YTOOBI N30€XKaTh 3aX0/1a B IIOPT, aAMUHHACTPALIUN TIOP-
TOB CIJIEyeT NMPOBOIUTH OOJIee TIIATENBHBINH TOCMOTP TAKHX CYIOB IIyTEM IPOBEPKHU
JOKyMEHTAIlMM, BKJIOYas CEepTH(HUKATHI NPOUCXOXKACHUS, HAaKIaJgHbIE M KOHOCA-
MEHTEHI, & TaKXe U3BIMaTh, TOCMATPUBAaTh N KOH(HUCKOBHIBATH JOObBIE Cyaa, MOI03pe-
BaeMbI€ B IIEPEBO3KE 3alpelIeHHbIX peaMeToB (pe3omtonus 2397 (2017), . 9).

22. TI'pynna pexomenayetr Komurery 1718 BKIIIOUMTH B NepeUeHb CIEAYIOIIHE Cya
Kopeiickoit Haponno-/lemokparuueckoit PecryOnnku 3a HapyIieHue myHKTa 8 pe3o-
mrortum 2371 (2017):

a) Paek Yang San (MMO Ne 9020534) 3a ocymecTBieHHE 5 CEHTAOpPS
2018 rona mepeBaliku ¢ CyJHa Ha CyJHO;

b) Ka Rim Chon (MMO Ne 8314811) 3a ocymectBienue 21 ceHTAOps
2018 rona mepeBaliku ¢ Cy[Ha Ha CYAHO;

c¢) Pho Phyong (MMO Ne 8417962) 3a ocymectBienue 24 okts6ps 2018 roma
TIepeBaJIKH C CyJHA Ha CYIHO;

d) Tae Yang (MMO Ne 8306929) 3a ocymecTienue 25 oktsaops 2018 roma
TIepeBaJIKM C CyHa Ha CYJIHO.

PaccaenoBanusi B oTHOmIeHuH nocraBok yrist Kopeiickoit Hapogno-
Jdemokparnyeckoii Pecnniy0iiMkn B TpeTbH CTPAHBI

23. B mapre 2019 roga Pecnybnuka Kopest coobmmna Komurery, 4To OHa Takxke
MpeabsiBUiIa OOBUHEHHS OJHOMY (PM3MYECKOMY JINIY M JABYM KOMIIaHHUSM, IIPUYACT-
HBIM K 3ampenieHHoMy s3kcnopty yria Kopelickoir Hapogno-/lemokpatuueckoit Pec-
myonuku yepe3 Xonmck B 2017 roxy (S/2019/171, m. 37.). Ona nanee cooduiwia, 4To
OHa Ipe/cTaBuia JaHHBIE O MEeCTH PU3NYECKUX U MATH IOPUAMYECKUX JIMIaxX B IPO-
KypaTypy Ha OCHOBE CBOMX PACCIEAOBAaHUM ABYX JOMOJHUTEIBHBIX A1 O 3alpelIeH-
HoM skcnopre yriist Kopeiickoit Haponno-/lemokparunueckoit Pecriybnuku B mepron ¢
nekabpst 2017 roga no uronb 2018 roga. ITocie nepeBajaku B TpEThU CTPaHbI OBIIO
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BBE3€HO B o0meit cnoxkHoctr 14 840 toHH yrisa. Pecmybiuka Kopes BBena 3amper Ha
3aX0J B HAIMOHAJIBHBIE TOPTHI ISl TOTIOJIHUTEIbHBIX CYJOB, IPUYACTHBIX K 3THM JIe-
mam (cM. Tabmumy).

Tabnuna
3anpersl Ha 3aX0/] B HAINMOHAJIbHBIE NOPTHI, BBeAeHHbIe PecnyOnukoii Kopes
¢ aBrycra 2018 roga

Vessel Name MO Flag Date of the National

B Number = Port Entry Ban

Yu Fuan 9358694 Togo 18 August 2018
An Quan Zhou 66 8742240 | Stateless 28 December 2018
Tai Xin 9088598 | Togo 28 December 2018
Xin Yang 0688 8657809 | Belize 28 December 2018
Lucky Star 9015278 | Togo 28 December 2018

East River 9109952 | Panama 28 February 2019

Hcmounuxu: rocypapcTBo-uiiet, [ pynna.

Yeonv uz Kopeiickoti Hapoowno-/lemokpamuueckou Pecnybnuxu na cyone Wise Honest

24. T'pynna mpojoikaia paccieloBaTh H OTCIEKUBATh HE3aKOHHYIO IIOCTaBKY YIJIs,
IIepBOHAYAIFHO MEPEBO3UMOTro Ha 6opTy cymua Wise Honest (MMO Ne 8905490) nox
¢dnarom Kopeiickoit Hapogno-/lemokparuueckoii Pecry0iuku, koTopoe ObLIO 3aaep-
xkaHo MHnoHesueit 4 anpens 2018 roga 3a oxkHOe OOBsIBIIEHHWE CBOEro uiara Kak
¢nara Creppa-Jleone. C tex nop kanutan cyasa Kum Uxyn Con 6bL1 omrpadosan®
3a HapylIeHHEe MPaBUJl CYJI0XOJCTBa U JIEIOPTUPOBAH BMECTE C dKuMnaxeM u3 MHmo-
He3uu. [pymnma Takke NUPOAOJDKHIA pAacClieOBAaHWE B OTHOIICHHH KOMITAaHUHU
Enermax, ¢purypupyromei B kauecTBe MOKyIaTeas YIisl, HAXOJUBIIETOCS Ha OOPTY
cynna Wise Honest (cm. . 52 u 53). ITo nanasim Coenunennsix IlltaTos, «0osee
750 000 momn. CIIIA 6bUTO TIEpEeBEICHO Yepe3 cueTa B OMHOM M3 (PHHAHCOBBIX yupe-
xkaeunii CIIIA B cBsSI3M ¢ mocTaBkOW yris Ha Ooprty cyaHa Wise Honest B mapte
2018 roma»i.

25. o panaeiM Coenunennsix 1lTatoB'?, cynno Wise Honest GbUIO eIUHCTBEH-

HBIM CYJHOM, 3apEeTrHCTPUPOBaHHBIM Ha kommanuio Korea Songi Shipping Company
(st o3HakoMITeHHs ¢ uH(popManueir 00 ormare 3a yroyib cM. 1. 52). CoeTMHEHHBIX
IITaTe! TaKXE COOOIIIMITH, YTO 3TO CYIHO HAXOAUTCS MO KOHTpOoieM KoMmnanuu Korea
Songi General Trading Corporation (Takxe W3BeCTHOH Kak kommanus Songi Trading
Company), koTtopas «moguunsiercsi Kopeiickoil HapogHOW apMUM U MPUYACTHA K DKC-
nopry yris uz KHJIP» 10,

26. B nHos60pe 2018 roga no peuieHuio okpyxHoro cyna bamuknanana, Mumone-
3usl, yrone GbU1 «BO3BpallEeH» UHIOHE3UIcCKOMY Opokepy Dko CeThbAMOKO, KOTOPHIi
nepBOHAYAJIBHO 6])1.]'[ NpUYaCTCH K HOCpeHHquCKOﬁ JACATCIBHOCTH I10 MPOJAAKE YIJIA,
nepeBo3uMoro Ha oopty cyaua Wise Honest. 26 500 TOHH HE3aKOHHO MEPEBO3UMOTO
yrist ObLI0 TIeperpyskeno ¢ cynHa Wise Honest Ha cynHo ¢ manamckuMm ¢utarom Dong
Thanh (MMO Ne 9180035). 3arem 13 anpens 2019 roga cynuo Dong Thanh ornpasu-
jnock B Manaiisuiickuii mopr Kemaman no mHcTpykuuu oneparopa Qingdao Global
Shipping Co. Ltd (cMm. nmpunoxenue 7), npuObuio Tyaa 19 anpeins, oqHako eMy ObLIO
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10

11

IITpad 6611 ycTanosneH B pazmepe 400 000 000 MHIOHE3UICKUX PYTIHH, UK TPUOIU3UTEIHHO
28 500 momu. CIIA.

Cwm. neno 1:19-cv-04210, nogansoe Ha paccmoTpenue 9 mast 2019 rona B Okpy>KHOU cyx
Coenunennpix [ltaros, FOxuHbIi okpyr Helo-Hopxka.

Cwm. nemo Ne 682/Pid.B/2018/PN.BPP, nocranosnenue ot 22 uosiopst 2019 rona, cyn nepBoit
WHCTaHIMHU banukmnanana.
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OTKa3aHO B 3axojlie B nopt. Bnactu Mamnaiizuu npenocrasuinu ['pynne IOKyMEHTHI,
CBUIETENBCTBYIONIME O TOM, YTO TPy300THpaBHUTENb, KoMmmanus Pt. Bara Makmur
Sadayana'?, koTopas Tak:ke NPUHALIEKUT T-HY CeThbIMOKO (CM. IpHJIOKEHHE 8),
JIO)KHO yKasaJ, 4TO 3TOT YTojlb UMEET HHIAOHE3NIICKOe MPOUCXOXKACHHE (CM. n300pa-
sxenue XII1)'3. TIposenennsle Ipymnnoii paccienoBanus cAENOK ¢ yrieM ¢ cynHa Wise
Honest cBUAETENBCTBYIOT O TOM, YTO DS BBIIAHHBIX CEPTHPUKATOB MIPOUCXOKIACHHS
coaepsKaIH JIOKHYI0 HHpopManuio (CM. IpruioxeHue 9).

N3o6paxenune XII
JOKyMEeHT, B KOTOPOM IPOMCX0KIEHHE YIJIsI JOKHO YKAa3aHO KaK HHAOHE3niicKoe
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Hcmounux: I'pynna.

27. Pemenne oKpyXHOTO Cy/la BEIITYCTUTH 3TOT HE3aKOHHBII yTOIb U OZOOPHUTH €ro
PEIKCIIOPT TeM ke OpOKepOM, KOTOPHIH COAESHCTBOBAN OCYIIECTBICHUIO HE3aKOHHOM
CHeNKH, €Ie pa3 CBHUIETEILCTBYET O SIBHOH HEOOXOZMMOCTH TOTO, YTOOBI rocyaap-
CTBa-4JICHBI yACISUIH IPUOPUTETHOE BHUMAHNE BKIIOUCHHIO pe3ononuii Coserta bes-
ONacHOCTH B HAIMOHAJIBHOE 3aKOHOAATENbCTBO. OTCYTCTBHE TaKOW NMPaBOBOM 0a3bl
mo3BossieT Kopeiickoit Hapomno-Zlemokparnueckoit Peciybnuke u ee mocoOHUKaM
HCIIONIb30BaTh UMEIOIINECS MIPOOENbl B CBOMX MHTepecax. HIOHE3Ns MpUCTyIHIIa K
0030py cBOEi TpaBOBOH 0a3bI 151 00eCTIEUSHUSI BHITIOTHECHUS CBOUX 00s3aTEIBCTB 10
3TUM pe3omonusiM. Kpome Toro, 310 €710 MPOIMBAET CBET Ha MPUIACTHOCTH IOCOIb-
ctB Kopeiickoit Hapomgno-/lemokparndeckoii PeciyOnukm 1 ero QUIioMaToB K Jes-
TENBHOCTH MO 00XO4y CAaHKIHOHHBIX Mep4.

28. Bpewmennsiii ppaxroBmuk cygHa Dong Thanh coo6mun ['pynme, 9T0, MOCKOIBKY
9TO CYIHO IMEPEBO3WIO yToub ¢ cynHa Wise Honest, OHO He CMOTIIO BOHTH B MOPT U
oTHpaBmwiIoch B ByHrray, BeeTHaMm, B OXuIaHuM pemieHHs 00 YTHIN3AIMH CBOETO
rpy3a (pe3omonus 2397 (2017), m. 9). BeeTHaMm moaTBepaua MPUOBITHE ITOTO CyIHA
BO BHYTpPEHHHE BOABI CTpaHbI B paitoHe ba Pua-Bynrray 6 mrons 2019 roma u nonu-
TBEPAUI, YTO €r0 TAMOXKEHHOE YIIPaBICHUE NTEPEXBATHIIO JTAHHOE CYHO U MPOBOJIUT
pacciemoBaHHE 3TOTO fena. ['pynma ycTaHOBHIIA CBSI3b MEXKIY OINEpPaTOpOM CyaHA
Dong Thanh — xommanmei#t Qingdao Global Shipping Co. Ltd, B HacTosimee Bpems

1
13

)

14

S/2019/171, npunoxenue 19, u mo MaTepuanaMm UHIOHE3UICKOTO Cya.

I'-H CeThsIMOKO MOAAN aleJUBIIHI0 B CYI IJIs MTOJyYeHHUs pa3pelieH s Ha MPOJaxy YIJIsi Ha TOM
OCHOBAHMM, 4YTO IIcHA Ha yrojb cHUxkaercs (ctp. 3 mocranosneHus Ne 682/Pid.B/2018/PN Bpp).
KonTpakTHas ctouMocTs yris coctasisiia 2 990 000 gomn. CHIA.

Iyuxkr 13 pesomronuu 2270 (2016) u nyukt 17 pesomtounn 2321 (2016). Cm. takxe S/2019/171,
m. 36.
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u3BeCTHOI o HazBanueM Qingdao Global Shipping Group Ltd'®, — u cynmnom Wise
Honest. B 2018 rogy Obut npousseneH miuartex B nonbs3y Qingdao Global co cuera,
HCTIONB3yeMoTo I puHaHcupoBaHus omnepanuii Wise Honest. Komnanus Qingdao
Global coobmuna I'pyme, 4To 3TOT MuaTex ObBLI IPONU3BEICH B KadeCTBE KOMIICHCA-
OH¥ 3a HelnocTaBKy yris ¢ cynHa White Honest [sic] Ha mpuHammexamee eif cyqHO
Ken Orchid (MMO Ne 9598153). [oKyMeHTHI, MpeAOCTaBICHHBIE KOMIAHUEH
Qingdao Global, mokassrBarot, uto cynHo Ken Orchid 0pu10 3adpaxrtoBano mis me-
peoTnpaBKu ymiisi, HaxoguBierocst Ha 6opty Wise Honest, B [Toxanr, Pecry6mmka Ko-
pes (cm. npunoxxerne 10). MznoxxeHHbIe B JOKYMEHTE OAPOOHOCTH COOTBETCTBYIOT
CozepKaHUIO JI0TO0BOpa, B KOTOpoM Enermax yka3sIBaeTcsl B Ka4eCTBE TPy30I0Tyda-
Tens'®.

Pexomengpanus

29. TI'pynna pexomennyer Komutery 1718: BHecTH B CAHKIHMOHHBII NepevyeHb
kanuTtana cyniHa Wise Honest Kuma Uxyn Cona, ero Biaaeinuna, Kopeiickyro cy-
noxonHyrw komnanuio «Conrm» (MMO Ne 5607043), a Tak:ke Kopeiickyio rene-
PAJIbHYI0 TOProByl0 Kopnopauuio «CoHrm» 3a UX yyacTue B HAPYLIEHUH CaHK-
Ui,

3anpemeHHasi ppI00J0BHAS 1eATETbHOCTD

30. [IBarocymapcTBa-wieHa npeacTaBuian ['pymnme nHpopMaIuio, CBUAETEIbCTBYIO-
IIyI0 O JaJlbHEHIIeH mepenade nMpaB Ha pPHIOHBIA MPOMBICEN, BKIIOYast H300pakeHne
PBIOOIOBHOTO Cy/IHA TPEThEH CTPAaHbI C HOMEPOM PHIOOIIPOMBICIIOBOI JIMIIEH3NH, BBI-
nanHoit Kopelickoit Haponmno-/lemokpatndeckoil PecrmyOnmukoit (cMm. m3o0pake-
nHue XIII).

N3o6paxkenune XIII

Pui160s10BHOE cyaHo ¢ HazBanueM “IRZRIE 12122” u ¢ HoMepoMm
pei0onpomeicioBoii munensnu Kopeiickoii Hapogno-Jlemokparudeckoii
Pecnybuxkn

Hcemounuk: TocynapcTBO-UJIeH.

15 Kommanus Qingdao Global coo6muuna I'pymme, 4To eit 6bII0 H3BECTHO, YTO IPY3, HEPEBOZUMBIi
Ha 6oprty cynna Dong Thanh, 6b11 ¢ cynna Wise Honest, olHako MOT 3aKOHHO 3KCHOPTHPOBAThCS
10 PEICHHUIO Cyla H «MOXET CYUTAThCA IPy30M JUIS 3Kcropra u3 MH0He3UH, a He TPY30M
POCCHICKOTO IPOUCXO0XKIEHHUS, U Ha TOT MOMEHT BPEMEHH MBI HE pacloaraiid HIKaKoH
nHboOpMaIKel, YTO TaKOW rpy3 MOJIMAAAET MO/ MOJT03PEHNUE KaK CAHKIITHOHHBIN MO
HabmogeanemM OOH» (sic).

6 JTH IOKYMEHTBI CBUIETENLCTBYIOT O TOM, YTO OOBEMBI M CTOMMOCTD YIJIsl, KOTOPbIH
IIJTaHHPOBAJIOCH NepeoTnpaBuTh ¢ cynHa Wise Honest Ha cynno Ken Orchid, cooTBeTCTBYIOT
YCIOBUSIM JoroBopa Mexay komnanusiMu Enermax u Hong Kong Nova International Trade
Company (S/2019/171, npunoxenue 17).
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I11.

31. OgHO U3 TOCYIapCTB-YWICHOB COOOIIIIIO TAKXKE, 9TO OHO 0OHAPYIKUIIO PHIOOIIOB-
HbIE CyJla U3 TPEThEHl CTpaHbl, HANPABJIABIUUECS B MPOMBICIOBBIE 30HBI Kopelickoi
Hapogno-JleMokparudeckoit PecryOnuku 6e3 HOMEpOB PBHIOOMPOMBICIIOBOH JHUIICH-
3uH. B Xxo1e 00meHns ¢ 3TUMU CyJaMu SKHIaXH OTBETUIIH, YTO OHHU y)KE€ HAIPaBIIIH
B Kopeiickyto Haponro-/lemokparndeckyro PecryOnuky 3asgBKM Ha IMOTy4YeHUE CBH-
JIETEIBCTB O IIpaBe Ha PBHIOHBIN MPOMBICEN M MOIXy4YaT Pa3pelleHus 0 NMPUOBITHH B
PBIOOIIPOMBICIOBBIE 30HBI CTPAHbI. DKUMAXHU TAKXKE 3aSBIJIM, YTO ATH pa3perieHus
OyayT ImepenaHbl IM B MOpe KOMaHAHBIM CyJHOM M3 TPEThell CTpaHbl, KOTOpoe 3abia-
TOBPEMEHHO 3a0pajio HOMEpPHBIE 3HAKU 3THX PHIOOIPOMBICIOBBIX JIMIIEH3UI B IOPTY
Boncana. OHu Takke 3asiBHIJIM, YTO HHOTAA NaTpynbHbIe karepa Kopelickoit HaponHo-
JemokpaTndeckoil PecrmyOnnku MOCTaBISAIOT pa3pelieHuss Ha pHIOOIOBCTBO HEIMO-
CPEICTBEHHO Ha Cy/a, BO3MOXHO JUIsI U30€)KaHMs MEXKTyHapOAHOTo KOHTpois. Ha 3a-
npoc I'pynmer Kuraii orBetmin: «Biactu Kuras 3anpeTunn okeaHHIecKue prIOOIIpo-

MBICJIOBBIE orlepanuu B Mopckux paitonax KHJP» u JRIRE 12122 He susercs pBI-

OOJIOBHBIM CYIHOM, 3aKOHHO 3apeructpupoBaHHbiM B Kurtae. Maentudunuposarsb
rocynapctBo ¢uiara U CyaHO HEBO3MOXKHO TOJBKO Ha OCHOBAaHWM Ha3BaHUS CYyJHA,
HaIMMCAHHOTO KPacKoi Ha 60pTy» (CM. mpuioKeHue 6.2).

IMOapro ¥ BHECEHHbIC B CAHKIIUOHHBIN NepeYeHb
(puzuyeckue u pUIANYECKHE JIMLA

32. Xotsa I'pynna ormedaer, YTO YMCIO CIy4aeB BOEHHOTO COTPYIHHUYECTBA, KakK
MPEACTABISAETCS, COKPAIIAeTCs, IOCKOIBKY BCE OOJIbIIE TOCYAapCTB-UJIEHOB BBINOJI-
HSIOT PE30JIIOLMHU, OHA TAKXKE OTMEYAaeT IPONOJIKAIOIIYIOCS HE3aKOHHYIO NEsATENb-
HOoCTh Tpaxaan Kopeiickoiri Hapogno-J/leMokparuueckoit PecmyOnuku U OTAENbHBIX
JINL U3 TPETHUX CTPAH B HAPYLIEHUE ATUX PE3OITIOLUIM.

33. [I'pymnma eiie He MOJyYHUIa OTBETHI HA CBOU MPOCHOBI O MPEAOCTABICHUH HH(DOP-
MaIliid O BOCHHOM COTPYIHHYECTBE OT TaKMX CTpaH, Kak Jlemokparuueckas Pecry0-
nuka KoHro, ﬁeMeH, JIuBus, Mpsiuma, O6benunennas Pecriyonuka Tan3anus, Yrania
u Dputpes.

Hcaamckas Pecmyonuka Upan

34. Yro xacaeTrcs IpOBOJIUMOTO OJHUM U3 FOCYJapCTB-UICHOB pacciel0BaHUs CIIy-
yaeB BOEHHOTO coTpynHudecTBa ¢ Kopeiickoit Haponno-J/lemokparuueckoit Pecmy6-
sukon (S/2019/171, m. 72), T0 3TO rocyaapcTBO-ujieH cooburmio ['pymrme, 4To aBe
BHECCHHBIE B CAHKI[MOHHBIN niepedeHb koMnanuun — KOMID u Saeng Pil — umeror
nercTBytonue otaenenus B Mciamckoi Pecniyonuke Mpan u mo MeHbliel Mepe Tpu
npenctasurenas KOMID ocratotes B Ucmamckoit Pecniy6nuke Mpane moa aummioma-
THueckuM npukpbiTieM. 30 urons 2019 rona Mcnamckas Pecnyonuka Mpan orBetnn
I'pymnme, onmpoBeprHyB JaHHYIO HH(POPMAIHMIO TOCyJapcTBa-ujeHa (CM. MPHUIIOKe-
nue 11).
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Hamuous

35. OgmHO W3 roCymapCTB-wWICHOB coobmmiuo ['pymnme o Bo3MoxHOM BU3NTe Kum
Tour UYxoms ', OwiBmero mpexacraBurens «kommanumu M.O.P. Architectural &
Technical Service (NAMIBIA)»'8, ¢ nemsio MpOJaX aKTUBOB 3TOH KOMITAHWHU B
Hamu6un. Hamubus orBetmna Ipymme, 9To IMOCIE CBOETO OThE3da B CEHTAOpe
2017 roma Kum nBask el Bo3Bparmaics B HaMuOWIo IO TYpHCTHYECKIM BH3aM B HOBOM
CITy>)keOHOM macmopTe M BbIexal U3 cTpaHbl B Mae 2019 roga (cM. mpuinoxenue 12).

Pexomenganusa

36. TocynapcTBaM-4jieHaM cJeAyeT YCHMJIUTh KOHTPOJb 32 HOBTOPHBIM Bbe310M
HA MX TEPPUTOPHUIO JHI, KOTOPble PadoTajil HA yKa3aHHbIe OPraHU3alMH, HC-
M0JIb3ysl MPOILJIbIE 3allUCH U OHMOMeTpHYecKHe TaHHbIe.

Pyanna

37. OpHO rocyaapcTBO-4J€H yKa3ayno, 4To rpaxkjaane Kopelickoii Haponno-Jlemo-
Kparnyeckoi PecnyOnuKky mpoxoasT cielfaibHy o ITOATOTOBKY B BOGHHOM Jlarepe B
labupo B Pyanne. ['pymnma 3anpocuia uapopmanuio y PyaHsr.

Cupuiickas Apadckas Pecnydimnka

38. Uro xacaercs mpoBOAMMBIX [pynmoil paccienoBaHUil AESTENbHOCTH Tpa)KIaH
Kopetickoit HapomHo-/lemokpatuueckoit Pecrybnuku B Cupuiickoir Apabckoit Pec-
myONInKe, a TaK)Ke MOIBITOK CHPUHCKUX TOPTOBIEB OPY>KMEM IPOJaTh BOCHHYIO TeX-
HHUKY CEBEpPOKOPEHCKOTO TpOUCXOXKIOeHWs Ha bmmwkHem Boctoke mw B Ad-
puke(S/2019/171, . 86-92), To ['pynmna mpogoinKaeT morydars OT TOCYIapCTB-1IIe-
HOB HMH(OpMAamHIO O TOM, 9YTO Takas JeATEIbHOCTh INpoaoibkaercs. B sHBape
2019 rona I'pynma nmoxyunna ot Cupuiickoit Apabckoi PecryO6anku TOIBKO OTBET 00-
IIETr0 XapaKTepa, HO He MOJIy4rIa HUKaKOHW CyIIeCTBeHHON nHpopMaun.

Yranaga

39. TocynmapcrBa-uneHsl coOOmMIN 0 MpucyTcTBUM Komnannn KOMID B ctpane, a
TaKXe O TOM, YTO B HACTOSIIIIEE BPEMsI TaM ITPOBOIUTCS CIIEIHAIN3UPOBAHHAS TTOJTO-
TOBKa W B CTpaHe MO-TIpeXHEeMy HaxozsTcsa padoune u3 Kopetickoit Haponno-Jlemo-
kparnyeckoit PecrryOomukm (S/2019/171, . 93 u 94). I'pynma oxumaer or YraHzisl
OTBETOB Ha MHOTOUYNCIICHHBIC 3AIIPOCHI.

HN3bsaTue kapTtun crynuun «MaHcynd»

40. B saBape 2019 roga MunuctepcrBo ooveanHenus Pecrryonuku Kopes 3assmio,
YTO €ro TaMOXKEHHas ciry>k0a B asponopTy MHUXOH KOH(HCKOBaJIa KAPTUHBI Xy 0XKe-
CTBEHHOH cTynnu «MaHcyn3», NIpHoOpeTeHHbIe HEKOTOPhIMU 4YieHaMu BcemupHoit
¢denepanuu Kopeiickoil acconuaiiy TOproBJIM BO BpeMs ee pabodero Bu3uta B [Ixe-
HbsH B HostOpe 2018 rona. B oTBer Ha 3anpocsl ['pynmsr Pecriybnmka Kopest orBernna,
4yTo oHa KoH(uckoBana 10 u3 19 xapTuH, a oCTajdbHBIE AEBITH KAPTUH OBUIN IIEepe-
JIaHBl B TPETHU CTPAHBI.

17 Jlara poxnenus: 7 arycra 1968 rona.
18 Hamubuiickas modepHsAs KOMOAHUS [ pynmsl kommaHuit «3apy6ekHbie MPOEKTH “MaHcynd”»
(S/2018/171, n. 108; S/2019/171, u. 79).
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OTes1 BOGHHO-IIPOMBIIIJIEHHOT0 KOMILJIEKCA U CIIeIUAJHCTHI M0
HH(OPMALMOHHBIM TEeXHOJOTHSIM

41. OgpgHO TOocymapcTBO-wiIeH mpouHpopmupoBano [pymnmy o Tom, aro OTaen Bo-
E€HHO-IIPOMEBITILIEHHOTO KoMIuiekca Kopeiickoit Haponro-Jlemokparnueckoit Pecmry6-
JINKW — OpPTaH, OCYIIECTBISIONINI HAag30p 3a pa3pabOTKOH MpOrpaMM CTpaHbl B 00-
JacTu sAaepHBIX U Oammuctudecknx pakeT (KPe.028), — mcmonb3yeT mogdnHEHHBIC
€My TOPTOBbIE KOpIIOpauy (cM. IpuitokeHre 13) s pa3MenieHus 3a pyoeskoM crie-
[AAJINCTOB MO MH(OPMAITMOHHBIM TEXHOJIOTHIM, TAKUX KakK MPOTPAMMHMCTHI U pa3pa-
OOTYMKH TPOTPaMMHOTO OOecredyeHus, B LEeIAX 3apabdaThIBaHUs MHOCTpPaHHOW Ba-
JIFOTEHL.

42. TIlo maHHBIM 3TOTO rOCYIapCTBa-4JeHa, COTHU CIEIIUATINCTOB 110 HH(OPMAIIHOH-
HBIM TEXHOJIOTHSIM paboTaroT 3a pyoexom — B EBpone, A3uu, Appuke u Ha bimxkaem
Bocroke, — 3apabateiBas B cpexeM ot 3000 mo 5000 momnapor CIIA B Mecsm u
BBIIIJIAYMBAsl 3HAYMTEIBHYIO 4YacTh CBOMX JIOXOOOB opraHuzamusMm Kopelckoit
Haponno-/lemokparndeckoid PecrryOnmkn, KOHTPOIUPYIOIIMM 3THX CIIEIHAINCTOB.
JIJ1st COKpBITHS CBOEH HAIIMOHAIBLHOCTH M JIMYHBIX JAHHBIX OHH UCITOJIB3YIOT CIIEIyIO-
IIyIO OTIEPATUBHYIO MOJENb: B KAUeCTBE HOMHHAIHHOTO IIIABBI KOMIIAHWUU BBICTYyHaeT
MECTHBIA TpakTaHUH, HO (PaKTHIECKH KOMITAaHWEH YNpaBIAIOT pazpaborynku u3 Ko-
peiickoit Haponno-Jlemokparndeckoit PeciyOnuku, KOTOpbie B CBOIO OYepEeAb TIIATAT
Takoil KOMITAHUU 33 IPUKPBITHE. DTH CIEIUAIIACTBI TAKXKE HCIOIb3YIOT HHOCTPAHHbBIE
BeO-CalTHI IS MOIyICHUSI BHEIITATHON pabOTHI, CKPBIBask IPH 3TOM CBOIO INYHOCTb.
Hapsiny ¢ He3noyMmeIuieHHOH paboTol B chepe MHPOPMAMOHHBIX TEXHOJIOTHH, CIIe-
nnanmuctel Kopeiickoit Hapoguo-/lemokparuueckoir PecnyOmiku no mH(pOpManmoH-
HBIM TEXHOJIOTHSIM OCYLIECTBISIOT HE3aKOHHYIO JIEATEIbHOCTh, CBI3aHHYIO C XHIIe-
HHEM aKTHBOB, TAKMX KaK KPUIITOBAIIOTA, B MOIINEPKKY KHOeprpecTynHukoB Kopeii-
ckoit Hapomno-Jlemokparudeckoit PecrryOonuku B 00xon pUHAHCOBEIX CAaHKIHHA (CM.
. 57-68).

3aKynkH 1Jis1 siAePHOH MPOrpaMMBbl: JaTYHKH TaBJIEHUS

43. Tpynma oOHapyXwiia, YTO JAaTUYHWKH JaBJICHHS, BHEIIHUN BHJI 1 HOMEpa Mojiereit
KOTOPBIX OYEHb MOXOXKH Ha BHEIIHHWN BUJ U HOMEpPA IPEIMETOB, B OTHOIIEHHUH KOTO-
PBIX IPOBOAIIINCH PACCIIEIOBAHMUSI M O KOTOPHIX COOOIIANIOCH B TIOCIIEIHEM JOKJIaIe
I'pyrmer (S/2019/171, 1. 65), pekiaMUpOBAIUChH APYTUMH POSHUYHBIMHA TOPTOBIAMH.
Korga mponykuusi He SKCIOPTHUPYETCS HaNpsIMyl0, MEpbl KOHTPOJISI 32 KOHEYHBIMHU
TTOJIB30BATEISIMU CO CTOPOHBI IMTPOU3BOAMTEINSI MOTYT HE IPUMEHAThCA. [ pynma mpo-
JIOJKAET pacciieIOBaHNE B OTHOIICHUH BO3MOKHBIX IIETIOYEK 3aKyIOK.

IIpeameTsl pockomu

44. Kopeiickas Hapogno-Jlemoxparnueckas PecryOmnika npomoimkaeTr IMIOPTHPO-
BaTh IPEAMETHI POCKOIIN B HAPYIIEHUE CAHKIIUN.

45. Cnauana B IIxeHssHe, a 3aTeM B XaHoe BO BpeMsi cammuTta Coeaunenssix Illra-
toB 1 Kopeiickoit Haponno-Jlemokparnueckoii PecnyOnukn B ¢eBpane 2019 rona
Ob11 3ameucH uMy3uH Mercedes Maybach S-class. Kommanus «aiimnep AI'» moa-
TBepauia ['pymre, 4To Ha CHUMKax BUAHBI aBTOMOOMITH, IIPOM3BEACHHBIE KOMITAaHHEH,
C U3MEHEHHUSIMHM, BHECEHHBIMU Ipyroil cropoHoil. Komnanus «/laimnep» HEe MOXKET
OTIPENICIUTh AaTy IPOU3BOJICTBA MIIM MPOJAXKH ITHX aBTOMOOMIIeH 0e3 JOTOIHUTEb-
HOHM MH(GOPMALIMK U 3asBIISIET, YTO OHA COOJIONAET BCE COOTBETCTBYIOMINE JCHCTBYIO-
e smOapro u He Benet nen ¢ Kopeiickoin Haponno-Jlemokparudeckoit PecyGmm-
KOH.
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IV.

46. Uro xacaercsa aBToMoOmineit Mercedes-Maybach S-class, Mercedes Benz
S-600 u mo kpatineit mepe ogHoro aBroMoo6mis Toyota Land Cruiser, mepenaHHBIX BO
Brernam s cammurta CoenuaeHHbix llltatoB n Kopetickort Haponuo-/lemoxpaTu-
yeckoil PecrryOnmku B XaHoe, To BreTHaM OTBETHII, YTO €T0 Mpochda O TOM, YTOOBI
nenerannn Kopeiickoit HapomgHo-/lemokpaTudeckoit PecryOnmkn OBUTO pa3pemieHo
BBEXaTh HA TeppUTOpHIO BreTHaMa miisa ydacTtus B caMMuTe, Obi1a ofgoopena Komu-
TeTom 1718. BreTHam ykazani, 94TO OH HECKOJNBKO pa3 3alpariuBall HH()pOpMamuio o
KOJINYECTBE M THIIE TPAHCIIOPTHBIX CPEACTB, BBO3UMBIX BO BreTHam, Ho Kopeiickas
Haponno-/lemokparndeckas PecryOnmka Tak n He MpeaoCcTaBHiIa 3Ty HH(OPMAIIHIO,
CCBUIAsCh HAa COOOpakeHNs 0e30MacHOCTH. B HemaBHEM JOKiIaze 1o UTOTaM pacciie-
noBanus ° momuepkMBaeTCs, YTO JBa OPOHMPOBAHHBIX aBTOMOOMIA Mercedes-
Maybach S600 6pumn mpomsBeneHsl B [epmaHuy M OBUIM OTIpABIEHBI 4Yepe3 He-
CKOJIBKO CTpaH Mepej uxX BO3MOXKHOU TpaHcnopTupoBkoil B Kopelickyro Haponno-/le-
MOKpaTudeckyto Pecmyonuky B okTsi6pe 2018 rona.

47. OpnHO rocymapcTBO-wiIeH NponH(popMupoBaio [pymiry 06 U3bATHN ABYX MapTUH
BOJKH, KJIACCH(HUIIMPOBAHHON B 3TOM IrOCYIapCTBE-WICHE KaK IPEeIMET POCKOIIH, KO-
TOpbI€ NpeAHa3Hauyanuch B KoHeuHOM cuete 111 Kopeiickoit HapogHo-/lemokparuye-
ckoit Pecrryomuku. [IpenBapuTenbHbIe BRIBOIEI [ pyIIIIBI CM. B IPHUIIOKEHUHA 14.

48. TI'pynma momydmiia HHPOPMAIIUIO O TOM, 4TO yHUBepMar Taesong B [IxeHbsHe,
KOTOPBIH OBIIT BHOBB OTKPHIT B ampeie 2019 roga mocie peMoHTa U 3aHHEMAaeTCs Tpo-
JaXel MpeaMeToB POCKOIIH, SBISETCS 4acThio komnaHun Taesong Group, B cocTas
KOTOPOM BXOAST TaKWe BKIIOYCHHBIC B CAHKI[MOHHBIN IepedeHb IOPUIANIECKUE JTUIIA,
kak Korea Taesong Trading Company (KPe.041) u Korea Daesong Bank (KPe.035),
1 KoTopas HaxonuTes nof ynpasinenuem komnanuu Office 39 (KPe.030) u panee Obuta
npudactHa K nestenbHOCTH Kopeiickoit Hapomno-/lemokpaTudeckoir PecryOonmku B
00J1aCTH 3aKyTOK ISl IPOTPAaMM PacIpOCTPaHEHUS 0AJUITMCTHYECKUX PaKeT.

DUHAHCOBBIC MePbI

49. TIposenennsie [ pynmoii paccienoBanus moka3piBatoT, 4To Kopetickas Hapoano -
Hemokparuueckast PecriyOnuka MMeeT MOCTOSHHBIN AOCTYIT K MEXIYHapoaHO# ¢u-
HaHCOBOM CHCTEMeE, YTO €€ CETH MPOJOJIKAIOT YKIOHSATHCS OT (PMHAHCOBBIX CaHKIIUI
C MOMOMIIBIO METOAOB, KOTOPHIC 3aTPYAHAIOT BBIABJICHUC HE3aKOHHOM ACATCIBbHOCTH,
U 4TO rocyaapCTtBa-4JCHbI MO-NIPEKHEMY HEC NMPUHUMAIOT MCPbI, IPEAYCMOTPCHHBIC
BBIIICYKA3aHHBIMU PE30JIOIUAMU, BKJIIOYas BBICBIIKY HpeﬂCTaBHTeHeﬁ 6aHKOB Ko-
peiickoit Hapoauo-J/leMokparuueckoii PecnyOiauku, qedcTBYOIUX 3a pyoexoM. Bee
6ostee MaciTabHbIe ¥ H30IIpeHHbIe KnOepaTaku Kopeiickoit Haponno-J/leMokparuue-
ckoil PecniyOnuKH, EIbI0 KOTOPBIX SBIISICTCS XUIICHUE CPEICTB Y (DHMHAHCOBBIX yUpe-
KIACHUHN 1 OMPK KPUIITOBAJIIOT, TAK)KE MTO3BOJISIIOT 3TOM cTpaHe n3berarh (PMHAHCOBBIX
CaHKLII/Iﬁ " IOJIy4aThb 10XO0 Y€PE€3 KaHaJIbl, KOTOPBIC TPYAHEC OTCICANUTh U KOTOPHLIC B
MEHBIIEH CTENEeHHU MOIAI0TCS KOHTPOJIIO U PErYIUPOBAHUIO CO CTOPOHBI rocyaap-
ctBa. OgHO M3 roCygapCTB-WICHOB cOO0IIMiIO0 I'pymnmme o ToM, 4TO A0S JOXOAO0B, TO-
Jly4aeMbIX B pe3yJbTare aTak kubepnpectynHukoB 3 Kopeiickoit Haponno-/lemokpa-
TH4eckoil PecmyGmuku, BBIpOCia MO OTHONICHUIO K JOJI€ TOXOAOB, IOIy4aeMbIX OT
ApYyTrux BUJAOB JCATCIBbHOCTH.

19 Cm. C4ADS, Lux & Loaded: Exposing North Korea’s Strategic Procurement Networks (July
2019).
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Ipencrasurenu 6ankoB Kopeiickoii Hapogno-/lemokparuueckoii Pecnny6iauku 3a
pyoesxkom

50. I'pymnma mpomoibKuila pacciiefoBaHue B oTHoumeHUU Ooinee 30 mpencraBuTeneit
¢uHaHcOBBIX yupexnenuit Kopetfickoit Hapomuo-/Ilemoxpatnueckoit PecmyOmukw,
IEeUCTBYIOMUX 3a pyOexoMm, B TOM uucliie mpencraBuTeneii KomMepueckoro Ganka
Tanchon, 6anka Korea Kumgang, banka BHemHel Toprosmu, KpemutHoro OaHka
Cheil, 6anka Daesong, Mexaynaponsaoro 6anka Ilsim, 6anka East Land, Kpeauraoro
6anka Daedong, banka passutus Unification n Kommepueckoro 60anka Ryugyong.
I'pynma o6HapyxwiIa, 9T0 3TN OaHKH AEHCTBYIOT Yepe3 CBOMX IpeacTaBuTeneii B MH-
nonesnd (cm. 1. 52), Kurae, JIupnun, O6benunenHbx Apabckux Omuparax, Poccuii-
ckoit @enepannu n Cupuiickoit Apadckoit Pecrybnnke u (cM. npunoxenus 15 u 16,
B KOTOPBIX COZIEPKATCSI OTBETHI, TOIy4YEHHBIE OT COOTBETCTBYIOIIMX IOCY1apCTB-UJIe-
HOB). [pynma ormedaeT, 4To cornacHo MyHKTY 33 pe3omroruu 2321 (2016) Bce BoImIe-
YIOMSIHYTBIE TOCYapCTBa-4iIeHBI JOJKHBI BBIIBOPHTH CO CBOEH TEPPUTOPHH BCEX
TN, TEHCTBYIOMINX OT MMEHU (PUHAHCOBHIX yupexaeHuit Kopeiickoit Hapoxno-/le-
MOKpaTudeckoi PecmyOmmkm.

51. 3apyOexnsle npencrasurenn 6ankoB Kopeiickoit Hapomno-/lemoxparnueckon
PecnyOnuky nmpomoipKaroT UrpaTh aKTUBHYIO POJIb B OPOKEPCKHUX CETSIX Ul OpTraHu-
3al[¥ TIEPEBaJIKU TPy30B C Cy[IHA Ha CYITHO M COBEPUICHUS APYTUX CBSI3aHHBIX C TUM
HapymeHNH ¢ HUCIIOJIb30BAaHUEM ITOCPEAHUKOB M3 TPETHUX CTPAH M JIPYTUX METOIOB
YKIIOHEHUS OT (UHAHCOBBIX caHKIMi. Panee ['pynma yxe nmpoBoauia paccieqoBaHue
B OTHOWIEGHHH OJIHOTO M3 3TUX INpEACTAaBUTENEH B CBA3M C HE3aKOHHOW (prHAHCOBOM

TOpFOBJ’Ieﬁ OPYXKHEM U CBA3aHHBIMU C HUM MATCPpUATIbHBIMU Cpe,E[CTBaMI/IZO.

DuHaHCOBbIE U KOHTPAKTHbIE J0TOBOPEHHOCTH O Nepeaaye Yris U
He(TenpoayKTOB

52. TI'pynma paccriemoBaiia METOIbI YKJIOHEHHS OT CaHKIHH, HCIIONb3yeMbI€ B KOH-
TPaKTHBIX U (PUHAHCOBBIX JIOTOBOPEHHOCTAX U CHENIKAaX, BKIIOYas Ciydal ¢ repeBai-
KOH ymiisi, mepeBo3nMoro Ha 6opty cynHa Wise Honest. Pacxonsl o mepeBaiike Obutn
oIuTayeHBl 3apyOeXHBIM NPECTaBUTENIEM CeBepoKopeiickoro 6anka Jinmyong Joint
Bank, xotopsiii oprannzosan nepeuucienne 760 000 nonn. CIIA ugepe3 KoMnaHUIO
Huitong Minerals, koTopsie ObIITN TIEpEeBECHBI Yepe3 cUeTa B OTHOM U3 (PMHAHCOBBIX
yupexaennii Coennnenssix lltaTos (cM. npunoxxenne 17). AHalIOrHYHBIE METOABI
YKIJIOHEHUS OBbIIN 3aMedeHBl B (PMHAHCOBBIX JJOTOBOPEHHOCTSX, CBA3aHHBIX C IpOJia-
JKEe TepeBEe3CHHOTO Ha OOpTYy TOro ke CymHa yris cTomMocThio 2 990 000 moim.
CIIIA, xotopas OblIa MpEeMETOM JI0TOBOpa MeXy KoMmmanueil Enermax u3 Pecrry6-
nukn Kopest (B kadecTBe KOHeuHOro moiydarens) u kommnanned Hong Kong Nova
International Trade Company (B xauecTBe mponasna). Xots komnanus Enermax 3a-
siBuia ['pynme, 9To oHa TOroBOpHIIach O MPUOOPETEHUH «YTIIS MHIOHE3UHCKOTO PO~
HCXOXJICHHUS» Y «MECTHOT'O MHJIOHE3UICKOro Opokepa», OHa HE CMOTJIA TIOATBEPINUTD
9TH YTBEPKJICHHUS, 3a5IBUB, UTO BCSI COOTBETCTBYIOIAS 3JIEKTPOHHAS IEpenrcKa Oblia
«ynanena»?l, Komnanus Enermax Taxxe He 0OHAPY’KHUIa HUUETO MOJAO3PUTENBHOTO B
TOM, YTO «MECTHBIN MHIOHE3UICKHI Opokep» 0popMumII Bce KOHTPAKThI U TOKYMEHTHI
Y BBIIENNI (DMHAHCOBBIE CPEJICTBA HA MOKYINKY yINIsl Yepe3 KOMITaHHIO, Oa3upyIonly-
1ocsi B [OHKOHTe ¥ CIeMaIN3UPYIONIYIOCs B COBEPIICHHO JpYrol obmactu (mpojaxa
obopynoBaHus 11l pousBoxacTBa curaper). Kommanus Enermax He mombITanach

20

21

Hamnpumep, Ko Unp XBan u3 6anka Korea Daesong. S/2019/171, n. 21 u npunoxenue 32;
S/2017/150, rm. 225, 227 u 230.

I'eHepanbHBIN qUpekTOop KoMnaHuu Enermax He OTBETHI Ha BONPOCH! [ pynnbl 0 TOM, Kak OH
y3HaJl 00 TOH clieJIKe U BCTYIUII B KOHTAKT C MECTHBIM MHIOHE3UHCKUM OpokepoM (OH He ObLI B
Wupones3un MHOTO 1eT). Enermax siBnseTcsa kpaiiHe Maio3aMeTHOI KOMIIaHUEH JUJIS CENIKH
Takoro macuiraba. Y Hee HeT cBoero BeO-caiita, u ¢ 2014 roxa ona He myOJIMKYyeT CBOU rOIOBBIC
MOKa3aTesy IpoIax.
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MPOSIBUTH JOJKHYIO OCMOTPUTEIBHOCTD MEPE/l MOANMMNCAHUEM KOHTPAKTA, 00s3bIBAIO-
mero ee nepednciuTsh 3 MitH poiul. CHIA (6ecnipenieneHTHAS JIsI KOMITAHHH CIIEIKA)
Ha TOHKOHTCKHI OaHKOBCKHUI cueT kommaHuu Nova International Trade Company, u
HE CMOIJIa Ha3BaTh MPEICTABUTENS, KOTOPBIN MOJAMUCAN KOHTPAKT OT MMEHH KOMIIa-
HUH.

53. Bcero nunie ceMpb MecsLeB citycTs KoMmnanus Enermax Obliia BHOBB yKa3aHa B
KadecTBE Tpy30moilydaTedass B KOHOCaMeHTe Ha mocTaBKy | Hos0ps 2018 roma
2588 touH yrius n3 Haxomgku B mopt [Ixoxana Ha OopTy cynmaa DN5505, kotopoe co-
BepIajgo OOpaTHBIM pelc Imocie MEepeBO3KH ABYX OpOHMPOBAHHBIX aBTOMOOWMIIEH
«Mepcenec-benmy, kotopsle, Mo cooOmeHusM, oka3anuck B Kopeiickoit Hapomuao-
Jemoxkparuueckoii Pecnybiuke B HapylieHue caHkuuit??. [pyzoornpasutenem 6po-
HHUPOBAHHBIX aBTOMOOMIIEH M yris, mpruoOpeTreHHOTO Enermax, Obuta ogHa M Ta Xe
komnanusi — Do Young Shipping, moactaBHass xommanus Mapmamiossix OcTpo-
BOB, — KOTOpasi Tak)Ke SIBJISIETCA BlIaAeablieM U ynpasistonum cyaHa DN5505. Uro
KacaeTcs MPONCXOXKICHUS yTIIs, TO IOPTOBBIE ciry k061 Pecryonmmku Kopest 3aneprxanu
cynao DN5505 B mopty [1xoxaHa 3a BBO3 ceBepokopelickoro yrisa u3 Haxonku B es-
paite, ymOMsIHYB Takke 0 BBO3e yriist Ha 6opty DN5505 B HOs16pe 2018 rona (cMm. mpu-
noxxeHus 18 u 19). AHaNOTHYHO TOMY, KaK OHa OOBSICHSIET MIPUOOPETEHHUE «YTIIS WH-
JIOHE3UHCKOTO TPOUCXOXKICHHs», KOMIIaHUs Enermax B OZHOM M3 MHTEPBBIO IS
IIpecchl 3as8BMIIA, YTO OHA MTOBEpHUJA CIOBAM APYroro MECTHOrO OpoKepa O TOM, YTO
CTpaHOil NpOUCXO0XKAeH s 3TOro yris 6ba Poccuiickas @enepanua?®. [pynna He mo-
Jydusia OT KOMIIaHUM Enermax oTBETOB Ha CBOM IMOCJEAHHE 3alPOCHI 10 TOBOIY €€
y4acTus B IeNIax, CBA3aHHBIX C BBO30M ceBepoKopeiickoro yris B Pecrryonuky Kopes.

duHaHCOBBIE ONePAlMN BHECEHHBIX B CAHKIIMOHHBII NMepeyeHb OPraHoB U
aumiomaros Kopeiickoii Hapogno-/lemokpaTuueckoii Peciyoiuku?

54. UYro kacaercs Tekymlell (PMHAHCOBOHM NEATEIHPHOCTH W aKTUBOB areHTOB I eHe-
paipHOTO pasBeabiBaTenbHOTO Ofopo, Bkitowas Kuma Co I'Bana (Kim Sou Gwang,
TaKxe u3BecTHbIN kak Kim Sou-gwang, Son-kwang KIM, KIM Son-gwang, KIM Su-
kwang), r-xxy Kum Cy I'én (Kim Su Gyong, Takxe uzBectHas kak Kim Su Kyong),
Kuma Ex Hama (Kim Yong Nam) u ueHOB ux ceMeii, To I'pynma nposena paccieno-
BaHUE B OTHOIICHUH BBIIIAT apeHAHON miarsl 3a npuHagnexamue Kumy Co I'Bany
kBaptuphl B [Tapmxe n Pume. XoTst 10X0ox oT apeHAb! ero KBapTupsl B Ilapike Obin
3aMOPO’KEH, areHTCTBY MO0 HEABMXUMOCTH OBIIIO PAa3pelIeHO NMEePEeUHCIISITh CYMMBI U3
9TUX MOCTYIICHUWH Ha yruiaty HanoroB (HO He camomy Kumy Co I'Bany). Ilmatexu
OBIIIM TTepeBeIeHbl TpakaaHnny Ppaniuy, npoxusaromeMy B Kurae n padoratoniemy
¢ kuTaiickoil komnanueil. [locienytomas nHpoOpManKs MoKa3aia, 4YTO ITOT TpaXkia-
HUH @paHIUK UMEeT CBA3U ¢ KMMOM U 4TO BBINIATEI, BEPOSTHO, MPOAOIIKAIOT JOXO-
JIUTH 10 mocienHero. @paHmus paccieayeT 3TO Jel0 B Heisx obecnedeHus ddpdek-
TUBHOI'O OCYIIECTBIEHHUS MEP MO 3aMOPAKUBAHUIO AKTHUBOB. DTO €10 MOJUYEPKUBAET
BXHOCTH 3aMOpaXKMBaHUSl TOCYIapCTBAMH-WICHAMH aKTHBOB BCEX (M3HMYECKHX H
IOPUINYECKHUX JINII, pa0OTAIOMINX OT NMEHH BKIIIOUYCHHBIX B CAHKIIMOHHBIN ITepeUYeHb
(M3UYECKHUX U IOPUINIECKUX JUII.

22 C4ADS, Lux & Loaded: Exposing North Korea’s Strategic Procurement Networks (16 July

2019, pp.41-42).

Cum. Edward Wong and Christoph Koetti, “How North Korea’s leader gets his luxury cars”, New

York Times, 16 July 2019. Bo Bpemsi Apyroro HHTEpBBIO 110 ITOMY eIy MPEACTaBUTEIb

Enermax mpiTancs BcTarh Ha 3amuty komnanuu Do Young Shipping u DN5505, yTBepxkaasi, 4To

9TO CYAHO HE MOXET EPEBO3UTH TPAHCIIOPTHBIC CPEACTBA U3-3a CBOEIO CTPOCHUS U

KOHCTPYKIIUHU, KOTOpBIE OH JU4HO BUAeN. See “Vessel seized by South Korea exported armored

limos, imported coal: report”, NK Pro, 16 July 2019.

% TIpenpiaymue Doknansl [PymHImel Mo 3TOMY BOIpOCY M. B fokyMmeHTe S/2019/171, m. 126;
S/2018/171, mm. 169-172; S/2017/742, n. 50.
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55. Yo xacaercs kpapTupbl Kuma Co I'ana B Pume?®, To B urone 2018 roga Mranus
coobmmra I'pynie, 4T0 eXeMECSIIHBIN TOXO0A OT apeHIBI 3TOW KBapTHPHI B pasMmepe
850 eBpo mepeuncnsaercsa Ha cuer Kuma Co ['BaHa B OTHOM U3 UTANBSIHCKUX (PUHAH-
COBBIX YUYPEXIEHHMH M dYTO OajaHCc 3TOro cuyeTra Ha TOT MOMEHT COCTaBIISI
4 071,16 eBpo. Utanms yka3ana Takxke, 4To e¢ MUHHCTEPCTBO (PMTHAHCOB YBEIOMMIO
apeHaaropa o TOM, YTO apeHHas IjIaTa JoJDKHA OTHBIHE BBIIIIaunBaThes He Kumy, a
Ha3HAau€HHOMY YIIpaBJIE€HHEM T'OCyJapCTBEHHOTO NMYIIECTBA aAMUHUCTPATOPY, KOTO-
pBIit OyaeT ynpaBisaTh 3TOH HEABHKHUMOCTBIO.

56. Kuwm Uxons En, gunnomar us Kopeiickoit Haponso-/lemokparudeckoit Pecry6-
JINKH, KOTOPBI OPTaHU30Baj MOMBITKY OTIIPAaBUTH YEThIpe TreHeparopa B Kopeiickyio
Hapogno-JleMokparndeckyro Pecnybnuky gepes BocTounyro Aszuro B 2016 roxy (me-
pexBaueHbl Hunepnanmamu), MHOTO JieT pabdotan gurimomarom Kopeiickoit HapomHo-
Jemoxkparndeckoit Pecrryonuku Bo @paHINK B OTKPBIT HECKOIBKO OaHKOBCKHX CUe-
ToB B EBpomelickoM coro3e, HCIONb3ysl MHOTOYHCICHHBIE METOIBI YKIOHEHUS
(S/2019/171, mm. 120-123). Xots @paHums oTxana mpuka3 o 3aKpPHITHH €0 CUCTOB
BMECTE CO cueTaMu Jpyrux aurioMaroB u3 Kopeiickoit Hapogno-JZlemokparuueckoit
PecryOnuku Bo mcnonHeHHe TyHKTa 16 pesomronnm 2321 (2016), I'pynme crano uz-
BECTHO O HEJaBHUX MIENOBBIX omepanusx Kmma or mmenu cyowekroB Kopeiickoit
Hapopano-JleMokpartuueckoii Pecny6nuku, u oHa cienana samnpoc Bo Dpanuuio 2,
Kpome Toro, ABcTpus oTBeTHIIa Ha 3a1Ipoc [ pymIbI IO TOBOAY €€ paccIeIoBaHUs T0-
mBITOK mocolibeTBa Kopetickoit Hapogro-/lemokpatudeckoii PecrryOonuku B Bene BEI-
CBOOOIUTH CPEICTBA C 3aMOPOXKEHHOTO cueTa Kopelckoi kopmopannu Ungum mis
BBITIIATHl IPUYHTAIONIEHCS 3apabOTHON MIIATHI JIMILY, MPEATIOI0KUTEIHHO paboTaro-
IeMy Ha 3Ty KOMIIaHHIO. ABCTPHSI TOATBEPINIIA, YTO ATH IMOMBITKN OBLIN OTKIOHEHHI,
YTO TPEIIONIAraeMblii COTPYIHHUK KOMIIAaHUH SIBISIICS aKKPEIUTOBAHHBIM aJMUHU-
CTPaTHBHBIM M TEXHHYECKUM COTPYIHHUKOM MOCOJBCTBA M UTO JII00as Takasi AesITeIb-
HOCTb 3TOTO COTPYIHHUKA OyJeT NMpeACcTaBIsATh OO0 HapyIIeHHE PEe30NIOIUN U CTa-
ThU 42 BeHCKOI KOHBEHITNN O KOHCYJIBCKUX CHOIICHUAX (CcM. mprtoxeHue 20).

VYki10oHeHHe OT (PMHAHCOBBIX CAHKLMH ¢ MOMOLIBIO KUOepCpeacTB

57. TI'pynma npomomxuia paccienoBaHue ciydaeB ykinoHeHus Kopeiickoit Haponno-
Jemoxkparndeckoit PecriyOnuky oT (PMHAHCOBBIX CAHKIMH C IIOMOINBIO KHOEPCPEACTB
B [IEJIIX HE3AKOHHOTO NPHUHYXACHHUS (UHAHCOBBIX YUPEKACHUN M OUPK KPUIITOBA-
JIIOT K IEPEBOJY CPEICTB, OTMBIBAHUSI IOXUIIEHHBIX CPEACTB U MOIYUYEHHUS JOXOA0B B
¢uarnoit unu kpunroamore?’. Ha ocHOBE MHpOPMAIMH, IPEOCTABIEHHON roCy1ap-
CTBaMH-4YJICHAMHU, U COOOIICHHI U3 OTKPBITHIX NCTOYHUKOB [ pyTma mpoBoIuT paccie-
JIOBaHUE MO0 MEHBIIEH Mepe 35 3aperucTpUPOBAHHBIX CIIydacB HamaJeHUH CyOBEeKTOB

25
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Anpec: Via Mar della Cina 179/ Viale della Grande Muraglia Cinese 484, Rome. Dta kBapTupa
crnaetcs B apeHay ¢ 15 Hos0pst 2016 rona.

I'pynma npuBeTcTBYeT npeacTapieHnyo OpaHnueil HHPOPMAIUIO O TOM, YTO OHA IPOBOJUT CO
CBOMMH ()MHAHCOBBIMH YUPEXKIACHUIMHU Pa3bsICHUTEIBbHYIO pab0OTy OTHOCHUTEIBHO PUCKOB,
cBsi3aHHBIX ¢ qumuioMaramu u3 Koperickoit Hapoano-/lemokpaTudeckoit Pecnybnuku, BKIrodas
0OMEH CIIMCKaMM aKKpeJUTOBaHHBIX auriomatoB Kopetickoit HaponHo-/leMokpaTudeckoit
Pecniy6nmkn Bo @paHnnu u Ipyrux cTpaHax EBpomelickoro coro3a B COOTBETCTBHH C
pexomenaamueii ['pymnmbl, aapecoBaHHON rocyaapcTBaM-4wieHaMm B 3Toi cBs3u (S/2019/171,

m 161).

AKT TMOJy4eHHUs JT0X0J0B C ITOMOIIBI0 KHOEPCPENCTB, a TAaK)KE 3allyThIBaHUS CIEI0B CBOECH
JIeSITENIbHOCTH M OTMBIBAHHUSI JCHET C IIOMOIIBI0 KHOEPCPEACTB IPEACTABISIET cOO0H YKIOHEHHE
ot cankuuii. [Ipensiayniue goxmnansl ['pynmnsl akcnepToB cM. B qokymente S/2019/171, nm. 109—
118. TTo MHEHHIO OZHOTO M3 FOCYAAPCTB-YICHOB, HCIIOIb30BaHKe cyObekTamMu u3 Kopeiickoit
Haponno-/lemokpaTudeckoit PecriyOonuku kubepnpocTpaHCcTBa IPEACTABISIET CO00H ee
aCHMMETPHUYHBII OTBET, HAIIPABJICHHBIN Ha XHUIIICHNE BOCHHBIX TEXHOJIOTHI B HapyIICHHE
Opy’XKeiHOTO 3M0apro; coBeplIeHNE ONEpaUil C JOXOJaMH; IPOBEICHNE KaMIIaHUI IaHTaXa n
BBIMOTATEJIbCTBA C MCIIOJIb30BAaHUEM KHOEPCPEACTB, a TAK)KE OCYIIECTBICHUE XaKePCKUX aTakK B
LeJISIX TOJIyYEHHUs OIJIAaThl U NTepEMENIEHUs CPEJCTB.
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Kopetickoit Hapomgao-Jlemokparudeckoit PeciyOnuku Ha pUHAHCOBBIE YUPEKICHUS,
oOMeHa KPpUIITOBAIIOT M COBEPIICHUS ONEpalluii 10 «MAWHUHTY» B HEJAX MOTYyUESHHS
WHOCTPAHHOH BAJIIOTHI, B TOM YHCJIE B CIEAYIONINX TOCyIapcTBax -wieHax: banrmanem
(2 cmyuast), Beetnam (1 ciyuqait), l'am6us (1 cioydait), ['Batremana (1 cmyuwait), Uanns
(3 cmyuas), Kocrta-Puka (1 cmyuait), Kyse#it (1 cmyuqaii), JIubepus (1 cmyuait), Ma-
mait3us (1 cimyuait), Manera (1 cmyuwait), Hurepus (1 cmyuait), [Tonsma (1 cirydait),
Pecny6mmka Kopest (10 cnydgae), Cnosenus (1 ciayuqait), Tynuc (1 coyqait), Yrmm (2
ciayuas) u IOxunas Appuka (1 ciyqait) (cM. npunoxenue 21)%. Ipynna paccnenyer
TaKkue HallaJeHHs KakK IOINBITKH HapylleHus: kubeprpectynHukamu u3 Kopeiickoi
Hapogno-JleMokparndeckoit ~ PecmyOnwkm — caHKIMKA, TPEAYCMOTPEHHEIX B
nyHakTe 8 d) pesomonmn 1718 (2006), mynkrax 8 u 11 pesomroruun 2094 (2013) u
myHKTe 32 pesomroruu 2270 (2016). Pe3synbraTel npoBeaeHHBIX [ pynmoit paccueno-
BaHWM CBUIETEILCTBYIOT O 3aMETHOM PACHIMPEHHH MacmTaboB M pacTyIled H30II-
peHHocTH nearenbHocTH cyobekToB KH/IP B knbepnpocTpaHcTBe, BKIIIOYAst Hamae-
HUA B HapylIeHne QUHAHCOBBIX caHKIMH. COrIacHO HEKOTOPBIM OIICHKaM, 00beM He-
3akoHHO TnpuodbpereHHBIX Kopetickoit Hapomuo-/lemokpartnueckoit PecmyOmmkoit
CPENCTB JIOCTHUraeT IBYyX MIJIIUAPIOB J0JIJIAPOB.

58. K ocHOBHBIM BuIaM JesATenbHOCTH cyObekToB Kopetickoit Hapomxao-/eMmokpa-
THYecKol PecrryOonuku B KHOEpIpOCTpaHCTBE OTHOCSTCA aTaky yepes ceTh O0mecTBa
10 MEXAYHApOIHBIM MEXOaHKOBCKHM 3JIEKTPOHHBIM TepeBojaM (HHAHCOBBIX
cpencts (CBUDT) (c ucnonp3oBaHHEM KOMITBIOTEPOB M MH(PACTPYKTYpbl OaHKOB-
CKHX CITY’KaIlliX /IS OTIPaBKH MOIIEHHUYECKUX COOOIIECHUH 1 YHHUTOXKEHHNS YIIHK),
XHUIIeHNEe KPUITOBATIOTH (ITOCPEICTBOM aTak Kak Ha OMP)KH, Tak M Ha IOJIb30BaTe-
Jei) 1 «MaWHWHT» KPUITOBAITIOTH B Ka4€CTBE MCTOYHUKA CPENCTB IS Ipodeccruo-
HaJIbHOTO CEKTOpa BOOPYKECHHBIX cui. OZHUM U3 SIPKUX IPUMEPOB CTal Cliydaii, Ko-
rna kubepnpectynHuku Kopeiickoit Hapogno-/lemokpaTudeckoii PecryOnuku momy-
YWIM AOCTYI K MHQPACTPYKType yIpaBICHHUS BCeMH OaHKOMATHBIMHU CETSIMH OJHOTO
13 TOCYIapCTB-YJICHOB B IIEJISIX YCTAHOBKH BPEAOHOCHBIX TPOTPAMM, MOAUDHUIHPYIO-
X 00paboOTKy TpaH3aKIWH, B pe3ysIbTare Yero 3a ISITh 9acoB OBUIO MPOM3BEICHO
10 000 omepanuii mo BeIIaYe HAIMYHBIX CPEACTB TUIaM, paboraromux Ha KH/P nnn
oT ee uMeHH B Gonee yem 20 crpanax?, CoBepuieHHe 3TOMH ONMEpanuy MOTpeOoBao
0OJIBIIOrO KOJIMYECTBA JIFOCH Ha MecTaX, YTO CBUIETEIBCTBYET O MacIITaOHOM KOOp-
IUHAIIUU ecTBUE ¢ rpaxaanamu Kopetickoit Haponno-JleMokparudeckoit Pecmy6-
JINKH, pabOTAIOIINMHU 32 pyOeoM, 1 BO3SMOKHOM COTPYITHHUYECTBE C OPTaHN30BaAHHON
MPECTYMHOCTHIO.

59. UYrto kacaercs UCMOJIb30BAHUS MHOCTPAHHON BAJIFOTHI, IOJYYEHHOM B pe3yJbTaTe
kubeparTak, To, 10 MHCHUIO OJTHOTO U3 TOCYJapCTB-WICHOB, «JIOXOIBI OT ATOH NEITeITh-
HOCTH cHocoOCTBYIOT pa3BHTHIO nporpammbl Kopeiickoit Haponno-/lemokparnye-
ckoif PeciyONMMKU 1O OpY>KHIO MacCOBOTO YHHYTOKEHHs». COBEpIICHHUE TaKUX aTaK
CONPSIKEHO ¢ MHHHMMAIBHBIM PHCKOM, IIPH JTOM IIPHHOCHT BBICOKYIO OTHAdy “CH

28 MMeromuecs Ha JaHHbIH MOMEHT OTBETHI FOCY/IAPCTB-YJIEHOB Ha 3ampochkl [pynmbl coepkarcs B

npunoxenusx 20 u 23. I'pynna 3anpocuia y BCeX COOTBETCTBYIOIUX I'OCYIapCTB-4JICHOB
nH(POPMAIUIO O Pe3yabTaTaX UX pacclelOBaHU, BKIIOYas TEXHUICCKYIO HH(YOPMAIUIO O
TaKTUKaX, IPUMEHSIEMbBIX 3JI0YMBIIIJICHHUKAMH, CXeMax HalaJeHUH U UX aBTOPCTBE, CBEICHHS O
Ipyrux kubeparakax, npunuceiBaeMbix Kopeiickoit Hapoano-Jlemokparuueckoii PecmyOnuke
HJIU OCYILECTBIISIEMBIX aHAJIOTMUHBIM 00pa30oM, a TakXke O JIOObIX Mepax, MPUHATHIX IS
MPOTHBOAEHCTBHS STUM HaNaJeHUSM U NPEJOTBPAIIEHUS TAaKUX HanmaJeHul B OyaymeM.

Cum. “FASTCash: How the Lazarus Group is emptying millions from ATMs”, Symantec,

2 okTs6ps 2018 roma. URL: www.symantec.com/blogs/threat-intelligence/fastcash-lazarus-atm-
malware.

[aHchl ObITE OOHAPYKEHHBIMU M HAKA3aHHBIMHM HEBEJIMKH, [IPU STOM IOTEHIMANIbHAsI BBIT0J1a
BbIcOKa. [Iponiecchl paccieoBaHUs U YCTAaHOBIEHUS OTBETCTBEHHOCTH SABIIAIOTCS CIOXKHBIMHU, a
pHCK BO3Me3ausl He3HaYuTeleH, mockolbkKy Kopeiickas Haponuo-Jlemokparuueckas PecmyOnuka
“MeeT OrpaHuYeHHBbIA gocTyn K UHTepHeTy.
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3a4acTylo TpedyeT MHHUMAJIbHBIX PecypcoB (TaKHX Kak HOYTOYK u noctym B MHTEp-
HEeT). DTO TOCyAapCTBO-YJIEH YKa3aJo, 9TO Bce OOIbIIasi M30IMPEHHOCTh aTak B coYe-
TaHWU C HOBEUIIMMH TEXHUYCCKUMU JOCTIKSHUSIMH BO BCEM MHpPE U MEPEXOIOM Ha
nu(pOBBIE TEXHOJIOTUH MPUBOAUT K YBEIMYCHHIO MACIITA00B aTaK M PACIIMPEHHIO
BBIOOpa LeJieil s 9THX CyOBEKTOB, B pe3yJIbTaTe Yero YBeJIUYHBACTCS YUCIIO YA3BU-
MBIX CTpaH ¥ CEKTOPOB, OCKOJIBKY 3alllHTa KHOSPIPOCTPAHCTBA HUKOTJA He ObIBaeT
a0CONIOTHOM.

60. I'pynma panee yxe ycTaHOBHWJIA POJb | €eHEpaIbHOTO pa3BeABIBATEILHOTO OIOPO
B kubeparakax Kopetickoit Haponno-Jlemokparnaeckoit Pecryommkn (S/2019/171,
. 109—-118), 9Tto OBII0 JOTONHUTEIRFHO MOATBEPKICHO OIHUM U3 TOCYIapCTB-UlIe-
HOB, 3asIBUBIIINM, YTO MHOTHE kKubeprupectynuuku Kopetickoit Hapoguo-/Iemoxpatu-
yeckolit Pecrmybnuku nmomumnstorcst biopo. [1o cioBaMm 3Toro rocymapcrBa-uieHa, B
Kopetickoit Hapoguo-/leMokparudeckoit PecmyOnmke cymecTByeT TIaTeaIbHO pa3pa-
OoTaHHBIN Tpomecc oTOOpa A CBOMX KHOeproapasneleHHui, B paMKax KOTOPOTO
MIPU3BIBHUKN OTOMPAIOTCS B OUEHb PAHHEM BO3PACTE M MPOXOIAT CIIEIHATbHYIO MO/~
TOTOBKY, INIaBHBIM 00pa30M B BOGHHBIX U CEKPETHBIX CiIykOax. ['pymnma orMedaer, 9To
pasJInYHbIE TOCYAapCcTBa-WICHB! M KOMITAHUH MCIIOIB3YIOT COOCTBEHHBIE COTIIAIICHUS
0 MIPUCBOEHUH UMEH B OTHOLLIEHUH cBA3aHHbIX ¢ Kopeiickoit Haponno-JleMokparuue-
ckoit Pecrmy6nuKoii TIOCTOSIHHBIX U30MIPEHHBIX KHOEpyTpo3 L,

61. OpHO W3 rocynapcTB-WICHOB MNOAYEPKHYIO, YTO HAIMANEHUS, COBEpLIacMbIe
cyosextamu Kopetickoit HapomgHo-/lemoxpatnueckoit PecrmyOnmkn, cBUIETENb-
CTBYIOT TaK)Xe O Bce OONbIIeH M30IMPEHHOCTH X METO/IOB CONNAIBHON HHXKEHEPHH.
Bo BpeMs aTakm Ha YHIHHACKYI0 MeXOaHKOBCKYyIO ceTh Redbanc xakeps! n3 Kopeii-
ckoit Hapomguo-JleMokparudeckorr PecryOnmkn oOpaTuiinch K COTPYIHUKY, KOTOPOTO
OHH XOTEJIH HCIIONIB30BaTh, Yepe3 ceTh LinkedIn ¢ mpeanoxxennem o pabdore, mocie
Yero OHM IIPOBEINIH C HUM MHTEPBbHIO 10 Skype Ha NCIIaHCKOM SI3bIKE, 9TOOBI 3aBOEBATh
€ero JJ0BepHue, NPeXkIe €M MOMPOCHTD ET0 3arPY3UTh BPEIOHOCHYIO porpamMmy °2, M-
(dbopmanms o cxemMax M METOAaX aTak COJACPXKHUTCS B MPHIIOKEHUH 22.

62. Kubepnpecrynuuku u3 Kopeiickoit Hapomno-Jlemokparnueckoit PecnyOmukn
MTOXHIIAIOT KPUIITOBAIIOTY, MCIIOJB3YIOT €€ JIJIsl OTMBIBAHUS CPEICTB B 00X0a (UHAH-
COBBIX CAHKIIMH M TOOBIBAIOT €€ C MMOMOIIBIO «KPUIITOKEKUHTa» B LEJSAX MOIYUCHUS
JpoxonoB. [To MHEHHUIO OHOTO U3 TOCYAapPCTB-UJIEHOB, aTaKW Ha KPUITOBAJIIOTHBIE CH-
creMbl no3BoisiIoT Kopeiickoit Haponno-Jlemokparnueckoid PecmyOnuke nerde mc-
I0JIB30BaTh MOJyYECHHBIE JOXOABI 3a pyOexoM. It TOro 4ToOBI CKPHITH CIIE/bI CBOCH
JESATEIBHOCTH, 3JIOYMBIIIJICHHUKH MCIOIB3YIOT IH(PPOBYIO BEPCUIO «HACIOCHUS», B
KOTOPOW OHU CO3JAIOT THICSYM TPAaH3aKLHI B PEKUME PEAIbHOTO BPEMEHH, HCIIOJIb-
3y OJHOPA30BbIE «KOLIEIBbKHM» KpHUOTOBamIOTHL. Ilo cioBam 3TOro rocymapcraa-
YJIeHa, CPEACTBA, MOXHUIIECHHBIC B pe3yiabTare ofHoro Hanaaeuus B 2018 roxy, Ob11m
nepeBeeHbl yepe3 o MeHbliell Mmepe 5000 oTaenbHBIX Oomepanui, a 3aT€M Halpas-
JICHBI B pa3HbIe CTPAaHBI U B KOHEYHOM CUETE KOHBEPTHPOBAaHBI B (PUATHYIO BAIIOTY,
YTO CYIIECTBEHHO 3aTPYIHHIIO UX OTCIEKHUBAHUE.

63. pyroe rocymapcrBo-wieH nponHdopmuposano I'pymnmy o Tom, yto «KH/IP B
OCHOBHOM COBEpIIaeT HanaJeHusl Ha OMp>KN KpunToTrpaduuecknx BamoT Pecrryonuku
Kopest co cBoelt Tepputopumn». XoTs KOJIMYECTBO, N30MPEHHOCTh M MaciiTad kube-
parak Kopeiickoit Haponno-/lemokparndeckoii Pecriyonvku Ha nienu B PecryOnnke
Kopes ¢ 2008 roga yBennunsaroTcs >, B yactHOcTH B 2016 rogy mpou3onien sBHBIN

31 K uum otHocstea APT 37, APT 38, Hidden Cobra, the Lazarus Group, the Reaper Group,
Labyrinth Chollima, Stardust Chollima, Velvet Chollima, the Kimsuky Group, Lab 110 u Bureau
121.

32 Cm. Asi fue El intento de ciberataque a Redbanc en diciembre”, TrendTIC. 10 suBaps 2019 rona.

% B nepuon ¢ 2008 roga xubepnpectynuuku u3 Kopeiickoit Hapoxao-JleMokpaTudeckoit
PecnyOnuku coBepIniau IecsATKU HamaJeHU Ha pa3iudHbie 00bekThl Pecniyonuku Kopes,
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CIABUT B CTOPOHY aTak, HAIpaBICHHBIX Ha IOJydeHHWe (HUHaHCOBOH mpuObutn. B
2019 rony xubepnpectymauku n3 Kopeiickoit Haponro-JleMokparnueckoit Peciry6-
JINKH TMIEPEKITIOYNIIN CBOE BHUMAaHNE Ha OUPXKHU KpUNTOBaIIOT. HekoTopsie OMpku He-
OTHOKPATHO CTAaHOBUIINCH 00BbEKTaMH HamagaeHuH. CorslacHO uMeroleiics napopma-
nun, oupka Bithumb mogBepranace HamageHUsSM CO CTOPOHBI KHOEPIIPECTYITHUKOB
Kopetickoit Hapomno-/lemokparndeckoii PecryOnmuky mo MeHbBIIEH Mepe deThIpe
pa3a. Kaxxnas 3 mepBBIX JIBYX aTak, COBEpIICHHBIX B ¢epasne u uione 2017 rona,
MpUBeJa K IOTEpsIM B pa3Mepe okosio cemu MitH nosut. CIIA, a motepu B pe3ynbrare
Ka)XJI0W U3 MOCJIeAYIOIMNX aTakK, coBepLIeHHbIX B HtoHe 2018 roxa u mapte 2019 roaa,
coctaBuid 31 muH gomia. CIIA n 20 maa momn. CIIA, cOOTBEeTCTBEHHO, YTO CBHIC-
TEIBCTBYET O BO3pOCIIEM NOTECHIMAJE W Bce OOsbIIed HACTOMYMBOCTH KuOepripe-
ctynaukoB n3 Kopeiickoit HapomHo-/lemokpaTtnueckoit PecrryOnukn. AHaIOTHYHBIM
obpazomMm, Oupxa Youbit (panee Yapizon) HECKOIBKO pa3 MOABEprajach arakaM, KOTO-
pble IoBIeKJIH 3a co00i morepu B pasmepe 4,8 miH gomr. CIIA B anpene 2017 rona,
a TaKXXe MoTepio 17 IPOIEHTOB BCeX aKTUBOB OUpKU B nexadpe 2017 roga, B pe3yib-
Tare 4ero oHa ObUTa BBIHYKJEHA 3aKPBIThCA. B Xone 3TuX arak, Hapsay ¢ aTakol Ha
6upxxy UpBit 28 mas 2019 rona, ncronb30Baauch T€ )K€ HHCTPYMEHTHI, KOJIBI U BEK-
TOPHI (BKIIOYasl [[eJIeBOe (PUIIMHT-MOIIEHHUYECTBO M XaKEePCKUE aTaku Ha IMPearpu-
SITUE WM OTPAacilb), 9TO U B XOJ€ MPEABIIYyIINX KHOepaTak Ha IeIH B CeKTopax 0e3-
OIMAacHOCTH W 00OpOHBI, mpunuckiBaeMbIx Kopeiickoit Hapomgno-Jlemokparndeckoit
Pecny6nuke **. Ipynna mposena pacclenoBanue HanageHuil Kopelickoit HapomHo-
JemoxkpaTrndeckoit PecriyOnuky Ha OMPIKHM KPUIITOBAIIOT B IISITH IPYTHUX CTPAHAX, I10-
mumo Pecnybnuku Kopes (cm. mprmnoxenune 21 B).

64. Urto kacaercst OTMBIBaHMS MOJTYYEHHBIX B pPe3ybTaTe 3TUX aTak JOXOI0B C I0-
MOIIIBIO KPHUIITOBATIOTHI, TO KHOEpIpecTymHUKH, coBepmuBmne B mae 2017 roma
aTaKu M0 BCEMY MHpPY € HCIOIb30BaHUEM BHpyca-BeIMoraTens WannaCry, 3aTpOHYB-
mue 6onee 200 000 kommpioTepoB B 150 cTpaHax, moTpeOoBaly yILIaThl BEIKyIa B
KpuIrToBaimiore OMTKOWH. VccnenoBanue, MpoBEACHHOE OAHUM M3 TOCYAapcTB-uie-
HOB, MOKa3aJI0o, YTO KPUINTOBAIIOTA, MOJyYE€HHas C MOMOIIBI) BPEIOHOCHOM MHpo-
rpaMMbl WannaCry, OTMBIBAJIACH Y€PE3 HECKOJIBKO BUPTyalbHBIX BAIIOT U FOPUCIUK-
MM C NENbI0 3amyTaTh TPAH3AKIUH.

65. DBUTKOIHBI, IEepeUnCIeHHble MOCTpagaBuMu oT Bupyca WannaCry B mopsijike
YIJIaThl BBIKYTIA, OBIIM ITEPEBENICHBI ¢ «OMTKOWH-KOMIEIBKOBY Yepe3 OUPIKH KPHUIITO-
BAJIIOT ¥ B KOHEYHOM CUYETe KOHBEPTHPOBaHBI B Monero, Apyryio KpUIITOBAIIOTY, C
MCTIONB30BAHUEM IIBEHIIAPCKON OMPXKM KPUNTOBATIOT Moj Ha3BanueM ShapeShift®,
Monero npencrasiser co00H BUPTYyaJIbHYIO BaIIOTY C IOBBIIICHHOW CTEIEHBIO aHO-
HHMHOCTH, B CBS3U C UEM €€ TPYJIHEE OTCIIECIUTh, YEM CTAaH/IapTHBIE KPUITOBAIIOTHI,
Takue Kak OWTKOWH, JJANTKOWH WM 3(pUpHyM, U4TO NMPOAJIEBAET MPOILECC YCTAHOBIIE-
HUS OTBETCTBEHHOCTH. J[OXOnbI, TMONyYeHHBIE B pe3yiabTaTe TPEeTheH aTaku Ha
Bithumb B utone 2018 rona, 6butn mepesenensl uepes 6upxky YoBit*®. K asrycry
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BKJII0OYast OaHKH, IPABUTEIILCTBEHHBIE U BOCHHBIE OOBEKTHI, JIEKTPOCTAHIIMH, KOPIIOPATUBHBIE
CTPYKTYPBI M CPEICTBa MACCOBON MHGOPMAIIHH.

K HuM oTHOCHUTCs onepanus Fake Striker, coBepimieHHas paHee B Mae, a TaKXKe HallaJCHHE

7 suBaps 2019 roma Ha 77 penopTepoB, KOTOPHIE paHEe KOHTAKTUPOBAIN ¢ MUHHUCTEPCTBOM
00BbEqUHEHNS.

Cwm. Thomas Brewster. “WannaCry hackers are using this Swiss company to launder
$142,000 Bitcoin ransoms,” Forbes, 3 aBrycra 2017 rona.

Lenpio XakepoB, cyas MO BceMy, ObliIa KOHBEPTALUS M OOHAJTHYMBaHUE BCEH OOIBIIONH CyMMBI
YKpaJaeHHO! KPUIITOBAIIOTHI, @ HE PaCXOA0BaHUE NPHUOOPETEHHOI KPUIITOBATIOTHI
HETOCPEJCTBEHHO Ha ToBaphl U yciayru. See David Carlisle and Kayla Izenman, “Closing the
crypto gap”, RUSI Occasional Papers, 14 April 2019. See also Thomas Brewster. “WannaCry
hackers are using this Swiss company to launder $142,000 Bitcoin ransoms”, Forbes. 3 aBrycra
2017 roma. Jloxo/bl, MOJdyYeHHBIC B pe3yibTraTe Hcmoiip3oBanus Wanna Cry, ObLIH Takxke
nepeBeneHsl uepe3 ShapeShift (Leetinapus).
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2018 roma, MmeHee YeM 4yepe3 JBa MecsIla IMocie 3TOW aTaku, CPeaCTBa OBLIM HAIlpaB-
JeHsl B YOBit B BHIe CIIOXHON CEpUU U3 COTCH TPAH3aKIUU B LEJSIX KOHBEPTAINU H
OOHaNWYWBaHUA BCEH yKpaIeHHON KPUITOBAIIOTH (BMECTO pacXoIOBaHUS Mprobdpe-
TEHHOH KPUITOBAIIOTHI HEMOCPEICTBEHHO HA TOBAphl U YCIyTH). BplmieykasaHHbIE
CIIy4yau yKa3bIBalOT Ha OYEBUIHOE M3MEHEHHE CUTYaIlMU 110 CPABHEHUIO C MPEIBITY-
meit kubeparaxoit Kopetickoit Haponao-Jlemokparnaeckoii PecryOnukn Ha KJIMEHTOB
nHTepHeT-MarasuHa Interpark Pecry6mmku Kopest, miensio koTopoit 6b110 mprodpere-
HU€ WHOCTPAaHHOH BaJfOTHI.

66. Ipymma ormedaeTt, 9yTo KubeprpectymHuku u3 Kopeiickoit Haponro-/eMmokpa-
THYecKOl PecrmyOnKky He TOIBKO COBEPIIAIOT KNOepaTaky Ha OMPIKH KPUITOBAIIOT U
OTAENBHBIX MOIb30BaTeNeH, HO U 3aHUMAIOTCS «MAaWHUHIOM)» KPUOTOBAIIOTHL.. OqHO
13 TOCYJapCTB-WICHOB MPOMH(OpMHUpoBano ['pymniy o ToM, YTO «MaHHHHTOMY KPHII-
TOBAJIIOTHI 3aHUMAETCSI OHO U3 MPO(EeCCHOHATBHBIX MOApa3aeiIeHI BOOPYKEHHBIX
cun Kopetickoit Hapogno-Jlemokparunueckoir PecryOnuku. B ogHOM U3 OTKPHITHIX HC-
TOYHHMKOB OBUI OTMEYEH 3HAYMTEIBHBIH POCT MAacmITa0OB ACATEIBHOCTH IO J0OBIYE
outkoitHoB 1 Monero B Kopetickoit Hapoguo-/leMokparuueckoit Pecrrybnmke, KoTo-
pas IPUIHCHIBACTCS 3JIUTE CTPAHBl U APYTHM JIHIAM, HMEIOIMNX Aoctyn Kk MHTep-
HeTy®’. YUuTHIBas BO3POCIIYI0 aHOHUMHOCTh KPUIITOBAJIIOT, HEAABHO T00BITAs KPHII-
TOBAJIIOTa MOXET HCITOJIB30BATHCS 1L OOJIETYCHUS I€ATEIBHOCTH 110 YKJIOHEHHIO OT
CaHKIHI.

67. I'pynma paccienoBaina Takxe IMpeanoiaraeMble clIydan «KPUITOMKEKHHTa, KO-
I7la BPEIOHOCHOE MTPOTPaMMHOE 00ecCIIeYeHNEe HCTIOIb3YEeTCS IS 3apaKeHUsT KOMITb-
J0Tepa B IeJISIX HE3aKOHHOTO HCIIOIB30BAHMSI €T0 PECYPCOB ISl CO3JaHUS KPUIITOBA-
MOTH. B omHOM M3 IOKIIagoB paccMaTpHBalach BPEAOHOCHAs MPOTrpaMma, IMpeaHa-
3HaYeHHas JUIs «MaifHuHTa» Monero W OTHpaBKH Bceil MOOBITONH KPUIITOBAIIOTHI Ha
cepephl Yausepcuteta uM. Kum Up Cena B [Txennssane®. Kpome Toro, cormacHo apy-
roMmy noknazny, MHCTUTYT ¢puHaHCOBOM Oe3omacHocTH Pecrybnuku Kopest mpunucan
aHAJIOTUYHYI0 KpUNTOrpaduuecKyro araky Ha KOMITBIOTEp OJHOH M3 KoMmaHuii Pec-
nyonuku Kopest nmenno xakepam u3 Kopeiickoit Haponno-/lemokparuueckoit Pec-
ny6nuku®. CornmacHo 3TOMy JIOKJIa/y, XaKepaM, UCTIOIb30BABIIMM 3Ty BPEIOHOCHYIO
porpamMMmy, yaaioch 7o0sITh Monero ctroumMocThio okoio 25 000 gomn. CIIA. Yau-
THIBass BO3POCUIYI0 aHOHHUMHOCTH 3TOW BaJIIOTHI, TPYAHO OIPEICIUTH OOIIYI0 CYMMY
noxozoB, kotopslie Kopetickast Haponno-/lemokparndeckas PecryOinka MOXKeT IMOJy-
4aTh OT TaKUX HamaaeHud. Bmecte ¢ TeM 3TOT ciiyyaldl «KpUNTOIKEKUHIa» CBUIE-
TENbCTBYET 0 ToM, uTo Kopeiickas Hapogno-Jlemokparndeckas Pecrybnuka nmpume-
HSET Bce OoJjiee M3OLIPEHHBIE METOJBl «KPUIITOKEKMHIa» M TOTOBA HCIOJIB30BaTh
BPEIOHOCHBIE IIPOTrpaMMBbl B LENSIX «MaWHWHIa» KPUNTOBAIIOTHI B MHTEpEcax pe-
KUMa.

68. I'pymnma c yI10OBIETBOpPEHUEM MPUHUMAET K CBEACHUIO IMPENOCTABIECHHYIO TOCY-
JapCTBaMU-WICHAMH HHPOPMAIIUIO O NEHCTBHIX, TPEATIPUHATHIX UMH ISl KOMIICHCA-
LMY TIOTEPh B pe3yibrare HanajeHui kubepnpectynuukoB 3 Kopeiickoit Haponno-
JemoxkpaTtuueckoit Pecrrybnuku (cMm. npuiioxxenne 23).

87 Cwm. Priscilla Moriuchi, “North Korea’s ruling elite adapt Internet behavior to foreign scrutiny”,
Recorded Future, 25 April 2018.

% Cm. Chris Doman, “A North Korean Monero cryptocurrency miner”, AlienVault, 8 January 2018.

% Cm. Sam Kim, “North Korean hackers hijack computers to mine cryptocurrencies”, Bloomberg,
1 January 2018.
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ObecneyeHHasi AKTHBAMH KPHUITOBAJIOTHASI KOMIIAHUS, HCIOJIL3YIOLIAS
TEXHOJIOTUIO OJIOKYEHH Il MOJIy4YeHHs NPUuObLIN

69. Komnanus Marine Chain Platform Limited*°, saperucrpuposannas B [oHkoHre
12 ampenst 2018 roma, 6pLTa co3maHa B Ka4ecTBE IIAT(OPMBI C TOAIEPIKKON OJIOKUEHH
JUTSL TIPOBEJCHUS CyJOBBIX OIEPALMi, KOTOpas MPEAOCTABISIET YaCTUUHOE BIaJCHHE
MODPCKMMH cynamu B 06MeH Ha nupposbie TokeHb*!, Ilo cmoBamM ogHOTO U3 TOCY-
JIapCTB-WIEHOB, 3Ta KoMIaHus umeeT cBsi3u ¢ Kopeiickoit Hapoano-JZleMokparuue-
ckoit PecniyOmkoii 1 1o MEHbIIEH Mepe OAMH U3 €€ COTPYIHHUKOB CBA3aH C KuOepIpe-
crynaukamu u3 Kopeiickoit Haponuno-Jlemokparnueckoit PecryOnuku, KOTOpBIC BHI-
MoOTay ONTKOHHBI Y OHJIAMHOBBIX KOMITAaHHH. DTO TOCYIapCTBO-YJICH yKa3alio gajee,
YTO HavaJbHBIA KarmnTan Marine Chain, o Bceil BEpOSITHOCTH, MOSBHIICS B PE3YIlb-
Tare BBIMOTATENbCTBA KuOepBamioT. ['pymnma paccienoBaia AesTeabHOCTH Marine
Chain Ha npenMeT yKJIOHEHHS OT ()MHAHCOBBIX CAHKIWHA M COOJIONEHMs 3ampeTa Ha
(yHKIMOHNPOBaHUE COBMECTHBIX NMPEAIPHUATHI B COOTBETCTBUH C TyHKTOM 18 peso-
mroru 2375 (2017).

70. B xome paccimemoBaHmus, MpoBeneHHOTO [ pymnmoi, ObII0 00HAPYKEHO, 9TO, B TO
BpeMs KakK B KauecTBe TeHepaibHoro aupekropa Marine Chain Platform Limited (pe-
€CTPOBBIF HOMEp TOHKOHTCKHX KoMmaHui: 2679578) ObuT odHUIIIaTBEHO 3apEeTUCTPH-
posan kanutan J{xonaran ®yn Ka Kou*, B neifcturensroctu Jxynuan Kum 6b1n
BIIAJICIIBIIEM, €IMHCTBEHHBIM WHBECTOPOM M ()aKTHUYECKHM T'€HEPAIBbHBIM JHPEKTO-
POM, YIIPaBISBIINM BCEH NEATEIBHOCTHIO KOMITAHUY Y€pe3 IMPUKA3bl, KOTOPHIE OH OT-
naBan OyHy ¥ IpyruM KOHCYIbTaHTaM. Bece mokyMeHTs! n coobmmenus: Kum BelTyckan
II0JT CBOMM aJIbTEPHATHUBHBIM HMeHEeM « ToHHM Yokep», 3a HCKIIOUCHHUEM CIIHUCKa BHYT-
peHHuX TenedoHOB KOMIaHWMH, B KoTopoM «Jkymman Kum, Takxke M3BECTHBIH Kak
Tonu Yokep» Ha3BaH «I€HHEM U OCHOBHBIM HHBECTOPOM)», M KOHTPAKTa Ha OKa3aHHE
KOHCYIIBTAITMOHHEIX YCIyT, KOTOpEIH Oblnm mommucaHn Kumom ¢ dyHom 18 sHBaps
2018 rona; B 3TOM KOHTPAKTE U3JI0KEHBI O0S3aHHOCTH ITOCIIETHETO B KAYeCTBE BHEII-
HEro KOHTaKTHOrO JIMIa U koopauHaropa Kuma, koTopoMy MmopydeH psiJ 3aaad, CBA-
3aHHBIX C OTKPHITHEM KOMIIAHWH M OAHKOBCKOT'O CUeTa M MOJINUCAHUEM BCeX OpUIIN-
aJbHBIX JTOKYMEHTOB (CM. IpuitokeHus 25-28).

71. Uro kacaeTcs pUHAHCOBBIX omnepanuii KomMmnaHuu, To @yH nMpoun3Besr HECKOIBKO
repeBoioB OT UMeHHN KiMa co cueTa cBoeil KOMIIaHWU B OJJHOM W3 CHHTAITypPCKUX Pu-
HAHCOBBIX YyupexaeHud. DyH 3adBun: «S HCHONB30BaN CUET CBOEM KOMIAHHHU
Singclass (koTopas sIBIsSE€TCS MOUM OM3HECOM, He cBs3aHHBIM ¢ Marine Chain) ms
MEePEUYNCIIEHSI HEKOTOPBIX U3 ITUX IUIaTeXKEHN Nmocie MoaydeHus miarexen ot ToHu u
10 yKa3aHUI0 TOHM MPOM3BECTH 3TH IUIATEKHU. DTO OBIJIO CBA3aHO C TEM, UTO CUET
koMnaHuu Singclass ObI1 eIMHCTBEHHBIM cueToM B foiutapax CIIA, koTopsril y MmeHs
O0b1». Bee mepeBoasl Ha 3ToT cuer oT Kuma (#a cymmsr ot 30 000 momn. CHIA no
150 000 momn. CIIIA) ocymIeCTBISsIIHCH Yepe3 TOHKOHTCKHE MOACTaBHBIC KOMITAaHUH,

40

41

42

Komnanust Marine Chain Platform Limited Osblna 3akpsita 17 centa6ps 2018 roga. Mudopmanus
13 KPaTKOH Mpe3eHTalMH Il HHBECTOPOB U JpYyrue JOKyMEHTHl KOMIAHUHU, B KOTOPBIX
M3JIaraTcs ee OU3HeC-IJIaH U JAesITeIbHOCTD, COACPIKATCS B MPUIIOKEHUU 24.

ITo MHEHHIO OHOTO M3 FOCYIapCTB-4JICHOB, TaKas MOKYIKa M MPOJaka MOPCKHUX CYIOB C
MOMOIIBIO HUPPOBBIX TOKEHOB MOKET 00JIErYUTh OTHOCHUTEIBHO AaHOHUMHOE BIaJeHUE U
yIpaBiIeHUE CyJaMU U MO3BOJUTh HHBECTOPAM KOHBEPTUPOBATH CBOIO JOJIIO B ApyTHE
KPHUIITOBAIIOTHBIE TIATQOPMBI.

DyH Ha TPOTSHKEHUHU IECATHIICTUI aKTUBHO paboTaeT B MOpckoi orpaciu CHHramypa, u ero
koMmaHus Singclass sBisieTcst KiacCH(pUKAMOHHBIM O0IIECTBOM IS IBYX CYIOB MOJ (iarom
Kopeiickoit Haponno-/lemokparnueckoi Pecriyonmkun — Hung Tae 1 (UMO Ne 8604541) u
Pyong Hua (MMO Ne 8510518). Buepseie Kum o6paruncs k @yny B okrsa6pe 2017 roxa,
MPEACTABUBIINCH DKCIIEPTOM IO OJIOKYEHHY, KOTOPBI, o ciioBaM PyHa, «HYXKJAJICsS B MOUX
3HAHUAX MO BONPOCAM MOPCKHUX MEPEeBO30K Ist o0ecrneyeHus ycrexa 3Toro craprara.
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IIPU 3TOM JUISl K&KI0H Olepanuy UCIOoIb30BaIach OTAeIbHas KomnaHus. HekoTopeie
W3 TIIaTexel, KoTopslie ObUTH TIpou3BefeHb DyHoM uepes Singclass International Pte
Ltd, mpencraBisoTCAs BecbMa MONO3PHUTENBHBIME (cM. IpiioxeHune 29). Pesrome
JJIbHEUIINX BBIBOJAOB 10 3TOMY J€J1y COJAEPKUTCS B IPUIIOKEHUU 27.

PexomMenganuun

72. T'pynma pexomenayer CoBery be3omacHocTm npu pa3zpadorke Oyaymmx
CAHKUHMOHHBIX Mep o0pamaTh 0c000e BHUMAHUE HA CePbe3HOCTL KUOepaTak, co-
Bepmaembix Kopeiickoit Hapoano-lemokparudeckoii Pecny0iaukoii ¢ 1eibio
YKJIOHUTBCS OT BBINMOJHEHUS Pe30JIIONHUIA MyTeM He3aKOHHOTIO IOJIy4eHHs 10X0-
JI0B [IJIsl CBOeil CTPaHbI.

73. TocynapcTBaM-4jieHaM cJeayeT o0ecne4yuMTb, YTOObI MX HOPMAaTHBHO-IIPa-
BOBbI€E I0JIOKEHHSI PACNIPOCTPAHAIMCH HA BUPTYyaJbHble BAJIOTHl 1 HEOAHKOB-
ckHe (PMHAHCOBbIE YUpPeK/AeHHs, a TaK:Ke NpeInpUATHS cepbl JeHeKHbIX YCJIYT,
BKJIIOYasi Oup:xxu KpunroBaawr. Tam, rae 310 HesiecooOpa3Ho, rocyiapcrpam-
YjleHaM cJieJyeT NIPUHUMATH Mepbl PeryJupoBaHus B OTHOIIEHUH (UHAHCOBBIX
yupe:xaeHuH (BKJII0Yasi NOCTABIIMKOB KPUINITOBAJIOTHBIX YCJIYI), ¢ TeM YTOObI
COleHCTBOBATH NMOBBILIEHHIO CeTeBOl 0€30IIACHOCTH B LeJsIX CHUKEHHUSI PUCKa
NMOTEeHUMAJbHBIX KH0epaTak co cTopoHbl cy0bekTOB Kopeiickoii Hapoano-/lemo-
KpaTudeckoii Pecny6siuku B Oynyuem.

74. TocynapcTBaM-4jeHaM cJjieyeT 00ecneYnuThb, YTOObI UX (MHAHCOBBIE yUupe-
JKIEeHUs, BKJIYasd 0AaHKH ¥ OMPKU KPUNTOBAJIIOT, NPeANPHHUMAIN CAMOCTOS-
TeJibHble IIATW JJIS 3alUUTHI OT 3JI0HAMepeHHOHl AesiteabHOcTH Kopeiickoi
Haponno-Jemokparuyeckoii Pecny0iiumkn B kuOepnpocrpancTBe. JTH IIATH
BKJIIOYAKT yyacTue B o0MeHe uHdopMmaumeii 00 yrposax ¢ apyrumu ¢puHaHCco-
BbIMH YUYpe:XJIeHHUSIMH Yyepe3 TaKue opranu3anum, kak LleaTtp oomena undpopma-
HUeld M aHAJIu3a (PUHAHCOBBIX YCJIYI, pa3padoTKy U30JMPOBAHHBIX KOMIBLIOTEP-
HBIX CHCTEM /I JTOKAJIU3ANUH JIO0BIX aTaK, PeryJsipHoe CO3laHHe pe3epPBHBIX
KOINHUIiI CBOMX JaHHBIX, NPOBe/eHHEe YYeOHBIX 3aHATHH 10 PacCIPOCTPAHEHHBIM
TAKTHKAM COLHATbHOI HHKEHEPHH, OCYLeCTBJICHHE NOJTUTHKH, PEeryJIUPYIOLIei
oO0MeH nHopManMeil M JOCTYII K CHCTEMAaM, a TaKKe pa3padoTKy IJIAHOB pearu-
POBaHHUA HA CIyYal aTakH.

75. TocymapcTBaM-4wieHaM cjeAyeT 00ecrne4uThb, YTO0bl OUPKM KPUITOBAJIIOT
HeCJIN Te ke 0083aTeJIbCTBA, YTO M 0AHKH, 110 NPEAOTBPAIEHHI0 OTMBIBAHHS /10-
X0/10B, TAKHEe KAK MOHHMTOPHHI NOJO03PHMTEIbLHBIX ONepaluii, MpelocTaBJICHUE
NPAaBUTENbCTBAM HHGOPMALMH O COCTOSTHMHU CYETOB IOCJIEe ATaK, 3aMOpPaKNBa-
HHE AKTHBOB HAXOASINIUXCH MO MX KOHTPOJIEM OpPraHM3alnuii, KOTOpble MOAIA-
JAAK0T MOJ AeHCTBHE CAHKINI, U 0JI0KHPOBaHUeE oNlepaluii, KOTOpPbIe, KAK CYMTA-
eTcsl, OCYIeCTBISIOTCS CO CYeTOB, KOHTPOJIHPYEMBbIX 3JI0HAMEPECHHBIMH Cy0beK-
TAMH WJIH CBA3AHHBIX ¢ HUMH.

76. TocynapcTBaM-4wieHAM cjeAyeT PaCIIMPATH CBOM BO3MOXKHOCTH IO COMeNi-
CTBHIO AKTHBHOMY 00MeHY HHGOpManHell KaK HAa HAIIMOHAJILHOM YPOBHe (Ha oc-
HOBE YCIEIIHOI0 MeKBEJOMCTBEHHOI0 COTPYIHHYECTBA), TAK M HA MEKAYHAPO/I-
HOM YpOBHeE (HAa OCHOBE HHUIIMATHB 10 00MeHy HHGopManHel U COTPYIHUYEeCTBA
B 0opble ¢ yrpozammu st (GMHAHCOBOIO CEKTOpPa), ¢ TeM 4YTOObI BBISIBIATH U
npenorspamars nonbITku Kopeiickoit Hapoano-Jemoxkparudeckoii Pecny6-
JIMKHU MCHO0JIb30BATh CBOM KHOepmoTeHUMAJ 1Js1 YKJIOHeHUus oT cankumii. Ipa-
BHTEIbCTBAM He00X01MMO 00MECHUBATLCH MEPeJ0BbIM ONBITOM H IepeIaBaTh ero
COOTBETCTBYIOIIMM YaCTHBIM CTPYKTypaM.

33/143



S/2019/691

34/143

V.

HenaBHss 1eITEJIbHOCTh, CBSI3AHHAA C SIICPHOM
NMPOrpaMMoOH U POIrPaMMOoii 1o 0AITMCTHYECKMM paKeTam

SinepHasi HesiTeILHOCTH

77. Slnmepnas mporpamma Kopeiickoit Hapomuo-/lemokpatudeckoir PecrmyOnmkn
MIPOIOJDKAET PYHKIIMOHMUPOBATH, HECMOTPSI Ha OTCYTCTBHE SIICPHBIX UCIIBITAHUH U 3a-
KpBITHE UCIIBITAaTENbHOTO MToyIMroHa B ITyHrepu. 3a oT4eTHBIN Iepro/ He OBIII0 OTMe-
YEHO HMKAKHX MPU3HAKOB JKCILTYaTallMHM PeakTopa MOIMHOCTEI0 5 MBT B Mon6éHe.
Heckonpko rocynapcTB-wieHOB cooOmmum [ pymme, 9To OHM HE CMOIVIN ONPENenTh,
OBIITM JIM TOIUJIMBHBIC CTEPXKHU IEepeMeIIeHBI Ha IepepabdarpiBatomuid 3asoa. Ctpou-
TEIBCTBO JIETKOBOAHOTO peakTopa mpoaoinkaerca. Brons pexun Kopén HeogHOKpaTHO
HaOmronanuch JHOYTITyOUTENbHBIC paboTH. B pamnoxmmudeckoit saboparopun OvLa
3aMedeHa MeproaAnYecKas aKTHBHOCTh, KOTOpasi, MO CI0BaM OJHOTO M3 TOCydapCTB-
YJIEHOB, MOTJIa OBITH CBSI3aHa C TEXHHUECKUM obOciryxuBanueM. [1o onenkam eme of-
HOTO M3 FOCYIapCTB-YICHOB, yCTAHOBKA MO 00O0TaIeH o ypaHa B Mon6ene mpomo-
*aeT (yHKIHOHUPOBATh.

78. IlepBoe rocynapcTBO-wWICH COOOMIMIIO, YTO KOMIUIEKC IT0 0OOOTAIIeHHUIO ypaHa |
ypaHOBBIE pyAHHKH B [IX€HcaHe Bce emie HaxomsTcs B paboueM cocTosHuH. ['pyma
MIPOJOJKAET OCYHIECTBIATH HAONIONEHWE 3a APYTMMH OOBEKTaMH, CBSI3aHHBIMU C
SIIEPHOU POrpaMMOH.

79. Kpome Ttoro, I'pynma nponoinkaeT MpOBOJUTH CBOE 00CieIoBaHUE HEOOXOIH-
MBIX JUTS SiAepHO# mporpaMmel ipeameToB (S/2019/171, m. 66) (cMm. mpunoxenwne 31).

YKpenieHue MOTeHIHAJIA NPOrPaMMBbI M0 0ATJIMCTHYECKMM paKeTaM B IVIaHe
obecreyeHUs] ABTOHOMHHU, HHTETPALIMHU U CAEPKUBAHUS

80. 3amyck 4 19 mas 2019 roga HOBOTO Kilacca OAUNTHCTUISCKUX PAKET MaJIOH alb-
nHoctu® (S/2019/171, npunoxenune 84—4), a taxxe 3anyck 24 urons 2019 roga nsyx
pakeT, Ha3BaHHBIX L[eHTpambHBIM TenerpadHBIM areHTCTBOM Kopen «TaKTHYeCKUM
YIIpaBIsSEMBIM OPYXKHEM HOBOTO THHa»**, CBHIETENLCTBYIOT 0 crocobHocTH Kopeii-
ckoit Hapomno-Jlemokparndeckoli PecrryOnuKyn ocBamBaTh KITIOYEBBIC KOMITOHCHTHI
cucTeM OaJUTMCTUYSCKUX PAaKeT, BKII0Yas MPOU3BOACTBO TBEPIOTO PAKETHOTO TOII-
JBa, oOeclieueHne MOOWMIBHOCTH 3a CUET WCIOIB30BAHHS PA3IHMYHBIX THIIOB IIO-
JBIDKHBIX ITYCKOBBIX YCTaHOBOK M CIIOCOOHOCTH NMPOHUKATH B CHCTEMBI IMMPOTHBOpA-
keTHOU 0Gopone®®. B urone 2019 roma rocymapcrea-unensl npeactaBunu [pymre
CBOH OIICHKH, KaCarolIuecss BCCOOBEMITIONIETO U aBTOHOMHOT'O XapaKTepa KOMILICKC-
Holi mporpamMbl Kopeiickoit Haponuo-Jlemokparnueckoit PecryOnuku mo OammucTu-
YECKHM paKeTaM, B paMKaX KOTOPOH JOCTIIKCHHS MPOTPAMMBI IO OaTHCTHYCCKUM
pakeTaM MaJiol MalbHOCTH MOBBIMIAIOT d(PHEKTUBHOCTH BCEH MPOTrpaMMBI IO OaslTH-
cruuyeckuM pakeram. HecmoTps Ha cankuuu, Kopeiickast Haponno-JleMokparuueckast
PecmryOnmka cymena pa3MecTuThb y ceOst BCIO I[EITOYKY paKETHOTO IPOU3BOICTBA (TIPH-
noxenne 32, m. 4, u S/2019/171, npunoxxenue 84.5). IIpn stom Kopeiickas Hapoguo-
HemokpaTtudeckas PecrmyOiauka mpooinKaeT CBOKO JEeITEIFHOCTD 32 PyOe oM, B TOM

43

44
45

HexoTophie 3kcnepThl BRICKa3aJdd MHEHHE O TOM, UYTO CHAapsAbl, BRINYIICHHbIE 4 U 9 Mas
2019 roxa, SIBISIFOTCS «TAKTUYECKUM YIIPABISIEMBIM OPY)KHEM», a HE OalTUCTHYECKUMH
pakeTamMu MaJIOW TaJbHOCTH, U aHAJIOTHYHBI CHapsiaM, BeIynieHHbIM 24 uroist 2019 rona.
LlentpanbHoe Tenerpaduoe arenrcrso Kopeu, 26 utons 2019 rona.

[Ipunoxenue 32, nm. 1-3. HoBast mogBOAHAs JT0AKA, O KOTOPOi 22 HIois cOOOmMIO
Lentpansaoe Tenerpaduoe areHTcTBO Kopen, MOXET CIyKUTh IUIOMIAAKON ISl 3aImycKa
0aJUIMCTUYECKUX PaKeT MaJIO NaIbHOCTH.
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YUCIIe MPOJAXKY, 3aKYIIKH U TEXHUYECKOE COTPYAHHUYECTBO, B IEJISIX Pa3BUTHUS CBOUX
MpOrpaMM M0 OATUCTUYECKUM PAKETaM U MOJydeHUs: (PUHAHCOBOU BBITObI (ITPUIIO-
kerue 32, 1. 6).

81. Kopeiickas Hapoguo-Jemokpatudeckas PecryOnrnka HEmpephIBHO COBEPIICH-
CTBYET PacCpPeOTOUYCHHYIO U CKPBITYIO MOJ3EMHYI0 HHPPACTPYKTYpy U CBOECH Mpo-
rpaMMBbl 0aJUINCTUYECKUX PAKET, B TOM YHCJIE XKEJIE3HOIOPOKHYIO CETh, OT KOTOPOi
oHa 3aBUcHUT (mpmiioxenne 32, . 5, u S/2019/171, npunoxenue 84.3).

N3ob6paxkenune XIV
3anyck 0aIMcTHYeCKOli paKeThl MaJIoi JaJIBHOCTH € NMOJyocTpPoBa X010
B paiione ropoae Bouncan® 4 mast 2019 roaa

moke trace

HUcemounuxk: HentpanbHoe Tenerpaduoe areHTctBo Kopeu (cnera); Planet Labs, Inc (cupasa).
* MecTo mycka GalIuCTHYECKOll pakeTsl Manoi ganpHOCTH (39°24'32.25" N 127°31'53.63" E)
4 mast 2019 roga u caenpl apima B 01:54:39 BCB.

VI. HenpeaHamepeHHbIE MOCJACACTBUA CAHKIIUA

82. CornacHo nyHKTY 25 pesomtoruu 2397 (2017), mpenycMOTpEeHHBIE CAHKIIUSIMH
MEpbl He MPU3BaHbl UMETh HEraTUBHbIE I'YMaHUTApPHBIE MOCIEACTBUSA I IpakJaH-
ckoro Hacenenus Kopeiickoit Hapogno-Jlemokparnueckoii PecryOnukuy niam orprna-
TEJIBHO BJIMATH Ha pabOTy MEXIyHapOAHBIX M HENPaBUTEIbCTBCHHBIX OpPraHU3aINM,
3aHUMAIOIUXCS OKa3aHMEM IIOMONIW, BKJIIOYAs YPEe3BBIYAWHYIO INOMOIIb, B 3TOU
cTpaHe Ha Oiaro ee rpakKJaHCKOTO HacesieHHs. B mokiaze o moTpeOHOCTIX U IpHO-
purerax Kopetickoit Hapogno-Jlemokparnueckoit Pecrryonuku 3a 2019 rox xoopau-
Hatop-pesuneHT Oprannzanuun OObenMHEHHBIX Hanmii 3asBIII, UTO «ITOJOXKEHHE
mruutnoHoB Jrtoaeit B KHIP ocraercs TsoxkeneiM. Hanbonee ys3BUMBIe TPYIIIEI Hace-
JIGHHS B 3TOM CTpaHe CTPAfaloT OT OTCYTCTBHS IPOAOBOJIBCTBEHHONW 0€30MacHOCTH,
HEIOCTaTOYHOIO MUTAaHMS M OTPAaHUYEHHOrO JOCTyNa K OCHOBHBIM yciyraM. B pe-
3ynbpTaTe 3TOro okono 10,9 MIIIIMOHA YeNOBEK MO-NPEKHEMY HYKAAIOTCS B TYMaHU-
TapHOH MOMOIIHX JJIsl YIOBJIETBOPEHHS CBOMX MOTPpeOHOCTEH B MPOJOBOJIBCTBUH, MU~
TaHWH, 31PABOOXPAHEHHH W BOJOCHAOKEHHMH, a TAKKE CAHUTAPHU M THTHeHe» 6.
I'pyrrie M3BecTHO O MPOMOIDKAIOIINX MOCTYyNaTh COOOIMIEHUAX O TOM, YTO CAHKIIUH
Opranunzannn O0bennHeHHBIX Hanuii BekyT 3a co00ii HenpegHaMepeHHbIe HeraTHB-
HbIE TyMaHUTApHBIE MOCJIEACTBUS (HampuMep, B 00IacTH 37paBOOXpPAHEHHUS, BOMIO-
CHaOXXCHMS ¥ CAHUTAPHH, a TaKXKe 00eCIeueHUsI MMTaHNEM YSI3BUMBIX TPy Hacee-
HUSA).

4 Cwm. noknan koopauHatopa-pesuaenTa Opranusamun O6benuHennbx Hanuit o Kopeiickoit

Haponno-J/lemoxparuueckoii Pecnyonuke «Ilorpednoctu u npuopurerst KH/IP B 2019 rogy»
(mapt 2019 rona).
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VII.

83. B cBoeM mpenpiaynieM 3aKJIOYUTEIbHOM JI0KJIaJe I'pynna onpenenuia mecTb
OCHOBHBIX ITp0OJIEM, KOTOpPHIE CBS3aHBI C HEMPEABUACHHBIMY MOCIEACTBUIMH CAHK-
W 7, TIO CJIOBaM YUYPEeKICHHUI M TyMaHUTAapHBIX omnepanuid Opranm3annu O0benu-
HEHHbIX Hanuii, HeraTuBHO CKa3bIBAIOTCS HA OCYIIECTBICHUH X T'YMaHUTAPHBIX IIPO-
rpamm B Kopeiickoit Hapoguo-/lemoxpatudeckoit Pecrryonuke (S/2019/171, m. 176).
JIByMsI TIIaBHBIMH NTPOOIEMaMU SIBIISIOTCS 3aJI€PKKH B ITOIyYEeHUHN U3BATHIA oT Komu-
TeTa W 3aKphITHE OAHKOBCKOTO KaHama. 6 aBrycra 2018 roga KomureT npunsn «Yse-
JIOMJICHHE 00 OKa3aHNUHU IIOMOIIH B OCYIIECTBICHUN Ne 7: pyKOBOJICTBO I10 ITOIYYEHHUIO
U3BATUNA U3 peXUMa CaHKLUUM s 1OCTaBKM ryMaHuTapHoM nmomomu B Kopelickyro
Haponno-Jlemokparuueckyro PecriyOnuky»?’. XoTs cpesHee BpeMsi MEXIy MOyde-
HHEM W yTBEPXKACHHEM NPOCHO O MPEIOCTABICHUH U3BSITHUH 3HAYUTEIHHO COKpPATH-
70ch*, GaHKOBCKHMH KaHaJl BOCCTAHOBJEH He ObUI. DTOT (aKT, HAPAMY C MPAKTHKOM
OoTKa3a ()MHAHCOBBIX YUPEXKJCHHUH OT COBEpIICHUS JIOOBIX ONepanni, CBSI3aHHBIX C
IOPUCIUKIUSMA C BBICOKOM CTENEHBIO PHCKA, MPONOJDKAET IPENsSTCTBOBATh OCY-
LIECTBICHUIO ITPOTPAaMM YUPEXKACHUH W TYMaHUTApHBIX opraHu3anuii OpraHusamniun
OObpennHeHHBIX Hanmii, 9TO MpUBOAUT K HETaTUBHBIM MOCJEICTBHAM IS TPaKaaH-
ckoro HaceneHus Kopeiickoit Hapogao-/lemokpaTudeckoit Peciybnukmu.

Pexomenganusa

84. TI'pynma pekomMeHAyeT, 4TOObI COOTBETCTBYIOIIHe ydpe:xaenuss Opranusa-
uun O0benunenubix Hauuii aBaxasl B ron nHgopmuposaan Komurer o Henpen-
BH/JEHHBIX MOCJIEACTBUSIIX CAHKIMII VISl TPA’KAAHCKOI0 HaceJleHUsI M UX omepa-
uuii B Kopeiickoit Hapoano-/lemokparnyeckoii PecnyOJinke.

OT4eTHOCTH roCy1apCTB-4JICHOB

85. Craructudeckue JaHHBIE O MOCIEIHUX NOKJIalaX FOCYyJapCTB-YICHOB O BHIIOJ-
HEHHUH PE30TIOUi CM. B IpmiioxkeHnu 33. I'pynma oTMedaeT, 9TO0 KOJTUIECTBO U Kade-
CTBO JOKJIaJIOB TOCYJapCTB-WICHOB HYXXJAIOTCS B yJIYYIICHWM IO BCEM HallpaBiie-
HUsAM. [pynmna HamoMHHAET Tak)ke 0 KpallHEM CpOKe MPeACTaBICHHUS BCEMH rocynap-
CTBAMHU-YICHAMH CPEJHECPOYHBIX JOKJIAI0B O penaTpuanuu Tpyasmuxcs u3 Kopeii-
ckoit Haponno-JleMokparudeckoit PecmyOnuku B COOTBETCTBUU C IIYHKTOM 8 Pe30-
mroruu 2397 (2017). Kpome Toro, ya4uThIBasi pa3inyus B ypOBHE KaueCTBa CpelHe-
CPOYHBIX JOKJIAJI0B, KOTOPBIX MOCTynujo juue 37, I'pymnmna BHOBR MOAYEPKHUBACT
BaXXHOCTb TOTO, YTOOBI TOCYAapCTBA-UJICHBI BKJIIOUAJIN B CBOM JOKJIAIbI BCIO HEOOXO-
JUMYIO MTOIPOOHYI0 HH(POPMALIHUIO.

47 URL: www.un.org/securitycouncil/sites/www.un.org.securitycouncil/
files/1718 implementation_assistance notice 7.pdf.

4 3a nepuon ¢ gpespans 2019 roga 10 MOMEHTA COCTABJIEHHs HACTOANIEro Joknaana Komurer
yTBepamI 16 mpoceb o npenocraBicHUH n3baTuil. MHGopmanus o6 yrBepxaeHHbIX KomureToM
MU3BSITHSAX pa3MelleHa Ha BeO-caiiTe mo axpecy:
www.un.org/sc/suborg/en/sanctions/1718/exemptions-measures/humanitarian-exemption-
requests.
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Pexomenganuu

1. Focyz[apCTBa-q.nem,l JOJIKHBI JTOKJAAbIBATH KOMI/lTeTy 0 JI00BIX M3BECT-
HBIX UM 1epeaavax 3alpeuleHHbIX NMPEAMETOB, KaAK TOI0 TpeﬁleT pe3oJariouuu.

2.  TocynapcTBa-4ieHbl JOJKHBI CcOJeliCTBOBATH 0OMeHY HH@opManuei
MeEKAY MEKAYHAPOJAHBIMH KOMIIAHMSIMH II0 TOProOBJi€ ChIPbeBbIMH TOBAapaMH,
BJIaJleJIbIAMH U OIIePATOPAMHU TAHKEPHOI0 MJI0Ta U CTPAXOBIIMKAMH CYI0B B Lie-
JAX NpoBepkM (aKTHYECKOro NMYyHKTAa HAa3HAYeHHMS] TAHKEPOB, ¢ TeM 4YTOOBI
NPeJOTBPATHThL YKJOHEHHE OT CAHKLIMH ¢ NMOMOIIbLI0 MAHUIYJISALMN C epegar-
YUKAMHM ABTOMaTHY€CKOH CUCTEMbI OII03HABAHUA.

3. Ipynna pexomenayer Komurtery 1718 BKJIIOYNTH B CAHKLIHOHHBIN Nepe-
4YeHb cJeAYIINHe Cyla 3a He3aKOHHYI0 nepeaady HeTenpoayKTOB B HapylIeHHe
NyHKTa 5 pesojronun 2397 (2017):

a) Un Pha 2 (MMO Ne 8966535), niiaBawiuee noja ¢uaarom Kopeiickoii
Hapoano-/emokparnyeckoii Pecnydiuku, 3a mnepegauy HedTenpoayKToB ¢
CyAHA HA CYJHO ¢ HEM3BECTHBIM TaHkepoM 27 maprta 2019 rojaa;

b) Mu Bong 1 (MMO Ne 8610461), ninaBawmee noa ¢guarom Kopeiickoii
Hapoano-/emokparnyeckoii PecnyOimnku, 3a nepenayy HedTenpoayKTOB C
CyAHA HA CYyJHO ¢ HEM3BEeCTHbIM TaHnkepoM 15 anpeast 2019 roaa.

4.  YuursiBas, uTo cyna Kopeiickoii Hapoano-/Iemokparuueckoii Pecnyoiauku
HCIOJB3YIOT JUXTEPbI, YTOObI U30€KaTh 3aX0/1a B NOPThI, AAMUHUCTPALIUN MOP-
TOB cJieAyeT MPOBOAUTH 0oJiee TIIATEJbHbIH JOCMOTP TAKHMX CYI0B IYTEeM NPoO-
BEPKHU JOKYMEHTANMU, BKJIKYAsA CepTUPHUKATHI NPOUCXO0KICHNA, HAKJIAAHbIE U
KOHOCaMEHTbI, a TaK)Ke HU3bIMATh, JO0CMATPUBATH U KOH(PUCKOBBIBATH JIIOObIE
cyaa, noao3peBaeMbie B IepeBO3Ke 3allpPelleHHbIX IIPeIMeTOB.

5. TIpynna pexomenayer Komurtery 1718 BKIIOYHUTH B CAHKLIUOHHBIN Nepe-
4yeHb ciaenyromue cyia Kopeiickoii Hapoano-Jlemoxkparuueckoii Pecnyoauku 3a
HapyuieHue nyHkTa 8 pesosonuu 2371 (2017):

a) Paek Yang San (MMO Ne 9020534) 3a nepenauy 3anpemieHHbIX MaTe-
PHAJIOB C OJHOTO CYAHA Ha JApyroe 5 centsiopst 2018 roaa;

b) Ka Rim Chon (MMO Ne 8314811) 3a nepenayuy 3anpenieHHbIX MaTepu-
aJIoB € OTHOTO cyaHa Ha apyroe 21 cenTsiops 2018 roaa;

¢) Pho Phyong (MO Ne 8417962) 3a nepenauy 3anpenieHHbIX MaTepua-
JIOB € OJIHOTO cyaHa Ha JApyroe 24 oktsaopst 2018 rona;

d) Tae Yang (MMO Ne 8306929) 3a nepenauy 3anpenieHHbIX MAaTepPUaJIOB
€ O/IHOTO cyaHAa Ha apyroe 25 okTadps 2018 roaa.

6. prrma PEKOMEHAYEeT KOMHTeTy BKJIIOUUTH B CAHKIMOHHBIN nepevueHb:

kanuTana cynna Wise Honest Kuma YUona Cona, a Tak:ke BjIajJesibla 3TOr0
cyaHa, komnanuio Korea Songi Shipping Company (MMO Ne 5607043), u kopmo-
panuio Korea Songi General Trading Corporation 3a uXx Nnpu4YacTHOCTh K Hapy-
IEeHNI0 CAHKIMIA

7. TocynapcTBaM-4jeHaM cJielyeT YCUIUTh KOHTPOJIb 32 NOBTOPHBIM Bbe310M
HA UX TEPPUTOPHIO JIUI, KOTOPbIe padoTa/Id HA BKJIOYEHHbIE B epeyeHb Opra-
HU3AIUU, UCIIOJIB3YS MPOILJIble 3aUCH U OUOMeTPpHUYeCKHe TaHHbIE.

8. Ipynma pexomenayer Cosery be3omacHocTu mpu pa3zpadoTrke Oyaymux
CAaHKIMOHHBIX Mep 00pamaTh 0co00oe BHUMAaHHe HAa Cepbe3HOCTh KuldepaTak, co-
Bepmiaembix Kopeiickoii Hapoano-/lemoxkpaTtuyeckoii Pecnmy0auKuH ¢ 1HeJbIO
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YKJIOHHUTHCS OT BHINMOJHEHUS Pe30I0IHNNA MyTeM He3aKOHHOIO MOJyYeHUus H0X0-
JI0B [IJIsl CBOeil CTPaHbI.

9. TocymapcTBaM-4wieHaM cjieqyeT 00ecrneYyuTh, YTOOBI X HOPMATHBHO-TPa-
BOBbI€ M0JIOKEHHS] PACTIPOCTPAHAIUCH HA BUPTYaJbHbIe BAJIOTHI M He0aHKOB-
ckHne (PMHAHCOBBIE YUPeK/IeHHs, a TaAK:Ke NPeInpUuATHS chepbl JeHeKHbIX YCayT,
BKJIIOYasi OMp:xku KpuntoBaawT. Tam, rae 310 Hesaecoodbpa3Ho, rocyiapcrBam-
YjleHaM cJieyeT NIPUHUMATH MepPbl PeryJupoBaHus B OTHOIIEHUH (GUHAHCOBBIX
yupexxaeHul (BKJIKYasi NOCTABIIUKOB KPUNTOBAJIOTHBIX YCJIYI), ¢ TeM 4YTOOBbI
COeHCTBOBATH NMOBBILIEHHIO CeTeBOll 0€30IACHOCTH B LeJIAX CHUKEHUS PUCKA
NMOTEeHUMAJbHBIX KH0epaTak co cTopoHbI cy0bekTOB Kopeiickoii Hapoano-/Jlemo-
KpaTudeckoii Pecny6iuku B Oynymem.

10. TocynapcrBaM-ujieHaM cjielyeT 00ecrneYynuThb, YTOObI UX GUMHAHCOBBIE yUpe-
JKIEeHUs, BKJI0Yasi 0aHKH ¥ OMPKU KPUNTOBAIIOT, NPeANPHHUMATIN CAMOCTOS-
TeJibHble 1AW JJIS 3AaLUUTHI OT 3JI0HAMepeHHO#l AesiTeabHocTH Kopeiickoii
Hapoano-JAemokparnyeckoit Pecnydimkn B KuOepnpocrpaHcTBe. JTH INaru
BKJIIOYAKT yyacTue B 00MeHe nHGopmaumeil 00 yrpo3ax ¢ apyrumMmu puHaHCO-
BbIMH YUYpPe:XJIeHUSIMH Yyepe3 TaKue opraiu3anum, kak LleaTp oomena undpopma-
HUeld M aHAJIu3a (PUHAHCOBBIX YCJIYI, pa3padoTKy U30JMPOBAHHBIX KOMIBLIOTEP-
HBIX CHCTeM /ISl JOKAJHM3ANNHU JIO0bIX aTaK, peryjiasipHoe co3JaHue pe3epBHBIX
KONMH CBOUX JAHHBIX, IPOBeJAeHHEe YUeOHbIX 3aHATHUI N0 PACHPOCTPAHEHHBIM
TAKTHKAM COLMAJIbHOI HHKEHEePUH, OCylIeCTBJIEeHHE MOJTUTHKH, PeryIupyomei
o0MeH nHopManMel U JO0CTYII K CHCTEMAaM, a TaKXKe pa3padoTKy IJIAHOB pearm-
POBaHMA B cJIy4yae aTaKH.

11. TocynapcTBaM-4jieHaM cjenyeT o0ecre4uTb, YTOObI OMPKH KPUNTOBAJIIOT
HeCJIHU Te JKe 00513aTeJIbCTBA, YTO H 0AHKH, 110 NPeI0TBPAILIEHHI0 OTMbIBAHHS J10-
X0/10B, TAKHe KaK MOHHTOPHHI MOJ03PUTEJBHBIX OINepanuii, nmpeaocTaBjieHne
NpaBUTEIbCTBAM HH(OPMALMU O COCTOSIHUM CYETOB IOCJIe aTaK, 3aMOp a’KMBa-
HHe AKTHBOB HAXOASINIUXCH MOJ MX KOHTPOJEM OpPraHM3aluii, KOTOpbIe MOAMNa-
JAAK0T MOJ AeHCTBHE CAHKINI, U 0JI0KHPOBaHUeE oNlepaluii, KOTOPbIe, KAK CYATA-
eTcsl, OCYIeCTBISIOTCS CO CYeTOB, KOHTPOJIHPYEMBbIX 3JI0HAMEPECHHBIMH Cy0beK-
TAaMH WJIH CBA3AHHBIX ¢ HUMH.

12. TocymapcTBaM-4wieHaM cjeAyeT PacIIMPATL CBOM BO3MOXKHOCTH IO COAeli-
CTBHIO AKTHBHOMY 00MeHY HHGOpManHell KaK HAa HAIIMOHAJILHOM YPOBHe (Ha oc-
HOBE YCIICIIHOI0 MEKBEJOMCTBEHHOI0 COTPYIHHYECTBA), TAK M HA MEKAYHAPO/I-
HOM YpOBHeE (HAa OCHOBE HHUIMATHB 10 00MeHy HHGopMan el U COTPYIHUYEeCTBA
B 0opble ¢ yrpozamm st (GMHAHCOBOI0 CEKTOpPa), C TeM YTOObI BBLIAIBJIATH M
npeporspamars nonbITku Kopeiickoii Hapoano-Jemoxkparudeckoin Pecny6-
JIMKHU MCHOJIb30BAaTh CBOM KHOepnoTeHUMAJ 1Js1 YKJIOHeHUus oT cankuuii. Ilpa-
BHTEIbCTBAM He00X0AMMO 00MECHUBATHCS NEPeJ0BbIM ONBITOM H IIEPeAaBaTh €ro
COOTBETCTBYIOIIHMM YaCTHBIM CTPYKTypaM.

13. TI'pynma pekoMeHIyeT, YTOObI COOTBETCTBYHWINHEe ydpexaeHus Opranmusa-
nnu O0bennHennbix Hanmii nBasxkanl B rox nudopmuposaau Komurer o Henpen-
BH/ICHHBIX MOCJEACTBUAX CAHKIHMH ISl TPAXKAAHCKOr0 HACEJCHUS W HUX OIepa-
nuii B Kopeiickoit Haponno-emokparnueckoii Pecnyoinke.
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Hpunoxenus

Annex 1: United States submission to the 1718 Committee of 11 June 2019

DA Mol
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Permanent Mission of Australia to the United Nations

June 11, 2019
Dear Ambassador Christoph Heusgen,

On behalf of Australia, Austnia, Belgium, Canada, the Czech Republic,
Domuinican Republic, France. Germany. Hungary, Italy. Japan, Latvia. Lithuania,
Republic of Malta. Marshall Islands. Federated States of Micronesia, Kingdom of the
Netherlands. New Zealand, Poland. Peru, Spain, Slovak Republic, Ukraine, and the
United States, I have the honor to submut to the 1718 Comnuttee a request for the
Committee Secretary to take the actions described in paragraph 5 of UNSCR 2397
because the DPRK has breached the 2019 annual cap for refined petroleum products.
Antached, please find a report detailing observations of illicit North Korean refined
petroleum imports. When these observed 1llicit refined petroleum imports and the
reported imports are combined, the aggregate amount of refined petroleum imported into
the DPRK 1s 1n excess of the 500.000 refined petroleum cap set in UNSCR 2397.
Specifically. we request the 1718 Committee Secretary take the following actions:

e We request the 1718 Commuttee Secretary 1ssue a public note verbale to all UN
Member States, and for the Chair to 1ssue a Commuttee press release to inform the
general public that the DPRK has breached the UNSCR 2397 OP5 refined
petroleum product quota for 2019 and order an immediate halt to all transfers of
refined petroleum products to the DPRK until the end of the year.

¢  We further request the 1718 Commuttee Secretary update the website to include
the illicit refined petroleum imports and show that the 2019 quota has been
breached.

e We further request the 1718 Committee to include in this note verbale and press
release a call on all member states to immediately exercise enhanced vigilance
against the DPRK arttempting to procure additional refined petroleum products
and to prevent illicit ship-to-ship transfers of refined petroleum products to
vessels owned, controlled. or acting on behalf of or working in cooperation with
the DPRK.

We request the Chair circulate our report to the 1718 Committee and our
proposals for Commuttee action by today, June 11, 2018 under the regular 5-day NOP

process. We thank you 1n advance for your assistance.

Sincerely.

) Philipp Charwath
David Yardley Minister Plenipotentiary
Political Coordinator Deputy Perm t Repr ive

ot ok

Permanent Mission of Austria to the United Nations
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athias Bogaert
Political Coordinator
Permanent Mission of Belgium to the United Nations

-

Hani Stolina

1* Committee Expert

Permanent Mission of the Czech Republic
to the United Nations

A}

Antoine Michon
Minister Counsellor
Permanent Mission of France to the United Nations

A

Mr. Zoltan Varga

Minsster Plenipotentiary

Deputy Permanent Representative

Permanent Mission of Hungary to the United Nations

W B % 9

Kosuke Amiya
Counsellor/ Alternate Political Coordinator
Permanent Mission of Japan to the United Nations

ulam)/(}/n:cn
Political Coordinator

Permanent Mission of Canada to the United Nations

José Singer

Special Envoy of the Dominican Republic

to the Security Council

Permanent Mission of the Dominican Republic
1o the United Nations

)
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Chnistoph Heusgen

Permanent Representative

Permanent Mission of the Federal Republic
of Germany to the United Nations

Ludovico Serra
Political Coordinator

ent Mission of Italy to United Nations
mﬂ (3 G PR
v

\
N

-

£y "
Y ' Cal__
Agnese Vilde
Deputy Permanent Representative
Permanent Mission of the Republic of Latvia
to the United Nations
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19-13211



S/2019/691

19-13211

Ambassador Audra Pfépyte
Permanent Representative
Permanent Mission of Lithuania to the United Nations

HE. Ms. Amatlain E. Kabua

Ambassador & Permanent Representative of the

Republic of the Marshall Islands to the United Nations
Permanent Mission of the Republic of the Marshall Islands
to the United Nations

First Secretary
Permanent Mission of the Kingdom of the Netherlands

ol

Political Coordinator
Permanent Mission of Poland to the United Nations

' of
U
» I"’,

/ Maria Palacios
7 Minister Counsellor
Permanent Mission of Spain to the United Nations

/
/

Giovanni Buttigieg

Charge d'Affaires a.i.

Deputy Permanent Representative
Permanent Mission of the Republic of Malta

to the United Nations New York

Jane J. Chigiyal

rmanent Representative

Permanent Mission of the Federated States
of Micronesia to the United Nations

20

Renée Yap

Counsellor

Permanent Mission of New Zealand
to the United Nations

Minister Counsellor
Permanent Mission of Peru to the United Nations

Pt

Peter Pindjak

Political Coordinator

Permanent Mission of the Slovak Republic
to the United Nations

41/143



S/2019/691

Olena Syrota %4 %

Counsellor o ) David Lee
Permanent Mission of Ukraine Deputy Political Counselor
to the United Nations Unated States Mission to the United Nations

His Excellency
Christoph Heusgen,
Chair of the Committee established pursvant to resolution 1718 (2006)
New York, NY.
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REPORT TO THE UN 1718 COMMITTEE:
NORTH KOREA'S BREACH OF THE UNSCR 2397 REFINED PETROLEUM CAP

(UNCLASSIFIED) The United States and 1ts partners remain gravely concemed about the
degree of UN Security Council resolution (UNSCR) violations that are occurring in relation to
North Korea's (DPRK) import of refined petroleum products. UNSCR 2397 operative paragraph
5 restricts the DPRK to 500.000 barrels of refined petroleum imports per year subject to a
mandatory reporting requirement. Any Member State supplying. selling, or transferring refined
petroleum volumes to the DPRK is required to submit reports to the UNSC 1718 Committee
informing 1t of these transfers within 30 days of the transfer in order to allow the Committee to
maintain an accurate accounting of the DPRK's imports.

(UNCLASSIFIED) UNSCR 2375 operative paragraph 11 requires that UN Member States
prohibit their nationals, entities and individuals subject to their junisdiction, and their flag vessels
from engaging in ship-to-ship (STS) transfers of goods or 1tems being transferred to or from the
DPRK with DPRK-flagged vessels. Nevertheless. the DPRK continues to conduct STS transfers
as 1ts primary means of importing refined petroleum. This report finds that the DPRK has
exceeded the UNSCR 2397 500,000 barrel quota for 2019.

(UNCLASSIFIED) As STS transfers to DPRK-flagged vessels are explicitly prohibited by
UNSCR 2375. the perpetrators involved 1n supplying refined petroleum products to DPRK-
flagged tankers fail to report these volumes to the relevant UN Member State to avoid self-
incrimination, Separately, there are observed deliveries occurring in select cases from non
DPRK-flagged tankers. These deliveries are made by vessels likely under the control of the
DPRK and whose associated volumes are not reported to the UN 1718 Commuttee by any
Member State. These vessels include the NEW REGENT (IMO 8312497). the SEN LIN 01
(IMO 8910378). and the VIET TIN 01 (IMO 8508838) — see Table 1. The cumulative effect of
these deliveries 1s that the UN 1718 Committee’s official accounting of the DPRK's imports
vastly underrepresents the volume of refined petroleum products that actually enter the DPRK
via 1ts fleet of o1l tankers and other associated vessels. UNSCR 2397s provision limiting the
DPRK s ability to import refined petroleum products is intended to tighten sanctions in response
to the DPRK s development of nuclear weapons and ballistic missiles that threaten international
peace and security and are prohibited by numerous UNSCRs. The restriction on the DPRK's
refined petroleum 1mports 1s critical to maintaining pressure on the DPRK. including those
parties responsible for its WMD program, to achieve the final, fully verified denuclearization of
the DPRK. As long as the DPRK continues to import refined petroleum products with no
accountability at the UN, UNSCR 2397 operative paragraph 5 does not have its intended effect.

(UNCLASSIFIED) In order to ensure the full and effective implementation of UNSCR 2397,
there must be an established methodology to evaluate the volume of illicit refined petroleum
products that enter the DPRK as a result of its UN-prohibited STS transfers with DPRK-flagged
vessels or deliveries by non DPRK-flagged tankers that Member States fail to report to the UN
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1718 Committee. As stated. the responsible Member States supplying this refined petroleum to
DPRK-flagged tankers and vessels working on behalf of the DPRK via STS transfers are failing
to report these volumes to the 1718 Commuttee. so an alternative methodology must be
established. UN Member States now have one full calendar year of evidence that these volumes
are not integrated into the 1718 Committee’s official accounting of the DPRK's refined
petroleum product import volumes.

(UNCLASSIFIED) This report seeks to once again establish the best possible methodology for
an official accounting of the DPRK s refined product imports procured via illicit STS transfers
with DPRK-flagged vessels and other delivery volumes that are not reported to the UN 1718
Committee. The DPRK mmports refined petroleum products primarily via STS transfers. The
DPRK operates a fleet of o1l tankers capable of carrying and transiting petroleum and engaging
in STS transfers. This tanker fleet is idenufied in a series of U.S. government maritime
advisories released by the Departments of State and Treasury, and the U.S. Coast Guard. These
tankers are constantly 1n transit seeking counterparties with which to conduct STS transfers in
order to procure refined products to deliver to the DPRK. These tactics and patterns of behavior
are well documented in the aforementioned U.S. government advisories.

(UNCLASSIFIED) Following the procurement of refined petroleum products via STS transfer.
DPRK-flagged tankers and tankers working on behalf of the DPRK retumn to ports located i the
DPRK that are equipped with o1l unloading infrastructure in order to lift the refined petroleum
products from the tankers so that they can enter circulation into the DPRK for consumption. The
Nampo port in the Taedong River is the primary port used for tanker deliveries as it is outfitted
with the necessary tanker unloading infrastructure. maintains substantial refined petroleum
product storage facilities. and 1s serviced by rail lines that enable the transit of refined petroleum
products to petroleum demand centers throughout the DPRK. It can be confidently assessed that
this infrastructure, and the tankers utilizing it, carry only refined petroleum products given that
any contamination of petroleum poses significant risk of damage to end use equipment of
petroleum such as vehicles, electricity generators. and other machinery. As a result, this
infrastructure 15 not utilized to transit other substances as it would pose a significant risk of
contamination. The United States provided images of this infrastructure to the 1718 Commirtee
and Panel of Experts on September 17, 2018 as part of a previous report on this matter. Those
images are being resubmitted to accompany this report.

e The first image (Report Image 1) shows an overhead view of the Nampo port, the
DPRK’s largest marine import terminal, and the associated onshore refined petroleum
product storage infrastructure. In the image. Nampo's offloading infrastructure can be
seen clearly. On the nght side of the image. a DPRK-flagged tanker can be seen
anchored at Nampo's offloading buoy that connects to subsea pipelines to bring the
refined petroleum products from tankers into Nampo's storage infrastructure prior to
distribution. On the left side of the image, Nampo’s piers can be seen where tankers also
have the ability to unload directly mnto onshore pipelines feeding additional storage
facilities for refined petroleum products.
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* The second image (Report Image 2) shows the DPRE-flagged M/T YU JONG 2
anchored at an offloading buoy at the Nampo petrolenm products storage west port
facility in the Tasdong Raver on July 21, 2018 in the process of delivering refined
petroleum products procured via ilhicit STS transfer.

*  The third image (Report Image 3) shows the DPRK-flagged M/T AN SAN 1 anchored at
an offloading buoy at the Nampo petroleum products storage west port facility in the
Taedong River on August 17, 2018 in the process of delivening refined petrolenm
products procured via illicit STS transfer.

o Aswith all STS transfers, the YU JONG 2 and AN SAN 1 shipments were not reported
to the 1718 Commuttee as UNSCR 2397 requires.

(UNCLASSIFIED) This report submits additional imagery and data that thoroughly document
the activities of the DPRE-flagged tanker fleet and tankers working on behalf of the DPEK mn
their pattern of sailing from the DPRE s terntonial sea to areas of commercial vessel traffic to
conduct STS transfers, and subsequently delivening the illicitly procured refined petroleum
products to DPRE ports to unload. These images and maps demonstrating DPRK-flagged tanker
movements clearly establish that the DPRK is undertaking these activities on a vast basis.

(UNCLASSIFIED) The United States and Japan have documented at least eight instances of STS
transfers this yvear in which DPRK-flagged tankers received refined petroleum products from
feeder tankers that have not been reported to the 1718 Commuttee for 1ts official accounting of
the DPRK s impornts. Each of these STS transfers is described below,

1. (UNCLASSIFIED) On 2 January 2019, the North Korean-flagged tanker JI SONG 6
(IMO: 8898740 was observed moored alongside Sieira Leone-flagged TIANYOU
(IMO: 8817007) 1n the Korea Bay (38-27N 124-22E) to conduct an STS transfer (Report
Images 4-3). Following the STS transfer. the JI SONG 6 retumed to Nampo for delivery:
its transit path 1s demonstrated on the map in Report Image 4. On 7 January 2019, JI
SONG 6 returned to Nampo and unloaded its refined product cargo.

%]

(UNCLASSIFIED) On 18 January 2019, the North Korean-flagged tanker AN SAN 1
(IMO: T303803) was observed moored alongside an vmdentified tanker of unknown
nationality conducting an STS transfer of refined petroleum products (Report Images 6-
7). On 11 February 2019, AN SAN 1 was observed at the Nampo offloading buoy
discharging its refined product cargo into Nampo's storage facilities (Report Image 8).

3. (UNCLASSIFIED) On 24 January 2019, the North Korean-flagged tanker KUM JIN
GANG 2 (IMO: 8708684) was observed moored alongside Cook Islands-flagged HONG
MAN (IMO: 9170949) in the East China Sea conducting an 5TS transfer (Report Images
9-11). Following the STS transfer, the KUM JIN GANG 2 returned to for Nampo for
delivery; its overall transit path is demonstrated on the map in Report Image 9. On 13
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February 2019. KUM JIN GANG 2 was observed at the Nampo Buoy discharging refined
petroleum (Report Image 12).

. (UNCLASSIFIED) On 2 March 2019, the North Korean-flagged tanker SAEBYOL

(IMO: 8916293) was observed moored alongside an unidentified tanker of unknown
nationality conducting an STS transfer of refined petroleum products (Report Image 13).
Following the STS transfer. the SAEBYOL returned to Nampo for delivery. On 8 March
2019, SAEBYOL was observed at the Nampo offloading buoy to lift its refined product
cargo mto Nampo's storage facilities (Report Image 14).

5. (UNCLASSIFIED) On 20 March 2019, the North Korean-flagged tanker YU SON (IMO:

8691702) was observed moored alongside an unidentified tanker of unknown nationality
conducting an STS transfer of refined petroleum products (Report Images 15-17).
Following the STS transfer, the YU SON returned to Nampo for delivery of its refined
product cargo by 29 March (Report Image 18).

. (UNCLASSIFIED) On 27 March 2019, North Korean-flagged UN PHA 2 (aka KUM

GANG 3, IMO: 8660313) was observed moored alongside an unidentified tanker at
coordinates 43-02N 131-54E conducting an STS transfer of refined petroleum products
(Report Images 19-20). Following the STS transfer, the UN PHA 2 returned to Wonsan
for delivery: 1ts overall transit path 1s demonstrated on the map in Report Image 19. On 2
Apnil 2019, KUM JIN GANG 2 was observed anchored at the Wonsan port to deliver 1ts
refined petroleum cargo (Report Image 21).

. (UNCLASSIFIED) On 31 March 2019, North Korean-flagged CHON MA SAN (IMO:

8660313) was observed moored alongside Sierra Leone-flagged TIANYOU (IMO:
8817007) 1n the Korea Bay (38-28N 124-24E) conducting an STS transfer of refined
petroleum products (Report Images 22-23). Following the STS transfer. the CHON MA
SAN returned to Nampo for delivery; its transit path is demonstrated on the map in
Report Image 22. On 3 Apnl 2019, North Korean-flagged CHON MA SAN was
observed at a pier in Nampo discharging 1ts refined petroleum cargo (Report Image 24).

. (UNCLASSIFIED) On 15 Apnil 2019, North Korean-flagged MU BONG 1 (IMO:

8610461) was observed moored alongside an unidentified tanker in the Korea Bay (38-
19N 124-19E) conducting an STS transfer of refined petroleum products (Report Images
25-26). Following the STS transfer, the MU BONG 1 returned to Nampo for delivery; its
transit path 1s demonstrated on the map in Report Image 25. On 23 April 2019, North
Korean-flagged MU BONG 1 was anchored 1n Nampo waiting to discharge 1ts refined

petroleum cargo (Report Image 27).

. (UNCLASSIFIED) The DPRK also continues to evolve its tactics in order to maintain a

consistent flow of illicit volumes of refined petroleum products into its ports. Report
Image 28 depicts the formerly Panama-flagged and UN-sanctioned STS feeder vessel
NEW REGENT (IMO 8312497: imagery of NEW REGENT - KUM UN SAN 3 STS
transfer on June 7, 2018 previously shared with the Panel of Experts and 1718
Committee) docked in Nampo. As of April 23, the vessel delivered petroleum to Nampo
on two occasions (March 28 and Apnil 10) as listed in Table 1. The addition of the tanker
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Table 1: 2019 DPRK and Other Tanker Deliveries and Associated Volumes (in barrels)

Delivery Delivery
< Arrival Dead “olume if | Volume if Delivery
oS Slip Mo Date Weight 33% 50% rolume if
Tonnage Laden Laden 90% Laden
N Sen Lin 01 1-Jan-19 1.159.00 382.00 579.50 1.043.10
Mu Bong 1 (Ryong Bong
Nampo 1) 4-Jan-19 1.998.00 659.00 999.00 1.798.20
Nampo Ji Song 6 7-Jan-19 1,250.00 413.00 625.00 1,125.00
Nampo Chong Ryong San 8-Jan-19 1.665.00 549.00 832.50 1.498.50
Nampo Yu Phyong 5 8-Jan-19 1.966.00 649.00 983.00 1.769.40
Nampo Kum Jin Gang 2 11-Jan-19 | 2.100.00 693.00 1,050.00 1,890.00
Nampo Ji Song 6 12-Jan-19 1,250.00 413.00 625.00 1,125.00
Nampo Sen Lin 01 12-Jan-19 | 1.159.00 382.00 579.50 1.043.10
Nampo Chong Ryong San 14-Jan-19 1.665.00 549.00 832.50 1.498.50
Nampo Sam Jong 2 14-Jan-19 | 2,507.00 827.00 1,253.50 2.256.30
Najin Song Won 16-Jan-19 2,101.00 693.00 1,050.50 1,890.90
Nampo Nam San 8 17-Jan-19 | 3.150.00 1.040.00 1.575.00 2.835.00
| Nampo Sen Lin 01 18-Jan-19 | 1.159.00 382.00 579.50 1.043.10
Nampo Rye Song Gang 1 19-Jan-19 | 3.003.00 991.00 1,501.50 2,702.70
Nampo Kum Un San 19-Jan-19 2,070.00 683.00 1,035.00 1,863.00
Pu Ryong (Kum Un San
Nampo 3) 22-Jan-19 | 3.279.00 1.082.00 1.639.50 2.951.10
Nampo Chon Ma San 23-Jan-19 | 3.565.00 1.176.00 1.782.50 3.208.50
Nampo An San 1 23-Jan-19 3.003.00 991.00 1,501.50 2,702.70
Mu Bong 1 (Ryong Bong
Nampo 1) 23-Jan-19 | 1.998.00 659.00 999.00 1.798.20
Nampo Myong Ryu 1 24-Jan-19 817.00 270.00 408.50 735.30
Nampo Rye Song Gang 1 25-Jan-19 3.003.00 991.00 1.501.50 2,702.70
Songnim Yu Phyong 5 26-Jan-19
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1,966.00 649.00 9E3.00 1.769.40
Nampo Chong Ryong San 28-Jan-19 1.665.00 549.00 832.50 1.498.50
Songnim Yu Phyong 5 30-Tan-19 1,966.00 649.00 983.00 1,769 40
Nampo Yu Son 4-Feb-19 3.395.00 1.121.00 1.699.00 3.05820
Nampo Kum Jin Gang 2 4-Feb-19 2.100.00 693.00 1.050.00 1.890.00
Pu Ryong (Kum Un San
Nampo 3) 5-Feb-19 3.279.00 1.082.00 1.639.50 2.951.10
Najin Song Won 5-Feb-19 2,101.00 693.00 1.050.50 1,890.90
Chongjin MNam San 8 6-Feb-19 3.150.00 1.040.00 1.575.00 2.835.00
Najmn Kum Un San 7-Feb-19 2.070.00 683.00 1.035.00 1.863.00
Nampo Saebyol 9-Feb-19 1,150.00 380.00 575.00 1,035.00
Nampo Sen Lin 01 22.Feb-19 | 1.159.00 382.00 579.50 1.043.10
Nampo Myong Byu 1 25-Feb-19 817.00 270.00 408.50 735.30
Nampo Viet Tun 01 25-Feb-19 | 5453.00 1.799.49 2.726.50 4,907.70
Nampo Yu Phyong 5 4-Mar-19 1.966.00 649.00 583.00 1.769.40
Nampo Sen Lin 01 6-Mar-19 1.159.00 382.00 579.50 1.043.10
Nampo Saebyol 8-Mar-19 1.150.00 380.00 575.00 1.035.00
Nampo Kum Jin Gang 2 10-Mar-19 | 2.100.00 693.00 1.050.00 1.890.00
Nampo Myong Ryu 1 11-Mar-19 817.00 270.00 408.50 735.30
Nampo Sen Lin 01 11-Mar-19 | 1.159.00 382.00 579.50 1.043.10
Nampo Yu Phyong 5 12-Mar-19 | 1.966.00 649.00 983.00 1.769.40
Nampo Chon Ma San 16-Mar-19 | 3.,565.00 1.176.00 1.782.50 3.208.50
Mu Bong 1 (Ryong Bong
Nampo 1) 19-Mar-19 1.998.00 659.00 999.00 1,798.20
Chongjin An San 1 20-Mar-19 | 3.003.00 991.00 1.501.50 2,702.70
Nampo Nam San 8 22-Mar-19 | 3.150.00 1.040.00 1.575.00 2.835.00
Nampo Sam Jong 2 22-Mar-19 | 2.507.00 §27.00 1.253.50 2.256.30
Nampo Chong Ryong San 23-Mar-19
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1,665.00 549.00 832.50 1.498.50
Nampo Sen Lin 01 23-Mar-19 | 1.159.00 382.00 579.50 1.043.10
Kum Jin Gang 3 (aka
Chongjin Wan Heng 11) 25-Mar-19 | 4.983.00 1,644 00 2,491.50 4484.70
Eum Jin Gang 3 (aka
Chongjin Wan Heng 11) 27-Mar-19 | 4.983.00 1.644.00 2.491.50 4.484.70
Nampo New Regent 28-Mar-19 | 4.999.00 1.649.67 2.499.50 4.499.10
Nampo Tu Son 29-Mar-19 | 3.398.00 1.121.00 1.699.00 3.058.20
Nampo Kum Jin Gang 2 29-Mar-19 2,100.00 693.00 1,050.00 1,890.00
Wonsan Un Pha 2 2-Apr-19 1.205.00 398.00 602.50 1,084.50
Nampo Myong Ryu 1 3-Apr-19 817.00 270.00 408.50 735.30
Nampo Chon Ma San 3-Apr-19 3,565.00 1,176.00 1.782.50 3,208.50
Nampo Kum Un San 3-Apr-19 2.070.00 683.00 1.035.00 1,863.00
Nampo Sen Lin 01 6-Apr-19 1.159.00 382.00 579.50 1.043.10
Nampo Sacbyol 8-Apr-19 1.150.00 380.00 575.00 1.035.00
Nampo Sam Jong 1 8-Apr-19 1,665.00 549.45 832.50 1,498.50
Nampo Chon Ma San 8-Apr-19 3.565.00 1.175.00 1.782.50 3.208.50
Nampo New Regent 10-Apr-19 | 4.999.00 1.649.67 2.499.50 4.499.10
Pu Ryong (Kum Un San
Nampo 3) 10-Apr-19 | 3.279.00 1.082.00 1.639.50 2.951.10
Chongjin Sam Jong 2 11-Apr-19 2,5307.00 827.00 1,253.50 2,256.30
Chongjin Nam San § 17-Apr-19 | 3.150.00 1,040.00 1.575.00 2.835.00
Nampo Sen Lin 01 17-Apr-19 | 1.159.00 382.00 579.50 1.043.10
Mu Bong 1 (Ryong Bong
Nampo 1) 18-Apr-19 | 1.998.00 659.00 595.00 1,798.20
Eum Jin Gang 3 (aka
Nampo Wan Heng 11) 18-Apr-19 4.983.00 1.644.00 2.4581.50 4.484.70
Nampo Chong Ryong San 19-Apr-19 | 1.665.00 549.00 832.50 1.498.50
Nampo Sen Lin 01 23-Apr-19 | 1.159.00 382.00 579.50 1.043.10
Total (Barrels) 401,057.10 | 607,736.25 | 1,093,925.25
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(UNCLASSIFIED) In the scenano in which all of the 70 deliveries included fully laden tankers,
the DPRK has more than doubled the UNSCR 2397 mmport quota as of Apnl 23 with 1.093
million barrels of imports. If all the DPRK deliveries included only half-laden tankers ~ a rather
unlikely scenario — the DPRK 1s still already in breach of the UNSCR 2397 import quota with
illicit import volumes of more than 607,000 barrels. Finally. even in the highly unlikely scenario
that every single tanker delivery that has taken place 1n 2019 only included a one-third laden
vessel (a scenano in which DPRK imports constitute over 400,000 barrels), the DPRK would
still be in breach of the UNSCR 2397 import quota when the year-to-date UN reported volumes
are combined with the DPRK s illicit imports — see Table 2. As of submission of this report.
China and Russia collectively have reported 92,229.66 barrels of refined petroleum product
transfers to the UN 1718 Committee for the months of January and February, which would bring
the DPRK s overall total of refined product imports in 2019 to over 493.000. When China and
Russia report transfers for March and Apnl, the one-third laden scenano would surpass the
500,000 barrel quota presuming these reports are within even a fraction of monthly averages
from the prior 14 months or reporting.
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Table 2: North Korea's Total Refined Petroleum
Import Volume

UNSCR 2397 Quota

JANUARY FEBRUARY MARCH APRIL

mmmm Delivery Volume at 33% Laden

s Delivery Volume at 50% Laden

wmm Delivery Volume at 90% Laden

s UN Reported Volumes

e Cumulative Total (33% Laden. UN-reported Volumes)
e Cumuilative Total (50% Laden, UN-reported Volumes)

=== Cumulative Total (90% Laden, UN-reported Volumes)
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(UNCLASSIFIED) Given the evidence provided herein, and that all three scenanos of 1llicat
import volumes demonstrate that the DPRE has breached the UNSCR 2397 umport cap. we ask
for the support of the Panel, the 1718 Commuttee, and Member States in secking the 1718
Comumittee’s immediate determination that the cap has been breached, and to subsequently notify
UN Member States of the breach and confirm that all subsequent transfers of refined petroleum
to the DPRK must immediately halt. Similarly, the Panel of Experts 1s requested to review this
report’s analysis and underlying evidence m order to mclude this assessment in the 2019 nud-
term report on the volumes of imports to the DPREK and the associated implications for the
implementation of UNSCE 2397 s refined product import quota.

Source: Member State
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Annex 2: Communication of the Russian Federation to the 1718 Committee of
18 June 2019

Dear Chair, colleagues,

On the issue of refined petroleumn cap Russia would like to recall the provisions of
LUNSCR 2397, which stipulates that the Committee notifies all Member States when

an aggregate amount of refined petroleum products sold, supplied, or transferred to the
DPRK of 75, 90 and 95 per cent of the aggregate yearly amounts of 500 000 barrels
have been reached, and only in the latter case (95 per cent), such notification is
accompanied by an information about the requirement to immediately cease further
deliveries of refined petroleum products to the DPRK for the remainder of the year.

In the absence of the aforementioned notification of the Committee, export of
refined petroleum products to the DPRK is fully in ling with the requirements of the 1718
sanctions regime.

We are sfill considering the information provided by the US regarding the cases of
alleged ship-to-ship transfers of refined petroleum products to the DPRK, as well as the
results of the computer modeling. We've also noticed that out of 79 cases of alleged
STS transfers only 9 imagery sets were provided. We believe that at the current stage it
is premature for the Committee to make a conclusive decision regarding the US
proposal and to cease refined petroleum export to the DPRK.

It is with this understanding we suggest the US provide the 1718 Panel of Experts with
appropriate information regarding reporied cases of STS transfers and with the
methodology of petroleum calculations to study it thoroughly and impartially.

Upan receiving the results of such a study we are ready to retum to the consideration of
this issue with a view to eventually making an objective decision

In the meantime Russia would like to put the US proposal on_hold.

Alexey

Source: Member State
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Annex 3: Bareboat charter agreement of the Viet Tin 01

54/143

BAREBOAT CHARTER

Singaporae, 04™ January 2019

REGISTERED OWNERS + VIET TRUST SHIPPING CORPORATION
$2C VO THI SAD ST.
TAN DINH WARD, DIST 3,
HOCHININH CITY, VIETNAM.,

BROXER : KLJ MARINE SERVICES PTE LYD
27 WEST COAST HIGHWAY,
802-22 WESTWAY,
SINGAPORE 117867,

CHARTERERS

HAPPY SHIPPING CO., LTD

NO 16 EAST, XIHUA VILLAGE
LONG TIAN TOWN, ¥UQING CITY
FUJIAN PROVINCE

CHINA

VESSEL : M/T “VIET TIN C1* -~ AS PER AITACHED 088
TENTATIVE ITINERARY 1 VESSEL CURRENTLY IN STRAITS

LAST 3 CARGORS CPR/CPP/ICPP

SPEED & CONSUMPTION : AS PER ATTACHED

THE SAME, ARE ABOUT, UPTO MAXIMUM SEAUFORT SCALE 4, NO ADVERSE CURRENTS OR
KIGH SWELL, EXCLUDING PZRIODS IN SMALLON CR CONGESTED WATERS, REXCLUDING ALL
CARAL TRANSITS, EXCLUDING ALL SHORT SEA VOYACES OF LESS THAN 48 HOURS IN
DURATTON, PILOT STATION TO PILOT STATION, EXCLUDING ANY HEATING REQUIREMENT
AND ANY TANX CLEANING REQUIREMENTS

DELIVERY t AFPS SINGAPORE/POAT KLANG MALAYSTA/ BATAM INDONESTA
RE~DELIVERY ¢ DLOSP SINGAPORE

LAYCAN i 1BTH-20TH OF JANNUARY 2019

HIRE :

* S
USD 4,600 m@/m,ﬁ Al
PERTED

MININUM 6 MOWTHS,
FOLLOWED BY AN ADDITIONAL 6 NORE MONTHS TN CHARTERERS®
OPTION  THEREAFTER  DECLARABLE 30 DAYS  BRIOR
REDELIVERY, FOlioWSo—BY—AN 345k H

PEBE I VER—E OLLORRD—BY AN - ABDHTFTONAL—3—MORE—M3HFS

+ A FABREA TN
CARAREE—30-DIct 6 - DR § G- ASDBLTVERY

TRADING RANGE i SOUTH ASIA TO NORTH ASIA RANGE ONLY, HENCE INCLUDING
TNCONESIA, SINGAPORE, MALAYSIA, BRUNEI, TIMOR-LESTE,
UNARMAR,  THAILAND, CAMBODIA, VIEINAM, PMILIPPINES,

v

Poge 10f§
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TRADING EXCLUSION ¢ EXCLUDING ANY UN OR US OR EU SANTIONED OR EMEARGOLD

AREAS, VESSEL NOT TC YRADE IN ANY ICE OR ICE BOUXD

PORTS/BERTHS/FLACES, NOR VESSEL T0O FORCE ICE OR FOLLOW

. ICE BREAKERS, AND NOT 7O TRADE IN ANY WAR OR NAR-LIKE
PLACES OR PORTS.

IN THE EVENT OF VESSEL BEING 'BOYCOTTED/ BY A TRIRD
PARTY DUE TO THE CHARTERERS FAULTS TO SEND TME VESSEL
TO THE SANTIONED OR EMBARGOED AREA AND IN ANY WAR OR
WAR-LIXE PLACES OR PORTS, THE CHARTERERS OBLIGED TO
THE VESSEL FROM THE OWNERS AT PRICE :USD 1,200,000
(ONE MILLION, THO HUNDRED THOUSAND UNITED OF AMERICA
DOLLARS)

* |
Ly
%
CARGORS : ALL CLEAN PETROLEOM PRODUCTS PLUS ALL OTHER PRODOCTS */
A5 PER VESSEL'S CERTIFICATF OF FTTNESS (AS ATTACHED) - {
3 i
PRESENTATION : CARGO TANKS TO BE WAYER WHITE STANUARD ON DRLIVER = !
CARGO TANKS 7O BE WATER WHITE STANDARD URON RE=~ o Vv
' DELIVERY 8 \
COMAISSTON NoME vl &
: 2 J
N
CHARTER PARTY : SHELL TIME 4 ISSUED DECEMBER 1984 >
omuars = i
- ALL TRANSHIFMENT EQUIFMENTS INCLUDING FENDERS,HOSES,REDUCERS ARE 10 BE
) ARRANGED AND BY 2 ACCOUNT. OMNERS WILL

COOPERATE, BUY WITH NO GUARANTEE, IN SUP.PLY OF ANY SHORTFALL 0!‘ EQUIFMENTS,
PROVIDED THAT SUCH EQUIPHENTS ARE AVAILABLE ON OWNERS' VESSEL.

= IP BY ARE ALLOWED TO LIATSE WITH/SEND

WRITTEN OR VERBAL ORDERS TO TUG MASTER/VESSEL/AGENTS DIRECTLY FOR ALL

LOAD/DISCHARGE OZERATIONS, WITH NO OFFICIAL VOYAGE ORDERS/DOCUMENTS TO 52

PROVIDED TO THE OWNERS FOR THE ENTIRE 2.8 CHMARTER PERIOD. OWNERS 3SHALL ROT

BE LIADIE EOR ANY OBLAY/DIRECT COSYS/INDIRZCT COSTS INCURRED FOR ALL
L RISCOMMUNICATIONS DONE IN THIS MANNER.

ALL CTHEXR TERMS AND CONDITIONS TO BE AS PER SHELLYIME 4 ISSUED DECEMMER 1984
WITR LOGICAL AMENDMENTS AS PER BELOW:
CL 1 (A) LINE 7 ADD AT THE END "VIETRAM REGISTER (VR)"
{8) LINE B8 DELETE “CRUDE PETROLEM AND/OR ITS PRODUCTS” AND REPLACE
AS PER MATN TERMS
(E) LINE {4 INSERT IN BIANK SPACE “380"
(H) LINE 22 DELEYE “FORM B" INSEKT “VESSEL'S Q06"
3 LINE 23 DELETE “FORM B" TNSERT “VESSEL’S Q88*

CL 3 (XITI) LINE 56 DELETE "30% INSERT “7~

CL % LINE 65 TINSERT IN BLANK SPACE “MINIMUM 6 MONTHS, YOLLOWED BY AN
ADDITICNAL & NORE MONTHS IN CHARTERERS’ OPTION THEREAFTER DECLARARLZ 30 DAYS
PRIOR REDELIVERY, FOLLOWED BY AN ADDITIONAL 1 MORE YEAR (+/- 1% DAYS| IR
CHARTERERS® OFTION THEREAFTRR DECLARABLE 30 DAYS PRICR REDELIVERY”
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LINE 66 INSERT IN BLANK SPACZ AS PER HAIN YERMS

LINZ 66~72 DELETE “IN ANY PART OF THE WORLD, . «AS A CONSEQUENCE OF

LINE 83-81 DELETE “THAT” INSERT “THE SAFETY OF THE VESSEL FOR™
TE “"SHALL CONFORM TO STANDARDS NOT LESS THAN THOSE SET
OUT IN THE LATEST PUBLISHED EDITION OF THE ICS/OCIMF SHIP TO SHIP TRANSFER
GUIDE™

LINE 62 DELETE “A PORT IN“ INSERT IN BLANK SPACE “ARRIVAL FIRST
PILOT STATION SINGAFORE” "

LINE 63 OELETE “AT ONNERS' OPTION®

DELETE “A PORT IN* AND INSERT IN BIANK SPACE “DROPPING
SER PILOT §

ADO AT THE END OF THE CLAUSE “OWNERS ARE TC GIVE CHARTERERS IMMEDIATE
APPROXIMATE NOTICE OF DELIVERY UPON FIXING., FOLLONING THIS GWNERS ARE TO GIVE
CHARTERERS DEFINITE NOTICE OF DELIVERY INCLUDING DATE AND BLACE 10, 7, 5, 3,
2, 1 DAY PRTOR TO DELIVERY TO CHARTERERS. OWNERS ARE T0O ADVISE CHARTERERS
IMMEDIATELY IF THERE IS ANY CHANCE OF MORE THAN 12 HOURS T0 THE ACTUAL
NOTICES.*

€L 5 LINE 85-86 ADD IN BLANK SFACES AS PER MATN TERNE

CL 7 LINE 97 DELETE “(EXCEPT FUEL DSED FOR DOMESTIC SERYICES)™
3y 0

€L P LINE 105 INSERT YN BLANK SPACE “USD 4,600 JA’M A

a

LINE 107 INSERT IN SBLANK SPACE “OWNERS’ DESIGNATED ACCOUNT*
LINE 708 DELETE “ACCOUNT*

LNSERT TN BLANK SPACE “UNITED STATES DOLLARS™

DELETE “PER CALENDAR MONTH IN ADVANCE® INSERT “HIRE TC BE
PAID FROM TINE OF DELIVERY UNTIL THE LAST DAY OF THE MONTH, AFZERWMICH I1iRs
TO BE PAID ON MONTHLY BASIS ON 1ST DAY OF EVERY CALENDAR MONTH®

CL 10 LINE 132 INSERT IN BLANK SPACE “857

CL 11 DELETE ALL

DELIVERY AT THE LAST PURCHASED PRICES, TO BE SUPBORTED BY BUNKER SUPPLIER'S
INVOICE(S). OWNERS TO PAY FOR BUNKERS ROB ON RE-DELIVERY AT LAST PURCHASED
PRICES, T0 BE SUPRORTED BY BUNKER SUPPLIER’S INVOICE(S) . "

CL 17 LINE 180 AFTER “UNDER THIS ADD “AT ACCODNT
LINE 1B1-182 DELETE “, OWNERS FINDING PROVISTONS......MHILZ ON B0ARD
THE VESSEL*

CL 22 LINE 2568 INSERT IN BLANK SPACE “EVERY TWO (2) YEARS~

LINE 259 1INSERT IN BLANK SPACE ¥ SIX (6) MONTHS™

LINE 259 AFTER “CHARTERERS SHALL® INSSRT “ON BEST SNDEAVGUR BASTS™

LINE 261 AFTER "PRACTICABLE.” INSERT "FOR SAKE OF CLARITY, THF VESSEL
JUST FINISHED HER ORYDOCK THTS YEAR (2016), THE NEXT OURYOOUK SHOOLD B2
BONZTIME IN 2018,

€L 24  LINE 303-320 DELETC “AVERAGE SPEED......AS THE CASE MAY BE AND
REPLACE AS PER NATN TERMS i

CL 2% LINE 391 INSERT IN BLANK SPACE “180~
CL 33 DELETE AL

Poge 3of §

aT
Py

et

f 588
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CL 41 LAW AND LITIGATION: DELETE ENGLAND AND INSERT SINGAPORE
CHARTERERS’ ADDITIONAL CLAUSES (CL 43-51):

L 43 PRIVATE AND CONFIDENTIAL CLAUSE

THIS TRANSACTION IS 70 BE KEPT STRICTLY PRIVATE AND CONFIDENTTAL BY
ALL PARTIES DIRECTLY OR IRDIRECTLY [NVOLVED AND NO DISCLOSURE OF THE SAME TO
ANY THIRD PARTY SIIALL BE PERMITTEC. .

CL 44 BILL OF LADING/INDEMNIZY CLAUSE

DISCHARGING PORT(S) OR RANGE(S) AS SHOWN IN BILL{S|} OF LADING NOT TO
CONSTITUTE A DECLARATION OF DISCHARGING FORY{S) OR RANGEI3) OR LOCATION (S)
AND CEARTEREAS TO HAVE THE RIGHT TO OROER THE VESSEL TO ANY 20RT WITHIN THE
YERMS OF THIS CHARTER.

CL 4% VESSEL’'S TAXES CLAUSE
ALL TAXES AND DUES ON THE VESSEL, AND ANY TAXES AND
DUE TC VESSEL'S FLAG ARE TO BE FOR OWNERS’ ACCOUNT. i

CL 46 THIRD-PARTY ARREST CLAUSE

IN THE EVENT OF VESSEL BEING ARRESTED/DETALNED/BOYCOTTED BY A THMIRD
PARTY OUE TO OWNERS’ FAULT, OWNERS AGREE TO ASSUME FULL RESPONSIRILITY SR
ALL PENALTIES AND THE VESSEL SHALL BE CONSIDERED. OFF-HIRE DURING ANY DELAY OR
DETENTION ARISING THERE FROM.

CL 47 EXCES2 BERYH OCCUPACY CLAUSE

1F AFTER DISCOMNECTION OF HOSES VESSEL REMAINS ALONGSIDE BERTH
EXCLUSIVELY FOR VESSEL'S PURFOSES, OWNERS SHALL BE RESPONSTBLE FOR ALL DIRECT
AND/OR INDIRECT CCSTS IMCURRED.

€L 46 CRENS CLAUSE

SHARZERERS GILL APPOINT THEIR OWM CREWS TO SAIL WITH THE SEIF, THEREFORE
WILL TAXE RESPONSIDILITY FOR THEIR SALARY AND COMPENSATION. CHARTERERS SHALL
CCHMIT THE OKNERS TO CONTROL THEIR CRENS FOR XEEP THE SHIZ IN GOOD CONDITION,
ELSE WILL TAKE ILITY IF IN ANY LOSSES/DAMAGES OF THE SHIP
CAUSING FROM TMEIR CREWS.

CL 49 TANK CLEANING CI.AUSE

TO CHAR’I‘%‘;%%SS" g"“ﬁ:;&%"‘#ﬁ’mnvr IAIPSDPMT % %"%“l‘!ﬁ‘ml"%ks"lg

OF DETERMINING 'l‘)lh'l‘ ‘in E_ CONDITLIONS TO P E“O’ﬁu

'I'HE CARR!.AGE OF THE URING THE ENTIRE TC PERIOD. NY

UPON INSPECTION, DEEMED UNSUXTI\BLF BY CHARTERER AND, g

EHE!R KLPR!‘.SF"TATJVE. . ALL ADDITIONAL CLEANING REQUIRED SHAL >
ARRY OUT BY OWNERS AT THETR EXPENSE AND TIME.

U COMFLTI OF BB PBRIOD, CHAMSRBB Sthh CLEAN TANKS

GAS Tl SHI WNE I RE[‘RE ZNT)\TIV&

TO 1 ﬁ THE FOR THE PURP‘?SE 'I'HEY ARE

N DXTIONS IF SPECT ION

R‘:PR A-u.v ALL

DEEME! UNSU TABLE BY OWNER ‘OR 1EBIR
ADDITIONAL CLEANING I\EWI“D

RY OUT BY CHARTERER AT
THEIR EXPENSE AND TIME.

W
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CL 50 INSOLVENCY CLAUSE

IN THE EVENT THAY OWNERS FTLE FOR AND/OR SUFFER 1INSOLVENCY OR OTHER
FURTHER PROTECTION, REHABILITATION, WINDING UP, BANKRUPTCY OR ANY OTHER
SIMIIAR OR EQUIVALENT PROYECTION, THE CHARTERERS MVB THE OPTION oOF
CANCELLING THIS CHARTER PAKTY WITH IMMEDIATE EFFECT.

THE CHARTERERS

HAPPY SHPPING . ,LTD.
; — hArk :

isad signature

X

PageSof s

—————

Source: The Panel
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Annex 4: Manifest of cargo loaded onto the Viet Tin 01

51 Banyan Avenue
Sgapore 627812

Tolphane +65 EBEGTIO0

Fax fo: +65 68152943
WabEie, www LORIALD €3

Order Number: 202680

MVISS: VIET TINO1
FROM: SINGAPORE
TO. ULSAN, SOUTH KOREA

oy VMopak

MANIFEST

CONSIGNEE:  TO THE ORDER OF TO THE ORDER OF “T ENERGY INTERNATIONAL CO.LTD."

Product

Date: 01/02/2019

Document Number. MFT-507710-00B785

Source: Member State

19-13211

. KL@ OBS KL@15C Metric Ton Barrels@60F Long Tan
UNLEADED GASQLINE 92R 020.270 811530 £95.574 5,108 586.170
Total: 820.270 811.530 595.574 5,108 ~ 586170 -
Remarks. CLEAN ON BOARD psel: W I&T TIN 01
. Port of Registry ai Gon
Orfici VHSG-1880-TD
Call Sig VB0
GRT 2898
ccrn
Master/Agent Sig3 [

2100Rw

02241901022019

Scanned by CamScanner
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Annex 5: Vessels documented through imagery conducting ship-to-ship transfers of coal off
the Gulf of Tonkin and offloaded at Qisha

# STS Transfer Vessel Offload Date
Date
Paek Yang San
1 3 Se;g??ber IMO: 9020534
DPRK-flagged
21 September Ka Rim Chon By 23 December
2 2018 IMO: 8314811 2018
DPRK-flagged
Pho Phyong
3| 23 Sggtlegnber IMO: 8417962
DPRK-flagged
Pho Phyong
4| S(;’l“éber IMO: 8417962
DPRK-flagged By 27 December
Tae Yang 2018
s| 2 g(;"lt;ber IMO: 8306929
DPRK-flagged
Asia Honor
6 15 February IMO: 8405220 By 7 March
2019 Unknown-flagged 2019
(formerly Comoros-flagged)

Source: Member State
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Annex 6.1: Response from the People’s Republic of China to the queries from

the Panel

1. S/AC.49/2019/PE/OC. 26

China attaches great importance to the ship-to-ship transfers and
smuggling issue. The competent Chinese authorities including the
Coastal G_uard has taken a series of measures to strength the patrolling

and monitoring in relevant sea areas and fully implement the Security

~ Council resolutions. The information provided by the Panel lacks

timeliness and cannot lead to on-site investigation. The information of
relevant vessels is ambigﬁnus and lacks accuracy, which does not
constitute a full evidence chain or basis for further investigation.

Based on.China’s investigation, all of the coal vessels berthed at
Qisha port have legal importing documents, and the origin of the coal
is not the DPRK. In fact, most of the bulk cargo ships are very similar
in shape, and it is imprudent to make association between the vessels
involved in the ship-to-ship transfers with the ones berthed at Qisha

port merely based on the satellite images.

Source: Member State

19-13211
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Annex 6.2: Response from the People’s Republic of China to the queries from

the Panel

2l

1. SIAC A9 201 PEMOC. 49

China has seriously implemented relevant provision of the
Security Council resolutions that prohibits procuring fishing rights
from the DPRK. The competent Chinese authorities have prohibited
ocean fishing operations in the DPRK sea arcas, strengthened control
and law-enforcement on illegal fishing activities in the sea arcas
between China and the DPRK, and urged fishing companies to conduct
fishing operations in accordance with relevant laws and regulations.
According to our investigation, “I 25 12122” is not a fishing vessel
legally registered in China. The flag state and wvessel identification
could not be verified simply based on the painted ship name. We hope

the Panel does not include such fragmented information in the report.

Source: Member State
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Annex 7: Document showing Qingdao Global Shipping Co Ltd as Dong
Thanh’s vessel operator

TO: THE CAPTAIN OF MV DONG THANH

FM: METRO OCEAN LIMITED

MV. CAPTAIN GEORGE K — VOYAGE INSTRUCTION DD 3°° APRIL 2019

DEAR CAPTAIN:

WE ARE QINGDAQ GLOBAL SHIPFING CO., LIMITED AS THE APPOINTED/AUTHORISED
OPERATOR FOR AND ON BEHALF OF THE CHTRS/METRO OCEAN LIMITED AND WELCOME
YOU AND YOUR CREW TO THIS FIXTURE.

PLS NOTE THAT YR GOOD WSL WL BE DELIVERED TO CHTRS/ METRO OCEAN LIMITED ON
DLOSP DAVAD PORT WITHIN LAYCAN 0001LT 377 - 2350LT 4™ APRIL 2019.

PLS INFORM THE BUNKER ROB ON DELIVERY.

CHTRS:

METRO OCEAN LIMITED

ADD: FLAT/RM A20/F KIU FUU COMMERCIAL BLDG 300 LOCKHART ROAD, WAN CHAL, HONG
KONG.

CHTRS V5L OPERATOR:
QINGDAO GLOBAL SHIPPING CO., LIMITED
ATTENTION: MR. LIMAO ZHANG MBL: +86-18866421365 E-MAIL: op@globalgd.com

VOYAGE INSTRUCTIONS:

AA: TCT MAIN TERMS:

01. DELY: DLOSP DAVAQ PORT ATDNHINC

02. LAYCAN: 0001LT 37 - 2359LT 4™ APRIL. 2019.

03. 1 TCT VIA SP(S), SB(S), SA(S), AAAA AWTWL WITH HARMLESS, LAWFUL CARGO ALWAYS
W/T INL (INTERNATIONAL MAVIGATIONAL LIMITS). TRADING FIRM INTENTIOM: VIA
INDOMESIA WITH LAWFUL & HARMLESS COAL TO MALAYSIA.

DURATION ABT 17 DAYS WOG.

04. REDEL: DLOSP 15P MALAYSIA, INT. KUANTAN PORT.
05. BUNKER CL:

B.O.D.: IFO/380CST AND MGO, PLS ADVISE:

Note: Metro Ocean is the sub-charterer of the Dong Thanh, and is located in the same building as Qingdao Global
Shipping Group Ltd (former Qingdao Global Shipping Co, Ltd).

Source: The Panel

19-13211
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Annex 8: Eko Setyamoko and Pt. Bara Makmur Sadayana company

|Official Translation]

flogol
FT. BARA MAKMUR SADAYANA
CORL & MIMNERALS TRADING COMPANY

Humber : 26B/BMS-MBSS/IV/201%9

Enclosure : -

Re : Request for the Replacement of the Coal Carrier

for Ship-to-Ship Transshipment

Head, the Office of Customs and Excise Supervisicn and Service,
Customs-B Mid-level Type (KFFBC TMF B), Balikpapan

in Balikpapan

In reference to the letter from the Head of KFPFPBC TMP B
Balikpapan under number: 5-624/WBC.16/KPP.MP.01/201% dated 02
aApril 2019 re: Approval of the Supervision of the Ship-to-Ship
Transshipment, we would like to convey that the motor vessel
MV. First Bridge has cancelled its departure for Indonesia
because of cancellation by the ship owner. Accordingly, we

would 1like to notify you of the replacement of the motor

vessel that will be conducting the Ship-to-Ship Transshipment

with the following data:

No. Data Previously Replaced with |

1. | CARRIER

a. Name MV. WISE HONEST |[~':V. WISE HOMEST ‘

SWORN [¢]

Scanned by CamScanner
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b. Ship-to-ship Unloading |MV. FIRST BRIDGE |[MV. DONG THANH
|
2. |ESTIMATED DATE OF SHIP- |02 April 2019 06 April 2019

TO-SHIF UNLOADING

This request has, therefore, been submitted truthfully.

We declare ocur willingness to comply with prevailing laws and

regulations.

Jakarta, 02 RApril 2019
PT. BARA MAKMUR SADAYANA
[signed]

Eko Setyamoko

a swom and authorized translator, by virtue of Jakarta Capital ];,k_-,n_-,-
emlory Lovernor s Decree No, 2228/2001, peacticing in Jakarta, do solemnly and sincerely

declare that the foregoing document is a true and faithful translation from Indonesian into
English of the anginal version, 2.

Scanned by CamScanner

Source: The Panel
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Annex 9: Certificates of origin containing false information

Certificate of origin for coal on board the Wise Honest

1. Exporter (name, adcress, country) ORIGINAL Ne T00101454)
OPTA GOL
RUSSIA KEMEROVO OBLAST, REMERON O
ROMMERCHESKAY A STREET BUILDG 208FICE 1
CERTIFICATE OF ORIGIN
2 Consegnes (name, sddress, oountry) lvsued in e Russan Federaton
PTRARA MARKMUR SADAYANA.
GEDUNG WINMA MONTEN STH FLOOR,
ASIA AFRICA ROAD, NO 1IR3 JARAR EALINDONESIA.
3 Means of transport and route 4 For oficsl use
Transpor WISE HONES T
Route: Loaded Nakhodka Russia
Discharged Samarinda Poct in Indonesia
5 Country of orign 6. Suppementary dotails
Russian Federntion I Hill of lnding No 20180316 & 16032018
7ham| 8 Description of goods 9 Nurber and 10. Gross weight
i kind of pac- or other
ber Koges quantity
AT HRACITE COAL IN HULK 26 500 M1
11, Cemficatvion 12 Declaration by the
118 ereby il Pt ity decarsron by The undersigned declares that the above
e wporue 4 corect m-ummmwnmmmmam
of ongin of the country shown & box No & the
QoOCs ale axported o S
POCEY
IMERCE AND INDUSTRY \ %
HODKA CITY INDONIY
(rmoorting R
Place. date. signature. rame and stamp of certifying authority Place. date, signature, name and stamp of certfying authority

Source: The Panel
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Reply from the Russian Federation on the Certificate of origin for coal on board the Wise Honest

TlocTosnKoe npeicraBnTeInCcrso S Permanent Mission

Source: Member State

19-13211

Pocemiexon @erepannn : of the Russian Federation
. - .
npu Oprasuzauun (PSS to the United Nations
Obbennennnix Hauni -

Phone. (212) 861 4900 136 East 67" Street
Fax; (212) 628 0252 New York, NY 10065

No. _28d

The Permanent Mission of the Russian Federation to the United
Nations presents its compliments to the Panel of Experts established
pursuant to Security Council resolution 1874 (2009) and referring
to the inquiry by the Panel dated 24 June 2019
(S/AC.49/2019/PE/OC.45) has the honour to transmit the following.

The Chamber of Commerce and Industry of the city
of Nakhodka has never issued the Certificate of Origin # 7001014541,
mentioned in your inquiry. Moreover, the copy of the document
attached to your letter contains definitive signs of forgery and lacks
a form number for the Certificate.

The Russian Federation has no information on the submission
of applications by “OPT-1 GOL” to Federal agencics for the issuance
of any Certificates of Origin, as well as of the participation
of this company in the transportation (export) of coal from the territory
of the Russian Federation onboard of the “Wise Honest”. Russian
competent authorities also do not have any information on the issuance
of any Certificates of Origin with the mentioning of this ship in linc 3

(*“Means of transport and route™).

Panel of Experts established pursuant
10 Security Council resolution 1874 (2009)
United Nations

New York
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o

Given the above the Russian Federstion has no information
on the contact details of the ind.viduals in “OPT-1 GOL" or any other
company that have requested a Certificate for the purposes
of transperting coal onboard of the *Wise Honest”. The ship itself
from 1 January 2018 until June this year has not entered the region
of activity of the Nakhodka customs authorities or of the Far East
Customs Directorate,

The Permarent Mission of the Russian Federation takes
this opportunity to convey tc the Panel of Experts established pursuant
to Sccurity Council resolution 1874 (2009) the renevred assurances

of its highest consiceration.

New York, ‘.44 July 20197/
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Certificate of origin carried for coal transshipped from the Wise Honest on board the Dong Thanh

Source: The Panel

19-13211

B (A B S A RA A

JIANLONG (HONGKONG) INTERNATIONAL TRADE CO., LIMITED

ADD.: ROOM 1201, 12/F., SHANGHA! INDUSTRIAL INVESTMENT BUILDING,
48 - 62 HENMESSY ROAD, WANCHAI, HONG KONG

CERTIFICATE OF ORIGIN

TO WHOM MAY CONCERNS

DESCRIPTION OF GOODS:

INDONESIAN COAL I

LOADING PORT:
DISCHARGING PORT:
VESSEL NAME:

BILL OF LADING DATE:

TELUK BALIKPAPAN, INDONESIA
KEMAMAN PORT, MALAYSIA
MV.DONG THANH VOY.03-19

12 APRIL, 2019

BILL OF LADING WEIGHT: 26,400 MTS

WE HEREBY CERTIFY THAT ON BOARD THE MV.DONG THANH VOY.03-19
WHICH SALED FROM TELUK BALIKPAPAN, INDONESIA ON 12 APRIL,
2019 THERE WERE SHIPPED 26,400 MTS OF INDONESIAN COAL WHOLLY
ORIGINATED FROM TELUK BALIKPAPAN, INDONESIA,

For and on behalf of;

JTANLONG (HONG KONG) INTERNATIONAL TRADE CO., LIMITED

For and on behalf af

JUNLONG (HONGKONG) INTERNATIONAL TRADE (0. LMTED

ER(F: Ei

A ur&nrlpmf

?deuél

i grvature(s)
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Explanation from Jianlong (Hong Kong) International on the certificate of origin issued for the coal
on board the Dong Thanh. The company had issued its certificate of origin based on and in addition
to a certificate of origin issued by Eko Setyamoko’s company Pt Bara Makmur Sadayana for the

coal on board the Dong Thanh.

JIANLONG (HONG KONG) INTERNATIONAL TRADE CO., LIMITED

ROOM 1201, 12/F.. SHANGHA] INDUSTRIAL INVESINENT BUILD NG, 3862 HENNESSY ROAD. WANCHAT HONG KONG

The Pancl of Experts cstablished

Pursuant tn Qacnririv Couneil Resolution 1874

Dear Sirs,

12 July 2019

Enquiry Regarding Coal Ou-board M/V DONG THANH (the “Yessel”)

We refer to your letter datec Z1 June 2019 in relation to this matter and write ir. order to reply
and addrzss the issucs raised therein.

Jianlong (Hong Kong) Internaticnal Trade Co., Limited is & treding company which trades
csommedities (mainly iron ore, coke, coal and steel) on an intcrnational basis.

[ this instance, we were in the middle of & series of sale comracts. The coal which was

altimately carried on-board the Vessel was sold to us by a company called Well Fortune (HK)

Industrial Lid (“Sellers”). We, m turn, kad a contract to sell the cargn on ta Fastem Stee
Sdn. Bhd (“Buyers™). We arc a procwement ann of the Buyers. The Tull contact detzils of
those parties as glaznad from our correspondence and contracts with them, are as follows:

Scllers

Company name: | Well Fortune (HK) Industrial Ltd (48 & () S0k AT WA d))

Olympizcs Sports Centre, Nanjing, China

Adcress: Room 5008, Sports Scieace and Technology Center, Nenjing

Telephore: (B6) 02587781285

Contact persons: | Mr. Shen Gaoman - Managir.g Director & CEQ
(Mobile: (861 13913823488, Ernail: shenzm@wlirtune-nj.com)

Ms. Li Bo, Helen — Business Manager
{(Mobile. (86) 15051630742; Euail: 1b@w forlure-nj.com)

Ms. Wang Mengting, Olivia - Basiness Assistant
(Mobile: (86) 18602576797, Email. wangmt@wforiuie-nj.conr)

Buyers

Faf and on behalf |
TAQING (FOMGKING INTERN

AL ) M

Auth

Company name: | Eastern Steel Sdn. Bhd (%4985 [HE R )

Address: Tor A293 & 6204, KawzsanPerndustrianTeluk Kalong, MukimTeluk
Kalong, 24000 Kemaman, Terengganu Darullman, Malavs:a

Tclephone: (609) 8604000

Fax: (609) 8604065

Centact persons: | Mr. Yarg Matzo — Procurement Fxeent:ve, Tron Ore Division
(Email: yangmatau@gjianlong.com)

70/143
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JIANLONG (HONG KONG) INTERNATIONAL TRADE CO., LIMITED

ROOM 1201, 12F., SHANGHAI INDUSTRIAL INVESTMENT BUILDING, 48-62 HENNESSY ROAD, WANCHAL HONG KONG

Our understanding at the time we entered into the contracts referred to above was that the
cargo was of Indonesian origin. That remained our understanding until 22 April 2019, as
further detailed below. That understanding was based on several documents provided to us
by the Sellers, notably the following:

The Sellers’ initial Offer;

The sale contract we concluded with the Sellers;

The Bills of Lading;

The Certificate of Origin provided by the Sellers; and

The Certificate of Sampling & Analysis at the Load Port provided by the Sellers.

Copies of all of those documents are enclosed for your reference.

It was on the basis of those documents and that understanding that our company issued the
Certificate of Origin and related documents referred to in your letter.

We trust you can see that our understanding of the position was a genuine one, based on a
number of documents provided to us by our counterparty. It was only on 22 April 2019 that
we became aware of any suggestion that the cargo was not of Indonesian origin. We
immediately investigated the position and subsequently cancelled our contract with the
Sellers in view of this development.

We hope it is clear from the above / enclosed that our company never had any intention of
becoming involved in any activity which might expose our company to the risk of being in
breach of the sanctions imposed on the DPRK. Rather, our company was, in this instance,
misled by our counterparty and took immediate steps to reverse the situation once that came

to light.

We trust this is helpful. If there is anything further we can do to assist, please do not hesitate
to contact us and we should be glad to oblige.

f
: 3 INAL TRADE (0. LIMTED
Yours faithfully, ?3"::,“3,,- [ A
. . P ised Signarre(s)
J mnlo%’q‘{mo’n‘g"ls’gﬂg) gtemanonal Trade Co., Limited

LNLONG (JONGEING) TONAL TRADE (0. LIMITED
% B /o HeHm2a
h

Authcyized Signamr:‘f;)
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[

1. COMMODITY: Indonesian Coal argin
B AE H R

2. QUANTITY: 11,000MT, more or less 10%
Folk: 11000 Hi+-10%

3. SPECIFICATION: MET CALORIFIC VA_UE GO0D KCAL;' KG
fdr: MRk E soco T /105

. TYPICAL REJECTION
PARTICULARS IR SEM IR WL
Total Moisture (ARB) =7k (I FIHE) 10% = 14%
Ast Content (ADB) A it (3= = 9%
volatile Matter (aDB) FE 54 (735 = 9%
lotal sulphur (A0B) &80 (T FEE) <0.5% = 0.83%

Nel Calurific Value (ARB) {ILEr¥ 880 QI E3EY = 5000 keal/kg = 5200 keal/ky
sice ol Coal (0-50 mm) FiFE (0-50 A =30%

Hard Grove Index (points) 45

4. DISCHARGE PORT: KUANTAN port, MALAYSIA
i SRR

5. PRICE: The unit prica forthe Indonesian Coal purchased hereunder is USD 118.00
/MT [SAY OME HUMNDRED AMD EIGHTEEN DOLLARS OMNLY) CFR KUANTAN port,
W ALAYSIA, basis Met Calorific Value GODO Keal/<g (ARB), Total Meisture (ARE) 10%.

Ak Aoy R S BT AR 4 B D i T AR SR TESE TR EmME D I
Wy MRS A & 6000 TR/ WM Sl ar (0% dRHE,. TR S oe
Fr93, CFR 118 FocEs.

6. QUANTITY and QUALITY ADJUSTMENT: 8, iR ia%
o, lotal Molsture (as received).

If the otal Maoisture on an as recerved basiz of a shipment of Coal belows or exceeds

10%, ther tha price for invoicing shall be adjusted 2c follows:
1,2
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Weight skown on Invoice = BL Weight = [(100%— Actual TM (ARE)!] / (100% 103)
A G EIE

TSR AR N T B A K s, ST RERETT 10%, W R E & RMIE T iR,
KEERE - 29 ERy (100%- FERk4r) J (100%-10%)

B. MNet Calorific Value (as received)

The Price shall be USDL13/ MT DIVIDCED BY 5000kcal/kg AND WULTIFLYING THE
ACTUHAI net Calorific Value[ARRB) RFSLITS AS STATFD 0N THF RF ATIVF CFRTIFICATF
OF QUALITY.

B. fEFrALRRE ClgEEE)

i 448 118 TR L son0 TR LU 52 A R S i R SR

7. PAYMENT: 100% irrevocable, documentary LC at sight

Within 3 days after coatract signed Buver issue an operative wrevocable at sight
documentary Lettar of Cradit in favor of Seller covering 100% of tae shipment value
by Swift to the Seller

90% shipment value should be paid by LC against receiving the full set of BIL
decuments.

Ralance payment hased nn CCTC at discharging port

{7 100 SRl Hidy . BLH{E FELE

R E I BRET AT, 100%MEEE. W B8 A FIRER
{55 HE .

1 B4 F R A AL {5 LK £ so%etl 3.

H B HE CeIC S5 Res R

Thas offer 1= valid before the carzo 15 sold, subject fo tae fmal confirmation of the
seller.
R A BB al e &, B h mE R .

WELLFORTINE (HK) TNDUSTRTAT. .TMTITED
2019.3.19

1,2
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Pigel

B/L No. BPNKTN-OI

CODE MAME : "CUNGENBILL".EL TN 1944 B[LL Ul‘ LADDG
0 BE USED WITH CHARTER PARTIES
Referenes Mn.

PT. BARA MAKMIUE SADAYANA

TO ORDER OFWELL FORTUNE (HK) INDUSTRIAL LINITED

Nuiily £
:;‘:rl‘ ‘.’I‘II;JWJ-;EI'EEL SDN. BHD.LOT 6293 AND 6194, "n“ "[Enrllnl[ uuw

KAWASAN PLRINDUSTRIAN TELUK KALONG,
MUKIM TELUK KALONG
24000 KEMAMAN TEREM

SANUDARUL IMAN, MALAYSIA

Vessel Port of ‘oading
MV. DONG THANH VOY.03-19 TELUK BALIKPAFAN, INDONESIA

Fort of discharge

KEMAMAM PORT, MALAYSLA

_—5||'.;|.¢r‘= Amaripiion of goods i Giross Weirht
FAID 1O WEIGHT

[MDOMESIAN 00A] I 26,400 MTS

L wraa s TEITLY

FREIGIIT PAYABLE AS FER CHARTER PARTY

joFwhich on ceck at Shipper's risk; the Camer norbeing resparstble b lass o darags Fowsoever inisngd

Fraight payatble 1 aes ot th: Post of Loading in spperent pood arier axd

S41FFeD

CHARTER-TARTY dobecd @opme s non s hazrd Fhw Vaozel forcamage to the Pont

of Dicchams cr e e dhered may sufely et ithe  praneic

FREIIHT ADVANCLE

e ved o s 1L el Bl ocamrr, quaity, questiy,  eesdition, scntsmiz md whue
ITRESS wiraew (o wesia w Aguo ol de sid Yeswl Eaasigred
e maeror ils of Lackag i
iy o o] VEER DI ICCOMPUINED e SINErS stk
Tine atsd for loadmg ... Dave oo Bours FOR CONDITIONS CF CARBLME S5 UYERLEAF

Freigh pavablz at Place aad dale of isgme
ASPER CHARTEE PARTY  [TELUK BALIEPAPAM, MDOMESLA
L AFRIL 2]

Huwker of original Bl Sienaturs

33
s Bogeniizn A5, U Toldbodiade, K- 1153 Capenhigen K
P

4 i Ealtic 2 Inbernational Plailtese Cauncil

{BIMCCY, Copeniagen
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TLT03%

T A0S

Original

1. Gonods Conizned fom ( exportar's butsiness nane

addwas, coutry)

F1. BARA MAKMUR SADAYANA

TO DRDER

Coodo Conaigned B 1 Condgracs nems, eddreas, country)

Referanze No: 0001965/SMD/2019

ASEAN "RACE N GOODS AGREENENT
ASEAN INDUSTRIAL COOPERATION SCHEME
CERTFISATE UF UNILAN
(Combirad Decleraton and Canficated
FORM D
180ec inINDONZSIA
(Coumtry )

St Overdeaal Notes

. Mwane of irsneport ard wauts (3¢ far 3e now)

Cecarure date

Vessefs amefAlrcraft etz

Pon of DsCIage

Ihsen 5 Marks and numbers

rumoer | onpackages

ASRIL 12th, 2018

MV, DONG THANH VOY 0319

KEMAMEAN FUKT, MALAY SIA,

4. ForOfcial woe
[ proential Trestmant Givoe Under ASEAR.CHINA
Frre Tracde Awar Profsenetiol Tar

[ Freturentil Trestmsrnt Nt Given (Phease
oot reascn's)

Sigratume of Autharise: SRy of e mgorng

1 NO MARK
IN RUILK

11 Naclasion by tha sapvete
The undersigeed hereby deciares 1 the 200V 00talls and SALNTIENT a0
comrect hat al the prududs wem rocucsd n

INDDNESIA
(Cauntry)

and hat thery somply with tha cegin requirements speciied for these poducts
I the Fllles of Origin for he ACFTA ‘or the praducts sspented te

NALAYSIA

(Imperthyg Coamy)

SAMARNDA, APRIL 1€, 2019

Pace and Jata. sgnature of acuthensed sgnabry

Country
7. Nemvsar and 1pa of paghiges dwscriphion of geods 8. Orgin crterion 9. Grose weight or other 10. Numbee ane dae
(IFCICING qUANTRY WIS EEICPNAE ( 3es nctes overieat,] cumity mdvabie (FOB) ofincios
HS rumbe of iImooting otV
INDONESIAN COAL wo 26400 TNE LHK-ES-190002 IC
Us$2,772,000 APRIL 12th, 2010
12 Cortheaion =

115 MONe0y CHOWREG, 0N TNe DISIS OF COTINE 30T S0 O, DAl The Gactaraorn
bvihe exnarte’ s comest,

SAMARINDA APRIL 16. 2018

2.

[ o

[

D Thied Paty nwicng

Plax acd date, sigratuie and shaop of coilylig suthosly

For: D Sevial ; D - GBD - 3691
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Cansuni Coal, Mineral, Petrochemical
() CARSURIN vaborztory "

LAUANDS P 12 TR BANIARRARLS - L0 JE) DN
€ o werrne e o S TP ATT

o

o A T P puu.'c P48 o
[ it L Sia=s v v

€ oy rdrdoreem on

pmw |:mm o

e Par Pvemier asem arnan
U o= tengommrm o [ o puersegtoress o [T S YO et Sorren e

190922.0382
CERTIFICATE OF SAMPLING AND ANALYSIS

Description of Goods : 26,400 MT INDONESIAN COAL
Quantity

: 26,400 MT
Vessel : MV, DONG THANH V0Y.03-19
Shipper ! PT. BARA MAKMUR SADAYANA
Port of Loading : TELUK SALIKPAPAN, INDONESIA
Port of Discharge : KEMAMAN PORT, MALAYSIA
Consignee : TO ORDER
Notify Address : EASTERN STEEL SDN.BHD.LOT 6293 AND 6294

KAWASAN PERINDUSTRIAN TELUK KALCNG,
MUKIM TELUK KALONG,
24000 KEMAMAN TERENGGANU DARUL IMAN,, MALAYSIA

Date of Attendance  : APRIL 07 UP 10 12, 2019

THIS IS TO CERTIFY that we have perfamed tha inspection, sampling and analysis o the coal consignment
nominated above. Samples were taken in accordance with ASTM D 6683-17 and gnalyzed as per ASTM
standard methoads,

The following resuits were abtanec

Parameter Designation Basis

Total Moisture ASTM D 3302M-2017 (As Received Basis) 827 PCT
Inherent Moisture  ASTM D 3173M-17a (4ir Dried Easis) 221 pCT
Ash Content ASTM D 3174-12 (AIr Dried Easls) 1118 PCT
Volatile Matter ASTM D 3175-17 (Air Dried Basis) 6.43 pCT
Fixed Cabon ASTM D 3172-13 (Air Dried Easis) 80.15  PCT
Total Sulfur ASTM D 4239-17 (Air Dried Easis) 033 PCT
Gross Calorific Value  ASTM D 5865-13 (AirDricd Basis)  : . 6355  Keal/Kg
Gross Calorific Valug - ASTM D 5865-13 (As Received Basis) T 5972 Kezl/Ka
Net Calorific Value  ASTM D 5865-13 (As Received Basis) : 5810  Kezl/Kg
HGI ASTY D 409 / D40M-16 53

Size 0-50 MM ASTY D 4749-87 9576  PCT

AIT (ICT) ASTM D 1857 / D18571 17 1270 °C
Na:0 in Ash ASTM D 3582-13 (Dry Basis) 0.97 PCT
Kz0 in Ash ASTM D 3582-13 (Dry Basis) 1.50 PCT
SAMARINDA, APRIL 16, 2019

ﬁiﬁ! o0 behalf of

“JAIAT SUDRAIAT
Laboratory Manager
For verification of authenticity sf certificate or reports, please contact us at coal.syles@carsurin.com.

1 Wisma 77 - Tower 2, 19% Flcor, X, Letien S Paman Kav.77 - Slipl, Jakarta 11410, INDONESIA |
| P:+6221.2967 S868 | F : +52.21.2967 5818/ 28 | = : coal@zasuria.com : headoTfice@carsurin.com | www czrsarin.com |

e 19077651
! %ﬁ%&mﬂ?mhnﬁ?ﬂ T arere, The Compans S1S1 ek be respreibe B Sy Fores on by BUSES: 300 & ey I Com et B 1Py

Source: The Panel
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Annex 10: Cargo documents prepared for Ken Orchid for the original
transshipment of coal onboard the Wise Honest in April 2018

19-13211

REQ Vessel for 26,500 MT Coal ex. Indonesia to Korea

#{TA 1 WAHYU KUSDIANTORO

Hr{z A 0 JOE YU

¥+ #: chartering ; wahyulkusdiantoro
g 2018-04-07 11:34

To : Global Qingdao Shipping Co Ltd
Fm : Wahyu Kusdiantoro/PT Karana Line
Subj: REQ Vessel for 26,500 MT Coal ex.  Indonssia to Korea

Dd ¢ 07/04/2018

Dear Mr Joe Yu and team,

Can you assist in providing vsl for following firm?

maﬂlnq? al saﬂargn]g rate: g UUU: Iﬁaﬂ m! !EI‘;Y

Shipper: PT Bara Makmur Sadayana

Charterar: To be nominaced

Commodicy: Steamed coal in bulk

Quantity: 26,500 MT

Loading port: 15A Teluk Balikpapan Kalimantan Indonesia
Discharging port: 13A 15B Pchang Korea

Laycan: Prompt

Freight: USD14.50/MT FIOST Besa 1/1
Grabber wals is preferable

Other as pe¥ gencon cp

Subj to furcher details

Substem to be lifted 24 hrs working day
END

Kind regards,

Wahyu Kusdiantoro

Marketing Staff PT Karana Line

Hob: +62812-132-8025 E: wahvyu.kusdiantorofkarapa,co.id Web: www,karana.co.id
Sent from my mobile
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QINGDAO GLOBAL SHIPPING CO., LIMITED
ESWHEKE M ER" R 2 8 |

FREIGHT DEPOSIT INVOICE - MV KEN ORCHID CP 09 APRIL 2018
INV NO. QGS5-180418-1 DATE: 18™ APRIL 2018
TO : PT. KARANA LINE

L MELATI NO 123 KOJA TANIUNG PRIOK JAKARTA 14230 INDONESIA

FM : QINGDAO GLOBAL SHIPPING CO., LIMITED

CGO/QTY: MIN/MAX: 26500MT BLK COAL

1SAP BALIKPAPAN / 15BP POHANG LAYCAN 21-22 APRIL 2018

FRT RATE: USD 15.75/PMT FIOST 1/1

FREIGHT DEPOSIT AMOUNT: (26500MT X USD 15,75} X 20PCT = USD 83475,00

KINDLY PLS REMIT THE SAID AMOUNT IN USD B2475.00 TO THE OWNERS BANK A/C ASF:

BENEFICIARY'S BANK:

INTERMEDIATIARY BANK:

USD: CITIBANK, NEW YORK

SWIFT: CITIUS33

IN FAVOUR OF: QINGDAD GLOBAL SHIPPING CO;, LIMITED

ROOM 2105 QD TREND CENTRE 29-31 CHEONG LEE STREET CHAI WAN; HK

UsD A/C: 05A11014552905006 e, it o et
QINGDAQ GLOBAL SHIPPING C€O., LIMITED
F OB MBEE RS

P

QINGDAO GLOBAL SHIPPING CO., LIMITED
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Source: The Panel

19-13211

IKAROS SHIPPING & BROKERAGE LTD
NOTICE
M/ |" KEN ORCHID " Port: | BALIKPAPAN
To: | PT.WIRATRANS SAMUDERA Date: | 22 April 2018
To: | Whom it may concern

This is to advise you that MV “KEN ORCHID" under my command’ arrived Port of BALIKPAPAN

On_22 April 2018 at 15:42 hours local time f 07:42 hours UTC

and she is ready in all' respects to load her cargo in accordance with all terms conditions,
provisions and exemptions of the governing Charter Party,

Please consider this as a Notice of Readiness and notify all parties concerned accordingly.

Master of the m/v * KEN ORCHIP

Cpt.OleksandrTereschenko

Tendered on: Date: 22 April 2018Time: 15:42Hrs LT/ 07:42 hours UTC

Nor Accepted by (For and behalf of the Charterers)

On Date.cviveneiriiisenasssnsssnenss Time wovivoienssa Hrs (LT)
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Annex 11: Iran’s reply to the Panel

( ) Permanent Mission of the Islamic Republic of Iran to the United Nations

80/143

2% Third Awe Maw Yark, MY 10017 www lran-Ub.org  Tel 1(212)887-2020  Fac+1(212)867-7088 E-mail: Iraniun.in

In the name of God, the most Compassionate, the most Merciful

Ma. 110731 30 July 2019

Dear Sir,

1 am wriling in résponge to your letter dated 1 July 2019 (S/AC.4%9/2019/PE/OC.50) with
regard to the implementation of the measures imposed by Security Council resolutions 1718
(2006), 1874 (2009), 2087 (2013), 2094 (2013), 2270 (2016), 2321 (2016) and 2356 (2017),
2371 (2017), 2375 (2017) and 2397 (2017) for the situation in the Democratic People’s Republic
of Korea (DPRK).

Having carefully reviewed your letter, Iranian authorities affirmed once again that the
[slamic Republic of Iran has no military-related cooperation with the DFRE,

In our letter dated 19 December 2018 (No.106192), it was stated that “no entity or
individual, designated pursuant 1o the relevant resolutions of the Security Council an the DPRE,
is present or active in the Islamic Republic of Iran”. The latest available data confirms the very
same fact for the period of the past seven months.

Consistently, the Korea Mining Development Technology Corporation and Saeng Pi'l
{aka Green Pine Associated Corporation) do not maintain offices in Iran and have no activity
thergin,

Moreover, no “representatives of the Korea Mining Development Technology
Corporation” were in Iran “under cover of diplomatic assignments” in the past seven months,
contrary to a claim by “a Member State™.

The diplomatic activities of the DPRK in the [slamic Republic of Iran have so far been in
line with the relevant conventions or resolutions, and the [ranian authorities have not observed
any illicit activities. Additionally, the activities of the DPRK diplomats accredited to the Islamic
Republic of Iran have been in conformity with the relevant applicable rules and international
obligations.

It shall be further reiterated that there are no DPRK nationals registered to be residing in
the Islamic Republic of [ran other than its diplomats,

The Islamic Republic of Iran is commilted to constructive engagement and full
cooperation with the Panel and Experts established pursuant to Security Couneil Resolution [874
(2009} and would review any viable evidence and credible information with regard to alleged
actions in violation of the relevant Security Council sanctions,
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A
(w) Permanent Mission of the Islamic Republic of Iran to the United Nations

622 Third Ave Now York, NY 10017 www.lran-UN 0rg Tel:+1(212)887-2020 Fax:+1(212)867-7086 E-mail. lran@unint

The United Nations mechanisms, especially those related to Security Council sanctions,
shall not allow any misuse for provocative political aims, but rather need to act in an ohjective,
impartial and professional manner. Hence, the Panel is advised to avoid inclusion in its reports of
such claims that are evidently transmitted based an political motivations.

Please accept the assurances of my highest consideration. .
P y hig Ty S
Majid Takht Ravanchi
Ambassador
Permanent Representative

Alastair Morgan
Coordinator of the Panel of Experts established
pursuant to Security Council Resolution 1874 (2009)

Source: Member State
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Annex 12: Passport information and recent entry/exit record of Kim Tong

Chol to Namibia

Date Entry/exit to/from Passport number | Passport type
Namibia

23/09/2017 Exit 927234267 Ordinary

24/08/2018 Entry 108120258 Service

30/04/2019 Exit 108120258 Service

07/05/2019 Entry 108120258 Service

17/05/2019 Exit 108120258 Service

Source: The Panel, Member State
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Annex 13: List of DPRK Trading Corporations subordinate to the Munitions Industry
Department (KPe.028) reported by a Member State

Kuryonggang Trading Corporation (T & & F S 2| Al
MO
=]

Ryungseng Trading Corporation (&
Tangun Trading Corporation (St R Y3 Ah
Hangryon Trading Corporation (& 2 —'?—
Ryonbong General Corporation (&
5 Trading Corporation (5 & & 2| Al

Pugang Trading Corporation (& F 2| Al
Mirae Trading Corporation (O] 2{ —'?— A3 A
Ryonhap Trading Corporation (& F 2| Al

Advanced Technology Trading Corporation (& tH7|=F S 2| A}

=

Rl
0|0+
%
Hal
ot
>

Jinhung Joint Production Corporatio
Sobaeksu United Corporation (25 <= SH2| Al

Pihosan Trading Corporation (H| = 42 S 3| A}

Sinhung IT Trading Corporation (2 SHE 7| = F A 3| Al
Chonryong Trading General Corporation (xl_‘l ERAS A|’)
Taesong Trading Corporation (XM Ej & F A 3| Al

Peace Motors Corporation (& 2t AH& Xt2| Al

Taeryonggang Trading Corporation (CH & 2 F A 2| AL

Source: Member State
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Annex 14: Vodka seizures

1. A Member State informed the Panel that it seized two shipments of vodka, which it classified
as luxury goods, on the grounds of being destined for the DPRK.

2. The first seizure on 20 November 2018 was of 15,600 bottles of Belarusian vodka ac-
quired for USD 14,160. The producer was the same as in a previous vodka seizure inves-
tigated by the Panel in 2018.* Documents accompanying the shipment identified the con-
signee as Hongkong Jieming Industrial Co. Limited?. An addendum dated 28 September
2018 to the contract signed six months earlier on 28 March added a Singaporean company,
Aspen Resources Pte Ltd3, a human resource agency, as a payer. The owner of the com-
pany, Sai Keong Cheang, a.k.a. Jordan Cheang”, replied to the Panel that the USD 14,160
payment had been made at the request of an acquaintance, known to him only as “Ms. Li”,
for the purchase of red wine. However, the amount of payment and payment reference
number listed on the payment confirmation is the same as for the vodka shipment contract.
Furthermore, an e-mail address on this payment confirmation indicated that one of his
other companies, Mekong International Pte Ltd,> had been used to make this payment on
behalf of Cheang (Figure). The Panel has yet to receive a reply from Hongkong Jieming
Industrial Co. Limited.

1'8/2019/171 paras 105 and 106.

2 BEHBRAEEAIR/AE. Address listed on Hong Kong Companies Registry acquired in May 2019:
Room 1506, 15/F, Loon Kee Building. No. 267-275, Des Voeux Road Central, Hongkong, China.
This company has frequently changed its registered address and management.

3 Address: 190 Macpherson Road, #07-01, Singapore 348548

4 Singaporean citizen, born in 1972.

®> This company shares an address with Aspen Resources and his seven other companies; Aspen
Corporation Pte 1td, Aspen Incorporation Pte Ltd, Baron & Baron Pte Ltd, Galaxy Energy Service
Pte Ltd., Le Tong Resources Pte Ltd, Xtrada Pacific Pte Ltd. Autech Pte Ltd.
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Figure: Payment confirmation

Outgoing Payment Confirmation

Confirmation Number. SOTR3639262
Account Number: R
Order Commit Date & Time: 01-10-2018 14:59:56

Email address of “Mekong
CES PTELTD . ; . ; ”
Qi’:EN RESOLS Order Instructions: International Pte Ltd

— EMAIL CLIENT
190 MACPHERSON ROAD UNIT 07-01 WISMA GULAB o
SINGAPORE, 348548 e o

Singapore

C I

Transaction Details

Item Number | Description | Amount Exchange You Sold Feo
| - Rate ! -
- > aq | Electronic Funds Transier uUsD 1 0 UsD 23.08
SOTR3838262-1 14.160.00 000 14,1800
:;wl;ciaw; *CJSC "MINSK GRAPE WINES FACTORY"
Account Numbor: 00000 Beneficlary Bank:
Beneficlary Bank Address:
SWIFT Code: _
Valuo Date: 010ct 2018
Rolease Date: 01 0ct 2018
}‘;ymcm Reference: Contract #29/03/18 (Ob Jordan)

‘Standard Beneficiary
ftems: 1

( Total of toms 14,160.00
/

Source: The Panel

3. In a second case, a shipment of 90,000 bottles of Russian vodka for a total of USD
27,125 was seized on 21 February 2019. The consignee was a company in Inner Mongolia,
Manzhouli Kesheng Trade Co., Ltd.%, which promotes itself as a Russian food importer.
To the Panel’s inquiry on the shipping company of this vodka, China replied that “Based
on the information obtained by the Chinese side, DPRK-related factors are not found in
this case. China proposes that the Panel request relevant Member State to provide solid
evidence to show that the DPRK is the final destination of the goods. Besides, vodka is
not clearly specified as prohibited item by the Security Council, and the Panel’s investiga-
tion on this case lacks sufficient legal basis.” The Panel has yet to receive replies to its
inquiries from the consignee’. Investigation continues.

6 EMEBERIERZBRE{ELTE], Room 170, No. 17 Building, The North Port, Gemini West Tower,
Manzohuli City, China.

7On 29 July 2019, the Russian Federation replied to the Panel’s inquiry to an entity which is the producer and sender of the
vodka.

19-13211 85/143



EY1/98

TTCET-6T

Annex 15 : DPRK bank representatives subject to expulsion under paragraph 33 of resolution 2321 (2016)

DOB / Passport number / expiry

e

KUDB business card with his title of “Representative of KUDB, Moscow
Russia” with the same address as the Embassy in Moscow is available in
the Panel’s 2017 Final Report, S/2017/150 p. 251.

Names Title and activities Location | UN Security Council designations where
applicable
Jang Bom Su (aka Tanchon Commercial Bank (hereafter TCB) Representative. Also oper- Syria 22 Feb 1958; Dip PP no. 836110034,
Jang Pom Su, Jang ates in and travels to Lebanon under various aliases exp 1 Jan 2020
Hyon U) UN res 2270 (2016) designated him as
PN S “Tanchon Commercial Bank Representa-
tive in Syria” on 2 March 2016
(amended 5 Aug. 2017) KPi.016
Jon Myung Guk (a.k.a. | Tanchon Commercial Bank (hereafter TCB) Representative in Syria. Also | Syria 25 Aug. 1976 with dip PP number
Cho’n Myo’ng-Kuk, travels to and operates in Lebanon under various aliases. 836110035, expires 1 January 2020
Jon Yong Sang)
HYI (HI
Ryom Huibong (aka Representative of Korea Kumgang Group Bank (aka KKG bank, Dubai, 18 September 1961 PP No.: 745120026
Ryo’M Hu’I-Pong) 22231 Kumgang Export and Import Bank, £RI$E1T) UAE (expires 20 January 2020)
Hals
Ri Sun Chol (Aka Ri Representative of Korea Kumgang Group Bank Dubai, 28 March 1964 PP No.:836132137
Song Chol) UAE
2| MA (2|4 H) Transported money of DPRK laborers in the Middle East to the DPRK
Kwak Chongchol Deputy Representative of Korea Kumgang Group Bank Dubai, 1 January 1975 PP No.: 563220533
(Aka Kwak Jong- UAE
Chol)
Rk
Ro Il Gwang Korea Kumgang Group Bank UAE 26 May 1983 PP No.: 836434467
2y
Kim Kyong Il (Aka Foreign Trade Bank Representative. The office opened at least 5 accounts | Libya 1 August 1979; PP No. 836210029
Kim Kyo'ng-il at Banque International Arabe Tunisie (BIAT) in Tunisia. Two of them
2174 are in the name of a front company, Kartos. Kim Kyong Il has also been Res 2397 (2017) designated him as
involved in transactions undertaken by Daedong Credit Bank in China. “FTB deputy chief representative in
Libya” on 22 December (KPi.067)
Choe, Un Hyok Unification Development Bank (or Korea Unification Development Bank, | Moscow, 19 October 1985
UDB or KUDB) representative. Replaced Ri Un’So’ng. Choe Un Hyok’s | Russia PP No.: 83612287 (expires March 2021)

86/143

19-13211

169/6102/S


https://undocs.org/ru/S/RES/2321(2016)
https://undocs.org/ru/S/RES/2321(2016)
https://undocs.org/ru/A/RES/2270(2016)
https://undocs.org/ru/A/RES/2270(2016)
https://undocs.org/ru/A/RES/2270(2016)
https://undocs.org/ru/A/RES/2270(2016)
https://undocs.org/ru/A/RES/2397(2017)
https://undocs.org/ru/A/RES/2397(2017)
https://undocs.org/ru/S/2017/150
https://undocs.org/ru/S/2017/150

TTCET-6T

EVT/L8

Russia replied in a letter of 25 January 2018, “We will inform you ac-
cordingly in case we receive additional information on the whereabouts of
Choe Un Hyok.” The Panel has not received any additional information in
reply to its two follow-up letters.

Chu Hyo’k (Aka Ju
Hyok)

o
_'_oﬂ:l

Foreign Trade Bank Representative

Russia replied Chu Hyo 'k is not currently residing in Russia. (see below)

23 Nov. 1986; PP No. 836420186, is-
sued 28 Oct. 2016 (expires 28 Oct 2021)
Res 2397 (2017) designated him as an
“overseas FTB Representative” on 22
December (KPi.065)

Ri U’n-so’ng (aka Ri
Eun Song; Ri Un
Song)

Korea Unification Development Bank representative
Russia replied that Ri U’n-so 'ng is not currently residing in Russia.

23 July 1969
Res 2397 (2017) designated him as
“overseas Korean Unification Develop-

EIESPS ment Bank representative” on 22 De-
cember (KPi.078)
Han Jang Su Chief Representative of the Foreign Trade Bank Russian 8 Nov. 1969; PP No.: 745420176 (ex-
(aka Chang-Su Han) The Russian Federation replied, Mr. Han Jang Su is the Third Secretary of | Federation | pires 19 Oct 2020
SHEFS the Commercial Counsellor’s Section of the Embassy of the Democratic Designated by Resolution 2371 (2017)
People’s Republic of Korea to the Russian Federation and has been offi- as “Chief Representative of the Foreign
cially accredited by the Russian Ministry of Foreign Affairs. He entered Trade Bank”
the Russian Federation on 23 June 2017 and is staying in the country le-
gally. No information is available concerning activities that are incon-
sistent with his official status.
Ku Ja Hyong (aka Ku | Foreign Trade Bank Representative Libya (also | 8 September 1957; PP No.: 563220533;
Cha-hyo'ng) travelled to | Another PP No.: 654210218 (expires 27
XS Tunisia, June 2019 - used in July 2016)
UAE, and Res 2397 (2017) designated him as
Saudi Ara- | “FTB chief representative in Libya” on
bia 2015- 22 December 2017 (Kpi.070)
2017)
Ch’oe So’k-min Foreign Trade Bank Representative. In 2016, Ch’oe So’k-min was the Shenyang 25 July 1978
%A 0] deputy representative at the FTB branch office in Shenyang. He has been | China
associated with cash transfers from that FTB office to banks affiliated with Res 2397(2017) designated him as
DPRK special organizations and RGB located overseas. “overseas FTB Representative” on 22
China stated, “China has closed all the representative offices of the December (KPi.064)
DPRK financial institutions in China, and all the relevant representatives
in China have left China.”
Kim Tong Chol (aka: Foreign Trade Bank Representative Shenyang, | 28 Jan 1966; PP No.: 381337404 (ex-
Kim Tong-ch'o'l) China stated, “China has closed all the representative offices of the China pires 26 Sept 2016)

usH

DPRK financial institutions in China, and all the relevant representatives
in China have left China.”

Res 2397 (2017) designated him as
“overseas FTB representative” on 22 De-
cember (KPi.068)
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Ko Chol Man (aka Ko | Foreign Trade Bank Representative Shenyang, | 30 September 1967; PP No. 472420180
ch'o'l-man) D& gt China stated, “China has closed all the representative offices of the China Res 2397 (2017) designated him as
DPRK financial institutions in China, and all the relevant representatives “overseas FTB representative” on 22 De-
in China have left China.” cember (KPi.069)
Mun Kyong Hwan Bank of East Land Representative Dandong, 22 August 1967; PP No. 381120660 exp.
(aka Mun Kyo'ng- China stated, “China has closed all the representative offices of the China 25 March 2016
hwan) DPRK financial institutions in China, and all the relevant representatives Res 2397 (2017) designated him as
2243 in China have left China.” “overseas Bank of East Land representa-
tive” on 22 December (KPi.071)
Pae Won Uk (aka Pae | Korea Daesong Bank Representative Beijing, 22 August 1969; PP No.: 472120208 exp
Wo'n-uk) China stated, “China has closed all the representative offices of the China 22 Feb 2017
HY &= DPRK financial institutions in China, and all the relevant representatives Res 2397 (2017) designated him as
in China have left China.” “overseas Daesong Bank representative”
on 22 December (KPi.072)
Pak Bong Nam (aka lIsim International Bank representative Shenyang, | 06 May 1969
Lui Wai Ming; Pak China stated, “China has closed all the representative offices of the China Res 2397 (2017) designated him as
Pong Nam; Pak Pong- | DPRK financial institutions in China, and all the relevant representatives “overseas Ilsim International Bank repre-
nam) in China have left China.” sentative” on 22 December 2017
g Lt (KPi.073)
Pak Mun Il Korea Daesong Bank Representative Yaniji, 1 January 1965; PP No.: 563335509 (ex-
gra ol China pires 27/8/2018)
China stated, “China has closed all the representative offices of the
DPRK financial institutions in China, and all the relevant representatives Res 2397 (2017) designated him as
in China have left China.” “overseas official of Korea Daesong
Bank” on 22 December 2017 (KPi.079)
Ri Chun Hwan (Aka Foreign Trade Bank Representative Zhuhai, 21 August 1957° PP No: 563233049 (ex-
Ri Ch'un-hwan) China stated, “China has closed all the representative offices of the China pires 9 May 2018); PP No.: 563233049
glEet DPRK financial institutions in China, and all the relevant representatives (expires 9 May 2018)
in China have left China.” Res 2397 (2017) designated him as
“overseas FTB representative” on 22 De-
cember (KPi.074)
Ri Chun Song (Aka Ri | Foreign Trade Bank Representative. Opened a Euro account at Interna- Beijing, 30 October 1965; PP No. 654133553
Ch'un-so'ng) tional Arab Bank of Tunisia (BAIT) on 18 July 2012 in the name of “Sec- | China (expires 11 March 2019)
glEd retary’s Delegate of the DPRK’s Mission to Tripoli” (closed on 22 August
2013. Res 2397 (2017) designated him as
China stated, “China has closed all the representative offices of the “overseas FTB representative” on 22 De-
DPRK financial institutions in China, and all the relevant representatives cember (KPi.075)
in China have left China.”
88/143 19-13211
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Ri Song-hyok (Aka Li | Representative for Koryo Bank and Koryo Credit Development Bank. Re- | Beijing, 19 March 1965 PP No. 654234735 (ex-
Cheng He) portedly established front companies to procure items and conduct finan- China pires 19 May 2019) Res 2397 (2017)
2| cial transactions on behalf of DPRK designated him as “overseas representa-
China stated, “China has closed all the representative offices of the tive for Koryo Bank and Koryo Credit
DPRK financial institutions in China, and all the relevant representatives Development Bank™ on 22 December
in China have left China.” (KPi.077)
Pang Su Nam (Aka llsim (ILSIM) International Bank Representative Zhuhai, 1 October 1964; PP No.: 472110138
Pang So-Nam, Pang China replied, “The other DPRK individuals mentioned in the Panel's re- | China
Sunam) port are neither included in the sanction list of the Security Council reso-
g lutions nor registered in China as the representatives of the DPRK finan-
cial institutions. China cannot verify and confirm whether they have rela-
tionship with the DPRK financial institutions.”
Cha Sung Jun (Aka Korea Kumgang Group Bank Representative. Has held several accounts Beijing, 4 June 1966; PP No.: 472434355
Ch’a Su’ng-chun) in his name at Chinese banks and is suspected of operating a cover com- China
AsE pany.
China replied, “The other DPRK individuals mentioned in the Panel's re-
port are neither included in the sanction list of the Security Council reso-
lutions nor registered in China as the representatives of the DPRK finan-
cial institutions. China cannot verify and confirm whether they have rela-
tionship with the DPRK financial institutions. ”
Kim Kyong Hyok Representative, Cheil Credit Bank / First Credit Bank Shanghai, 5 November 1985; PP No.: 381335989
(Aka Kim Kyo’ng- China replied, “The other DPRK individuals mentioned in the Panel's re- | China (expires 14 September 2016)
hyo’k) port are neither included in the sanction list of the Security Council reso-
214 lutions nor registered in China as the representatives of the DPRK finan-
cial institutions. China cannot verify and confirm whether they have rela-
tionship with the DPRK financial institutions.”
Pak Ch’O’l-Nam Representative, Cheil Credit Bank / First Credit Ban. Opened 6 bank Beijing, 16 June 1971 PP No.: 745420413
HEA L accounts in the name “Great Prince Limited (52 EH MR/ F])”in banks in | China (expires 19 November 2020)
Hong Kong and Shenzhen, China”
China replied, “The other DPRK individuals mentioned in the Panel's
report are neither included in the sanction list of the Security Council
resolutions nor registered in China as the representatives of the DPRK
financial institutions. China cannot verify and confirm whether they have
relationship with the DPRK financial institutions.”
Jo Chol Song (Aka Deputy Representative for the Korea Kwangson Banking Corporation Dandong, 25 September 1984
Cho Ch’0’1-So’ng) (KKBC) China PP: 654320502 (expires 16 September

LS

Uses false entity names for the KKBC, such as “Good Field Trading Lim-
ited (UK 'E ' 5 B [R/AF])” and “Golden Tiger Investment Group (422
(FH) F B BeE £E [H A BRZA F])”, both registered in Hong Kong.

2019)

Res 2371(2017) designated him as “Rep-
resentative for Korea United Develop-
ment Bank” on 5 Aug (KPi.058)
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China stated, “China has closed all the representative offices of the
DPRK financial institutions in China, and all the relevant representatives
in China have left China.”

song Trading Company representative in Yanji, China.

Ho Young Il (Aka Ho’ | Hana Bank Representative Dandong DOB: 9 September 1968
Yo’ng-il) In 2016, Ho Young Il was associated with a high volume of USD transac- | China
rorfe:Lel! tions for the FTB.
China replied, “The other DPRK individuals mentioned in the Panel's re-
port are neither included in the sanction list of the Security Council reso-
lutions nor registered in China as the representatives of the DPRK finan-
cial institutions. China cannot verify and confirm whether they have rela-
tionship with the DPRK financial institutions.”
Kim Mun Chol (Aka Representative for Korea United Development Bank. Uses false entity Dandong, DOB 25 March 1957
Kim Mun-ch’o’]) names including “Chongryu Technical Company” or “Kyong Un Trading | China
2lax Company” Res 2371(2017) designated him as “Rep-
China replied “that as a designated individual he has been blocked from resentative for Korea United Develop-
entry and Chinese banks requested the freeze of his assets. ment Bank” on 5 Aug (KPi.060)
Choe Chun Yong llsim International Bank Representative PP no: 654410078
(Aka Ch’oe Ch’un- Res 2371(2017) designated him as “Rep-
yo’'ng) resentative for Ilsim International Bank™
Epole:! on 5 Aug (KPi.054)
Ko Tae Hun (Aka Kim | Tanchon Commercial Bank Representative Transited 25 May 1972; PP 563120630 (expires 20
Myong Gi) China, March 2018)
TENZ (or LCHZ) Ethiopia, UN Res 2270 (2016) designated him as
UAE, vis- | “Tanchon Commercial Bank (TCB) offi-
(aka 23 71) ited Sudan! | cial” on 2 March (KPi.025)
Kang Min Daesong Bank representative who, in late 2016, held Chinese bank ac- Beijing, 07 May 1980; PP 563132918 (expires 04
2o counts. China February 2018)
China replied, “The other DPRK individuals mentioned in the Panel's re-
port are neither included in the sanction list of the Security Council reso-
lutions nor registered in China as the representatives of the DPRK finan-
cial institutions. China cannot verify and confirm whether they have rela-
tionship with the DPRK financial institutions.”’
Kim Sang Ho Representative, Korea Daesong Bank Yaniji, 16 May 1957 PP No.: 563337601 (ex-
ZIALS As of 2015, Kim Sangho was an Office 39 official posted as a Korea Dae- | China pires: 26 September 2018)

1 See S/2017/150, p. 64
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China replied, “The other DPRK individuals mentioned in the Panel's re-
port are neither included in the sanction list of the Security Council reso-
lutions nor registered in China as the representatives of the DPRK finan-
cial institutions. China cannot verify and confirm whether they have rela-
tionship with the DPRK financial institutions.”

cently departed Belarus. See: S/2017/742 para 50 and S/2016/15, para
187.

Federation?

Kim Jong Man (Aka Representative, Korea Unification Development Bank. In 2015, he was an | Zhuhai, 16 July 1956; PP No.: 918320780
Kim Cho’ng Man) Office 39 official posted to Hong Kong. China
21X ot China replied, “The other DPRK individuals mentioned in the Panel's re-

port are neither included in the sanction list of the Security Council reso-

lutions nor registered in China as the representatives of the DPRK finan-

cial institutions. China cannot verify and confirm whether they have rela-

tionship with the DPRK financial institutions.”
Kim Hyok Chol (Aka | Deputy Representative, Korea Unification Development Bank Zhuhai, 9 July 1978; PP No.: 472235761 (expires
Kim Hyo’k-Cho’l, China 6 June 2017)
Hyok Chol Kim

China replied, “The other DPRK individuals mentioned in the Panel's re-
s port are neither included in the sanction list of the Security Council reso-

lutions nor registered in China as the representatives of the DPRK finan-

cial institutions. China cannot verify and confirm whether they have rela-

tionship with the DPRK financial institutions.”
Ri Ho Nam (aka Ri Ryugyong Commercial Bank branch representative (2014 to present) Beijing, DOB: 3 January 1967; PP No.:
Ho-nam) China replied, “The other DPRK individuals mentioned in the Panel's re- | China 654120210 (expires 21 February 2019
g|s Lt port are neither included in the sanction list of the Security Council reso-

lutions nor registered in China as the representatives of the DPRK finan-

cial institutions. China cannot verify and confirm whether they have rela-

tionship with the DPRK financial institutions.”
Ms. Kim Su Gyong Korea United Development Bank (KUDB) Representative. Since 2011 Europe, DOB: 16 Jan 1973; PP 745120374
2aA made multiple trips around Europe, especially in France and Italy, with the | also trans-

assistance of her father, Kim Yong Nam, and brother, Kim Su-Gwang, ited UAE

RGB agents who used their status as staff members of international organ- | and the

izations to help her obtain visas. Kim Su-Gwang (Kim Sou Kwang) re- Russian

Mun Chao'ng-Ch'o’l

o
=8%

Tanchon Commercial Bank Representative. Has facilitated transactions
for TCB.

Res 2094 (2013) designated him as
“Tanchon Commercial Bank (TCB) offi-
cial” on 7 March (KPi.012)

2 The Russian Federation informed the Panel that unilateral sanctions were “not an argument for suspicion of unlawful activities on Russian territory”.
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Jong Song Ho

President of the Jinmyong Joint Venture Bank/Jinmyong Joint Bank —
TIHer A28l Jong Song Ho helped arranged the sale of a shipment of

DPRK coal aboard the Wise Honest through an Indonesian broker with the
final listed recipient being the ROK company, Enermax. See S/2019/171,
para 36 (business card at Annex 19).

Indonesia

RI, Jong Won (a.k.a.
RI, Cho'ng-Wo'n;
a.k.a. RI, Jung Won)
2 ¢

Foreign Trade Bank Representative. Russia replied to the Panel, “Mr. Ri
Jong Won arrived in Russia on 5 February 2018 as an officially accredited
member of the Embassy of the Democratic People’s Republic of Korea to
the Russian Federation. It is not known what information was used to de-
termine that he is the Moscow-based deputy representative of the Foreign
Trade Bank. Moreover, according to the available information, he returned
to the Democratic People’s Republic of Korea on 8 October 2018.”

DOB 22 Apr 1971; PP PS654320421
(exp 11 Mar 2019)

Choe Song Nam
CHOE, Song Nam
(aka CH'OE, So'ng-
nam)

X )g IEII-

pi

Representative of Daesong Bank

DOB: 07 Jan 1979; Passport 563320192
expires 09 Aug 2018

Kim Chol

KIM, Chol (a.k.a.
KIM, Ch'o'l)
24

Representative of Korea United Development Bank

DOB 27 Sep 1964

Paek Jong Sam
PAEK, Jong Sam
(a.k.a. PAEK, Chong-
sam)

Representative of Kumgang Bank

DOB 17 Jan 1964

HH = A}

1o O

Ko Il Hwan Representative of Korea Daesong Bank. According to a Member State, he DOB 28 August 1967

KO, Il Hwan (a.k.a. engaged in transactions for ship-to-ship transfers in 2018 while acting as Passport 927220424 expires 12 Jun 2022

KO, Il-hwan) representative of Daesong Bank in Shenyang.

Azt

Ri Myong Hun Representative of Foreign Trade Bank DOB 14 Mar 1969; Gender Male; Pass-

port 381420089 expires 11 Oct 2016

92/143 19-13211
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RI, Myong Hun (a.k.a.

RI, Myo'ng-hun)

2|82

Kim Nam Ung Representative for llsim International Bank, which is affiliated with the Passport no.: 654110043
2Lt DPRK military and has a close relationship with the Korea Kwangson Res 2371(2017) desigmated him as Rep-
Banking Corporation. llsim International Bank has attempted to evade resentative for llsim International Bank
United Nations sanctions.
RI, Jong Won The Russian Federation replied, Mr. Ri Jong Won arrived in Russia on 5 DOB: 22 Apr 1971; Passport no
(a.k.a. RI, Cho'ng- February 2018 as an officially accredited member of the Embassy of the 654320421 expires 11 Mar 2019
Wo'n: ak.a. Rl Democratic People’s Republic of Korea to the Russian Federation. It is
P B T not known what information was used to determine that he is the Moscow-
Jung Won) based deputy representative of the Foreign Trade Bank. Moreover, ac-

cording to the available information, he returned to the DPRK on 8 Octo-
ber 2018.

Source: The Panel, Member States and UN documents
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Annex 16 : DPRK financial institutions with overseas representatives

Names. alias. Korean and Chinese spellin HQ address / phone / fax/ Security Council designations and information provided to Panel
' ' petling SWIFT by Member States and United Nations resolutions

Bank of East Land BEL Building, Jonsung-Dong, Res 2087 (2013) on 22 January 2013 (KPe.013)

Zdtosy Pyongyang Info in UN Panel reports: S/2017/150; pp 76-77 and S/2017/742,

aka: Haedong Bank (Sl &2%3), Dongbang Bank,
Tongbang U’Nhaeng, Tongbang Bank,
(FEE) ZRIGERAT

Tel: +850 2 18111
Fax: +850 2 3814410

para 61.

Facilitates weapons-related transactions for, and other support to,
arms manufacturer and exporter Green Pine Associated Corpora-
tion. Has actively worked with Green Pine to transfer funds in a
manner that circumvents sanctions.

Credit Bank of Korea
mMAgeY

aka Korea Credit Bank, International Credit Bank,
(S AR T

Munsu Street, Central District,
Pyongyang

+850 2 3818285

+850 2 3817806

Daedong Credit Bank [JV]

fsAlges

KIFHE FHERAT

Aka Taedong Credit Bank, Dae-Dong Credit Bank,

DCB Finance Ltd, Perigrine-Daesong Development
Bank

Suite 401, Potonggang Hotel,
Ansan-Dong,

Pyongchon District, Pyong-
yang,

(b) Ansan-dong, Botonggang
Hotel,

Pongchon, Pyongyang,

+850 2 3814866

SWIFT: DCBK KPPY

Res 2270 (2016) on 2 March 2016 (KPe.023)

Representative offices and front companies in China according to
Panel: S/2017/150, paras 225-230 and S/2017/742, paras 51-56.
Clients include: T Specialist International (Singapore) Ltd, OCN
(Singapore) International Distribution Ptd Ltd; Pan Systems; Da-
lian Daxin Electron Co Ltd, Hongdae International, Yueda Inter-
national Trading Co, Hing Heng, Korea Sinheung Trading Co,
Hana Electronics.

Joint venture with Korea Daesong Bank; majority stake acquired
by a Chinese company. See current report, paragraphs XX.

Daesong Credit Development Bank [JV]
CHE L 82

Daesong Credit Development
Bank [Joint Venture]

Koryo Credit Development Bank :ggg ; g?& jétl)g

(HZ2HLAUE2d), Koryo Global Trust Bank,

Koryo-Global Credit Bank, Korea Credit Investment

Company (=M M2 EXt3| AL

First Eastern Bank Rason, DPRK Affiliated with Central Bank and Unaforte (Italy and Hong Kong,

China). See Panel report S/2017/150 para 221.
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Foreign Trade Bank (FTB)

792

ISR RIT

aka: Mooyokbank, Korea Trade Bank, Mooyokbank

FTB Building, Jungsong dong,
Central District, Pyongyang
Tel: +850 2 18111

Fax: +850 2 3814467
SWIFT/BIC FTBD KP PY

Res 2371 (2017) on 5 Aug 2017 (KPe.047)

State-owned bank which acts as the DPRK’s primary foreign ex-
change bank and has provided key financial support to the Korea
Kwangson Banking Corporation.

See para X on registered office abroad.

International Consortium Bank (ICB)

ENEREE

Hi-Fund Bank International Consortium Bank (ICB),
Sungri Hi-Fund International Bank, Sungri Economic
Group

Sungri Exhibition Hall, Pyong-
yang

Jinmyong Joint Venture Bank/Jinmyong Joint Bank

o
EREERT

Pyongyang

Tel: +85-02-18111-381-8161
Fax: +85-02-381-4410
Associated Factory:
Address:

Room No. 2204, 3211 Pyong-
yang Information Center,
Kyonghung-dong, Pothonggang
District, Pyongyang

Appears to be owned by the Jinmyong Trading Group. Advertise-
ment presented at 19th Pyongyang Spring International Trade Fair
(2016). Designated by OFAC in September 2017 pursuant to E.O.
13810, which targets, in part, persons determined to be operating
in the financial services industry in the DPRK. The President,
Jong Song Ho arranged the sale of a shipment of DPRK coal
aboard the Wise Honest through an Indonesian broker with the fi-
nal listed recipient being the ROK company, Enermax. See
S/2019/171, para 36 (business card at Annex 19).

Koryo Bank

a2y

= A ERAT

Koryo Bank Building, Pyong-
yang, Democratic People's Re-
public of Korea

Res 2356 (2017) on 2 June 2017 (KPe.045)

Associated with Office 38 and Office 39 of the KWP. Operated by
Korea Myohyang Economic Group; joint venture partner in
Koryo-Global Bank.

Koryo Credit Development Bank / Daesong Credit
Development Bank [JV] (Aka. Koryo-Global Credit

Bank, Koryo Global Trust Bank) 1022171 &2

CHEMBIHL 2 (aka N2 2L E2H)

Yanggakdo International Hotel,
Pyongyang

Tel: +850 2 381 4100

Fax: +850 2 341 4013

Res 2371 (2017) on 5 August 2017 (KPe.049)

Joint venture with Koryo Bank

Korea Daesong Bank

g2/ 2 tfgded

RAHRTT

aka: Choson Taesong Unhaeng, Daesong Bank, Tae-
song Bank

According to a Member State, in 2018 the bank has

used the following false names when processing
transactions for ship-to-ship transfers:

Segori-dong, Gyongheung
Street, Pyongyang

Tel +850 2 818221

Fax +850 2 814576
SWIFT/BIC:
KDBKKPPY

Res 2321 (2016) on 30 November 2016 (KPe.035)
Owned and controlled by Office 39 of the Korea Workers’ Party
According to a Member State, Ko Il Hwan engaged in transactions

on behalf of Korea Daesong Bank from Shenyang for ship-to-ship
transfers in 2018.
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Z M= MAAZ A (Chosun Noksaek Sanop Muyok,
Korea Green Industry Trading Company/Corporation
EEE SR\ BR S ) and

Z M A8 EX}3| AH(Chosun Sinyong Tuja Hoesa,
Korea Credit Investment Company/Corporation 5] %
& M#FE L] or FHIEHE IR E 2 4L).

Korea Kwangson Banking Corporation
EMBMLY
TEE 8 ER1 T, Korea Kwangson Finance Company,

8% 2% 8% 4 435/, Korea Kwangson Finance
Company

Jungsong-dong, Sungri Street,
Central District, Pyongyang

Res 2370 (2016) on 2 March 2016

Provides financial services in support to Tanchon Commercial
Bank and Korea Hyoksin Trading Corporation, a subordinate of
the Korea Ryonbong General Corporation. Tanchon has used
KKBC to facilitate funds transfers likely amounting to millions of
dollars, including transfers involving KOMID-related funds. For
more info see PoE report S/2017/150, p. 63.

Korea National Insurance Corporation

ZHUFEAS A

Korea Foreign Insurance Company, i & B R pa 5
=t

KNIC Building, Central Dis-
trict Pyongyang

+850 2 18111/222 Ext:3418024
+850 2 3814410

Korea Joint Venture Bank

=L

Korea Joint Bank, Korea Joint Operation Bank, Cho-
sun Joint Operation Bank, Habyong Bank, #it$&5&

w7

KJB Building, Ryugyong 1
dong, Pothonggang District,
Pyongyang

+850 2 381-8151, 850-2-
18111-381-8151

+850 2 381-4410

Ryugyong Commerical Bank (RCB)

= O sH/I= o Bl
TR I UL

Ryusang Bank, HI 5 s U RA T, #IRsiERA T

Changgwang Hotel, 5th Floor,
Pyongyang

Beijing, China

Dandong, China

Two ATMs at Pyongyang Airport and one in the lobby of
Changgwang Inn.

Ryugyong Commercial Bank ATM lists an address in the
Changgwang Foreign House, Suite #05-24

Joint Venture with OCN Pyongyang Office and Koryo Commer-
cial Bank

Korea Unification (United) Development Bank
(ZM) SYuH e

KUDB Building, Pyongyang

SWIFT/BIC: KUDBKPPY

Res 2321 (2016) on 30 November 2016 (KPe.033)
USA on 16 March 2016
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(FI8) R — RIRIRAT

aka: Myohyangsan Bank, Unification Development
Bank, T’ongil Palchon Bank, Korea Tongil Paljon
Bank, Korea Reunification Development Bank

See Panel of Experts report (S/2017/150, p 62)

Hana Banking Corporation

St

aka Korea Kumsong Bank, Kumsong Bank, Single-
Minded International Bank,

ISB Building, Pyongyang;
Haebangsan Hotel, Jungsong-
Dong, Sungri Street, Central
District, Pyongyang, Dandong,
China

SWIFT/BIC BRBKKPPIXXX

Partial Ownership by Central Bank. Overseas several Bank Card
product lines for domestic use

llsim International Bank

A2

HCERRERAT

aka. Korea Kumsong Bank, Kumsong Bank, Single-
Minded International Bank, H L:[EPFRERTT

ISB Building, Pyongyang
Pyongyang, Democratic Peo-
ple's Republic of Korea
SWIFT: ILSIKPPY

Res 2321 (2016) on 30 November (KPe.034)

Affiliated with the DPRK military and has close relationship with
Korea Kwangson Banking Corporation (KKBC) and has at-
tempted to evade United Nations sanctions.

First Credit Bank. (JV) or Cheil Credit Bank
Mg

5 IR

aka: First Trust Bank Corporation, Jeil Credit Bank,
Kyongyong Credit Bank

a) 3-18 Pyongyang Information
Center, Potonggang District (as
of 2016). b) i Rakrang District,
Jongbaek 1-dong Tel: +850 2
433-1575 (02-433-1575)
SWIFT: KYCBKPPY XXX
Rakrang Tel: 961-3331, 961-
0003

Belongs to Workers Party of Korea. It was established in 2008 as
JV venture with Singapore’s Miracle Commerce Pte. Ltd., and its
CEO William Toh (aka Toh Hwee Howe) who has been involved
in trade with the DPRK using his other two companies, I-Tech In-
telligence Resources and Sinsar Trading Ltd.

Koryo Commercial Bank
nydgeH
AR T

aka Korea Commercial Bank

KCB Building, Taedonggang
District, Pyongyang; ; Beijing,
China; Shenyang, China;
SWIFT/BIC KCBKKPP1

Joint Venture with OCN and Ryugyong Commerical Bank

Tanchon Commercial Bank

EESPGEEC

i) 11 P A BRA T

AKA: Changgwang Credit Bank, (& &4+1223)
Korea Changgwang Credit Bank

(A L8 2E); Yongaksan Bank

(824H28), Lyongaksan Bank (B2 4H23)

Saemul 1-Dong Pyongchon
District, Pyongyang

Designated by UN on 24 Apr. 2009 (KPe.003)

Main DPRK financial entity for sales of conventional arms, ballis-
tic missiles, and goods related to the assembly and manufacture of
such weapons. Under Second Economic Committee; financial
arm of KOMID.

Korea United Development Bank (KUDB)

KUDB Building, Pyongyang

Res 2321 (2016) on 30 November (KPe.033)
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TMSYLTLY
(80 YRR

aka: Myohyangsan Bank, Unification Development
Bank, T’ongil Palchon Bank, Korea Tongil Paljon
Bank, Korea Reunification Development Bank

SWIFT/BIC: KUDBKPPY

Information in UN POE report: S/2017/742, p. 22

Kumgang Group Bank / Kumgang Bank (KKG)
Korea Kumgang Bank
xN) 3L

(=

4xMI¥R1T aka: Kumgang Export and Import Bank

Kumgang Bank Building, Cen-
tral District, Pyongyang (The
North East Asia Bank building
in Pyongyang became the KKG
Bank building)

Associated with Korea Ponghwa General Corporation (under Ex-
ternal Economic Committee of the Cabinet) and Korea Pyongyang
Trading Company

Kumgyo International Commercial Bank
SRS (ogut=ld

Affiliated with Korean Chongsong Mining Company and
Changgwang Shop. See Panel report S/2017/150 para 220.

Tanchon Commercial Bank

CHH Al e

i) 1 P L ARAT

AKA: Changgwang Credit Bank, (& 24&
Korea Changgwang Credit Bank

(A LE28); Yongaksan Bank

o
2l), Lyongaksan Bank (2} AH23l)

rlo

)

Saemul 1-Dong Pyongchon
District, Pyongyang

Designated by UN on 24 Apr. 2009 (KPe.003)

Main DPRK financial entity for sales of conventional arms, ballis-
tic missiles, and goods related to the assembly and manufacture of
such weapons. Under Second Economic Committee; financial
arm of KOMID.
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Annex 17 : Payment for Wise Honest transshipment costs arranged by DPRK bank representative

Source: Annex 19 of Panel’s report S/2019/171 of 5 March 2019.

b. Supplementary information on payment for Wise Honest from US Court documents

Excerpts from Case 1:19-cv-04210 filed on 9 May 2019, United States District Court, Southern District of New
York

43. In connection with the March 2018 shipment of coal on board M/V Wise Honest from North K orea, see supra
11 28- 30, payments totaling more than $750,000 were transmitted through the correspondent accounts of another

U.S. financial institution ("Bank-2"), which was specifically listed as being located in "New York, USA."

Source: Case 1:19-cv-04210 filed on 9 May 2019, United States District Court, Southern District of New York
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Annex 18 : Screenshot of media coverage of a Republic of Korea Parliamentary Committee Press Conference
on Detention of DN5505 for importing DPRK-origin coal

SWHXNCIR) L SYLR MY AY(HA 19.4.17)

Mg oy A g Az
DNSS05 @9 MF Mo Mg wiel ‘1929 #4)
UAZY ST YR AR RUOA 1929 T4
W omolouol 29 WA WK WUNA 18109 T
Hojua) g A > as
b 8% A AR BUeN 17.19
ey 9 4 YAE NUeAN 17129 14
WUS Gola 89 M2 NP A 29 1819 A

FUA AU 44 yas yapy g RUVE EA

English Translation:

Current Status of Vessel Suspension of Departure (or Detention) (Edited 2019.04.17)

Ship Name Current Status Reason Date

DN5505 Departure Delayed/Pending Importing North Korean coal Action Taken 2019. Feb.

KATRIN Departure Delayed/Pending lllegal Transshipment of Refined Qil Action Taken 2019. Feb.

P PIONEER Departure Suspended Illegal Transshipment of Refined Oil  Action Taken 2018. Oct.

LIGHTHOUSE WINMORE Departure Suspended Illegal Transshipment of Refined Oil Action Taken 2017. Nov.

KOTI Departure Suspended Illegal Transshipment of Refined Oil Action Taken 2017. Dec.

TALENT ACE Departure Suspended Carrying North Korean coal Action Taken 2018. Jan.

) . .. Departure Delayed/Pending Action Taken 2018. Sep.

LUNIS Departure Delay Revoked Illegal Transshipment of Refined Oil Revoked 2018. Oct.

Source: Meeting of the special committee on the investigation of sanctions against North Korea, YouTube, 18
April 2019. https://www.youtube.com/watch?v=e7ldPPMeIN4
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Annex 19 : International Shipping News, “Ship Suspected of Carrying N.K. Coal Is Under
Probe: lawmaker”, 19 April 2019

A Togo-flagged ship has been under probe in South Korea on suspicion of carrying North Korean coal in a poten-
tial violation of U.N. Security Council sanctions, an opposition lawmaker said Thursday.

The vessel, believed to have come from Russia’s Nakhodka, entered the South Korean southeastern port of Po-
hang in February to unload 3,217 tons of North Korean coal and its departure was suspended, ac cording to Rep.
Yoo Ki-june of the main opposition Liberty Korea Party (LKP).

The DN5505 vessel also unloaded 2,588 tons of coal in South Korea in November, he said.

“The government grudgingly recognized that the vessel was shipping North Korean coal and kicked off the inves-
tigation,” Yoo claimed.

North Korea is banned from exporting coal, iron ore and other mineral resources under Resolution 2371, passed
in August, 2017. U.N. sanctions call for a country to capture and look into a vessel suspected of engaging in pro-

hibited activities with North Korea.

The DN5505 has become the sixth ship whose departure from a South Korean port was suspended or denied due
to suspected shipments of North Korean coal or ship-to-ship oil transfer in international waters.

Yoo said the name of the ship was changed in January 2018 and its original name is Xiang Jin.

Source: “Ship suspected of carrying N.K. coal is under probe: lawmaker” in International Shipping News, 19
April 2019.
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Annex 20: Austria’s reply to the Panel

102/143

w—— PERMANENT
— MISSION

OF AUSTRIA

TO THE UMITED
MATIOMS IN NEW YORK

Mew-York-OV/RECHT/0140/2019

The Permanent Mission of Austria to the United MNations presents its compliments to the
Panel of Experts established pursuant to United Nations Security Council resolution 1874

(2009} and has the hanour to transmit the following:

With reference to the Panel's letter dated 28 June 2019 (S/AC.49/2019/PE/OC.75) Austria
would like to provide the following information in addition to the letters dated 23 March
2017 as well as 26 October 2017:

A. Korea Ungum Corporation

As the Panel of Experts is aware, the Austrian Authorities have been dealing with the
Korea Ungum Corporation since 2012 and seeking cooperation with the panel
concerning this matter on several occasions, Based on the investigations of the Austrian
Authorities, the facts may be summarized as follows:

1. Korea Ungum Corporation held the following bank accounts with Meinl Bank AG:

+ No. 100493444: balance USD 768,168.24

+ Mo. 100493445: balance EUR 1,127,465.35

2. The following persons were registered as authorised signatories of the bank accounts:
* Mr. HYON Yong Il DOB March 1964 [no known permanent residence in Austria)

* Mr. KIM Yu Jin, DOEB 23 September 1963 (member of the administrative and technical
staff at the DPRK Embassy in Vienna, registered from 10 May 2007 until 11 February
20100

* Mr. RI Yong Su, DOB 10 June 1959 {member of the administrative and technical staff
at the DPRK Embassy in Vienna, registered from 6 October 2004 until 2 May 2007)
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3. In July 2012, Mr. HYON Yong Il intended to close the accounts of Korea Ungum
Corporation with Meinl Bank AG and transfer the balance via West Landesbank in
Germany to an account of the Foreign Trade Bank of the DPRK (FTE).

4, On 26 July 2012, Meinl Bank AG submitted a suspicious transaction report to the
Criminal Intelligence Service of Austria, because the Bank had suspected Korea Ungum
of money laundering. The report was forwarded to the Vienna Public Prosecutor's Office,
which on the same day ordered the freezing of the accounts due to suspected money
laundering activity.

5. 0n 17 July 2015 the Vienna Public Prosecutor's Office closed the meney laundering
proceedings due to lack of evidence and lifted the freezing arder,

6. However, no moneys were released, since the Austrian Mational Bank, as the
competent Austrian authority to monitor the implementation of financial sanctions,
confirmed to Meinl Bank that the bank accounts remained frozen pursuant Council
Regulation (EC) No. 329/2007 concerning restrictive measures against the Democratic
People's Republic of Korea.

7. In February 2016, the Korea Ungum Corporation, requested a cash withdrawal from
the bank accounts which supposedly should have been made available to a member of
the DPRK Embassy in Vienna. However, this request was refused.

8 In October 2016, in order to achieve legal certainty for freezing the accounts in the
view of potential lawsuits, Austria proposed the listing of Korea Ungum Corporation
under EU sanctions legislation, after it had asked the Panel of Experts for additional
information. However, no consensus among EU member states could be reached on the
listing proposal,

9. On 9 January 2017, the DPRK Embassy requested the release of funds from the above-
mentioned bank account No. 100493444, allegedly in order to pay an outstanding salary
to Mr. JO Kwang Chol based on a fabricated labour contract with Korea Ungum
Corporation (for further details see Part B below). Again, the request was refused.

10. In February 2017, in order to solve the matter in conformity with the sanctions

measures against the DPRK, Meinl Bank AG bought DPRE promissory notes to the value
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of the balance in the above-mentioned accounts from Winter Bank, another Austrian
private bank, which held DPRK promissory notes of several million Euros. The accounts
were set off against the promissory notes, thereby avoiding that any funds were made
available to FTB or any other entity of the Government of the DPRK.

11. On 28 February 2017, both bank accounts of Korea Ungum Corporation with Meinl
Bank AG were closed, well before the listing of FTB by the Security Council on 5 August
2017.

B. JO Kwang Chol

1. Mr. JO Kwang Chol (DOB 5 August 1975, Passport No 745420418, see attachments 1
and 2) has been accredited since 2 February 2016 as a member of the administrative and
technical staff of the DPRK Embassy in Vienna. His current accreditation card is valid until
3 November 2020. Mr. JO's private address is not known to the Austrian authorities.
There is no legal obligation for accredited members of Embassies in Austria to register
their private addresses.

2. In December 2016, the DPRK Embassy request the release of funds in the amount of
EUR 33,600.00 from the bank account No. 100493444 with Meinl Bank AG, allegedly in
order to pay an outstanding salary to Mr. JO for his work as an agent of Korea Ungum
Corporation in Vienna from February to September 2016. However, the Austrian
authorities came to the conclusion that this request was an imposture, based on a
fabricated labour contract. When the DPRK Embassy was confronted with the suspicion
that the contract and supposed work of Mr. JO potentially violated Article 42 of the
Vienna Convention on Diplomatic Relations, OP 33 of Security Council Resolution 2321
(2016) as well as Austrian tax and labour laws, it withdrew its request and no funds were
released.

3. After careful analysis of all available facts, the Austrian authorities determined - in line
with the discretion afforded to Member States in OP 33 of Security Council Resolution
2321 (2016) - that there was no sufficient and reliable evidence to conclude that Mr. JO
was actually working on behalf of or acting at the direction of the FTB during his posting
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in Vienna. The alleged labour contract was poorly fabricated and there was no evidence
of any activities of Mr. JO as supposed agent of Korea Ungum Corporation and/or FTB
before or particularly after the adoption of Security Council Resolution 2321 (2016) on 30
November 2016. This conclusion was corroborated by the fact that, unlike previous staff
at the DPRK Embassy, Mr. JO was never registered as an authorised signatory of the
above-mentioned bank accounts of Korea Ungum Corporation. Mr, JO is also not
registered in the Austrian business register, nor in the Austrian company register or in

the Austrian land register.

C. Implementing measures

1. Council Regulation (EC) No. 329/2007 which was later replaced by Council Regulation
(EU) No. 2017/1509 of 30 August 2017 transposed the obligation to freeze assets of
individuals or entities under paragraph 8 (d) of Security Council Resolution 1718 (2006)
and subsequent relevant Security Council Resolutions.

2. According to the Austrian National Bank, as the competent national authority, action
taken pursuant to Art, 28 and 29 of Regulation (EU) 2017/1509 of 30 August 2017
implementing UNSC-Resolution 2321 (2016) has led to the closure of 12 bank accounts
held by persons affiliated with the DPRK Embassy in Austria. According to available
information, the DPRK Embassy no longer holds any bank account in Austria at all, as
local banks refuse to do business with the Embassy. Due to very strict national banking
secrecy legislation, more detailed information could only be acquired by a court order.

3. In this context it is noted that the personal scope of Art. 28 of said EU Regulation goes
beyond the scope of OP 16 of Security Council Resolution 2321 (2016), which only refers
to diplomats and consular officers, whereas Art. 28 of the EU Regulation includes all
members of DPRK diplomatic missions. According to the well-established definitions in
the Vienna Convention on Diplomatic Relations (VCDR) and the Vienna Convention on
Consular Relations (VCCR), which both reflect customary international law, the terms
“diplomatic agent” (cf. Art. 1 (e) VCDR) and “consular officer” (cf. Art. 1 (d) VCCR) do not

encompass "members of the administrative and technical staff" nor the family members

105/143



S/2019/691

106/143

of such diplomat agents and consular officers, who are therefore outside the scope of OP
16 of Security Council Resolution 2321 (2016).

4. In accordance with Art 28 and 29 of Council Regulation (EU) 2017/1509 the obligation
to close the accounts of DPRK diplomats departing/having departed their posting is with

the credit and financial institutions.

The Permanent Mission of Austria to the United Nations avails itself of this opportunity

to renew to the Panel of Experts the assurances of its highest consideration.

To the

Panel of Experts O
established pursuant to UN Security Council resolution 1874 (2009)
United Nations

New York
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Letter from the DPRK Embassy in Beijing requesting visa for Jo Kwang Chol and his family

Embassy of the Democratic People’ s Republic of Korea

Yo S %o

The Embassy of the Democratic People’s Republic of Korea in Beijing
presents its compliments to the Embassy of the Republic of Austria and has
the honor to kindly request the latter to issue the D-visas in favor of following
newly appointed staff member of the DPR Korea Embassy to the Republic of
Austria and his family who will stay in Austria for 4 years from January 25,
2016, who names, dates of birth, passport numbers are as follows:

L. Mr. Jo Kwang Chol. Bom: 05-Aug-1975. Passport No-PS745420418
2. Mrs. Choe Hyang Mi. Born: 23-Jan-1976. Passport No-P$745420419
3. Mr. Jo Ju Ryong. Born: 22-Apr-2000. Passport No- PS745420420
4. Ms. Jo Ju Hyang. Born: 18-Aug-2003. Passport No- PS745420421

Please be informed that Mr. Jo Kwang Chol is the replacement of Mr. Ri
Jong Chol, the staff member of the DPRK Embassy to the Republic of Austria
and the application forms, copies of applicants’ passports and original
passports are enclosed herewith,

The Embassy of the DPRK avails itself of this opportunity to renew to the
Embassy of the Republic of Austria the assurances of its highest consideration.

December 03, Juchel04(2015)

To: Embassy of the Republic of Austria
Beijing

Source: Member State
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Annex 21 : Suspected DPRK cyber-attacks on financial institutions (including banks and
cryptocurrency exchanges) investigated by the Panel

A. Banks

Date Location Details

Dec Guatemala | Reported loss of 16 million USD.

2015

Dec Vietnam Attempted theft of more than 1 million Euro ($1.1 millions) of

2015 funds through fraudulent SWIFT messages according to state-
ment Tien Phong Bank later issued.!

Feb Bangla- Attempted theft of $951M

2016 desh

May South Af- | Reported theft of $18M from Standard Bank that caused a mal-

2016 rica/ Japan | function of the system shortly before the cash was withdrawn
from ATM machines at convenience stores in Tokyo and 16
prefectures across Japan with forged cards made with data sto-
len from credit cards issued by the bank.
A reply from the Government of Japan to the Panel dated 25
July 2019 stated, “As of 9 July 2019, approximately 260 sus-
pects, including organized crime group members, have been ar-
rested, and the total amount of the cash illegally withdrawn
from the ATMs across Japan was approximately 1.86 billion
yen. The suspects used forged cards with data of roughly 3,000
pieces of customer information stolen from the Standard Bank
in the Republic of South Africa, in order to withdraw cash
from approximately 1,700 ATMs located in Tokyo and 16 pre-
fectures across Japan. The case is still under investigation.”

July India Attempted theft of $166M using tactics and techniques similar

2016 to February 2016 attack on Bangladesh Bank. Funds were
transferred to the Canadia Bank Plc and RHB IndoChina Bank
Ltd in Cambodia, the Siam Commercial Bank in Thailand,
Bank Sinopac in Taiwan Province of China, and a bank in Aus-
tralia (routed by Citibank New York and JP Morgan Chase
New York).

July Nigeria Attempted theft of $100M?

2016

Oct Tunisia Attempted theft of $60M

2017

Oct Taiwan Attempted theft of $60M from Far Eastern International Bank;

2017 Province all but $500,000 recovered by the bank®

of China

L https://www.nytimes.com/2016/05/27/business/dealbook/north-korea-linked-to-digital-thefts-from-global-banks.html

2 APT38: Un-usual Suspects, October 2018, p.7, mentions ‘an African bank that appears to have been targeted in early 2016 [...]
and involved an attempted theft of approximately $100 million’. https://content.fireeye.com/apt/rpt-apt38
3 Article by Reuters dated 16 October 2016 on the DPRK likely behind SWIFT cyber-attack on Taiwan Province of China.
https://reut.rs/2kVSmKO.
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Jan Mexico Attempted theft of 110M USD from Bancomext*

2018

Jan Costa Rica | Attempted theft of 19M USD®

2018

Feb India Attempted theft of 16.8 USD from City Union Bank using

2018 techniques similar to February 2016 attack on Bangladesh
Bank.

March | Malaysia | Attempted theft of 390M USD 29 March 2018 cybersecurity

2018 incident involving attempted unauthorized fund transfers using
falsified SWIFT messages

May Chile Theft of approximately 10 million USD from Banco de Chile

2018 through unauthorized transactions using SWIFT, mainly to

Hong Kong. The hackers distracted bank employs from the
theft by using malware to render 9000 bank owned computers

inoperable.®

June Liberia Attempted theft of 32M USD

2018

Aug India Reported theft of 13M USD through attack on Cosmos Bank

2018 through simultaneous ATM withdrawals across 23 countries in
five hours as well as the transfer of 139 million Rupees to a
Hong Kong-based company’s account in three unauthorized
SWIFT transactions. On 8 October 2018 the United States in-
cluded this and other similar DPRK attacks in its alert regard-
ing the “FASTCash Campaign™’

Oct Chile Attack on Redbanc using malware called

2018 POWERRATANKBA. Sophisticated social engineering via
LinkedlIn, Skype.

Feb Malta Attempted theft of 14.5M USD from the Bank of Valletta

2019 (BOV) on 13 February. Before being reversed, transfers were
made to banks located in the UK, the US, Czech Republic, and
Hong Kong, China. “phishing” activity using the same digital
fingerprint had been detected since October 2018.

Feb Spain Attempted theft of 10.8M USD?

2019

4 FireEye APT38 report

51In a reply to the Panel dated 24 July 2019, the Mission of Costa Rica stated, “The Mission can confirm that a private financial
institution experienced an alleged cyberattack in Costa Rica in January 2018. An investigation has been launched by the
Office of the Public Prosecutor's Division on Fraud. On July 17, 2019, the Division delegated the investigation to the Ministry
of Science, Technology and Telecommunication. Because the investigation is still ongoing, it is not possible for the Mission
to provide the Panel with any result.”

6 FireEye APT38 report

" Alert (TA 18-275A) “Hidden Cobra — FASTCash Campaign”, US-CERT (United States Computer Emergency Readiness Team), 8
October 2018. The general pattern of such attacks targeting financial institutions has been well documented in a criminal
complaint issued by the U.S. Government. Criminal Complaint filed to the U.S. District Court for the Central District of
California against Park Jin Hyok https://www.justice.gov/opa/press-release/file/1092091/download

8 Spain’s National Cryptologic Centre (CCN), under the National Intelligence Centre stated in its 2019 Cyberthreats

and Trends report that hackers associated with the DPRK government conducted the largest number of reported

cyberattacks against Spain in 2018.
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March | Gambia

2019

Attempted theft of 12.2M USD

March | Nigeria

2019

Attempted theft of 9.3M USD

March | Kuwait

2019

Reported theft of 49M USD

Source: Information from Member States, Statements by Government agencies, corporate statements, reports by cyber se-
curity firms and media articles

B. Cryptocurrency

Date

Location

Details

Feb 2017

ROK

Theft of 7M USD in first attack on Bithumb

22 April 2017

ROK

Theft of 4.8M USD in first attack on Youbit
(3618 Bitcoin)

12 May 2017

Global WannaCry attack resulted in Bitcoin
laundered through Monero
144,000 USD (52 Bitcoin)*

July 2017

ROK

Reported theft of more than 7 million USD
in second attack on Bithumb including:
870,000 USD in Bitcoin and 7 million USD
in Bitcoin and Ethereum.!® National Intelli-
gence Services attributed to the DPRK.

Summer 2017

ROK

25,000 USD (70 Monero) ! through
Monero cryptojacking / mining through ille-
gal seizure of a Republic of Korea company
server

23 Sept 2017

ROK

Theft of undisclosed amount of Bitcoin
(possibly 2.19 million USD) in attack on
Coinis. Total of 6.99M USD reported in
losses from this and the April 2017 Youbit
attack combined

9 United States District Court, Central District of California, United States of America v. PARK JIN HYOK, Case No. MJ18-1479,
Criminal Complaint, 8 June 2018, para. 6. Available at www.justice.gov/opa/press-release/file/1092091/download.

10 Nikhilesh De, “Police Confirm North Korean Connection in Bitcoin Exchange Phishing, Coindesk, 2 October

2017 https://www.coindesk.com/police-confirm-north-korean-connection-bitcoin-exchange-phishing; and Stan

Higgins, North Korea Is Targeting South Korea’s Bitcoin Exchanges, Report Claims, 12 September 2017,

https://www.coindesk.com/report-north-korea-targets-south-koreas-bitcoin-exchanges-cyber-attacks. The Korean

Internet Security Agency reportedly thwarted an attempted hack on 10 Korean exchanges back in October.

1 According to a news article, an assessment by Kwak Kyoung-ju at the Republic of Korea Financial Security

Institute attributed the seizure of a server at an ROK to a hacking unit called “Andariel”. Sam Kim, “North Korean

Hackers Hijack Computers to Mine Cryptocurrencies” Bloomberg, 31 December 2017.
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May-Sept ROK ROK Police reported attacks on three cryp-
2017 tocurrency exchanges by DPRK actors and
detailed that 25 employees at four different
exchanges were targeted in 10 separate

“spear phishing” attempts since July 20172

Coinis attack — undisclosed amount of

23 September Bitcoin, possibly 2.19 million USD*?
2017
19 Dec 2017 | ROK Theft of 17 percent of Youbit assets in sec-

ond attack on Youbit. Youbit later declared
bankruptcy as a result of hack.!*

Dec 2017 Slovenia Reported theft of 70+M USD from the
bitcoin mining company, NiceHash, which
reported “a highly professional attack with
sophisticated social engineering” that re-
sulted in approximately 63.92M USD of
Bitcoin being stolen.

June 2018 ROK Third attack on Bithumb. Bithumb an-
nounced in a since deleted tweet that hack-
ers stole approximately $31 million. Pro-
ceeds were laundered through a separate
crypto-currency exchange called YoBit.

Aug 2018 India Reported theft of 13M USD

Oct 2018 Bangladesh Attempted theft of 2.6M USD

March 2019 Thailand/Singa- Reported theft of 9M USD from DragonEx
pore/Hong Kong,
China ®

12 Republic of Korea Police https://www.coindesk.com/police-confirm-north-korean-connection-bitcoin-ex-

change-phishing; https://www.coindesk.com/report-north-korea-targets-south-koreas-bitcoin-exchanges-cyber-at-

tacks. Korean Internet Security Agency reportedly thwarted an attempted hack on 10 Korean exchanges back in

October.

13 Republic of Korea Intelligence Service as reported by Yonhap News, 16 December 2017. “Spy agency suspects N. Korean
involvement in recent hacking into cryptocurrency exchange”, https://www.yna.co.kr/view/AKR20171216027100014.

14 «“Youbit statement announcing closure following hack” (Korean). 19 December 2017.

15 According to the company’s Twitter and LinkedIn accounts, it is based in Singapore. The LinkedIn page states,

“Registered in Singapore, Operation Department headquartered in Bangkok.” However, Singapore indicated to the

Panel that it does not currently have any registration information for a company under the name of DragonE x.

Singapore further stated, “We note that DragonEx’s announcement of 27 March 2019 on its Telegram channel states

that the Hong Kong Cyber Security and Technology Crime Investigation Bureau is investigating the incident.”

DragonEx stated in its announcement of the cyberattack that it informed the judicial administrations of Estonia,

Thailand, Singapore and Hong Kong. For more information on the attack, see http://www.coinwire.com/360-secu-

rity-warns-about-lazarus-hacker-group and

https://www.secrss.com/articles/9511
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March 2019 ROK Reported theft of 20M USD in fourth attack
on Bithumb (3M EOS and 20 million Ripple
coins stolen worth $13.4M USD and 6M
USD, respectively)

28 May 2019 | ROK UpBit attacked. No losses reported.

Source: Information from Member States, Statements by Government agencies, corporate statements, reports by cyber se-

curity firms and media articles
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Annex 22 : Information on patterns and methods of DPRK cyber attacks

1.

After selecting a target, malicious DPRK cyber actors research employees and organizations
looking for vectors of attack. Attacks frequently involve one or more of the following tactics
employed against a single target: engaging in spear phishing attacks; engaging in Watering Hole
attacks whereby hackers compromise sites likely to be visited by a particular target group; and
exploiting existing, well known software vulnerabilities which the target is believed to have left
unpatched. After establishing an initial foothold, DPRK hackers then work to move laterally and
elevate their privileges within a system; establishing as much control as possible before attempt-
ing to execute a cyber-theft. These patterns of attack are not unique to DPRK hackers, what
distinguishes them are the targets they select (such as financial institutions) and that following
completion of their goals (or upon discovery) DPRK hackers are often willing to destroy large
amounts of data to cover their tracks or distract targets while the theft is in process.®

Examples of these tactics include spear phishing attacks in the form of job applications which
were sent to employees of the Bangladesh Bank in the February 2016 attack and used to com-
promise computers controlled by the bank.!” In 2017, DPRK cyber actors infected the website
of the Polish Financial Supervision Authority with malware programed to only download onto
computers which visited the site if they were from 104 pre-selected financial institutions and
telecom companies.® In March 2017 the security vulnerability known as CVE-2017-0144
which affected computers running some versions of the Windows operating system became
known. Patches were not initially available for Windows XP though and in May 2017 DPRK
hackers deployed the WannaCry ransomware worm targeting older computers running Win-
dows XP which had not patched the vulnerability.!® Finally, in 2018, as part of a cyber-heist
targeting a Chilean bank, DPRK hackers destroyed data on approximately 9,000 bank-owned
computers in order to distract bank employees from the theft of $10 million.?°

16 Nalani Fraser, Jacqueline O’Leary, Vincent Cannon, Fred Plan “APT38: Details on New North Korean Regime-Backed Threat
Group”, 3 October 2018. Accessed at https://www.fireeye.com/blog/threat-research/2018/10/apt38-details-on-new-north-
korean-regime-backed-threat-group.html on 11 July 2019.

7 United States District Court, Central District of California, United States of America v. PARK JIN HYOK, Case No. MJ18-1479,
Criminal Complaint, 8 June 2018.

18 Symantec Security Response, “Attackers target dozens of global banks with new malware”, Symantec. 12 February 2017.

1% Criminal Complaint filed to the U.S. District Court for the Central District of California against Park Jin Hyok.

2 Dave Sherwood and Felipe Iturrieta, “Bank of Chile trading down after hackers rob millions in cyberattack”. Reuters. 11 June
2018.
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Annex 23 : Actions taken by Member States to counter losses due to attacks by DPRK cyber
actors

Costa Rica

In its reply to the Panel of 24 July 2019, Costa Rica stated the following:

In terms of our country's cybersecurity strategy, we have strengthened the capabilities of the Response
Center for Information and Technology Incidents of the Ministry of Science, Technology, and Tele-
communications. The Center's main purpose is to provide quick IT response services to the public sector.
Although the Center does not handle prosecutions, the government has implemented response and co-
ordination protocols between the Center and other state agencies. Furthermore, the Government has
created a National Strategy for Cybersecurity; it has improved the monitoring capabilities of public
websites by the Response Center; and it has provided training in technical and logistical cybersecurity
to government officials. Lastly, the government has increased international cooperation in terms of
cybersecurity with governments and international organizations such as the Government of South Korea
and the Organization of American States, among others.

India
In its reply to the Panel of 7 June 2019, India stated the following:
In the light of SWIFT related incidents and frauds like the cyberattacks in August 2018 on Cosmos
Bank based in Pune, the banking regulator of India has undertaken various preventive measures which
include:
@) Issuing circulars on cyber security controls and on the controls that are required to be
put in place for trade finance transactions to avoid misuse of the SWIFT ecosystem, advising
the banks to implement controls for strengthening the security environment of the SWIFT in-
frastructure and to take steps to manage the operational risk surrounding the usage of the SWIFT
system, in a time bound manner.
(b)  Conducting special scrutiny of select banks to assess their operational control framework
to safeguard against the risk of misuse of the SWIFT ecosystem.
(©) Issuing a circular to banks advising them to undertake a comprehensive audit of their
SWIFT system covering the controls prescribed by the banking regulator.
(d)  Sharing of market intelligence on the SWIFT ecosystem gathered from various sources
with banks through the issuance of Advisories, which include information on indicators of com-
promise affecting the SWIFT payment ecosystem and measures prescribed to check for com-
promise and plug these immediately.

Japan
In its reply to the Panel dated 25 July 2019, Japan stated the following:

Preventing and addressing cyberattacks is a common challenge for the international community in terms
of national security and crisis management. The GoJ will continue to take necessary actions while col-
laborating with other countries. Regarding the Panel's inquiry of 8. in its letter, the specific measures
already taken by the relevant Ministries and Agencies to prevent and address the similar kinds of attacks
in general are exemplified as follows:

- The Police of Japan and the relevant authorities have been making their utmost efforts to
strengthen the cooperation with foreign security authorities and relevant organizations as well
as the public-private partnership, while enhancing the collection and analysis of cyber-threat
information.
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- The Financial Services Agency (FSA) has urged financial institutions that have ATMs accepting
the cards issued overseas to take preventive measures such as developing and introducing a
system to detect unusual dealing patterns and abnormal transactions, and the FSA has been fol-
lowing up by conducting annual research to the financial institutions concerned, for instance.

- The FSA has also been strictly carrying out on-site and off-site inspections/monitoring of
crypto-assets exchange service providers, and when the FSA identified issues/problems, it took
appropriate measures including administrative dispositions. Moreover, the relevant acts have
been updated and will come into force by June 2020 at the latest, in order to strengthen regula-
tions on crypto-assets exchange service providers, for example, by imposing on the providers
new obligation to store the customers' crypto-assets in much more secure manners such as Cold
Wallets, except the minimum amount needed for the smooth execution of their businesses.

Republic of Korea

In its reply to the Panel of 28 July 2019, the ROK stated the following:

In order to effectively address and deter cyberattacks on cryptocurrency exchanges, the ROK govern-
ment has been taking active measures. Most importantly, an inter-agency coordination mechanism is in
operation for the sharing of information and countering cyber threats. Also, security checks on crypto-
currency exchanges, the Information Security Management System (ISMS) Certification, capacity-
building of the private sector serve as key tools for enhancing cyber security and preventing future
attacks.

European Union

On 17 May 2019, the Council of the EU established a framework which allows the EU to impose tar-
geted restrictive measures, such as asset freezes or travel bans, in order to deter and respond to cyber-
attacks.?! The EU also published and has begun implementing the Fifth Anti-Money Laundering Di-
rective (AMDL5) which extends the scope of anti-money laundering rules to include cryptocurrencies.?

FATFE
The Financial Action Task Force (FATF) proposed strict new guidelines with respect to cryptocurren-
cies and member states are expected to begin implementing these rules in June 2019.%

2L European Council Council of the European Union. “Cyber-attacks: Council is now able to impose sanctions”. EU. 17 May 2019.

22 European Union. “Directive (EU) 2018/843 of the European Parliament and of the Council of 30 May 2018 amending Directive
(EU) 2015/849 on the prevention of the use of the financial system for the purposes of money laundering or terrorist financing,
and amending Directives 2009/138/EC and 2013/36/EU”. EU. 19 June 2018.

2 FATF. “Outcomes FATF Plenary, 17-19 October 2018”. FATF. 19 October 2018.
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Annex 24 : Marine Chain description according to company documents

Excerpts from Marine Chain Investor Deck:

Challenge:

Ship ownership, management and industry specific problems

»  The shipping industry is specialized and parochial.

« Itisrisky with high capital barriers to entry.

« Itis sensitive to the influence of macroeconomic and geopolitical developments, the unpredicta-
bility of the forces of nature and ever-changing human appetites and behavior

»  There is a tight knit community of dedicated owners and service providers who have developed a
highly specialized understanding of the dynamics of the industry and its inherent financial risks.

«  Major growth in demand for modernization of vessels to meet evolving standards of environmental
sustainability.

»  Mounting pressure on vessel owners to invest hard capital into vessels to meet fast approaching
deadlines for sustainability enhancements.

«  Shipowners have access to a limited segment of the financial community to meet the high industry
capital demands

The Shipping Industry is Facing Headwinds

Solution

Marine Chain Business model overview

«  The Marine Chain business model is based on the key principles of Efficiency, Transparency &
Sustainability (ET&S),

«  Marine Chain platform will offer next generation tokenization technology to monetize portions of
the vessel by conversion into digital units (tokens)

«  Digital tokens, supported on the Blockchain, represent fractional ownership of individual vessels
permitting investment from the full spectrum of the investment community.

«  Marine Chain will be introducing asset backed security tokens enjoying proprietary ownership of
the underlying vessel.

« Investors, as token holders will gain exposure to the economics of the vessel ownership, i.e. income
generation and capital appreciation from the underlying vessel.

«  These crypto assets will follow the ERC20 Token Standard and will be available for integration
with other services on the Ethereum blockchain.

Opportunity

«  Marine Chain has identified the unique and timely use of blockchain technology and asset tokeni-
zation as a significant business opportunity for vessel owners giving access to the blockchain technol-
ogy platform and tokenization of Marine Chain qualified vessels.

«  The vessel owner can use the proceeds of the tokenization to retire debt and boost operating mar-
gins.

«  The impact of the successful tokenization of a portion of a specific vessel will be to:

«  Boost operating margins

«  Enable essential investment in the vessel to meet sustainability requirements
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«  Potentially boost the value of the vessel

«  Enable any third party as a token holder to take fractional ownership of a vessel and participate in
the potential financial benefits of ownership

«  Enable token holders to trade the fractional ownership of the vessels on a secure trading platform
«  Enable token holders to liquidate for other crypto or fiat currencies.

»  Marine Chain believes that the Marine Chain blockchain tokenization model for the global mari-
time industry will have wide application into global industry and commerce

Utility vs Security Tokens

Regulators around the financial services industry globally are increasingly defining crypto currencies
into two distinct categories; utility token and security token.

Utility token: a currency style token issued and used to facilitate a currency type function (such as
Bitcoin).

Marine Chain Tokens (MCT) are utility tokens.
Security token: issued in exchange for the ownership of tangible assets with certain finacial rights per-
taining to those assets attached to the token.

Marine Chain Vessel Tokens are security tokens.
Utility token coin offerings seem likely to remain unregulated but the issue of security token and the

action of trading them will likely be considered a regulated activity under the various financial regula-
tory bodies governing global financial markets.

Capital Requirements

Stage | financing:
- Initial Coin Offering of Marine Chain Tokens (MCT).
- May-July 2018
- Soft Cap US$20m

Utility token tradable on recognised exchanges

Use of proceeds:
- Development of MCP trading platform and operating systems
- Establishment of the operating team and related expenses Liquidity buffer
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l. Marine Chain Platform

*MCP Key Process: MCP is designed to enable the tokenization of vessels. It is built on the
Ethereum blockchain enables fractional ownership of vessels. Token holders will be able to partic-
ipate in the financial benefits of vessel ownership.

* MCP Token Introduction: MCP will create Marine Chain Token (MCT) - an ERC20 compliant,
MCP specific currency - as a proof of contribution to the platform that is transferable. Once token
sale starts any Ethereum (ETH), Bitcoin (BTC), or Litecoin (LTC) wallet can purchase Marine-
Chain Tokens. Fiat currencies will also be accepted.

» Marine-Chain Token Usability and Transferability: The MCT Token Sale has the purpose to raise
funds for the platform development. MCT holders can later purchase Vessel Tokens with their MCT
when the platform has been built and is in operation. MCT holders can use their MCTs to pay any
fees (Vessel listing fee, trading fee, transfer fee etc.) or since MCT is an ERC20 token, they can
freely transfer their MCTs and trade it anywhere on the Ethereum eco-system.

» Tokenization of Vessels: Marine-Chain allows vessel builders, owners, or sellers to sell their ves-
sels on the platform digitally. Marine-Chain will work with partnered maritime organizations to
identify the potential vessels to be digitized on the platform. There will be strong due diligence
before confirming the listing on the platform of any vessel.

*Vessel Token Lifecycle Events: Upon successful creation of the vessel digital assets, all the token
holders are rightful owners of the vessel and will be entitled to a profit generated by the vessel.
Marine-Chain also aims to create value for the token holders by allowing secondary transactions to
occur where the vessel token ownership can be transferred to another person.

Blockchain for the Marine Industry

«  Blockchain History: Blockchain is a compound word, literally meaning putting blocks in chains.
Each block contains unique information about a transaction, i.e. who it's from, how much it's for or
where it's going. The genius of blockchain is the solving of what has been referred to in the industry as
the double spend problem. Effectively being able to spend the same money twice. This problem was
formerly solved by putting a trusted 3rd party in the middle of the transactions to prevent this from
happening. Cryptographers sought to solve this problem without the need for third party intervention.
»  Blockchain Technology: The blockchain which is the technology at the heart of Bitcoin creates
blocks and inserts each block into an immutable chain. Meaning a chain of blocks or records that can
never be changed. Each block has a timestamp and the data from the transaction. The chain is built on
a peer to peer distributed system that allows each node or person the full access to every transaction
that has even been recorded on the chain. This process is done through what is called mining. Once this
process is complete that newly form block can never be removed or altered.

«  New applications of blockchain: Blockchain can be used for many more application other than
currencies. Record keeping on the blockchain allows for an immutable record trail that is in the hands
of many people all with the same information. The advancement and rapid adoption of blockchain
technology has enabled a fundamental change in paradigm for many industries where democratization
and subdivision of ownership were previously impractical and inefficient. Marine-Chain aims to fulfill
a growing market need by utilizing the blockchain.
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«  Applying blockchain to the marine Industry: Although the marine vessel market has plenty of
opportunities for making significant gains, buying and owning a vessel is out of reach for most. When
joint ownership exists, it is usually with just a few select individuals under written agreements which
are slow and cumbersome to execute. Marine-Chain is applying blockchain technology for the "tokeni-
zation" of vessel 19 ownership. In a simple, fast, efficient and transparent process, these tokens can then
be

Revenue Model:

Marine Chain Platform

Revenue occurs when a vessel is tokenized, and any amount of those tokens are sold.

Marine Chain collects <1% of value traded on our platform on every transaction. This can occur many
times

over for each vessel because tokens can be exchanged easily. Additionally, each

time a vessel is listed/delisted on the Marine Chain Platform, there is a small fee collected. All transac-
tions are paid for by Marine Chain Tokens. Increasing the number vessels on our platform and sales
will increase revenue; our partnerships are important for this reason. Note that many vessels are worth
many millions of dollars.

By comparison, the Marine Chain Platform will attract sellers because we offer a reduction in the tra-
ditional broker fee of 1%, thus resulting in money saved for the seller.

Marine Chain Exchange

Revenue is derived from a small fee on each and every transaction that occurs on the platform. Increased
trading volume and users bases drive this number up. Additionally, Marine Chain Exchange may charge
a considerable fee for alt coins/tokens that want to be listed on tradable on the exchange. Furthermore,
a licensed exchange will allow us to list other Initial Coin Offerings (ICOs) for a hefty fee, likely to be
charged as a percentage of the amount of capital raised.

ICO Brokerage

Revenue from ICO. Brokerage are excluded at this stage.

Marine Chain: SWOT analysis

Strengths
Core team with massive amount of expertise and experience

Very strong advisors and partners

High-level design and architecture have been laid out

White paper and business plan

350-page report by SCMO on maritime industry leading to target segments

Top lawyers as advisors

In terms of execution, there is significant experience in the ICO space, so very high confidence to be
able to deliver the platform and exchange within the specified timeframe
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Opportunities
Shipowners are desperate for cash

Perfect timing on the sustainability theme

Access to huge asset class to a new investors

Expansion to other hard asset sectors

Once the exchange is up, we can expand in various areas creating futures, indices or others

On sustainability, we can potentially do scoring, measure the impact and can change the industry for
the better

In the shipping industry:

«  Tonnage is cheap now and expect to gain in the next 5 years; Reversing the depreciation factor of
the vessel

»  Projecting that ships' tonnage will be increasing gradually down the road
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Annex 25 : Excerpt from « Marine Chain Team members » document

MARINE CHAIN TEAM MEMEBRS :

Brain Child and Main Investor:

Julien Kim aka Tony Walker : +12068665574
Tony Walker tonywalker@marine-chain.io
Tony Walker tnywalker3 @gmail.com

Source: The Panel
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Annex 26 : Information on Consultancy contract signed between Julien Kim and Captain Foong
dated 18 January 2018

A. Contract details

The contract stipulated the following responsibilities: “Party B, under the consultant with Party A
and under his consent shall register the company with name Marine-Chain Foundation to the
country where it is helpful for company’s development”; “shall open corporate bank account(s) in
the bank where it is helpful for company’s development”; “shall attend the Company’s business-
related event”: and ““shall sign on the company’s business-related document i.e. agreement, con-
tract, payment proposal and etc” Foong could propose “ideas and plans for company’s develop-
ment” for Kim’s consideration, but was given no specific responsibilities typical of a CEO.

B. Julien Kim’s signature on last page of contract:

Signature:

I, Julien Kim, hereby accepts and agrees on the agreement:
Name: Julien Kim

4 g
Signature: :/,uv kon Jim’
Date: 18th January 2018

|, Captain Jonathan Foong, hereby accepts and agrees on the agreement:
Name: Jonathari Foong
Signature: ,.',",',2,, — -~

Date: 18th Janq#ry 2018
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Julien Kim’s signature on other pages of contract:

Source : The Panel
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Annex 27 : Additional findings in Marine Chain case investigation

1.

After signing the consultancy contract on 18 January 2018, Kim indicated to Foong
in a text message that he was to hold 100% of the company’s shares. Foong ob-
jected to this on the grounds that it was “too much responsibility” for him and “not
much time to look after the operation aspect”. Kim replied that he should not
worry about the company’s operations, stating, “you can simply write me authori-
zation letter to handle operation.” (See next Annex)

Despite Kim’s role in directing company operations, Foong was unable to answer
basic questions about or provide basic information, contacts or biodata for him.
When pressed, Foong produced some email and text correspondences with “Tony
Walker” as well as his alleged address in the US (which misspelled the city “Den-
ver”). Another of the consultants hired by Marine Chain as “Chief Strategist and
Development Officer” also complained about the orders emanating from “Tony
Walker” who was supposed to be just advising Foong and who was never seen in
person. Kim issued directions over email and text and joined meetings via Skype
or chat, claiming to be in various countries where he was meeting “potential inves-
tors”, including in Italy, China and the US.

Despite the opacity around his identity, Kim appears to have been unimpeded in
his ability to conduct business globally, hiring more than a dozen well-reputed
consultants and law firms across Europe, the US, and Asia with decades of inter-
national business experience (See Annex entitled, “Consultants and Law Firms re-
tained by Marine Chain”). Kim dealt directly with most of the consultants and law
firms he hired, presenting Foong with bills to pay for services and phone calls for
services the substance of which Foong was not aware.

After ceasing to make payments into Foong’s Singapore account, Kim disappeared
completely in July, leaving Foong to deal with all of the fall-out including unpaid
invoices, unpaid consultants etc. Foong tried multiple times to get in touch with
Kim, as did other team members. The company was closed in September 2018.

Source: The Panel
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Annex 28 : Text communications between Julien Kim (« Tony Walker ») and Captain Foong on
Marine Chain operations

A. Registration of Hong Kong company and allocation of shares
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B

. Financial instructions from Kim (“Tony Walker”) to Foong

Sing = =T 6:57 AM - +
e

Chats Tony Walker '8
=

Is good hv a company standby so that
ownerships can be established w/o
delay. Panama takes up to 3 week n

0 :

okay excellent.
Let me think about it Capt

Others will charge u much higher to
maintain ownership

| know Capt. Once the company is
properly setup, | would like to make a
MOU with SingClass for this job

Ok

Capt Jonathan, would you be able to
check the bank now? Sender rectified
the spelling and send it again.

19-13211
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of Singtel WiFi Calling & 6:49 AM S 08% mmm 4
Tony Walker furs
{ Chats I

let me check with sender’s side.

Pls resolve. Onboard plane now no
more correspondence for the time
being $1:55 AN

Dear Capt, Would you please make a
payment to Floyd first or assure Floyd
about the payment? There must be a
mistake from sender's side however, |
have to wait to contact due to different
timezone.

It is extremely important payment that
determines the future of the project. |
will settle with the sender soonest.

At least | would like you to assure
Floyd for the payment. | made a
promise with Floyd that the payment
will be made by today however, due to
the issues we are facing now, it seems
impossible at this moment. Would you
please at least call him to give him
assurance?

128/143 19-13211



S/2019/691

ol Singtel WiFi Calling T 6:56 AM S 29% - 4
e )
< Chats Tony Walker iy
=
Z. Adam
3. Aaron
Ok

Can u resend Aaron invoice pls

okay take time for Aaron.

Will send out Ophir’s invoice now. This
has to be settled by today

Pls send ASAP so that can make trip to
bank at a go

Best is to send all the invoices that
need to remit today so as not to miss
any as u send by piece meal and hard
to track

Amount to be settled by Today:
1. Nicolas

2. Adam

3. Ophir

Okay
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o1 Singtel WiFi Calling & 6:56 AM S 09% . 4

¢ Chats Tony Walker ﬁ

To get Clarkson agreed, we need to
finalised our procedures n then
proposed to Martin n convince him
that this is the new way of SNP in the
Broadchain methodology. He also
needs to convince his HQ for
acceptance.

They are earning far less n doing more
work here. They hv to find the buyers
that can accept our procedure n is not
easy. 331 PM

Capt Jonathan, would you please send
me the accounting file for MC? | would
like to know how much balance i have
at this moment of time

Ok - will revert the summary fyr

A
g AM Y

Capt Jonathan. Good morning. Would
you be able to join our call for business
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< Lnars g e

Would you be able to attract
shipowner's interests towards our
project so that they may invest/
support our platform at early stage?

Noted yours n can help broadcast n
meet some. All incidental costs will b
chargeable then to u. 11:23 AM

of course

To spread wide n attract more, at a
shorter time, is good to lay a
commission guidelines for those wh
can assist to bring in the vessels anc
also to invest.Hv u considered? Rory
has some proposed attraction
previously from other ICO which we
can use as a guide. ‘
Just a thought

7% commission is applied to person
who successfully brings in the
investment and contributed to MC,

Source: The Panel
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Annex 29 : Selected transfers to and from Singclass bank account

A. Transfers by Julien Kim to Captain Foong’s corporate account in Singapore

Company Date Amount trans- Payment details / notes
ferred
(in USD)

HONGKONG | 26 Febru- | 59,940.63 None listed

JOOLEE ary 2018

GROUP CO,,

LIMITED

SOUTHING 7 March 55,731.64 None listed

TRADING 2018

co,,

LIMITED

BLUE 27 March | 33,493.30 None listed

VEENUS 2018

LIMITED

TOTAL 10 April 149,973.18 Payment details: “payment for goods”

GOLD 2018

LIMITED

B.Selected recipients of transactions undertaken by Captain Foong

Foong processed many payments on behalf of Julien Kim through Singclass International Pte Ltd but
some of the accounts with possible links to the DPRK include:

1. “(BRYSF” (resembles a DPRK name) at an account at the _

2. LIN YUN JING (a possible DPRK name
Bank Name:
Branch Name:
Branch Address:

Swift Code:

Note: To record financial transactions undertaken on behalf of Kim, Foong used an Excel document
as a ledger which he shared with Kim (who referred to it as an “accounting file”’) See previous An-
nex.

Source : The Panel
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Annex 30 : Consultants and Law Firms retained by Marine Chain

19-13211

An advisory firm headed by a French national specialized in logistics, transportation, and sup-
ply chain management, with specific experience in blockchain was hired to lay the ground-
work and assist with hiring the rest of the team of consultants.

A Chief Financial Officer of French nationality residing in Hong Kong, with 18+ years of
building, leading and advising some of World's leading corporations & Fortune 500 compa-
nies across multiple industry and geographical settings of the Asia-Pacific & Europe.

A Chief Technology and Security Officer based in the US with a wide scope of experience in
building enterprise software and products for Fortune 500 companies. This person established
the website domain, www.marine-chain.io in March 2018.

An Operations & Sustainability Officer of Finnish nationality residing in Finland with a doctor-
ate in science in construction project management.

A Chief Blockchain Architect of Singaporean nationality but residing in Hong Kong, with years
of international blockchain expertise and specialties in Fintech, product portfolio management,
cloud, blockchain and program management.

A consultant of German nationality living in Hong Kong with 17+ years experience in Banking,
Finance Trading through work in London, New York, Tokyo and Hong Kong. This consultant
developed a business plan and investor deck.

One of the largest global integrated shipping services companies was hired to attract clients for
Marine Chain and undertake shipbroking and shipping research.

A high-level industry expert company providing advisory in logistics, transportation and supply
chain management was hired to produce a 350-page extensive feasibility study for Marine Chain
and ongoing industry advice and expertise.

Four legal teams in different firms in Hong Kong were retained to provide legal advice in vari-
ous fields. One provided advice on the structure and proposals for Marine Chain; another pro-
vided advice on blockchain technology and cryptocurrency; another was retained to provide
advice on the structure and planning of the project and to apply for the SFC license. A further
team undertook preliminary analysis of possible Marine Chain token models from a regulatory
standpoint.
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Annex 31: “Choke-point” items survey

Stemming from its ongoing investigation on the procurement of pressure transducers by two DPRK
agents, the Panel is conducting a survey of the world’s manufacturers of “choke-point” items: items
whose procurement remains critical or important for the DPRK s illicit programmes.* Based on its anal-
ysis of past investigations and information from Member States, the Panel notes that the DPRK’s pro-
curement routes are not only directly from producers but also through retailers, second-hand markets,
“business to business” websites, and even through the industrial scrap market?. Although producers’
control over and oversight of the aftermarket is limited, they still face reputational risk from subsequent
diversion and there are precautionary measures they can apply. Some producers are new entrant manu-
facturers of advanced-specification items looking to establish internal screening systems, while others
are looking to enhance their existing systems. Therefore, as part of its “choke point” items survey, as
well as identifying critical items and the risk of diversion to the DPRK, the Panel is requesting infor-
mation on the internal screening processes of producers, with a view to promulgating “best practices’.
The Panel additionally continues to analyse new patterns and trends in DPRK illicit procurement.

1$/2019/171, paragraph 66.
2 Also see section 6, Annex 30.
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Annex 32: Strengthening the ballistic programme’s capacity

1.

According to one Member State the DPRK is actively engaged in indigenous R&D and the produc-
tion of missiles with solid propellant, inter alia at the industrial complex of Hamhung. According
to another Member State, there is a clear development progression from propellant for artillery
rockets/SRBMs to solid propellant for ICBMs (see section 4 of this annex).

Figure I shows two similar distinctive white containers (11m x 2.40m) moving in two diffent areas
of the Hamhung-Hungnam industrial complex. The first container moved from the location
39°49'11.81"N 127°35'17.93"E, 400m from the solid fuel propellant production facility of the
Hungnam 17 Factory (39°49'27.00"N 127°35'13.55"E), as observed during the following dates in
2019: 20 February, 25 February, 1 March, 4 March, 25 March, 26 March and 3 April.

The second white container moved from location 39° 57" 27" N 127° 33’ 37" E, at the new produc-
tion area of the Chemical Material Institute CMI (production of missile casing), as observed during
the following dates in 2018: 29 July, 18 August (1h56; 4h50) and 15 September. This type of white
containers (11m x 2.40m) could transport rocket motor casings (wound from composite fibers).

Figure I: Similar white containers moving at the solid fuel facility (first seven pictures) and the

rocket casing production facility (last four pictures)

Source: Im-
ages cour-
| tesy of
Planet Labs,
Inc, and im-

5 5 15 Sep 18
HAMHUNG || fFEAMHUNG BHAMHUNG|

age@2019DigitalGlobe Google Earth (5" picture fron the left)

2.

Mobility and versatility through the use of different types of Transporter Erector Launcher (TEL)
was demonstrated in the SRBM launch tests on the 4 May with a wheeled TEL and 9 May with a
caterpillar TEL (see section 3 of this annex). Moreover, the caterpillar TEL (9 May) used the same
cabin as was seen during a test of the Pukkuksong-2 (KN-15) MRBM on a wheeled TEL.
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Figure 11: Wheeled TEL on 4 May (left), caterpillar TEL on 9 May 2019 (right)

Source: KCNA (left), Rodong Sinmun (right)

3. According to one Member State, the DPRK’s capacity to penetrate ballistic missile defense systems
has increased with the new SRBM tested on 4 and 9 May 2019 (see Figure Il above) because its
trajectory is flatter than that of a traditional SCUD missile. According to another Member State, the
DPRK has achieved indigeneous capabilities in the production of guidance systems. For the 4 May
SRBM test launch the estimated range was 230-240 km and for the 9 May test 270-420 km. The 9
May test took place from the launch site near the area of Kilchu-kun (40°57'23.81"N 129°19'4.83"E).
According to this Member State, the missile system tested on 4 May and 9 May was the same and
the launches were supervised by the DPRK’s conventional command. According to the first Mem-
ber State, the DPRK has upgraded its SCUD-D missile systems with better guidance and electronics.
The DPRK has exported the SCUD-D to Syria which has been its long-term customer and partner.
Despite its active attempts, it is increasingly difficult for the DPRK to secure new customers.

4. The DPRK’s BM programme is comprehensive and autonomous. Systems integration and internal
synergies ensure that developments on the SRBM programme benefit MRBM/IRBM and ICBM
programmes. With regard to missile engine development®, according to one Member State, the
DPRK’s current goal appears to be to develop a solid-fueled first stage for its ICBM. Another Mem-
ber State observed the deployment of solid fueled missiles Pukkuksong-2 (KN-15) MRBM in the
missile bases close to the northern border where the liquid fueled missile Nodong also remained
deployed.

5. The dispersed, concealed and underground infrastructure of the BM programme has been continu-
ously improved (see Figure I11: Sakkanmol missile operating base). There has been continuous con-
struction of storage galleries (see Figures Ill and 1V) and support structures accompanied by in-
creasing natural concealment of facilities by vegetation. Regular activity has been observed at the
ICBM bases located in areas close to the northern border. Site and infrastructure work is in progress.
According to a Member State, the DPRK’s priority is to secure the railway network dedicated to
support its ICBM brigades which is essential for the ICBM bases network. There are stations within
5 km of each missile brigade and storage site. Development was observed at the Hoejung-ri ICBM
site, 25 km from the northern border (see S/2019/171, Annex 84-3). The DPRK has a total of 5200
km of partially electrified rail track, much in a poor state.

3 See reference to propellant in paragraph 1
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Figure I11: Concealment, protection and underground gallery entrance of two galleries in the
area of Sakkanmol missile operating base, located at 38°34'15.23"N 126° 7'18.12"E and

38°34'14.31"N 126° 7'21.64"E, respectively.

UN Panel of Experts
Established pursuant to Resolution 1874 (2009)
Lo IR Y
The boundaries and names shown \;
and the designations used on this

map do not imply official endorsemeht
or acceptance by the United qutim’s'
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Operating Base
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! Facility Entrance [/,

¥ Protective Berms §

100.-m

Map No. 4592.4 UNITED NATIONS Office of Information and Communications Technology
Geospatial Information Section

January 2019

Source: The Panel.
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Figure IV: underground facility development in progress on 9 November 2017, 2 November 2018,
9 March 2019 and 23 June 2019 in Hoejung-ri ICBM Base, located 41°21'56.17"N 126°55'42.32"E

] 'i "‘

23 Jun 2019

Source: Images courtesy of Planet Labs, Inc and image@2019DigitalGlobe Google Earth (bottom left corner)

6. The DPRK’s development of the BM programme benefitted from active cooperation with third
countries, including in sales and procurements in the missile field. One Member State reported to
the Panel on such activity particularly during 2018. According to a second Member State, the Sec-
ond Academy of Natural Sciences (subordinate to the 2" Economic Committee) changed its names
to ‘Academy of National Defense Science’ (ANDS). Both names are listed: respectively as KPe.018
and KPe.021. ANDS controls a network of overseas front companies tasked with collecting scien-
tific information. Moreover, ANDS plays a key role in the DPRK’s R&D efforts related to chemical
and biological weapons.

According to the first Member State, ANDS (see Figure V) manages most missile-related procure-
ment and export activities through overseas agents and front companies. These include the Pusong
Trading Corporation and the Korea Habjanggang Trading Company which have been involved in
procurement of chemical process equipment related to missile technology from East Asia (Figure
VI).

A procurement agent in Europe working with Pusong Trading Corporation sought to acquire used
mixing machinery that could be deployed in the BM programme (see Figure VII). Such used ma-
chinery has no warranty and is subject to less stringent export controls than new equipment. The
market for used equipment (and related scrap) is less visible. This procurement attempt by the
DPRK agent was unsuccessful, but the Panel was told that the agent has diplomatic status and is
still in Europe.

In Syria, DPRK technicians still appear to be present and in contact with Pyongyang, according to
the first Member State. DPRK representatives in Syria are also in contact with procurement agents
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in a third country who can acquire specialized technological equipment. Such exports are arranged
by DPRK agents right from the market to the customer in a manner that is difficult to track.

Further, according to the first Member State, in February 2019 in East Asia, DPRK procurement
agents procured high-tech communication equipment for missile-to-ground communication that can
operate at very high altitudes. The DPRK regularly procures Glonass/GPS sensors at intervals of
around two months.

The 221 General Bureau of the designated Reconnaissance General Bureau (RGB) (KPe.031) is
charged with generating hard currency through exports of prohibited goods (see Figure VIII) in
order to support the listed entity KOMID (KPe.001) (see Figure VIII), aka External Economic Gen-
eral Bureau. The funds generated by these weapon sales remain outside the DPRK where they are
transferred from trade agents to procurement agents for the acquisition of sought-after commodities.
These commodities are then transferred and sold in another country to generate hard currency, al-
lowing the DPRK to launder and conceal revenues from arms sales without using the international
banking system.

Instead of exporting full missile systems, the DPRK is sending technicians to a buyer country and
establishing a complete supply chain. Such activities are ongoing in Iran, Syria and Egypt according
to the first Member State. The Panel was told that the 221 GB is represented at the DPRK Embassy
in Teheran with by least three individuals. The number of DPRK procurement agents overseas is
decreasing and those remaining are focusing on the procurement of critical missile related compo-
nents as well as dual-use and below-threshold items. In order to circumvent sanctions, the DPRK
changes its import/export-related organization structures every eight months.

According to the first Member State, there are DPRK students involved in international scientific
collaboration in East Asia who have studied issues including advanced composites in special envi-
ronments and space material behavior and evaluation. Intangible transfers of technology are key to
the DPRK’s move towards self-reliance.
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Figure V: Academy of National Defense Science (ANDS)

Recent Developments

+ The globally active procurement and export network remains to be operating
out of Pyongyang with DPRK citizens stationed abroad.
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Figure VI: Korea Habjanggang Trading Company

representatives of North Korea's Korea Habjanggang
Trading Company have been inolved in procurements of chemical process
equipme

Recent Developments
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1mt Activated Charcoal CAS 7480440

Source: Member State
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Figure VII: Mixing machine

NK Cover Company: Hong
NK Procurement Agent: X
Quantity % Equipment Specification
ui Mixing Machine for HE Used
Ui Mixing Machine for Propeliants Used
S, Nhall - NKindividual is interested in 8M

related mixing technology.
Background: Procurement order by
ANDS-Procurement Office.

Procurement effort not successful,

ME-reates minee (erample)

Recent Developments

Source: Member State

Figure VIII: 221 General Bureau of RGB

Recent Developments
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7. Dismantlement of the Sohae (Tongchang-ri) satellite rocket launch site was interrupted. The
vertical missile-engine test stand is now renovated and possibly operational.
Figure IX: Sohae vertical test site on the 28 December 2018, with the roof of the structure partially
dismantled (left). The roof of the structure was rebuilt by March 2019, and only limited changes
had been made since then, as observed on 2 May 2019 (right).

Source: Imaes courtesy of Planet Labs, Inc.

Figure X: Sohae satellite launch site on 28 December 2019, with the rail mounted structure dis-
mantled (left); it was rebuilt as observed on 8 March 2019 (right).

Source: Images courtesy of Planet Labs, Inc.
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Annex 33: Status of Member States reporting on implementation of relevant resolutions

As of 31 July 2019, 37 Member States have submitted reports on the implementation of
paragraph 8 of resolution 2397 (2017), 75 Member States have submitted reports on the imple-
mentation of paragraph 17 of resolution 2397 (2017), 90 Member States have submitted reports
on the implementation of resolution 2375 (2017), 87 Member States have submitted reports on
the implementation of resolution 2371 (2017), 104 Member States have submitted reports on the
implementation of resolution 2321 (2016) and 113 Member States on the implementation of res-
olution 2270 (2016).

Source: The Panel
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