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Annex 1 : Ongoing Investigations

Case 1. Shipments of spare parts and equipment for submarines and military boats
brokered by Green Pine from Austria to Angola and Vietnam

1. The Panel continued its investigation of two incidents m\olvmg Green Pine Associated
Corporation (designated on 2 May 2012 as a primary arms dealer)’: two July 2011 deliveries
of equipment and spare parts for nnlnary patrol boats to Angola and a February 2011 air
shipment of submarine parts inspected in Taipei.” These consignments were shipped from
Vienna by an Austrian national. Mr. Josef Schwarz through his company, Schwarz
Motorbootservice & Handel GmbH. Mr. Schwartz had engaged in many previous trades with
the Democratic People s Republic of Korea including violations and attempted violations of
the luxury goods bans.’

o

The Panel confirmed that Mr. Schwarz acted on behalf of and assisted Green Pine in the
evasion of the sanctions by acquiring and transferring arms and related materiel in violation
of paragraph 8 (b) of resolution 1718 (2006) and paragraph 9 of resolution 1874 (2009).

3. As the items in the shipment were parts for submarines and military patrol boats, the Panel
considers them arms and related materiel. Member States are prohibited from procuring from
the Democratic People’s Republic of Korea all arms and related materiel, whether or not
originating in the territory of the country.*

4. The Panel notes that some Member States interpret the resolutions as only prohibiting the
transfer of arms procured from North Korea. and not those brokered by North Korean entities
but oniginating in other countries. The Panel recalls that paragraph 7 of resolution 2094
reaffirmed the prohibition of brokering or other intermediary services.

5. The Panel recommends that Member States ensure that all military-to-military cooperation
with the Democratic People’s Republic of Korea complies fully with the resolutions, n
accordance with paragraph 11 of the Committee’s IAN No. 5. The Panel further recalls
paragraph 24 of resolution 2094 (2013). which calls upon States to exercise enhanced
vigilance over the country’s diplomatic personnel, given the key role played by the diplomats
in promoting Green Pine’s business activities abroad.

6. Green Pine had customers in Africa and Asia, procured arms and related materiel from the
United States and Europe, and routed all shipments though Asia. Many of the countries with
which it did business had long-term mulitary-to-military cooperation with some States to
evade sanctions. Green Pine also embedded its representatives within Democratic People’s
Republic of Korea’s embassies under aliases in a neighbouring country. Green Pine further
evaded States’ export regulations by operating under the cover of Mr. Schwartz’s company.

! §/2012/287.
: S/"Ol*/l 31, paras. 81-83.

* The export of eight Mercedes Benz vehicles from Austria 2007 - 2008, attempted export of two luxury yachts
from Italy in 2009. See, S/2012/422, paras. 84-85: and EU Regulation, No 1355/2011.

* Pursnant to paragraph 8 (b) of resolution 1718 (2006) and paragraph 9 of resolution 1874 (2009).
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7. The July 2011 shipments were shipped from Vienna to a Luanda-based military company.
Sunportex E.P.. as part of a 2 September 2009 contract with Green Pine relating to its
provision of technical assistance for Mandume-class patrol boats (e.g. mamtenance, repairs
and replacement of parts). The contract expired in January 2012. In cooperation with the
Angolan authorities, the Panel found that Green Pine’s representative, Mr. Kim Hyok Chan,
served as a diplomat in the Embassy of the Democratic People’s Republic of Korea in
Luanda, and used Schwarz Motorbootservice to procure the items from a European company.
Green Pine also operated from this embassy.'ﬂ

8. The February 2011 consignment also onginated in Austria. The consignee was a Vietnamese
mulitary company, General Army of Economic and Technology (GAET). Green Pine’s office
m a neighboring country (*Saeng Pil Trading Corporation™) was imvolved in the shipment.
The shipment was part of an agreement with GAET on technical training and services for the
repair of Yugo class submarines. Mr. Schwartz had also procured 1tems for this cargo from a
United States company. The United States had already designated Green Pine at that time.°

9. The rerouting of shipments from Vienna through a neighbouring country to other
destinations, despite less expensive alternate transportation routes, erased Mr. Schwartz’s
name from the documents on the final leg of the shipments. Angola provided information to
the Panel indicating that Simportex’s payments to Green Pine were to be made to a Beijing-
based bank account held by an mdividual named “Kim Kwang Ho.” routing through two
corresponding banks in New York (figure 1).

Figure 1. Bank account used by Green Pine’s representative

Dados Bancérios da GPA
(Pars O PAgEMENTO de servigos da assistencis tecnica

<5 Lanchas Patrultheiras da classe Mandume da MGA)

Beneficidrio: KIM KWANG HO
Banco de Beneficidrio:

N¥ da conta:
Bancos Intermediarios NEW YORK BRANCH

EW YORK

EW YORK

Source: The Panel.

* Email: gpa_angola@yahoo.com.
® US Treasury. Fact Sheet. 30 August 2010.
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Case 2. Attempted arms transfer to United Arab Emirates

10. The Panel is investigating a United Arab Emirates entity named Al Mutlaq Technology and

its representatives, including Mr. Abdulrahman Abdualla Abdulrahman Bager and associated
individuals, over a reported attempt to acquire 100 million USD of arms and related materials
from KOMID, as well as this entity’s potential past dealings with other Democratic People’s
Republic of Korea entities. The UAE stated that Al Mutlaq had been investigated and that
“Al Mutlaq had requested a 100 million dollar quotation “from an individual named Mr.
Yoon Song Kim from North Korea based in China™ but that “no relationship between
KOMID and Al Mutlaq Technology or Mr. Bager was detected.” The UAE stated that as a
precautionary measure Al Mutlaq Technology had been shut down (see annex 104-105).”

Case 3. Possible brokering of military communication equipment in Malaysia

11.

13.

According to a Member State, a Democratic People’s Republic of Korea national, Mr. Pyon
Won Gun, was likely working for a Malaysia-based company. Global Communication Co.
(*Glocom™). which manufactures and supplies equipment for communication, navigation,
command and control for military and para-military organizations. Glocom has reportedly
been connected to the Reconnaisance General Bureau (RGB). Furthemore, Mr. Pyon’s name
is featured in email address on Glocom'’s online advertisements (figure 2).

. The Panel has confirmed that no company under the name of Glocom exists at its listed

physical address and that another company’s information, “International Golden Services
Sdn Bhd” (IGS) is listed as Glocom’s contacts (figure 3). Mr. Fareeq Qael was listed as
ICG's director since January 2013. Mr. Qael removed ICGS from his personal professional
profile shortly after he was contacted by the Panel (but has never replied to the Panel). The
Panel has also been waiting for a reply from Malaysia since November 2014,

The resolutions prohibit brokering by the Democratic People’s Republic of Korea of the
transfers of all arms and related materiel, as reaffirmed by paragraph 7 of resolution 2094
(2013). The Panel continues to investigate the activities of Glocom and its reported
connections to the RGB.

” The Panel’s meeting with UAE delegation. New York, December 2015.
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Figure 2. An example of GLOCOM'’s product advertisements referring to the contact
information of wg.pyon@glocom.com.my

Glocom C4ISR System

Shipbormne Communication System

GS-2400

Flexible range of applications

Flexibility when selecting the voltage source
(Wide DC voltage inputs, AC power supply)

All Glocom radios come with wide range of DC inputs. There
are optional DC power supply adaptors. so it can be chosen
according to the installation conditions. An external multi range
AC power supply available from Glocom cnables operation or
the radio with conventional AC power gnds. The power supply
is monitored automatically by means of a BIT function i the
system. The AC power supply comphies with current standards
and contains active power factor correction. Supply voltage
fluctuations are compensated for without affecting operation of

the radio

Suitable for fixed. mobile. aircraft operated
by air force. army and navy

Military ship and aircraft place s variety of demands on the
radio with respect to environmental impact such as g-force,
vibration and temperature range. Furthermore, army, air force
and navy platforms must sometimes support special applica-
tions in the vanable frequency mnges. The Glocom radios offer
a wide bandwidth to support a varicty of applications.

Stationary system (interior configuration)

Copyright € 2012,

Software defined radio concept

All software clements of the Glocom radio system. including the
waveforms and software options, can be loaded into the radio as
needed by using the A/S and ctool. N soft-
ware packages are available for this purpose. This approach also
allows functional enhancements to be loaded at a later time with
this spproach. That means existing software functions can be

h d without opening the radio or replacing hardware mod-
ules,
The current status of the software is shown in a comprehensive
iaventory report, which contains the stams of all versions of the
software and its components.

Wireless interface in range of ship

The electric wining in small space of air force, ship borne, vehi-
cle would be brought on the intricate problems, Especially, clec-

tric wiring in air-tight space of air force is very difficult for mod-

crmization of old arborne and ships. The connecting the tactical
terminal and equipment with individual solders of airbome, ship
borne and special forces s also inconvenience and dangerous
from them. Glocom supports the clear solutions using Wi-Fi
technology. The wircless intercom system using wircless inter-
face is very convement in ship, vehicle and stationary, so it is
very flexible to installation in field environment.

www. glocom com.my, wg pyo:
glocom.com.my, wg.py

Source: GLOCOM’'s homepage available at http://glocom.com.my/public/pdf/GS-

2400%20Catalogue%20v11e.pdf.
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Figure 3. GLOCOM's contact information provided on its website referring to International
Golden Services Sdn Bhd
4 | & np:/glocom.com.my envcontacts-enhtn P~RCX { & Contacts-en

* B ) v Pigev Safety~ '00'1'70' (S

—— —_— = —

b

Introdecbon Informanon Contacrs

Source: http://glocom.com.my/en/contacts-en.html,

Case 4. Korea National Insurance Corporation links to designated entities

14. The Panel identified business relationships between OMM and Korean National Insurance
Corporation (KNIC) whose German subsidiary was designated by the EU on 2 July 2015.
KNIC purchased vessels and commodities including sugar via Chinpo Shipping, an OMM
agent. The Panel has evidence demonstrating that KNIC insures Air Koryo aircraft for
mnternational flights (figure 4). Air Koryo has not responded to the Panel’s request for
msurance certificates. Further, the Panel notes that KNIC has insured both cargo and vessels
operated by Ocean Maritime Management Co. Ltd (figure 5) and i1s thus continuing its
mvestigation into KNIC and its role in facilitating the movement of assets of designated
entities.
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PARTICULARS OF VESSEL

MV AP ROK GANG / DPR OF KOREA FLAG
BUILT; AUG 1979 KOREA

LA
CALL SIGN: HMYS

NMARSAT NO, 444512310/11
MO NO; 8132835
OWT:13250MT ON SW 9.40Mm
SRT/NRT: 9145/5610
JRAIN/BALE 19443/17822 CBM
LOA/BEAM; 155.3M/20.5M
SHLODS/SHATCOHES ; 4 FOREWARD 1 AFTER
ERRICK;16 DR X STONS Sw

ASS KOREA CLASSIFICATION SOCIETY

IWEEN DLCKER GENERAL CARGO SHIP

Figure 5. Korea National Insurance Corporation insuring Ocean Mantume Management Ltd., v

%
NSURANCE KOREA

[" & | KOREA SHIPOWNERS PROTECTION & INDEMNITY ASSOCIAT) -n]

Source: The Panel
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Case 5. September 2009 export of machine tool

15. The Panel continued its investigation into the activities of Hsien Tai Tsai (also known as
Alex Tsai) who has reportedly had business dealings with KOMID. Alex Tsai and his son
Yueh-Hsun Tsai (also known as Gary Tsai). were prosecuted by the United States ir
connection with their activities which violated United States laws against weapons of mass
destruction proliferation, including through the September 2009 export of a machine tool
from the United States to Taiwan Province of China. Both individuals pleaded guilty, anc
were sentenced by the court. The Panel could not confirm Alex Tsai's intention to re-route
the machine tool to the Democratic People’s Republic of Korea from Taiwan Province of
China. The Panel continues to investigate Alex Tsai's reported dealings with KOMID.

Case 6. Suspected arms-related cooperation with I-Ztlnloplas

16. The Panel continued to investigate past military cooperation between an Ethiopia-basec
company (Homicho Ammunition Engineering Industry) and a Democratic People’s Republic
of Korea entity (Korea Mineral Trading General Corporation).’ According to media reports.
assistance to the Homicho Ammunitions Engineering Industry continued until at least late
2007."° Ethiopia confirmed to the Panel that Homicho was established in the 1980s with
support from the Democratic People’s Republic of Korea, but stated. “that kind of military,
cooperation does not exist anymore.” The Panel notes that Korea Mineral Trading General
Corporation is still listed as one of Homicho Ammunitions Engineering Industry’s primary
suppliers on the company’s website (figure 6).

Figure 6. Extract of Homicho Ammunitions Engineering Industrv profile

Homicho Ammunition Engineering Industry (HAEI) - Fact Sheet
For spare parts :
o Governmental and nongovernmental organizations
Major Suppliers e Anton Spare Parts ¢ North Industries
Trading GMBH Hamburg Corporation (China)
(Germany) ¢ Profilex (Czech Republic)
e Communication and e Serind S.P.A. (Italy)
Accessories Int. (Italy) ¢ Shiv Dial Sud and Sons
o Effective Laboratory (India)
(India) e West Kemper
e HMT International Engineering (Germany)
imi : ¢ Poly, ALIT (China)
« | Korea Mineral Trading
General Corpo

Source: http://www.metec.gov.et/index.php/en/metec-industries’homicho-ammunition-
industry, accessed 8 December 2015.

’  $/2014/147, paras. 100-101 and $/2015, para. 88.
See $/2015/131, para. 88 and $/2014/147, paras. 100-101.
' Andrea Berger. *Is Ethiopia Violating United Nations Sanctions against North Korea: New Evidence

Uncovered”, 38 North, 23 December 2014, available from hittp: ' 38north.org'2014/12 aberger1 22314
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Annex 2 : Correspondence with Member States

Angola
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Austria

(one letter for
previous nquiries)

Bangladesh
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Cambodia

Cameroon

Canada

China

Cuba
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Czech Republic
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| Egypt

Eritrea

Ethiopia

Estonia

Fiji
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Mozambique

2 0 2

Myanmar 4 3 1
Nigeria 1 0 1
Pakistan 1 1 0
Panama 3 1 2
Paraguay 1 1 0
Peru 1 1 0
Philippines 7 4 3
Poland 1 1 0
Qatar 3 3 0
Republic of Korea 4 4 0
Russia 5 5 0
Saudi Arabia 3 0 3
Senegal 1 1 0
Sierra Leone 4 0 4
Singapore J 3 0
Solomon Islands 1 0 1
South Africa 3 1 2
Spain 6 5 1
Sudan 2 0 2
Switzerland 3 3 0
Tanzania 1 0 1
Thailand 8 4 4
Togo 1 0 1
Turkey 1 1 0
Tuvalu 4 - 0
| Uganda 6 4 2
Ukraine + 4 0

1 (plus one letter
for previous
United Arab Emirates 2 inquiries) 1
United Kingdom 6 6 0
1 (plus 2 letters for
United States 3 previous mquiries) 2
Viet Nam 7 5 2
Yemen 1 0 1
136
379 (plus 5 le.tters for 03
previous
TOTAL inquiries)

Sowrce: The Panel
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Annex 3 : Member States to submit NIR

Africa

1000 OV W

21.

2
23
24

25.
26.
27
28.
29.
30.
3L
32
33.
34
35.
36.
37.
38.
39.
40.
41.

42

Angola
Benin
Botswana
Burund:
Cameroon
Cape Verde

Central African Republic

Chad
Comoros
. Congo
. Cote D'Tvoire
. Democratic Republic
Congo
. Equatonial Guinea
_ Eritrea
. Ethiopia
. Gabon
. Gambia
. Ghana
. Guinea
. Guinea Bissau
Kenya
. Lesotho
. Libena
. Libya
Madagascar
Malawi1
Mali
Mauritama
Mauritius
Mozambique
Niger
Rwanda
Sao Tome and Principe
Senegal
Seychelles
Sierra Leone
Somalia
South Sudan
Sudan
Swaziland
Tanzania
. Togo

43. Tunisia
44 Zambia
45. Zimbabwe

Americas

46. Antigua and Barbuda

47. Bahamas

48. Barbados

49 Belize

50. Bolivia

51. Costa Rica

52. Dominica

53. El Salvador

54. Grenada

55. Haits

56. Honduras

57. Jamaica

58. Nicaragua

59. Saint Kitts and Nevis

60. Saint Lucia

61. Saint Vincent and the
Grenadines

62. Suriname

63. Trinidad and Tobago

64. Venezuela

Asia

65. Afghanistan
66. Bangladesh
67. Bhutan

68. Cambodia
69. Iran

70. Iraq

71. Malaysia
72. Myanmar
73. Nepal

74. Oman

75. Synia

76. Tajikistan
77. Timor-Leste
78. Yemen

Europe

79. Bosaia and Herzegovina

Oceania

80. Fi

81. Kiribats

82. Micronesia

83. Nauru

84 Palau

85. Papua New Guinea
86. Samoa

87. Solomon Islands
88. Tonga

89. Tuvalu

90. Vanuatu
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Annex 4 : Pyunggye-ri Nuclear test site

West portal (15 October 2015)

& Reported tunnel
4 entrance
ﬁ: s |

3 -~

> - B
-

New building

~ -
- " r's
. .

Suspected new -
tunnel entrance i
- g

B e

Signs of heavy traffic and grounding activities are visible.

Spoiled piles

Main support area (15 October 2015)

i

New building

Change 1n surface

Source: The Panel
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Annex 5 : Yongbyon nuclear complex

Light water reactor and 5 MWe reactor (15 October 2015)

- W

Electrical ; ,.
switchyard 3

So B j{

Source: The Panel
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Areas near the possible fuel assembly building (15 October 2015)

North side of the possible fuel assembly building

15 October 2015 15 July ’O]S

New mnsmmmn

\i"

o “
New roof

Source: The Panel
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Fuel fabrication plant (uranium enrichment facility)

e 4

2 2 New »
l's building ~i
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Annex 7. SLEM testiedia release d May 2015

Headline:

“Kim Jong Un Watches St aregzc Submarine Underwater Ballistic Missile Test-fire”
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Annex 8 : Enlargement of the SLBM

Pukgeukseong-1
“North Star-1"
(Polaris)

Source: Kim Jong Watches Strategic Submanne Underwater Ballistic Missile Test-fire, Rodong
Sinmun, 9 May 2015.

Official test images

The Panel is of the view that several of the 8 May 2015 test official photographs were
manipulated and that images unrelated to the test may have been inserted (see annex 9). While
the additional release of test video footage showed the missile emerged from the sea, it 1s unclear
whether the ejection was from a submarnine or a submerged platform. Without underwater
footage, the launch platform could not be verified with certainty by the Panel. However, two
Member States reported that the SLBM was launched from a submanne.
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Annex 9 : Error-level analysis

Image 1: Note the box-like straight-edges Image 2: Note the squares and rectangles
showing image adjustment or superimposed cut-  showing possible 1mage mampulation,
outs of other images of the missile exhaust smoke erasure and superimposed image cut-outs
area
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Annex 10 : Sohae Overview

Tongchang-ri (Sohae launch site)

Imagery: GeoEye-1 ® DigitalGlobe
(imagery captured 10 November 2015)

Data Source: UN Panel of Experts established pursuant
to Resolution 1874 (2009) -

0 025 0.5 Kilometres A
A

Tadnchipsd
RS, (D amEp A L

Map No. 4551.1 Department of Field Support
December 2015 Geospatial Information Section (formerly Cartographic Section)
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Annex 11 : Sohae Assembly Building Area
Tongchang-ri (Assembly Building Area)

4 AP y
Assembly bulding
eoEye_11(16 May 2015),

|

. i
imagery: Geafye-1 @ DgtalGiobe (imagery captured 05 September 2015) - f
Data Sowce. UN Panel of Experts estabiished pursusnl 1o Resclution 1874 (2009) A | (OSA' b'ty):'u' : u’ng)

Map No. 45512 Department of Field Support
January 2016 Geospatial Information Section (formerly Cartographic Section)
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Annex 12 : Sohae Launch Pad

Tongchang-ri Launch Pad

Map No. 4551.3
December 2015

Imagery: GeoEye-1 © DigitalGlobe (imagery
captured 08 March 2015)

Data Source: UN Panel of Experts established pursuant
to Resolution 1874 (2009) N

] 50 100 Metres
]

Excavationlforgalne v
rail

EailyfStagelogthelconstiuctio Y

Gifallaunchlsupportibuilding]

Imagery: GeoEye-1 © DigitalGlobe (imagery

captured 30 March 2015)

Data Source: UN Panel of Experts established pursuant

to Resolution 1874 (2009) N

0 120 Metes
| 1 J

Department of Field Support
Geospatial Information Section (formerly Cartographic Section)
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Tongchang-ri Launch Pad

Imagery: GeoEye-1 ® DigitalGlobe (imagery
captured 29 April 2015)

Data Source: UN Panel of Experts established pursuull
to Resolution 1874 (2009)

100 Metres A

(Construction]ma

progressiatithe)
laUnchlsupport]building

Imagery: GeoEye-1 ® DigitalGlobe (imagery
captured 27 May 2015)

Data Source: UN Panel of Experts established pmuant
to Resolution 1874 (2009)

S0 100 Metres
e—

Continued|progressiat]
thelmovable]platform

Possiblelelevatogfromithel
: @ﬁ!ﬁﬁﬁﬁ@m@&znmah@mﬂ

ey Continued|progressiatithe!

upporiibuilding

Map No. 4551.4
December 2015

Department of Field Support
Geospatial Information Section (formerly Cartographic Section)

118/319



S/2016/157

Tongchang-ri Launch Pad

Imagery: GeoEye-1 @ DigitalGlobe (imagery
captured 10 November 2015)
Data Source: UN Panel of Experts established pursuant
to Resolution 1874 (2009) N
50

Foundationiordile -

[alnevybuildir

Map No. 4551.5 Department of Field Support
January 2016 Geospatial Information Section (formerly Cartographic Section)
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Annex 13 : Sohae Engine Test Pad
Tongchang-ri Engine Test Pad

Engine Test Imagery: GeoEye-1 € DigitalGlobe (imagery
e captured 05 September 2015)
Data Source: UN Panel of Experts established pusuam
to Resolution 1874 (2009)

0 50 00 Metres
| N E—

Eoundation}forg

Enginejlest{iPad) Imagery: GeoEye-1 © DigitalGlobe (imagery
captured 10 November 2015)
Data Source: UN Panel of Experts established pursuany

to Resolution 1874 (2009)
100 Metres

Map No. 4551.8
January 2016

Department of Field Support
Geospatial Information Section (formerly Cartographic Section)
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Annex 15 : Sinpo South Shipyard
Sinpo submarine shipyard progress since 24 July 2014

LR ALty

"’ﬁ"/_l

Map No. 45518
January 2016

Department of Field Support
Geospafial Information Section (formerly Cartographic Secton)
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Annex 16 : CSSTEAP introduction

The CSSTEAP was the first regional centre established in November 1995 in Dehradun. India
pursuant to UNGA resolutions 45/72 of 11 December 1990 and 50/27 of 6 December 1995
refernng to the need for space science and technology education to become accessible to
developing countries. Its activities are administered by an international governing board
consisting of 15 signatory members from countries in the Asia- Pacific, including the Democratic
People’s Republic of Korea (see figure 1).

Figure 1: Governing Board of the CSSTEAP

Chairman

Dr. K. Radhakrishnan

naa

Members

Malaysia

Mongolia

Myanmar

Nauru

| |
QA

Mhaland

|

Istar

9
|§
:

UN-OOSA, Vienna

The Netherlands

|g
£

Direclor, CSSTEAP, India

e .

For further detall kindly see our website (www.cssteap.org)

Source: http://www.cssteap.org/ accessed 30 December 2015.
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Annex 18 : DPRK’s participation into the CSSTEAP courses since 2006

Ao m (PG
"3@5‘@"@?&&%&* b AR SR DA
Acadamy of Science, RS & GIS
Sat image processing division, Kwahak1—
dong, Unjong District, Pyongyang, DPR
Korea

Z State Academy of Sciencas, Institute of 2008-2008
Geography, Water Resources Division,
Kwahak -1 dong, Unjong District,
Pyongyang, DPR Korea

3 Senior Researcher 2014-2015
Institute of Earth Environmental Information
{IEEI), State Academy of Sciences,
Kwahai-1 Dong, Unjong District,
Pyongyana, DPR Korea

4, Senior Ressarcher 2014-2015
Scientific Research Institute for Municipa!
Adminisiration (SRIMA),

State Academy cf Sciences,

Gyangbok 1-Dong, Gyanghbok Street,
Pyongyang, DPR Korea

8. Senior Researcner 2015-2016
Institute of Earth Environmental Information | (ongoing)
(IEE}), Staie Academy cf Sciences, DPR
Korea, Kwahak-1 Dong, Unjong District,
Pyongyang, DPR Korea

esearcher -
Research Instiute, National Aerospace {ongaing)
Development Administration, Central
District, Pyongyang, DPR Korea

Course: Satellite Meleorology al Climate (PG)

- A Central Meteorciegical Institute 2010-2011
Stale Hydrometeorological Administration
{SHMA), Oesono-dong, Central District
Pyonayang, DPR Korea
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9.

10.

11.

12.

Source: The Panel.

16-00683

Course: Satellite Comunications (PG)

institute of RS & Gesinformatics 2010-2011
State Academy of Sciences

Kwzhak 1-dong, Unjong District

Pyongyang, DPR Korea

Senior Researcher T 20082010

The State Acacemy of Science, DPR Korea
Kinmaul1-dang, Moranbang District
Pyongyang. DPR Korea

Head of Laboratory of Space
Cemmunication

The State Academy of Scnence DPR Korea
Kinimaul1-cang, Moranbong District
Pyongyang, DFR Karea

|2008-2010

Course: Space & Atmospheric Sclences (PG)

The State Academy of Sciences, DPR
Korea Instilute of Remote Sens!ng & Geo-
Ceoinformaties (IRGS)

Gwang Myang Dong, Unjong District,
Pyongyang, DFR Korea

2010-2011

Institute of Physics (IOF’) ,

The State Academy of Sciences. DPFR
Korea, Kwahak — 1 Dong, Unjong District
Pyongyang, DPR Korea

2010-2011
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Annex 19 : CSSTEAP cancellation regarding four DPRK nationals

Pyongyang, DPR Korea

Phone; +850-02-18111 Exz: 381 8544
Fax: +85023182100/4410

Email. arrangip@star-co.netkp

2 (SATCOM course)
Institute of Earth Erwironmental Informatics (JEEI)
State Academy of Sclencas,
Pyongyang, DPR Korsa
Phone: (O) +66-02-18111 Ext : 8080
Fax 00850-02-3314385
Emall: Nada Dprk@ Star-Co N« Kp

3 (GNSS coursa)
Researcher

National Asrospace Davelopmant Administration
Cantral District, Pyongyang

Phone: +00850.2.18111 Exl . 381 8544
Email: Naca Dpriu@Star-Co Net Kp
Fax: +00850-2-3814585

4. {GNSS coursa)
State Academy of Science, Unjong District.
Pyongyang DPR of Korca
(O} +85-02-18111
Ext: 381- 8544
Emall: Arirang'p@Star-Co Net Kp
Fax: +006850.2-551-2100/2410

Annexure -F
Contact of4p pants from DPR Korea (two each from SATCOM and
GNSS courses of year 2016), wh adn has been ¢ lled.
| R (SATCOM course)
Senior Researcher
Institite of Eacth Ervironmental Inform atics (IEEI)
State Acaciemy of Sclences,

Source: The Panel.
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STRICTLY CONFIDENTIAL"

Annex 20

*The annex has not been reproduced in the present document because it is strictly confidential.
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Annex 21 : Extract of the SAS syllabus

lonosonde

HF and VHF Radars

Coherent and Incoherent Scatler Radars (HF,
VHF and MST)

Radic Beacon Technigues

Global Positioning System (GPS)

1.3.3 Oplical Techriques

Phetomuttipliers Tubes

Image Intensifiers

Lasers

Semiconductor Photonic Devices

Photo diodes

Avalanche diodes

Laser dicdes.

CCD & CMOS imaging deledcrs ‘
Imagers Interferance Filters and Etalons
Fabry Perot Interferometer NS
Filter Photometers .~

LidarAerosols, Trace Gass an'd 4 Ozone |

measunng devices

1.3.4 Airglow

Oxygen green and red Ine ermssnon

Nig glowr -
low -
nght Glow :

Applncaﬂons of “‘Alglow Measurements for

lonospheﬂc Dynamfm

1 Laun
Sateilitos and their Orbﬂs

SAS.104 Space lnsnum"em;aﬂon
Principles of Rocketry
-Rocket Motors

v

Solid and Liquid Fuel Rockets
Sounding Rockets

Cryogenic engines

Multistage Rockets

Satelliite Launch Vehicles
Basics of Satellite orbits
Kepler's Laws

Sub-sateliite Polnt

Orbital Parameters
Sun-synchronous and geosynchronous Orblits
Low-Earth Orbits

1.4.2 Attitude Control

- Pos:\er and Tharmal '
systems of Spacecrafts

¢ ® 0 0 e ®w & 8 4

Attitude Sensors

Sun Sensors

Star Sensors

Earth Sensors

Magnelic Aspect Sensors

Accuracy

Spin Siabilization and Gyros

Contro! of Flight-path

Close-lcop Guidance, Spacecraft Power Systemn
Solar Cslis and Panels
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Primary and Secondary Batteries

Special Power Soturces

Radioactive Thamoelectric Generaters (RTG) |
Spacecraft thermal control techniques

143 Selection  of
Materials for Space -
barne payloads

Behavior of Materials in Space (Temperature,
Prassure and Radiation)

Oulgassing

Corona Digcharge

Coating and Ceating-compounds

Radiation Damage

Mounting of Subsystems

Structural and Mass Limitations

Carbon Fiber Reinforced Plastic (CFRP)
Honeycomb Siructures

Effects of Vibrations and Shocks on Spaceaah
Structures

Spacecraft Themmal Envnronmen{s

Thermal Paints and Surface Finish

1.4 4 Reliablity, Tests
and Qualification of
Payloads for Space
Experiments

eemelry,
Command {JTC) and
Data Handling System

e 4 4 ¢ 0 o o

Fabrication of Elecironics . -

Subassemblies :

Electromagnetlc Compatibility

Checkout, Reliability Considerations and derating

_Test and Evaluation
‘Thermovac tests

Vibration and shock tests

Telemelly Sys!em

Signal Conditioner, Onboard Data Recorder,
Telecommand 4
Encoder

Decoder

Puise and Data Commands

RF Syatams

Receivers, Transmitters and Antenna
Cround Segimeants

Realtime and Off-line

Tracking

1.4.6 in Situ Techniques
cn Space Piatforms

Langmuir Probe

Electric Field Frobe

lon Drift Meter

Retarding Potential Analyzers

Mass Spectrometers and Magnetomelers
Satellie based temperature messurement
Satellite Drag for Neuiral Densities

SAS.105 Space Exploratio

1.5.1 Atmospheres of
other Plansts and
Sarellites

Sle e o 0 9 & o

e o

Inner and outer planets

Structure and Composition of atmospheres planets
(8.. Jupiter, Mars, Venus and Saturn)

their imporiant Satsllites

1.5.2 loncspheres of

Source: The Panel.

lonospheres and magretospheres of solar planets
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Annex 22 : Extract of the GNSS syllabus

6.8 Receiver Output

1pps signal
NMEA
RINEX

7.0 GNSS/INS Integrated Navigation

7.1 Inertial Navigation
Systems

Inertial Sensors
- Accelerometer
Gyroscopes
Inertial Measurement Units
Inertial Navigauon
Inertial-Frame Navigation Equations
- Earth-Frame Navigation Equations
- Local-Navigation-Frame Equations
- Navigation equation Precession
Initialization and Alignment
INS Error Propagation.
Platlorm INS =
Horizontal-Plane Inertial Navigation

Integration GNSS and INS data using Kalman Flter

.0 GNSS Applications

8.1 GNSS Navigation

. e o o » .Ii . e o @

Professional ana personal
GIS/mapping
Surveying

_Natural Hazards management

Earth science

Natural resources
Infrastructure

Heavy Equipment navigation
Navigation for Bicyclers

_Hikers, Climbers, Pedestrians

Snaoe Flight navigation

8.2 Navigation and
Communication

Automobile Navigation
Aircraft Navigation
Maritime Navigation
Tracking

Time Related Applications

8.3 Communication,

Navigation and
Surveillance

Geodesy

Location-Based Services

Precision Agriculture

Natural resources management

Disaster warning and emergency response
Aviation

Maritime

Land transportation

Source: The Panel.
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Annex 23 : Extract of the SATCOM syllabus

1.4 Digital Signal
Processing

Discrete Time Signals and Systems
Sampling of Continuous Time Signals
Z-Transform

Discrete Fourier Transform

Computation of Discrets Fourier Transform
Structura for Discrete Time Systems

Fiiter Design Technlgues

Wavelet Transforms

Signal Compressicn

Examples of DSP based subsystems for Satellite
Communmtions

1.5 Modulation,

Analog and Digral Modulahon and Demodulafion

|

Multiplexing and Multiple - - Tachnigques

Access (AMY FMW/ PM! M-PSK! MSK/ Hybﬂd)
« Transmission imparrments-:
« Source Coding of Vldeo & Audlo mgnals
» Channel! coding - ;
. Muihplexmg IDe-muItnplex\ng ;
« Spread Spectrum Techniques
. Multlpie Acoess Techmques

1.8 Seminar Tognca on socseul applicauons based on Satellite :

ommunications =
| Modute] : : i

721 Earth Station
Technology

.88 & & &

Satefite Communications Earih Siation — An |

Qvuarview
. Tachnology of Earth Station Sub-Systems
“Earth Station Design Considerations
Earth Station Standards
‘Checkout of Earth Station
‘Operations & Maintenance of Fixed and
Transportable Earth Station
Fabricstion Techniques

2.2 Broadcastmg usmg
Satellite Communication

Source: The Panel.

o e le m e e

Analog & Digital Broadcasting Systems & Standards
Saisllite TV and Access Syslems

Intemet Protocol (IP) over Satellile

Selected Applications

Sztellite News Gathering (SNG) for Radio and TV
Radio Networking

Digital Audio Broadcasting

TV Studic and its Operaticns/ Outdoor Broadeasting
Van

Video Conferencing via Satellite

Multimedia & IP TV

Viceo On-Demand
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Annex 24 : Satellite Control Center location in Pyongyang

{ OORIE

Sowurce: Google Earth.
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Annex 25 : NADA as the focal point on the registration of space objects

No: Date; 26 February 2015

The Permanent Mission of the Democratic People’s Republic of Korea (DPRK)
to the United Nations (Vienna) presents its compliments 1o the Secretary-General of the
United Nations snd, in accordance with article Il of the Convention on the Registration
of Objects Launched into Outer Space (General Assembly resolution 3235, annex), has
the honour to inform him that the DPRK has established a national registry of objects
launched into outer space,

Pursuant to paragraph 2 ( ¢ ) of General Assembly resolution 627101, eatitied
“Recommendations on enhancing the peactice of States and  international
intergovernmental organizations [n registering space objects”, the Democratic People's
Republic of Korea also wishes to inform the Secretary-General of the United Nations of
the establishment of a national focal point on the registration of space objects. The
national focal point on the registration of space objects is the National Aerospace
Development Administration (NADA) of the DPRK. The contset détails are:

National Aerospace Development Administration (NADA) of the DPRK

E-mail: nucs dpek @siar-co.net kp

Fax: 00850 23814585

Address: Central district, Pyongyang, DPR Korea

The Permanent Mission of the Democratic People’s Republic of Korea avails
itself of this opportunity to renew to the Secretary-Gengfaliot she United Nations the
assurances of its highest consideration. 4 L

Secretary-General of the United Nations by
/o United Nations Office for Outer Space A ffairs B
(o_ ¢

Bectmormpasse 10-12, A-Jlll)ﬂtw.nm
Tel: (+431) 894 2313 Fae: 894 3174 Ematl : A, dypekieello. ot

Source: The Panel.

134/319



S/2016/157

Annex 26 : The DPRK and the Registration Convention

In 2009. the Democratic People’s Republic of Korea ratified the 1967 Treaty on Principles
Governing the Activities of States in the Exploration and Use of Outer Space, including the
Moon and other Celestial Bodies (“Outer Space Treaty”) and acceded to the 1975 Convention on
Registration of Objects launched into Outer Space (“Registration Convention™) (see figure
below). This notification follows the registration of the Democratic People’s Republic of Korea’'s
space object “"Kwangmyongsong 3-2" launched into Earth orbit on 12 December 2012 and
registered under the Convention on 24 January 2013 (see ST/SG/SER/E/662). and considered as
a purely “technical procedure™ in a letter of the Secretary General of the United Nations to the
President of the Security Council (see $/2013/108).

Figure: Document showing the Registration Convention entered into force for the Democratic
People’s Republic of Korea on 10 March 2009

CTav.
UNITED NATIONS @ NATIONS UNIES

POATAL ADOREES—ADBTEIE POETALE WUNMTED MATIONE ™ ¥ 13007
cAanE TeLes FRAYIONS NEWYORX

Refrence: CN.154.2009 TREATIES- ] (Depositary Noufication)

CONVENTION ON REGISTRATION OF OBJECTS LAUNCHED INTO OUTER
SPACE

NEW YORK, 12 NOVEMBER 1974
DEMDCRATIC PEOPLE'S REPUBLIC OF KOREA- ACCESSION
The Seczstesy-General of de United Natocns, acting w lus capacity a: deposstaay,
cormmumicates the following.
The 3bove achon was affersad on 10 March 2008

The Convention: entered wxto force Sor the Democranc People’s Rapubkc of Korea on
10 Mazch 2009 1 accordance with its article VII(4) whach seads a3 follows:

“For Stater whoss of anf or 218 dep d Tubseq to the entry
mte force of the Conveation, st shall eater mto forve on the date of the deposit of thaw mstremanst of
mbficanon or acceszon.”

10 March 2009

R

Source: The Panel.
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Annex 27 : NADA bylaw

SHSFIHE=
National Aerospace Development Administration
Email: nada dprk@star-co.net kp Fax: 0085023814585 Tel:
00850218111(8050) Address: Central District. Pyongyang. DPR Korea

Bylaw of the
National Aerospace Development Administration of the Democratic People’s Republic of
Korea

1. Name and establishment
1) Official name of the space development leading organ of the DPRK is the National
Aerospace Development Administration (NADA) of the DPRK.

2) NADA of the DPRK was established pursuant to the 7% session of the 12 Supreme
People’s Assembly in Apnil 2013,

2. General Provisions
1) NADA of the DPRK 1is the governmental central leading organization that administers all
the space exploration and activities of the DPRK for peaceful purposes of accelerating
economic construction and bettering people’s living by making a great advancement in
the space science and technology.

2) NADA of the DPRK carries out its tasks for realization of the national space
development policy of the national space development policy in conformity to the “Law
of the Democratic People’s Republic of Korea on the Space Exploration™. observing the
constitution of the DPRK.

3) NADA of the DPRK has its own official seal and emblem.

3. Structure
1) NADA of the DPRK belongs to the cabinet of the DPRK.

2) NADA of the DPRK has its sub-departments including Planning Dep. Scientific Research
& Development directive Dep, Manufacturing & Coordination directive Dep.
International Affairs Dep. Financial Dep, etc. ..

3) NADA of the DPRK has the following affiliated organs

- Space Science Academy
- Space Production Complex
- Satellite Control Center

4) The head of NADA of the DPRK is the Administrator (Minister Level)

4 Primary task
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D

NADA of the DPRK draws the comprehensive plans for space exploration and space
activities, gets them approved by the Supreme People’s Assembly through the Cabinet of
the DPRK. and provides unified guidance to their implementation.

NADA of the DPRK momnitors and controls everything concemed with space exploration
and space activities within the national boundary and establishes the necessary order.

3)

NADA of the DPRK guides the production, assembly and launch of all space equipment
and their launch vehicles.

4)
3)
6)

)

D

2)

NADA of the DPRK processes and disseminates the data recerved from space equipment.
NADA of the DPRK ensures the safety of space activities.
NADA of the DPRK authenticates the space exploration technology.

NADA of the DPRK activates the cooperation and exchange with international space
organizations and other foreign space organizations.

5. Obligations and Rights

Obligations

- NADA of the DPRK is obliged to bear the responsibilities for execution of the
national space development policy to the state.

- NADA of the DPRK 1s obliged to supervise and control all the space activities
for successes achieved from them to be put into peaceful purposes mcluding
the state interest, economic development and the improvement of people’s
living as specified in the “Law of the Democratic People’s Republic of Korea
on the Space Exploration™.

- NADA of the DPRK 1s obliged to confine the scope of its work within the
boundary of the space plans approved by the Supreme People’s Assembly and
to write a detailed report about the implementation of those plans to the
Cabinet every 6 months and to the Supreme People’s Assembly every year.

Rights

- NADA of the DPRK 1s authorized to grasp, control. and guide all the space
research institutes and production enterprises in the country for their activities
to be cammed out mn keeping with the “Law of the DPRK on the Space
Exploration™.

- For the successful implementation of the space plans approved by the
Supreme People’s Assembly, NADA of the DPRK 1is authorized to organize
the necessary organs.

- NADA of the DPRK i1s authorized to make an agreement with foreign GOs
and NGOs as well as 10s, to review and approve the space-related agreements

16-00683
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and contracts between government organizations or groups and other foreign
organizations, and to monitor their successful implementation.

6. International cooperation
1) NADA of the DPRK seeks for the active cooperation with space-related IOs and other
foreign organizations for peaceful space exploration and space activities upon principles
of equality. mutual benefits and complements.

2) NADA of the DPRK respects the international laws and orders in respect to space
exploration and space use.

3) NADA of the DPRK encourages the cooperation and exchange between domestic space
organizations or groups and foreign space organizations or groups as well as [Os.

4) NADA of the DPRK 1s willing to be an active member of space related IOs and to render
further contributions to international cooperation.

Source: The Panel.
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Annex 28

*The annex has not been reproduced in the present document because it 1s strictly confidential.
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Annex 29 : Shipping Documents of cargo

'6) LEADER (H,K) INTERNATIONAL TRADING LIMITED ~

ADD : ROON 1610 NAN FUNS TOWER, 173 DES

YOEUX ROAD G.. HONG KONG ' 3 )

T s PACKING LIST

FAX: 852-36713160 e s w.

Date: AUG. 16, 2010

KOREA KUMRYCNG TRADING CORP.

MECHANICAL SYSTEMS

ALEPPO STREET-BUITLDING NO.14/B, DAMASCUS, SYRIA
Shipped per From ' '

Sailingonorabout AUG.25,2010  B/L Ne.
Payment T/T ___ Contract No.

Notify Party
Consignee

7|

MARK & NUMBER DESCRIFTION QTY N'w GIw MEASUREMENT

- h h

TOTAL: 88 CASES 40,093KGS 41,799KGS 155.4721CBM

SAY TOTAL EIGHTY EIGHT CASES ONLY.

- END =
For and on behalf of
LEADER (NG KDHG) INTERNATIONAL TRADRNG LMITED
RE(FR)REXFARER

St

Source: The Panel.

16-00683

140/319



S/2016/157

B. Bill of lading
Shipper: Dandong

= L ¢ Yongxinghe Trading Co., Ltd.
EnpEn G R SEVETETRE A A
—F'AT'I‘:‘M“- VO RINGHE TRADE COJLTD.

| DRAFY
i BILL OF LADING

TEERTGYNT

conaguer| - ol nle PR L
JECHANCAL SYSTEMS
ALEPPO STREETAULOING NO 14/
CavaLCUs SYRIA
THL A FR -3 1100007

£y
MECHSNICAL SYSTRMS
ALEMPO ATREET BULDING NO tef
DANASCYS SYRA
164 & FAX sSx 5 1)

Same phone/ fax number
963-11-5110117

e R

C. Information on Handasich and Syronics from EU Couneil Regulation No 36/2012

N TOMICS vraan Arab | Kaboon Street, PO Box 5964 Front company for the acquismon of seastve squpment by 1122011
Co for Electror Damascw the CER
Industrg Tel No +96) $111352
fax: <96 311511011}
6. | Handaneh PO Box 5966. Abou Bakr rom company for the acquistion of senstive aquipment by 1.122011
Organization for Al-Seddaq St Damascus e CIR
Engneening Industries and PO Box 25349 AlMoutanad

Srreet. Damaseus
and PO Box 21120 Baramikel
Damascus

Tel 903112121818
II21215814

65112214650

WIN221274

96stistiolnt

Source: Official Journal of the European Union.
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Annex 30 : List of items found on the cargo

Items number as on packing list

Nature of items as declared on packing list

WHKR-14-1-2/6 Blower Fan
WHKR-14-1-5/6 Blower Fan
WHKR-16-22-1/2 Standing Fumace

WHKR-12-13-2/2

Electric control ark

WHKR-12-5-2/2

Electric control ark

WHKR-12-8-2/4

Electric control ark

WHKR-12-8-4/4

Electric control ark

WHKR-13-11-1/4 Vapour drier

WHKR-13-11-2/4 Electric control ark
WHKR-13-11-4/4 Electric control ark
WHKR-14-1-1/6 Hardening machine
WHKR-14-1-3/6 Electric control ark
WHKR-14-1-4/6 Hardening machine

WHKR-14-1-6/6

Electric control ark

WHKR-18-2-2/2

Centrifugal dewatering machine

WHKR-33-43-1/1

Glass curtter

WHKR-34-10-2/5 Hydrogen refiner
WHKR-34-20-1/5 Hydrogen refiner
WHKR-34-27-3/8 Nitrogen gas cylinders
WHKR-34-27-4/8 Nitrogen gas cvlinders
WHKR-34-27-7/8 PE pipe
WHKR-34-27-8/8 PE pipe

WHKR-34-31-1/2

Accessories for vibration test stand

WHKR-34-41-1/1

Quartz tube cutter

WHKR-34-70-1/2 Sanblast machine
WHKR-5-16/2-1/1 Rectifier
WHKR-3-26-1/2 Ball crasher
WHKR-5-26-2/2 Ball crasher
WHKR-5-27-1/2 Grade Sifter
WHKR-5-27-2/2 Grade Sifter

WHKR-5-39-1/1

Anode active mat. Screen

WHKR-5-41-1/1

Electrolyte screen

WHKR-17-23-1/2 Crank press
WHKR-17-23-2/2 Crank press
WHKR-17-5/1-1/1 Crank press
WHKR-17-6-1/1 Crank press
WHKR-21-2/30-12-33-30-1/1 Painting film impact tester
WHKR-21-2/30-12-33-30-1/1 Sound pressure gauge
WHKR-21-2/30-12-33-30-1/1 1liminometer

WHKR-21-5-1/1

Resin bending tester with QC-01

WHKR-21-6-1/1

Elastic rester withg QC-A02

WHKR-21-8-1/1

Rubber sample machine

WHKR-5-28-1/1

Crank press
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WHKR-R-5-1/1 Shock/Bump tester
WHKR-12-13-1/2 Drier
WHKR-12-8-1/4 Heating finmace
WHKR-12-8-3/4 Heating flunace
WHKR-13-11-34 Vapour drier
WHKR-13-14-12 Mixer
(WHKR-13-14-22 Mixer

WHKR-16-22-212

Electric control ark

'WHKR-17-16-1/1

Spring tester

WHKR-18-2-12 Centnifugal dewatering machine
WHKR-18-29-1'1 Vacuum dewatering machine
WHKR-21-3-1/1 Painting film bending tester
WHKR-25-35-1/1 Winding number counter
'WHKR-30-31-1/1 Resin film burting device
'WHKR-30-32-12 Phaser

'WHKR-30-32-22 Phaser

WHKR-33-13-1/1

Supersonic washer

WHKR-33-67/34-13-272

Accessories for high vacuum meter

'WHKR-33-67-1/2 High vacuum meter
'WHKR-34-10-4'5 PE pipe
WHKR-34-10-4/5 PE pipe
WHKR-34-13-12 High vacuum meter
'WHKR-34-20-1/5 Working microscope
'WHKR-34-20-2'8 Working microscope
'WHKR-34-20-3/5 Working microscope
WHKR-34-20-4/5 Working microscope
'WHKR-34-20-5'8 Working microscope
[WHKR-34-24-1'1 Semiconductor display
WHKR-34-25-1/1 Auto collimator
WHKR-34-27-1'8 High purity nitrogen refiner

'WHKR-34-27-2'8

High purity nitrogen refiner

WHKR-34.27.5/8

Accessories for high punty nitrogen refiner

WHKR-34-31-212

Vibration test stand

WHKR-34-54-12

Mirror face zrinding machine

WHKR-34-54-272 Accessories for mirror-face grinding machine
WHKR-34-59-1/1 Digital multimeter

WHKR-34-60-1/1 Liquid nitrogen vessel
'WHKR-34-66-1'1 Konimeter (Hand held particle counter )
WHKR-34-67-1/1 High Temp. Tester

'WHKR-34-68-1/1 Low temp tester

WHKR-34-69-1/6 Liquid nitrogen dewar flask
WHKR-34-69-2/6 Liquid mtrogen dewar flask
WHKR-34-69-3'6 Liquid mitrogen dewar flask
WHKR-34-69-4/6 Liguid nitrogen dewar flask
WHKR-34-69-3/6 Liquid nitrogen dewar flask
WHKR-34-69-6/6 Liquid nitrigen dewar flask
WHEKR-34-70-2/2 Air compressor for sandblast machine
WHEKR-34-74-1/1 Conduction judgement
WHKR-34-76-1/2 IC solder

WHKR-34-76-2/2 IC solder and accessonies for IC solder
WHKR-1-20-12 Surface plate

WHKR-1-20-212 Surface plate

\WHKR-12.5.12 Roller

WHKR-16-23-1/1 Surface plate

WHKR-33-24-1/1 Centrifugal coaring machine (vacuum drier)
WHKR-34-10-3/5 Stainless pipe

WHKR-34-27-6'8 Stainless pipe

Source: The Panel.
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Annex 31 : Example of advertisement of similar products for military application

A. Inclinable Precision Press

Product Details

Primary Compatitive Advantages: = Brand-name Parts

* Quality Approvals

= Country of Origin

- Reputation

= Distributorships Offered

= GuaranteeWarranty

= Product Features

= Elactronic Link

= |nternstional Approvals

= Product Performance

= Experienced Staff

- Mtz fications

= Prompt Delivery
Source: http://'www.globalsources.conmy/si/AS/Anhui-Huyin/6008848128990/pdtl/High-Speed-Precision-
Power-Presses-25-Ton-High-Performance-Crankshaft-Punch-Press/1071098543 htm.

B. Bump Test Machine

R SAO0K I ST (50 B) Sarks Wt in i 0 Ui % NI 368 Ellas (e Jesiy € AORTLCTWE KNI g of QNP et 5, CHOLS
Py, ane covglen smorvdbee, Thars iro 5 AUVt § #0ae ardd DUre mactens it wters aolel o we G i NAATID 0 1) ret yar
et Afewr ek vt Ve ectias P el Do Sk Sty Ko 2000 0 hes el BROEYY e pratucthn WOt
et g W) v b o b Qe erentn e Fuek @@ bure e e o pradace bl e, eaten end soues weee oule @ ape Wi
Py A R o ik Ly rarartn, forve atvd e e o i ) el ) eV s,

meet the specifications of military, industrial, and individual test requirements,

Source: http://'www.spectraldynamics.com/index php/products/shakers/shock-test-machines
C. Liquid Nitrogen Dewar flask

“Self-pressurized liquid nitrogen tank produces pressure by evaporation of little liquid nitrogen
so that liquid nitrogen will exhaust itself and complement other contamers. It finds its application
in the transportation and storage of liquid medium (liquid nitrogen, liquid oxygen and liquid
argon) and cold source of other refrigeration equipments. It 1s now widely used in tool and die
industry, animal husbandry, medicien, semi-conductor, food, cryogenic chemical industry,
aerospace, military and other industries and areas. (Dewar flask, dewars, dewar, etc)”

Source: http://www.tradekorea.com/product/detail/P439798/pressure-building-liquid-nitrogen-tank html.
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Invoice referring to Dalian Union as purchaser

Annex 32 : Documents on Dalian Union and Dandong Yongxinghe

COMMERCIAL INVOICE

Bill To:

Je T LI S THH 1 23801 034

DATE: JUNE 18, 2010
NO.: 06180110
SHIPMENT: BY SEA

ohip Jo:
B
VON

TO: DALIAN

ETD: JUNE 20, 2010
ETA: JUNE 25,2010
S/0: 8495

Il-'fl',\l X DESCRIPTION OF GOODS

T Q1Y UNITPRICE (USD)

AMOUNT (LSD)

CIF DALIAN

I SET USS26.000.00 USS26.000.00

TOTAL

\ USS26.000.00

SHIPPING MARKS

145/319

SAY TOTAL US DOLLARS TWENTY SIX THOUSAND ONLY

Iy
q
G
)
Ly
o

+
|~

e
Informa

Bill To
Dalian Union Intemational Trading Co.. Ltd
[address abbreviated]

Contact Person: Cai1 Guang

Tel: +86-411-82557218

Sowurce: The Panel.
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Contract dated 26 March 2010 referring to Dandong Yongxinghe as purchaser of the item found

in the container

£ 350 Pt -

4 @M% % 20100326
- 5 WM 20104E 03 H26 8

A I

5 il A SR Ltivd Ay B4 o) | 0 G
1 I _ & 2.6 8700 8700
. | — | ¢ | s | s [ o0

i (KB : ARfi #7ARfFEETE CKBD 14500

h 4

Purchaser: Dandong Yongxinghe Trade Co., Ltd

Souwrce: The Panel.
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Annex 33 : Sales record of foreign companies

COMMERCIAL INVOICE

Bill To:

Jo o I

SRRV R FRr RN DATE: JUNE 18,2010

I e L TRE 1235 1034 42 NO.: 06180110

iftas A #ob G2E TEL: +86-111-82557218 SHIPMENT: BY SEA

Ship To: FROM:KEELUNG, TAITW AN

o sl ST B s A A R 4% ) TO: DALIAN

DALIAN SUN MOON STAR INTERNATIONAL PER SS: WAN HAI 235 V-N170
LOGISTICS CO.. 1LTD ETD: JUNE 20, 2010

RO e RS ABRE T20E 1 RO 52 ETA: JUNE 25,2010

o S L S/O: 8495

L G +R6-411-39805230

iy { ¢ +86-411-82701207
HTEM & DESCRIPTION OF GOODS QTY UNIT PRICE (USD)  AMOUNT (USD)

CIF DALIAN
SEEE NS LES 8 BUMPING TESTER
DP-201-60 1 SET LIS$26.000.00 LISS26,000.00
MADE IN TAIWAN

Pl LERE TS
e,

)

H#

H2521

#¥/8/H wH ROET HEHE
2006%F6 888 E7200 1
E3343 1

E5649 1

E5650) 1

E7201 1

F5978 1

F7284 1

F5975 1

F1286 1

F5076 1

200738278 F35974 1
2007¥4H188 1
2007555168 F7240 1
2007574138 F$045 1
2007 &0 H5H 5199 1
20074108178 5198 1
20075128148 6200 1
1

1

1

1

1

1

1

1

1

1

H5450
008578178 HS2
2008108318 HS462
200986 H48 H5L38
200855105168 5461
2009128308 H5460
2010548168 K12153
010%4F1H | AS RS K10036 Qo P m ey

147/319
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Annex 34 : Financial transaction records referring to Sunny

Online-banking Transaction Summary

- MEF[E) (Date Accepted) : 20100412
Wb 5% -1 G Y (Reference No): EPOSA110071238
b5 b AR (Status): B4 (processing)

(X AE R #1S (Ordering Customer’s Telephone No ): 0411-82557218

W% #% (Transaction Type): 12 HAEIRT il # (Remittance to bafks other lhan-)
{FEKAMKS (Debit From): OSA11443630374254
{1 AAF (Ordering Customer’s Name ):
FH (FE) EEERRER L)

SUNNY (HONG KONG) INT'L DEVELOPMENT CO., LIMITED
TTTRRIIRE Cuueucy Y: T IL(USD)

{3 &% (Amount In Figures): 7800.00

WERTCEETT G B (Intermediary Institution lllfOl‘lllﬂliJ Dalian Union's telephone number

PR {T4C T SWIFT BIC (Intermediary Institution's Swift BIC):

Source: The Panel.
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149/319

Annex 35 : Information on the companies and individuals connected to the 2010

Shipment

The Panel has identified multiple companies and individuals connected to the 2010 shipment.

These connections are visualized in the chart below.

G Corpany A
2N
Soy sdl
Ve N
%—mkl Same= phone m&r—ﬁ Owner ; —h Qnm_%
Surny org Ko na) Itemstonal Osvebopment Co., Lited Dalan Un'm\ C Gong Lender (Hang Karg) Internancnal
N, nwna
N
£ \
Dvecm S5m2 'endemal Addrea: —Qwn :v(su)—-\ j
\.
% P
\ or KI'VHG(!?U) PR0 Chengyuan umc”} l’laﬂmpln on
o
& e G shol e (ﬂ)—%—%ﬁwbﬂ n)—
U HangRi Dardong Yongunghe M Gewen

Further details of each company and individual are summanized below.

1. Dalian Union International Trading Co., Ltd.
Address: Room 1606, No. 96 Changjiang Street. Zhongshan District, Dalian. China.
Individuals involved:
- Mr. Cai Guang (shareholder)
- Mr. Piao Chengyuan (or Park Seung Won) (Chinese: £H7#li7) (director and shareholder)

2. Dandong Yongxinghe Trading Co., Ltd.
Address: Room 1101 Jiad: Square, Economic Development Zone, Dandong, China
Individuals involved:
- Mr. Piao Chengyuan (or Park Seung Won) (Chinese: 17 ) (director and shareholder)
- Mr. Ma Gewen (Chinese: £, #577) (shareholder)
- Mr. Li Hong Ri (Chinese: F#L B ) (shareholder)
- Mr. Chen De Bin (Chinese: [ ##4%) (shareholder)

3. Dandong Union Trading Co., Ltd.
Address: Room 1106, No 64 Binjiangzhong Street, Dandong City, China
Individuals involved:
- Mr. Ma Gewen (Chinese: £, %) (director and shareholder)
- Mr. Piao Chengyuan (or Park Seung Won) (Chinese: f1# ) (shareholder)

16-00683
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4. Sunny (HONG KONG) Int’l Development Co. Ltd.
Address: LM 873. Room B. 14/F. WaH Hen Commercial Centre. 383 Hennessy Road. Wanchai. Hong
Kong
Individual involved:
- Mr. Li Hong Ri (Chinese: =L B) (director and shareholder)

Additional information about each individual

1. Mr. Cai Guang (Chinese: %)
- Chinese identification number: 220104197201271530
- Date of birth: 27 January 1972
- Description:
o Leader’s director and shareholder
o Dalian Union’s shareholder

2. Mr. Piao Chengyuan (Chinese: #F i)
- Possible aliases: Mr. Park [or Pak] Seung [or Sung] Won
- Chinese national identification number: 120104196601256358
- Date of birth: 25 January 1966
- Description:
Dalian Union’s director and shareholder
Dandong Yongxinghe’s shareholder
Longjin (Hong Kong) Intemational Trading Co., Ltd.’s director
Dandong Union Trading Co.. Ltd. (in Chinese: f i KBS 5 AR A F)
(hereafter “Dandong Union™)’s shareholder

O O 00

3. Mr. Ma Gewen (Chinese: &,#)
- Chinese national identification number: 22010219660804333X
- Date of birth: 4 August 1966
- Description:

Dandong Yongxinghe s shareholder

Dandong Union’s shareholder

Hong Kong Max Moon Trading Co., Ltd."s director

4. M. Li Hongri (Chinese: 4] H)
- Also known as Li Hong R1
- Chinese national identification number: 22242619640705113X
- Date of birth: 5 July 1964
- Description:
Dandong Yongxinghe's shareholder
Sunny’s director
Dandong Yongtong Trading Co.. Ltd."s director
Xiuhua International Company Limuted’s director and shareholder

O 0 00
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STRICLY CONFIDENTIAL"

Annex 36

*The annex has not been reproduced in the present document because it 1s strictly confidential.
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STRICTLY CONFIDENTIAL*

Annex 37

*The annex has not been reproduced in the present document because it is strictly confidential.
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STRICTLY CONFIDENTIAL"~

Annex 38

*The annex has not been reproduced in the present document because it 1s strictly confidential.
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STRICTLY CONFIDENTIAL*

Annex 39

*The annex has not been reproduced in the present document because it 1s strictly confidential.
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STRICTLY CONFIDENTIAL~

Annex 40

*The annex has not been reproduced in the present document because it 1s strictly confidential.
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STRICTLY CONFIDENTIAL"

Annex 41

*The annex has not been reproduced in the present document because it 1s strictly confidential.
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STRICTLY CONFIDENTIAL"™
Annex 42

*The annex has not been reproduced in the present document because it 1s strictly confidential.
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STRICTLY CONFIDENTIAL"

Annex 43

*The annex has not been reproduced in the present document because it 1s strictly confidential.
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STRICTLY CONFIDENTIAL~

Annex 44

*The annex has not been reproduced in the present document because it 1s strictly confidential.
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Annex 45 : Rungrado General Trading Corporation

Name: Korea Rungrado General Trading Corporation

Alternate name(s): Rungrado Trading Corporation. Korea Rungrado Jonsong Trading Company
Address: Pothonggang District, Pvongyvang. DPR Korea

Telephone: 850-2-18111-3818022

Fax: 850-2-3814507

Email address: rrd@co.chesin com

Extract of Foreign Trade of the DPRK (Issue number 3. 2006):

16-00683 160/319
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Annex 46 : Paju and Baengnevong-do Island UAVs flight path

Paju UAV flight path

Democratic People’s

s e BRENt Start and return point:
" ' 37.9977N, 126 5105€

Republicof Korea

Q Planned flight path
¥ Crash site

Baengneyong Do Island UAV flight path

Democratic People’s
& emocratic People’s : Staxt auid ratuch poln:
Republicof Korea 3
37.8624N, 125 9478E

Baengneyong do

-
-----

== Planned flight path
Recorded flight path
¥  Crash site

Source: The Panel.
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Annex 47 : Morrowind website advertising the UV10

XS UVIDEANLER S8Rt
e PR EBIALES .,

BN R,
WEATRRFMGCIRT A, SR AR BRI, sy
HIMAL: AR SN
SEANTRAAFRRANAE LR, EREANNRREUSLER PRRSONEA. ATROWAN V..
EHTANSFARSE, FAVRESRNEG 270 IR LRLRRNN RO, HA

e,

LSwante.

16-00683

PEASNWGCODME T ARLI SMER. ARRXNHE, ARSALE MPNE. NTRRIN. &0
NAFEMRBRELAND, WEHARTREATF.

EAVIRECOFOMKIGR RIS MG EAFLAMANMRGUS, FATURBM 7RI [ W fma
BITRRAES ‘MR SARNANNREITTENARL,

ERVARERT CAFIRNERER T

R—NAAUE RRRAILEL WML, Lo FRBHIUEURTE. SHESQETR0 LS
RE, A TRIENER,

g AW SNANCDE COUMMBWR g0 rtm |

Source: www.51thangpai.com.
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STRICTLY CONFIDENTIAL"

Annex 48

*The annex has not been reproduced in the present document because it 1s strictly confidential.

163/319 16-00683



S/2016/157

16-00683

Annex 49 : Microfly website

Homepage of Microfly’s website

1225 ERTEL T RAAT R

RAET | A

7
MIEROFLY 010-67892400

*TR) FERR pis L AT B

-
RTHO L EHIEA e b
LW N THRAN ML PR UVNEARET RS S T UV ATARRL L RENe RHETRACRR NN L
AR B EEAF RN, AL N LTS #Mbicuthel VNIREILRRA N AR 2 AR
THAWG L TEINOL THNRAE THRRNE

PSR TR

Page of Microfly’s website featuring the UV10

120002018 AREE eI REAGRAY
7 RART | mASR
MICROFLY 010-67892400

A

Source: http://www.microfly.com.cn.
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Annex 50 : Engine manufacturer invoice to Maikaifei

Invoice / Faktura 201300054
I 4 /T v 25.9.2013
D v sayerens / Datve saosy 25902013
VAT e Distem ot S ATRRWT) Y 2502013
Customes / Odbéralel

MAIKAIFE! Engineering & Technology
(HongKong) Co,. Ltd

Room 517, Qing Run Building,

Ching Ho Estate, Sheung Shul.

999077 New Territories, Hongkong

The exporter of e products covered by this document declarss that where otherwise cleary indicated these products are
of Czech Republic proforential ongin. CI°

el ~u Quenny A e Mrce Bwit VAT VAL Mxw Tow
/ Pages 1Cun R 1 o 24 o 7O e P 10w ’ Cmas cotaer
ROTO 35FS 8P 530,00 318000 0% 000 31800
ROTO %0V2 2Fc 545,00 1080000 0% €00 1 080,00
ROTO rova 1 Fo. 55500 95500 0% 0.00 55500
Propedar ol Jg 1Fc 12.00 7% 0% o0 1200
SSA lor ROTO 50 2Pc 55,00 "m0 0% o 11500
SSA for ROTO 70 1P 58,00 5800 0% 0,00 5800
Ar ke SFc 9,00 4800 0% 0,00 4500
Svicka NGK M10x1 - spark phug 6Fc 5.00 00 0% 0.00 00
Gasket 1W0Fc 02 2% 0% om 200
Transport 1 418,00 41000 0% 0.00 41800
Zapacraan 3FS - ignson 4Fc 64,00 2000 0% 0,00 255 00
Tolal / Cotkom. 39 mudmj 5 780,00 0.00 & 760,00
N (IR Lan L) VAT (G £ O g Aten Cazemenan 000 UsD
0% 0.00 0.00 Totl/ Cetiere: 576000 USD
Part scecenant / Neazsnd sons 533800 USD
To b paid / Doyt s oty 42200 USD
lasued by / Vystawdl: —— Page/Stana tof /21

Source: The Panel.
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Annex 51 : Hong Kong company registration result for Maikaifei and correspondence
from the Hong Kong Housing Authority

| Scurch [:\t\\n e-Scachw ILagwl l

Welcome! System Clock: 11-SEP-2015 01:56:23 GM'T 10800
SE0
(Company Name Search

Altention:

Pursuant 1o secuon H2xe) of the Companies Ordimnce (Chapter 622, Laws of Hong Kong), regsteation of & company name
vhich is identical to @ nume en the hist of dld compuny names ot nume_list_soction 10020\ pdf will NOT be apprevad cxeept
with the consent of the Registrur of Companies. To complete the sesrch on compony mames, please adao check the irendad name
g st the fist

Your Sezvch: LEFT PARTIAL match with MAIKAIFE] ENGINEERING & TECHNOLOGY (HONGKONG) CO., LTD!
[Search Langunge: Englisk
INO MATCHING RECORD FOUND FOR THE SEARCH INFORMATION INPUTT!

Source: The Hong Kong company registration records database available from
http://1cris.cr.gov.hk/csci.
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g

#ﬁ%ﬁ&ﬁl.

Hong Kong Housing Authority

AEAEHE © HDI-4DTMO(NTH1)/1-65/3 ST 26779009
Our Ref Fax
RS | SAC.492015PE/OC.116 235 - 2677 2002
Your Ref Tel

FaA

Date : & June 2015

Mr. Hugh GrifTiihs,

Coordinator of the Pane| of Experts established,
pursuant to Security Council Resolution 1374(2009),
United Nations Security Council,
Headquarter-Sicge, New York NY 10017

(email: furskewa@un.org)

Dear Mr. Griffiths,

Provision of Information
on MAIKATFEI Engincering & Techaology (HongKong) Co., Ltd,

I refer to you facsimile dated 22 May, 2015 requesting provision of information
regarding the address of ‘Reom 517, Qinz Run Building, Ching Ho Estate, Sheung Shui, New
T'erritories, Hong Kong, China’. Since there is ne such *Qing Run Building', I regret to inform
you that the aforesaid address is not a valid address in Ching Ho Estate.

)

{YEUNG Chickeung)
Acting Housing Manager
District Tenancy Managerent Office (Northl)
Heusing Depanment

HERAEEAREREE( ) Mousing Dopartment North Diatrict Tencnoy Maragaman: Office (1)
FALAR VX aReTI07 Na. 107, G/F, Tin Yoe House, Tin Ping Fstate, Shaung Shil, N.T

Sowurce: The Panel.
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Annex 52 : Aliases used by Mr. E Chengwen

Information obtained by the Panel shows that Mr. E Chengwen has used aliases when dealing
with foreign companies.

The document mn figure 1 proves that an individual named “Mr. Chengwen Able” brokered the
deal of 10 autopilots MP2028 for RedChina Geosystems. The email address used by this
individual for this communication 1s albert aircam@vahoo com cn. The document i figure 2
shows that the same email address was used by Mr. E Chengwen from Maikaifei. According to
information obtamned by the Panel, Mr. E Chengwen also used the following aliases:
“Chengwen”, “Cheng Wen™. “E Cheng Wen™. “Able E”, “Able Chengwen™ and “Able Cheng

Eigure 1 “Chengwen Able” using the email address albert aircam@vahoo com.cn

FIF D3

Task Detar

v Task |sformation
Aszigmes Jo
Sebjert
Oue Date

* Emmailz asked if he has heard anyhting from his client

Tt | Delete | Croate Folow-tp Task | Cronte Tolowo Frent

Emat 35403 If i NS haard armming from nis cliem
25052011

(8

From

Ta: Chengwen Adle<;
Recewed at 200052011 4.90.56 PU
H Ao

Hops TIngs & goed Just wendenng £you have heard Tam your client>
Ao et 3y prosieenc, 15 Ihere ImEvng can da 10 helb?

10U NEET 3Ny B53ISTANCE. PRI 30 HOLNEIILIL 13 COMAL Me

R Lapout Hetp o s Page

Balted o Fled 41020105 NP8
teme  AbigWing
Tree  Emak

Source: The Panel.

16-00683
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Figure 2: E Chengwen using the email address albert aircam@vahoo com cn

Chengwen Able (albert avcam@yahoo. com cn)
ROTO 35FS

Here 1s my company information
Company Name

MAIKAIFEI Engmneering & Technology (HongKong) Co,. Ltd
Address

Room 517, Qing Run Building, Ching Ho Estate, Sheung
Shui,

New Territories,Hongkong, China

Phone: +86 0150-1008-2330

ZipCode 999077

When shipping me the engines please use the follow recipients
who 1s a secretary see after receive products

Recipients Fu Hong

Recipients Phone Number: 00852 67022125

Best Regards'

E Chengwen

Chief Engineer

hone: +86 0138-1068-1469

Source: The Panel.
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Annex 54 : Import agency authorization agreement hetween the consignee and Microfly

Import agency authorization agreement
Agreement number: 2013HX1/070US/C

Client (Party A): | Agent (Party B): [
Beijing Maikaifei Engineering & Technology Co., Ltd.

Address: First level, No. 12, Shuangyang St.,

Yizhuang, Beijing

Post code: 100176

Telephone: 13910182382
Fax:

Bank information:
Account-holding bank:
Account name:
Account number:

|Partial impression of Beijing Maikaifei Engineering & Technology Co., Ltd. company seal)
For details of product names and valuations, see the Foreign-Trade Contract signed between
Party B and (Contract number: 2013HX1/110SP/C, hereafter
abbreviated as “the Contract”)
I. Duties and responsibilities: \’I Engine manufacturer I
A. Party A:

1. Obligations to Party B voluntarily assumed by Party A under the Contract include
but are not limited to the following. Party A assumes responsibility for providing
Party B with signed and verified inventories (in bilingual Chinese and English text)
of goods contracted for import; guarantees compliance with the Customs Law of
the People’s Republic of China and relevant national laws; and also guarantees
that the product names, quantities and prices of the goods actually imported
match those [appearing in] the Contract as well as In the declared invoices and
packing lists, and assumes full responsibility in case of failure to do so.

2. If needed, [Party A shall] provide Party B and relevant Government organs
(including the relevant Customs and State organs etc.) with the necessary
product descriptions and technical explanations of goods imported, and accept
final Customs identification [of same].

3. Party A assumes responsibility for paying contract payments and taxes (first
calculated according to that day's exchange rate, with refund for overpayment or
supplemental payment for deficiency in the actual payment) into Party B's
account, within two days prior to outgoing payment by Party B, and also
exclusively for handling bank fees. Consignee service charges (1.5 per cent of the
contract payment, with RMB ¥1000 to be assessed for amounts below RMB
¥1000) to be paid [by Party B] before Party B settles the account with Party A_ If
payment is not made on time, [Party A] assumes all responsibility for all liabilities
and losses sustained by Party B as a result; Party B retains ownership rights to
the goods [involved] and may also take control of them,

4. If trans-shipment s required after Party A takes delivery of the goods, it may
make its own arrangements [in that regard], and may also authorize Party B to
do so; Party A assumes responsibility for associated shipping-insurance costs and
service fees. Party A is [also] responsible for international shipping insurance.

171/319
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10.

In the event of a foreign claim, Party A must provide Party B with the claim-
compensation demand in writing and the commodity inspection certificate
within the claim or warranty period specified by the Contract; furthermore it
must come to an agreement with Party B on a cdlaim-payment programme and
assume responsibility for the associated costs, or be deemed to have abandoned
Its right to the claim.

After Party B has concluded and signed the Contract, Party A assumes
responsibility for pecuniary losses resulting from amendment to or cancellation
of the Contract by Party A.

Party A assumes responsibility for all costs incurred by reason of delayed
declaration, delayed tax payment, or warehousing on its part,

Party A concludes and signs after-sales services agreements on its own, Party B
assumes no responsibility for after-sales service.

Party A is responsible for confirming product specifications, examination of
goods and domestic shipping. If a third party raises any objection to a product,
Party A is solely responsible.

Party B is authorized by Party A to act as import agent on its behalf. Party Ais
solely responsible for dealing with all conflicts with third parties arising as a
result of actions by Party A, or by reason of the goods themselves; Party B is
entirely exempt from any liability.

[Partial impression of Beijing Maikoifel Engineering & Technology Co., Ltd. company seal]

B. Party B:

1

Following conclusion and signing of the Agreement, Party B assumes
responsibility for concluding and signing import foreign-trade contracts with
foreign parties, as well as foreign payments, within the scope authorized by Party
A

If Party A requests changes in the content of the Contract during the period of
validity of the Contract, Party B shall make written representations to foreign
parties based on the written changes in the Contract provided by Party A;
responsibility for any fees arising from such negotiati must be d by
Party A. If Party A requests termination of the Contract, Party A must assume
responsibility for all consequent pecuniary losses, including pecuniary claims
made by foreign merchants arising from non-performance of the Contract.

Party B shall assist Party A in handling Customs clearance for goods imported.
Following the completion of foreign-payment and customs-declaration
procedures, Party B shall submit the clearing list to Party A, and shall draw up the
value-added tax invoice.

The clearing list should include agency fees and other costs necessitated by the
Import process: for example, import-permit application fees, Customs clearance
fees, commodity inspection fees, shipping costs (including international and
domestic shipping costs), along with all taxes arising in connection with
performance of the Contract.

When foreign claims are presented (within the claim-compensation or warranty
periods), they shall be handied in accordance with the claim-compensation
demand in writing and the commaodity inspection certificate provided by Party A
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1

Party A:

along with the foreign-claims procedure mutually agreed by the two parties;
[associated] fees are the responsibility of Party A.

If repairs are required after the goods have been imported, Party B shall
undertake the necessary repairs in cooperation with Party A; [associated] fees
are the responsibility of Party A,

Il. Other agreed matters:

After each imported-goods manifest submitted by Party A has been signed by
both Parties, each Party shall retain a copy, which shall be considered an integral
part of this Agreement. Each transaction automatically takes effect upon the
signing of the imported-goods manifest by Parties A and B and the receipt by
Party B of pre-payment for goods by Party A, and automatically concludes upon
receipt by Party A of goods and the value-added tax invoice.

Following the signing of this Agreement, both Parties shall complete and execute
all operations [stipulated in] the Agreement in accordance with the provisions of
the Agreement, Any conflict arising in the course of execution of this Agreement
shall be settled by the two Parties through negotiation; if agreement cannot be
reached through negotiation, either party may apply to the Economic Contract
Arbitration Board of the Beijing Municipal Administration Bureau for Industry
and Commerce for arbitration, or bring suit in Beijing court.

Force majeure: In the event of such force majeure ts recognized by Parties
A and B as war, fire, flood, cyclone or earthquake, the Party encountering force
majeure shall promptly notify the other Party, and provide the corresponding
evidence. Upon receipt of [such] notification, the Parties shall actively discuss
ways to deal with the situation. If the Party encountering force majeure is
unable to fulfil [its obligations under] the Contract, it shall not be held liable for
breach of contract.

If either party wishes to terminate this Agreement, It must obtain the prior
agreement of the other Party; if agreement has not been reached through
mutual consultation, the Party terminating this Agreement shall assume
responsibility for all pecuniary losses entailed for the other Party,

Matters not covered under this Agr shall be Ived in accordance with
the Provisional Regulations on the Foreign Trade Agency System, promulgated on
29 August 1991 by the Ministry of Forelgn Economic Relations and Trade.

The present Agreement is made in duplicate, with a copy to be retained by each
party, and each copy having equivalent legal validity.

Beijing Maikaifei Engineering & Party B:
Technology Co., Ltd.
[Beijing Maikaifei Engineering &
Technology Co., Ltd. company seal]

Representative: Xue Qiang
Date: 4 September 2013
Place: Beijing Place: Beijing

|Officially Translated from Chinese by the United Nations)

Source: The Panel.
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Annex 55 : Payment confirmation associated to the sale of the engine
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Source: The Panel.
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Annex 56 : Autopilot manufacturer invoice to RedChina Geosystems

Invoice i Page
11, 201 1
Invoize Number
INOOST01
Aun®
veury
813A Form 10
20110700000
Export Permi @
1108061026
Order No. Order Date (= No. PO Number Shp Via Terms
ORDODE2TS Mar 10 201 RED-CHINA Re ues PREPAY
Gy | ay. | aw. ?
tem Number/Description od |snp | 80 uom Unt Prics Discourt Bsnded Pies
A-2028 10 10 Pl - 400 .00 4000000
MP2028g fight control compuier
Senal Numbers
0402138
04-02139
04-02140
Mo 4 4
402142 04-02176 is the serial
04-02155 .
i number of the autopilot
ngil retrieved in the
04-02178
Baengneyong-do Island
3 inciudes autopiint
drout board Mz GPS UAV
reciever only
SHIP am o.oo 85540
Shipping & Handing
Does 2ot incloe any duty
orokerage fees or taxes.
associated wih the
mportation of these goods.
Thess expecses am the
OuMiore ey resp onsbiity
Tax surmmary: Subtetal 40345540
asTY 000  Yots sales tax 0.00
Tola amount 40,855.40
Less payrment 4035540
Less prt, disc 0.00
Amount dusUSD 0.00

Source: The Panel.
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Annex 57 : End-use statement provided by RedChina Geosystems

¥RCG

Batirerme Gasspmtoms O orew
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Description of goods:

Part No. Description Quantity | Unit Value Total Value
MP1028g Flight control computer {autopilot) 10 $§2250CAD § 22500 CAD
MP2028g Flight control computer {autopilot) 20 $8250CAD $165.000 CAD
MP2128¢g Flight contral computer {autopdot) 10 $5.000 CAD $ 90,000 CAD
MP2128hel: Flight control computer (autopilot) -~ enabled for | 10 $12,000 CAD $ 120,000 CAD
helicopter control
MP2128-LRC Integrated Flight central com puter (autopdol) & $12600 CAD $ 75,600 CAD
MP2128hel-LRC Integrated Fight control computer (autopilot) - | 6 $15,600 CAD $ 93,600 CAD
enabled for hellcopler control
Updates Software updates downloaded from the | 80 $75 CAD $ 4,500 CAD
MicroPilot  customer support  website for
MicroPiiot autopilots, Honzon ground control
software. Xtender system developer kit and
trueHWIL simulator
RepaitReplacement | MP 1028, MP 2028, MP 2128, MP 2128 Heil to | 15 $3,750 CAD $ 56250 CAD
cover warranly of non-warranly repair work or
replacement
RepaitReplacement | MP 2128 LRC, MP 2128 Hell LRC lo cover | 16 $5,400 CAD $ 81,000 CAD
Integrated autopliols | warranty or non-wamranly repair work o
replacement
MP2128 3x Triple Redundancy Flight control computer | 2 $37.500 CAD $ 75,000 CAD
(autopilal) —aenabled for helcopter control

Specific end-use of goods:

RedChmn Geosystems (Betpmng) Co Lid ix o private holding comganry, which s not afliliated witly amy
olher compames

Thas project, m which autopilots ure used, i for the cavil mappmg

As m m-development countty, China has huge regquirement of updating s map for ety construchion
RedChma Geosystems (Beymg) Co. Lid will develop a mapping UAV, on which atopilots
are wsed, 1o rapidly get rancte sensmg pictires o the mapping departiment muopilet has
relable pedfommuance of control UAV. RedChma Geosystoms (Beipng) Co. Lid will choose it to cantrol
s mappimg VAV The UAV i o electreal powered hand Imanch LAV The LAV wall equip &

cord camern e s paylond Lo caplure remole sensmg piciires. The UAV can be operated

by mapping professional operatars. The UAV can fly upto 45 mumstes to capture about 10 square

FRRNRERER (N AMALE
RedChina Geosystems(Beljing) Co., Ltd
ZNTWEE RN 13 SRRESFD 10138 HR 100125
i3 +86 1065858516 {4 : «B6 1065858526
Mt wwwiliDAR com
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AeCoine Coeeytems G
Eilomaeter pictures
The specification of the LAV is a8 follow
Weight: 2.5Kg

Erdurance: 45 minutes

Raonge: 10km

Flight Alvinugde: 300 10 1000 meser AGL

Cruise Speed: 35 o 60 kavh

Payload: RICOH Caplio GX 100 digital card camera

Propulsion: Electrical

Dimendion:  Length9Simm,  Wing span: [600mm,  Height 445mmn

Certifications sad asurances:
e The above goods will be used only by the end-user:

The above goods will nof be diverted 10 another destination, trans-shipped or re-exporied.

The abomve goods will only be re-oxported by the end user in accondance with the expart control
ws of the country of firsd destinabon,

The proscces will oot be usod 1o develop or produce auclear. chemsical and biological weapons o
their delivery sysiems,

Drate

Thtle / Positlon

wnuary 24, 2011

FHRESRREAR (X)) aRLeE
RedChina Geosystems{Beling) Co., Ltd
AMWWRE SRR 13 FRREFO 1038 S 100125
£13: 56 1065358516 14N : +28 1065853528
ML wwwiliDAR com

Source: The Panel.
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Annex 58 : Extract of Microfly correspondence to the Panel
Microfly email to the Panel of 20 November 2015

Sir,

[-.:]

Mr. E Chengwen 1s a staff member of our company. who uses Able as his English name when
corresponding electronically with foreign enterprises (including Micropilot Co.).

Owing to the differences between Chinese and Western given names. foreign enterprises may
have addressed him as Able E, Able Chengwen or Able Cheng Wen when contacting him; out of
courtesy, Mr. E Chengwen did not try to correct this.

[.-]

When RedChina Geosystems was planning to purchase flight controllers. our company
recommended Micropilot Co. to them, and helped them to contact Micropilot Co. Thereafter,
our company and Mr. E Chengwen had no further dealings [with RedChina Geosystems],
including but not limited to signing end-user statements, making payments for goods, or taking
delivery of consignments.

[...]

In our previous letter to you, we noted our suspicion that someone was manufacturing knockoff
UV10 drones; we have subsequently seen, via the news media, negative stories of [the existence
of] drones closely resembling the UV'10 in appearance outside of China. For the foregoing
reasons, therefore. we have decided to halt the production and sale of UV10 drones. and have
accordingly removed all related matenial from our website.

[--]

UV10 drones have not been sold to customers with military backgrounds.

To protect our customers’ privacy. please pardon our nability directly to provide vou with the
names and contact information of customers to whom we have sold UV10 drones since June
2009. We are, nonetheless, willing to cooperate actively with you in your work. We therefore
advise you to contact the relevant departmental authorities 1n our country’s Government; our
company will be very happy to provide those authorities with the information you seek, based on
the relevant Chinese laws and in accordance with the requirements of the relevant departmental
authorities of the Chinese Government.

At present, we can [only] provide you with the information that RedChina Geosystems was
[indeed] one of the purchasers of UV10 drones.

Naturally, the reason we mention RedChina Geosystems here 1s only because it was already
mentioned in your letter to us; this represents no determination or conjecture on our part.

Beijing Maikaife: Engineering and Technology Co., Ltd.

Microfly email to the Panel of 08 January 2016

Hello.
We believe the following information may be helpful to you.
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When RedChina Geosystems purchased UV10 umanned aenal vehicles [drones] from us, they
made a special request that the drone flight controllers should be supplied by them.

In the light of that request, when we produced UV10 drones paid for by RedChina Geosystems,
we nstalled the MP2028g flight-controller circuit boards supplied to us by RedChina
Geosystems 1n all those drones.

We did not record the serial numbers of those controllers.

Beijing Microfly Engineering Technology Co.. Ltd.

Official translation from the United Nations

Source: The Panel.
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Annex 59 : Trancomm website advertising the SKY-09P

120802015

N~ SSpecial Pumpese..
NS ESAN00~ R MNER

MIpArancomm com oncomentsS158 fow |

181/319

S0 ASL
SRR rEEaF | 921 50 RRQ
SKY-09P AHL

SKY-QIPEANRSMAYTMER , YRRBIEE ‘M ZHR , 2ROURSEE, RS &
AYVRTGERDSHRE. , UAURLE , S8k WHRET.

BRI
L. ]

A L92m
4K 1L.20m
AU : 0.56m

OB | R<30km
IMATRA : 80-100km/n
LFFFIM © 4000m
A | 3h
AR R g
UM - sIeg
R et
A :

2RNMFTEEE : $30min

Source: www.trancomm.com.cn.
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STRICTLY CONFIDENTIAL*
Annex 60

*The annex has not been reproduced in the present document because it 1s strictly confidential.
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Annex 61 : Case summary, documentation on HK Conie and Mr. Wang

In February 2013, the United Kingdom informed the Panel about an attempt by smocratic
People’s Republic of Korea to procure “sanctioned goods™ from its manufacturer. The UK stated
that the goods included miniaturized optical equipment which could be used in UAVs.

The Panel undertook a visit to the United Kingdom. The manufacturer noted that its main clients
for these particular items were major world militaries and defence manufacturers. According to
the company’s information and through its imvestigation into the characteristics of the items, the
Panel assessed that they are mainly used in military applications.

According to the United Kingdom customs, the company which attempted to procure the
equipment did so through intermediaries based on the mainland and registered in Hong Kong
before onward shipment to the Democratic People’s Republic of Korea. ! The report described
the company as “a mulitary logistics company specialising in the procurement of parts for
unmanned aerial and undersea vehicles.”

Dewen Wang was listed as the Director of HK Conie Technology. oniginally registered in the
British Virgin Islands before registering in Hong Kong in 2014. In correspondence relating to the
procurement attempt, Mr. Wang stated that his company had an “R&D office”™ in China. (see
figures 1.2.3.4)

Correspondence records and the export licence application showed that the person who
attempted to procure the goods was Richard Wang (Dewen Wang in Chinese). The Panel
identified HK Conie’s trade relationship with a company called Korean Pioneer Technology
Company Ltd, which reportedly used the alias Korea 21 Trading Company (annex 50, 51).

Documentation shows that HK Conie invited representatives of Korean Pioneer to China shortly
after submussion of the export licence. This further demonstrates the linkage between HK Conie
and Pioneer. HK Conie also mamntained an account in a Pyvongyang bank which a made a large
transfer order in United States dollars to a Democratic People’s Republic of Korea national
(annex 51).

In response to the Panel’s mquiry. an unsigned letter was sent from the HK Conie email address
on 2 January 2016. The author denied involvement in any attempt to procure military grade
sensors, but acknowledged that he had a business relationship with (Korea) 21 company (annex
51). The Panel concludes this was an attempted procurement of military grade goods forusemna
UAYV program by individuals acting on behalf of the Democratic People’s Republic of Korea for
their UAV program and 1s continuing its imvestigation.

" The optical equipment procured by Member States for use in technologically advanced UAVs for mulitary
purposes.
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Figurel: National Identity Card of Dewen Wang / Richard Wang

L
y
-

Source: The Panel.

Figure 2: Email from Richard Wang on behalf of HK Conie to UK Manufacturer

From: RICHARD WANG [mailto:conie888@126.com]
Sent: 10 February 2014 09:59

To
Dear Mr.

Subject: INQUIRY
Nice to have a new contact with u.
Here send u my inquiry for ule.

Would u pls send me quotation and detail datasheet?
Thanks and best regargs.
Wang, HK CONIE technology Co.,Ltd.

Source: The Panel.
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Figure 3: Email from Richard Wang to UK manufacturer regarding HK Conie

Dear Mr.

Nice to get news from u,

My company name is HK CONIE TECHNOLOGY CO.,LTD ,currently have no website and R&D
office located in shenyang,Liaonig China.

My company is IT development and marketing company many years involved in developing
industry automation products including day and night plant field surveiliance and accident
preventing

We have many customers and once we complete new{jjjjJsystem the further market is
rather good :

Recently we have come to know that [[JJJllis a big revolution for day/night surveiliance with
lower cost than IR theraml imaging and also u are professional maker of (R

| hope u can surpport in good touch further for em ccd products and closely co operate each
other.

/Andcan uletme know-'s for surveillance or sientific?

What information do u need for future promotion?

Lookoing forward yr early reply.
Thanks.

Hello Richard,

| hear you have been calling the office for me.
| have been traveling and have inconsistent access to the internet, so | apologies for the delay.

Can you give me some feedback on your company, Web address etc.
Also who and where is this end user, and what are their application.

These items are export controlled and we will need to make an export licence application, its best to
know if it’s worth the effort before we get to involved.

Export licence takes Approx. 6 weeks to get once we file all the details.

Source: The Panel.
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Figure 4 Hong Kong Company registry records of Mr. Dewen Wang's companies

e R}s Al G (CR
v FELN T
B Cvm&eatch Canlie, -
[Products -_ﬁhmpimv JAbout c-Scarche  fLogout |
Welcome! 'K.; PRA System Clock: 26-JUN-2015 23:03:53 GMT 10R00
! =114
Directors Index Search (l)imdcﬂ,;—al)
Name in Exglish; ES PWANG.DBWN
Name in Chinese: g - W y
HKID No. -
Overscas Passport No: - 1D210106196307260930
Passpeet Issuing Country: P CHINA
Direct
No. R No. s Company Name Company Type Remarks Pmlt'iacfnl‘:rs
HEK CONIE TECHNOLOGY CO, LIMITED  Private company
L 20658 s oA EARA lmited by shares (A EH
HONGKONG YONGLI TECHNOLOGY Piiviae compay a -
2 1941470 LIMITED il b skt o~
A HFEATRAT
Displaying: Record | fo 2 of 2 records.
Jump lomc[ﬁ v loﬂ
Please select the Order Type:
AR Onler cantified ropon ~ HKS152.00 s adHtional bemdling changes for differary delivery rodec®)
(*) Additionnl handling chargas fov differen delivery mode will be shoom when clieck out shepping cat
Back 1o top
ICRIS_ Ve 1_0_5_Build 08 01
ICRIS OS¢ Campanies Registry, The Goverminent of the Hong Kong Special Administrative Regicn.

Source: The Hong Kong companies registry database.
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Annex 62 : UK Export Licence End User Undertaking (EUU) and Annex

EUU FORM

SECTION 1 - PARTIES

(a) Name of UK Licenseo ' (b) Licensee's Roference * '
7
m i
() Name of Consignee * " | {d) Consignee's Address
|
§‘ | H Y { ROOM NO 309 CHUANGFU CENTER
| SIH STREET OF XINGSHUN AVENUE
SHENYANG CITY L AONING, CHINA

»(Af) End-User's Address

(g) Is the End user the armed forces or (h) Specific location where goods will be

internal security forces of the | used or basod (If known) and If different
| country ?° from (f) *
| Please DELETE an option ﬂmm&_&m
| Yos | No
| ‘ (SAME WITH THE ABOVE CLARIFIED

SECTION 2 - GOODS

(a) Quantity of (b) Description of the Goods ~

Goods (for consumable goads, include length of time supplies are expected to
Last)

A curgentLy NEED ANALOG OUTPU T [ o=
SAMPLE STAGE,
IETHE TEST USE IS OX CONIE WILL LAST PURCHASING MORE
QIY FOR FURTHER MANY YEARS ACCORDING TO THE
CUSTOMER'S DEMAND

(if you need to use continuation sheets, cach must carry the licensee’s referonce, and

| must be signed and dated by the same person who signs this form.)

LA (Ravined by 2012) Pt 4 of Dheegrvod tyy Capnt Corarl Onganaanon 55
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SECTION 3 - END-USE OF THE GOODS

'Mwuulwelemktm&oouamhhuwn”&
user (including, f spplicable, whers the goods are being Incorporated) *

SECTION 4 - END-USER UNDERTAKING * (to be completed by the person or body named in 1(e)
and 1(1)

Wae - the person or body named al 1(e) and 1(f) — certfy that we are the end-user of the goods

shall use the goods for the purposes describad in Secton 3; that the goods will not be used for any
purpose connected with chemical, biologcal or nuclear weapons, or missies capable of delvering such
weapons, that thay will N0t De r0-xPOred of dtharwise re-sold or transformed If 1t is known or suspected
that they are intended or kkely to be used for such purposes: that the goods will not be re-exported or
otherwise re-sold or ransferred 10 a destination subject 1o UN, EU or OSCE embargo where that act
would be in breach of the terms of that embargo ; and that the goods, or any rephica of them, will not be

lmanmynmﬁrmmm cycle ',
| Sign Here Date 201439

_vice present oF A
(Add Job Tithe of Signatory in Capitals)

] Inchades resencch on of SaveloDman!, dasige MAanecture, CONBINELOn, NG OF rterarco of any muciowr
oapionive device of por of submyss of such o dovice.

" i On of Seved | desige, marsfactusn orsincton opereson or muidenance of any reactr,
Mw mmwm TROrOCatting PR DIant 10r T Saparation of MRopes of SOUrce of
spockal fasonabic matorad, or separate storage Inatalistion where here 3 NO Coigation 10 accept ACA sofeguands of
e redeverd lacily or Fotalisbon exatog of hture. whon £ CONaINg #ny SUW0e of pecwl fnscratie Mmatensl. or of
By NEVY WIS DICORCROn RAn WOWCD INare I 10 CORGEDON 10 ALOROE LAEA SEAgUARSS 00 BNy Nuckesr rateasl
PrOBUOSE by OF Used 'D CONMECLon W Ay heavy waler Droduced el om, of where any such OGN it fot et

FIA) Rawsea Ay 2000 Magesars Dosrt by Cagont Covtad Oeganviniton 98

described in Section 2, which are 10 be supplied by the licensee named in 1(a). We further certly that we

Source: The Panel.
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Annex 63 : Extracts of Panel correspondence with Mr. Wang/HK Conie

United Nations @ Nations Unies

KEADQUARTERS ~ aiROR NEW YORKE, NY 10017
TEL D #1202 965 1058 « PAX. =1 212 963 2010

UniTeo Navtions SeEcunriTty CounciiL PaneL oF EXFPERTS ECSTABLIGHED
PURSUANT TO mE30LUTION 1874 (20090)

rerenEnce: S/AC492015/PE/OC.699
YOUR REFERENCE

22 October 2015

Dear Mr. Wang,

1 am wniting to you with regard to efforts of the Panel of Experts established by
United Nations Security Council resolution 1874 (2009) adopted under Chapter VII of
the UN Charter, to gather. examine and analyse information regarding the
implementation of the measures imposed in relation to the Democratic People s Republic
of Korea (DPRK) by Secunty Council resolutions 1718 (2006). 1874 (2009). 2087 (2013)
and 2094 (2013), in particular mcidents of non-compliance.

The Panel wishes to follow up on its correspondence of 1 October 2015 (reference
number S/AC 40/2015/PE/OC 488: see annex 1), The Panel noted your comments
relating to a falsified end user statement subnutted by vour company as part of an export
licence apphication pertaining to 2 [l used in Unmanned Aenal Vehicles (UAVs)
(see annex 2) and sought clanfication concermning your business relationships with DPRK
nationals and individuals. The Panel requested a reply within two weeks of the date of
this letter, but has yet to receive a response. The Panel kindly reiterates its request for this
information as it intends to utilize this information for its upconung Final Report and for
1ts records.

In addition to our previous inquines the Panel has gathered additional
mformation and requests your assistance in obtaining the following information:

e The names, dates of birth and passport numbers of all DPRK nationals

working for the Korean Pioneer Technology Company that HK Conie
Technology has engaged wath.

e The names, daaofbum.passpmmbusmdmactdmﬂsot‘an
mdividuals working for or on behalf of the Korea 21 Trading Compan
for whom HK Come Technology has procured and supphed goods to.

Mr. Dewen Wang

HK Conie Technology Co. Ltd.
Email: Conie888@126.com
Fax: ++86 2425483266
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To: Panel of Experts established pursuant to Security Council Resolution
1874 (2009)
Attn: Mr. Hugh Griffiths, Coordinator

Date: 2015-9-8

Dear Mr.Hugh Griffths.
How are you?
Itis really a great honor to have an opportunity of mailing with you, the important
coordinator of UN security council, and think it thankful that you have sent me a
letter of kindly requesting some explanations and co operation.
Just today, | have got the chance to see your letter and reply.

Sorry for my late reply and for the fact that | disturbed and made u doubtful
thought it is unintentional or not.
| have received and read a letter from the Panel and were much knocked on
reading that | tried to submit the UK license for purchasing the product with
military application.
And also feel pity that because of my unsatisfactory documentation brought some
confusions and doubts.
Frankly speaking it was the first time for me to fill in that kind of EUU document
and still I have no clear idea of such documentation.

| only followed the seller’s requirement for further promotion of the business.

16-00683
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At that time, maybe beginning of last year ,as a lucrative business project ,| was

planning to develop a new model of_which can be widely used for

day and night time security surveillance because | found that the market of
security_’was still very big and the demand of the customers is
growing by the time goes by.

The most important point was to develop high specs of the product with the
lowest budget.

While consulting which kind of_suitable and how can we develop
the product at the lowest cost, one of my partner engineers who mainly deals
automation products recommended me to use individual camera module, lens

and rotating stand and compose the product ,not whole set o- in

order to save budget. His advice was reasonable.

For many days | searched several kinds oF_ from several makers for
outdoor surveillance and among them there was also UK'- series which
looked rather reliable for outdoor use and support many kinds of signal output.

But there was no mentioning of military use and said only it is for scientific and
surveillance.

And since then | began to contact with the several makers, sent and received the
lists of prices and questions.
But to my failure the price from UK company was very expensive than what we
expected and the method of use was also complicated.

Other specifications such as resolutions was also lower when comparing with the

recently introduced _hich are available on normal
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Chinese electronic market.

The budget of using this module together with separately purchaslng-

After receiving the final quotations from different makers o- | made
a decision not to use that expensive one,
| really forgot all of this thing since so long time has past.

When | received the form of EUU from the maker | really and only tried to fill in
actual contents, but it was really first time for me to make such kind of document
and that is why ,| think, it could not satisfy the requirement of relative organ.

Of course when | prepare the document | used a big company’s name and details
which was on their website thinking that small company can not be the end user,

and it was really incorrect .It was really my fault and | deeply apologies to-

and you. | was only seeking my favor and commercial interest.

But after | compared the price with other normal cheaper- and
received the mail from the seller that my documentation did not passed, | just
gave up and did not contact the seller anymore.
| felt the price was expensive and the purchasing course was rather complicated.
When considering it is only 1Megapixel resolution of -ra sensor module,
| could not understand why this product is so expensive and why should the
customer pass such documentation,

And how could | think this sma- can be used for military purpose by

the countries under UN sanctions?

At the time of the first contact ,if the seller taught me such conception | surely
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would not have tried to receive the price and prepare document.
| only thought using big company’s name can easily prevail the seller and easily
can receive price and promote the business course.

All were only my faults and there was no other bad attempt or purpose and u
know zctual selling and buying were not executed.
| would be grateful if u read this letter with deep understanding and hope you
have clear and full image of all the circumstances at that time.
| really do not wish harm the others and disturb you any more because of my
mistake and what | now can guarantee is that really there was not such serious
and bad attempt as you supposed.

And at the same time | assure you and the panel that from now on | will be
careful not to make you doubtful, confused and violate the resolution of the
security council while doing my business. This time is really a gnod experience to
me.

Hope your good health and the success of your responsible business.
Again beg your deep understanding to this small businessman. Thanks.

Yours sincerely. Wang.
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Annex 64 : Reply

Dear sir.

| send u thisletter in response to yr letter which requested me to mention the following points on which your
doubtisfocused.

. You knowingly falsified documentation relating to the purchase of UK manufactured strategic goods,
namelv-used in sophisticated military UAVs.

In the first letter of the beginning of Sept, | have already explained in detail about the purpose and the
course of my falsification of end user statement and expressed my apologizing mind.

It was only for searching chean -vhich can be conveniently used for second development of
“ot for procurement of military use productas udoubt.

. You attempted to procure the UAV- on behalf of a DPRK military logistics technology
company that specialises in the acquisition of components for UAV and unmanned undersea vehicles.

No,| didn’t attempt to buy Il military use on be half of any 3™ party.
I really don’t know what kind of Il military use . Your comment is literally an exaggeration.

No one asked me to supply_such productand, as u insist ,when considering that N ilitary
one what about the other _Jhich is widely available in normal Chinese electronic
markets? Are they all for military use?

| again assure u that my inquiry has no relation with military conception_and no one pushed me to doit.
Why do not u believe my words and where is the evidence that D.P.R.K company or individual asked me
to supply_ accordingly attempted to get it? How can u define that the fact is so.

And u can see ﬂ),g_t-\odule was not actually procured by me or othersrelated and for nearly two
yearssince then | completely forgot about it.

Would u pls kindly tell me which is military one or_not, so that | can note in my future businesses?
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.Your company HK Conie employs or is represented by DPRK nationals or individuals who act on
behalf of your company.

| have never employed individuals from D.P.R K and only had some normal businesses with them for
about two years and there were not so many contracts and transactions of big volume of amount.,

And clearly speaking, | know entities from D.P,.RK sometimes used the name of CONIE when they ask
the price and terms of the products in contact with our Chinese suppliers.

| think it is natural psychology for foreign tradersin China to get direct prices for their maximum interest
because normally the foreigners are quoted higher than native.

And only using my company name when mailing or calling under my allowance ¢an not be regarded
commercial rudeness.

. Your company HK Conie has a bank account in the DPRK.

U know many Chinese companies have their bank accounts in D.P.RK because directremittance is
impossible.

For convenient reception of the payment from D.P R K companies| had ever opened accountin
D.P.RK ,buttwo orthree years ago that bank was closed and also my account was automatically

deleted And since the time | had no big business with them ,at the moment | have no accountin D.P.RK.

. Your company HK Conie has established trade and business relationships with DPRK entities named
Korean Pioneer Technology Company and Korea 21 Trading Company.

As | mentioned in the last mail | don’t deny that in the past | had some business relationship with 21
company and not sure whether the name was changed to Pioneer or Pioneer is an_other company’s

name. And | also gave uthe names of two entities from that company and the items of the products |
did with them.

U know many Chinese companies are making business with many D.P.R.K companies. for commercial
purpose through normal opened route under the inspection of the customs office.

My relationship_with them was only normal trading for normal products such as construction materials,
computer accessories electronic products and other civil commodities and there was no violation
against my country’s law or UN resolutions. Invoice, packing lists and payment records, as | told u before
because since then over five years has past, are not keptin my hand at the moment.
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For many years | have no business contact with them and will not in future.

Iam sure that company is normal money making one whichis selling popular commodities in their
homeland market, not specialized one for obtaining military components. Though somebody asked me
to provide such products how can | do it and survive till now with the history of crimes? And how can
such dangerous goods pass the inspection of our customs office?

And concerning with your words going that you will publish _my relationship with D.P.R.K company |
would like to ask u if | had built an illegal trade relationship or smuggled with them before or violated

our law and UN resolutions? Upon violation against our law, if there was, | will _take full responsibility as
one of the citizens of PRC. Could u please tell me what is wrong with me while doing business with them?

Dear sir.

Unless there is a clear evidence of attempt or actual delivery for military purpose by D.P.R.K company
or related Chinese company | kindly recommend u to give deep consideration to this case .

I think if u conclude my company and those two D.P.R.K companies and individuals attempted to
procure the productfor military purpose it is really unreasonable and their normal reputation will
polluted bythe “truth” of no clear evidence.

What is clear is that everyone has a rights to be fairly commented as much as what he actually did.

I really wish you to give fair and scientific solution to this case with high responsibility on be_half of
divine UN which represents the interests and the rights of all the states and individuals of the world.
Your correctand fair conclusion will highly be appreciated.

if any other questions please contact me, and any of your requests will_cooperatively be replied.

Best regards.
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Annex 65 : Green Pine invitation letter

- GREEN PINE ASSOCIATION

LETTER OF INVITATION

Date: 19" March 2010
To: Government Garage Center

Att: Col. Woldu G/Yesus

T I ——

We are delighted to issue an official invitation to your delegation
headed by Mr. Tzahaye Mokonen Zerom.

We are planning teo receive your delegation for 1-week period during
April 2010. We hope that your visit would be of great importance in
starung substantial co-operation between two sides.

All of your visa will be prepared at Pyongyang Airport.

We will send necessary information for arranging your flight
schedule.

Sincerely Yours.

Ri Hak Chol ~ Z/ %' %~

President/GPA

W e

ADD: RAKRANG NO. 1 RAKRANG DISTRICT PYONGYANG KOREA

TEL: O008502-18111-8327 E-MAIL: PACESILIBANK.COM
FAX: 008502-38145685 P.B. NO: 2465

Source: The Panel.
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Annex 66 : “Green Pine Association” as an alias of Green Pine Associated Corporation

Green Pine Association’s name in Korean script provided in the letter (figure 1).
“HFH L3 A, 1s the same as and identical to that of the Korean script used for Green Pine
Associated Corporation. In addition, Green Pine Association’s logo “GPA™ is used by Green
Pine Associated Corporation. Close up of the company’s stamp provided in the letter:

GREEN PINE [\SCOCIATED CORP.
Source: The Panel

Korean script of Pine Associated Corporation provided in the 1718 Sanctions List (in
Korean)
KPe.010 GREEN PINE ASSOCIATED CORPORATION

AK.A.: CHO'NGSONG WNITED TRADING COMPANY: CHONGSONG YONHAP:
CH'O'NGSONG YO 'NHAP: CHOSUN CHAWO'N KAEBAL TUJA HOESA: JINDALLAE:
KUMHAERYONG COMPANY LTD: NATURAL RESOURCES DEVELOPMENT AND
INVESTMENT CORPORATION: SAEINGP'IL COMPANY

KOREAN: A4 34
(aka AFLEETY84}L 35FAE 2 ARA AL T4 84},
A, S 534 AUALEFA AL d4Eat)
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Annex 67 : Panel Letter to Eritrea (extracts)

United Nations Nations Unies

HEADQUARTERS » SIEC NEW YORK NY 100!
TEL | =0 212900 4055 « FAX! =1 242 965 2010

UNITED NATIONS SECURITY COUNCIL PANEL OF EXPERTS ESTABLISHED
PURSUANT TO RESOLUTION 1874 (2008)

resrmences SIAC.49/2015/PE/OCB19

YOUR REFERENCE

7 December 2015

Excellency,

I am writing to you with regard to efforts of the Panel of Experts established by
United Nations Security Council resolution 1874 (2009) adopted under Chapeer VI of
the Charter of the United Nations, to gather, examine and analyse information regarding
the implementation of the measnres imposed in relation to the Democratic People’s
Republic of Korea (DPRK) by Security Council resolutions 1718 (2006). 1874 (2009),
2087 (2013) and 2094 (2013), in particular incidents of non-compliance.

The Panel wishes to follow up on its previcus consultation with the Eritrean
Mission to the United Nations in New York conceming its investigation of the reported
provision by the DPRK of military support to Eritrea (for ease of reference, see annexes
1-3 which include the previous correspondence). The Panel is grateful for the cooperation
reczived from your Govemment. In light of the additional information obtained by the
Panel, we wish to ask for further assistance from your Government in obtaining
information as summarized below.

In its previous correspondence, the Panel noted the following reports related to
the DPRK’s possible violations of the resolutions 1718 (2006) and 1874 (2009):

o A May 2011 inspection by an East African Member State of cargo containing
machine tools which may have originated from the DPRK reportedly destined
for an Eritrean Military-related entity, the Eritrean Department of
Governmental Garages ("EDGG”); and

e The 2010 provision of “military and technical suppost™ to Eritrea by a DPRK
entity, the Green Pine Associated Corporation (“Green Pine”). which was
&slgnaed by the 1718 Sanctions Commitiee on 2 May 2012 as the DPRK's
primary arms dealer and main exporter of arms and related materiel, including
military boats (scc annex 4).

His Excellency

Mt Girma Asmerom Tesfay

Permanent Representative of Enitrea
to the United Nations

Fax: (212) 687-3138
Email: general @eritrea-unmission.org
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In this regard, the Panel obtained additional information concerning these
allegations and confirmed that it is consistent with the aforementioned information.

According to the information, Mr. Hak Chol Ri (Korean: 2| E8), the Green
Pine’s President, sent an official invitation letter dated 19 March 2010 to Colonel Woldu
G/Yesus. EDGG's chuef (see annex 5 for a copy of this letier obtained by the Panel). In
this letter, Mr. Ri officially invited an EDGG's delegation to Pyongvang. stating: “We are
planning to receive your delegation for 1-week period during April 2010. We hope that
your visit would be of great importance in starting substaniial co-operation berween wo
sides.”

The Panel obtained further information to corroborate the aforementioned letter,
which is summarized below:

o The EDGG’s delegation visited Pyongyang. DPRK. from 10 to 17 April 2010
(the delegation included the Eritrean nationals Mr. Abraha Ghebresilassie,
Mr. Aman Mohammednur, Mr. Russom Mahare, and Mr. Russom Ghebru):
and

¢ A DPRK national named Mr. Kwang Rim Kim (Korean: Z} 2 &) (date of
birth 11 July 1978) has been poeted in Eritrea since April 2010 as a
representative of Green Pine (also known as Saeing Pi'l Company).

The Panel notes that in June 2009, the Security Council prohibited any transfer
from the DPRK of all arms and related materiel, as well as technical training, advice,
services or assistance related to the provision, manufacture, maintenance or use of such
arms or materiel.’ The Security Council resolutions require Member States to ensure that
all military cooperation with the DPRK complies fully with the measures imposed by the
resolutions.” Therefore, the Panel wishes to confirm the facts surrounding EDGG's
business dealings with Green Pine.

In its efforts to obtaia credible and verifiable information, the Panel would be
grateful for the following:

¢ Information on the cooperation between Green Pine and EDGG, including:

o Time period as to when the two entities started cooperation, and
confirmation as to whether the cooperation was terminated since May
2012 when Green Pine was designated by the 1718 Committee:

o Explanation as to what activities have heen nndertaken between the
two entities since they started business cooperation (e.g. whether
Green Pine supplied spare parts for military boats or related technical
services or training);

! Paragraph 9 of resolution 1874 (2009)
2 Implementation Assistance Notize No. 5, paragraph 11
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Annex 68 : Eritrea Letter to Panel

12-28-1E; 04 :06PM; ;212 123 4667

PPL LT 1 ACHe
M) 0L WRLE TICE W N

Lk ) A gal diall Aday)

ST TCREC AP

Permancnt Mission of The State of Eritrea
To the United Nations, New York

The Permanent Mission of Eritrea 1o the United Nations presents its complimants
to the Panel of Experts established pursunnt to United Nations Sceurity Council
resolution 1874 (2009) and has the honor to refer to the letter of the later with reference
S/AC.49/2015/PE/OC.819 dated 7 Dzcember 2015.

[n this connection, the Permarent Mission would lika to inform the Panel the
Expert that Entrea is a0t engaging with persons and/or entities in violation to the UN
Security Council resolution 1718 (2€06) and 1874 (2009) and designations of thereof.

The Permanent Mission of Eritrea to the United Nations seizes this oppertuniry to
renew 10 the Panel of Experts established pursuant to United Nations Security Council
resolution 1874 (2009)the assurances of its highest consideration.

Panel of Experts establiched

pursuant to United Nations

Security Council resolution 1874 (2009)
New York, NY 10017

800 Sccond Avenue 18th Floor New York, NY 10017 « Tel : (212) 687-3390 « Fax : (212) 687-3138
c-mail : general@critrsa~unmission.ory

Source: The Panel
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STRICLY CONFIDENTIAL-"
Annex 69

*The annex has not been reproduced in the present document because it 1s strictly confidential.
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Annex 70 : Munitions Factory of Namibia and Mansudae’s construcition projects

A. Excerpts from Namibia’s reply to the Panel

REQUEST FOR ADDITIONAL INFORMATION AND OFFER TO
PROVIDE CLARIFICATION OR AND TECHNICAL SUPPORT IN THE
IMPLEMENTATION OF THE SECURITY COUNCIL RESOLUTIONS
1718 (2006), 1874 (2009), 2087 (2013) AND 2094 (2013), RELATING TO THE
DEMOCRATIC PEOPLE'S REPUBLIC OF KOREA (DPRK)

Major PPublic Construction Projects undertaken by MOP in Namibia
MOP was involved in Lhe construction of the following State  projects:

a) Sute House;

b) Heroes Acre,

¢) Independence Museum; and
d) Military Academy.

MOP is further sub-contracted by August 26 Holding, a 100% government
owned company to construct the new Headquarters of the Ministry of
Defence. The estimation lor the construction of the Headquarters was about
NSG600 million and the project was expected to be completed in 2017/18
[Financial Year.

Copies of Officiul Contracts Submitted by MOP to Government
Authorities/Ministries including Tenders

The detatled information is heing sourced from stakeholders.

Response to the rveported Munitions Factory under construction in
Leopard Valley

The project started in 2002 and was completed in 2005, August 26 Holdings
was the main contract and sub-contracted the MOP Company 1o construct
the factory. The Ammunition Factary in lerms of corporate governance is a
subsidiary of August 26 Holdings which is a 100% government owned. The
main purpese of the Ammunition Fuctory is to produce Small Arms
Ammunitions of 7.62 mm caliber for own Delence Foree use and the general
markets, The Factory is located in Khomas Region, Windhoek, The Ministry
of Defence has no knowledge of the linkage between MOP Company which
was sub contracted to construct the Ammunition Factory to KOMID.

The official addresses and contact details ol Ammunition Factory:

Ndilimani Pytrotechnics Industries (PTY) LTD
P.O. Box 30400
Windhock

Sowurce : The Panel.
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B. Excerpts of Mansudae’s company broucher advertising its construction capability of

military related facilities and activities at the Leopard Valley

I Special Structure (Underground Facilities and bunkers)

Architectural & Technical Services (NAMIBLA)

Nk Bl o 4001 BT Ranpd | NMOP@danniane
Piax s (01 RTIETIE RO AT OLV M, WHE

L

Fax Number: 061 271873

E-mail: nmop@iway.na

MANAGING DIRECTOR: Mr. Kim Tong-Chol
AUDITORS: Grand Namibia

BANKERS: First National Bank

INSURERS: Old Mutual

SPECTRUM OF WORK

Architcctural and Enginecring Designs
Construction
Demolition

M.O.P

Architectural & Technical Services (NAMIBIA)

Tel : (N8} 271992 Laedl 1 NMOPWIwss.an
Fax 1 (UBE) S7IRTA POR : R I2DOLY MPIAWHK

MAJOR HIGH PROFILE PROJECTS
New State House (Office of President) 2006

Luiperds Valley Research Centre (Ministry of Defense) 2010
Extension of Leopards Valley Phase IT (Ministry of Defense) 2010

New Independence Memorial Museum (Ministry of Works and Transport) 2011

Source: The Panel.
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Annex 71 : Satellite Imagery showing construction activities at Leopard Valley Base

Satellite imagery of November 2009

Source: Google Earth.

205/319 16-00683



S/2016/157

16-00683

Annex 72 : Ammunition trade recorded in UN Comtrade database

The Panel has examined accredited international organizations™ databases to identify all
possible reported “arms and related materiel” transactions to and from the DPRK. These
databases maintain transaction records based on reporting by Member States. through the
Harmonized System (HS) code. Although the prohibited items do not have the exact
corresponding identifiers in the HS code. the Panel utilized chapter 93 of the HS. “Arms and
ammunition, parts and accessories thereof ', and 8710 “tanks and other armored fighting
vehicles”, to identify possible arms and related materiel transfer (see the below table). To
ensure the accuracy of transaction records, the Panel cross-checked the databases.

The Panel also noted the definition of “small arms and light weapons™ adopted by International
Small Amms Control Standards (ISACS) provided by the UN Coordinating Action on Small
Arms (CASA) 1n June 2015. Based on this definition, the Panel examined the transactions of HS
code 9301, 9302, 9303 and 9306, which are consistent with the definition.”> The Panel also
confirmed with the WCO that all parts of chapter 93, from 9301 to 9307 cover small arms and
light weapons.

HS Description

Code

9301 Military weapons, other than revolvers, pistols and the arms of heading 93.07.

9301.10 Artillery weapons (for example, guns, howitzers and mortars)

9301.20 Rocket launchers: flame-throwers: grenade launchers: torpedo tubes and similar
projectors

9302 Revolvers and pistols. other than those of heading 93.03 or 93.04.

9303 Other firearms and similar devices which operate by the firing of an explosive
charge (for example. sporting shotguns and nifles. muzzle-loading firearms. Very
pistols and other devices designed to project only signal flares, pistols and
revolvers for finng blank ammunition. captive-bolt humane killers, line-throwing

930310 guns).

930320 Muzzle-loading firearms

930330 Other sporting, hunting or target-shooting shotguns, including combination
shotgun-rifles
Other sporting, hunting or target-shooting rifles

12 According to definition adopted by International Small Arms Control Standards (ISACS) provided by UN
Coordinating Action on Small Arms (CASA) in June 2015, small arm is any man-portable lethal weapon
designed for individual use that expels or launches, 1s designed to expel or launch, or may be readily converted
to expel or launch a shot, bullet or projectile by the action of an explosive. It includes, inter alia, revolvers and
self-loading pistols, nifles and carbines, sub-machine guns, assault rifles and light machine guns, as well as
their parts, components and ammunition, but excludes antique small arms and their replicas. And, light weapon
15 any man-portable lethal weapon designed for use by two or three persons serving as a crew (although some
may be carnied and used by a single person) that expels or launches, i1s designed to expel or launch, or may be
readily converted to expel or launch a shot, bullet or projectile by the action of an explosive, which includes,
mter alia, heavy machine guns, hand-held under-barrel and mounted grenade launchers, portable anti-aircraft
guns, portable anti-tank guns, recoilless rifles, portable launchers of anti- tank mussile and rocket systems,
portable launchers of anti-aircraft mussile systems. and mortars of a caliber of less than 100 milli-metres. as
well as their parts. components and ammunition.
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9304

9305

9306

9307

8710

Through its mnvestigative work, the Panel identified transaction records of items that may be
considered to fall within the category of “arms and related materiel” between Member States and

Other arms (for example, spring, air or gas guns and pistols. truncheons). excluding
those of heading 93.07.

Parts and accessories of articles of headings 93.01 to 93.04.

Bombs. grenades. torpedoes. mines. missiles and similar munitions of war and parts
thereof; cartridges and other ammunition and projectiles and parts thereof,
including shot and cartnidge wads.

Swords, cutlasses. bayonets, lances and similar arms and parts thereof and
scabbards and sheaths therefor.

Tanks and other armored fighting vehicle, motorised, and parts of such vehicles.

the Democratic People’s Republic of Korea. The summary of its findings are as follows:

Country Year HS Export/Import Amount (US $)
Code
Antigua and 2009 9305 Import 619
Barbuda
Bahrain 2011 8710 Import 517
Chile 2011 9304 Import 156
2009 9306 Export 54,754
2010 9306 Export 38,675
China 2012 9304 Export 13.429
9306 Export 29,717
2014 9306 Export 50.000
2009 9306 Import 3.381.264
Colombia 2010 14,040
2011 22.400
Egypt 2009 9303 Import 917
Fijt 2011 9301 Import 37.570
India 2012 9305 Export 303.706
New Caledonia 2010 9304 Import 4.624
9305 106
Paraguay 2013 9306 Import 273,781
Qatar 2011 9303 Import 47.000
Saudi Arabia 2007 8710 Import 323,155
2008 9306 Export 407,997
2012 9302 21,787
Switzerland 9303 44 632
9304 40,950
9305 76,642
Thailand 2008 9306 Import 13,630
2009 117.207
Zimbabwe 2011 9303 Export 600
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The Panel decided to conduct its investigation into the repetitive transactions valued at USD
$1000 or more."” The Panel’s mvestigation mainly focused on substantial “arms and related
materiel” transactions with the Democratic People’s Republic of Korea since 2006, when
resolution 1718 (2006) was adopted by Secunty Council.

The Panel noted that it had previously conducted investigations into two of these cases. Tt sent
out eight additional letters to Member States. Three Member States including Fiji. Paraguay.
Qatar replied that clerical or printing errors were made by their respective reporting agencies,
and provided supporting documents including contracts or customs declarations. They claimed
that part of the arms transactions with the Republic of Korea had erroneously been attributed to
the Democratic People’s Republic of Korea. The Panel confirmed that items listed in the
supporting documents were in line with the items mustakenly reported to have been acquired
from the country. although all the particulars of the reported items could not be verified

independently.

Two Member States, including China, confirmed that they exported the items of the HS code 93
category to the Democratic People’s Republic of Korea, but stated that those items were only for
civiian purposes. such as competitions and hunting. One Member State also viewed that
sporting and air guns and pistols did not fall into the category of small arms and light weapons.
Thailand, Saudi Arabia and New Caledonia have not replied to the Panel’s inquiries as yet.
Thailand explained in its reply to the Panel that the relevant government agencies were requested
to supply further detailed information, but these processes may require long amounts of time and
involve personnel who may have since been reassigned. The Panel 1s waiting for replies from
States concemed including Thailand.

L Single transactions valued at less than $1000 were consistently found to be antique small arms or their
replicas for souvenir, which are excluded from the definition of small arms and light weapons.
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Annex 73 : Uganda Letter to Panel

PERMANENT MISSION OF THE REPUBLIC OF UGANDA TO THE UNITED NATIONS

UGANDA HOUSE
336 EAST 45" STREET
NFWVORK NV 14017

A, Ted- [312} 3460210
DUA REFERENCE UN/IG/1A fax: {212)6874515
YOLR REFERENCE Emak: umadaanmi@us int
December 4, 2015
‘The Coordinator
Panel of Experts pursuant to
Security Council Resolution 1874 (2009)
NEWYORK

UGANDA - DPRK COOPERATION IN POLICE AND MILITARY TRAINNING

Reference is made to your letter ref. SIAC.49/2015/PF/OC.769 dated 10 November, 2015 requesting
for information regarding cooperation between the DPRK and [Jganda in Police and Military mraining.
You also refer to previous communication on the same subject and request for a response within one
month, that’s 1o say, before December 10, 2015,

In your letters dated 31™ March 2015, 29® May 2015, 24™ July 2015, 30" September 2015 and 10™
November 2015, it is stated that the training in Kabalye, Butiaba and Wantebo constituted a potential
violation of paragraph Y of resclution 1874(2009) which prohibits the DPRK fiom exporting
technical rraining, advice, services or assistance related to the provision, manufacture, maintenance or
use of all arms ot refated material.

In addition, you also raise the following issues:

i) Whether the training at Kabalye, Butiaba and Wantebo was still ongoing?

it) What is the type of tmining and advisory services that have been given or are being given by
these individuals?

iii) What are the names, ranks and aﬁiliations/of all DPRK nationals responsible for this training?

Uganda’s response to the issues raised is as follows:-

1) Uganda’s understanding of the overaiching objective of the sanctions imposed upon the
DPRK is non-proliferation of nuclear weapons and other wespons of mass destruction as
outlined in paragraph 8 in particular sections (a). (b), (¢) and (&) of Security Council
resotution 1718 (2006).

2) Following the imposition of further sanctions on the DPRK in its resolution 1874 (2009) the
N\ ._Security Council escalated sanctions in resolution 1718 (2006}, paragraph (8) mentioned
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3)

4)

5)

6)

7)

8)

9)

above to include *....all arms and related material as well as to financial transactions,
technical training, advise, services or assistance related to the provision, manufacture or use of
such arms or material”, as outlined in paragraph (9) of resolution 1874 (2009).

Uganda’s understanding of the resolution when read together with paragraph 8 (b) of
resolution 1718 (2006), is that the prohibited training and provision of technical advice is only
Jimited to arms and equipment procured from the DPRK. Therefore, Uganda reiterates the
earlier position that in promoting mutual cooperation with DPRK, no arms or equipment have
been purchased by or supplied to the Uganda Police Force by DPRK.

Whether the trainings were still going on at the said training centers. Indeed, the training is
ongoing at Wantebo, as in Butiaba. The following trainings have been or are being conducted:

i) Martial arts training;

ii) Marine rescue training:

iii) Paramedical training;

iv) Construction engineering; and

v) Security and technical trainings for Uganda Police Special Force, Criminal Investigations
and Intelligence Department (CIID), and Forensics.

It is also emphasized that the training weapons and materials are property of the training
centers not supplied by DPRK.

The training courses were designed in accordance with a jointly prepared training plan and
syllabus.

The information requested for bullet (i) of the Panel’s letter of September 30, 2015 that is to
say, “the names of those DPRK individuals™ is attached in Annex I.

Investigations regarding a DPRK national, one Ryong Kang, reportedly linked to a designated
entity, and who is alleged to have travelled to and from Uganda. are still being carried out.
When the investigations are concluded, the requested information will be availed.

Uganda’s understanding is therefore that the cooperation agreement for training of the police,
and occasionally extended to the military, does not violate Security Council resolutions on
DPRK.

Uganda remains open to engaging with the Panel of Experts and the Security Council Committee on
DPRK in case of any areas requiring further clarification.

o\

Richard Nduhuura (Dr.)
PERMANENT REPRESENTATIVE
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Security Instructors for Field Force Unit (19)

Ne Name Position

1 Pang Yong Bin | Head of Security Team

2 Jon Yong Chan Shooting Instructor

3 Han Yong Ho Martial Art Instructor

4 Jang Kyong 1l Operation Tactics

5 Kang Yong Min Anti-Terror Expert

6 Pak Chon Bok Shooting Instructor

k‘l Choe Yong Chol Opcrath;n Tacﬁw

8 Kim Sang Phil Shooting Instructor

9 Kim Kwang Song M:m::l Art

10 Kim Jin Hyok Community Policing

11 Kang Yong Chol Martial Art

12 Kim Sok Chol Anti-Terror Expert

13 Choe Won Hyok Martial Art
_14_-——Igim Kwang lil Anti-Terror Expert

15 Jong Tong 11 Aunti-Tetroe Expert

16 | Kang Chol Song Martial Art

17 Kim Kwang Chol Shooting

18 Kang Ho Shooting

19 { Choe Myong Chol Shooting

Annex |
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- Instructors for Police Marine(4)
Ne Name Unit
| RIKWANG SU Navigation
2 JANG CHOL | Martial Art/Shooting |
3 Jong Un Guk | Diving 1
4 Ri ;I‘;ng Hyok Swimming/Interpreter }
Instructors for Police Training School(5)
Ne Name Unit
1 | RO KWANG CHOIH,- . Maﬁial Art
2 Kim Myong Na[n Martial Art
3 Jo Kwang Song Martial Art
_4——P_ak Chung Il,v_ Shooting
5 KIM HAK CHOL Shooting
Instructors for Forensic and Investigation(S)
Ne Name Position
1 Pak Sung IL Forensic
2 I PIN MYONG CIIOL ‘ Forensic
3 Choe Kwang Jin. | Investigation Tactics
4 Choe Jong Sik Investigation Tactics
5 Jong Yong Rim Investigation Tactics
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Construction Team(8)
Ne Name Position
1 Pak Kwan IL Architect
2 Ri Ki Won Carpenter
3 Ryu Yong IL, Plaster
) Pak Kil Nam Steel-Fixer
5 Ri Sang Gi Welder
T ) l;ak Jin Hyok Carpeme;h =1
7 Jang In Chol Plaster
8 Kim Tae San Plaster
- Taekwondo Instructors(2)
}r Ne Name Position
1 Kim Se In Taekwondo Instructor
2 Pak Song Su Taekwondo Instructor
Paramedics Team(2
Ne Name Position
1 { Ri Ki Sung Paramedical Doctor__
i Han Song Gyu Paramedical Doctor

Source: Permanent Mission of Uganda to the United Nations.
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Annex 74 : Viet Nam’s People’s Police Academy website reporting the training
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Annex 75 : Explanation note on the sanction measures concerning the provision of
technical assistance or services related to all arms and related materiel

Pursuant to paragraph 9 of resolution 1874 (2009) superseding paragraph 8 (b) of resolution 1718 (2006).
all Member States are prolubited from procunng “all arms and related materiel” and transfernng from
the Democratic People’'s Republic of Korea of “technical tramning. advice. services or assistance related to
the provision, manufacture. maintenance or use (hereafter “assistance™)” of “such arms or matenel”.

Some Member States mnterpret that the phrase “such arms or materiel” refers only to “all arms and
related materiel” that were “procured from the DPRK™. Thus, in their mnterpretations, the resolutions
do not prohibit the provision by the Democratic People’s Republic of Korea of assistance related to arms

and related material as long as they were not procured from this country.

Paragraph 8 (c) of resolution 1718 (2006) also refers to simular measures: all Member States are
prohibited from transferning from the DPRK of assistance related to certain arms and related matenel 1n

subparagraphs 8 (a) (1) of the same resolution. In their interpretation. the items referred to in this
paragraph were not superseded by “all arms and related materiel” in resolution 1874 (2009)." Therefore.
to them. these measures do not prohibit the provision by the Democratic People’s Republic of Korea of
assistance related to arms and related material as long as they were not procured from this country.

In this regard, the Panel notes that the Secunty Council has already reaffirmed in paragraph 7 of
resolution 2094 (2013) that the measures imposed by paragraph 8 (c) of resolution 1718 (2006) applies to
“items prohibited by the resolutions”, which include all arms and related mateniel."” The Panel funher

notes that the Security Council has used the terms “reaffirms”. as opposed to “decides”, “requests”.

“calls upon”, which indicates that this provision is intended to provide reaffirmation of its intent regarding

the measures already imposed by resolutions 1718 (2006) and 1874 (2009).

In addition, the aforementioned conditional interpretation by some Member States contams a
contradiction when applied to the sanction measures prohibiting the provision to or from the Democranc
People’s Republic of Korea of assistance related to nuclear- or ballistic missile-related items.'® According
to such interpretation, these sanction measures would not prohibit the provision to or from
Democratic People’s Republic of Korea of assistance related to foreign-sourced items. Such
interpretation contradicts the objectives of the UN sanction measures which demands the Democratic
People’s Republic of Korea to abandon all its ballistic nussile- and nuclear programmes (paragraphs 6
and 7 of resolution 1874 (2006)).

Therefore, the Panel considers that the measures of paragraph 8(c) of resolution 1718(2006) should apply
to all arms and related materiel without any condition. as reaffirmed by paragraph 7 of resolution 2094
(2013).

' Resolution 1874 (2009) has no paragraph that explicitly supersedes paragraph 8 (c) of resolution 1718
(2006).
'3 All items prohibited by paragraphs 8 (a) (i) and (ii) of resolution 1718 (2006) and paragraphs 9 and 10 of
resoluuon 1874 (2009).

Paramphs 8 (a) (1) and (b) of resolution 1718 (2006) and paragraph 9 of resolution 1874 (2009).
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Annex 76 : Report of investigation into limousine conversions exported from the United
States to the Democratic Peaples’ Republic of Korea

The Panel previously reported on four Mercedes Benz S-600 limousine conversions observed
during several military parades in Pyongyang on 15 Apnl 2012, 2013 and 2014, that could
constitute a violation of paragraph 8 (a) (i11) of resolution 1718 (2006).

The Panel has investigated the chain of custody of the vehicles from their origin in Europe. to
their armored customization in the United States (Ports of New Jersey and Long Beach) to an
intermediate delivery point at the Port of Dalian, China. The ultimate consignee in the
Democratic People’s Republic of Korea has not yet been identified.

United States authorities stated that no export licence was required for the export of the vehicles
to China. but that a licence would have been required for their transfer to the Democratic
People’s Republic of Korea. the final destination country. The United States also stated that an
export licence would have been required “if any party mnvolved in the transaction™ appeared on
any lists related to export control and unilateral sanctions measures maintained by the United
States (see Annex 66).

As part of its investigation, the Panel identified a number of individuals, entities, transfer
inconsistencies, and a false declaration. which indicate that when the vehicles were exported
from the United States to China, the Democratic People’s Republic of Korea was already the
intended destination.

The Panel has identified the organizer and financier of the various shipments as Yunong Ma. a
Chinese businessman whose English name 1s George Ma. One of Mr. Ma's companies, Seajet
International. has been idenitified in previous Panel reports as an overseas agent of the state
airline of the Democratic People’s Republic of Korea, Air Koryo. Moreover, Mr. Ma 1s under a
separate Panel investigation because the role of another of his companies in an air shipment of
arms and related materiel from the Democratic People’s Republic of Korea

Transfer inconsistencies indicate that George Ma was likely aware that the Democratic People’s
Republic of Korea was the ultimate end user prior to the vehicle’s departure from the United
States include the issuance of mnstructions by Seajet to the United States-based freight-forwarder
to list in United States documentation various Chinese buyers as responsible for the shipments.
Several of these shipping documents were made available to United States authorities and carried
an export liability waming. For example. Mr. Ma 1ssued instructions to a United States company
that shipping documents must name the financially responsible party (consignee) as his offshore
company. ZM Intemational Ltd, registered in Hong Kong (See Annexes 67.68.69)

The Panel obtained documentation showing that ZM International Ltd indirectly acquired the
armored Mercedes vehicles by transferring funds to a United States freight forwarder to purchase
the vehicles on its behalf (Annex 71). The transfer of $375,705 to the freight forwarder on 29
December 2010 lists as its originator “ZM International Company Ltd™ which shares an address
with Seajet. No such company exists m the China business registry. Seajet also instructed the
United States freight-forwarder to purchase Shipper’s Own Containers to transport the vehicles.
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Shipper-owned containers generally ensure a greater degree of anonymity than those owned and
monitored by global shipping carriers (See annex 72)

A Seajet email of Apnil 2010 also made reference to an unspecified “customer” when the
armoured limousines were held by United States customs, delaying their shipment to China (See
annex 73).

In other shipping documents. Seajet instructed a United States company to name the consignee
as Liaoning Danxing Intemnational Forwarding Co., a major Chinese logistics company that
describes itself on its website as a Democratic People’s Republic of Korea shipping agency
which established the first container shipping line between Dalian and Nampo 1 March 2000
(Annex 69. 70). Liaoning Danxing has not responded to any of the Panel’s requests for
information.

George Ma instructed the U.S freight-forwarder to falsely declare to the carrier that the Mercedes
batteries had been disconnected. against warnings by the United States company of the liability
and penalties associated with such a false declaration given shipping safety regulations requiring
that batteries be disconnected for shipping. These instructions were given after George Ma had
been informed that any authonzed Mercedes dealership could reconnect the batteries. (See annex
74) While there are many authorized Mercedes dealerships in the People’s Republic of China.
there are none in the Democratic People’s Republic of Korea.

175/2014/394, para. 64. Shipper owned containers allow the shipper to avoid the possibility of their containers
being tracked across the globe using commercially available databases. See Griffiths. H.. Jenks. M., “Maritime
Transpoﬂ and Destablizing Commodity Flows”. SIPRI Policy Paper No.32. 2012. P 30.

¥ “One day in the life of Democratic People’s Republic of Korea shipping agency”,
http://www.danxing cn/En/ChaoXianChuanDaiGonGZuoZheDeY1GeGonGZuoRi-8 html.
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In October 2014, Oflice of Export Enforcement (OEE) opened an investigation into the export of
cerlain armored vehicles to the Democratic People's Republic of Korea (DPRK). The
investigation was predicated upon information from the United Nations, which identified two
armored 2010 Mercedes Benz S600 sedans in use by the DPRK military and alleged to he
previously owned and armored by U.S. Company | (USC1}).

OEE identified two additional Mercedes Benz S600 sedans owned and armored by USCI1. All
four vehicles were purchased from USCI by a freight forwarder, U.S. Company 2 (USC2). ULS.
Person 1 (USP1), an employee of USC2, served as [JSC1°s client. The vehicles were exported in

three shipments,
The four armored 2010 Mercedes Benz S600 sedans are identified as follows:
1. Two vehicles from USCI orders 4795 and 4796 were exported on May 12, 2010.
[Exhibit 1-2]
2. Vehicle from USC1 order 4827 was exported on October 27, 2010. [Exhibit 3]

3. Vehicle from USC1 order 4828 was exported on January 14, 2011. [Exhibit 4]

All of the vehicles were listed as destined for China, and ZM International Company Lid in
Hong Kong was listed as the ultimate consignee. ZM is owned by Ma Yunong (aka George MA),
who also owns Scajet Company Limited (Scajet) in China. [Exhibit 5}

The shipping documents and correspondence provided by USC2 reveal the coordination between
USC2 and Seujet personne! including Ma Yunong. Seajet personnel directed the shipments to
Lianoning Danxing International Forwarding Co., Ltd. In Dalian, China. [Exhibits 9-11]

According 1o BIS License Determinations, the vehicles are classified under EARY9, BIS licenses
were not required for the vehicles' export to China, but BIS licenses would have been required
for the vehicles' export or reexport to the DPRK. [Exhibit 12]

Investigation is therefore ongoing to identify details of the vehicles' alleged transshipment or
reexport from China to the DPRK.

Source: Permanent Mission of the United States to the United Nations.
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Annex 77 : United States Department of Commerce note

License Determination UNITED STATES DEPARTMENT OF COMMEARCE
E1007672 BUREAL OF INDUSTRY AND SECURITY
Date of Completion: WASHINGTON, D.C. 20230

March 12, 2015

Witness(es) Tacncal
Formgn Fokcy
Commodity Description: 2010 Mercedes-8enz S300 armored L'_
ey — S
2012

Roquesied StarVEnd Dates: January 01, 2010 « Juis 01
Inteanodi ) L Ching
Destination Country: Korsa Damocatc People Repubiic Of I

Pelpanination Details

Start Date: Jaruary 01, 2010 End Data: Juna 0. 2012

BIS Liconse Required: Yoo

ECCN: EAROD

Resson(s) for Condral: NIA

Polioy Text:

Bassed on Ihe Information provided with this reJuast, the Bureau of Indust'y and Sscwrity
(BIS) has daisimined thal the 2010 Mercades-Benz S600 secan with wnmoring by
classified as EARSD. From January 1. 2010 to una
1. 2012, 3 8IS Icense was required under Soction 746.4 of the Expont Adminisralion
Regulations (EAR) (15 CF R Part 730 &l saq ) for thes expoit or eexport 1o Noh Koma

f loma clasaified as EARDY. Dunng the spedined Ume penod. licanse applicaions 10« tha
X PO Of 1aaxpon 10 North Korea of an tem classifiod as EARDY wolsd nave boan roviewsd
rsuent to the lcenaing policy set forth in Section 746 & of the CAR

n the transaclion appears on the Enbity Lis! (Supplement Nao 4 io Pt 744 of tha FAR), the
Donod Porsone List. or the Spacialy Designated Natonals and Siockad Persons List A
consclidatod screening list is aveiiabie al lip/hww export goWECR/eg main_023148 asg
Furthor, a BIS licansa is required 1o export of reaxport an e subdject 1o the EAR. even
whaen one would not otherwise bo NOCossary, I an axXportar of reaxportor knows, has reason
1o know. or is otharwise indiviciually Informed by the Deputy Assistant Socimtary for Fxpont
AdminisTation With reJpect 10 8 spectic transacton, thet the itam will D& UsAS in actvites
reiated to nudiear, chernical, or biclcgical weapons or miasie dalivery gystems as Jefined in
Part 744 of the EAR

Page i o 2

Source: United States Department of Commerce.
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Annex 78 : Instructions from Seajet
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Sent  Wadnesday Agel 18, 2010 1127 M

e [ Goorge V™|
Ce

Subject: R B ¥ 2x 5000

e

¥ avange W renased B J-:v_u\ny{ NPy s Uwe On th\

porey Daneng irsemtional forwwang Co L
Roors AT608 21817 Nege's niscatonal Beldey
Ne3C Vi, Road Ihongst o0 Unnd Calar (hea
Postoode 195001
FAXSSAIY T

ot 2V Crow o0 MEL

™ Ptevrutenwad Comoavy | weisd

| A5 Erntarprine Bidg 278738 Duswer's Road Carral Horg Xorg
1

e bt Dendt v st hadore vensed dncated 00 e coukd mTangR narwees tevely |

TPawas v e e’
Moy e pie ot e brcon

jot Company Limi

B84, SN0 Town,

ha

DM ext TR
ext B 4301085303051

showsn hoop 1o ponied ke B reme of tucking Cornpeny
Wik Wil serdd e e oegined MIO & when?

pinsce rovide il & AN natrucSos s

Bost ardn

Source: The Panel

A

Page Lol 6

220/319



S/2016/157

Annex 79 : Documents created according to Seajet instructions
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Annex 80 : Other documents created according to Seajet instructions
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Annex 81 : Liaoning Danxing website page describing itself as first container shipping
line between Dalian, China and Nampo, Democratic People’s Republic of Korea
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Annex 82 : Indirect payvments for armoured limousines to U.S-based freight forwarder
by ZM International (owned by George Ma, registered in Hong Kong)
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Source: The Panel
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Annex 83 : Email requests by George Ma for Shipper Owned Containers (SOC)

From: George Ma [maiosgeorge.maliseajet.com.cn)
Sent: Wedne . Apeil 07, 2010 7:00 PM
To:

[
Subject: % ¥: 2 x 5600

Dear Mandy,
Ties for your befow Infm and pis buy used container accordingly, Meanwhile can you arrange the survey of

4/20/2010

Page 4 of 5

the car by certiied vehicke inspector as you did the last time?
B/rgds
George

| ——————

RN : 2000480 5:2)
an A rge

2

EM: T x SO

e e

o0 below SOC 40 cylcy rate (netnet cost) from LGB 1o Dalian for 2 units of S600

Source: The Panel
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Annex 84 : Seajet emplovee Henry references unspecified customer when armoured
limousines held by United States Customs

From
Sent:

Thursdary, Aort 28, 201(

Subject: ReRE: LOADING pics booking 8002761690

Thank you very much for your clanification!

Meanwhile, could you pls advisc the reason why customs held this container 50 &s we could expiain the
delay to customer accordingly

Thanks and nice weckend! -

Best Reagards,

Herry

Source: The Panel
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Annex 85 : George Ma instructs U.S freight forwarder to make false declaration in

documents for Carrier

From: George Ma [malto:georpe.ma@saajet.com.cn)
Sent: Monday, April 12, 2010 9:02 PM

To:
Ce:

bject: ¥ x S600

Pis don't !-scorncct t! batter and confirm by return. Tks

B/rods

moming Ceorge

see below in GREEN

Best Regards

Member of C-TPAT

From: Geomge Ma [ mailto:george ma@seajet.com.on
Sent: Saturday, April 10, 2010 10:45 AM

To:
Cc
Subje
Dear

Pls fing my answer as below,

B/rgds
George

REN
Rigrt
A
e e e ]
£M: KE: I @ S600

4/20/2010

Source: The Panel

16-00683



S/2016/157

16-00683

Page 3 of 5

marming Georpe
| already place the order to purchase the used 40°0P

Regaerding the survey of the car, do you mean by inspection of the equipment & fealures? Every dealorship wil
have PDI (Pre-Delvery inspection) done prior 10 release the Car 10 custome:

Transioading warshouse can do the standard (general) squipment & featires natraction upon recaving the cams
but you noad 1o send me a checkdst inspoction fae: usd 150 per aulo

(,ear-car\ you send all of us a check list of It Iy order the Inspection can be executad?

11 you mean 10 have Cerifiad surveyor, ey only Nspect body of the autd upon amival at 1oading location, curing
kading & lashing and chack carriar's reguiation (ampty fuel tank & The dattery mus! be discennactad)

They never perform equipment & feature inspecton

Then there s no need of it

Qur auto rate with carner S Dasec ¢n non-haz which mears auto must ship with empty fuel tank & the Datiery
must bo disconracted Since hate 2 x SS00 are vary high tech vehicies, cnee may Mave problem % operate

e auia aler belien i3 ducaroacied

We can 1) declare with carrier thot bottaros are disconnecied but actually are rot and Seajet is lable for ol
caims anc penalties If and when carrer Inds out the misdadiaration

How much will be the penaities and what the carrier may caim?

** YWe won't know unul-lw out OR there Is damage or accidernt occurs,

2) declare with carrier 'hat batiedes are disconnectad and & is disconnacted but cnea may have problem
Lo chast sha Lok olos

wWhat the cnee should do 1o restant the vehides? Is there any operation manual (0 restant the vehicdes afle
battery disconnoct due to transport? ** cnee will neod 10 cortact with their local Mercodes Benz
dearership for how fo restart or reprogram the vehicles

these are the two options and il is up 1o you 10 decide. Please advise

Member of C-TPAT

From: George Me [malto:george.meBsagjet.com.on)
Sent: Wodnasday, Apell 07, 2010 7:00 PM

Source: The Panel
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Annex 86 : The Hoe Ryong and Mirae Shipping HK

Information on Mirae Shipping HK

MEREE
Am?j.l R?tum

Ty e

Y E
el L fom NAR1
1@ ¥ Company Number
1136375
1 2 EHEM Company Name

MIRAE SHIPPING (H.K,) CO. LIMITED

2 8 %804 #93) Business Name ( any)

3 2 TWMN Type of Company
BERENTHBANE < B Pivew ok e eiyeen! bor

[FleAan Oazen Cemamaen
Private cormpary Public company Company limited by guarantco
4@ ANHENENEN 1 » 0s 2014

Date to which this Return is Made Up

# Y (82 A) Director (Natural Person)
(DG E—EXEBOLA  FHMR B JIHF Use Continuation Shee! B if more then

/e smml ~ 8 Phease lick the relevart box(es)

L?] g D oW 2 Ale|
hcity Director Alternate Director
® 5 -
je in Chinese
meﬂe i g #E KASATSUGU

*"‘[ Hiroshi
. EREN |
Passport Issung Country Jepen

Number

n& TKO666126

Source: The Hong Kong company registration records database.
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MEMORANDUN OF UNDERSTANDING O PORT STATE -ummm
INSPECTION DETAILS ‘

Source: Tokyo MOU database.
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mhae
f£8: HOE RYONG 318 E 122/259 45495 - N 3118850549
920% s 357
bk S 920% e
RITIRE : T EK: 10.403m
|2 : HMBF
BR800 : OF CHINA
IMO:9041552 |
U
MMS$L:445150000 H: 2015-12-31022108 |
i
s s J! y i
PIES mEEe
o < G
* m f&AF# A : Ocean Maritime Management
BRA: EFRAHsE: +8502 18111
AT A - Mirae Shipping Co Ltd
Ship Management Company EERA: BEFRAsE: +850 2 18555
fRAESEE A = Mirae Shipping Co Ltd
WRA: BFAt: +8502 18555

Source: http://www.chinaports.com/souchuan/view/445150000.
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STRICTLY CONFIDENTIAL"
Annex 87

*The annex has not been reproduced in the present document because 1t is stnctly confidential
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Annex 88 : Companied related to Mr. Kasatsugu

Mirae HK's director, Mr. Kasatsugu, has owned and controlled the following companies,
including those involved in the operation of vessels using DPRK crews:”

e Allied Ocean Shipping Limited (registered owner of the Fertiliry 9 (IMO 8417962));

o First Trend Shipping Limited (former registered owner of the Ma Sik Ryong (IMO
8608030)):

e Glory Shipping (HK.) Limited (registered owner of the Glory Ocean (IMO
8306929)) ;

e Gold Zone Shipping Limited (involved in the loan arrangements for several vessels,
including the Glory Ocean and the Glory Morning (IMO 8416164)):

¢ Grandtex Shipping Company Limited (ship manager, operator and registered owner
of the Fernility 5 (IMO 9147332)).

e New Champ Shipping (former registered owner of the Glory Moming and the Ocean
Galaxy (IMO 8418227)):

e Rich Step Shipping (former registered owner of the Ocean Dawning (IMO
8505329)).

¢ Suanse Interational (HK) Trade Company Limited; and

e V.0. Shipping Limited (the director and owner is officially listed as Mr. Kastsugu's
son).

Information obtained by the Panel indicates these companies were experiencing financial
difficulties. Three of the aforementioned vessels were demolished in 2015 and another one is
scheduled to be demolished *® Only three remaining vessels (Fertility 9, Fertility 5. and Glory
Ocean) were listed officially in the IMO database as inactive, as of 1 January 2016.

The Panel sent a letter to Mr. Kasatsugu to request for information about his current relationship
with OMM, but has received no reply. Therefore. business dealings with these companies and
vessels could contribute to the evasion of the measures by Mirae/'OMM.

£ A " » IAPAN 1
Wn AW Y. «?
PASSPORT - e TK0666126

-
i KASATSUSU
A SiRosn1
C JAPAN T 22 JONW Tesg
e & Snvens b
s n SALa
po e
20 NOV 2009
R o b
TR I an

D

¥ The Hong Kong company registry database; the IMO database
20 Glory Morning, Ma Sik Ryong, Ocean Dawning, Ocean Galaxy.
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1}

ARS - 440301508087211

SR ¥ Win/ SR ACEN

Bean
HEBNH
sRy EB swiin
nY ' nman
L83 0 LD
My s RERES ‘otdhes
sen BAHR wnwene
RIEW L3.8. ¢
i A 40
W -
“w "y TeEsn LEOAD LLILAS TEun
T
]

MgFFEE sl IFEL S 0 440301508087211

EBICRPSENE (CEELAFEL SRS, FHARNESES

Source:
http://www.szcredit.com cn/web/GSZIGSPT/QyxyDetail aspx?nd=8a4ddbfce3e045239dec08128348bae

d.
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Annex 89 : Mirae-linked companies

Hua Heng Shipping Limited. Petrel Shipping Company Limited and CM Chartering Limited

1.

Mr. Li Anshan is the director and shareholder of Hua Heng and Petrel In replying to the
Panel, Mr. Li denied having any business relationships with OMM. Mr. Li confirmed his
business dealings with Mr. Kasatsugu from June 2011 until June 2015, but emphasized that
he had no knowledge of Mr. Kasatsugu’s connection to OMM (figure 1). However, the Panel
noted inconsistencies between Mr. Li's explanations and information obtained by the Panel.
The Panel also found that Mr. Li's companies were utilized by OMM previously and had
business dealings with a company previously involved in the 2011 suspected violation of the
resolutions.

Mpr. Li’s relationship with Mr. Kasatsugu

2

. With respect to the December 2014 settlement, Mr. Li confirmed that he had purchased the

vessels from Mr. Kasatsugu as part of normal commercial activities. To corroborate Mr. Li's
statements, the Panel requested records of his correspondence with Mr. Kasatsugu in
connection with these transactions, but was informed that Mr. Li no longer kept any relevant
records (figure 1).

Mr. Li also explained that his business relationships with Mr. Kasatsugu were limited only to
the provision of ISM Management services for several vessels ?! and that all issues related to
the vessel's operation or crews were handled by Mr. Kasatsugu. However. documents
obtained by the Panel listed Hua Heng as the vessel’s operator and an “employer” of DPRK
crew (figure 2). Also, Mr. Li’s explanation does not appear consistent with the responsibility
imposed by the relevant IMO resolutions for ISM managers to ensure that the crew is
adequately qualified and certified to operate the vessels. The Panel is as vet to confirm the
specific activities undertaken by Hua Heng for these vessels.

OMM'’s utilization of Petrel Shipping and CM Chartering Co Ltd

4.

Previously, the Panel found that OMM representative based in Bangkok (OMM Bangkok)
had listed hus affiliation and title as “the Chartering Manager of the PETREL SHIPPING
COMPANY LIMITED" in an official document submitted to Thailand (legally valid from
December 2013 to December 2014, at least) (figure 3).%

OMM Bangkok controlled the vessel Mu Du Bong. Documentation obtained by the Panel
from this vessel lists OMM-associated companies which included “MIRAE SHIPPING™ and
“CM Chartering”. CM Chartering Limited (IMO 5687371) had has close business
relationship with Hua Heng (figure4).

1 Chon Un 68 (IMO 9001021), Great Hope, Glory Morning, Glory Ocean and Ma Sik Ryong.
225/2015/131, footnote no. 71.
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6. CM Chartering has owned the South Hill 2 (IMO 8412467) (Hua Heng served as the vessel's

ship manager and operator).> OMM Singapore used this vessel's name in its instruction to
Chinpo to make a false declaration to the remitting bank for the July 2013 shipment (figure5).

Nerwork of Mr. Li's companies

-
s P
Ri Pyong Gu um\g Kasatsugu Hiroshi
P T ey
I/l I
o A

. CM Chartering’s director has also served as the director of Everfaith Trade Limited which

owns the South Hill 5 (IMO 9138680) (figure 6). Everfaith purchased this vessel in August
2014. The Panel leamed that at that time there was unknown “ultimate buyer” of the South
Hill 5 who mitially nominated Mirae HK to buy this vessel but later switched its nomination
to Everfaith (figure 6). A Member State informed the Panel that the two foreign-flagged
vessels (South Hill 2 and -5) were controlled by OMM as of June 2015. The Panel continues
to investigate OMM s reported connections to these two vessels.

. In replying to the Panel, Mr. Li confirmed that he was the sole director and owner of Petrel

but that he had never let any other person to use this company. According to Mr. Li, CM
Chartering’s director leamned of OMM when purchasing the South Hill 2 in June 2012
through Mirae Shenzhen but MC Chartering had no business relationship with OMM. It was
also stated that CM Chartering had served as a broker for the Mu Du Bong “years ago™

(figure 1).

. Previously, Mr. Li used the email address of CM Chartering when he replied to the Panel in

January 2015 on behalf of this company. The same email address was listed on the document
from the Mu Du Bong. This document also listed Mirae's representative’s email address of

miraerep@cmchartering com which used the domain name of CM Chartering (figure 4). In

23 IMO database.
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replying to the Panel however, Mr. Li simply stated that he was told by CM Chartering that
the “e-mail ID" was stopped since late 2012.

10.In light of the multiple connections between Mr. Li and Mirae/OMM. as well as the
inconsistencies between Mr. Li's statements and information obtained by the Panel. and in
the absence of precise explanations and supporting documentation from Mr. Li, the Panel
could not confirm Mr. Li’s denial of his relationship with OMM and his knowledge of Mr.
Kasatsugu's connection to OMM.

11. The Panel found that Hua Heng/Petrel have had business relationships with three directors of
Dalian Sea Glory Shipping Co Ltd (IMO 5233903) which was previously involved in a May
2011 suspected transfer of proliferation-related items on-board the vessel Lighr (IMO
8415433) (figure 7).** Mr. Fan Min Tian (one of the three individuals) stated that they had
provided consultancy services for ship registration and inspection for Hua Heng. which was
also confirmed by Mr. Li Mr. Fan also stated that Dalian Sea Glory was dissolved in
October 2015 (figure 7).

12. The three individuals also served as the directors of V-Star Ships Limited (figure 7). This
company was mentioned during the Singapore court trial related to the CCG incident.
According to the prosecutor, Chinpo sent an email to OMM on 11 July 2013 (5 days after the
remittance for the CCG incident) in which “Chinpo had requested OMM not to send any
instructions for outward and inward remittances to and from V-Star Ships Limited and Cuba
s0 as to avoid being blacklisted. "™

13. In replying to the Panel, Mr. Fan stated that V-Star had no connection to OMM, Chinpo, or
the Chon Chong Gang (figure 7). It was explained that another company with a very similar
name was “‘on the blacklist” of the United States, and that Mr. Fan had informed the matter to
the authorities previously. The Panel could not find such company and was unable to confirm
his statements denying his companies’ connections to OMM.

4 From May 2006 to July 2011, Dalian Sea Glory was listed in the IMO database as the ship manager and
operator of the vessel Light (IMO 8415433). In May 2011, the U.S. Navy attempted to inspect this vessel
because the vessel was considered to be transferring proliferation-related items, After this incident, this
vessel was renamed to Victory 3 and re-registered with a new ship manager and operator of Sea Star
Ship Co Ltd.

25 Prosecution’s submissions at the close of trial”, 30 October 2015.
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Nerwork of Dalian Sea Glory-related companies

OMM Singapore/ Chinpo
¥ — 9 — 9 = 9
VAt Db San Gory Pevel e e
I I
-« -«
Cor Conyg Gang uht
Ot . ! { to Mi

14. Mirae-linked companies, Grandtex Shipping Co Ltd and Allied Ocean Shipping Limited,
have had business relationships with Aoyang International Co Ltd and East Grand Shipping
Co Ltd. through the operations of the vessels Fertility 5 and Fertility 9 (see table 2). Aoyang
Marine Company Limited (connected to Aoyang Intemnational) has shared the same contact
details as Grandtex (figure 8).”Aoyang International and East Grand are managed by the
same individuals (figure 8).

Table 1. Companies connected to the Fertility 5 and Fertility 9

Company “essels Role Period
Allied Ocean Shipping | Fertility 9 | Registered owner From 23 December 2011
Limited _ 1o present
Aoyang Intemational | Fertility 5 | ISM Manager From 25 August 2011 to
Company Limuited present
East Grand Shupping | Fertility ¢ | ISM Manager, ship From 26 August 2013 to
Coltd = manager and operator present
Grandtex Shipping Co | Fertility 5 | Registered owner, ship From 3 May 2012 to
Lid manager and operator present

Source: IMO and Equasis databases

26 According to information obtained by the Panel, Aoyang International assisted Grandtex by
registering in the IMO database the official company records for Grandtex. Aoyang International is
linked to other companies that have business dealings with the DPRK in the fields of shipping business.
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Companies linked to the Fertility 5 and 9

I—- xg I-d?an
e
|

[

15. Aoyang Intemational 1s listed in the IMO database as a group beneficial owner of the Grand

Karo (IMO 8511823). The vessel's registered owner has been listed as Yuanyao Shipping
Ltd. (IMO 5821925), since September 2014. This company is listed with a “care of " address
provided by Aoyang International. According to information from a Member State, the vessel
was reportedly controlled by OMM as late as June 2015. The Panel leamed that Mr.
Kasatsugu was previously involved in financing for this vessel. The Panel found that the
vessel's DPRK crew included two individuals who were crew on OMM-controlled vessels
(figure 8). The Panel continues to investigate the vessel’s reported connection to OMM.

16. Mr. Kasatsugu has had business relationships with Shenghao Marine (Hong Kong) Co Ltd.

and Jinjiang Shipping Pte Ltd through the operation of the vessels Ocean Galaxy (IMO
8418227) and Ocean Dawning (IMO 8505329), until February 2015 (see table 1 below).
Shenghao Marine provided a “care of address” for Mirae-linked companies, Rich Step
Shipping Limited and New Champ Shipping Limited. In the Korean Register of Shipping
database, New Champ and Shenghao Marine were listed with the same contact information
(figure 9).

Table 2. Companies connected to the Ocean Galaxy and Ocean Dawning

Company Vessels Role Period
New Champ Ocean Galaxy Registered owner | From 23 December 2011 to
Shipping Limited February 2015
Rich Step Shipping | Ocean Dawning Registered owner | From 9 January 2012t 9
Linuted January 2015
Shenghao Manne | Ocean Galaxy ISM Manager From 25 August 2011 to 15
(Hong Kong) Ltd July 2012
Ship managerand | From 25 August 2011 to
operator February 2015
Ocean Dawning Ship manager and | From 9 January 2012t0 9
operator Januvary 2015
| Jinjiang Shipping | Ocean Galaxy Registered owner | From 25 August 2011 to
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Pte Ltd December 2011
ISM Manager From 16 July 2012 to March
2015
Ocean Dawning ISM Manager After 2 July 2012

Source: IOM database

Companies linked to the Ocean Galaxy and Ocean Dawning

/ Katatoeg Hrotht \
B Step w
Regratersd corur (0 lamsary Regaternd pwner (23 Deceebet
/Clx ~9 Janwary 2015) 2031 - fubruary 201%)
Ccatn Ounring Sho manage ard coecater 3 Shengheo Marre 1S4 Nanager (25 Aguit 2001~ meg e Gy
Nancary 20129 lamasry J015) 15 Ay 2012, ship manager and
Opiratoe (15 Aagust 2011 -
Februay 2015
S0 Marager [Afer 2 by 2012) pang Regrstersd oaner (25 August
2011 - Dmcamber 20011 SM
Mummger (16 duby 2012 - Marcy
am8)

17. One of Shenghao Marine's directors, Mr. Zhang Qiao, has been listed as the director and/or
shareholder of several other companies including Baili Shipping and Trading Limited (the
ship manager of the vessel Ever Bright 88) and Bene Star Shipping & Trading Ltd (the ship
manager and registered owner of the Orion Star) (figure 10). According to information
provided by a Member State, these two vessels were controlled by OMM as late as
September 2015. The Panel continues to investigate OMM’'s reported connections to these
vessels.

Sepat Shippine Limited

18. Bene Star had business relationship with Senat Shipping which was designated by the United
States Department of the Treasury on 23 July 2015 for its role in providing extensive
material support to OMM. Information provided by Senat’s lawyer shows the company’s
business dealings with Bene Star in chartering vessels operated by DPRK crews, including
Senat-owned vessel Dawnlight (IMO 9110236).

19. According to Senat, Bene Star operated Dawnlight under a bareboat charterer agreement with
Senat of April 2014, using Hua Heng as ISM manager for this vessel until July 2015. The
vessel was sold from Senat to Bene Star in September 2015. The Panel found that the
Democratic People’s Republic of Korea crews of the vessel included two individuals who
were crew of OMM-controlled vessels (figure 10). Senat’s lawyer stated that one of them
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was employed by Bene Star. It was also stated that almost all Democratic People’s Republic
of Korea crew members would have worked for OMM at some point because OMM was the
largest shipping company. The Panel continues to investigate the crews’ links to OMM.

20. In replying to the Panel, Senat’s lawyer stated that Senat’s business relations with OMM was
terminated since December 2011. With respect to Senat’s employment of Mr. Kim Yu Il
(former OMM Singapore) until January 2014, it was explained that Mr. Kim was tasked to
collect from OMM the outstanding bunker bills (USS 2 mullion) (figure 10). At this point, the
Panel has no further evidence showing Senat’s direct link to OMM after the July 2014
designation.
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Correspondence of 23 December 2015

To: The Panel of Experts of UN

CC: Mr. Katsu Furukawa

Fm: HUA HENG SHIPPING LIMITED
Re: SIAC492015PEOCS]

Deor Mr. Katsu Furukawa

To my huge swprise when | received your emall end attached documents in which we foel we
have been involved in some political situstion rather than busi disy fing 10 your
mentioned letter. We never expect that we will meet this kind of serious sitation as we aro jast doing
routine manitime business asper international shipping rules and laws.

My company mainly engiged in ISM operatiog business since established in Jun, 2012. And we
only sceept vessels which comply with flag state snd IMO conventions requirement, and national Jaws
and regulations, anyway we will try our best 10 cooperate with UN pansl of experts, and ¢larify the
uctual infornution which vou reguired in your letier.

; Cour relasionship wil ;

1. [ hereby declared that we have no mny relationship snd connection with OMM mentioned by you,
and any business with them.

2. 1t was my first time to meet Mr. Kasstsugn in Jun. 2011, at that timie he visited our oftice and
discussed MY GREAT HOPE'S(IMO $307492 ) ISM management business with Lisoning
Foreign Trade Foodstuffs Shipping Co Lid (IMO 1409699), and the company anly provide the
ISM management. The contract have been terminated since Jun 2012, the reason is that all
sharcholders including the G, mansger have beea retired, and the company suspended since that
time.

After that time, | established Hua Heng Shipping limited in Jun. 2012 , and re-signed contract of
GREAT HOPE's ISM management with Me, Kashatsuka 1o keep the ISM business. Actually Mr.
Kashatsuku gave us some vessel’s ISM management businessieg: GREAT HOPE. MASIK
RYONG, GLORY MORNING. GLORY OCEAN and CHUN UN 68.) , but HE was out of any
contact since Jun. 2015, All those company vour mentioned are registry owners of sbove vessels, |
only can carefully cheek who is the director and his nationality. [ could ot find any way w0 get
more information about those company because it is commercially confidential, Copies of my
company s contract with these companies (Annex 1), ’

3. Mr. Hyun was introduced to me by Mr Kasatsugu and 1 met him in Jun. 2014 in my Sffice. 1 did
remember be only asked some information about ISM management and cost. and we did not have
any contact with him afler that meet.

4. | know Mr, LnTc&mFanmmww.MMW.ﬂwmkkmnﬁm
for us (egz spply IMO no, for company ). That's all,

1 hereby claimed again that | have no any connection and business with OMM, so | huve no any
information on all individuals and catities that have worked for OMM.:
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Boexplain for your description

1. 1 as the serapping buyer got MV GREAT HOPE from Mr. Kasatsugu in December, 2014 and then
directly re-sold her for scrap to make profit. before that | have checked the website of OFCA, but
nothing sanction information found. As you are aware we are business man, we do not copcern more
about and do not pay more atiention 1o political matter, And indeed | would check each vessel belore
operation on the website of OFCA. If there s no sanction listed. then | will proceed, That's all.

2, Other Vesscls;

MYV Glory Moming snd MV Masik Ryong have been sold by auction of High court of South

Africa at Durban port in Aug. 2015,
And we have been lost contact with Glory Ocean and Mr. Kasatsugu since Jun.2015,

T have been terminated ISM management contenct with Chun Un 68 in May, 2015 due to not pay
management fee.

And | hereby declared that all crew manning and operating controlled by Mr. Kasatsugu and not
controlled by our company. some information in IMO database is not fully correct. Because, tlag
states registry form and contents and explains are different.

M.V SOUTH HILL 2 is actually owned by CM CHARTERING LMITED and the dircctor is
Chincse. Our ISM management business with them started in june 2012, when the owner owned the
ship.

M.V SOUTH HILL 3 is actually owned by Everfaith Trade Ltd and director is also Chinese. and
out ISM management business with them started since Oct, 2014,

As regard of the “eare of” address provided by Hua Heng Shipping Limited, it is a routine
practice in shipping field , because usually the owners are not familiar with registry procedure, %o we
are authorized to do it, that is the reason why always showing HUA HENG us “care of “ Since
economic erisis in 2008, the shipping market is getting worse and worse, the owners are saving ¢ost,

and | worked i shipping for more than 25 yeurs and can provide good service and Jower cost, so we

got some owners support and get ISM management business. -

Peirel Shipping Co Lid. was registered in the British Virgin Islands (BV1) in May 2013, and I'm the
sole director and sharcholder of this company. | bought MLV PETREL 1{IMO 9009083) in Jun.2013, M.V
BLUENOVELL(IMO 8909575) in Apr. 2014, and M.V BENEVOLENCE 2 (IMO 8$405402) in Des.
2014, And the Kiribati (lag state cancelled their registry because you mentioned something in your repon
issucd last year, eventhough | have provided all supporting envidence ond explained 1o them, but they
insist doing i1 And 1 lost a lot of moncy for this reason. The shipping market is quite bad now, and | have
no way but to sell all of them. .

You mentivned OMM's ropresentative used my company name, | can ensure 1o say that T have never
authorized to any body 1o perform any business of petrel shipping lmited. Because | hive never signed
any suthorized letter 10 any person. So, | don't know the case your mentioned. | found that you get 00
much information from THS website, but | have never provide any information to them even though they
required me. So, | think their mormation is not actually correct.

About Hefirst Enterprises Lid. and K&H Shipping 1.td (IMO $335608), | only know they are vessel's
registry owner and share holder is Mr. Hyun Hyun Bae from ROK. And these company have not been
listed in OFCA. Sa, | think that | can perform [SM manugement for thelr vessels.
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1 don’t know Profit Asia Shipping Limited, becauss | do not have aay business with them.

My company got ISM management contract for Dawnlight in Feb. 2014, and have noticed them to
terminate in Jul 2015 due to they bave been in sanction fist by the US Departiment of the Treasury, And
| have not arranged annval audit for ber DOC. So, 1 can't perform ISM munagement for her more,

And about Senat Shipping limited others information, | don't know well.

In light of the aforementioned Information sunimarized above, | hereby declared that 1 disagree with
any statements which T or my company have any relutionship with OMM. And 1 sccept that | have ever
been managed some veisels which owned by Mr, Kashatsuku from JAPAN and Mr. Hyun Hyun Bae
from KOREA. But | don’t think | have violated any laows and intemational regulations.

Your faithfully

==

Li Anshan
201571222

Annex:

L ISM managensent agreement (M.\ Great Hope, Glory Oceann, Chun Un68, Masik Ryong and Glory
Moening etc.)

2. All vessels registry cent, and CSR.
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Correspondence of 31 December 2015

To: The Panel of Expents of UN

CC: Mr. Katsu Furukawa

Fm: HUA HENG SHIPPING LIMITED
Re: SYAC A92015PE/OC.856

Dear Mr. Katsu Furukswa
hfdbwminqﬂy.YmemﬂMcdwwmmmchﬁ@fow
l.&phﬂoa&mhdmmm%ldwyw&:khnmlmmmexvm
umwhmml.mmwmmumm«mwlwwmuupmm.
it i quite pormal decision

And M.V Benevolence 2 had been lay up for 3months, we bought to re-sell her 1o make & profit. It's
sume quite pormal decision.

we do pot have correspondence records for year 2014, as these vessels are not under our ISM
management already and our ¢-mail space is not enough 1o save 12months reconds,

Mozeover SOPEP also not available in our office. ax vessels are not under our management.

We disagree your view that we are helping OMM (o evade UN sanction, we do not have any
connection with OMM., how we can help OMM 1o evade UN sanction™?

2 relationship with Mr Kasatsugu
Asmmudinlwuw.wimwdmmlsmw.mdmmmbmmm\vlwd.w
also do not know whether Mr Kasatsugu have any conneetion with OMM or not??

Usually it may contain many content undder management contract, such as operation of the vessel,
chartering of the vessel. sale and purchase, crew manning. ek, but we just do their ISM
management, this is definitely true.

3 the vessel dawnlight
WemjwulSMwr.M'mdeb)'owm.mdoMknowwlmmulwfmcm\'
coming from, this is not our conoern. '

It is very stnwge that we do not employ any DPRK crew, how you can msk us o prove an
non-existing matter??

4, OMM connection to petrel shipping and cm chartering

We checked with the Director of CM Chartering, they told us they do not have business with OMM
b\nﬂwykmwOMMwmmcypumhmmmhhillzimmwmvomwnz)inm
2012, at that time they contact MIRAE SHENZHEN OFFICE, the owner of my ryong nam 2 in
June 2012, after that they appoint us as ISM manager. MV south hill 5 was purchased by
EVERFAITH TRADE LIMITED IN SEP 2014, after that also appoint us as ISM manager.

About Petrel shipping, 1 have been stated in my last email. .

5. ANNEX matters: -

We checked again with CMCHARTERING, they 10ld us that they might fixed mv mu du bong as
broker only but it was many years ago, they cannot remember details exactly, as they wid us many
DPRK Mmipsmdcdindﬂmncm-tﬂmﬂmmwvomemwmwiﬁwlh
a normal operation matter.
WcahdthemuilMmumm.dnynﬁdhyhvemdlhiumilmmdofmﬂdwld
me they have replied 10 you in Jan 2015,
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6. “All crew manning and replacement... for this vessel should obey the order from Part B”, We are
ISM manager, if have no some documents comply with convention requirement, how 10 get SMC
for vessel, then vessels how to perform trading?

In general, our statement of above are true and we tried our best to provide all information you

required, we hope those information can support you, We are not SPY AGENCY, we just doing
small business under shipping rules and practice.

Your faithfully -
201; 176

248/319



S/2016/157

249/319

Figue 2 Tofmati Hua H

An example of the agreement of ship's safety management

Attachement 11

M/V. GLORY OCEAN FieiXA4 thil$
Agreement of ship’s safety Management

A#icd T4 GLORY SHIPPING(HLK) LIMITED (AT % fk: ¥4, sib: 14F, CHUNWO
COMMERCIAL CENTRE, 25 WING WO STREET. CENTRE, 25 WING WO STREET,
HONG KONG

#oL7: HUAHENG SHIPPING LIMITED( o4 F @45 L%, deik:

CTR., 301-307 LOCKHART RD., WAN CHAL HONG KONG ), AR %8, T 5| &
o fieth ik e 1R,

The agreement is agreed and signed by GLORY SHIPPING (L K.) LIMITED (hercinafier
referred to us Part A, address:_L4/E.. CHUN WO COMMERCIAL CENTRE, 25 WING WO

STREET, CENTRE, 25 WING WO STREET, HONG KONG |

and HUA HENG SHIPPING LIMITED (hercinafter referred to as Part B, address: RM
19C. LOCKHART CTR.. 301-307 LOCKHART RD., WAN CHAL HONG KONG) as follows:

5. CHEEHEO LA RBRBETE, ARZFARFREMZLEFTEAL
AefR 2o TR T4,
Part A shall provide adequate resource to Part B, so that ensure Part B effectively
implement ship safety and pollution prevention and ship’s security management.

All crew manning and replacement, ship and equipments maintenance and

emergency response ete for this vessel, should obey the order from Part B.

Source: Mr. L1 Anshan.
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Articles of agreement between the master and seafarers of the Glory Moming referring to Hua
Heng Shipping Limited as “employer”

Name of ]

KIRIBATI SHIP REGISTRY

Ministry of Communications Transport and Tourism Development

ARTICLES OF AGREEMENT BETWEEN THE,

MASTER AND SEAFARERS ON
KIRIBATI SHIP
cA/10194
offcial | port of Registry GT Propiuon
TARAWA 17036 | sear yzsonp

Name of Masters

vessel | No.
ﬁ]gy wehing | k~1736 (765
Name & address of employer

HUAH ENG SH‘!“’!»\“\ LIV TED

TradingArea 1), Aa Aq

Dlte- &g\d% ‘
1 (< fm {(Iyoug cha_ Il Aol Z,
2
3
- R .
5
] S
7-
| 8
o o N -
10_1‘___

Source: The Panel.
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An official document referring to Mr. Ri Phyong Gu’s connection to Petrel Shipping Company
Limited

A Thailand-based company's request for Thailand to 1ssue visa for Mr. Ri Phyong Gu

L 7 '3 : - J
UIEN a1 Swiwada SUds uand mIade 9ia
MARINER'S SHIPPING & TRADING CO., LTD.

Ref MST0082312 Z‘Dwﬂnbclo_l}
Ambassador Extraordinary snd Plenipoicatinry
The Royal Thai Embassy,
Deer Excclicacy,
We would like 1o request your Excellency to kindly jssue visa 1o The Kingdom of
Thailand 0 the following persons:
Name Daic of Berth Passpot No.
Mr. Rl PHYONG GU Z3 SEPT 1%61 363420640
Mrs. RISUN YONG (Speuse) 19 MAY 1961 563420641

Mr. Rl PHYONG GU, the Chanering Mansger of the
~LIMIZED, Pyodgyang. DP.R. of Kores and his spouse will visit our office for the

purpose of Practicing in the fisld of Shipping and Chartering Opemtions of Thei's sysiem
for duntion of sbout 90 days.

We, s their exclusive representative in Thailand will be fully responsible for the said
persons during their stay in the Kiogdom of Thailend.
Your kind attention would be greatly sppreciated.

Faithfully yours, /

?Msm}

Source: The Panel.
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Fi M e

A directory obtamed by the Panel from the Mu Du Bong lists multiple OMM-associated entities
connected to this vessel. which includes “MIRAE SHIPPING™ and “CM Chartering".

MIRAE SHIPPING E-Mail MIRAESHPEOTAMIREHIFFING , COM.Lh CHINA
RER MIRAE F-Mzll wlraerspicachartering.con
I‘: M CHARTERING  E-Mail CHARTERINGOEMCHARTERING.COM | CHINA
[H CHARTERING - F-Mail OPERATIONOCHOHARTER T, Coit ] CHIMA
Source: The Panel
Reference

>
From “Cmechartenng” <chartering@cmchartering com>
To ~ <guoc@un org>,
Ce < un org>

Date 08/0172015 02 46
Subyect = % 18 Inquinies from 1874 Panel, United Nabons Secunty Councile

Following was sent 10 you nominated e-mail address by hua heng shipping and it was returmed, we we
quote here below:

Qe

To: CM chartering LTD.

Fm: Hua Heng Shipping Limited

Dear Mr.FU

As we received your information and | have replied to them, but the system have been returned the
email,

s0 please help me to T/S the explain to them,

tks for your good coop.!

RH AN hushermshipping
%is#iN; 201501081517
Wt A guoc furukana
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From: Ocean Spore [oceanspore@stamub net sg|
Sent:  Tuesday, 25 June, 2013 6:55 PM

To: chinpo beetin; Mary

Ce: Ocean Russia D

Subject: CCG FRT

To Chinpo

Fr Ocean Singapore

CCG FRT

Asper your request, checked with Ccean about cargo name and quantity and received reply asf,

CARGO DETAILS: 10201 MTS OF (1893 BUNDLES) HOT ROLLED STEEL PLATES,
CONSIGNEE NAME: METAL CUBA

In the meantime, pls advise if you declared Ship’s name to bank as CCG and If not yet, pls
mention ship's name MV <SOUTH HILL 2>,

Regards

Source: Singapore.
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*The annex has not been reproduced in the present document because it is stnctly confidential
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Figure 7. Ioformati Dalian Sea G

Through its investigation, the Panel has identified that Sea Star Ship Co Ltd and Hua Heng
Shipping Limited are managed by the same three Chinese nationals who are linked to a Dalian-
based company, Dalian Sea Glory Shipping Co Ltd, which was possibly involved in an incident
of violation in 2011

Hua Heng Shipping Limited 1s registered both in Hong Kong and in Panama.
The Panamamian registration record provides the following three Chinese individuals as the
“Authorized Official” for Hua Heng Shipping:

¢ LuTie He
e Fan Min Tian
¢ Dong Chang Qing

These individuals are also listed in the Hong Kong company registration database as the
shareholders and current/former directors of Sea Star Ship Co., Ltd (Hong Kong company
number).

They are registered in Hong Kong with an address “Room 09, Chengda Building, Renmin Road,
Zhongshan District, Dalian, Liaoning Province. China”. This address has been used by Dalian
Sea Glory Shipping Co Ltd. which shows that these three individuals are also affiliated with
Dalian Sea Glory Shipping Co Ltd.

From May 2006 to July 2011, Dalian Sea Glory Shipping Co Ltd was listed in the IMO database
as the ship manager and operator of the vessel Light (IMO 8415433) In May 2011, the United
States Navy attempted to mspect this vessel because “it had reasonable grounds to believe the
vessel was transferring proliferation-related items™ (Letter from United States to 1718
Committee dated 24 August 2011 [ref /AC.49.2011/COMM 26]). After this incident, this vessel
was renamed in July 2011 to Victory 3 and re-registered in August 2011 with a new ship
manager and operator of Sea Star Ship Co Ltd.
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Figure 7-1. Correspondence from Mr. Fan Min Tan
Email correspondence from Mr. Fan of 23 December 2015.

Dear [abbreviated],
RSEHAZAERIE XTERZNE—F, KAARFHERELLF:

1, Dalian Sea Glory Shipping Co. Limited i 72015410 5 IF \ik44. A8k,

2, V-Starshipsco.Ltd. F2014%F10 AEMAE, HWAHERE—A (EBRE) , %
At BRMW RiEiZLHF.

3, Seastarships CoLtd T20144F Witii7R, EREREELFT FREZLATRE. 172
528 E%%.

4, EREKEH/SESM ZAT2014 08 49, FE—E®E, FAMITIE.

5. %4¥Hua heng shipping imited & MEHE A F], RITAMBEE W, HAKECH
3BEN, AN EREARMKERAG, MARTIE.

6, V-star ships co..Ltd. 50MMC % Chinpo /cuba ZH {I @R R, T KX %MChon
Chong Gang {EfJ#{E, 02013 {ECH—%, H1A8 5 V-star ships Co. Ltd R4
fl, WEAE) Rblacklist, XML ARFA—FAF, EXR NRFE—FRAET, A8
A, “a BEABTBEKRT.

7. X TVictory3 , FREH RO AR MISM &ISPS . i RAL M % R AR
%, WHAAPEATR (Ever ocean shipping agency Co) , [abbreviated], MT i RS
S W ey R IRECR, 1550 abbreviated] WIS .

8, MAIMMMEMIER ., BEEERR: [abbreviated]
Wi EERE!
ERM

English translation

I have just spoken with vour office by telephone. Regarding the Security Council investigation, I
hereby make the following clarifications:

1. Dalian Sea Glory Shipping Co., Limited formally cancelled its registration in October 2015
and has [thus] been dissolved.
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2. V-Star Ships Co. Ltd. changed ownership in October 2014, and currently has a single owner
(Mintian FAN). The company is solely operated by Mintian FAN.

3. Sea Star Ships Co. Ltd. changed ownership in 2014; Mintian FAN and Changqing DONG are
not shareholders in that company, and they do not take part in any of its business.

4. Mintian FAN, Changqing DONG and Tiehe LU separated in September 2014. They do not
work together, as each now has his own job.

5. Hua Heng Shipping Limited 1s a management company, we only provide consultancy and
assistance in ship registration and inspection. As the above-mentioned three individuals are flag
state ship surveyors. [we] work accordingly.

6. V-Star Ships Co., Ltd. has no connection of any kind with OMMC or Chinpo/Cuba, nor is it
involved with any operations of the vessel Chon Chong Gang. I recall the 2013 wire transfer;
because there was a company [whose name was] very similar to V-Star Ships Co., Ltd.. and that
company was on the blacklist, the U.S. believed they were the same; we later [provided]
clarification and the issue blew over. As there have been problems with my email account in the
past, [however.] my [email] responses at the time have all been lost.

7. As to the Victory 3, let me clanify once again that we provided ISM &ISPS only [for that
vessel], and were not involved in [providing] any business or technical services. This vessel is
owned by a Chinese ship owner (Ever Ocean Shipping Agency Co.). while [abbreviated] act as
the general agent for its operations. If the vessel has violated UN sanctions policies regarding
the DPRK_ [abbreviated]will be notified that the management contract shall be termunated
immediately.

8. For any further information, you can reach me any time at: [abbreviated]
Wishing you a Merry Chnstmas!

Mintian FAN
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Figure 7-3. The IMO registration record for Hua Heng Shipping

®

Company Name Hua Heng Shipping Ltd

MO Company Number 5678925

Company Address Room 19C, Lockhart Centre, 301.307, Lockhart Road, Wan Chai, Hong Kong, China
Country of Registrabion Hong Kong, Chins

Source: IMO database.

Figure 7-4. The Panamanian registration record for Hua Heng Shipping

Full Tomn Cerfificess N, PARIZIIM
Inlorm Coriflsasa Not PAL12 158 1S

DOCUMENT OF COMPLIANCE

Issuec undar ™a prov siars of tha
INTERNATIUNAL CONVENTION FOR |HE SAFETY OF LIFE AT SEA, 1974, as amandad,

UNDER THE AUTHORITY OF THE GOVERNMENT OF PANAMA
By: Goneme Mostirme Dowomontoaon Fearaes S

Nams ard Addrese Of the Coipacy
vma sarog oph 1 1.3 204 (83 Caoe HUA HENG SHIPPING LIMITED

R/ 10C LOCKHART C1R 301907 LOCKEART RO WAN CHAI HONG KONG

Compery dentiicaion Number: 5678925
Source: The Panel.
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Figure 7-4 The Panamanian registration record for Hua Heng Shipping referring to “Authorized
Official”

Fob Tem Cantfiate Mo s PRLSZTENY

ENDORSEMENT FOR ANNUAL VERIFICATION

THIS IS TO CERTIFY THAT, al the penodical venfication In accardance with Regulaton (X6 1 of the
Conventior ard paragrsph 15.4 of I8¢ I5M Coce. e Safety Maragomont System vas found te comply
with Bie requitemens of the 1SN Cogs,

17, ANNUAL VERIFICATICN Nams: A wreus
Sgred C NN
Aumorestizn Ne ALoneT Sigratece 01 Asrotzed Ofida-
By S Mo S P X
Pacaate DACIAN, CHILL [ JANUARY 13", 2049
S
274, ANNUAL VERFICATION Nerve: "'—
Aaruaion Mo AN Simate 3 Aome e
By i Tl Moine St Lot e
PlaczDate CALIAN, CHINA L aPRIL 18™ 2011
Y
3. ANNUJAL VERIFICATION Norma: B G cumere |
Sigred ~ "Nicpm :
Auroriration Koz AM21T4 T Sigratare of Aknarced Dffog
BY: Revas Maatine Foarvertitin s S

Pacolate: __ DALIAN CHINA! APIL 24" 2042

4% ANNUAL VERIFICATION Nane:
Sares:
Aurberizaton Wo:_A 1y> [4_‘%
PaceDOate
ISVIDOCPTCP (98 10) 2n

Source: The Panel.
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Figure 7-5. The Hong Kong registration record for Sea Star Ship Co.. Limited (Annual return

dated 20 October 2011)
e
R TR
Annual Retorn
BINAL, TR 7 AR1

. LLL UL LS L Gl.llm“’-’ w‘

Pt vk o b
1 2!‘.&*&- pme——
| SEA STAR SIIP CO, LIMITED
\ ) BIEEMNELT
3 MR AW Busimss Name
NIA
3 L RN Type of Compuny
row
7 umsnxrinn One
Preaw cavoety Neang @ 1 G Urens

4 ADER U Date of this Retern

FORAMALAMTEMEBRLOEN =™ !"m"l;;
Tha wiemation # I (U & mate 0 B U

o: AR1 £ & M & Compary Number]

1517895

- MR EEY TROMN
S0200n 50 COnmuaron Sheet A 1 e & mauoret space )

REASN

0 %5 U2 & 4> W09 R R 52N Details of Member(s) of a Company Having a Share Capital
ARAMO D SRNE T BT R - Corpary hawing & sharm capie’ mes! camplets O

L 2 b Ch.dm{— Ordinary

l i

neE/am au Tt Y CEE
3 Curment |

[ 13
Rarans

Eifad i) ROOM MO3, CHENGDA 4000 |
BUILDING, RENMIN ROAD, |
ZHONGSHAN DISTRICT, !
DALIAN CITY, LIAONING
PROVINCE, CHINA

[ROOM M09, CHENGDA 3,000
BUILDING, RENMIN ROAD,
ZHONGSHAN DISTRICT,
DALIAN CITY, LIAONING
PROVINCE, CHINA

ROOM M09, CHENGDA 3.000
BUILDING, RENMIN ROAD,

DALIAN CITY, LIAONING

ZHONGSHAN DISTRICT, !

Jl"ROWNC!-‘. CHINA

Source: ICRIS website available at hetp://www.icns.cr.govhk/csey/.
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Figure 7-6. Information on the Victory 3

IMQ company numbder
Mationality of registration
Compeany stelus

Dalian Sea Glory Shipping Co

IMO company number
Nationality of registration

Operator: Sea Star Ship Co Ltd
IMO compeny number
Nationakty of regrstration
Company status

Dalian Sea Glory Shipping Co

IMO company number
Nationakty of regrstration

Source: IMO database.

Ship Particulars / VICTORY 3
MO 8415433
Name: vx_cr_m-v :— Toa—btm_vz;x ;07)-
ught (effective 2006-03)
Ship manager: ﬁoa star ship Co Ltd (effective 2011-08-01) \

IMO 5570925
Hong Kong, China

(effective 2006-05-23)
IMO 5233903
China, Peopla’s Republic
(effective 2011-08-01)
IMO SS70926
Hong Kong, China

(ffactive 2006-05-23)
IMO 5233903

China, Pecple's Republic
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Figure 7-7. Information on V-Star Ships Limited
Hong Kong company registration record for V-Star Ships Limited

7T
CR [ B

Ploase pead in black

| (R W 07() w"H
m'&n (Companes Ordnance 5. 107(1)) Form AR1
HEDD_ Imcotact Netes
¢ HNRARNSW (URUW) -
CLE LY E3. LN 41 o 6 % Company Number
8 Meate rend e ccOMPAnYIng noles Bokye compicang e fonm 1456770

1 2 ¥ %8 Company Name

V-STAR SHIPS LIMITED
mMBMRERLE

2 M® ¥ M Busi Name

N/A

3 A W5 Type of Company
BEMRNDRANL ¢ B Pase Son T wiovet bex
[7] umxmuAnn ] ne
Private company having & share capital Others

4 A % 3 % F1 9 Date of this Return

The sformaton in this retum is made Lp 10

EHVHEARLNAEEAOMDLGAR 14 . l 2013

BESTRRLRYIL QN Detalls of Member(s) a5 t the Dale of ihs Return

B &MY Class of Shares Ordinary
B8 Shares
rE/ 40 =ik L] s
Name Addross Curment Transtorred *
Holding |
®H am
Numoer | _Oole |
petad:sl M09, CHENGDA 3,000
“AN BUILDING, RENMIN ROAD,
MINTIAN ZHONUSHAN DISTRICT,
DALIAN CITY, LIAONING
PROVINCE, CHINA
SHm ROOM M09, CHENGDA 3,000
LU TIEHE BUILDING, RENMIN ROAD,
ZHONGSHAN DISTRICT,
DALIAN CITY, LIAONING
PROVINCE, CHINA
T8y ROOM M09, CHENGDA 3,000
DONG BUILDING, RENMIN ROAD,
(CHANGQING AN DISTRICT,
DALIAN CITY, LIAONING
PROVINCE, CHINA

Source: The Hong Kong company registration database.
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The contact person for Aoyang Intemational Company Limited (3 3¥ [®PF 5 B 22 &) is listed on
commercial company websites as Mr. Li Kun (¥ £85). He is also listed as a designated person for
the Fertility 9 of East Grand Shipping Co Ltd (IMO 5720074) on the vessel's registration

document.

Shipping document of the Fertility 9 referring to Mr. Li Kun

“ame of Manager  Management Company

MO Reg Company

10. MANAGER'S / MANAGEMENT COMPANY'S PARTICULARS AND DECLARATION |

Agdress

1 GRAND SHIPPING CO 1 IMITED Number ROOM 18 NAN FUNG CENTRE 264 293 cASH
512001 PEAX ROAD TSUEN MAN N T HONG «OMG
Name of Desgnated Person (ISM Code)* Eanergency contact datats
| N
Mobie phone 03361384081 783)
' w1 m Maragement Coinpany Tolephone  009K- 41182721761
. Eae 0036 411-82721760
C-mad AQYANCRAR | NEVHO INAT L COM
Source: The Panel.
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Figure 8-1. Grand Karo

DPRK crew members affiliated with OMM-controlled vessels who were Grand Karo's crew as
of 2014

e Crew list of the Grand Karo of 2014

Mr. Pak Kwang Il (date of birth: 13 June 1979)

DRI |13 JUN 9% |
PAK_KWANG 1L B APP. Deck officer ‘ 19

Mr. Kang Yong Ho (date of birth: 5 January 1968)
sl £ i —
KANG Y ONG M Dock Rating KOREA | KANG 942324178 125 MAR 201

e Crew list of the Jang San of 2011

Mr. Pak Kwang Il (date of birth: 13 June 1979)

lm ] omx | wmesn | wimeme | o5 sevsers | te airove |

e Crew listof the Po Thong Gang 0f2011

[0 (date of birth: 5 January 1968)
| KOREA | 196815 | 042324176 | Seamans Passpon |
Source: The Panel
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Shenghao Marine Hong Kong Ltd is connected to Mr. Kasatsugu through at least two companies
and two vessels.

e Shenghao Marine Hong Kong Ltd provides a “care of address™ for at least two Hong
Kong-registered companies, Rich Step Shipping Limited (IMO 5647097) and New
Champ Shipping Limited (IMO 5649955); Mr. Kasatsugu serves as the director of these
fwo companies.

e Until early 2015, Shenghao Marine Hong Kong Ltd was listed as the ship manager and
operator of the two vessels Ocean Dawning (IMO 8505329) and Ocean Galaxy (IMO
8418277); their registered owners were Rich Step Shipping Ltd and New Champ
Shipping Ltd, respectively (both vessels were registered in the IMO database as “Broken
up” in February 2015) (IMO database).

e Shenghao Marine’s directors have also served as the directors or shareholders of
Shenghao Shipping Limited. This company’s director included Mr. Zhang Qiao.

Shenghao Marnine Hong Kong Ltd’s address used by Rich Step Shipping Limited and New
Champ Shipping Limited

IMO number : 5647097
Name of company : [ RICH STEP SHIPPING LTD

Address Care of Shenghao Marine (Hong Kong) Ltd J Room
1105, Tower One. Lippo Centre, 89, Queensway.
Central. Hong Kong, China, 9992077,

Last update : 22/06/2015

IMO number : 5649955

Name of company EJEW CHAMP SHIPPING LTD

Address : Care of Shenghao Marine (Hong Kong) Ltd ) Room
1105. Tower One. Lippo Centre, 89. Queensway.
Central. Hong Kong, China. 999077,

Last update : 22/06/2015

Source: Equasis database.
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Figure 9-2. The Hong Kong company registration record for Shenghao Shipping Limited

ICR BEBHER
Annual Return

evEaR ( (2N\H) W 10719

Companes Registry (Companies Ordinance 3 107(1))

* AZMASR (AwWAW) -

fom AR

NEBEBANE - 2 u M Company Number
®  Floase ead the yNg Notes Detore completing s Sorm.
Flease prnt in black nk 1461526

1 28 %W Company Name

SHENGHAO SHIPPING LIMITED
PEMBARLD
2 B % % Business Name
NIL

3 2 F B Type of Company
HAWTITMARL 7 PRse 1Ok e it o
WREBEALY [ xn
Private company having a share captal Others

4 &% # % 58 Date of this Return

The information in this return is made up 10

ETNRNRLERELENAMD RN 27

s 2013

000 AWM EYYYY

SEWGEITERML 7 W PRae ek the rlovent box(es)

24 -3 (muns
Capacity Dweector Allermate Director

PXER
Name in Chinese w_EE

AXeEs
Name in English ZHANG

QIAO

7 X Surome

2,°F Othor Names
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Fi Bege S Baili Shipi

Bene Star Shipping & Trading Ltd
e InChinese: ¥ EMBEH B AR AF
e IMO Company Number: 5764656
¢ Hong Kong company number 1599520
e Address: Room 2105, JDL 782. Trend Centre, 29-31, Cheung Lee Street. Chai Wan,
Hong Kong. China (same address with Baili Shipping)
e Mr. Zhang Qiao W%
o Shareholder (12 May 2013-)
o Director (12 May 2013-)

¢ Bene Star Shipping & Trading Ltd is listed as the ship manager and registered owner of
the Orion Star (IMO 9333589) since 6 November 2013. According to information

provided by a Member State, this vessel was controlled by OMM as of September 2015.

e According to information provided by Senat Shipping Limited’s solicitors, Senat
Shipping signed a bareboat charter agreement dated 14 August 2014 with Bene Star
Shipping and Trading Limited for the vessel Dawnlight.

Figure 10-2. Senat-Bene Star

i
BILL OF SALE (Body Corparate)
Mn-fhv Mame of Sy Mrriher. \eat £af port af scputey ]Ma--lu;c-ua—nup Merse puneet of engiren OF wiy)
!".I_I DAWNLIGHT WGIOTMI0) M N Dt | Sengh dock b caurmer 0N ITMEN
. . ——— mder of 3
b K | T | R ) .
3}
L o) e Dol
Nay ¥ N
s w ol -~ ) [} Y
R\ o bt
a J " () t d has?
' " !
» howand ' ~ i~ o
..... - Raniever
N * stid ¥ ™ BT 1) -
[N Kt smp W -
Naww Mr Lat yong Chim o
Ditle: Amorney-nfxt -
'T Jv’u. O T T~ S PSP S — S =
-y W It A Y (LT o MO @ e S e s Ty Trgies of B et Ty
o et i Seoon 0 ST
A ot of 4 P PR R —— - —— — -—
o, Snead Soves s M e ot i g P € s S o o S e " TR
Source: The Panel.
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Figure 10-2. Dawnlight

DPRK crew members formerly affiliated with OMM-controlled vessels that are currently
operating the Dawnlight

A crew list for the Dawnlight

o NAME
1 |&N YONG GYUN

2 KIVEANGCHOL |
3 1JO POK NAM
5 KM JINMYONG

SIRIJONGCHOL |
7

Source: Scnat Shipping

the h " 4 Apri 1
4 e % BRTHDAY" NATIONALITY*
|| LAST NAME 15T NAME CAPAQTY Wfmmrryy) Komy) | O (Mumber)
|| vomo xast HONG MASTER 198011 14 DR KOPEA 0554748
HAX JANG HAK CHIEF VATE 196321 OPR. KOREA 43320889
Source: The Pancl

MV CHONG CHON GANG PANANA CANAL
FLAG: DPR KOREA CREW'S LIST COATE 09,07 2013
LASY BIRTHOAY" il
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Annex 90 : The Panel’s views of the ONI\ [-associated vessels

According to recent information from specialized maritime databases, the vessels Cho! Ryong,
Hui Chon, Kang Gye, Ryong Rim, and Tae Ryong Gang visited or were sighted near the ports of
Russia and China in 2015. Previously, the Panel concluded that these vessels were included in
the 14 vessels that were owned and/or controlled by OMM or by entities acting on its behalf or at
its direction in assisting the evasion of sanctions, and that therefore they should be subject to the
measures imposed by gmgnph 8 (d) of resolution 1718 (2006) and paragraphs 8 and 11 of
resolution 2094 (2013).

In that regard, the Panel’s reasoning is provided below.
1. The vessels Chol Ryong, Hui Chon, Kang Gye, Ryong Rim, and Tae Ryong Gang

e The vessels’ connections to OMM as of 28 July 2014

As of 28 July 2014, when OMM was designated by the 1718 Committee, specialized
maritime databases provided the following information about each vessel:

a) Chol Ryong (formerly known as Ryong Gun Bong) (IMO 8606173)

e OMM was listed as the vessel's International Safety Management (ISM) Manager;

e Taedonggang Sonbak Co Ltd (IMO 1845139) was listed as the group beneficial
owner, the ship manager and operator for the vessel (this entity has been also listed as
the ship manager and operator for the Mu Du Bong (IMO 8328197) which was
determined by the 1718 Committee as “a vessel owned and controlled by OMM”,
showing that Taedonggang Sonbak Co Ltd has been acting on OMM’'s behalf or at its
direction or has been controlled by OMM); and

e The vessel's registered owner was Ryonggunbong Shipping Co., Ltd. which has used
a “care of " address provide by Taedonggang Sonbak Co Ltd.

b) Hui Chon (formerly known as Hwang Gum San 2) (IMO 5817790)

e From October 2012 to September 2014, the Hui Chon (IMO 8405270) was registered
in the IMO database with the name Hwang Gum San 2, whose ship manager and
operator were registered as OMM. Duning this period, the vessel's registered owner
was also listed in the IMO database as Hwanggumsan Shipping Co Ltd (IMO
5701481) with a c/o address provided by OMM.

¢ Following the July 2014 designation of OMM in September 2014, the Hwang Gum
San 2 was renamed to the Hui Chon in the database of the Mantime Administration
of DPR Korea. The renaming was officially registered in the IMO database in
October 2014, and the vessel was re-registered with a new ship manager and operator
as Pyongjin Ship Management Co (IMO 5817790) and a new registered owner as
Huichon Shipping Co Ltd (IMO 5817812). According to the IMO database, Huichon
Shipping Co Ltd was incorporated on 5 August 2014, just eight days after the
Committee’s designation of OMM, using a c/o address provided by Pyongjin Ship
Management Co Ltd.

#75/2015/131, pg. 47-49 and 56, and Recommendation 3 (b).
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OMM was also identified as the Awang Gum San 2’s operator and/or owner (or ISM
Manager) by the port state control inspection authorities under the Tokyo
Memorandum of Understanding (Tokyo MOU).

c) Kang Gye (formerly known as Pi Ryu Gang) (IMO 8829593)

This vessel. formerly known as Pi Ryu Gang, was renamed to Kang Gye in
September 2014. OMM was listed as the vessel’s ship manager and operator in the
IMO database and the Port State Control Inspection records between 2011 and 10
September 2014.

The registered owner of the P/ Ryu Gang was a DPRK entity, Biryugang Shipping Co
Ltd (IMO 5434313), which 1s registered in the IMO database with an address that 1s
“care of ' OMM. The vessel's ship manager and operator as registered in the IMO
database since 11 September 2014 is a DPRK entity. Yongjin Ship Management Co
Ltd (IMO 5814883), and its registered owner since 11 September 2014 is a DPRK
entity named Kanggye Shipping Co Ltd (IMO 5822804).

d) Ryong Rim (formerly known as Jon Jin 2) (IMO 8018912)

OMM was listed as the ship manager and operator for the vessel;

OMM was identified as the vessel’s ISM Manager by the port state control inspection
authorities under the Tokyo Memorandum of Understanding; and

The vessel's registered owner was Jonjin Shipping Co Ltd which has used a c/o
address provided by OMM.

e) Tae Ryong Gang (formerly known as 4p Rok Gang) (IMO 8132835)

OMM was listed as the ship manager and operator for the vessel;

OMM has been identified as the vessel's ISM Manager by the port state control
inspection authorities under the Tokyo Memorandum of Understanding; and

The vessel's registered owner was Amnokgang Shipping Co., Ltd. which has used an
address provided by OMM.

According to International Safety Management Code’s Resolution A 741(18) as amended by
MSC.104(73). MSC.179(79), MSC.195(80) and MSC.273(85). the ISM Manager (or
“Company") is defined as the following:

“1.1.2 Company means the owner of the ship or any other organization or
person such as the manager, or the bareboat charterer, who has assumed
the responsibility for operation of the ship from the shipowner and who,
on assuming such responsibility, has agreed to take over all duties and
responsibility imposed by the Code.”

In light of the abovementioned information, the Panel concluded that as of 28 July 2014,
these vessels were owned and/or controlled by OMM.

Renaming and re-registration of OMM-controlled vessels after 28 July 2014 to evade the
sanctions
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Following the 28 July 2014 designation of OMM, all these vessels were renamed and re-
registered in the IMO database with new registered owners, ship managers and operators, as
summarized below:

a) Ryong Gun Bong
o The vessel was renamed as Chol Ryong on 1 August 2014;
e Haejin Ship Management Co Ltd is listed as the vessel's new ISM Manager, ship
manager and operator on 1 August 2014; and
e Cholryong Shipping Co Ltd is listed as the vessel's new registered owner on 1 August
2014, which has used a c/o address provided by Haejin Ship Management Co Ltd.

b) Hui Chon (formerly known as Hwang Gum San 2) (IMO 5817790)
e The vessel was renamed as Hui Chon in September 2014
¢ A new ship manager and operator as Pyongjin Ship Management Co (IMO 5817790)
and a new registered owner as Huichon Shipping Co Ltd (IMO 5817812).

¢) Kang Gye (formerly known as Pi Ryu Gang) (IMO 8829593)

e This vessel, formerly known as Pi Ry Gang, was renamed to Kang Gye m
September 2014.

e The vessel's ship manager and operator as registered in the IMO database since 11
September 2014 is Yongjin Ship Management Co Ltd (IMO 5814883), and its
registered owner since 11 September 2014 15 Kanggye Shipping Co Ltd (IMO
5822804).

d) JonJin2
e The vessel was renamed as Ryong Rim on 1 September 2014;
e Haejin Ship Management Co Ltd is listed as the vessel's new ISM Manager, ship
manager and operator on 5 September 2014; and
e Ryongrim Shipping Co Ltd is listed as the vessel's new registered owner on 5
September 2014, which has used a c/o address provided by Haejin Ship Management
Co Ltd.

e) Ap Rok Gang
The vessel was renamed as Tae Ryong Gang on 1 October 2014:;
¢ Yongjin Ship Management Co Ltd 1s listed as the vessel's new ISM Manager. ship
manager and operator on 26 September 2014 : and
e Taeryonggang Shipping Co Ltd is listed as the vessel's new registered owner on 26
September 2014, which has used a c/o address provided by Yongjin Ship
Management Co Ltd.

The Secunty Council has officially included the “renaming or re-registration of . vessels™ in
the category of “transfer of DPRK...vessels to other companies that may have been
undertaken in order to evade the sanctions™ (paragraph 19 of resolution 2094 (2013)).
Renaming and re-mauon of vessels have been n officially determined by the Securnity
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As noted. these vessels were among the 14 vessels controlled by OMM that were renamed
and re-registered in the IMO database with other DPRK ship managers. operators and
registered owners, following the July 2014 designation of OMM (see, S/2015/131. paragraph
110).

As a result of these re-registrations of OMM-controlled vessels, OMM was dissolved in the
IMO database. and these vessels and the DPRK entities that control and/or own the vessels
have successfully evaded the UN sanctions. For example. the Hui Chon, Ryong Rim and the
Tae Ryong Gang were inspected by the port state control inspection authorities in October
2014 and January 2015. But the vessels were never subjected under the assets freeze.

In hght oftlns in its 2015 Final Repon tbe Panel consxdcrs that nx_mg_m

Member States obligations under relevant provisions in the resolutions

Pursuant to paragraph 8 (d) of resolution 1718 (2006) and paragraph 8 of resolution 2094
(2013), Member States are obliged to immediately freeze assets and economic resources on
tlmr temitories that are ownzd or controllecL gggguy_q_mmu by desxgnated entities or

States are also obhged by paragraph 11 of r&oluuon 2094(2013) to prevem the transfer from
theu texmones of a1 3 2 ;

MM, by
ennnes acm on OMM s behalfor at its duecnon as well as those that could comnbme to
the evasion of sanctions.

As noted, the these vessels are assets currently owned and controlled officially by the
aforcmenuoned DPRK ennt:es (the newly remcd owners. operator and managers for the
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Ryong Rim (12 October 2014)

MEMORANDUM OF UNDERSTANDING ON PORT STATE CONTROL IN THE ASIA PACIFIC REGION
ASIA PACIFIC COMPUTERIZED INFORMATION SYSTEM

Tae Ryong Gang (12 October 2014; 19 and 30 January 2015)

MEMORANDUM OF UNDERS TARDING ON PORT STATE CONTROL IN THE ASIA PACIFIC REGION
ASIA PACIFIC COMPUTERIZED INFORMATION SYSTEM

\SLLXT GNG W0 1ASE UPGEN.
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Annex 91 : Korea Ryongaksan General trading Corporation

Korea Ryonbong General Corporation
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Sowrce: Foreign Trade of the DPRK. February 1993.
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Annex 92 : Lyongaksan’s branch in Zhuhai
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(Unofficial translation) (Unofficial Translation)
Operation period of business: From Corporate name: 38§ ¥ LW 5 & SHREGATL
Dec. 13, 2005 to Dec. 2011 Corporate type: Permanent Representative of Foreign
Business Operation Status: Still company
active Representative: Kim Pyong Chan

Source: Guangdong Company Credit Information database available at
http://gsxt.gdgs gov cn/aiccips/CheckEntContext/showInfo html.
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Annex 93 : Lyongaksan’s other branches
Jian-based branch
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Annex 94 : Korea International Chemical Joint Venture Company

Korea International Chemical Joint Venture Corporation (KICIVC).

The Panel has confirmed Korea International Chemical Joint Venture Company (KICJVC) as a
Ryonbong-controlled entity which has produced nuclear-related rare earth phosphate and also
advertised its sales of a processed form of yellow cake, (“yellow cake”) in an official
publication. The KICJVC was originally established by Ryonbong and a Japan-based company **
According to the former KICICC director, the entity founded the Hamhung Chemical Joint
Venture Factory in April 1991. Official publications show that KICJVC has produced various
rare metals, including monazite which contains 5-12% of thorium which is used in nuclear
programmes. KICJVC's products have also included ammonium diuranate (ADU), a processed
form of yellowcake which is also used in nuclear programmes. *°

Hyoksin Trading Corporation was designated by the Committee on 16 July 2009 as Ryonbong’s
subordinate. Hyoksin has shared its contact information with Korea Pugang Corporation (KPC)
and its subsidiary, Pugang Pharmaceutic Company. The Panel confirms that Hyoksin has
provided administrative assistance to Pugang. In addition, state media shows that another KP
subsidiary, Korea Pugang Trading Corporation (KPTC), used Ryonbong’s contact numbers until
as early as 2002. The Panel continues to investigate Pugang'’s relationship with Ryonbong.

2 The Panel confirmed that the Japanese company terminated the joint venture prior to 2006.

¥ World Nuclear Association, “Naturally-Occurring Radioactive Material” available from http://www.world-
nuclear.org/info/inf30a.html.

# See: https:/ /www.iaea.org/About/Policy/GC/GC41/Documents /2914annex2.html.
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Figure 1. A DPRK publication referring to the Intemational Chemical Joint Venture Corporation
which was established by Rvonbong and a Japanese company.

“The International Chemical Joint Venture Corporation is run in joint investment of funds
between the Korean Ryonbong General Trading Corporation and the Kokusai Trading Co., Ltd.
headed by Ryo Song Gun. vice-president of the Association of the Korean Traders and

I l ' - l» l in’ »

High-quality Rare Earth Py

anmwdmdudu

Source: Foreign Trade of the DPRK. February 1996.

Source: Foreign Trade of the DPRK, March 1997.
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Source: Chosun Commerce and Industry Newspaper (¥]#7 #§ T.#7(d), 23 July 1991, made

available by North Korea Today.
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- Foreign Trade of the DPRK. April 2002.
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Annex 95 : Korea Equipment & Plant Corporation

Business cards of the representatives of Korea Equipment & Plant Corporation (KEPC) rovide
the company’s name in Korean & & & Bl & 2| AL" which is the same name as Korea

Complex Equipment Import Corporation.

HO YONG HAK

Vice President

KOREA EQUIPMENT & PLANT CORPORATION

Add: Central Distnict,

L Tel: 850-2-18111

@El

A3 4

Pyongyang, DPRK Ext. 8032
Cable: add: "JONGHAPSULHI" Fax: 850-2-3814498
Pyongyang Tix: 38002 DGS KP

\/
ZMUSer gl A

2N P ULENRY

- —

A
4 % (850218111

p Ext 8032
W24 234 % |2  850.2.3814408
By P U4 EY . (38002 DGS KP
Source: The Panel.

KPe.019 KOREA (t).\ll’l.l‘lx FEQUIPMENT IMPORT CORPORATION

KOREAN:

ZAFWa FRUBAL

Sowrce: 1718 Committee’s website available from

https://www un org/sc/suborg/sites/www.un org.sc.suborg/files/20141030_updated_list_entities_and_inds

viduals_korean_new_format_rev_1.pdf
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Annex 96 : Korea Pugang Trading Corporation
Figure 1. Pugang Corporation
PR ERSLH  heep:/www.pugangcorp.com/

Korea Pugang Corporation was incorporated on July 3, 1979 with a commitment to render a
service to the nation for its economic prosperity.

The Corporation’s registered capital is 3 billion Won (some USS 20 million) and its annual
average turnover foots up to 22.5 billion Won (some US$ 150 million).

Korea Pugang Corporation comprises some management sections and such component
companies as Pugang Trading Corp.. Pugang Motorbike Co.. Ltd.. Pugang Hwangchirvong Co.,
Ltd.. Pugang Pharmaceutic Co.. Ltd.. Pugang Electronic Co.. Ltd.. Pugang Coins Corp.. Pugang
Crystals Co.. Ltd.. and Pugang Natural Food Co., Ltd.

The Corporation runs gold mines, mints, factory of alcohol, pharmaceutical plants, drinking
water factories, and other large number of factories of various industries such as metallurgy,
mining. machinery, chemicals, electric, electronic, glassware, and timber.

The Corporation has off-shore branch offices or agents in Beijing. Dandong, Ji’an, Shanghai,
Moscow, Nakhodka, Havana, Berlin, Sofia, Fribourg(Switzerland), Karachi, Kuala Lumpur,
Cairo, Damascus, and Addis Ababa.

Ever since its birth, Korea Pugang Corporation has been doing its best to command a streamlined
business making steady investments in order to keep its facilities and factory equipment up to
date, provide a wider selection of its export products, and optimize their qualities, thus making
them all highly competitive.

In the years to come, we will further contribute to the ever-prosperity of our nation by constantly

updating our business operations and factory equipments, developing new high-tech products
and by maximizing the variety, volume and frequency of our transactions with our customers and
suppliers worldwide.

On this occasion, we express great thanks to all those who have done any business with us and
who, by so doing, have provided us with easier access to the world market and business

expertise.
Dr Jon Sung Hun, President

Source: http://www.pugangcorp.com of 11 June 2008, accessed through WaybackMachine com.
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Source: Foreign Trade of the DPRK. 2008, No. 1 (left) and 2013, No. 1 (nght).
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KOREA RYONBONG GENERAL CORPORATION

Pothonggang District, Pyongyang, DPRK
Tel: 850-2-381-6125
850-2-381-6124
Fax 860.2.381.5274
Tix: 36053 LS KP, 360854 28 KpP

Source: Foreign Trade of the DPRK. February 2002.
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Annex 97 : Mr. Piao’s companies and connection with Mr. Ma and Mr. Li
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Mr. Piao Chengyuan (or Park Seung Won) 1s listed as the director of Dalian Union with Mr. Cai
Guang, and as shareholder of Dandong Yongxinghe, together with Mr. Ma and Mr. L1.
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Mr. Piao Chengyuan is listed as shareholder of
Dandong Union with Mr. Ma Gewen.

&
Source: The Chinese company regiitntion database available from http://gsxt.Ings gov.cn/.
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Annex 98 : Dandong Union and Dandong Yongxinghe's connection with Korea Taesong
Korea Daesong (Taesong) from commercial business registry database
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Figure 2: Dandong Union address Information from Commercial Website, showing relationship
between address ;KT % 64 5 and {£ik)" 3% B &

The Panel found that Dandong Union’s address 1s registered as both “Room 1106, 64 Bin Jiang
Zhong Ru (KL} #% 64 §) Dandong City” and “Room 1106, Jiadi Plaza B ({iith)" 1% B &)
Dandong City” at official Chinese Company registry database and various commercial company
registry. The Panel also found that other companies of Dandong City use these two addresses
without distinction or at the same time in advertising them. The Panel confirmed through
geographic search on line that “Bin Jiang Zhong Ru (%{T. "1 #% 64 5)" and “Jiadi Plaza B ({f#:
J"1% B )" is the same place.
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Figure 4: Dandong Yongxinghe and Korea Daesong (or Taesong) Trading Company
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Figure 5: Korea Cholbong and Dandong Yongtong

Dandon_g Yongtong from the Official Chinese Company re_gisﬂ
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Annex 99 : Hong Kong-registered Companies controlled by individuals connected to
Leader and/or Mr. Cai Guang

The Panel has identified multiple Hong Kong-registered companies connected to Leader and/or
Mr. Cai Guang. Further details of each company are summarized below.

1. Sunny (HONG KONG) Int’l Development Co. Ltd.
Address: LM 873, Room B, 14/F, WaH Hen Commercial Centre, 383 Hennessy Road, Wanchai,
Hong Kong
Individual involved:
- Mr. Li Hong Ri (Chinese: F 41 [1) (director and shareholder)

2. Xiuhua International Company Limited
Address: Unit 04, 7/F, Bright Way Tower, No. 33, Mong Kok Road, Kowloon, Hong Kong
Individual mnvolved:

- Mr. Li Hong ri (Chinese: 4] [1) (director and shareholder)

3. Hong Kong Max Moon Trading Co., Limited.
Address: Room 1701(071). 17/F. Henan Building. No.90, Jaffe Road. Wanchai, Hongkong.
China
Individual involved:
- Mr. Ma Gewen (Chinese: £} §: ) (director and shareholder)

4. Longjin (HongKong) International Trading Co., Limited
Address: Rm 907, JDL 495, Wing Tuck Commercial Center, 177-183 Wing Lok Street, Hong

Kong
Individual involved:
- Mr. Piao Chengyuan (or Park Seung Won) (Chinese: #h& i) (director and
shareholder)
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ERRIIRE Crezremm)
(@ RAH) 2% %, CR No.
ey Incorporation Form 1401433
(Company Limited by Shares)
(mmmm‘gw :"':' NC1

NESS mportant Noles
e REUMON (REHW) -

7O A T D
®  Pease 19ad the accompanying notes befare completing tris form

Please print in black k.

1 BWMM LS E W Intended Company Name

& 2092 TR % ntended English Company Name

LONGJIN (HONGKONG) INTERNATIONAL TRADING CO., LIMITED

3 LT R O EE R WA 4 08 IR T 0 s
The Intended Address of the Company's Registered Office in Hong Kong

[ Rm 907, JDL495, Wing Tuck Commercial Centre, |1 77-183 Wing Lok Strect, Hong Kong

s
8 A Individual Director
(LI17408 ~ EMANY - /BT C BN Use Continvation Sheet C ¥ more then 1 individual dwecton)

hahs
Name in Chinese ¥R
XL
Name in English PIAO Chengyuan

6 X Sumame TR 7 Oner Names
LR 2 =
Previous Names
Ik I =
Alias
(£
Residontial
Address Rm 907, JDLA9S, 177-183 Wing Lok Street, Hong =

Kong
B3¢ County
(T, el R WM 74 # Core o' 4005303 8nd post 0Fice Box Numbers are n)
nREwmt =
E-mail Address
| 5 23 ] wentification China 1D no.: 1201041966012563 58

Source: The Hong Kong company registration record available from http://www.icns.cr.gov hi/cscy/.
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' 13 A= ¥V "ToU
CR o I 11 e H
et mm (e 2 F IR 22 &]) :;i;;f;:sc_;agm,.
: Rogistry Incorporation Form
i (Company Limited by Shares)
{ (I8 T 144 45) £
ki Form NC1

MRAmeN (M2anm) -
Preass read he Notes e Complation beloss comping s form

1 85 AP 2 0% Intonded Company Name
K2R 95 ) % % W Intended English Comp

HONG KONG MAX MOON TRADING CO,, LIMITED

23 W EE T A0 S 1R Y90 R B4R P 0 Ry sk
The Intended Address of the Company’s Registered Office in Hong Kong

Room 1701(071), 17/F., Henan Building, No.90, Jaffe Road, Wanchai, Hong Kong, China

@ AT 7 Individual Director
(GNER~5 8/ N  F/ZHTC ¥ Uso Continusbon Sheel C If mors then 1 individual drecior)

PRt
Name in Chinese 15'&3‘(
PS4 E
Name in English MA GEWEN
T £ Sumame "% % Other Nemes
PR o5
"
Allas N/A
1313
Residential
Address ROOM 1101, BLOCK B, JIADI SQUARE,
YANJIANG KAIFAQU, DANDONG CITY, CHINA
[ LIAONING PROVINCE
- IR & Courery
Same Address as Dandong Yongxinghe and post 0ffice box Humbars are not o|
e 3 Tl
E-mail Address N/A
& {381 9] \dentification CHINA 1D.:22010219660804333X

Source: Hong Kong companies registration records available from http://www.icns.cr.gov hic/escy/.
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Annex 100 : Namibia’s Note Verbale dated on 13 February 2015 addressed to the

Embassy of the Democratic People’s Republic of Korea in South Africa

REPUBLIC OF NAMIBIA

MINISTRY OF FOREIGN AFFAIRS

Tek:
Fux:
Bl
Ret

Baguires.

(061) 2829111
(O61) 221145 1 223937 1 220065
headgquaniony® mia gov na

wul

The Ministry of Forcign Affairs of the Republic of Namibia presents its
compliments to the Embassy of the Democratic People's Republic of Korea and
has the honour Lo inform that the Government of the Republic of Namibia has
terminated the diplomatic status of Kim Kwan Yon, Second Secretory,
Economic und Commercial, and Kil Jong Hun, Third Secretary, Economic and
Commercial.

In this regard, the Ministry ol Foreign AlTuirs would like to advise that the two
individuals leave Namibia. The Ministry seeks the cooperation of the Lmbassy
on this matter.

The Ministry of Foreign AfTairs of the Republic of Namibia avails isell of this
opportunity 1o renew to the Embassy ol the Democratic People’s Republic of
Korea the assurances of its highest consideration.

February 13, 2015

The Embassy of the Democratic People’s Republic of Ko
Pretoria, South Africa

Pavale Bag 11347
WINDHOUEK
NAMIBIA

Source: The Panel.
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Annex 101

*The annex has not been reproduced in the present document because it is stnctly confidential.
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Annex 102 : Global Airlines Project methodology and United Nations data protection
law exemptions

The Panel identified 170 global, regional and national airlines on the basis of global passenger
market share as well as those smaller airlines operating on routes and third countries where
Democratic People’s Republic of Korea entities or nationals are known or suspected to have
been based while engaged in the direct violation or evasion of sanctions in the past. Requests for
information were also sent to airlines operating from the limited number of transit hubs that
serve air routes to and from the Democratic People’s Republic of Korea.

While a number of airlines or their respective Member states cited data protection laws as legal
impediments to the provision of information, the Panel notes that pursuant to the sanctions
regime adopted by the Securnity Council in respect of the Democratic People’s Republic of Korea
(DPRK) under resolution 1718 (2006), as extended by resolution 1874 (2009), the Security
Council has imposed obligations upon Member States in respect of compliance with that regime.
Specifically, in paragraphs 26 and 27 of resolution 1874 (2009), the Security Council established
the Panel and urged all States to cooperate with it, “in particular by supplying any information at
their disposal on the implementation of the measures imposed™. In accordance with Article 25 of
the Charter of the United Nations, Member States are obliged to accept and carry out decisions
of the Security Council.

Pursuant to its Charter and the 1946 Convention on the Privileges and Immunities of the United
Nations, the United Nations is not subject to the national jurisdictions of Member States, and as
such. is not bound by national or regional legislative instruments. including the provisions
regarding the transfer of personal data.

The Panel 15 continuing GAP-related investigations by extending and expanding its follow-up
with the airline industry.

16-00683



S/2016/157

16-00683

Annex 103 : Travel movements of reported KOMID representatives

Reported possible KOMID representatives in Iran Son Yong and Kim Young Chol travelled to, from or
transited Iran. Umited Arab Enurates, Pakistan, China, Singapore and Malaysia. Reported KOMID
representatives in Syria, Kang Ryong and Ryu Jin travelled to, from or transited Lebanon, China, Uganda
and Egypt. Reported KOMID Nanubia representative Kil Jong Hun travelled to, from or transited
Nanubia, South Africa, Chuna and Zimbabwe. Reported KOMID Namubia representative, Kim Kwang
Yon, travelled to, from or transited South Africa and China with documentation indicating that this travel
was mn five of six mstances part of an itinerary for Nanubia. The Panel obtamned evidence that another
reported KOMID representative allegedly based in Russia, Mr. Jang Song Chol flew to Khartoum, Sudan
on two occasions m 2014,

According to information obtained by the Panel, Mr. Jang and Mr. Kim transited Islamabad and Karachi
on at least 28 occasions between 10 December 2012 and 25 October 2015. They often travelled on the
same flights with consecutively numbered tickets issued by the same travel agency. Together they had
entered Pakistan at one awport and departed Pakistan from another airport. Pakistan stated to the Panel
that the reported KOMID representatives were 1ssued visas “by our Mission in Tehran at the request of
the Embassy of the Democratic People’s Republic of Korea (DPRK) in Tehran. The individuals were
introduced as Second and Third Economic and Commercial Secretanies of the Embassy.” In the visa
application forms Pakistan noted that the addresses “included the Embassy of DPRK in Islamabad and
Economic Section of DPRK in Karachi™. Pakistan also noted that “in the visa forms no mention has been
made of their linkages to Korea Mining Development Trading Corporation (KOMID) **

Seven of the individuals had transited, entered or exited China on a total of at least 59 occasions between
19 October 2012 and 19 October 2015.%* Some of the individuals used different passports for certain
flights in a non-linear fashion, indicating that they were in possession of two or more passports.

Mr. Ryong Kang flew into Entebbe, Uganda on 14 June 2014 and departed three days later. U§mda
informed the Panel that it was undertaking an investigation and would revert when it was comp 54

Mr. Jang, Mr. Kim and Mr. Kwang Yong Kim transited Singapore on at least 12 occasions between 18
July 2013 and 28 November 2014. Mr. Kim flew to Kuala Lumpur on at least 3 occasions between 20
May 2013 and 23 November 2013 Mr. Jong Hun Kil travelled to Harare on 25 October 2014 and depasted
four days later Mr. Song Chol Jang flew from Moscow on 21 September 2014 to another couatry. Mr.
Song Chol Jang retumed to Khartoum, Sudan on 21 September 2014 and departed 28 September 2014.
Ms Kim Su Guang with alleged connections to RGB amived in Moscow on 16 June 2015. Mr. Song Chol
Jang travelled to Khartoum on 10 June 2014 and departed on 24 June 2014. Mr. Ryong Kang travelled to
Cairo on 3 July 2014, departing three days later.

31 Letter to the Panel from the Pakistan Mission to the United Nations, No. First-5/3/2015, 7 January
2015s.

32 Mr. Song Chol Jang,Mr. Yong Son Jang, Mr. Yong Chol Kim, Mr. Ryong Kang, Mr. Jin Ryu, Mr. Jong Hun
Kil, and Mr. Kwang Yon Kim.

3 Evidence obtained by the Panel shows that the other individual designated by the United States as
KOMID's representative in Syria also travelled on the same flights as Mr. Kang to Uganda.
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Annex 104 : United Arab Emirates (UAE) response to the Panel

FEEVANENT MIASION OF THE
UNITED ARAD [ MMATIS

TOTHEUNMTID NATIONS

NEW YORN

Ref 2016/24

M. Griffiths

S January 2016

In reference to letter SIAC 482015/PE/OC. 608 of 3 Decamber 2015, and further 1o the
meeting held on 30 December 2015, regarding the investigations of the Panel of KOMID,
| weuld Fke to transmit 1o you the unofficial transiation of the UAE's authorities' response:

Information on two DPRK nationals reportedly working on benalf of Korsa Mining

Development Trading Corporation (KOMID).

= Information and data on the shipment of arms and related material onboard the

vessel ANL Australia.

- Information on reported amms trade involving KOMID, UAE-based companied and

UAE nationals

| would like 1o take this cpportunily to relterate once again my couniry's continued
cooperation with the Panel of Experts on the DPRK in implementing its mandate

Please accept the assurances of my highest consideration

4’%
arge d'Affairs

Wr. Hugh Griffiths

Coordinator of the Panel of Experts established
pursuant to Security Council Resolution 1874(2009)

United Nations
New York
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First: Information on two DPRK nationals reportedly working on behalf of Korea
Mining Development Trading Corporation (KOMID)

No movemant by the two individuals in or out the UAE was confirmed recently. Howaver,
| would like 1o transmit 1o you the following information obtained from the UAE concarmed
authorities regarding those individuals:

Yong Son Jang
Personal data

Nationalty: DPRK

DOB: 20 February 1857

Prefessional: Third Saecretary at the North Koraan Embassy In lran and a businessporson.
Residency: He previously visited the UAE.

Passport number: 563110024, expires on 14 January 2018 (He is also a holder of a
dipiomatic passport No. 654210164, expiration dats: 2 June 2019)

Marital status: Married — number of chiidren: unknown

Religron: Buddniam.

Phone number. unavailable.

Cumrent position: Out of the UAE.

Records of Yong Son Jang's entering and exiting the UAE, expect transits through the
UAE, noting that the visas were issued by the General Directorate of Residency and
Foreignars Affairs.

| # Visa Dates Type and number | Sponsored by
{ Issuance date Expiration date of visa
|1 |70Oct 2014 5 Dec 2014 Tourism Sun  and  Sky
2102014043400287 | Tourism 8 Travel
PO Box: 40582
Tol: +97143516300
2 |25 Sept. 2074 |8 Nov. 2014 Tourism Same as sbove |
s 2102014043248998 |
3 | 3 Sept, 2014 30 Oct, 2014 Toursm "Sameulbovo
2082014043874533 |
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4 [28Aug 2014 [100ct 2014 Tourksm " Same as above
2082014043778453
5 |12Aug. 2074 3 Oct. 2014 Tourism Same as above
2082014043654431
8 |5Aug 2014 18 Sept. 2014 Touriem Same at atove
2082014042427250
7 | 8July2014 26 Aug. 2014 Tourism Same as above
2082014043122845
8 |8 June 2014 14 Aug. 2014 Tourism Same as above
2082014043756708 |
9 |28 May 2014 11 July 2014 Tourism Same as above
2062014043588620
10 | 1 May 2014 26 June 2014 Toutism Same as abovo
2062014043222379
11 |4 Maich 2014 | 27 May 2014 Tourism Same as above
2042014043164663
|12 | 23 Feb. 2014 5 Apri 2074 Touriam Same as above
2012014043066623
13 | 16 Feb. 2014 30 March 2014 Tourism Same as above
2012014043744310
14 | 4 July 2013 1 Sept 2013 Permission to enter | Goiden Conat
for achortvist —-one | Traveis
tourist tp Tel +97142510333
2052013043490161
15 | 4 June 2013 9 August 2013 Tourism Same as above
2082013043134525
18 | 21 May 2013 T July 2013 Tourism Same as above
, o |208m013043013010 :
17 | 2May 2013 6 May 2013 A 95 hour vist Emirates Aiffines -
2012013018265071 | Arabion Adventures
(| (= _ Tel 60088858
18 | 16 April 2013 20 April 2013 A 98 hour visit Same as above
I 20120120468231979
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Transits of Yong Son Jang through the UAE.

D&Wwdml From To
Arrival - 30 Sept. 2014 KA Imam Komeni Intl | Al Maktoum Intl Arport -
Airport - Iran UAE

Departure - 30 Sept. 2014

Dubal Intl Airport -
UAE

Armival - 21 Sept. 2014

|KA Imam Komein' Intl
Airport - Iran

Dubal Int1 Airport - UAE

Departure - 21 Sept. 2014

Arivel - 1 Sept. 2014

Duoal Intl Airport -
UAE ==
IKA Imam Komeini Int'l
Airport - Iran

Dubai It Airport - UAE

Departure - 1 Sept. 2014

Arival =25 Aug 2014

Dubal Int! Airport -
UAE

Airport - lran

Dubai Int1 Airport - UAE

Departure - 26 Aug 2014

Arrival = 11 Aug. 2014

Dubai Intl Asport -
UAE

IKA Imam Komeini Inf'
Airport - lran

Departure — 11 Aug. 2014

Oubal Intl Arport -
UAE

Tehran Int'| Arport - Iran

Arrival - 20 July 2014

IKA Imam Komeini Intl
Airport - Iran

Dubal Int] Airport - UAE

Departure — 20 July 2014

Cubai Intl Aiport -
UAE

Arrival - 8 July 2014

Departure — 6 July 2014

IKA Imam Komeini Int’l

|Amport-lan

Dubsi Intl Aport -
UAE

Amival - 2 June 2014 IKA Imam Komeini Int'l | Dubal Intl Airport - UAE
Alport - lran

Deparure = 2 June 2014 Dubai Int1 Akpord -
UAE
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‘9 | Armval - 21 May 2014 IKA Imam Komeint Inf'l | Dubal Int'l Alrport - UAE
Airperd - Iran
Departure - 21 May 2014 Dubai Int'l Airport -
UAE
10 | Arrival — 18 April 2014 IKA Imam Komeini Int'l | Dubai Int'l Airport - UAE
Alrport - lran
Departure — 18 April 2014 | Dubai Int'l Airport -
UAE
11 | Arrival - 25 Feb 2014 IKA Imam Komeini Int'l | Dubai Int'l Airport - UAE
Alrport - Iran
Departura - 25 Feb 2014 Dubai Int'l Airport - | Tehran Intl Airport - Iran
UAE
12 | Arrival - 19 Feb 2014 IKA Imam Komeini Int1 | Dubai Int'l Airport - UAE
Airport - Iran
Departure — 16 Feb 2014 Dubai Int'| Airport -
UAE
13 | Ammval = 1 July 2013 IKA Imam Komeini Int| | Dubai Int'l Aiport - UAE
Airport - lran
Departure - 1 July 2013 Dubai Intl Airport -|IKA Imam Komeini Intl
UAE Airport - Iran
14 | Arrival - 29 May 2013 IKA Imam Komeini Int1 | Dubai Int| Airport - UAE
Airport - Iran
Departure — 20 May 2013 | Dubai Int'l Aiport - | IKA Imam Komeini Int'l
UAE Airport - Iran
15 | Arrival - 2 May 2013 Dubali Int'l Airport - | IKA Imam Komeini Intl
UAE Airport - Iran
Departure - 3 May 2013 Quaid-E-Azam Dubai Int'l Airport - UAE
International Airport -
Pakistan
16 | Ammval - 16 April 2013 IKA Imam Komeinl Int1  Dubal Intl Airport - UAE
Airport - Iran
Departure ~ 15 April 2012 | Dubai Inl Airport - IKA Imam Komeini Int'l
UAE | Alrport - Iran
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A ~ The two individuals did not stay in hotels in the UAE: therefore, thera is no nformation
avaoilable on any reservations. Moreover, no activities by neither individuals were
monitored in the UAE, as usually travelers await for their flights outside the airport

Q — Records of crossing any UAE borders.

A —No information s avaiable on their travels through UAE land or maritime borders.

Q - Any financial records cf the Individuals.

A —~ They do nct hold any bank accounts in the UAE.

Second: Information and data on the shipment of arms and related material
onboard the vessel ANL Australia, which was seized In the UAE on 22 July 2009

Q - Any information on the two corporations or Mr. Ri Hyong

A=

- No information Is avakabie on the two corporations; also, there are no dealings or
associations between the UAE and the mentioned corperations or Mr. Hyong.
- Personal date on Ri Hyong:
« Nationality. DPRK
« DOB: 10 February 1956
« Passport number: 827310102, expired on 12 September 2012.
« Last time he departed from Dubai to Iran was on 12 May 2009,
* Records of Ri Hyong's entry Into and departure from the UAE:

Date Movement | Country of Departure | Country of Arrival |
3Apri2009  |entry Iran UAE
4 April 2009 Departure UAE Unknown
20 Apri 2000 | entry Iran UAE
11 May 2009 entry Iran UAE
12 May 2008 | Departure UAE Unknown
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Third: Information on reported arms trade involving KOMID, UAE-based companied
and UAE nationals

Q - Information and documentation on past or currently planned arms trade invoMng
KOMID, Al Mutlaq Technology and Intamational Golden Group
A - No such dealings between the above parties was detected.

Q - A list of all other entities and individuals involved since October 2008 in past and
plannad KOMID related anms trade activities.

A ~ No ket is available on namos of individuale or enttties invoived in arms trade with
KOMID since October 2008,

Q ~ Information on registration records for Al Mutiag Technology and Intarnational Golden
Group.
A - Al Mutlag Technology:
« Private company.
« Based in Dubai, Al Kuthdan Bidg., Sheikh Zayad Rd.
e PO Box 37662
Tel: 043383886
Actvity: General Trading.
Licensa number: 201387
Licensa issuance dats: 11 August 1982
License expration date: 10 August 2010
(A copy of the lcense was submitted to the Panel during the meeting on 30
December 2015).

Q = Information on Mr. Abdulrahman Bager:
A=
« Nationality: UAE.
DOB: 1 Januery 1953
Passpornt number: HFR234276
Pasition: Executive Diractor of Al Mutiag Technology
(A copy of the passport was submitied to the Panel during the meeting on 30
December 2015).
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Q - Any nformaton available 10 the UAE authorities regarding transfers or atiempted
transfers to/from DFPRK after October 2006 of any arms or related material which were
brokered by Al Mutiaq Technology or Mr. Bager.

A~ No such activities were detected after October 2006,

Q ~ Any information available fo the UAE authorities regarding any financial and trading
transactions after April 2009 between KOMID and Al Mutlaq Technology or Mr. Bager.
A ~ No information is available on any financial and trading transactions after April 2000
between KOMID and Al Mutlag Tech. or Mr. Bager, or on behalf of them

Q ~ Any additional information avaiiable to the UAE authorities regarding KOMID's
relationship with Al Mutlag Tech or Mr. Bager.
A=

« No relationshp waes detected between KOMID and Al Mutlag Tech or Mr. Bager
since October 20086.

« During the investigations, it was found that a quotation offer was requested from
an indvidual named Mr. Yoon Song Km, from North Korea based n China, on
equipment. Mr. Kim presented an offer; however, his offer cid not go through and
no transaction was made. A European company was also contacted regarding the
same equipment The company presented an offer. but t did not go through
neither.

« Entities that were involved in the $100,000,000 offer are:

o Mr. Abdulrahman Bager.
o NMr. Yoon Song Kim.
o Al Mutiag Technology

M, Yoon Song Kim's personal data:
« Nationaity. North Korea.
« DOB: 11 February 1960.
« Passport number: 381220160.

Measures taken by the UAE authorities in this regard:
- Investigations were conducted with mambers of Al Mutiaq entity.

- The entity was Josed, as a precautionary measure.
- Documents and computers of the entity were sezed.
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Annex 105 : United Arab Emirates documents related to arms trading entity Al Mutlaq
Technology and its closure
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FERMANENT MISSICH OrF 11t
UNITED ARAS SR ATES

TO THE UNITLD MATIONS
NOW vOaK

Ref: 2016/38

Mr. Criffiths

In reference to the maeting held on 30 Decemper 2015 with the Panel of Experts of tha
DPRK Sanctions Commitiee, | would ke to transmit herewith additional information
provided by the UAE concerned authorities on the movement of Mr. Abdulrahman Bager
between the period from 2 August 2012 to 1 Jenuary 2016, as well as additional

information which could be of use to the Pansl.

| would like tc take this opportunity to refterate once again my country’s contnued
cooperaton with the Panel of Experts on the DPRK in implementng its mandate.

Paaad e ' O ka )
P it | Gt 1 3N

o) o

8 January 2016

Please accept the assurances of my highest consideration

Sadd AlMazrooei
Charge d'Affairs

Mr. Hugh Griffiths

Coordinator of the Pane! of Experts established
pursuant to Security Council Resolution 1874(2009)
United Nations

New York
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Mr. Abdulrahman Bager hes not been in communication with any North Korean company.
He was only in communication with Mr. Yoon Song Kim. Also, there is no addtional
information on Mr, Kim's address in China.

Travels of Mr. Abdulrahman Bager from 2 August 2012 to 1 January 2018
(Starting from the most recent travel date)

'# | Country of departure/ Point | Country of arrival/ Point of | Dates
of exit entry
1 | Dubai Int1 Aiport - UAE Vienna Arport - Ausliia 1 January 2016
2 | Bahrain Infl Airport - Bahrain | Dubai Int'l Airport - UAE | 4 December 2015
3 | Dubal Int1 Airport - UAE Hamad Int'l Arport - Qatar | 23 Oclover 2015
4 | Dubai Int1 Airport - UAE E:::;sm(inuleﬂmm- 1 October 2015
S | Hamad Int1 Aiport - Qatar | Dubai Int'l Airport - UAE 26 September 2015
6 | Dubai Int! Airport - UAE Hamad Int'l Airport - Qatar | 233 Septembar 2015
7| London Heathrow Alrport - UK | Dubal Intl Airport - UAE 20 Septomber 2015
8 | Dubai Int1 Airport - UAE Leonardo  ca  Vinci- | S September 2018
| Flumigino Airport - ltaly SN gy
9 | Ataturk Int1 Airport - Turkey | Dubal Int'l Airport - UAE 1€ August 2016
10 | Bahrain Intl Airport - Bahrain | Dubal Intl Airport - UAE | 3 August 2015
11 | Dubai Int1 Airport - UAE Bahrain Int" Airport - Bahrain | 30 July 2015
12 | Hamad Int1 Airport - Qatar | Dubai Int'l Airpert - UAE 17 June 2015
13| Dubai Int1 Airport - UAE | Bahrain Int' Airport - Bahrain | 13 June 2015
14 | Vienna Airport - Austria Dubal Int1 Airport - UAE 31 May 2015
15 | Dubai Int1 Airport - UAE g:;s de Gaule Alrport - | 13 May 2015
18 | Kuwait Int'l Airport - Kuwalt | Dubai Inf'l Alrport - UAE | 27 April 2016
7 | Dubai Int1 Airport - UAE Kuwait Int] Airport - Kuwait | 23 April 2015
Chhatrapati Shivaji Airport - | Dubai Inf'l Airport - UAE 14 April 2015
India
19 | Dubsi Int1 Arport - UAE m Ganahi Int! Airport - | 6 Apnl 2015
20 | Chang Airport - Singapote | Dubai Int! Airport - UAE 10 March 2015
21| Dubai Int1 Arport -UAE | Changi Aitport - Singapero | 3 Maich 2015
22 | prague Ruzyné Int1 Aimort — | Dubai Intl Alrport - UAE 2 February 2015
Czech
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23 | Dubai Intl Airport - UAE Prague Ruzyné Intl Airport— | 27 January 2015
Czech
24 | London Heathrow Airport - UK | Dubai Int'l Airport - UAE | 2 January 2015
| Dubai Int'l Airport - UAE London Heathrow Airport - | 20 December 2014
UK
26 | incheon Intl Airport — South | Dubai Int'| Airport - UAE 14 Dacember 2014
Korea
27 ' pubai Inf1 Airport - UAE Incheon Intl Airport - South | € December 2014
Korea
28 | Vienna Airport - Austria Dubal Int'l Alrport - UAE 1 December 2014
28 | pubai Int1 Aiport - UAE Vienna Airport - Austria 23 November 2014
390 | Bahrain Int'l Airport - Bahrain | Dubai Int'l Airport - UAE | 1 November 2014 |
31 | pubai Int] Aiport - UAE Bahvain It Airport - Bahrain | 29 October 2014
32 | Bahrain Int'l Airport - Bahrain | Dubai Int'l Airport - UAE 25 October 2014
33 | pubai Int! Airport - UAE Hamad Int'l Airport - Qatar | 25 October 2014
24 | Bahrain Intl Alrport - Bahrain | Dubal Int'| Airport - UAE 11 October 2014
35 [ Dubai Intl Airport - UAE Bahrain Int'| Airport - Bahrain | 25 September 2014
36 | Vienna Airport - Austria Dubal Int'l Alrport - UAE 10 September 2014
37 | Dubai Int1 Aimort - UAE Vienna Airport - Austria 31 Augus! 2014
38 g;anl‘;s de Gaule Airport - | Dubai Int'l Airport - UAE 91 June 2014
39 | Dubai Int1 Airport - UAE gharla de Gaulle Airport - | 9 June 2014
rance
40 | Kuala Lumpur Aimort  —| Dubal Int'l Airport - UAE 18 April 2014
Malayeia
41 | Dubai Int1 Airport - UAE Incheon Int! Airport — South | 5 Aprl 2014
Korea
42 grr;n: da Gaulle Airport - | Duoai Int'l Airport - UAE 9 March 2014
43 | pubai Int1 Airport - UAE FG\MI“ de Gaulle Airport - | 28 February 2014
ance
44 | Bahrain Intl Airport - Bahrain | Dubai Int'l Airport - UAE 2 August 2012
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Mutlag Todmm

From; Mutlag Tecnolegy Imailto mutiaagp@eim.ae)
Sent. Tuesday, May 05, 2015 1:29 PM

To: reedombike' <freecombGlike @163.com>
Subject: Products

Attachments: Products Lst.Pdf

Dear Mr. Kim,

Following my 1eephonic conversation 0f today, Please find attached a kst of procucts that are needed immediately

from your stock.

We need your resporse at the earliest and as soon as possibie

Thanks and Regards.

Atdul Rahran Abdula Bager
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Requirement list
s Item Qty.

Lt [mrciTemas - - 1 5,000
2 7.62X39Ammunition 5,000,000 |
3, Sniper Rifle 7.62x54 (Draganov) ) 150
4 | 7.62x54 R ammunition N 15,000
S 17.62PKM Machine Gun = 1.000 |
6 7.62x54 ammunition 10,000,000
7__| Sniper Rifie 12.7x108 i & 50
& | Ammuntion 12.7x108 7 10,000
§ | Heavy Machine Gun M02 Coyote Cal 12.7x108 200
10 |12.7mmx108 Ammunition 10,000,000
11 ' Mortar 60mm mS7 100
12_ | Mortar Shell 60mm 50,000
13 [Mortar82mmMe9 ==~ @~ =000 100
14 | 82mm Mortar Shells N 50,000
15 | 120mm PM-38 Mortar 40|
16 | 120mm Mortar Shel ~30,000.00

17 185x114mm B-32, BZT Cartridgos | 200000000!
18 |23mm HEIwithlink 1.500,000.00

19 | 107 MULTIROCKET Launcher ) 2000
20 | 107mm Rocket 40,000.00
21 | 122MM rocket Projectile M210 40,000.00
22 Hand Grenade 1 3,000.00
23 | Armor Vest ) e 5,000.00
24 | Aati-Tank 106mm HEAT Ammunition 5.000.00 |
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Annex 106 : The Russian Federation’s Letter to the Panel’s air travel enquiry on
KOMID and RGB unilaterally designated individuals

[loeTomnned apeIcT aniTeILcTee Permaneot Misban
Poccubennit Beyopamwmm of the Russian Federation
npn Upramisanms to the United Nations
Orammeminn Haunk
M. 2122 481 490 148 Eost 87" St
Fax: (212) 638 0283 ». New bk, NY 20045

New Yark /(}' Januwwy 2016

Dear Mr.Grifliths,

With reference o your letier SIAC 49201 5PE/OC 810 duted
3 December 2015 1 am instructed to inform you of the following

We believe that there 13 no reason for us to moke an
investigation following your inquiry. Judging by the content of your
lewter, the Panel had not conducted an independent rescarch of
activities of the two North Korean citizens that we were requested 1o
provide information about. Uniluternl sanctions thar were imposed by
the USA and France against those individuals for the reasons that we
are upaware of, do not serve for us us an argument (or suspicion of
their unlawful activities on Russia’'s territory, We ore imvarably ready
10 cooperate with the Punel when its inquiries are cloarly fitted into the
framework of the current United Nations Security Couneil Senctions

List and have substantial evidence. In this case we are not in a position

0 do so. 7’%/

Vi6climf Safronkon
Deputy Permanent
Representative

Mt Hugh Grffiths

Coordinsior

Pane! of Experts established pursuant

to Security Coumarl resolution 1874 (2009)
Uniwd Nations

New York
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Annex 107 : The Russian Federation’s Letter to the Panel’s enquiry on OMM
associated vessels

TIOCTMMMOC HPEACT ANNTE TLETRG Permancat Missten
Poccmitcnnl Boaopusmmn of the Russiam Fuderation
NP Ope s s to the United Natlons
Ofveammummias Huuws
Phome (2120 §8) 49040 FA8 s 877 Srwen
Fu (210 608 212 & New Rud NT 10083

No. /72

n

New York, "/3 January 2016

Dear Me.Griffiths,

With reference to the Panel’s letters S/IACA920 10/ PE/OC 187
dated 12 September 2014, S/AC 49201 5PE/OC. 146 dased 2 July
2018, SIAC A9 201 S/PE/OC |1 S0 dated 8 July 2018 oand
S/ACA92015PE/OC 310 duted 29 July 2015 requesting informution
about North Korean vessels and in addition 1o our previous letier of
response | am instructed to inform you of the following

We continue 1o demand from the Panel of Experts 10 present
substantial evidence on the connection between various business
enterprises that own the vessels, ond their pssets, to the activities
of OMM. We do not possess such evidence

The Panel’s information on the renaming sad the new ownership
(somctimes with the same legal addresses) of the vessels previously
owned by OMM, though it coukd provoke certain suspense with regard
to DPRK companics, connot serve for us as a justification o spply
the provisions of UN sanctions regime against those entitics

Mr. Hugh Griffiths

Coordinator

Panel of Experts established punsuant

10 Security Council resolution 1874 (2009)
United Nations

New York
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(N}

If there is substantial evidence we would be ready to discuss
possible inquiries for designating these legal entitics to be included
into the UNSC 1718 Committec’s Sanctions  List. Once they
are designated by the Committee, the necessary restrictive measures

stipulated by the UNSC resolutions would be applied agamst those

entities. W
-/ /

Vidimis Safronkov
Deputy Permunent
Representalive

Source: The Panel.
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Annex 108 : RTC’s initial information about the financial transactions related to the
RTC’s May 2010 export to Chonbok

Based on the information provided by RTC, the Panel understood that RTC undertook the
following financial transactions related to the May 2010 export:

RTC has been serving as the agent for Korea International Exhibition Corporation
(KIEC) to arrange the participation by the companies based in Taiwan Province of China
for International Trade Fairs in Pyongvang.

At that time, RTC helped another Taipei-based travel company (hereafter “company T),
and their customers to attend the Pyongyang International Trade Fair (which RTC also
attended). Company A sent RTC airline tickets and “related charges™ which RTC was
tasked to transfer to KIEC in Pyongyang. Company A transferred to RTC on 13 May

2010 € 28.002.

On the other hand, Chonbok was obliged to pay RTC the amount of funds € 28.350 at
that time (according to the invoice issued by RTC dated 18 May 2010). At the request
from RTC, Chonbok forwarded the funds to KIEC who was tasked to hand over the funds
to RTC’s representative at the occasion of the Pyongyang Intemational Trade Fair.

Then when RTC attended the trade fair in Pyongyang. RTC's representatives met with
KIEC's representatives and calculated the amount of difference, which the Panel
understands to be € 348. The Panel also understands that this was the amount of money
RTC received from KIEC.
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STRICTLY CONFIDENTIAL"
Annex 109

*The annex has not been reproduced in the present document because it is stnctly confidential.
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Annex 110: Egypt’s 15 February 2016 response to the Panel
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