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Map of main launch sites and nuclear complex, Democratic
People’s Republic of Korea
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Imagery of the Yongbyon nuclear complex
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Imagery of the fuel fabrication plant
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Imagery: Quickbird (captured 15 January 2012)
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Imagery of the 5-MWe reactor and light water reactor
construction site
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Imagery of Tongchang-ri (Sohae launch site)
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Imagery of Musudan-ri (Tonghae launch site)
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Annex V1|
Items designated by Member States as luxury goods*
Member Sates
European
Union, Monaco,
Norway, San Russian
Items Australia Canada Marino Japan New Zealand Republic of Korea Federation Sngapore Switzerland United Sates
Liveanimals Pure-bred
horses
Food items Caviar, Gourmet foods Caviar and Beef, fillets of Caviar and its Caviar and
Crustaceans  and caviar tunas, caviar substitutes, caviar
@al), eg. rock ingredients, substitutes; and caviar chocolate, substitutes
|obsters, |obster truffles  and substitutes crustaceans, prepared from
abalone, preparations molluscs, fish eggs
molluscs and thereof aquatic
aquatic invertebrates
invertebrates, and goods
eg. oyster in containing
any form these species,
honey and its
derivatives,
tuna, toothfish,
salmon and
goods
containing
these species
Alcoholic Wine, spirits Alcoholic High-quality ~ Alcoholic Alcoholic Alcoholic Cognac, wines Wines and Wines and Alcoholic
bever ages (al kinds) beverages wines beverages beverages beverages and other spirits spirits beverages
(including (wines, ethyl liquors for (wine,  beer,
sparkling acohal, more than aes and
wines), spirits spirituous 5,000 rubles liquor)
and spirituous liquors  and
beverages other acoholic
beverages)
Tobacco and Tobacco Cigarettes High-quaity = Tobacco Tobacco Cigars Cigars Tobacco and
tobacco products cigars and tobacco
products cigarillos products
Cosmetics, Cosmetics Perfume Luxury Make-up, Cosmetics, Cosmetics Perfumes for Perfumes and High-quality = Cosmetics,
fashion (dl), perfumes perfumes, perfumes perfumes (perfumes, more than cosmetics perfumes, including
accessories and toilet toilet waters cosmetics, 5,000 rubles high-quaity  beauty and
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Member Sates

European

Union, Monaco,

Norway, San Russian

Items Australia Canada Marino Japan New Zealand Republic of Korea Federation Singapore Switzerland United Sates
waters and cosmetics, including personal care make-up,
including foundations and beauty perfumes and
beauty and and manicure- products toilet waters
make-up related, and

products pedicure-
related
products)

Apparé, Apparel  and Designer High-quality  Leather bags, Designer Leather goods Fur production Fur products; High-quality —Apparel and
leather and fur clothing clothing and garments, clothes  and clothing, deer (trunks, for more than leather bags apparel  and fashion items
items accessories,  accessories,  clothing others, fur velvet, fur suit-cases, 250,000 rubles and clothes clothing (leather
furs, leather furs accessories skins and products and cosmetic accessories,  articles,  silk
travel goods and shoes artificial  fur artificial fur cases, high-quality  articles,  fur

(regardless of manufactures products, executive shoes, skins and

their material); leather  bags cases, high-quality  artificial furs,

High-quality and clothes briefcases, |eather fashion

leather, satchels, and accessories:

saddlery  and other similar leather travel
travel goods, bags, goods, vanity
handbags and handbags, cases,

Similar articles pockets or binocular and
other products camera Cases,
that may be handbags,
carried in wallets, silk
handbags, scarves,
clothing and designer
accessories), clothing:
fur items (fur leather apparel
clothing, and clothing
accessories, accessories)
and other fur
products)

Ceramic and Drinking Cutlery or Drinking Bone china, Cutlery, gold, Tableware of

glass/ glasses (lead precious metal glasses of lead crystal silver or porcelain  or

tableware crystal) or plated or crysta glassware platinum bone  china,
clad with plated items of lead
precious crystal

metal;

high-quality

tableware  of

acvfetoe/s
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Member Sates

Australia Canada

European

Union, Monaco,
Norway, San
Marino Japan

Republic of Korea Federation

United Sates

semi-precious

(0) 609.2£-2T

Silver, gold, Jewellery,

jewellery, gems,
precious and precious
semi-precious metals
stones

(including

diamonds and

pearls),

precious

metals

porcelain,
china, stone or
earthenware or
fine pottery;
high-quality
lead crysta
glassware

Pearls, Jewellery,
precious and precious
semi-precious metals,
stones, articles precious
of pearls, metalwork
jewellery, gold

or silversmith

articles

Pearls and Jewellery
made of gold, jewellery
(natural or platinum,

diamonds and

other precious

jewellery

precious and hatchery
semi-precious pearls,

and diamonds,
articles made jewellery,
silver,  gold, 50,000 rubles

gilded
products,
white  gold,
white
gold-plated
products,
ornaments and
their
accessories,
products that
contain

jewellery)

Jewellery

precious and (jewellery
semi-precious with  pearls,

gems,

jewellery and precious and

semi-precious
stones
(including
diamonds,
sapphires,
rubies and
emerads),
jewellery  of
precious metal

or of metal
clad with
precious
metal) gems
and precious
metals (gold,
silver,
platinum,
diamonds,

precious and
semi-precious
stones
(including
sapphires,
rubies and
emerads))
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Member Sates
European
Union, Monaco,
Norway, San Russian
Items Australia Canada Marino Japan New Zealand Republic of Korea Federation Singapore Switzerland United Sates
Electronic Consumer Computers,  High-end Portable Computers, Electronic Plasma High-quality ~ Electronic
items electronics televisionsand electronic information  audiovisua goods televisions; consumer items
(televisions,  other items for devices, equipment (for (transmitter personal electronic (flat-screen,
videos, DVD electronic domestic use; audiovisual example CD products for digital musical devices plasma or
players, devices high-end instruments  players  and radio or players LCD  pane
PDAs, electrical/ and software  DVD players), televisions, televisions or
laptops, MP3 electronic  or data or television other  video
players — and optical software (for cameras, monitors  or
any other apparatus for example films, digital receivers
relevant recording and music, or cameras, and (including
exports), reproducing both, recorded videocassette high-definitio
electronic sound and or stored on recorders, n televisions),
entertainment/ images CDs or monitors, and any
software DVDs), and projectors, and television
things on related larger than
which data or products 29 inches,
software is or excluding DVD players,
may be television PDAS,
recorded  or transmitter personal
stored, mobile products) digital music
telephones, players,
portable *computer
information laptops)®
and media
devices (for
example,
personal
digital
assistants
(PDAs) and
MP3 players
or other digital
audio players)
Photographic/  Photographic See electronic Camera and Cameras and Optical High-quality
cinematic equipment items cinemato-grap movie instruments electronic and
items hic equipment (cameras, optical  image
instruments movie cameras recording and
and projectors reproducing
for movies) equipment
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Member Sates
European
Union, Monaco,
Norway, San Russian
Items Australia Canada Marino Japan New Zealand Republic of Korea Federation Singapore Switzerland United Sates
Clocks and Watches and Watches Luxury clocks Wristwatches Wristwatches Timepieces  Wristwatch for Watches — of High-quality  Luxury
watches clocks and watches and other (wristwatches, more than metal clad watches and watches
and their parts watches pocket 50,000 rubles  with a clocks (wrist, pocket,
watches, and precious metal and other with
other wearable a case of
timepieces) precious metal
or of meta
clad with
precious
metal)
Musical High-quality  Musica Musical Musica Musicd High-qudity Musical
instruments musical instruments  instruments  instruments instruments musical instruments
instruments (pianos, instruments
harpsichords,
and other
stringed
keyboard
instruments,
string
instruments,
wind
instruments,
electronic
musical
instruments)
Vehicles, Automobiles  Private aircraft Luxury Motor  cars, Cars, Automobiles  Motorcars for Luxury cars; Luxury Transportation
aircraft, and other vehicles  for motorcycles, motorcycles, (passenger more than luxury vehicles for items (yachts
vessals and vehicles to transport  of motorboats snowmobiles, cars and other 3,000,000 motorboats air, road and and other
other transport persons on yachts and motorboats,  vehicles, rubles and yachts water aguatic
transport people, yachts earth, air or others yachts, motorcycles transport  as recreational
equipment and pleasure seq, as well as aircraft, and and bicycles well as parts vehicles (such
craft their their parts and or sidecars and as jet skis),
accessories accessories with assistant accessoriesto  *luxury
and Spare motors), automobiles
parts vessels (and  motor
(yachts, other vehicles):
vessels for automobiles
excursion or and other

exercise, boats

motor vehicles
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Member Sates
European
Union, Monaco,
Norway, San
Items Australia Canada Marino Japan New Zealand Republic of Korea Federation Singapore Switzerland United Sates
with paddles, to  transport
and canoes) people [other
than  public
transport]
including
station
wagons,
racing  cars,
snowmobiles,
and
motorcycles,
personal
transportation
devices
[segways])
Sportsitems  Sports Sporting Articles and Sporting Recreational
equipment goods equipment for goods and and sports
skiing,  golf, equipment equipment
diving and
water sports
Works of art, Works of art Coins and Works of art, Works of art, Artwork and Works of art, Coin  (other Works of art
collector pieces (al) banknotes, not collectors collectors curios collectors than the lega (including
and antiques being legal pieces and pieces and (collections pieces and tender), works painting,
tender; works antiques antiques and antiques of art, original
of art, specimens, collectors sculptures and
collectors’ curios) pieces and statuary),
pieces and antiques antiques
antiques (more  than
100 years
old), and
collectible
items,
including rare
coins and
stamps
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Member Sates
European
Union, Monaco,
Norway, San Russian
Items Australia Canada Marino New Zealand Republic of Korea Federation Singapore Switzerland United Sates
Other Fountain pens, Hand-knotted ~Carpets, Carpets  and Carpeting Carpets Handmade Designer
carpets carpets, tapestries, goods carpets, fountain pens,
hand-woven designer (carpeting hand-woven  rugs and
rugs and furniture, products and tapestries tapestries
tapestries; fountain pens other textile
articles  and carpets)

equipment for
billiard,
automatic
bowling,
casino games
and games

operated by
coins or
banknotes

& Asat 30 April 2012. Member States are invited to report to the Panel any required change or update.

P United States luxury items list (provisional): categories of items with an asterisk will be exempted from the general denial if they are being imported by legitimate

organizations involved in humanitarian relief efforts, other internationally sanctioned efforts, or asitemsin the interest of the United States Government.
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Annex VIII

Excer ptsfrom the FATF 40 Recommendations,

February 2012

Recommendations on international standards on combating
money-laundering and the financing of terrorism and
proliferation

The FATF Recommendations set out the essential measures that countries should have in place to: identify the risks,
and develop policies and domestic coordination; pursue money laundering, terrorist financing and the financing of
proliferation; apply preventive measures for the financial sector and other designated sectors; establish powers and
responsibilities for the competent authorities (e.g., investigative, law enforcement and supervisory authorities) and
other institutional measures; enhance the transparency and availability of beneficial ownership information of legal
persons and arrangements; and facilitate international cooperation.

Combating terrorist financing is avery significant challenge. An effective AML/CFT system, in general, isimportant
for addressing terrorist financing, and most measures previously focused on terrorist financing are now integrated
throughout the Recommendations, therefore obviating the need for the Special Recommendations. However, there
are some Recommendations that are unique to terrorist financing, which are set out in Section C of the FATF
Recommendations. These are: Recommendation 5 (the criminalisation of terrorist financing); Recommendation 6
(targeted financial sanctions related to terrorism & terrorist financing); and Recommendation 8 (measures to prevent
the misuse of non-profit organisations). The proliferation of weapons of mass destruction is aso a significant
security concern, and in 2008 the FATF's mandate was expanded to include dealing with the financing of
proliferation of weapons of mass destruction. To combat this threat, the FATF has adopted a new Recommendation
(Recommendation 7) aimed at ensuring consistent and effective implementation of targeted financial sanctions when
these are called for by the United Nations Security Council.

Recommendation 2: National cooperation and coor dination

Countries should have national AML/CFT policies, informed by the risks identified, which should be
regularly reviewed, and should designate an authority or have a coordination or other mechanism that is
responsible for such policies. Countries should ensure that policy-makers, the financia intelligence unit
(FIV), law enforcement authorities, supervisors and other relevant competent authorities, at the
policymaking and operational levels, have effective mechanisms in place which enable them to cooperate,
and, where appropriate, coordinate domestically with each other concerning the development and
implementation of policies and activities to combat money laundering, terrorist financing and the financing
of proliferation of weapons of mass destruction.
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Recommendation 7: Targeted financial sanctionsrelated to proliferation

Countries should implement targeted financial sanctions to comply with United Nations Security Council
resolutions relating to the prevention, suppression and disruption of proliferation of weapons of mass
destruction and its financing. These resolutions require countries to freeze without delay the funds or other
assets of, and to ensure that no funds and other assets are made available, directly or indirectly, to or for the

benefit of, any person or entity designated by, or under the authority of, the United Nations Security Council
under Chapter VII of the Charter of the United Nations.
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Financial risksidentified by the Department of the Treasury
of the United States of America
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“ Depariment of the Treasury
financial Crimes Enforcement Nelwork

Advisory

FEN-2608-A002

Issaed: MI&MMMMI&M

Subject: North Kores Government Agencies’ and Front Companics” Involvement in Bicit
Fimancial Activities
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Norih Kovean entities, as well as individuals acting on their behalf, pose to the international
financial system and financial nstitutions worldvade.

Cu Fume 12, 3009, the UN. Security Council adopted Resolution 1874, condenming North
Kmshhyﬁmmmwmgmmmmmﬂwmofm
mmmw«ﬁHMammmmwﬂﬁMs

HMSCR"}YJIS m 2006, to, oiher &m&eamofthmgnhdﬂmﬁ
s ] et vl i e, b ol ther WD eeed
ar activities? UNSCR 1874 includes additional measures beyond the asset freeze in
1718 by calling upon states to prevent North Kores from accessing financial services to
facilitate tanssctions refated to is nuclear, ballistic missile, and other WMD-related programs or
activiies. mewmﬁmﬂadmhﬁuofdimmmm
except for the expart of small arms and light weapons ad related materiel to North Korea * For
example, UNSCR ima{kmmmwmﬂnmﬁwm
by financial instittions within their jurisdictions, and by those mstitutions’ overseas branches,

! See “Guidance to Financka Institntions on the Provision of Baniing Services t North Koresn Goverssnent
mmmmmwmmm December 13, 2003

T R e 4- ARTH ateyal Bl ieory. s
MMuwmm@mmwlmm Adopted by the Security Comncil on 14
Oxctober 2066, wnvw un orsrdocsw

3 Sae UNSCR 1§74 200}, 719, 10, 18, www un orz/docu'sc.
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that couid contribute to North Korea’s muclear, ballistic missile, and other WMD-related
programs of activities. In addition, UNSCR 1874 demands that North Korea 1 :
comply with UNSCR 1718, which inchides a ban on the transfer of hocary goods to Korea.

The U.N, Security Council's adoption of specific financiel measures to address this conruct
reinforces long-standing Treasary Department conoems regarding North Kovea's involvement,
through government agencies and associsted front companies, in Exancial acthvities in
fiztherance of & wide rauge of itlicit activities. These achvibes mclude curency ity
drug trafficking, and the ing of related proceeds. FinCEN has previcusly noted such
condnct, most recently in 2007." The Treasury Department remaing especially concerned about
the use of deceptive financial practices by North Korea and North Korean entities. 35 well 2
suppeession of Myuﬂmﬁmﬁmmmdm@
for fords transfiers via third parties; repeated bank transfers that appear to have 1o legiti
purpose; and roatine use of cash couriers to move large amowts of carmency in the of
aury credible explanation of the arigin or purpose for the cash transactions.

hﬁglﬂof&tﬁmnddmin.lﬂﬁﬂﬂl‘?lﬁmd%ﬂimd,mdl!tnsentl'deup&w
wmwm&mmmmmamﬂuwmm
their behalf, o hide illicit conduct. FinCEN advises sl U.S. financial inshtutons to take
commensurate risk mitigation measares. FinCEN notes that with respect 1o correspendent
accormts held for Narth financial instihitions, as well as thesr Soreign branches and
subsidiaries, there i 1:ow an increased likelihood that sach velicles may be used to hnde dllicit
conduct and relsted financial proceeds in an atterapt to circumvent existng sanctions. Fimncial
institutions should apply enhanced scratimy to any such carrespondent accounts they mamtam,
mchading with to transaction monitoring. Furthermore, becanse the prohibition in
UNECR 1718 00 Korea's procurement hoxury goods contimses to apply, financial
institutions shoud contimne to enture they are 5ot providing financial services for such North
Karem procurement In order to assist in applyimg such scntiny, a list of North
Kovean banks is included below. The Treasury Department encourages financial institutions

In addition, Treasury is conremed that in an sttermpt to evade UN. Seamity Council Resohtticn
provisions, Nozth Korea may increasingly rely on cash trmsactions. All financial istitistions
should remain vigilant regarding attempis North Korean customess o make large cash
MMWmmmurﬁnﬁtmﬂ.ﬁfﬂn ing of counterfeit
currency. The Treasury Department remains concerned about Novth Korear jon and
distribution of igh-quatity counterfeit U.S. currency. The U.S. government is zeady to assist
with the investigation of North Koresn counterfeiting of U.S. currency wherever it 15 detected.

* Pindissg that Banco Delts Asia SARL I 2 Financial Institation of Primary Moosy Lasndering Concern, 70 Fed.

Reg, 55714 (September 15, 2005). www.Sncen mov/stamins_mepsprriovpdfPiinding beaco paf Imposition of

Special Mewwwe Agaiut Banco Deirs Asia, Iachding [t Sabsidiaries Dol Asia Credit Linsied and Deite Asia

Trewamce Limited. as 2 Finsnciat einxion of Prinory Mouey Lanodering Conoem, 72 Fed. Reg 12730 (Manch
p pec e pamiotndihds fnel rule pdl

14, 2007). wrors. Bnces. zov'siatl patriot
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For assistance with counterfeit U.S. aarency-related mvestipations, please contact your local
U.5. Secrat Service office’

Consistent with the standard for suspicious activity as provided for in 31 CF R part
103, if a US. financial institution m&mhmwmﬁtam
mmmmmm or that 2 customer has otherwise engaged in activities
mdicative of money lnmdeting. terrorist or other viclation of federal law or

the financial mstitition shall then file a Suspicious Activity Report. Sepamtely.
FinCEN reminds finmmcial institations that Executive Order 13382 of June 28, 2005, requires the
blocking of all property and inferects in propesty, within the United States or in the possession or
control of U'S. persons, of certam individuals and entities. Further mformation can be obtamed
from the websile of the Office of Foreign Assets Coatrol of the U.S. Treasury Department *

NORTH KOREAN BANKS'

Below is a list of some Nogth Korean banks as taken from public and commercially available
information This is not meamt to be a comprehensive list and is provided for ease of reference
anly. For the purposes of this advisory, Gnancial institutions should take mdependent steps as
necessary fo ensure sufficient swareness of their entire exposnre o North Korean financial
tramsactions regardless of the financial institution conducting the transactions.

Amgoggang Development Bank
BmkﬁElstm
Central Bank of the Democratic People s Repultlic of Korea
Credit Bank of Korea
Dae-Dong Credit Bank
First Cred:t Bank®
Foreign Trade Bank of the Demaocratic People’s Republic of Korea
Hana Balang Corporation 1td.

Development
Kamgang Bank (added December 18, 2009)
Narth East Asia Bank
Tanchor: Coreercial Bank

’Ammﬂamsﬁmmmmmmmuma

’Mdmuﬂmm mmm Howeves, this sdvisory applies o ali Norih
Eorean bank branches, within North Eoren oy sbroad.
* This shorld not be confused with First Credit Bapk locaed in Los Angeles, CA, USA.
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Annex X

List of autonomous designations®

A. Entities

Names Designated by

Rationale Alias(es)

Address(es)

1 Bankof East Land United States of
America

European Union

2  Global Interface United States of
Company Inc. America
3  Hesong Trading Australia
Corporation European Union
Japan
United States of
America
4  KohasAG Austraia
Japan
United States of
America
5 Korea Complex Austraia
Equipment Import  Eyropean Union
Corporation Japan
United States of
America

Facilitated financial weapons-related transactions for — Dongbang Bank
Green Pine Associated (entity designated by the 1718 _ Tongbang U’ nhaeng
Committee, 02.05.2012) and the Reconnaissance
Genera Bureau in amanner that circumvents
sanctions.

Owned or controlled by Alex H. T. Tsai, who Trans Scientific Corp.
provided, or attempted to provide, financial,

technological or other support for, or goods or

servicesin support of KOMID (entity designated by

the 1718 Committee, 24.04.2009).

— Tongbang Bank

Subsidiary of KOMID (entity designated by the 1718
Committee, 24.04.2009).

Ties to Korea Ryonbong General Corporation (entity
designated by the United Nations, 24.04.2009).

Subsidiary of Korea Ryonbong General Corporation
(entity designated by the 1718 Committee,
24.04.2009).

PO Box 32, BEL Building,
Jonseung-Dung, Moranbong
District, Pyongyang, North
Korea

—9F-1, No. 22, Hsin Yi Rd., Sec.

2, Taipel, Taiwan

— 1st Floor, No. 49, Lane 280,
Kuang Fu S. Road, Taipei,
Taiwan

Business Registration Document

Number: 12873346 (Taiwan)

Pyongyang, North Korea

Route des Arsenaux 15,
Fribourg, FR 1700, Switzerland;
C.R. No. CH-217.0.135.79-4
(Switzerland)

Rakwon-dong, Pothonggang
District, Pyongyang, North
Korea

“As at 30 April 2012. This list is for information only and does not necessarily reflect all of the autonomous

designations made by Member States. The entries are a compilation of those provided by Member States. Not all

designating Member States provide rationale. New entries to this list since 30 April 2011 are shaded for reference.
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Names Designated by Rationale Alias(es) Address(es)
6 KoreaDaesongBank United States of Owned or controlled by Office 39 of the Korean — Choson Taesong Unhaeng Segori-dong, Gyongheung &.,
America Workers' Party. — Taesong Bank Potonggang District, Pyongyang,

10

K orea Daesong
General Trading
Corporation

Korea I nternational
Chemical Joint
Venture Company

K orea Kwangson
Banking Corp.
(KKBC)

Korea Kwangsong
Trading Corporation

European Union

United States of
America

European Union

Australia
European Union
Japan

United States of
America

United States of
America

European Union

Australia
European Union

Japan

Owned or controlled by Office 39 of the Korean
Workers' Party.

— Daesong Trading

— Daesong Trading Company

— Korea Daesong Trading
Company

— Korea Daesong Trading
Corporation

— Choson International
Chemicals Joint Operation
Company

— Chosun International
Chemicals Joint Operation
Company

— International Chemical Joint
Venture Corporation

Subsidiary of Korea Ryonbong General Corporation
(entity designated by the United Nations,
24.04.2009).

— Korea International Chemicals

Joint Operation Company
— Korea International Chemical
Joint Venture Corp.

Provide financial servicesin support of both Tanchon
Commercia Bank (entity designated by the 1718
Committee, 24.04.2009) and Korea Hyoksin Trading
Corporation (entity designated by the 1718
Committee, 16.07.2009).

Subsidiary of Korea Ryonbong General Corporation
(entity designated by the United Nations,
24.04.2009).

Korea, North

SWIFT/BIC KDBK KPPY
(Korea, Northy;

Phone; 850 2 381 8221,

Phone: 850 2 18111 ext. 8221;

Fax: 850 2 381 4576;

Telex: 360230 and 37041 KDP

KP;

TGMS daesongbank;

E-mail: kdb@co.chesin.com

Pulgan Gori Dong 1, Potonggang

District, Pyongyang City, Korea,

North;

Phone: 850 2 18111 8204/8208

Phone: 850 2 381 8208/4188

Fax : 850 2 381 4431/4432

E-mail: daesong@co.chesin.com

— Hamhung, South Hamgyong
Province, North Korea

— Man gyongdae-kuyok,
Pyongyang, North Korea

— Mangyungdae-gu, Pyongyang,
North Korea

Jungson-dong, Sungri Street,
Central District, Pyongyang,
North Korea

Rakwon-dong, Pothonggang
District, Pyongyang, North
Korea
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Names Designated by Rationale Alias(es) Address(es)
United States of
America
11 KoreaPugang Mining European Union Subsidiary of Korea Ryonbong General Corporation
and Machinery (entity designated by the United Nations,
Corporation Itd 24.04.2009).
12 KoreaPugang Austraia Subsidiary of Korea Ryonbong General Corporation Rakwon-dong, Pothonggang
Trading Corporation Japan (entity designated by the United Nations, District, Pyongyang, North
United States of 24.04.2009). Korea
America
13 KoreaRyongwang/  Austraia Subsidiary of Korea Ryonbong General Corporation  Korean Ryengwang Trading Rakwon-dong, Pothonggang
Ryengwang Trading Japan (entity designated by the United Nations, Corporation District, Pyongyang, North
Corporation United States of 24.04.2009). Korea
America
European Union
14 Korea Ryonha Australia Subsidiary of Korea Ryonbong General Corporation — Korea RyenhaMachinery JV  — Central District, Pyongyang,
Machinery Joint European Union (entity designated by the United Nations, Corporation; North Kores;
Venture Corporation sy, 24.04.2009). — Chosun Yunha Machinery Joint — Mangyungdae-gu, Pyongyang,
United States of Operation Company; North Korea;
America — Chosun Yunha Machinery J.V. — Mangyongdae District,
Corporation Pyongyang, North Korea
— Ryonha Machinery Joint
Venture Corporation
15 KoreaTaesong United States of Subsidiary of KOMID (entity designated by the 1718 Pyongyang, North Korea
Trading Company America Committee, 24.04.2009).

16

17

18

Korea Tonghae

Shipping Company

Moksong Trading
Corporation

Munitions Industry

Department

European Union

Japan

United States of
America

United States of
America

European Union

Known to have been a mgjor ship-owner of DPRK
vessels, engaging in export-import of materials and
transfers of passengers using their ships, and
associated with theillegal exports of WMD-related
goods and equipment and etc. from Japan to the
DPRK.

Engaged in proliferation activities.

Responsible for overseeing activities of the DPRK’s
military industries, including the Second Economic
Committee and KOMID (entity designated by the
1718 Committee, 24.04.2009). This includes
overseeing the development of DPRK’s nuclear and
ballistic missiles programmes.

Military Supplies Industry
Department

Pyongyang, North Korea
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Names Designated by Rationale Alias(es) Address(es)
19 Office39 United States of Controls a number of entities inside DPRK and — Office #39 — Second KWP Government
America abroad through which it conducts numerousillicit ~ _ Office No. 39 Building (Korean —
European Union activitiesincluding the production, smugglingand  _ 5, ;rea 39 CH'O’'NGSA), Chungso'ng,
distribution of narcotics. Office 39 has also been _ Urban Town (Korean —
involved in the attempted procurement and transfer to — Central Committee DONG), Chung Ward,
DPRK of luxury goods, particularly the failed attempt — Third Floor Division 39 Pyongyang, North Korea
to purchase two luxury yachts (case reported to the — Chung-Guyok (Central
1718 Committee in July 2009). District), Sosong Street,
Kyongrim-Dong, Pyongyang,
North Korea
— Changgwang Street,
Pyongyang, North Korea
20 Ponghwa Hospital Japan A specia hospital which provides medical servicesto
high-ranking party members, government officials
and their families, known to have been engaged in
research of microbe and associated with theillegal
exports of WMD-related goods and equipment from
Japan to the DPRK.
21 Pyongyang Japan Known to have been engaged in developing computer — Pyongyang Information Center
Informatics Centre software programs for government organizations,
equipped with training facilities for programmers, and
associated with the illegal export of WMD-related
goods and equipment and etc. from Japan to the
DPRK.
22 Second Academy of United States of Responsible for research and development of DPRK/s — 2nd Academy of Natural Pyongyang, North Korea
Natural Sciences America advanced weapons systems, including missiles and Sciences
European Union probably nuclear weapons. Uses anumber of — Che 2 Chayon Kwahak-Won

23

24

Second Economic
Committee

Sino-Ki

United States of
America

European Union

United States of
America

subordinate organizations, including Korean Tangun Academy of Natural Sciences
Trading Corporation (entity designated by the 1718 _ Chayon Kwahak-Won

Committee, 16.07.2009).
— National Defense Academy
— Kukpang Kwahak-Won
— Second Academy of Natural

Sciences Research Institute
(SANSRI)

The Second Economic Committee is responsible for Kangdong, North Korea
overseeing the production of DPRK’s ballistic

missile. It aso directs the activities of KOMID (entity

designated by the 1718 Committee, 24.04.2009).

Engaged in proliferation activities.
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Names

Designated by

Rationale Alias(es)

Address(es)

25 Sobaeku United Corp.

26

27

28

29

The Reconnaissance

General Bureau

Tosong Technology
Trading Cor por ation

TransMerits Co. Ltd.

Yongbyon Nuclear
Research Centre

European Union

United States of
America

European Union

Australia
European Union
Japan

United States of
America

United States of
America

European Union

State-owned company, involved in research into, and  Sobaeksu United Corp.
the acquisition of, sensitive products and equipment.

It possesses several deposits of natural graphite,

which provide raw material for two processing

facilitieswhich, inter alia, produce graphite blocks

that can be used in missiles.

Trades in conventional arms and controls the DPRK
conventional arms firm Green Pine Associated
Corporation (entity designated by the 1718
Committee, 02.05.2012), which is responsible for
approximately half of the arms and related materiel
exported by the DPRK and has taken over many of
the activities of KOMID (entity designated by the
1718 Committee, 24.04.2009).

Subsidiary of KOMID (entity designated by the
United Nations, 24.04.2009).

— Chongch’a Ch’ ongguk
—RGB
— KPA Unit 586

Subsidiary of Global Interface Company Inc. and
managed by Alex H. T. Tsai, who provided, or
attempted to provide, financial, technological or other
support for, or goods or servicesin support of
KOMID (entity designated by the 1718 Committee,
24.04.2009).

Research centre that has taken part in the production
of military-grade plutonium; centre maintained by the
General Bureau of Atomic Energy (entity designated
by the 1718 Committee, 16.07.2009).

— Hyongjesan-Guyok,
Pyongyang, North Korea

— Nungrado, Pyongyang, North
Korea

Pyongyang, North Korea

1F, No. 49, Lane 280, Kuang Fu
S. Road, Taipei, Taiwan
Business Registration Document
Number: 16316976 (Taiwan)
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B. Individuals

Names Designated by Rationale Alias(es) Identifying information
1 CHANG Song-taek European Union Member of the National Defence Commission. JANG Song-Taek Date of birth: 2.2.1946 or
Director of the Administrative Department of the 06.02.1946 or 23.02.1946 (North
Korean Workers' Party. Hamgyong province)
Passport number (as of 2006): PS
736420617
2 CHON Chi Bu European Union Member of the General Bureau of Atomic Energy
(entity designated by the 1718 Committee,
16.07.2009), former technical director of Yongbyon.
3 CHU Kyu-Chang European Union First Deputy Director of the Defence Industry JU Kyu-Chang Date of birth: between 1928 and

HYON Chol-hae

JON Il-chun

JON Pyong-ho

KIM Tong-myo’'ng

KIM Tong-un

KIM Yong-chol

European Union

European Union

European Union

United States of
America

European Union

European Union

United States of
America

European Union

Department (ballistics programme), Korean Workers
Party, Member of the National Defence Commission.

Deputy Director of the General Political Department
of the People's Armed Forces (military adviser to
Kim Jong 1)

New Director of “Office 39" of the Central
Committee of the Workers' Party, which isinvolved
in proliferation financing (replaced KIM Tong-un).

Secretary of the Central Committee of the Korean
Workers Party, Head of the Central Committee’s
Military Supplies Industry Department controlling the
Second Economic Committee of the Centrad Committee,
member of the National Defence Commission.

Acts on behaf of Tanchon Commercial Bank (entity
designated by the 1718 Committee, 24.04.2009). Also
played arole in managing Amroggang Development
Banking Corporation (entity designated by the 1718
Committee, 02.05.2012)

Former Director of “Office 39" of the Central
Committee of the Workers' Party, which isinvolved
in proliferation financing.

Chief of the Reconnaissance General Bureau which
tradesin conventiona arms and controls the DPRK
conventional arms firm Green Pine Associated
Corporetion (entity designated by the 1718 Committee,
02.05.2012)responsible for approximately half of the
arms and related materiel exported by the DPRK and has
taken over many of the activities of KOMID (entity
designated by the 1718 Committee, 24.04.2009).

Kim Tong Myong
Kim Chin-so’k
Kim Jin Sok

Kim Yong-Chol Kim

Young-Chol Kim
Young-Cheol Kim
Young-Chul

1933

Year of birth: 1934 (Manchuria,
China)

Date of bith: 24.8.1941

Year of birth: 1926

Year of birth: 1964

Year of birth: 1936
Passport number: 554410660

Date of birth: circa 1947
Alt. date of birth: circa 1946

L ocation: Pyongan-Pukto, North
Korea
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Names

Designated by

Rationale

Alias(es)

Identifying information

10 KIM Yong-chun

11 O Kuk-Ryal

12 PAEK Se-bong

13 PAK Jae-gyong

14 PAK To-Chun

15 PYON YongRip

16 RYOM Yong

17 SO Sang-kuk

18 SU Lu-chi

19 STEIGER Jacob

20 TSAI AlexH.T.

European Union

European Union

European Union

European Union

European Union

European Union

European Union

European Union

United States of
America

Australia

Japan
United States of
America

United States of
America

Deputy Chairman of the National Defence Commission,
Minister for the People’'sArmed Forces, specia adviser
to Kim Jong Il on nuclear strategy.

Deputy Chairman of the National Defence Commission,
supervising the acquisition abroad of advanced
technology for nuclear and ballistics programmes.

Chairman of the Second Economic Committeewhichis
responsible for overseeing the production of DPRK's
ballistic missile. It dso directsthe activities of KOMID
(entity designated by the 1718 Committee, 24.04.2009).

Deputy Director of the General Political Department of
the Peopl€e’' sArmed Forces and Deputy Director of the

Logistics Bureau of the People’'sArmed Forces (military

adviser toKim Jong I1).
Member of the Nationa Security Council, in charge of

arms industry and reported as commanding the office for

nuclear energy

President of the Academy of Scienceinvolvedin
wegpons of mass destruction-related biological research.

Director of the General Bureau of Atomic Energy (entity

designated by the 1718 Committee, 16.07.2009), in
charge of international relations.

Heed of the Department of Nuclear Physics, Kim Il Sung

University.

Alex H. T. Tsai’'swife, who provided, or attempted to
provide, financial, technological or other support for, or
goods or servicesin support of KOMID (entity
designated by the 1718 Committee, 24.04.2009). Lu-Chi
Suisan officer in Global Interface Company Inc. and
Trans Merits Co. Ltd. and isdirectly involved in the
companies operations.

President of KohasAG

Provided, or attempted to provide, financid,

technological or other support for, or goods or servicesin

support of KOMID (entity designated by the 1718
Committee, 24.04.2009).

Young-chun

Chae-Kyong

Yong-Nip

Lu-Chi Tsai Su

STEIGER Jakob

Hsein Tai Tsai

Date of birth: 04.03.1935

Year of birth: 1931 (Jilin
Province, China)

Year of birth: 1946

Year of birth: 1933
Passport number: 554410661

Date of birth: 09.03.1944
(Jagang, Rangrim)

Date of birth: 20.09.1929

Passport number: 645310121
(issued on 13.09.2005)

Date of birth: 08.08.1945
POB: Tainan, Taiwan
Passport Number: 131134049
(Taiwan)

Date of birth: 27 April 1941
(Altstatten, SG, Switzerland)

Date of birth: 08.08.1945
(Tainan, Taiwan)

Passport Number: 131134049
(Taiwan)
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List of the Panel’s meetings

Below isalist of participation by the Panel in conferences, seminars, forums and meetings
during the reporting period, listed by document number of the report to the Committee
(which can be dlightly different from date order).

Activitiesthrough reporting date
2011

Conference: The 12th International Export Control Conference, Singapore,
24-26 May 2011.

Meeting: Meetings with non-governmental experts, Beijing, 30 May-1 June 2011.

Seminar: Promoting the Global Instruments of Non-Proliferation and Disarmament: The
United Nations and the Nuclear Challenge, New York, 31 May 2011.

Meeting: Consultations with the Government of Japan, Tokyo, 25-26 July 2011.

Meeting: Consultations with the Government of the Republic of Korea, Seoul,
27 July-1 August 2011.

Forum: The Korean Global Forum 2011, Seoul, 31 August-2 September 2011.

Conference: The International Military Operations and Law Conference, Brishbane,
Australia, 5-8 September 2011.

Meeting: Intersessional meeting of the Financial Action Task Force, Paris,
7-9 September 2011.

Roundtable: Tracking North Korea' s Ballistic Missiles Sales: Implications for the Missile
Technology Control Regime, George Washington University, Elliot School of International
Affairs, Washington, D.C., 13 September 2011.

Forum: A Changing North Korea? A trip report, Woodrow Wilson International Center for
Scholars, Washington, D.C., 14 September 2011.

Seminar: 2012 Nuclear Security Summit — The Korean Twist, the Korea Economic
Institute, Washington, D.C., 28 September 2011.

Meeting: Meeting with Dr. Siegfried Hecker, Stanford University, California, United States,
29 September 2011.

Seminar: The Evolution of Threat Reduction: From Cooperative to Coercive?, Center for
International and Security Studies at Maryland Forum, Washington, D.C., 29 September
2011.

Meeting: Meetings with Korea experts, University of California, Berkeley, United States,
30 September 2011.
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Meeting: Briefing on arms and ammunition, Washington, D.C., and Martinsburg, West
Virginia, United States, 5-6 October 2011.

Meeting: Meeting with United Kingdom officials, Foreign and Commonwealth Office,
London, 10 October 2011.

Meeting: Meeting of the Non-Proliferation Directors Group, Paris, 11 October 2011.

Seminar: Political Changes in 2012: Implications for Northeast Asian Regional Security,
Northeast Asia Future Forum, Washington, D.C., 22 September 2011.

Meeting: Meeting with the International Atomic Energy Agency, Vienna, 13 October 2011.

Meeting: Meeting with the Comprehensive Nuclear-Test-Ban Treaty Organization
Preparatory Commission, Vienna, 13-14 October 2011.

Meeting: Meeting with the United Nations Office on Drugs and Crime, Vienna,
13-14 October 2011.

Meeting: Meeting with various experts on proliferation finance, Washington, D.C., 17-19
October 2011.

Seminar: The Security & Strategic Trade Management Academy, Center for International
Trade and Security, University of Georgia, Athens, United States,
19-21 October 2011.

Meeting: Financia Action Task Force, Working Group and Plenary Meetings, Paris, 23-28
October 2011.

Conference: Tenth United Nations— Republic of Korea Joint Conference on Disarmament
and Non-Proliferation Issues, Jeju Island, Republic of Korea,
7-8 November 2011.

Meeting: Centre for Non-Proliferation and Nuclear Security, Seoul, 9 November 2011.
Meeting: Ingtitute for Peace and Cooperation, Seoul, 10 November 2011.

Conference: 14th Meeting of the Council for Security Cooperation in Asia Pacific Study
Group on Countering the Proliferation of Weapons of Mass Destruction in the Asia Pacific,
Hanoi, 18-19 November 2011.

Conference: Annual Conference of the European Association for Forwarding Transport
Logistics and Customs Services, Brussels, 17 November 2011.

Meeting: Meeting with Japanese officials and experts on export control and the Korean
peninsulaissues, Tokyo, 24 November-2 December 2011.

Conference: The 8th Asian Senior-Level Talks on Non-Proliferation (ASTOPVI11), Tokyo,
1 December 2011.

Meeting: Consultations with the Government of France, Paris, 5-6 December 2011.

Meeting: Consultations with the Government of Germany, Berlin, 7-8 December 2011.
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Meeting: The 5th Annual Container Programme Meeting, organized by the World Customs
Organization and the United Nations Office on Drugs and Crime, Brussels, 5-7 December
2011.

Meeting: Consultations with the Government of Austria, Vienna, 10-13 December 2011.

Conference: Challenges of the Nuclear Non-Proliferation Regime, organized by Wilton
Park, Steyning, United Kingdom, 12-16 December 2011.

Meeting: Consultations with the Government of Switzerland, Berne,
14-16 December 2011.

Meeting: Consultations with the Government of the Republic of the Congo, Brazzaville,
12-16 December 2011.

Meeting: Consultations with the Government of Canada, Ottawa, 19 December 2011.
2012

Meeting: Consultations with the Government of Greece, Athens, 10-12 January 2012.
Meeting with the International Atomic Energy Agency, Vienna, 13 January 2012.
Meeting: Financial Action Task Force Plenary, Paris, 9-13 January 2012.

Forum: DPRK Economic Forum at the US-K orea I nstitute, Johns Hopkins School of
International Advanced Studies, Washington, D.C., 19 January 2012.

Meeting: Consultations with the Government of Japan, Tokyo, 30 January 2012.

Conference: Defence Exports Asia-Pacific Conference on Compliance with United Nations
Security Council resolutions banning arm trades with North Korea, Singapore, 31
January-2 February 2012.

Meeting: Consultations with the Government of Mongolia, Ulaanbattar,
15-16 February 2012.

Seminar: 19th Asian Export Control Seminar, Tokyo, 6-10 February 2012.
Meeting: Financial Action Task Force Plenary, Paris, 13-17 February 2012.

Seminar: Combating Destabilizing Arms Transfers viaAir, organized by SIPRI (Stockholm
International Peace Research Institute), Kyiv, 1-2 March 2012.

Meeting: Consultations with the Government of Greece, Athens, 5 March 2012.

Seminar: Seminar on the Control of Trade in Conventional Arms, organized by the Thomas
More Ingtitute, Paris, 6-8 March 2012.

Meeting: Council for the Security Cooperation in the Asia Pecific, Study Group on
Countering the Proliferation of Weapons of Mass Destruction in the Asia Pacific, Sydney,
Australia, 6-7 March 2012.

Meeting: Association of Southeast Asian Nations, Regional Forum'’s I nter-Sessional
Meeting on Non-Proliferation and Disarmament, Sydney, Australia, 8-9 March 2012.
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Meeting: Consultations with the Government of Australia, Canberra, 13 March 2012.

Roundtable: North Korea, Sanctions I|mplementation and the Changing Situation, at the
Council on Foreign Relations, Washington, D.C., 14 March 2012.

Meeting with representatives of the Nuclear Policy Program, Carnegie Endowment for
International Peace, Washington, D.C., 27 March 2012.

Meeting with the Organization for the Prohibition of Chemical Weapons, The Hague, 10
April 2012.

Meeting: Consultations with the Government of the United Kingdom, London,
10 April 2012.

Meeting: Consultations with the Government of Italy, Rome, 11-13 April 2012.

Meeting: Consultations with the Government of the Republic of Korea, Seoul,
11-13 April 2012.

Seminar: Implementing Sanctions. Prospects and Problems, organized by the International
Ingtitute for Strategic Studies, Singapore, 12-13 April 2012.

Conference: World Customs Organization Global AEO (Authorized Economic Operator),
Seoul, 17-19 April 2012.

Meeting: Consultations with the Government of Guatemala, Guatemala City,
26-27 April 2012.

Meeting: Consultations with the Government of El Salvador, San Salvador, 30 April 2012.
Planned forthcoming activities

Conference: Financing of Proliferation of Weapons of Mass Destruction, organized by the
Government of Korea, Seoul, 17-18 May 2012.

Seminar: Implementing Sanctions: Prospects and Problems, organized by the International
Institute for Strategic Studies, Nairobi, 23-24 May 2012.

Meeting: Consultations with the Government of Brazil, Brasilia, 1 June 2012.
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