A/76/151

Distr.: General
15 July 2021
Chinese
Original: English

o
N | =

S| =

@
N

BEt+RESIN

I iSCRE* TiH 74

AR BRNF
UERERFERIRIEARHBRITEARB IR
P icavisER

PR IERIE KL 75171 S AN RS 42/9 Sl [k
1% DR F 8 F BARIB AR BEHAT 1 B B B i) #8 TAE A 4R 5

* A/76/150,

21-09837 in 300721
| 0 0

160821



https://undocs.org/ch/A/RES/75/171
https://undocs.org/ch/A/HRC/RES/42/9
https://undocs.org/ch/A/76/150

A/76/151

URRZE A FRIRIEARGH BRI TR R B RN TAEERR S

ERZE. BRAEEXITARURMDEZEEFNMREAABRNEMLEENXT
AEIFNE

e

FEARE . DURIE AT BAR AP BLEAT (8 Rk B AL AR
HIEMZE . A FEMRAT AR L RN E FF LR R LM 2825 (B R LT A%
TR i B IR 55 A L S EERE AL 520

A RS TTAEM 287 (AR AL 2 I ZE A 22 R S5, AR . 4R A A
WIERT. E AR E AT R T A AR R e AR NAT A, I R e
BiAAT SN, RA U5 IS AN, SERt P21k, B 99807 iR A A I 22
BESIANSE Ty, BRI A L e B o St X 2% B0l (K0 N TSRS R X, 3 Al
TR E . B, AT N R AR SIS S, W& I BERhnitE, HEw]
PN RN ZE 53D .

ARG T B ERR T R AT MR R IANG 3, IXEAT AT R 4idAnE
B A TAE M R AR M R O RSO AT BN I BE ST, FF AN ERA . AT
TP IZ AT REXS AL EAE N R B RBU A2 M, IR 90 2% 23 1) 2 A0 22
77 it S IR 55 PR T

A g5 WA, TARH B HR SR « BT iE 7 9% (Jelena Aparac)(EJ#) i
£ « {8 U1 WP (Lilian Bobea). 7 f#>% « £}JE/K(Ravindran Daniel). 3 B « %
% (Chris Kwaja) M & £ « 7 557 {#(Sorcha MacLeod)ZH i -

2/18

21-09837




A/76/151

H =%

21-09837

N

JiPd
B T B s 4
SE SUTTTHTRIZE EE oo 4
P28 23 (A () ZE R AN 2RI SS . W& BN AT RSN AR B A E AT AR Z IR A ... 6
A, HAZERIBAT IIRIIZET oo 7
B. EFKHAEEFAT A ZIIIITER (oo 9
PRV R ZE . AT ZEAH AT ik LR AATE 22 SR 22 (% A ) AE S 090 246 IR 557 THI FR) 4 FH A
BEE s 11
Al CBEBEZETED) st 12
B.  EIFRABUFIATE T ST oo 12
Co FHBRTHIVE oo s 14
D, HIEFIELEZEAT I I oottt 14
SF NILIETEEN oot 15
BEVRTIFELL oot 17

3/18



A/76/151

4/18

SE5FR

1. AR B PUR I ZE AT BUR I ARG BEFa4T A B B A iR fE T A 24K 45
KL 75171 SRR F 2 42/9 5 Rl 38 K.

2. AR¥ECA IR AR T it 55— U SR BN e I 5 5 e 0 22
MRGESN AR RE FEFZRATE . BAh, TARHIEHT FEHIES) S AR F5 )
& H BT REP AL A RE I o

3. AT Z ISR TN A 2 Mo Ty B AR 2021 4F 1 H PR M
RUEMITIRL. T 2020 4 12 H 7 H, TARALM L 2 MHHoRE 58 e
AR AT AR A AT T — IR RACLRHE TS, RERISS RIAAIRE . TR
AR HER SR KR NS sk N 5.

4. ZER, KRTIEMZEEZ L U2 RN EACGR E KB A% - 2 51k
SRR BRI, RIZE. RMEMAT RN E FHEM 2R A R 1R 4%
AT R . TARHAE R T Al 25 A0 1 ZE A0 s s AW AR R L a3
RO (I AI75/259)h 2 2, Frif i) “ M2 el 2 #m 1 —8n A4 e i
FEAATAEBAIAT R BEAh, AR LA AR o 20l 5 o AL HH BRI A R
WAL, 2 AR EEE . RN FEMRIT AR E ERM 2R A
IR 4% 2 ) S AL 22 2R 22 O il AR 55 B8 195 D0 B LR AR S

5. TARMAEZAT AR EITEH, — R A AR M RAT i gk s im it (4
B TB o AR P R, RIEARL BIRE R %, M=
1]l oA [ RN AR B 54T PR ) £ B g SR 6 22—, SRR AA N SEAR IR B A
B PR E R 2% 68 77, IBSRACEE H R 2, X AR Z AR B B &
JRBBIAE A 2R

6. LAELHLIRTERemTe i, IAREZE PP R IAXIFRME H 253858, RAAAT NI
2 5 H 3% (AI75/259). BSRE G125l gk SR 7E 24 AR 58 rh 4y L A 10, (HFE
ENBARIRBRAWIEA, MKREHEEsIERSE Humm, HErtais
MG Ah o XL R IREE T, R R HADAT ik T R F IS ER
TWZEAA], EREFLEIN, O MR LB R 5

EXFHHIEE

7. (1949 FFEH A LI AL —FINBCETS) 28 47 2% CRASHHSE (] BTl
FNGRRRZERBR ALY M CEMG—HIVE R AR R R ZE R AZ0) X« e
727 AR T S BRI, B BRIATR R M S H B 2 AU,
Rk E R HIRE T 2 MR TARHRE, %0 CE AR G, AR DL

L I, www.ohchr.org/EN/Issues/Mercenaries/WGMercenaries/Pages/Report-Cyber-Mercenaries-2021.aspX »

2 I, AI75/259, %550 Bt; A/HRC/45/9, %5 39 Bif; A/HRC/42/42,

21-09837


https://undocs.org/ch/A/RES/75/171
https://undocs.org/ch/A/HRC/RES/42/9
https://undocs.org/ch/A/75/259
https://undocs.org/ch/A/75/259
http://www.ohchr.org/EN/Issues/Mercenaries/WGMercenaries/Pages/Report-Cyber-Mercenaries-2021.aspx
https://undocs.org/ch/A/75/259
https://undocs.org/ch/A/HRC/45/9
https://undocs.org/ch/A/HRC/42/42

A/76/151

21-09837

EE], R T BRI RTE M OGE S, BE AR E AT ISR R 2% 25 ()T
JE I ST B o

8. ISk, fESRZE R EEEE I, TR SR “AE FE ML R
w7 ] SO B AR CRT (B3R N A £2 3 03t 25 SR (B0) 22 DR A 55 10 2 7] K2
Ao 3 EIRSARTTAE ph R G NI ISR, o7 W 2% 0T 2 S M 22 OR 7 il 5 IR 5%
BT

9. EIR FIARE CHIR IR K M 2SS B 2% AT 9k, (HEAR, AT —
SEAT B BT R AR, s A R I A IS S, B R R
AP IR BESRAT Bl AT B4 9 25 A UM EAT A i 2 AR ik, AN 1R
FEEEst R, AR AR, BB G i . 4 BEM
LA B R I BAT BN, B L. MR PRI T LR
ol pizg, B UAHAR T SRS N X R TH RN R S el 25 R 1 e 381
AT FYE o & ANEAE TSN L8 2 S0 R B RERZ R BB S HOR, Bl TE ALK .

10. ST, TAELLA BRI, ASPOKE P28 2 ] 1) 22 S AN 22 ORI 5 A0 iz Fa e A 4
AHFRAT AARIIAT BN, T AR S BARE SAE OUVTAL IR S50 i i B — Fh ] e 15 Ol
(W, AI75/259, %5 54 ).

11. 2020 4, TARHBINIZ OSSRz —, AMUTBE. R, SERE
HREHMRAYAE, G EANRFH. A+ 7ERRR SN, ML
5 RABL, A 08 S [ P N8 2 SGEA . © BEAE GN RE T H 2 fT 2
BORANROAR, X — M @ INE (W A/75/259, 55 42 Br).

12, BRHABSN, fefE TARAOEX — BRI R R AUt R K e AR T bl 4
AR AE, DL Z W . MEIANE R, DUAOR AR AR ORI R A . K
BB T [ G B M AT N ARAESRATFHOAR MR SRR T7 T A48, B4 TARHRE
Kbl

13. TARMERESR], JER ST LB A AR A2 7 AN L] Y
ANFEISZM (W AIT5/259, 25 5 BY). TARAIERS], i T7EE br N8 SGEVERIN,
XA 20 g P9 2% T8k 5 9 2% O 4T Bl = [ B i 2 12 S0, H RTAE M 2 AR ARy
W28 SO AT BN B b NJE £ SOEHESRIF & AN IR ST A i S A 0L

14, FEH TR TATI; S far3ts DAL A0 8 LSRN s S R AR E P, SR BHE B
2 RAFEFAT R R R 2 R FEAHSAT NI B FEM LR R

w

(3]

=3

SEEEE W, AJHRC/15/25, [HHE, 452 4%.

Tim Maurer, Cyber Mercenaries: The State, Hackers, and Power (Cambridge, United Kingdom,
Cambridge University Press, 2018), p. 31,

Herbert S. Lin, “Offensive cyber operations and the use of force”, Journal of National Security Law
and Policy, vol. 4, No. 1 (13 August 2010), pp. 4-63; and ISO/IEC 27000:2009

A+FEBZE RS, ol 0E 5 E B 8 T SGEMM T8, A+FERE RS
SCfE, 2019 4F 11 H

5/18


https://undocs.org/ch/A/75/259
https://undocs.org/ch/A/75/259
https://undocs.org/ch/A/75/259
https://undocs.org/ch/A/HRC/15/25

A/76/151

6/18

T FAAAE 0P Ml ST AAR) 78 X 4 35 2 R0 I 288 5 4 R IRV E o RIS, FEAR P, T
VR B 7 o 7 W 2 25 (R A 1 — R A v] S BUR A ZEAH S8 3 1 ZE SR 22 AR AR %%
DA J2E I 8 T AT B 47 4 5 e AR PR I RVE B (WL AJ75/259, 25 52 Br). RixfZ 3k
T, BRERE SN, AHRAT AR [ SR E B 2 8 A A AE .

MZ =B ESFRIRIRS : &R (TABRER R EZRF
EERITAKZEXFR

15. T RIS EAE SR IR AR RS 3 5 — R AR S . EERAEAEEZRAT N
PR ] IE R A PP ARG R B A NAT AR, JF BB AT 3, ORI 27 28 A
SERHBOI, BOTRMZE IR, B980T BB 4 S RE I ANSE ), Al A [
it se s, FIRAT AR I BERE s AR R 2% oK T, A S R AR
R R ZE H R B, 5 AR BOX L it -

16. Wi bEprik, BAEEH, ERIT AR R A B R SRR R S5, P
W HEA BRI, SR E A PR 2 4. 7 Iesh, W
2% ik 55 BR E0 45 ) [ S BRI M 48 BE 0 R IR SCRR R S5, th B R SR A T L 4% [H
5 FH R R 258 777 iy o DB Z0LHR HH, K™ W RIIR 55 IE BRI, IFRTHE A i b LISk,
FE B 2% AR ST W T AR, A% X — R

17.  HATIEAE R AE 2 PR AL R 248 15 S RN I 2 VR R T i g, Bt A, s
BEPAFRE R PAIT RERBIRTES) A1 SE ST [ 3R AL R 5 B AR S 2
FAIEZN . SEhrrf, SGE B RR DU AR] BE AL ¢ P BB S s S At v, E04%
AN BRBE . MR SS ANIEAS Yeiit, AT Al & el R A R g, Ak
RIhEE-

18. L 2 PR o ) AR THI [ FAE 24 W AT SR KA 55 SRR AT Xk o) 5 Tl A R 45
IR HIRAUR DR BRE R K AN T AR B, EEBIHE
AT BT P 20 SR A 5 B e B AT AR I LU R V5 5 B i A Al . @ Uk
KPR R BIE 2 T, AT GO I M4 2 R iR e N .

19. BRI, FAE FHEUR 25 22 07 o 7] DL KRS 8 T e B & gk W ee 7, TAEA
R R IX — 4. X 4% 22 {8 B R BURE 20 AT 8 B T RIS E 5, il
Wk e 28 FE Al B0, MR BGE AR A B K SRR RIAT AR BN B R 2057 AR
St o T R ) 4 3% B 04 A FE U R OB P A R A B IR S5 PR A R, B L A
m), AREIREUZE FHIARZ (N S/2021/211, i, 5 125-126 BY). WYL
AR E ZAE B AT AR IE T R ST g — . AR AR N 7 Ak SR EEE
U B A B A48 B 3 B SRR R = K, A 7930 I 45 6 7 1 B R0 6k = 2k
TR 1) [ IR 2 i

T AE BB S AR 2 42 2 (ICT for Peace) #2232 [ % kL

8 BHRACMIBR

21-09837


https://undocs.org/ch/A/75/259
https://undocs.org/ch/S/2021/211

A/76/151

21-09837

20. HEMEMIZERE T IERMIG I, LA, SROE T AEE R REL.
R, V2 ALiRE FFMZ IR A R IR M 2R © 2%t et
T, WFREEGNIAE ERMZERAF, SEXBUTETFEME, By
[ AT BT, DR T e A SR Bl e (R AR BN

21, HEBCHERGT AR S Z T DX, DA R e 7 I F 375 B AASER 14 2 [) (1
DX 531, 32 FH T DX 28 25 [ 0 ZE S 22 4 IR 45« [ ORI R SRAT AR IS F RL AT A,
A AT 27 P 2 RSB 0, R W] R I A b, 35RO TR S A 1 7 5
REJIFASE Ty, BRIt [ 401 e R o R AP ZE 7 0 45 225 (] R AT LA SO AR 7 g
BBEM KRR S S, RE T HIERIRE 7. 10 AN\ S X 28 B0t vl 4 40 I3
JEARZEAH G B, WA A BRE bR, 82 nT B e A 235 3l (L A/75/259,
5 T71ED.

HE XM LEIT AR EIZEH)
MANIERE K NERIME AR WL R SF

22. IR, WIZRELNE 7 SRS RIE TR R R TES, Bon I E B
RAMBIAERZ . 1 — 2 E XS S5PHEN “ MG ERELRR” , 12 FRE
SIS AT SN B H F RS T P BRI PO R RRIRZ B T %4, el
AT RT3 THI LB R Je X 4% 1 A B ] % ) 4 B R LA N IE IR . A, WsC
BECRE T B2 1) A S SCEUAE A AT R 28 5, 19X 268 30 A X A RTE 2
ATBNIES I IR A R 22 R AR AT BOMIEAT , ] SAEG EFATIMEE &
SR, R NRUIIE B S “IRETEN” ARG, AEXMELT, EX
PARR 2 ZE AT BT S B, AR R P T 32 SGERE, LS 2% 22 AT B A
IR BRI T I o 4 IR LU A 8 0 P A5 s AL 45 5 = i, A
2 a5 AR IR 2%

ERXREHNEZINITRE
23, RN S8 10 A 5 S A T i [ 2R B AR B S SR (I 2% AR 55 5 T, R
HEEART EEH H i am K H. JE s M RME” W AU E AR it

1

9 W.J. Hennigan, “Defense contractors see opportunity in cybersecurity sector”, Los Angeles Times, 21
January. 7] # % www.latimes.com/business/la-fi-0122-cyber-defense-20150122-story.html.

10 Tom Burt, “Cyber mercenaries don’t deserve immunity”, Microsoft website, 21 December 2020. 7] 7%

% https://blogs.microsoft.com/on-the-issues/2020/12/21/cyber-immunity-nso/

I, https:/spire.sciencespo.fr/hdl:/2441/1uul c1r2ua9f007n0co15a8trv/resources/2021-03-derochegon

de-tenenbaum-cyberinfluence-focus-strategique.pdf, pp. 9-10.

N

I https://spire.sciencespo.fir/hdl:/2441/Tuulc1r2ua9f007n0co15a8trv/resources/2021-03-derochegon
de-tenenbaum-cyberinfluence-focus-strategique.pdf, pp. 7-8.

13 Neri Zilber, “The rise of the cyber-mercenaries: what happens when private firms have cyberweapons

as powerful as those owned by governments?”, Foreign Policy (FP), 31 August 2018. 7] £ [5]
https://foreignpolicy.com/2018/08/3 1/the-rise-of-the-cyber-mercenaries-israel-nso/ .

7/18


https://undocs.org/ch/A/75/259
http://www.latimes.com/business/la-fi-0122-cyber-defense-20150122-story.html
https://blogs.microsoft.com/on-the-issues/2020/12/21/cyber-immunity-nso/
https://spire.sciencespo.fr/hdl:/2441/1uu1c1r2ua9f0o7n0co15a8trv/resources/2021-03-derochegonde-tenenbaum-cyberinfluence-focus-strategique.pdf
https://spire.sciencespo.fr/hdl:/2441/1uu1c1r2ua9f0o7n0co15a8trv/resources/2021-03-derochegonde-tenenbaum-cyberinfluence-focus-strategique.pdf
https://spire.sciencespo.fr/hdl:/2441/1uu1c1r2ua9f0o7n0co15a8trv/resources/2021-03-derochegonde-tenenbaum-cyberinfluence-focus-strategique.pdf
https://spire.sciencespo.fr/hdl:/2441/1uu1c1r2ua9f0o7n0co15a8trv/resources/2021-03-derochegonde-tenenbaum-cyberinfluence-focus-strategique.pdf
https://foreignpolicy.com/2018/08/31/the-rise-of-the-cyber-mercenaries-israel-nso/

A/76/151

8/18

AT (R 2% 2 A Tk AMAT A R D A T A2, 24 R TET AN ] 2 4 TR 1 5 PR H
A, 10

7 Ml Se A

24, fLGIRE FEFRIZAR A W I TR G 22t [ X B W AR A RE DAL A AL, Sk
ANFEHIE, W% N B S fERE M T BIE AR . B ER i et i)
FENCR R A BT A 2% 22 4 R KA RE /7, (HRIMER X S R 1 ZE AT B )™
WRAURLE BT TR 28 22 A 4G . 18 FAE 28 22 DR A )AL 7 SRS AR E A1 A =)
MARTGRRICIAT], HIE)A RS TR T B 1 a0 8.

25. MV A AL E A R BOR A~ J R 73 PR . — R KRR S 41K
R & SBUF SRR, DUEBUF R RIS BTt %8 V7 75— 3Kl
AR /IMG 2« B 3 T T Set G s sh 107 i R € RE T (1 2
AR NE R 4% 2 R A A AU EAE TR KA JE o ek, — SRV E S
TR CHE N2 22 AU, I H I OB RS B BoR A 7 IR I

26. &gt b\ E P AT 0 s AN ZE B AR T R 55T SR R
ABTEIR KL LR T W28 2 e o)y AR SS, R — R Wi s
TR 2 A FE N T AR, DIESRE SR, KT EPTR R KA THE
A SR T 5 AR SRR TR 2 2 R SRR AT SRR 95 15 S vr % 7 T J
1T B A AR EE S MBI EBOAR 2 8] (R 5 R

R M B B

27. RSN U BRI 01 2 2 SR BHE B I SN2 38 KA AT J9 A ) A
2 e RGIRIRACIRAT R EATRIEEOR, IR EEM Z ARG, A&
RIS H AR, 213 215 B EUF R M7 5N S0R . 18 EATTRE N T R REARE
731, SERER A 8 A %o [ S ZE BN R 28 30 1 B T A sl i s Sk sl o« e A
MR W RREENARAE A W MBUR I B AEvE BTN &, g stk sl
HAR BA I H AR, i AR s B = i se B e £ A

MR K

28. GRS R, MRS EESERF S Fit, K
B AT REE e I 2 BUR N ZE AR SRAT R TalE . BN 5 R RS U R AN
A, BRTCR % H AR 78 2 B <, IO H AR, 3T B A HE I I 25 R
SRR X A TR 0 BAISE . I R IR TR I 2% R Fe b4, BL—A

W WAL ENE R AR BERL, 1 T
15 i, Ori Swed #1 Daniel Burland $2 32 (%8, %5 15 T,
16 Jil, www.cmi.no/publications/file/6637-russian-use-of-private-military-and-security.pdf.

17 J https://harvardlawreview.org/2018/04/cooperation-or-resistance-the-role-of-tech-companies-in-

government-surveillance/.

18 il https://targetedthreats.net/media/1-ExecutiveSummary.pdf.

21-09837


http://www.cmi.no/publications/file/6637-russian-use-of-private-military-and-security.pdf
https://harvardlawreview.org/2018/04/cooperation-or-resistance-the-role-of-tech-companies-in-government-surveillance/
https://harvardlawreview.org/2018/04/cooperation-or-resistance-the-role-of-tech-companies-in-government-surveillance/
https://targetedthreats.net/media/1-ExecutiveSummary.pdf

A/76/151

21-09837

RS B HIRZ L, R E I 73 S0 i i3 H AR EAT 9 2% B0k P 7 1RO A5 2
AT H o 73 BB 7 AR 2] TR, 1K 887 BAAEAR A — BUNF 8] A A EE
FEGASINLK RGBS MR R T AL LS e o, XA ] e R ELAE
BUM RSB B AG, DU RERI I A RA RN AEE AT k. Mg RI3E
34 B35 B ey B M oy B X 2% MU e AT 4L X 2% b N - AT 29

N

29. MHERBARL KM L 5 EAAHREM A TAE, THE SRR
T BAR R ARAZIT T 20 PSRN SRR 2 WEFEN 5, AbATTR] s 5 3K 23 T A
REEHELSS T 2 RIEAFRIEI, AT B FriE e “ i K3k
T LARINS7 . MATEE AL R R T

MEILFE T T

30. JRARREHIMOGRIRIRIEARE T, H H A R IEL AT BT BUA IR,
T2 M 2 B v ELE . AT B SR RE AT 3 S N B4,
Hbn e A SEARLE BT TR BE A . BRI AR AR 55+ 7 i AN A 1
Jiteo AATTENZR e, I bR 52 55 8 3R B g 1) S P 7 A [ e 5 MG 52
T ANTRAE, 8RB KRBT e KANGES: . flin, T RrekslE A
B2 4 S A

ERMIEERITAHKZ B X R

31, EZRHXLEMEAT AL RO R A AU, E 50E i
HEANIEFAT AR SRRl A AE S R B I PP, XHAREE T AT HEAT B
PR 2 FEIRXRPIGOL T, JE T BRRENBOR K SRE A AQRE 5 7 BC WA 94
G, SRR RN 21 R 50 B LA Ve 4 19X 2% 22 SEAT S AR N RIAT o 24 7 SRR
T, B FACE DT S BB SCHF, B AN HAT B 57 WA B ML . 25 0

19 Jil Rain Ottis, “Proactive defence tactics against on-line cyber militia”, in Proceedings of the 9th

European Conference on Information Warfare and Security, Thessaloniki, Greece, 01-02 July (Reading,

United Kingdom, Academic Publishing, 2010), pp. 233-237,

20 Steve Ranger, “Meet the hackers who earn millions for saving the web, one bug at a time”, ZD Net,
16 November 2020. 7] # i www.zdnet.com/article/meet-the-hackers-who-earn-millions-for-saving-
the-web-how-bug-bounties-are-changing-cybersecu.

20 DL BRI A ORI 5 B KRR SR A I BERL

2 Tim Maurer, Cyber Mercenaries: The State, Hackers, and Power (Cambridge, United Kingdom,
Cambridge University Press, 2018), p. 29,

2 Amanda N. Craig, Scott J. Shackelford and Janine S. Hiller, “Proactive cybersecurity: a comparative
industry and regulatory analysis”, American Business Law Journal, vol. 52, no. 4 (winter 2015).

24 Ellyne Phneah, “S’pore beefs up cybersecurity law to allow preemptive measures”, ZDNet, 14 January
2013), A £ [5% www.zdnet.com/sg/spore-beefs-up-cybersecurity-law-to-allow-preemptive-measures-
7000009757/ +

%5 Tim Maurer, Cyber Mercenaries: The State, Hackers, and Power (Cambridge, United Kingdom,
Cambridge University Press, 2018).

9/18


http://www.zdnet.com/article/meet-the-hackers-who-earn-millions-for-saving-the-web-how-bug-bounties-are-changing-cybersecu
http://www.zdnet.com/article/meet-the-hackers-who-earn-millions-for-saving-the-web-how-bug-bounties-are-changing-cybersecu
http://www.zdnet.com/sg/spore-beefs-up-cybersecurity-law-to-allow-preemptive-measures-7000009757/
http://www.zdnet.com/sg/spore-beefs-up-cybersecurity-law-to-allow-preemptive-measures-7000009757/

A/76/151

10/18

B 5 5 A SR 7775 O W HE 2 B B i < II2 26 R 7 A7 I B o
M. 2 (EBRVFRA R, [ SO A TE 365 P 3 008 A AT 1 BT R
fraE. 7

32, [T IS— L fS AT AR T A s R (LIRSS A
SROLH0(E 4 AR NAT R . 2/ BLRTHT AR AT Al A 36 % A F AT )
(255, BABMA IR T 5 % 4 SO k1 HE A 5 (1L AV741244).

33, [ SR M4 R 55 A g AR B AT MR A TR 5 B AR 2 A% Gehk
PRI LR FF, FEEFRATREA RS LW S RE ST, R REAEAN O,
ARAWRJE HEA BRI T FIFE, B AT REICIRAERFX A 2% GE 7, (AL
) Tl Ao X RIZRRE T IO SR IEAEZE S AR . 2 [, & ENIAE =2
(KIRE I AE BEREL R, BUEXT L RE I TR G I, 2 fE—2LEZ, HERNATH
PR BRAMEL IR i mT e B TS X LSRRV E 8 11 2 5 A Je R 55 (R 438
FEFATAM LRI ) e B ARSC . 30 thah, XM ATl E K5 M2
ENIE R AR, RS B H AR R R, 3

34, TARALVERCE), AT M R 5RO R0 e 0 ZE AR AT Do 4
o124 5 510 24 FE 5T A ELACSIE . 5T M KA S0 6 B AR P B S )
FPALR R ERUR B IR, AR T S SR B S RS (T D198 BRI o AT
BLHFIT, B IRAT o IEAE R B 55 . %2 AT T AR R
1 e T8 T 0 26 3 2 A B0 K (T 25 O S B R 5238 40 AA T (58
PR T AT RZ, B2 MR — SR Ik 2 HOA 7 AL (I LTl 2
A,

35. SRWMI, PrkBERlseFIRN], XMARGRMIMIIEERT, PR EARR. M
LR STATN R SRR, AR IS B Y K2Rl % B BE O S 2 A pe
MEFIREEIM G A AT N, Kk, WnlHEE AR M & M IEAE
R BURIEE BRAS ERVE BRI AR BOR 204K 3¢ FEROR BRI R J& AR

% Arindrajit Basu and Elonnai Hickok, “Conceptualizing an international framework for active
private cyber defense”. R ZX[5 https:/4bacl76f-2¢16-421b-823f-0ab6d7712f85 filesusr.com/ugd/06
6049 el1a28ac2850d49tbb6f52eeb9fc79ae7.pdf,

27 Tim Maurer, Cyber Mercenaries: The State, Hackers, and Power (Cambridge, United Kingdom,
Cambridge University Press, 2018).

8 I, Krieg #2225 RE, 55 1 00

2 [ k.

0 BRI BERL

3t W, Krieg 222 BERE, 58 1 0L

2 L BB E AR RT3 42 (ICT for Peace) iR MR, 5 2 T,
3 LA RS2 = (The Citizen Lab)i2 22 0%k, 45 1 .

LS BRI AR RT3 42 (ICT for Peace) {5 MR, 5 2 T,

21-09837


https://undocs.org/ch/A/74/244
https://4bac176f-2e16-421b-823f-0ab6d7712f85.filesusr.com/ugd/066049_e1a28ac2850d49fbb6f52eeb9fc79ae7.pdf
https://4bac176f-2e16-421b-823f-0ab6d7712f85.filesusr.com/ugd/066049_e1a28ac2850d49fbb6f52eeb9fc79ae7.pdf

A/76/151

21-09837

BRI TR GEFRG AN OL N, TARALIEAS, WL o5 R 287 ik 4k 2241
BEAREFAT A

36. WA REZHB. 2D, PR SRR T st LR . i
a0, RS M, (BB BE B 5 S B T LA R R R 2%
H TR LA R I 2 Bl H AR RS . JE BEIEBGR B ., &S
TH B KB REX . 3 W ARA AT RE™ EATHE AL 51R™ ER D). M2
BT Re e B E B, REIRE I P AT ST, X A R NAEE . 36

37. A E LU AR E AT R SRR IR AT AR B 4 T &, RO S H R
AR, BESRAT BN A AR, 10 EL AT BEsAE 5 03 1R A8 22 14T 0 ik
Ja o ARERE AT AN AR [BE R T — €&, ML R R4
PERIHE DL N B 8 AT B DTAR IR B IR0, SEINJR 13X — e 37 RIHIXRAT N
EBFANE T, 5B PR ABCRIGE 3 SGEFBUE BARMWE AR, RATH
PRLE IR VUE BHIBUR Z NS AE, ATHE A4 SRR Y. 38 3% fead Sk A
FAEE KBS L SRR O AR, AT S o 2 AR ST AR S5 AR . %0

MERAE. BEAERXITARURMEFEENRRATE
REMERSHENERFSS

38. FEE PR — BRI ZE SR R RAT R LU ALE B F AN R ml RS i
R0 2% ik 55 (‘B 5 19X 2% AL el AR 28 630) 5 ThT (AR AN 2 55, T i v 22 HE AR N XE . R
WIS, IXEE PRI R HEPS R (@) o0 475 X 2% il < M X 2% AT o £ P 1) R 2% 15 31
IR R B R AT L&A s (b) 2 W 28 T o AN A I 28 5 B RISR IR (c) R R
drBGE S TR E N B (d) EVIT R SSE s AR E AT 8 iR S5 3L
AR X (WA AE) Z T DR R LRSS P8I Bl 2 54 B S 5 B B 42

[ b SN % KRR LT I

39. Rk IE T LGS IOANEIIVE . SRUR L 5 B S S A DA R FE SR H A A
| AT AR B 5 2R o XA R AR AR M S B RE A R AP I AR 5
L, MEE R AR AT ESAARE AT A, EOvA AT 08 B ST sk
AR AT, X P ECEAE DU E XSS . MR ATEN AR, DL S

35 David D. Clark and Susan Landau, “Untangling attribution”, Harvard National Security Journal, vol.

2, No. 2 (2011).

3 Tim Maurer, Cyber Mercenaries: The State, Hackers, and Power (Cambridge, United Kingdom,

Cambridge University Press, 2018).

7 WLEPRE A RO A KR SR I Bk, 5 4 T

3 Ataa Dabour, “The rise of cyber-mercenaries”, 2021.7] £ ] www.hscentre.org/technology/the-rise-

of-cyber-mercenaries/.

39 LA BB EHE AR R4 2 (ICT for Peace) &2 M ZRL, 26 2 Ui,

11/18


http://www.hscentre.org/technology/the-rise-of-cyber-mercenaries/
http://www.hscentre.org/technology/the-rise-of-cyber-mercenaries/

A/76/151

12/18

T4 8 5 B X AR AMGR R &R . BAERTEL “BLlnl {5 7507 1R, 282
PELASHEAT T8 (0™ EE PRt o

40. BUA AR EEREE RS (e EERE). B NIEE 0L GEM T %
A B PRy AT« BB BB ABLE . BAENE N

(KEE%EE)

41, (BRAMEZEED), 5 AR A o [ K A 4t 52 48 s ia J AL 14T 50 70 B
o B8 P 0 R385 — 2 S DU, KA LRI ) e 0435 i U 2 B £E PN ) I 2835 3
JrRARAE R o RS FIRME s, B A S (KA ROCR AT R AR “ fi
HR” , BIAT RN (BRaEZER) Pratib. AR, HESREsim el s “ i
Bk BT, AR ESRSE (BRG EIZER) St mRe, RBuUTsh, 17
il B AL PSRN 235 Bl T8 BUAR ST TR, 59l A2 5 0 B ARIARAR I S5 0 5 1
R ANHSLARE L ), © (AZTEER, & TIUCEIE SN PE AR, Bl
FERFRE NG DL T ATIE I 2L T

42. A, FHIBTERMER S —2, JEE FAT BT 0 2% By s A
R EY Lk (BReEER) ARMe. £ (REE%EE) AalTENERZ
RIS 3, 5 SR bR T ARE (I S0 B PR ANEAT NI TUE SR R), RN
SR RIAT BN RE T A PR T A R

43, B TR IE RS SRR AL 5 [ R A B B RIS O T Is 1k,
11 HL 2% BRI ] BEXE DL R IRE ER, PO ENTZEAE R E), Al A
SIAAT AR B RN, DRI A [ i R AR R4 5 T T KBkl 248K, 59
— SR DR A AE 237 e PR R ot A ) ol 2 A AT AT 5 6

EFR AFINEE XA

44, % [E FERF- I SURI e b S S 1) 449 230 2 2] o NSRRI, {ELA A 5% R B AR 3
HMFIYRAG o A [EE UL [ N RIS, ORUE R N B AT sy [ e A
BRI o 2 T T P R B AR ISR S L R 2k 20 S B LA AN AT AL,
e A 2 2 T i T B R T B o

45. 21+ E PR O AR N B 22 4 A BE A JE M HLA AU 1) AN BR ke 0 44
WLAFHR R E T E ], E B N8 3 SRR IE H T M 2% e N R BTE 3C
BRI R 43X SR AR 12 [ Prid B A% s 1) S iR VR B — S i Bl
B, ZIERAEIZE W ARy, B PR S T SEIE F T 241 R oARSR

40

4

Juy

I https://international-review.icrc.org/articles/can-jus-ad-bellum-override-jus-bello-reaffirming-separation
-two-bodies-law o

A+ FEPRZE 72 m R E SRR 42 )8 5 « v BT FE/R (Véonique Christory) 78 M [ Br 22
EMEEREBRBESIIRNEBEARKR R ATTAELANES, 201949 H 10 H, 44,

21-09837


https://international-review.icrc.org/articles/can-jus-ad-bellum-override-jus-bello-reaffirming-separation-two-bodies-law
https://international-review.icrc.org/articles/can-jus-ad-bellum-override-jus-bello-reaffirming-separation-two-bodies-law

A/76/151

21-09837

AR SRR, 92 ARG T B B NIE 32 SGR AR SR i Y - AR P R 57 I
2% AT S B R AE RS b, (EALP- R LSRR SR B SE . 1X— T3k
FER T I8 0E VR CEEAR T shAaRIml. T mR th, “ 3o
a0 F T e R AR AT B

46. BRI, [FIRE, DEAMBREMZEARE S, Rl i RIS SR 45 i 55 i) [
FAT IR 1o X 78 B B AT 32 SGE, A28 B0 48 Tk B 28 SO AT 3
[ B b AR —BUE Lo 2R, I BES AR SREE, R R X R
PR ZE SRR HAR IR e F AR (0 % 30 B B FH P o v BEAT AN R A, (R g
AN R T e B A R PR D 12 o Mo il B Al 4 T RGE 2 i
Al FH 28 ARSI, e ) RSPV SR S N A5 30 2

47 A NRDII ) L B SR 8] R 2 AR st o, AT, 75 e M
AR HGE TR E LS SEOSATE (X 502 (1949 £ H A TP~ 258 — i
SEFIER AT ZHE MR I ZE 7> AR HER OK), B2 1 5 BRI AT R R
FEREAROL T, B R B [ S RE 70 A0 [ SRt B0t P R 48 B el A 25 AR AT
I RAET PR 5N BES HETE) . 4 AR E R 2T N2 15 T BERZ I
—ITRITERRES, B ATREN MR — A, BLRZAT N S i R T 2
BHRBIERR, & DRTHELMREEZ . B R, X e a E
SEBR I — AR, RO RTBEFF AR RE TR X 2% By BCE b I 28 5 3h (1 8 2 o 5
FITA R A ARRR AR PT E B R T R R Sk

48. EARRRMIE, 6% e U NTCRUEAT R A & 5 AT PR 97 .
EEENE, HAT, JEME RS 5EHTIE S 2 2R, T2
ERAFE AT N RIS 5 (ME)EHTaI. JERFIETT NS 5 R % E a0
ZRGEVR, BIIREMREABIFEIE 1 HISERFE . Ah, R4E 1949 SEHN
LY AZIIERSE 156, S EAA SHREEIZ AL, RO RARAEITHE
S s (AT L A QR (B 54T 2 R AR [ S AT ) BOAT 0 A B s N T 30

49. [k, AANSEH, JRIHZE L SUE SCATREANE & LA 28 S H A 0 245 35 3
RFAE B ZE /D0 T Aot FH 0 4% ol EL Al R 2% 37 3 ) ik 5 2 BT 24 Qb R AE A
A7 6 B X 2% 5T A Jre AP 22 ORI B, BT .

50. 7 [ bR NTE 3 SGF0E T PSSR 5, I 5 I8 0 55— e fod A
T AR B AT B i i SR AN RIE R BE s DA 75 75 20 W 2% i 55 R B R4t
e Gy EE, B YA R RT VR AL, IX AR 4E X RE 5 PR EF o

4

N

43

CIAZ RS AT B B A P AZ ERAS A e, BRI, 1996 FE Prik bt RV, 1996 4F
7 A 8 HkAm; A+ 7 EbrZe i &, o1 5w 9 30 18] [ b A\ 38 =8 SR 284 B8 1 5237 304,
201911 H, 471,

Nils Melzer, Interpretative Guidance on the Notion of Direct Participation in Hostilities
under International Humanitarian Law (Geneva, ICRC, May 2009). 7] & i www.icrc.org/
en/doc/assets/files/other/icrc-002-0990.pdf,

4 Il Van der Waag-Cowling. Van Niekerk Al Ramluckan 184232 % kL, 55 4 7.

13/18


http://www.icrc.org/en/doc/assets/files/other/icrc-002-0990.pdf
http://www.icrc.org/en/doc/assets/files/other/icrc-002-0990.pdf

A/76/151

14/18

51. MtAh, A RGN T LN 5. BARE PR E GRS T 58
S I EAESE, AEH T RS, (HER I EN TR RN, BRI
Dk, VF2 M2E Bl (BVF R K 2 B 2430 ) El 2 AE B R 2 Ak A, TR,
] B A S 0 8 1 R AN E

ElBRAE

52. FEBMHNEEH ML T EERTRAT I EARN, BRI FEG RS AR, BH
NKAR P K LR BE S A R Rk, T B IR N SR 0 0 248 I 55 e —
ek 2 WURAR I — A EER, FRARF G AN SChRE, B B fr] 20 Bt vl e Xt
PO 2 A8k 1) i AP 26 M A7 3 A R AT ORAIE R R ARAT R A B AL [ BRI
7 HAE T, HARTE SRR AT 745 B v AR AT 0 2 W AT e A7 SEBR IR IR 1Y) — L
1o I NKEH SIRIRAT A ZE, Bl S BORME M I, Bk
REPHIE MR B M 28 By, WA BRI DR 4 Bk EIRPkash, FEBRREEER
FEE BRURATE R IERIARAT, HERR S BEIASE, IR PR KESEbRE. 1AL, BT
WA BT BB K, R RE S BUE UM ELAMAE T A R AL, 45 R B AR I
P TEZ TS

53.  (BaHHEE. MAL WEIMAIIZ RN E B AZ0) A (ARG — AL ERAE
MBI AL) 24 e 35 e ARaE, i R A3 e I F A S sl
PET T VEARIE o LRI 2 2 (10 [ S NCRAT S RE 5 F [ AR R, Aok
I Ak B RE % 2 VR e A 2535 30

BOEMIETEZTRVIEN

54. [x 7 HA LR NKEERNENERSE, & EAFE s HBL 17— L4 5 MAT ik
¥ 2 P 2 MR T3 A2 S48, F1RAEAE IS S AE E HAE 2 b e it S5 AR (14T
No HPBFEEHRANAT R RARLI R VERTEHESL, v ] HE 1 (2% 24
BRIV A1 (EARZE T D). RERINEE T E RS E LR AR (BT #aiar
TR HEVEM IR T o TEANE F E PR il HoAth 2 R o788,
“N g% A EUE AT S A AR, AP RVE AR IR 2 ANBUT .

55. fEANREEH %, — AR A B BUR 18] A AAERIT — B0 T
B IR MR R T B A 2 R R Bl 1 [ B M R HE SR R U TR A T
TERT . i TR M TR (A 55 e 2 048, S 3 — R 1 R AR (T A AL
AN IR “ IS5 B “iE3h 7, Ak “AEEHMLRAF ", DA R
AR ICANAL S b NTE T SEAT .

56. Ko AR5 B A AE BOR WU S |32 1) 22 4 1) ity BE S K BLR PS4
AL B T A B2z 2 A BE TR £ JE AT FL A U ) A FR AN R A B3 44 8 AR 41
(MK=E 73127 S RU); M Bresd 4 iy BEAR 2 2% 25 8] 01 5T B 54T NBUR &

S DT BRI R A GRS IBORE, 5 10 T,

46 UL H ZE R RR D OME 2 R HB SE UK . Bl f 4z 9% (Jelena Aparac) (1R F . W A [

www.ohchr.org/EN/HRBodies/HRC/IGWG_PMSCs/Pages/Session2.aspx.

21-09837


https://undocs.org/ch/A/RES/73/27
http://www.ohchr.org/EN/HRBodies/HRC/IGWG_PMSCs/Pages/Session2.aspx

A/76/151

KUK 73/266 5 HRil)o IXPIIRMHERELI & W TN EZGUR, BRI
TEAER BN POUEREZAT RN REA s N, Epaik, @G, 6
T IR .

57. 2021 4 3 H, MERRZA A E S B A AU K e ANBR R 51 44 40 TAF
A 7 — IR, HAR R T A R0t E ) — R B AW . B
SRIK L I AR J JE A ZE BRI ZEAH AT AR I R, (R 5 22 3 SR AL I,
M HR S fet, — SR E AT AR R T BT R B XA B &0 E EAEE AR
Red). iR, WREZMAEEFAT ARG ARG BABEHEAR(SEEA)
IFEREEEE 2, X —HaAS AR Z (L AIAC.290/2021/CRP.2, % 16 B). k&
£ 2020 4F 12 1 31 HES 75240 SRiCh e, HE—NHIRABR 7 4480 TAE
M, EER 2025 4. DUBMZE AT BARIC B FHEAT A8 RO B YA in) T
PEHINTY, 3R IV 7E X 28 S5TI80IE 20 11 i AP 22 R JEE AP 7 A SR AT ok )RR it 1 2

ZRHL.

58. M Fresg 4 iy BE AR 2 X 2% 25 8] B 5 AR B 5 AT N BUR & 5K 414 2021 R 3LIRIR
T E % AR AR S8 SR S [ bR ANEAT O, RS T
DRAE FE ZAT A ARASRI I AL SR SRAT N 7. 47 BARIXIF RN [ S g VR AR
#E, (ESCHE T 1 E SRR SRR BEAAT N . BUN L X AT, % Eoufedt
B R0 S L LA B B R 7 53 A A 22 A A P A5 SRR A5 BOR (5 I8 B i i iy
55 JINARGHAR G A ELARAE RIS A KU 12T REXT B A FERLASUAE Y 1 A AL
PR R . 48

59. HEIR, il s MIARHE] E 2R A RN 2% 2 4 “HIE LR &7, W AT ES T %
fE, MARRA LR ISR

B SANBIE M

60. ANETTIN, L IHE K AR REUN, 34 J7E B ph SRR 101
R, LAY S MR . TARALESUR A B, IR 2 A 2
IR 55 3772 e e R RO 5 V2 457 £, T 1 F BRI AL 1 AR 25
UL AIT4I244, 55 6 Br). Besh, TARALERRE 74550 500 1 e 06 2 A e
FFEARXAT AR REE, A2, B, RAHREARHEE, LI
PERLR AR T B AR DU BRI PR MU 5

61. i ALIETE IR 5 Uk P ZE 38 E AR R P 2 K, I 3

B R P RANHLA 15 B0 3 S B AT 32 SGE LA ABCRIAT A . TARZH %
HIAEH, MR ORI — R 53, AMUATENSE. SR, I B

47 I, https://front.un-arm.org/wp-content/uploads/2021/06/final-report-2019-202 1 -gge-1-advance-copy.
pdf, 2 71(g)Bt.

48 [ I, %% 39 Fl 37 Bt

21-09837 15/18


https://undocs.org/ch/A/RES/73/266
https://undocs.org/ch/A/AC.290/2021/CRP.2
https://undocs.org/ch/A/RES/75/240
https://undocs.org/ch/A/74/244
https://front.un-arm.org/wp-content/uploads/2021/06/final-report-2019-2021-gge-1-advance-copy.pdf
https://front.un-arm.org/wp-content/uploads/2021/06/final-report-2019-2021-gge-1-advance-copy.pdf

A/76/151

16/18

EHMTH B b, EnIER™ BN RDIE . 40 BAERIR Al LAl B s
e EERIRA W, ATRERIOR AL AR 2R ff. RGN T, B,
AN B2 AN EL A AN N BT B A% AR 388 (R ORI 2 T e X 2% A Al AR SR AR 3 2
BRI

FRFARANRIA B AL

62. (EFIHOLT, FRABUNERIL B B 2 2B M KU . =2 J U 22 A e A 42
FHRAT AR B LA B K, AT — 9 S il g R T 2 [ 5 A AN 43t
SEREOREE TR, XM T ERRLAT AL

63. FERBUAT RED AR AN BRI T S22 o & NIRIBORUIIAE , AR IR
Al 22 REA R AR B ANEH 28 VR, e H R ICELA RS S, PO
i) 5 L i B 200 He N D] . R A B BURHR A LR — BAE R AN R vA
PERIPREEAE 2 By FRARIBOLE . BUAX T NA e 2, (BIAE AT R T
Foy sl e A AR R, AEBURRENS DU RSAS IR, JF KMt B
IRAE R AR, I AEBUR RENS LE DUCE AT I o 0 SE A Rt S AL 5B . 30 5L
ST U R R A2 nDS H AR AT R A2 (0 R ) -, 5t

64. MEAN, A NINTy, —LBIE SR ) T A A A R RS B AR IR R
FREARICTRAE Bt BUR %5 7 T Fo B3 FH ) PP 128 ) 2% A1 ik T 8 oA 4 2 1)
SRV SR ABMEAEAREE, NG, T H SRR A
k2o 52 GE A AL B B AL R B RE A, BRI FH I E AR
HRAT A I 515 BRIEE LM R R R RIRE S

65. RERFIFAR . Y IAT I IRAE BRI o5 — 2, S E R
2\ TR [X 3 2 M 928 45 Y0 L A DXk R, 8 R /K B B i A% RS 3
POE UL S GRS K SETE B LR, 1T 3 XEREAVH OG2E BEADRS 53 2% « SR AT B Al
W SEURE . P E KA Al e T . S

66. KL RESTIIME R T REAL XS HLR AN NI S RVEAT F 560, 403 T BUR 1R
DRI CRHR 7> NI REALRTRE AT, JFRHAS T AR 2. Blan, Xk 28] L
Wil LR BRI PR R 2 RVFEA R ARSI AR, —LeE 5

O ey, aCR R E] (0 [ PR NI SRR ATEL” , S SfE, 2019 4E 11 .
0 WA RS =R BERL 5 8 L.

51 A/HRC/41/35, % 9 Bt; Bill Marczak and others, Hide and seek: tracking NSO Group’s Pegasus

spyware to operations in 45 countries, Citizen Lab, 18 September 2018,

52.8/2021/569, %5 103 .
5 I, A/HRC/38/35/Add.2, % 53 Bx; A/HRC/41/35, 526 k.

54 A/HRC/45/9, % 44-45 B,

21-09837


https://undocs.org/ch/A/HRC/41/35
https://undocs.org/ch/S/2021/569
https://undocs.org/ch/A/HRC/38/35/Add.2
https://undocs.org/ch/A/HRC/41/35
https://undocs.org/ch/A/HRC/45/9

A/76/151

21-09837

LT RIXOR S Beadr, MR B AL E AF], BERSNEZERL, A A2
L T ARG By B, EAMAMA, HONHEFEH TR,

67. AR, WBBGRIER 7T Z APEER, R R SR B
PR IIRBR o 8 BRI 51 IRAT IS R Bl e P A RO A 95 AL B Al e 4
W, PR T BRI 0 T LEBOR SE R K. %7

BR
68. KT HRKL LA Z% 4 (A8 5 DL R AR ST, 4% 22 4 ]

Af e EBHAG N RATAE B AL FIRAT AR TT B DL 2 T RE4R 5 B DA )7 2 e
WAL A/71/318, 55 20 BX).

LEp RN

69. RARLZRMBANEEFZIWRAEFIIE . FENE W A FZ KRB FI
A, BREEKHHFHEERMEESSEMNET B HEME, AEMFER
HAFD R 2 S HAE) X R AR P24 S T #20R

70. TEEZEERTRAE. BEAEEXITAFMMLEEFERRARENETIE
REFZEMRE~@AMMZHRE AR AN EZERNEN . TIFEE
BRMMETHSEREMERIERT “BAE” EXWENAEIGRIHRE,
REE 2L, FETHAERENMNEAFEEXENR SN ZMITRE
RN

71, TARAXVIMEESR|, —LERBIEARTEAR, BEEFNTEEMLE
e E s, HEREEFRENER S E(EEN ARBENIEERITREFIL
EEMRRITANSEE), BLURBEABESEWAN. AW, BEMATAKE
Mg EREEFTMRARRSZH N ERREREEPRE THIXS.

72. Bk, £¥TERAERXTAFHFOMTECEENRALN, SEMHEA
BEXRFEMRANTURRRE. FREERT AEBYHIEX ML= ETH
FREERNEENER, UXFHEEMEMITHE, BREE, RIPFIKH
ARMBR, AREARBRATRIFTER, FEFATFESMALTER.
FAXTHEENTREUAXERRAENECERIERDEM, REZIEREE
Rpa, FHUE ZHERRAEE FABCERIESR A EAT .

55

56

57

Paul D. Shinkman, “America Is losing the cyber war”, U.S. News and World Report website, 29
September 2016.7] [ www.usnews.com/news/articles/2016-09-29/cyber-wars-how-the-us-stacks-
up-against-its-digital-adversaries

Neri Zilber, “The rise of the cyber-mercenaries: what happens when private firms have cyberweapons
as powerful as those owned by governments?”, Foreign Policy (FP), 31 August 2018. 7] £ [5]
https://foreignpolicy.com/2018/08/3 1/the-rise-of-the-cyber-mercenaries-israel-nso/ .

A7, AT A E PR N\ E QRN ZATE) ", S serk, 2019 4 11 H.

17/18


https://undocs.org/ch/A/71/318
http://www.usnews.com/news/articles/2016-09-29/cyber-wars-how-the-us-stacks-up-against-its-digital-adversaries
http://www.usnews.com/news/articles/2016-09-29/cyber-wars-how-the-us-stacks-up-against-its-digital-adversaries
https://foreignpolicy.com/2018/08/31/the-rise-of-the-cyber-mercenaries-israel-nso/

A/76/151

18/18

2

73. ABILEMBREAEMERAEEXITARURMDEEZEEMZR AR ENE
FEFENOE AR, SENBRAS. /. ZMMNZERE, HX
EEPUEFRIELEEITA, AUBEELREEEMZRAF.

74, FEENBATIRRAEEZHRS(BREMEER)ERFENEMRE, H5
HAESE, EBIFEMEENAR AR TRS MR, RWiERF. ARI%
MMk SRMBRMNER . SETNIESIERREXVMEARBIZREUL RS
BH—HIEH; Bk, REFREEHN, MROESHREILATFEEEM.
DB FEFRIEARE .

75. FEZUAE. EIFMNFIERERE. BEAERAXTAKURMEEENRE
RNEGERE R EFR B ESCERRIEARBITH, HEAZEFRBEZAK.
BE. BIFMEH LG EMRERS D ERFIFIEZERREFHNF.

76. EERF—%, FENBEIFE, WIEMTARE: HPMAEETHERE
EX, HAEMETEEHERNRRE; BRESEIRAEEXFAABES
REIREE; ERMABAITERBENGE. EMLEINEEE B 1EE R
XigELR, REMSMER, HEEMEITAEMEE.

77. EENERSAIREEBIMBATETEAERNTE, UHEXTES. I
MEEREESNRALAENINERBEERNAR, ¥ 2FFXNEES
MBZRABARHERMNERSMENEEER TARVSHAT. BLEFIE
— X TEENEZENREERYORNNH . EFREREIRSRTAH
RN, RETEMRAITUNMY, XEXSAESFTNFIRBRIEIZTIL
AT, RIEBFIERAR NS A EERE, FENEARPERMRELESITA
RARF o

78. NERZ£AEEFERMBEEIHNLRARER BT TIEEHUARNERR
ZeRERANEZEHREERITABMAERANE—LLEREMEME
KITAKSEME/EER TSR AR ERE

79. XTS5FERREITHAREXNERE. ERERXKMAEEZEENREL
A8ED), SENEERIFERERE, UHE. THEANE—SLXRIE, £
ARfAA EX RN FE R RITAFNERANN S, SEHERERITAR
N SSHIRENRIFRAE -

8 AR FE 2 36/11 5 il

21-09837


https://undocs.org/ch/A/HRC/RES/36/11

