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management and over sight of United Nations procurement”

Summary

The Office of Internal Oversight Services (OIOS) conducted an audit of
procurement management in the Secretariat in order to assess whether the systems
and internal controls related to the areas of governance, strategy, the procurement
process and information were adequately designed and implemented in a manner that
ensures the efficient and effective use of United Nations resources. The audit focused
on the activities of the Procurement Division at Headquarters for the period 2006-
2008. It aso reviewed the status of the reforms initiated since 1995. The
Procurement Division is the focal point for the procurement reform and is
responsible for the major part of the United Nations procurement activities.

The audit concluded that in order to improve procurement management in the
Secretariat, a number of critical risks need to be addressed, particularly in the areas
of implementing procurement reform, formulating a comprehensive procurement
strategy and developing an effective information and communications technology
(ICT) infrastructure. The key audit results are summarized below:

*

The delay in submitting the present report was due to the Department of Management’s late
response to the report.
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» Procurement reform has been ongoing since 1995. The current reform initiative
started in 2006 as per the Secretary-General’s proposal in an addendum to his
report entitled “Investing in the United Nations: for a stronger Organization
worldwide: detailed report” (A/60/846/Add.5 and Corr.1). The Procurement
Division has made progress in implementing the stated reform activities,
particularly in training staff involved in procurement activities and updating the
Procurement Manual. However, in the opinion of OIOS, not all of the activities
that were deemed as procurement reform can be considered real reform

Certain critical reform activities still need to be implemented, including the
procurement governance structure, the bid protest system, the Enterprise
Resource Planning system, and the ethics guidelines. For example, the
governance structure for procurement by field missions was still unclear, which
leads to inadequate monitoring of field procurement

The delegation of authority to the Procurement Division for high-value
procurement needs to be reviewed for short-term logistics and transportation
contracts (air and ship charter), which are exempt from review by the Headquarters
Committee on Contracts for awards of up to $5 million. The compensatory control
to review them on an ex post facto basis was not established

. Annual procurement increased from $2.1 billion in 2006 to $3.3 billion in
2008. The major increase was due to the increase in the number and the size of
field missions. No comprehensive procurement strategy involving senior
management has been documented, although an ad hoc strategy was being
managed at a working level. A proper procurement strategy, involving the
collaboration of the major participants, in particular the Procurement Division
and the Department of Field Support, is needed in order for the procurement
process to become more efficient and effective. The Department of
Management stated that, given the unanticipated surge in peacekeeping
requirements, the adopted strategy was of necessity ad hoc in nature. The
strategy succeeded and resulted in the timely procurement of goods, equipment
and services.

The lack of a formal and comprehensive procurement strategy led to frequent
situations where decisions to enter into or extend certain contracts were not, or
could not, be fully explained, and contract awards were expedited or approved
on an ex post facto basis without valid justification. It had also limited the
Organization’s ability to properly use the various contract types to leverage
economies of scale and to improve delivery of goods and services. Procurement
actions appeared to be ad hoc and at times ineffective and not in the best
interests of the United Nations

The Procurement Division lacked an ICT infrastructure that adequately
supports its operations and control environment. Various control weaknesses
were identified, such as limited validation controls and unreliable date fields,
which could expose the Organization to system vulnerabilities and risks of
unreliable data. Procure Plus, the procurement application system, did not
contain automated controls with predetermined limits or thresholds to trigger
exceptions. As a result, the Procurement Division could not monitor, query and
analyse procurement data in a systematic manner to identify potential risks and
cases of non-compliance with United Nations Regulations and Rules
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» United Nations staff involved in procurement expressed general satisfaction
with the Procurement Division’s performance. However, the Division had not
developed key performance indicators to compare performance from one period
to another and identify areas for improvement

OlOS made a number of recommendations to address these as well as other
issues summarized in the present report.
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I ntroduction

1. The Office of Internal Oversight Services (OIOS) conducted an audit of
procurement management in the Secretariat (AH2008/513/01). The audit covered
areas of strategy, governance, the procurement process, and information resources in
order to assess whether the related systems and internal controls were adequately
designed and implemented in a manner that ensures the efficient and effective use of
resources. It also reviewed the status of procurement reform initiated since 1995.
The table below shows that in both 2006 and 2007, the volume of United Nations
procurement was over $2 billion and that in 2008 it surpassed $3 billion. The
Procurement Division at Headquarters undertakes or reviews most of the United
Nations procurement activities and is the focal point for the procurement reform.

Trend in procurement value from 2006 to 2008
(In United States dollars)

Category 2006 2007 2008
Headquarters 808 731 282 972 837 033 1740212 928
Local procurement by field missions 1182 905 582 931 421 058 1432 059 038
Offices away from Headquarters 134 231 943 230 184 690 160 448 762

Total 2125 868 807 2134 442 781 3332720728

2. At the conclusion of the audit, OlOS issued a draft report to the Department of
Management containing 39 recommendations, 25 of which were made to mitigate
high-risk areas. The Department rejected 19 recommendations, including 13 which
addressed high-risk areas. OIOS reiterates the rejected recommendations and
requests the Department of Management to reconsider them. The present report
summarizes the key findings and recommendations of the detailed OIOS report to
the Department of Management. The Department’s comments are shown in italics.
The recommendations of OIOS to mitigate high-risk areas are summarized in the
annex to the report.

Governance

3.  Procurement governance includes attributes such as the leadership of senior
management, the establishment of appropriate processes and structures to inform,
direct, manage and monitor procurement activities, and the promotion of an ethical
culture to support economical procurement. The audit found that the definition of
procurement reform needed to be clarified to streamline reform management. The
procurement governance structure also needed to be further defined to improve
oversight of procurement activities. In particular, the terms of reference of the
Headquarters and Local Committees on Contracts (HCC/LCC) and the framework
for monitoring local procurement by field missions were unclear, which could have
an impact on the operations and reputation of the Organization.
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Need to distinguish between reform initiatives and
other improvements

4.  In 1994, the General Assembly requested the Secretary-General to submit
proposals for improving the procurement activities of the Secretariat by means of:
(a) amendments to the United Nations Regulations and Rules to address conflict of
interest issues; (b) reinforcement of the Committee on Contracts and greater
transparency in its operations in respect of the granting of exceptions to the
requirement for competitive bidding; (c) improved monitoring of contract
compliance and strengthening of the penalty clause for non-compliance; and
(d) strengthening the procurement-planning capacity of the Secretariat.

5. Since then, procurement reform has been an ongoing exercise mandated by the
General Assembly in approximately 15 resolutions covering the whole spectrum of
procurement activities. The Procurement Division has been requested to report
regularly to the General Assembly on the status of the reforms in addition to
responding to specific requests from the General Assembly.

6. In 2006, an addendum to the report of the Secretary-General entitled
“Investing in the United Nations: for a stronger Organization worldwide: detailed
report” (A/60/846/Add.5 and Corr.1l) gave further prominence to procurement
reform as a mgjor initiative. The Secretary-General proposed to take concrete
measures to improve and reform procurement in the Secretariat and field missionsin
the areas of: (@) the strengthening of internal control measures; (b) optimization in
acquisition and procurement management; and (c) strategic management of
procurement. In view of the current and anticipated workload, the Procurement
Division resources were not sufficient to effectively meet the medium- and long-
term requirements of the Organization. The Secretary-General therefore requested
additional financial and human resources and the upgrading of the Procurement
Service to adivision.

7. The deadline set by the General Assembly to complete the most recently
requested reforms was June 2008. The Procurement Division indicated that as at
31 December 2008, the overall implementation rate of the reforms was 85 per cent.
The Division stated that it did not have the capacity to implement certain reformsin
a timely manner and thus could achieve only limited progress. Although the
Division has taken steps to implement the resolutions of the General Assembly on
procurement reform, some reforms are still not complete, including the governance
structure, the Bid Protest System, information technology (IT) reform, and the
issuance of the ethics guidelines, all of which are critical to improve governance and
accountability in procurement. The Office of Central Support Services stated that
the vendor Bid Protest System was at its last stage of implementation and the IT
reform was ongoing through the development of the Enterprise Resource Planning
(ERP) system. In addition, the Procurement Division has provided training and
guidelines on ethics and integrity to staff involved in the procurement process at
Headquarters, offices away from Headquarters and field missions, and has drafted
ethics guidelines that will be promulgated by the Ethics Office, which has overall
jurisdiction for the establishment of ethical standards within the Secretariat.

8. OIOS notes that not all measures that were characterized by the General
Assembly and consequently by the Department of Management as procurement
reforms over the past 14 years should be considered real reform. Reform may be
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defined as an action which fundamentally changes an existing structure. For
example, the Procurement Division was requested by the General Assembly to clean
up the vendor database in 1995. This and any subsequent revisions to the database
should be considered regular operations; however, such actions were still
categorized as reform by the Department of Management. Similarly, training, which
was included as part of procurement reform in 1997, is part of management’'s
regular responsibilities. OIOS is of the opinion that it is important to distinguish
between reform and other improvements which are part of management’s regular
responsibilities for maintaining efficient daily operations. Oversight of the
procurement reform activities involves the Secretary-General and the General
Assembly, whereas regular management activities are primarily monitored at the
programme management level. Thus, distinguishing between the two types of
activities would allow the Secretary-General and the General Assembly to focus on
relevant reform issues to improve the planning, budgeting, monitoring and
accountability for procurement. It would also help to rationalize the workload of the
Procurement Division, by limiting the Secretary-General’s reports to the General
Assembly to those dealing with real procurement reform activities, while
maintaining the level of discretion accorded to the Secretary-General to manage the
other improvements of the Secretariat.

9. OIOS did not make a recommendation to address this governance risk because
the Department of Management was in the process of reporting on procurement
governance as requested by the General Assembly and as discussed in the following

paragraph.

Delegation of authority and organizational structure

The delegation of authority system needs to be effectively implemented

10. In 2005, the General Assembly, in its resolution 59/288, requested the
Secretary-General to provide information on new delegations of authority, including
the mechanisms used to strengthen effective monitoring, oversight and
accountability. In 2007, in its resolution 61/246, the General Assembly also
requested a comprehensive report on procurement governance, which at the time of
the present audit had still not been submitted. In its resolution 62/269, the General
Assembly reiterated that request. The Department of Management informed OIOS
that the draft report to the Assembly was being discussed between the Department of
Management and the Department of Field Support but did not share it with OIOS.
OlIOS found that several changesin the delegation of authority had taken place since
2005; however, the change process had not been supported by required procedures
and resources to ensure that the revised delegation of authority system was adequate
and effectively implemented.

11. According to financial rule 105.13, the Under-Secretary-General for
Management is responsible for the procurement functions of the United Nations.
Pursuant to administrative instruction ST/A1/2004/1 on the delegation of authority
under the Financial Regulations and Rules of the United Nations, this procurement
authority is delegated to the Assistant Secretary-General for Central Support
Services. Procurement actions are conducted with the approval of the Assistant
Secretary-General for Central Support Services or the officials delegated by him or
her. The Procurement Division conducts all procurement for Headquarters, field
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missions, the regional commissions and the international criminal tribunals above
the delegated authority limits. The United Nations offices at Geneva, Vienna and
Nairobi have had unlimited delegation of procurement authority since the issuance
of administrative instruction ST/AI/2004/1 on 8 March 2004. The Assistant
Secretary-General for Central Support Services has also delegated limited
procurement authority to the Under-Secretary-General for the Department of Field
Support to execute local procurement in the field.

12. A major part of procurement is done locally at field missions ($1.4 billion, or
43 per cent of total procurement in 2008). Prior to 2005, the Office of Central
Support Services issued delegations of authority directly to field missions. However,
since 2005 the Assistant Secretary-General for Central Support Services has
delegated authority to the Under-Secretary-General for the Department of
Peacekeeping Operations (subsequently Department of Field Support), who in turn
has further delegated procurement authority to the Director/Chief of Mission
Support in field missions. The Procurement Division does not monitor local
procurement in field missions, except for those cases which require HCC review.

13. The Assistant Secretary-General for Central Support Services has given a
higher level of delegated authority (up to $5 million) to the Director of the
Procurement Division in two areas. (a) contract amendments related to the Capital
Master Plan; and (b) award of short-term logistics and transportation (air and ship
charter) contracts, except for sole bid cases. Cases relating to these delegated areas
have been exempted from HCC review without establishing any mechanism to
review them on an ex post facto basis. In the case of Capital Master Plan contract
amendments, the Office of Programme Planning, Budget and Accounts had agreed
to establish a committee to review these cases on an ex post facto basis, for
monitoring and lessons learned. However, this committee had not yet been
established. In the case of short-term logistics and transportation contracts, there
was no plan to establish a review mechanism at the time of the audit.

14. The Procurement Division is required to submit a quarterly report to the HCC
and the Office of Central Support Services on short-term logistics and transportation
(air and ship charter) contracts. The Division stopped submitting these reports after
August 2007. OIOS reviewed these reports for the period August 2006 to August
2007 and found atotal of 156 cases with contract amounts ranging from $207,500 to
$2,558,370, totalling $105 million.

15. The Office of Central Support Services stated that the post facto reports had
not been provided recently, primarily owing to staffing constraints and the high
workload owing to the procurement requirements for new missions. Efforts are being
made to correct this reporting gap and reporting should be up to date by mid-August
2009. In the opinion of OIOS, the lack of an independent review mechanism for
these cases and the lack of timely reporting do not ensure that strategies are
reviewed and revised when needed. OlOS noted that 92 of the 108 air charters were
for troop rotations. OIOS is of the opinion that with proper planning, the air charter
contracts could be arranged through the normal bidding process, as the troops
rotation dates are known in advance and thus are not urgent requirements.

16. OCSS noted that the Revised Procedure for Approval of Short-Term Logistics
and Transportation Requirements has proven to be very successful, by significantly
cutting down processing times. Ex ante internal controls are in place in the form of
an independent review of all proposed awards under this procedure conducted by
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the office of the Director of the Procurement Division (as awards are signed by the
Director of the Division, and not, as in other cases by the Chief of the Procurement
Operations Service). In addition, post facto reports are required to be submitted for
review to the HCC/Assistant Secretary-General for Central Support Services.
Furthermore, of the number of cases OIOS analysed from the reports submitted, 96
per cent were awarded on the basis of “ lowest cost bid/proposal” or on the basis of
“lowest substantially conforming bid” or “ qualified, most responsive proposal” .
There has not been a single case of bid protest and only in one case, involving a
ship charter, did the Procurement Division receive a formal inquiry from a vendor to
clarify the award. OIOS points out, however, that there is a lack of an independent
review of those cases, since HCC does not review the cases, even on an ex post
facto basis.

Need to monitor procurement activities

17. The Procurement Division has not developed key performance indicators to
measure its performance. Such performance indicators could help the Division to
monitor its performance by providing a basis for comparing one period to another
and identifying areas for improvement. The Office for Central Support Services
stated that a related recommendation was previously made by the Board of Auditors
and that the Procurement Division was in the process of hiring a consultant to
develop a monthly scorecard on performance indicators, which would be used to
measure the Division’s performance and hence lead to reduced processing time and
increased client satisfaction.

18. OIOS identified several areas that could benefit from more effective
monitoring by Procurement Division. For example: (a) the average time for the
Division to submit peacekeeping procurement cases to HCC was 42 days in 2008,
but as of 8 January 2009, six ex post facto cases had been pending submission to
HCC for more than one year; (b) there was no data available for the period January
2006 to September 2008 on cases exempted from competitive bidding under
financial rule 105.16 which were below the HCC threshold; (c) the Division did not
maintain statistics on the number of contracts that could not be re-bid in a timely
manner nor how much procurement was done on an ad hoc basis when no valid
systems contract existed; and (d) the Division also did not keep a database of cases
referred to the Office of Legal Affairs, which may have resulted in repetition of
requests on similar issues, lack of institutional memory of that Office’s advice, and
the inability to track the time taken by the Office of Legal Affairsto provide advice.

19. The OCSS stated that the Contracts Officer appointed in October 2008
maintains a database of cases referred to the Office of Legal Affairs. The
centralization of legal matters within the Planning, Compliance and Monitoring
Section has led to the creation of a central database for legal matters in the
Procurement Division and the creation of legal precedents which will provide
guidance for the proper resolution of similar or identical casesin the future.

20. One magjor issue the Procurement Division brought to the attention of OIOS
during the present audit was the inadequate staffing level in various sections. Since
the Division did not compile any reports on workload or performance indicators to
facilitate monitoring of the efficiency of procurement actions and appraisal of staff
performance, it was difficult to assess the adequacy of the staffing level. The
Procurement Division indicated that the sections’ activities were monitored through
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regular staff meetings as well as through the Requisition Tracking System, although
its usefulness may be limited because it was not always updated. The Division also
monitored activities through a series of automated reports, which covered a wide
range of issues in the procurement process. Reports were issued monthly to various
recipients, ranging from the Director to the individual teams, whose responsibility it
was to take action. However, OlOS could not confirm if appropriate action was
taken as there was no written documentation on any action taken to rectify
exceptions.

21. The General Assembly, in its resolution 55/247, requested the Secretary-
General to ensure that field missions had the capacity to perform procurement
functions properly and that Headquarters had effective mechanisms to monitor field
procurement. The Procurement Division advised, however, that owing to the lack of
staff resources, it conducted only 11 monitoring visits to field missions between
2007 and 2008. The Office of Central Support Services stated that the funding
received by the Procurement Division to conduct management reviews per mitted the
Division to visit just a small number of missions. In 2008, the budget for conducting
management reviews was only $96,000, thus limiting the number of reviews
conducted. The Division is currently preparing proposals for an enhanced budget
for staff and travel.

Need for clear terms of reference and reporting lines for committees
on contracts

22. United Nations financial rule 105.13 (b) states that the Under-Secretary-
General for Management shall establish review committees at Headquarters and
other locations to render written advice on procurement actions. The terms of
reference of HCC and LCC have not been defined in an administrative instruction.
In the absence of clear terms of reference, the scope and objectives of the
committees’ review may be subject to different interpretations. The Procurement
Manual describes the functions of these committees; however, it does not address
certain issues such as to whom the committees are accountable. For example, it is
unclear to whom LCC is accountable: the Director/Chief of Mission Support of field
missions or to the Director/Chief of Administration at offices away from
Headquarters, or to the Office of Central Support Services, or HCC. The Office of
Central Support Services stated that as a part of the proposal to increase the HCC
threshold, there was a plan that HCC would monitor LCC functions. However, this
has not been implemented although the threshold for HCC review was increased
from $200,000 to $500,000 as of August 2008. HCC stated that while it provides
independent advice to the Assistant Secretary-General for Central Support Services,
the HCC secretariat is functionally responsible to the Under-Secretary-General for
Management. Generally, all sections related to mission support or administration
report to either the Chief of Administrative Services or the Chief of Integrated
Support Services, whereas LCCs advise the Director/Chief of Mission Support, but
do not report to him or her.

Srategy

23. Although the Secretariat’s annual total procurement exceeded $3 billion in
2008, it was being managed without a formal, comprehensive procurement strategy.
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This could result in adverse business decisions, improper implementation of
decisions and a lack of responsiveness to changes in the external environment. This
could, in turn, expose the Secretariat to lower than expected programme and
financial performance, and to reputation risks. OlOS considers the lack of strategic
planning in procurement a high risk for the Secretariat. The Office of Central
Support Services stated that planning is the responsibility of the requisitioner.
Furthermore, management asserted that the Procurement Division's strategy is
constantly reviewed and modified in order to effectively respond to the dynamic
nature of the global commercial environment and the dynamic nature of
peacekeeping operations.

Need for greater involvement by senior management in the
procurement process

24. Financial rule 105.12 describes the general principles of procurement
functions of the United Nations which are: best value for money; fairness, integrity
and transparency; effective international competition; and the interest of the United
Nations. Achieving these principles requires a comprehensive strategy based on an
understanding of the requirements of the United Nations, its internal resources and
the market of goods and services. To ensure buy in and accountability at the
appropriate levels of responsibility, the strategy should be documented and approved
by the senior officials responsible for establishing the requirements, as well as those
in charge of procurement, namely the Assistant Secretary-General for Central
Support Services and the Director of the Procurement Division. The Office of
Central Support Services stated that the Mission Satement of the Procurement
Division highlights its overall strategy: “ To provide responsive, effective and quality
procurement services and expert business advice to United Nations Headquarters,
peacekeeping missions, and offices away from Headquarters, while achieving best
value for money and ensuring a competitive, fair and transparent process in
accordance with established regulations, rules and procedures’ .

25. In the view of OIOS, an effective strategy should clearly articulate the major
procurement activities and execution strategies to be followed, including how to
approach complex contracts, increase vendor participation in those commodities
where competition has been historically low, and use systems contracts to the
Organization’s advantage. The strategy should also consider various options for
major procurements to achieve economy and efficiency. The Logistics Support
Division of the Department of Field Support stated that although no formal meetings
were held for procurement planning, it had recently initiated fortnightly meetings
with the Procurement Division to address the most important pending procurement
issues.

26. The Office of Central Support Services explained that the Procurement Manual
emphasizes early planning of requirements by the requesting office as being
essential to an effective procurement action. It further stated that the Procurement
Division does in fact have specific strategies for commodity groups such as fuel and
food. The introduction of the Source Selection Plan provides the opportunity to
define a customized execution strategy for each complex procurement activity,
taking account of the Organization's requirements and external factors such as
market conditions. During the preparation of the Source Selection Plan, the
Procurement Division and the requisitioner also consider various sourcing
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methodol ogies and options so as to achieve best value for money. OlOS recognizes
that the Procurement Division has implemented since 2008 the Source Selection
Plan, which defines a procurement strategy for each procurement action at the stage
of issuance of solicitation document. However, the Source Selection Plan is
prepared at the execution stage, whereas the strategy should be prepared in advance
on a broader level and guide the procurement actions that follow.

27. Theinvolvement of senior managers is essential to ensure that the procurement
strategy is closely aligned to programme goals. While the current practice of
managing procurement at the working level reflects the need for effective
management of operational risks such as the application of best value for money, it
does not ensure that risks are managed strategically. As illustrated in the following
paragraphs, the lack of a formal and comprehensive procurement strategy led to
frequent situations where decisions to enter into or extend certain contracts were
not, or could not be, fully explained, and contract awards were expedited or
approved on an ex post facto basis without valid justification. It had also limited the
Organization’s ability to properly use the various contract types to leverage
economies of scale and to improve delivery of goods and services. Procurement
actions appeared to be ad hoc and at times ineffective and not in the best interests of
the United Nations.

Need for a strategy to reduce contracts awar ded without
competition and ex post facto/partial ex post facto cases

28. Three contracts for the African Union-United Nations Hybrid Operation in
Darfur (UNAMID) with a total value of $789 million were not awarded on a
competitive basis: (a) a multifunction logistics contract for $150 million on a sole-
source basis (see A/63/668); (b) afuel contract for $507 million through negotiation
with the vendor, which was originally approved for $57 million in a previous
bidding; and (c) a rations contract for $69 million subsequently increased to
$132 million, based on a single bid received out of four vendors that were invited
and given only 17 days notice to bid. The Office of Central Support Services
explained that the contracts were not competitively bid mainly because the
Procurement Division had to arrange the contracts within a tight deadline.

29. Furthermore, data provided by HCC revealed that from 2006 to 2008 there
were 158 ex post facto cases totalling $288 million and 155 partial ex post facto
cases totalling $616 million. OIOS notes that the number of ex post facto cases has
been reduced from 86 in 2007 to 49 in 2008. HCC expressed the opinion that many
ex post facto cases could have been avoided if there had been proper planning, and
commented that expedited approval (i.e., for urgent) cases in 2008 constituted
25 per cent of total “exceptional cases’, thus indicating that the procurement process
is under stress. The Office of Central Support Services stated that the figures for
HCC ex post facto and partially ex post facto cases appear to be overstated. Most
cases reviewed by the HCC cover a period beyond the current year, most in fact are
five-year contracts. In the opinion of OIOS, the contract duration does not matter
because the analysis by HCC showed the trend on the basis of cases reviewed by the
Committee in 2008.

30. OIOS analysis of data provided by HCC showed that there were 54 sole
bidder/proposal awards in competitive bidding exercises from 2006 to 2008
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(excluding exigency cases). While the number of sole-bid awards had decreased
from 19 in 2006 to 17 in 2008, the value of these contracts increased from $34
million in 2006 to $161 million in 2008.

31. Inanother 19 cases, contracts with a total value of $644 million were awarded
without competition under “exigency” circumstances. OlOS reviewed 11 of the
19 cases and found that some cases could have been better managed by either
avoiding the exigent circumstances or making the process more competitive through
better planning. For example, in one case, the Controller cited poor planning by a
requisitioning office, which resulted in exigent circumstances. In another case, there
was a failure to proactively arrange a new systems contract in a timely manner. In
still another case, vendors were given only one day’s notice to respond to a bid,
which effectively reduced competition.

32. Inthe opinion of OIOS, the Office of Central Support Services should analyse
the reasons for the high number of ex post facto and exigency cases and include in
the overall procurement strategy specific actions to minimize exceptions to
competitive procedures. The Office of Central Support Services stated that it could
not do this relative to ex post facto cases, because the Procurement Division and the
Department of Field Support, in compliance with the Procurement Manual and the
memorandum issued by the Controller on 15 September 2005, cannot submit ex post
facto cases from field missions to HCC for review unless a memorandum supporting
the reasons for the ex post facto circumstance is received from the Under-Secretary-
General for the Department of Field Support. Furthermore, the incidence of ex post
facto cases is linked to the timeliness of submission of requisitions. OIOS
acknowledges the effort of the Office of Central Support Services in this regard but
is of the opinion that further efforts are needed to reduce the still large number of
cases, for example, by closely monitoring the ex post facto and exigency cases and
holding officials accountable if they have not taken adequate steps to avoid or
reduce the number of such cases. The Office of Central Support Services further
stated that procurement strategy is dependent upon the existence of an effective
requisitioning strategy and the preparation of comprehensive and high quality
specifications, which are communicated to the Procurement Division in a timely
manner. In this regard, it should be noted that the Ernst & Young Risk Assessment
done in 2008 stressed the importance of the requisitioning process to the conduct of
procurement in the best interest of the Organization.

Need for a documented strategy to increase vendor s/contr acts
from developing or transitioning economies

33. OIOS did not find a documented strategy for improving geographical vendor
representation linked to specific commodities or regions where the United Nations
operates. However, although the distribution of awards for regular and systems
contracts in effect from 2006 to 2008 weighed heavily in favour of developed
economies, that is, 82 per cent compared to 18 per cent from developing or
transitioning economies, vendors from developing or transitioning economies were
obtaining slightly more contracts in recent years (33 per cent of newly established
contracts in 2007, and 26 per cent in 2008). In terms of contract value, vendors from
developing or transitioning economies obtained 30 per cent of the contract value of
newly established contracts in 2006, increasing to 33 per cent in 2008, against
70 per cent and 67 per cent respectively, to vendors from developed countries. The
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Procurement Division stated that it could not develop a strategy to improve
participation by vendors from developing or transitioning economies because it
contravened the United Nations Regulations and Rules on international competition
and the interest of the Organization. OlOS noted, however, that the Procurement
Division has conducted business seminars to promote doing business with the
United Nations. OlIOS is of the opinion that the Division could further develop such
mechanisms as part of a strategy to improve geographical vendor representation,
without contravening the relevant regulations and rules.

34. The Procurement Division stated that it fully utilized reasonable means to
improve participation by vendors from developing or transitioning economies while
complying with the United Nations Financial Regulations and Rules. During
business seminars, potential vendors from such countries were routinely informed
about locally produced commodities that may be purchased at competitive rates by
field missions. Further, the Procurement Division wished to note that an overly
aggressive strategy to increase developing or transitioning countries’ participation
would not only contravene the Financial Regulations and Rules, but would also
potentially result in price escalation in weak, post-conflict local economies. For
instance, in some peacekeeping locations it had been reported that United Nations
procurement of items such as fresh fruit and vegetables has resulted in price
increases that adversely affected the local population.

Need to analyse concentration of vendorsto optimize the
Organization’sinterest

35. OIOS did not find documentation showing that the Procurement Division had
analysed its relationships with top contractors and assured itself that these
relationships were optimized in the Organization's interest. Regular and systems
contracts placed with the top 20 United Nations contractors represented 51 per cent
of the total not—to-exceed (NTE) amount of contracts in the period 2006-2008. The
resulting concentration of suppliers presents both operational and financial risks of
dependence on these suppliers. For example, one vendor providing mainly long-
term air charters was awarded 31 contracts, or 19 per cent of the NTE amount of all
regular contracts ($845 million out of $4.4 bhillion). Conversely, this concentration
may present opportunities for efficiency owing to the repeated nature of the
contracts, and savings owing to economies of scale.

Need to analyse vendor responses to ensure effective competition

36. Section 9.3.4 of the Procurement Manual suggests the minimum number of
vendors to be invited to participate in a solicitation exercise at between 5 and 25,
depending on the anticipated value of the acquisition. The Manual is silent on the
minimum number of bid submissions that should always be evaluated to ensure that
effective competition has occurred. The Procurement Division staff did not always
populate the data field in the Procure Plus system, which captures the total number
of vendors who responded to bids; thus, data on bid response cannot be readily
analysed by the Division’s management or reported to relevant stakeholders. The
level of responses could not be determined across the Division since information on
bidder participation was not uniformly captured in the bid processing system. The
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Procurement Division stated that it could not require data input into Procure Plus of
all bidders who responded and the amount of their bid because it lacked sufficient
staff. Also, the potential benefits pending implementation of ERP did not appear to
justify the cost associated with an increase in staff.

37. As the information on vendor responses was not available, OIOS reviewed
eight procurement files and noted that the number of vendors responding to
solicitation invitations was relatively low when compared with the number invited.
Procurement Division staff attributed the low level of responses largely to vendors
registering under commodity codes which are not directly related to their operations
(as sometimes the codes are too broad), and to a high failure rate when sending out
invitations owing to outdated vendor contact details. OIOS aso noted that
sometimes the time allowed for vendors to submit proposals or bids was extremely
short. For example, in one case having an award value of $129 million, bidders were
given only 16 days to submit their proposals.

38. OIOS also analysed vendor bidding data provided by the Procurement Division
(1,972 bids) from 2006 to 2008. Four or fewer vendors were invited in 297 cases
(15 per cent of the time), and only one vendor was invited in 197 cases (10 per cent
of the time). Twenty-five or more vendors were invited for 539 bids. The majority of
these cases (419) were in three commodity classes. airline management and
operations, freight forwarding and shipping. The response rates for these
commodities ranged from 2 per cent to 7 per cent. In the view of OIOS, the
Procurement Division should know that most of the vendors it invites in these
commodity classes do not or cannot meet the bid requirements, and needs to clarify
why it continues to invite them since this gives the impression that there is wider
competition than is really the case.

39. The Procurement Division has taken steps to expand the pool of potential
vendors, including relaxing registration criteria for vendors seeking low-value
contracts, conducting business seminars at several locations and registering new
vendors. However, while 42 per cent of requisitioners surveyed by OIOS rated these
efforts as fair or better, 40 per cent of them rated the efforts as poor or very poor.
The Logistics Support Division expressed the view that the Procurement Division
should take additional steps to ensure maximum participation of vendors in each
solicitation exercise.

Procurement process

40. Operational risks arise from inadequate, inefficient or failed internal processes.
They are also the result of inadequate management information systems that do not
allow for analysis of transactions for monitoring and change management purposes.
OIOS identified several areas where operational risks in procurement had not been
adequately managed and remained high.

41. OIOS conducted surveys to obtain the views of Procurement Division staff,
chief procurement officers at field missions and offices away from Headquarters,
and a sample of requisitioners on a variety of issues. The survey of Procurement
Division staff aimed to assess their perception of the adequacy of internal controls,
including the control environment, control activities, information and
communications systems and practices, and monitoring activities. The survey of
chief procurement officers covered the quality of guidance and assistance provided
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by the Procurement Division and the effectiveness of the annual acquisition
planning and management review exercises. The survey of requisitioners focused on
their assessment of the services provided by the Division. Overall, all groups of
respondents expressed general satisfaction with the performance of the Division
relating to the topics covered by the surveys but also highlighted areas for
improvement, some of the topics discussed below.

Procurement M anual

42. The Procurement Division maintains the Secretariat’s Procurement Manual,
the key document guiding procurement operations, and which describes the policies
and procedures to be applied in the conduct of procurement activities. The Division
first issued the Procurement Manual in 1998 and is currently working on the sixth
version. A survey by OIOS indicated that users were largely satisfied with the
adequacy of the Manual. However, they expressed the need for more step-by-step
guidance on the practical implementation of policies. OIOS held a workshop with a
cross-section of Procurement Division staff, who indicated that certain complex
areas of the procurement process, for example, the application of the principle of
best value for money and conducting negotiations, still remained a challenge.
Insufficient procedures could lead to too much discretion being exercised in these
areas resulting in alack of consistency and fairness.

43. The Office of Central Support Services stated that the Procurement Division
was in the process of launching the Procurement Network on the Community of
Practices website. The Division’s objective is to utilize the Procurement Network as
a procurement forum where important announcements, communication exchanges,
key documents, information, and policy and procedure updates will be posted for
full access by procurement staff. The Procurement Manual has been converted to a
Wikipedia library format which, in effect, converts the Manual into a searchable
database and facilitates the integration of, and e-links to, new policies, instructions,
and standard operating procedures. Procurement staff from all duty stations will
have access by Extranet or Internet to the new format and the ability to provide
input to the Manual. The final Procurement Manual in Wikipedia will be published
for official usein the fall of 2009.

Need to improve reporting on commercial evaluations

44. Bid submissions are subject to technical and commercial evaluations as part of
the procurement process. Prior to issuing solicitation documents to vendors,
requisitioners are required to develop criteria for the evaluation of bid submissions,
and to form ateam of at least three members to evaluate the bids. The results of the
technical evaluation are transmitted to the Procurement Division by e-mail or a
memorandum. In contrast, the Procurement Manual does not set a formal
requirement for areport on commercial evaluation of bids.

45. Commercia evaluations are generally conducted solely by the procurement
officer responsible for the procurement action. No formal evaluation report is
prepared detailing the assumptions made and the scenario on which the evaluations
are based. Owing to the lack of consistent procedures among the various sections,
OIOS could not determine whether these checks included confirming the financial
information given in the annex against original bid documents and ensuring that all
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bid documents received had been technically evaluated and, if found compliant,
commercially evaluated. The Office of Central Support Services stated that
evaluation committees are formed to evaluate large contracts as evidenced by
Capital Master Plan evaluations. However, OlIOS noticed that a procurement
contract is frequently evaluated by one procurement officer.

Need to improve guidance on contract negotiations

46. Procurement officers conduct negotiations but receive limited guidance from
the Procurement Manual. The Manual does not require procurement officials to
prepare a written strategy indicating the goals of the negotiations, analysing the
respective strengths and weaknesses of the positions of both the United Nations and
the prospective vendor, and determining the preferred outcome and acceptable
alternatives. OIOS found that a number of officers conduct pre-contract negotiations
on their own, contrary to procurement policy, without any documented guidance
from their supervisors. There was generally no documentation of what transpired
during these negotiations but there were frequent references to “savings’ that had
been made. However, not having established any expectations beforehand, it was
difficult to determine whether the outcome of the negotiation was the best possible
result that could have been achieved. The Office of Central Support Services stated
that in order to improve the procurement outcome by reducing uncertainties, risk
and costs, negotiations with vendors had to be approved by senior management
following review of the case files by the relevant Committees on Contracts. Upon
completion of negotiations, the results must be presented back to the concerned
Committee and the savings identified.

47. Furthermore, while the Procurement Manual provided for requisitioners to
participate in negotiations, the Procurement Division did not always involve them
even when the negotiated amount was significant.

Procurement planning

Need to improve acquisition planning

48. The mechanism for preparing an annua acquisition plan has not functioned
effectively. The plan should identify procurement activities in order to achieve timely
and cost-effective acquisition of goods and services. The requirements for field missions
are till largely unplanned and processed on an ad hoc basis, which significantly reduced
opportunities for efficient and effective procurement. Furthermore, the lack of
documented guidance on contract implementation responsibilities dilutes accountability
for the successful delivery of goods and services.

49. In its resolution 52/226 A the General Assembly requested the Secretary-
General to ensure that all departments and offices at Headquarters and in the field
develop, in cooperation with the Procurement Division, annual procurement plans,
which should be made public. As stated in the memorandum issued by the Division
in requesting the plans, “the projection of requirements ... substantially assists the
Procurement Division in planning procurement activities and achieving the timely
and cost-effective acquisition of goods and services’. However, only eight
departments in the Secretariat submitted acquisition plans for 2008.
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50. Inresponse to an OIOS survey question about the usefulness of the acquisition
plan in planning procurement needs, the majority of the requisitioners surveyed at
Headquarters (59 per cent) rated its usefulness positively. However, a significant
number of respondents (27 per cent) rated its usefulness negatively. When chief
procurement officers at field missions and offices away from Headquarters were
asked a similar question, 40 per cent rated the usefulness of the acquisition plan as
poor or very poor.

51. For 2008, the combined amount of departmental acquisition plans was
$491 million, compared to $1.45 billion of actual requisitions, representing a
variance of 195 per cent. The difference between the plans and actual requisitions
was driven by the Departments of Peacekeeping Operations and of Field Support,
whose acquisition plan indicated $312 million compared to actual requisitions of
$1.16 billion, owing primarily to airline management and operations and freight
forwarding where the plan had only $129 million against the requisition value of
$672 million. In addition, the requisition of prefabricated buildings valued at
$114 million was not included in the plan. The Office of Central Support Services
reiterated that acquisition planning is the responsibility of the requisitioner. The
Procurement Division’s annual acquisition plan is a forecast of the requirements
communicated by the requisitioners and the Division will naturally procure any
requirements that are subsequently communicated by the requisitioner, in
accordance with the Division’s mandate.

52. The OIOS review of field mission acquisition plans revealed that there was no
consistency in the classification of procurement categories, which led to a risk that
some requirements could be left out. Some major cost components such as air
transportation costs were not included in the acquisition plans for two missions, and
fuel and rations supply costs were not included in the plans for two other missions.
Furthermore, some large-value items did not provide any description of the items. In
one plan, 47 items were termed simply as “Goods’, including an item for
$127 million and another for $40 million.

53. The Supply Section of the Logistics Support Division, which coordinates with
field missions and other sections of the Logistics Support Division and submits the
acquisition plan to the Procurement Division, acknowledged that the planning
process needs improvement but stated that it had not received any feedback from the
Procurement Division in this regard.

54. The Planning, Compliance and Monitoring Section receives and posts the
acquisition plans to the Procurement Division’s website but since they are not
complete, neither the Division nor potential vendors have a realistic picture of the
Organization’s procurement needs. Ideally, the plan should be consolidated and a
strategy developed to address magjor acquisitions and associated risks.

55. The Department of Management stated that although the Procurement Division
met with its primary clients to provide guidance throughout the acquisition planning
process, acquisition planning was still the requisitioning offices' responsibility. In
the opinion of OIOS, the Procurement Division is ultimately responsible for
procurement, and reliable and timely procurement planning is a critical element;
therefore, the Department of Management should coordinate with those
departments, which generate large-value requisitions, such as the Department of
Field Support to ensure that acquisition planning covers all major projected
requirements and also considers risks to achieving the plans.
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The vendor roster needs to be expanded

56. The Procurement Division has taken the initiative to clean up its vendor
database and has also implemented revised vendor registration criteria and a fully
online registration process via the United Nations Global Marketplace (UNGM). In
preparation for the ERP system, the Procurement Division intended to complete the
cleaning and updating of data by 31 December 2008. According to the Procurement
Division, approximately 6,500 registered vendor records were transferred from
Procure Plus to UNGM as part of the data-cleaning exercise. In view of the scale of
implementation, the programme was extended to 30 June 2009.

57. New criteria were developed to encourage interested small vendors to apply
for registration with the United Nations. In order to be fully registered on the United
Nations roster, there are four levels of criteria. Vendors have to submit specific
documentation based on each level of contractual value per transaction. As of
31 December 2008, 546 vendors had submitted applications for evaluation based on
the new criteria. Of these, 233 applications were accepted. Given the relatively
small number of new vendors registered as compared to the existing number of
registered vendors, OIOS is of the view that the Procurement Division needs to
consider other ways to expand the vendor database. The Office of Central Support
Services recognized the desirability of expanding the vendor database, but stated
that it was also necessary to maintain appropriate internal controls in so doing. In
other words, rapid expansion of the vendor database should not take priority over
the need to ensure that appropriately qualified vendors are added.

58. The Procurement Division and the Department of Field Support agreed to form
a working group to initiate a pilot programme for field missions to revalidate
approximately 58,000 vendor records stored in the Mercury database. Cleaning the
field missions’ records is important to ensure a reliable vendor database in the field,
and also before transferring the data to the United Nations Global Marketplace. The
start-up of the pilot programme was scheduled to start in May 2009.

Cycle time of procurement process cannot bereliably quantified

59. Owing to weaknesses in the Procurement Division's information systems,
procurement process cycle times could not be reliably quantified. As aresult, it was
not feasible for OIOS to draw any conclusions on the cycle time. However, an OlOS
review of eight contract files showed that the average cycle time between the date of
requisition to the date of contract award was 11.3 months and ranged from 4 months
to 17 months. The Procurement Division should periodically analyse the
procurement data to assess the efficiency of the procurement process.

60. The Department of Management had recently conducted a study of the
procurement cycle time, which the Procurement Division stated had identified areas
to reduce cycle time. The recommendations of the study will be implemented in the
near future.

I nfor mation resources

61. Information and communications technology (ICT) is a key component of the
processes established in the Procurement Division. Controls in this area should
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adequately address the risks to the reliability and security of data, systems and
applications. The audit found that the Division’s ICT domain is exposed to a high,
unmitigated level of risk because information requirements and supporting
technologies were not governed by clearly defined terms of reference; application
controls were not adequate to ensure the integrity of data; and systems to analyse
procurement data did not exist. OIOS considers the lack of an appropriate ICT system
to be a high risk to procurement operations and governance. The Procurement
Division noted that a great deal of time, resources and tools had been invested by the
Division to facilitate the implementation of ERP. It is currently not feasible to dedicate
additional time, resources and tools to modify the current legacy I T system.

62. The Procurement Division is supported by two core applications (Procure Plus
and the Integrated Management Information System (IMIS)) and 17 ancillary
applications. The systems and applications used to support the procurement function
have evolved over time and as a result, the Division has a collection of fragmented
legacy systems that no longer satisfy its functional needs and cannot be adequately
integrated and updated in an efficient manner.

63. In response to the requirements of the International Public Sector Accounting
Standards, the Secretariat is in the process of implementing an ERP system. This
system will include a supply chain module, which will replace the core system,
Procure Plus. No formal indication was provided to OIOS as to when the supply
chain module of the new ERP system will be fully implemented. Although replacing
the core application is expected in future, the observations below are relevant for the
current system as well as the replacement system.

Need for a dedicated information and communications technology
strategy and gover nance framewor k

64. The Procurement Division lacked an effective ICT strategy and governance
framework to ensure that the procurement processes were adequately supported by its
ICT systems and resources. The Division also lacked a dedicated committee to review
and approve the strategy and requirements of the Division for the acquisition of ICT
technologies and applications. OIOS found no evidence of a risk-management process
within the Division to identify, monitor and mitigate ICT risks. For instance, the
Division did not document the impact of the UNGM initiative, namely, to transfer
vendor registration data into an integrated database, on its processes and did not
analyse and document the expected impact, including risks arising from the planned
implementation of the ICT-related initiatives such as ERP. In the absence of effective
controls and processes, the Division may be unable to identify risks to its ICT and
procurement operations. The Procurement Division stated that a strategic plan was
prepared for ERP in line with the ICT strategic plan formulated by the Office of
Information and Communications Technology. OIOS notes, however, that an ICT
strategy should translate business strategy, business expectations, and current and
future IT capabilities into an IT strategic plan and that the ERP plan is not a strategy,
but rather a solution to achieving a business objective.
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Need to improve controls pertaining to infor mation and
communications technology security, data integrity, and
audit trails

65. The Procurement Division did not document its information security
requirements, access controls and monitoring procedures, and thereby risked
inadequate protection of information resources and assets. The Division also did not
perform regular reviews to purge or deactivate users who were no longer authorized
to access the systems and applications. The Procurement Division explained that
Procure Plus has documents for system administration pertaining to information
security and access control. However, when requested by OIOS, the Division did
not provide evidence of documented standard operating procedures on access
control and monitoring procedures. A system administration manual is an
operational document on how to effectively configure and administer an application.
The documentation provided by the Division, for instance, did not define user roles
and profiles to ensure internal checking within the application. Furthermore,
effective monitoring of system access is essential to preventing unauthorized and
inappropriate use of an application system. The Division also did not provide any
evidence that these control mechanisms were documented.

66. Procure Plus lacked adequate controls throughout the life cycle of the
procurement process. The application had limited validation controls, key fields
were not populated, date fields were not always reliable, and the date formats within
the systems were in character format instead of date format. The Procurement
Division stated that it had insufficient resources to undertake an assessment of the
control gaps in Procure Plus and to implement compensating controls, pending
implementation of the ERP system. OIOS noted that Procure Plus does not have to
be reprogrammed; instead compensating controls should be established to mitigate
the risks created as aresult of the control limitations within Procure Plus.

67. The Procurement Division also lacked a common repository of data and had no
automated data interfaces between its applications and IMIS. That condition led to
duplication of efforts, delayed updates and errors. Furthermore, the manual
interfaces were not consistently checked to ensure that data were complete, accurate
and authorized. For example, there was no interface in the Contract Tracking
System for users to input contract amounts or changes to contract amounts, and the
currency table from IMIS was manually uploaded into Procure Plus on a daily basis.
The Procurement Division explained that the new Contracts Administration
Tracking System will allow procurement officers to input and manage their own
contracts. Thus, double entry by the IT team will be avoided.

Need to implement proceduresto manage procurement data

68. The Procurement Division did not develop procedures to systematically
monitor, query and analyse procurement data to identify potential risks and cases of
non-compliance with established procedures. The Division also did not have
automated tools to perform vendor due diligence. Procure Plus did not contain
automated controls for predetermined limits or thresholds to trigger exceptions, and
the application did not generate an audit trail and logs of transactions. For
monitoring purposes, the Procurement Division stated that it had a series of
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automatic reports covering critical aspects of procurement such as contracts,
vendors, and so on, which were routinely sent to various recipients. Although OIOS
was given a list of reports generated within the Division, these reports were limited
and did not adequately cover risks, compliance and vendor due diligence. OIOS
found the limitations to be caused by inadequate validation controls and the
incompleteness of the data contained within the application. For instance, the
Procurement Division was unable to provide information on cycle timeline from the
date of requisition to the award of contract. Consequently, in the opinion of OIOS,
the Division lacked a consistent and systematic programme to monitor, query and
analyse performance and processes against defined thresholds, supported where
necessary with automated software.

(Signed) Inga-Britt Ahlenius
Under-Secretary-General for Internal Oversight Services
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Audit of procurement management in the Secretariat
(AH2008/513/01): recommendations madeto the
Department of Management to mitigate high-risk areas

Recommendation

Accepted
(Yes/no)

Risk category

The Department of Management should clarify the
accountability of the Procurement Division and the
Department of Field Support in monitoring the
delegation of procurement authority to field missions.

The Department of Management should define the
terms of reference of the contract review committees,
the Headquarters and Local Committees on Contracts
(HCCI/LCC), including their reporting lines.

The Office of Central Support Services should ensure
that there is a proper monitoring system at
Headquarters to review the performance of (a) the
field mission LCCsin view of the increased
Headquarters Committee on Contracts threshold to
$500,000; and (b) the LCCs of the United Nations
Office at Geneva, the United Nations Office at
Nairobi and the United Nations Office at Viennain
view of delegation of unlimited procurement authority
to the offices away from Headquarters.

The Office of Central Support Services should
reconsider the continued need for the authority
currently delegated to the Director of the Procurement
Division for short-term air charter contracts up to

$5 million (and the waiver of HCC review for such
cases). If needed, a review mechanism should be
established to ensure contracts are awarded in the best
interests of the Secretariat.

The Procurement Division should develop key
performance indicators against which its performance
could be measured, including bidder participation and
processing times for technical and financial
evaluations, HCC approval, award of contract and
signing of contract, and so forth.

Yes

Yes

Yes

No

Yes

Governance

Governance

Governance

Governance

Governance
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Recommendation

Accepted
(Yes/no)

Risk category

The Office of Central Support Services and the
Department of Field Support should form aworking
group to develop and execute periodic procurement
strategies. The Office of Central Support Services
should also ensure that senior managers are involved
in this process in order that risks are managed
strategically in a systematic manner.

The Office of Central Support Services should analyse
the reasons for the high number of procurement cases
that result in ex post facto/partial ex post facto/
exigency cases, and include in the overall

procurement strategies specific actions to control
exceptions to competitive procedures.

The Procurement Division should analyse the
procurement data to develop strategies for various
types of commodities and based on the regions where
the United Nations operates in order to improve the
participation of vendors from developing or
transitioning economies.

The Procurement Division should analyse its
relationship with the top contractorsin order to
develop a strategy addressing the operational and
financial risks arising from its dependence on them
and also explore opportunities for efficiencies and
savings based on economies of scale.

The Procurement Division, in consultation with major
requisitioners, should analyse vendor participation in
relation to specific commodities and develop a
strategy to improve competition.

For each bid, the Procurement Division should require
data inputs into Procure Plus of all vendors who
responded and the amount of their bid and should
develop management reports that extract this
information. This data input also should be a
requirement in the impending ERP system.

The Procurement Division should strengthen the
procedures for commercial evaluations and require
that aformal commercial evaluation report be made;
also, for large contracts financial evaluations should
be done by an evaluation committee rather than by a
single procurement officer.

The Procurement Division should develop detailed
guidelines on how to conduct negotiations. The

Yes

No

No

Yes

Yes

No

Yes

Yes

Strategy

Strategy

Strategy

Strategy

Strategy

Strategy

Operational

Operational
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Recommendation

Accepted
(Yes/no)

Risk category

guidelines should include a requirement that a
negotiation strategy document be prepared and
approved at the appropriate level prior to negotiations.
The strategy should outline the goals of the negotiation,
the desired outcomes and acceptabl e alternatives.

The Procurement Division, in consultation with the
Office of Legal Affairs, should amend the
Procurement Manual to clarify under what
circumstances suspended or debarred vendors may be
allowed to continue with ongoing contracts.

The Department of Management and those
requisitioning departments which generate large-value
requisitions, such as the Department of Field Support,
should ensure that the acquisition plan focuses on
materiality and relevance. The preparation of acquisition
plans should cover all major projected requirements and
consider risksto the achievement of the plans. This
exercise should a so include a mechanism to monitor
actual requisitions versus the plan on a periodic basis.

The Procurement Division should develop guidance
for complex procurement contracts that will interpret
salient contract clauses and provide guidance on how
they should be implemented in practice.

The Procurement Division should enhance internal
controls to ensure that the data on not-to-exceed
(NTE) utilization of the contracts are captured in the
Contract Tracking System, and that the data are
reviewed periodically to determine the reasons for any
under- or over-utilization of contracts, and necessary
action is taken for the effective use of the contract.

The Procurement Division should formalize its
information and communications needs in an
information and communications technology (ICT)
strategic plan aligned with the procurement
operational strategy.

The Procurement Division should establish an ICT
committee, composed of representatives from
functional users and ICT staff. The committee should
be responsible for providing direction and control
over ICT projects, investments and services. The
Division should assign clear responsibilities for the
development, implementation and monitoring of
change-management procedures.

No

No

No

Yes

No

No

Operational

Operational

Operational

Operational

Information
resources

Information
resources
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Accepted
Recommendation (Yes/no)

Risk category

Pending the implementation of the new Enterprise No
Resource Planning (ERP) system, the established ICT
committee should define and oversee an acquisition
process composed of : a project management

framework; change control process; and business case
preparation and approval process.

Pending the implementation of the new ERP system, the  Yes
Procurement Division should devel op and document the
information architecture for its core processes, and

allocate ownership of data and responsibilities for the
maintenance and updating of al documentation

pertaining to the systems and applicationsin use. In

addition, the Division should develop and maintain a

data dictionary of all its applications.

Pending the implementation of the new ERP system, Yes
the Procurement Division should document its

information security requirements and procedures,

with particular regard to access control, password

change enforcement, and monitoring parameters for

all ICT systems supporting the procurement process.

Pending the implementation of the new ERP system, No
the Procurement Division should undertake an

assessment of the control gapsin Procure Plus, and
implement compensating controls based on manual

checks and reports. Furthermore, the Division should

ensure that the requirements definition for the supply-

chain module of the new ERP system contains adequate
application controls for authorization, input,

processing, output, migration, extraction and archiving.

Pending the implementation of the new ERP system, the No
Procurement Division should implement control

procedures to verify data received from other

applications, and confirm their accuracy and

completeness before being uploaded into its applications.

Pending the implementation of the new ERP system, No
the Procurement Division should develop control
requirements and procedures to systematically

monitor, query, and analyse procurement data to

identify potential risks; identify cases of

non-compliance with United Nations rules and

regulations; and perform vendor due diligence.

Information
resources

Information
resources

Information
resources

Information
resources

Information
resources

Information
resources

Note: OIOS reiterates the rejected recommendations and requests the Department of

Management to reconsider them.
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