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India, Code of Criminal Procedure, sect. 144; also Apar Gupta and Raman Jit Singh Chima,
.“The cost of internet shutdowns”, The Indian Express (26 October 2016)
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Danny O’Brien, “Venezuela’s Internet crackdown escalates into regional blackout”, Electronic
.Frontier Foundation (20 February 2014)
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.Deji Olukotun, “Gambia shuts down Internet on eve of elections”, Access Now (30 November 2016)
.Software Freedom Law Center, “Internet shutdowns in India, 2013-2016”

.Freedom House, “Freedom on the Net: Myanmar” (2011)

Center for Democracy and Technology, “Iran’s Internet throttling: unacceptable now,
.unacceptable then” (3 July 2013)

Article 19, “Uganda: Blanket ban on social media on election day is disproportionate”
.press release (18 February 2016)

Global Voices, “WhatsApp and Viber blocked on election day in Montenegro” (17 October
.2016)
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http://undocs.org/A/71/373
https://indiankanoon.org/doc/930621/
http://indianexpress.com/article/opinion/columns/internet-access-government-restriction-shutdown-3102734/
http://indianexpress.com/article/opinion/columns/internet-access-government-restriction-shutdown-3102734/
https://www.eff.org/deeplinks/2014/02/venezuelas-net-crackdown-escalates
https://www.eff.org/deeplinks/2014/02/venezuelas-net-crackdown-escalates
https://www.eff.org/deeplinks/2014/02/venezuelas-net-crackdown-escalates
https://www.accessnow.org/gambia-shuts-internet-eve-elections/
http://sflc.in/wp-content/uploads/2016/04/Internet-Shut-downs2013-2016_Updated10Oct20161.pdf
https://freedomhouse.org/report/freedom-net/2011/burma
https://cdt.org/blog/iran%E2%80%99s-internet-throttling-unacceptable-now-unacceptable-then/
https://cdt.org/blog/iran%E2%80%99s-internet-throttling-unacceptable-now-unacceptable-then/
https://cdt.org/blog/iran%E2%80%99s-internet-throttling-unacceptable-now-unacceptable-then/
https://www.article19.org/resources.php/resource/38260/en/uganda:-blanket-ban-on-social-media-on-election-day-is-disproportionate
https://www.article19.org/resources.php/resource/38260/en/uganda:-blanket-ban-on-social-media-on-election-day-is-disproportionate
https://www.article19.org/resources.php/resource/38260/en/uganda:-blanket-ban-on-social-media-on-election-day-is-disproportionate
https://advox.globalvoices.org/2016/10/17/whatsapp-and-viber-blocked-on-election-day-in-montenegro/
https://advox.globalvoices.org/2016/10/17/whatsapp-and-viber-blocked-on-election-day-in-montenegro/
https://advox.globalvoices.org/2016/10/17/whatsapp-and-viber-blocked-on-election-day-in-montenegro/
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Institute for Human Rights and Business (IHRB), “Security v. Access: The impact of mobile
.network shutdowns”, case study: Telenor Pakistan (September 2015), pp. 31-32

.Access Now submission, part I, pp. 11-14; also Global Network Initiative submission

(Y7
(Y¢)

(Ye)
(Y1)

(Yv)

(YA)

GE.17-05047


https://freedomhouse.org/report/freedom-net/2016/uzbekistan.
https://www.ihrb.org/uploads/reports/2015-09%2C_IHRB_Report%2C_Security_v_Access_-_The_Impact_of_Mobile_Network_Shutdowns.pdf
https://www.ihrb.org/uploads/reports/2015-09%2C_IHRB_Report%2C_Security_v_Access_-_The_Impact_of_Mobile_Network_Shutdowns.pdf
https://www.ihrb.org/uploads/reports/2015-09%2C_IHRB_Report%2C_Security_v_Access_-_The_Impact_of_Mobile_Network_Shutdowns.pdf
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IHRB, “Security v. Access: The impact of mobile network shutdowns”, case study:
.Telenor Pakistan (September 2015), p. 20
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Deniz Duru Aydin, “Five excuses governments (ab)use to justify Internet shutdowns”
Access Now (6 October 2016)
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https://www.ihrb.org/uploads/reports/2015-09%2C_IHRB_Report%2C_Security_v_Access_-_The_Impact_of_Mobile_Network_Shutdowns.pdf
https://www.ihrb.org/uploads/reports/2015-09%2C_IHRB_Report%2C_Security_v_Access_-_The_Impact_of_Mobile_Network_Shutdowns.pdf
https://www.accessnow.org/five-excuses-governments-abuse-justify-internet-shutdowns/
https://www.accessnow.org/five-excuses-governments-abuse-justify-internet-shutdowns/
https://www.accessnow.org/five-excuses-governments-abuse-justify-internet-shutdowns/
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.Luca Belli submission; and Article 19 submission, pp. 7-8 (¢¢)
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Dawn C. Nunziato and Arturo J. Carrillo, “The price of paid prioritization: The

international and domestic consequences of the failure to protect Net neutrality in the

United States”, Georgetown Journal of International Affairs: International Engagement
.on Cyber V: Securing Critical Infrastructure (2 October 2015), p. 103
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Telecommunications Act. ders on ber Vlo, ernet Intermediaries, or Assessing Benefits and Harms e 19.
.lecom service providers on

United States of America, Federal Communications Commission, Protecting and Promoting

the Open Internet, FCC 15-24 (12 March 2015), para. 18. This Order, possibly under threat

at the time of writing the present report, remains a useful template for net neutrality
.regulation

Erik Stallman and R. Stanley Adams, IV, “Zero Rating: A framework for assessing benefits
.and harms”, Center for Democracy and Technology (January 2016)
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Barbara van Schewick, “Network neutrality and zero-rating”, submission to the United (oY)
.States Federal Communications Commission (19 February 2014), p. 7

Erik Stallman and R. Stanley Adams, IV, ‘“Zero Rating: A framework for assessing benefits (eY)
.and harms” (January 2016), p. 15

India, Telecom Regulatory Authority, “TRAI releases the Prohibition of Discriminatory (eY)
.(Tariffs for Data Services Regulations, 2016, press release (8 February 2016

Emily Hong, “A zero sum game? What you should know about zero-rating”, New America (¢ ¢)
.Weekly, Edition 109 (4 February 2016)

United States, Federal Communications Commission, Protecting and Promoting the (e0)

Open Internet, FCC 15-24 (12 March 2015), para. 21; and BEREC, Guidelines on the

Implementation by National Regulators of European Net Neutrality Rules (August
.2016) (BoR (16) 127)

.Chile, Ley No. 20.453, art. 24 H (D) (e1)
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.www.bgp4.as/internet-exchanges/ ) (7))

Jason Gerson and Patrick Ryan, “A primer on Internet exchange points for policymakers and non- (1Y)
.engineers” Social Science Research Network (12 August 2012), p. 10

.Zubair Nabi, “The anatomy of web censorship in Pakistan” (2013),p. 4 (1Y)

Katitza Rodriguez, “Leaked documents confirm Ecuador’s Internet censorship machine”,  (1¢%)
.Electronic Frontier Foundation (14 April 2016)

Andrew Clement and Jonathan Obar, “Canadian Internet ‘boomerang’ traffic and mass  (19)
NSA surveillance: Responding to privacy and network sovereignty challenges”, in Law, Privacy
and Surveillance in Canada in the Post-Snowden Era, Michael Geist, ed. (University of Ottawa

.Press, 2015)

.De Cix, “Information on the lawsuit against the Federal Republic of Germany” (16 September 2016) (1 7)
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.Geoff Huston, “The death of transit?”, Asia Pacific Network Information Centre (27 October 2016)
.Vangie Beal, “CDN - Content Delivery Network”, Webopedia

John Holowczak and Amir Houmansadr, “CacheBrowser: bypassing Chinese censorship without
.proxies using cached content” (2015)

.Geoff Huston, “The death of transit?”, Asia Pacific Network Information Centre (27 October 2016)

Leonid Evdokimov and Vasilis Ververis, “Egypt: Media censorship, Tor interference, HTTPS
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Joss Wright, “A quick investigation of EdgeCast CDN blocking in China”, blog, Oxford Internet
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Harrison Weber, “How the NSA & FBI made Facebook the perfect mass surveillance Sles Bl (Vo)
.tool”, Venture Beat (15 May 2014)

Michael E. Raynor and Phil Wilson, “Beyond the dumb pipe: The IoT and the new role for (V1)
.network service providers”, Deloitte University Press (2 September 2015)

Council of the European Union resolution of 17 January 1995 on the lawful interception of Slee ¢ SBL (YY)
.telecommunications, Official Journal C 329; and Privacy International submission, pp. 2-3

IHRB, “Human rights challenges of telecommunications vendors: addressing the possible misuse  (VA)
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.John Earnhardt, “Cisco Q&A on China and censorship” Cisco blogs (2 March 2006)

Human Rights Watch, “They know everything we do: telecom and Internet surveillance in Ethiopia”
.(25 March 2014)

.Tencent Cloud CDN and Alibaba Cloud CDN
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.Pacific cable”, Quartz (17 October 2016)
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