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. 1 NTRODUCTI ON

1. The devel opnment of electronically distributed services and new ways of

comuni cating rapidly and easily by means of conputers and networks have created new
opportunities for the collection of statistical data. This is nmost obvious at
enterprises, where to a |arge extent, the technology is already in place. For
househol ds and i ndi vi dual peopl e, techniques for conputer assisted interview ng have

been avail able since the eighties. Individuals and households are still difficult to
reach by neans of electronic comunication but the rapid gromh of the Internet has
opened up new opportunities. The overall inpression of the current status is that

techni ques such as conputer-assisted interviewing are now well established, while the
use of web-based services and Electronic Data Interchange (ED) is only just

begi nning. Electronic questionnaires can replace ordi nary paper questionnaires and in
some circunstances data can be collected directly fromthe information systens of
enterprises.

2. The increased use of conputers together with government support for an effective
comuni cations infrastructure will speed up the process of inplenenting web-based
services in Sweden. The Delivering and Receiving System (DRS) is an exanpl e of such
an initiative at the governnmental level. Wen fully developed, it will function as an
i nformati on bus for governnental organisations, enterprises and individuals.

3. To create the necessary conditions for an increased use of web-based services,
it is inportant that respondents feel confident that organisations such as Nationa
St

atistical Institutes (NSIs) treat the data with necessary care. Security issues
will therefore becone nore and nore inportant.

4, Thi s paper describes past experiences with the new technol ogies at Statistics
Sweden, the current status and where we are headi ng.

1 Prepared by Hans |reback
GE. 00- 30325
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. THE USE OF | NFORMATI ON TECHNOLOG ES | N SWEDEN

5. The | ast few years have brought a substantial nodernisation of technica
functions for electronic information services. There has al so been an i nmense

i ncrease in the nunber of users both in enterprises and househol ds who have the
technical prerequisites for using these services. Some interesting statistics are
presented in the European | NFO2000 Menber States Study (Statskontoret 1999). The
Swedi sh study on the use of the Internet was carried out in May 1998 and is the npst
far-reaching survey in the field to date. The survey was conducted by Statistics
Sweden at the request of the Swedi sh Agency for Adm nistrative Devel opnent and
conprised 6200 interviews with Swedish citizens aged between 18 and 64. The result
can be presented by subgroups and regional areas and is, anong other things, a

val uabl e source for seeing whether some groups or regions are |less well represented
t han ot hers.

6. The survey shows that 73% of the popul ation have access to a conputer at work
and/ or at hone. The nunber of conputers at hone has increased sharply. This is
partly because nost enpl oyees have the opportunity to buy a conputer through their
enployer. During 1998 nore than half a mllion conmputers were bought this way.

7. The survey al so shows that over half the adult population in Sweden (51% has
access to the Internet at work and/or at hone. This corresponds to about 2.6 mllion
people. The difference between ages is substantial: 80% of those in the 18-19 age
group have access to the Internet conpared to 30%in the 55-64 age group. The

di fference between genders is less significant; the figure is 53%for nen and 48% f or
wonen. The Internet connections are used frequently. Mre than 34% stated that they
downl oad documents and search databases on the Internet at |east once per week. Men
use the Internet nore often than wonmen (40% versus 27% . Self-enpl oyed persons are
the nost frequent users of Internet services such as e-mail, bank services and

dat abases. The pace of devel opnents since May 1998 is hard to estimate. Sone smaller
surveys indicate that access to conputers has increased 7% and to the Internet 15%
The tendency seens to be that the nunber of new PC-owners is decreasing while nore PC
owners are acquiring Internet connections.

8. These figures show that there exists an established base for the increased use
of web-based services for individuals and households in Sweden, as well as
enterprises.

1. TOOLS FOR VEB- BASED DATA COLLECTI ON

9. Statistics Sweden eval uates new net hods that may inprove the process of data
col l ection on an ongoi ng basis. |Inprovements can be achi eved by using new
technol ogi es for data collection and by reducing the reporting burden on respondents.
For exanple, a long-termgoal for Statistics Sweden is to offer all enterprises and
organi sations the possibility of returning information by neans of electronic
guestionnaires. Werever possible, these questionnaires should also be conbined with
functions that retrieve data fromthe respondent’s information system The rapid
evolution of the Internet has now reached a phase where the prerequisites are

avail abl e for applications of this kind. Today the web browser has nore or |ess
become the basic user interface. Organisations are starting to use electronic
qguestionnaires, some of themw th advanced functions and the potential to communicate
with the data collector’s database on the server side

10. An exanple of this kind of application is Statistics Sweden’s web questionnaire
for the Consunption of Electricity Survey. This application was introduced in 1999
and devel oped using traditional HyperText Markup Language (HTM.) techniques. It

i ncl udes validation of input through Java script but also through database
comuni cati on, and extensive back-end editing via stored procedures in the database.
The survey occurs on a nonthly basis and input data are checked agai nst previous

val ues. Respondents can obtain several tables with their own data as feedback from



CES/ SEM 43/ 19
page 3

the application. Communication with the database is inplenented using M crosoft
Active Server Pages and the application runs on Mcrosoft Internet Information Server.

11. However, this traditional approach has certain drawbacks. The |ack of standards
on the client side makes it difficult to devel op applications that work with al

comon browsers. HIM. has been used with such inventiveness that it makes web
applications hard to maintain. The use of Java as a standard | anguage for script and
conmponents sol ves sone of these problenms but requires new skills in the organisation
and will not decrease the burden of mmintenance. It is therefore natural that

organi sati ons search for new tools that will help themto create advanced el ectronic
guesti onnaires and applications w thout |ow|evel progrannm ng

12. Statistics Sweden is currently evaluating commercial tools that will facilitate
devel opnent by hiding as nuch of the detail as possible fromthe devel oper. \What
these new tools all have in conmon is that they exploit the possibility of extending
the capabilities of Internet browsers by adding conponents. A conponent could be a
pl ug-in, Java Applet or a Common Object Mdel (COM component. A conponent coul d be
kept quite small and the time required to download it the first time poses no
problems. This will open the way to increased use of advanced and intelligent

el ectronic questionnaires on the Internet.

13. There are several commercial tools designed for the devel opment of electronic
guestionnaires on the market. One example of COW based software is FornFlow 99. This
has been devel oped by Jet Form who have offered tools for designing and routing

el ectronic questionnaires for many years. The release of FornFl ow 99 marks the
conpany’s nove away froma proprietary formand data formats to Internet standards.

14. Superformis a Swedi sh conpany that has a suite of “fillers” designed for
different environments. Their |atest product, SuperForm Java Filler, extends
Superform s reach to other platforms. The questionnaire is inplenmented using a Java
Applet and its only requirement is that Java Virtual Machine is installed on the
client conputer.

15. We are also planning to eval uate products that are XM.-based. Exanples of
conpani es that offer tools of this kind are UN.COM and the Swedi sh conpany Fill-1In.
16. Anot her possible alternative we are investigating is to use standard packages

such as Wrd or Excel to create advanced questionnaires that could be adapted for use
over the Internet. Together with the possibility of using traditional Wndows
applications, this means that we now have a broad range of alternatives for

i mpl enenting el ectroni c questionnaires.

17. On the server side we have so far used Mcrosoft Information Server. W have
just started a pilot project evaluating Silverstream Application Server. Silverstream
is a conprehensive application server that allows corporations to build and depl oy
conpl ex HTML and Java applications. Silverstream provides support for applications
that are deployed to a very | arge nunber of users with functions such as | oad

bal ancing and fail-over. It also provides a multi-tier application devel opment

envi ronnent with support for COM and Common Obj ect Request Broker Architecture (CORBA)
objects. Conpared with the Mcrosoft environnent, it has a nore integrated tool set.

18. It is inmpossible to predict the outcone of all these activities, but they wll
hopefully lead to us having a recomended set of tools by the end of this year. In
order to reach our long-termagoal, it is inmportant that this set of tools is flexible

and matches our needs, and that it can easily be integrated with our environnent.
I11.1 Extensible Markup Language (XM)

19. Ext ensi bl e Markup Language (XM.) is best known as a data format for structured
docunent interchange. Like HTML it is a markup |anguage, but XML is rmuch nore
suitabl e for describing what kind of information the document contains and how it is
organi sed. Furthermore you can define your own tags and thereby create your own XM
i npl enmentation. XM is expected to benefit e-comerce by enabling different systens
to comuni cate business transaction information in a known format. One of the
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problems with Electronic Data |Interchange (EDI) standards |ike EDI FACT (EDI for

Admi ni stration, Commerce and Transport) is that the definition of the formats is
conplicated and i nmpl ementations often require nore or |ess conmplex installations of
speci al software for converting messages to the internal systens. XM is therefore
often nmentioned as a replacenent for traditional EDI. It is, however, easy to forget
that EDI standards |ike EDI FACT represent a uni que knowl edge of business processes.
Documents and data types represent many years of work by conpetent people all over the
world. EDI has therefore beconme a commopn standard, especially for |arge enterprises,
which are unlikely to abandon EDI solutions in the near future. However, XM
docunents on the Internet offer small and medi um sized enterprises that have not
invested in ED solutions the possibility of electronic data interchange. The XM
syntax is easy to use and XM. documents can be understood by both conputers and
humans. Shortcomings like the |ack of data-type declarations will probably be sol ved
in the future. XM. will also increase the potential for using standard software
products. All major web browsers are expected to support XM. in the future. Open
source frameworks such as Mcrosoft’s BizTalk will house XM. schemas (or contracts)
for devel opers using XM.. Work on standardisation issues is also being carried out by
the United Nations body for Trade and El ectroni c Busi ness (UN CEFACT) and the

Organi sation for the Advancenent of Structural Standards (OASIS).

20. Gartner Group estimates that in the year 2003
- 30%of all EDI will be XM.-based

30% of all EDI will be handl ed via bridges between XM. and traditional ED
( EDI FACT/ ANSI  x. 12)

40% of all EDI will be traditional EDI.

21. XML can al so be used to define validation and navigation rules for electronic
guestionnaires. One exanple of such an initiative is eXtensible Forns Description
XFDL. A proposal that will address this issue (IQW) has al so been accepted within
the EU s 5'" Framework Programre.

22. The conbi nation of XML and Java is very likely to becone a common base for new
techni cal solutions and services. XM offers techni que-i ndependent data exchange and
Java of fers techni que-i ndependent code execution. Together they can make it possible
to build solutions involving intelligent electronic questionnaires that do not need
frequent and time-consum ng conmuni cati ons with the web server.

I V. SECURE ELECTRONI C COVMUNI CATI ON
IV.1 Major considerations

23. The three major considerations for effective IT security are confidentiality,
aut hentication and integrity. These issues are discussed further in the follow ng
sections.

IV.1.1 Confidentiality

24. Confidentiality means that information is unavailable to those who are

unaut hori sed to access it. The inportance of confidentiality can vary in different
surveys. For exanple, in the case of Structural Business Statistics the concept of
confidentiality is extrenely inportant. |If an NSI allowed a breach of confidentiality
and enterprise information was stolen, the NSI would |lose credibility and the
enterprise could be harned.

IV.1.2 Authentication

25. The nost common inpl ementation of authentication is the use of passwords and the
nmost common form of security breach is the conprom sing of these passwords. Using
strong authentication and el ectronic identity cards or single-use password devices are
sonme of the steps that can be used to prevent unauthorised access to sensitive
information. Strong authentication is performed by a chall enge/response nmechani sm
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whi ch has the property that verification does not require know edge of a password or
any ot her secret information.

IV.1.3 Integrity

26. Integrity ensures that information cannot be nodified in unexpected ways. A
loss of integrity could result from human error, intentional tanpering, or other
external events. The consequences of using inaccurate information can be serious.
This issue also involves neasures to prevent repudiation, i.e., to prevent senders
fromclaimng that they did not actually send the nmessage. This technique, which

i nvol ves encrypting a piece of data with a private key, is called a digital signature.

27. A security strategy should be based on all three of these considerations.
Dependi ng on the individual needs of the survey, various |evels of enphasis should be
pl aced on each aspect.

V.2 Public Key Infrastructure (PKI)

28. The PKI is the nost conmmon security technol ogy for web-based services on the
Internet. There is support for the PKI in standard browsers such as Navi gator and

I nternet Explorer through the SSL protocol (Secure Sockets Layer). The PKI provides
mechani sms based on public key cryptography to support security services such as

aut hentication, integrity and confidentiality. To understand how the PKI functions, a
basi ¢ know edge of the nechanisns involved is required.

IV.2.1 Encryption

29. Encryption is the process of applying an algorithmto a message. The al gorithm
scranbl es the data and makes it very difficult and tine consum ng to deduce the
original if only the encoded data is available. Inputs to the algorithmtypically

i nvol ve additional secret data called keys, which prevent the nessage from being
decoded even if the algorithmis publicly known.

30. The strength of the encryption is dependent on the nature of the mathematica

al gorithm and the size of the keys involved. Under United States regul ations, the

I ength of the key that can be used in exported software is limted. Unfortunately the
40-bit encryption limt that has been in force until recently has proved to provide
little security fromattack. Each extra bit in the key doubles the tine needed for an
attack and nost experts now claimthat 128-bit keys are required to ensure reasonabl e
confidence for vital areas such as electronic comerce. Many non-US conpani es have
now devel oped add-on cryptographi c products, using 128-bit or |onger keys.

31. On 16 Septenber 1999, the Wiite House announced a new encryption policy allow ng
for the export of software of any key length to any country except for, what the
Unites States consider as, the seven state supporters of terrorism This new policy
was expected to be published on 15 Decenber 1999 but has been postponed unti

14 January 2000. Once it is published, software devel opers expect to start making
products and product updates that contain strong encryption and will be available to
customers worl d-w de.

IV.2.1.1 Synmetric cryptography

32. In symetric cryptography the encryption algorithmrequires the sane secret key
to be used for both encryption and decryption. The advantage of these algorithns is
that they are fast and efficient. However, the problemis that of key exchange.
There nmust be a nechanism for safely ensuring that both parties, the sender and the
recei ver, have the secret key.

IV.2.1.2 Public key cryptography (Asymetric cryptography)
33. One solution to the problem of key security, used in the PKI, is asymretric

cryptography. This process uses two keys that are mathematically related. One key is
called the private key and is never revealed, and the other is called the public key
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and is freely given out to all potential corespondents. A sender uses the receiver's
public key to encrypt the nmessage. Only the receiver has the related private key to
decrypt the nessage.

IV.2.2 Digital signatures

34. Digital signatures involve swapping the roles of private and public keys. If a
sender encrypts a nessage using his private key, anyone can decrypt the message using
the sender's public key. A successful decryption inplies that the sender, who is the
only person in possession of the private key, must have sent the message. This also
prevents repudi ation, that is, the sender cannot claimthat he did not actually send
the nmessage. A piece of data encrypted with a private key is called a digita
signature. Conmon practice is to use a nessage digest as the itemof data to be
encrypted. A nessage digest is a digital fingerprint of a message, derived by
applying a mathematical algorithmto a variable-length nessage. There are a nunber of
suitable algorithms, called hash functions. A nmessage digest can be used to guarantee
that no one has tanpered with a message during its transit over a network. Any
anmendnent to the message will nean that the nmessage and digest will not correlate.

IV.2.3 Digital Certificates and Certificate Authorities

35. A digital certificate is an itemof information that binds details about an

i ndi vi dual or organisation to their public key. To make the public key certificates
general |y avail able, they should be published in a network directory. The nost w dely
accepted format for digital certificates is the X 509 standard, which is applicable to
both clients and servers. Wth access to soneone's certificate and the public key, it
is possible to carry out secure comruni cati on as descri bed above.

36. An organi sation that creates and signs certificates is called a Certification
Aut hority (CA). A CAis a comonly known trusted third party, responsible for
verifying both the contents and ownership of a certificate. The term Certification
Service Provider (CSP) can also be used for this kind of organisation. Digita
certificates include the CA's digital signature, i.e. information encrypted with the
CA's private key. This neans that no one can create a false certificate. The public
keys of trusted CAs are stored for use by applications |ike web browsers. If for sone
reason a certificate has to be revoked, it will be added to a Certificate Revocation
List (CRL). The CA nmust mamintain a CRL corresponding to the certificates issued. One
CA's certificate can be used to verify other CAs’ certificates. This is called cross
certification of certificates and nakes it possible to use a top node to verify
certificates fromdifferent CAs. This technique could be used for reducing the

probl ems involved in managi ng keys fromdifferent CAs.

IV.2.4 The electronic identity card

37. A very secure holder of information and private keys is the electronic identity
card (EID card). The EID card is based on a smart card, i.e. a plastic card equi pped
with a mcroprocessor chip. The mcroprocessor has a tanper-resistant nenory

contai ning private cryptographic keys and digital certificates related to these keys.
This makes it possible to use strong authentication, decryption and digita
signatures. It enploys digital technology to secure digital information in an

anal ogous way to the securing of ordinary paper docunents by envel opes, seals and
hand-witten signatures.

38. The private key stored on the card is only used in the mcroprocessor’s interna
operations and is never exposed outside the card. It is not possible to copy a
particul ar card by analysing the inputs and outputs. Digital signatures and

aut hentication based on EID cards can therefore be regarded as very safe.

39. Access to the EID card is protected by a short secret code called a PIN
(Personal ldentification Number). There are also products on the market that use

bi ometrics nethods, e.g. fingerprint technology, as an alternative to the PIN code.
In the future it will also be possible to use the EID card in combination with nobile
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phones. This will open up interesting new possibilities if conmbined with web services
based on Wreless Application Protocol (WAP).

40. Standards for cards and card readers are pronmoted by the PC/ SC wor ki ng group and
Open Card Framewor K.

V. CURRENT SI TUATI ON | N SWEDEN
V.1 CAs and EI D cards

41. The Swedi sh Agency for Adm nistrative Devel opnent hel ps to devel op Swedi sh

adm nistrative policy and is pronoting work to ensure that the electronic
infrastructure in the public sector is open and secure. One of the agency’ s tasks is
to draw up framework agreements for |IT and tel ecommuni cations use in public

adm ni stration. One exanple of such a framework is the agreement with the Swedi sh
Postal Authority and Telia (a tel ecomoperator) on secure comuni cati ons services for
public services. The Swedi sh Postal Authority and Telia are both acting as trusted
third parties. They are CAs and issuers of EID cards.

42. The growing interest in the possibility of exchanging information securely over
the Internet has so far led to nost wi despread inplenentation in the area of

el ectroni ¢ banking. One of the nmgjor Swedi sh banks, Nordbanken, started using EID
cards in Decenmber 1997. During 1998 the bank provided over 39 000 custoners with EID
cards.

43. One of the problems currently under discussion is the managenent of certificates
fromdifferent CAs (cross certification). For instance, certificates fromthe banks
are not publicly available as they are handled internally by the banks. One solution
di scussed is to create a top node that identifies the organisations that act as CAs.
Several governnental authorities have been suggested as top node. However, it is not
cl ear whether this top node should be the responsibility of a governnental authority
and di scussion still continues. An alternative could be an accreditati on organi sation
that is used in other contexts, e.g. for 1SO certification

44, It is also inportant to coordinate this work with expected devel opments in the
EU Menber States. A new EC directive sets a framework for digital signatures. This
directive deals with the use of certificates issued in different Menber States. The
new EC directive is expected to becone |aw in Sweden in 2001. Sweden is also active
in international standardisation work through the non-profit organi sati on Secured

El ectronic Information in Society (SEIS).

V. 2 Internet applications at Statistics Sweden

45, In the web applications that Statistics Sweden has devel oped so far we have used
Secure Sockets Layer (SSL) security. The respondents at organi sations or enterprises
use passwords as authentication. SSL is activated through a certificate that is
installed on our web server. On the client side SSL is supported in both Netscape
Navi gator and M crosoft Internet Explorer. However, our current server certificate
supports only 40-bit encryption. Since 1997 sone banks have obtai ned perm ssion to use
stronger encryption using a 128-bit key-length. As described earlier in this paper
the US Government expects to allow the export of keys of any length in the near
future.

46. In the nmeantinme, we are working on a test inplenmentation of a PKI solution with
non- US cryptographic software. The survey being used is the Structural Business
Statistics, which offers a subset of the enterprises (1000) an Excel questionnaire

i nstead of the paper questionnaire. This approach will have the follow ng properties:

It will be possible to downl oad the questionnaires fromour web server.

Different |levels of security will be offered. For sone surveys it is sufficient if
only the data (the answers) are encrypted for sending to our server. |If a higher
security level is necessary the whol e questionnaire can be encrypted and provi ded
with a digital signature to achieve non-repudiation.
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It will be possible to use certificates and EID cards.

The server software will be able to conmunicate different nessages, e.g. editing
errors, fromour database to the client questionnaire.

47. This pilot will use Excel, but the software required for adapting the Exce
guestionnaire can be used with other types of tools since its functionality is exposed
t hrough an Application Programing Interface (API).

V. 3 Reduci ng the respondent’s burden

48. A prom sing approach for reducing the burden of adm nistrative reporting on
enterprises is to use information already available in the enterprises’ informtion
systens. An EU project called TELER (TELematics for Enterprise Reporting) has proved
that this concept is viable. There are, however, a nunber of problens that remain to
be solved. ©One of themis the need for harnoni sed netadata at the data collector and

the enterprises. 1In Sweden, we have the option of using the BAS system which is a
wi dely used system for standard accounts. This makes it possible to map statistica
vari abl es onto accounts in enterprises’ book-keeping systems. In the TELER trials,

Statistics Sweden used both the prototype EDI SENT, devel oped within the project, and
our own software, called IFK. The BAS standard makes it possible to define the
mappi ng of statistical variables onto accounts before the questionnaire is

di stributed. The actual extraction of data fromthe book-keeping systemto fill in
the questionnaire is done via a file at the enterprise. The respondent can verify the
information in the questionnaire and add entries for variables where no mapping is
defi ned.

49. We are now devel opi ng the mapping nmodule further to nmake it work with different
types of questionnaires. W have recently started work on adapting the Exce
guestionnaire used in the Structural Business Statistics Survey. Qur planis to
conduct trials with this adapted questionnaire later this year. The enterprises
needed for these trials will be selected fromthe 1000 enterprises that already are
of fered the Excel questionnaire.

V. 4 Delivering and Receiving System ( DRS)

50. The broad acceptance of the Internet nakes it possible for public organisations
to offer increased services to citizens and enterprises. A necessary prerequisite is
that the information exchanged will be standardi sed and secured. The DRS was

originally an initiative froma working group called Top Managers Forum |ed by the

M ni ster of Finance. As the work has continued, the Swedish Agency for Adm nistrative
Devel opnent, the National Social |nsurance Board and the National Tax Board have
assunmed leading roles. Statistics Sweden is a nenber of the DRS Forum and the DRS

Wor ki ng Group. DRS is expected to become an inportant part of the Swedish informtion
infrastructure in the next few years. The costs for managi ng the exchange of

i nformati on between public authorities can be reduced drastically when the process can
be standardi sed and carried out via the Internet. One of the main functions in the
DRS concept is the standardi sed |abel that is attached to every docunent or nessage
sent. This label is created as an XML docunment and contains informati on about the
sender, receiver and type of docunent. DRS does not require standardisation of the

docunents or data files that are exchanged. It is therefore technically possible to
exchange all types of documents. However, this neans that the communicating parties
still need to agree on the data formats used in exchanging formation

51. The potential exists for a nunber of new electronic services for citizens,

enterprises and public authorities. An inportant element of DRS is the integration
with security services based on agreements involving CA services and EID cards. The
first version of DRS is now avail abl e and supports secure conmuni cati on between
governmental organisations. Future versions will also extend to enterprises and
citizens. For instance, in the future (in 3-4 years’ tinme) the Tax Board expects that
a mpjority of Swedish taxpayers will use the Internet to submt their tax returns.
This inplies that the concept of EID cards will achieve broad acceptance in the

soci ety.
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SHS is also expected to help the public authorities in their efforts to collect
specific information froma respondent only once. By defining agreements in the DRS
system information collected froma respondent can be distributed to severa
different authorities.

52. It remains to be seen if the expectations of governmental initiatives |ike DRS
CA top node and EID cards will achieve wi despread acceptance. An NSI |ike Statistics
Sweden i s dependent on mejor authorities such as the Tax Board and the National Socia
I nsurance Board acting as the driving forces in devel opment. These authorities
provi de the services that will notivate enterprises, organisations and individua
persons to acquire the necessary conmponents, such as certificates and EID cards.
However, even without this infrastructure it is possible to develop and use I|nternet
data collection applications on the basis of existing environments and tools. For
many surveys a standard SSL sol ution with password authentication will be sufficient.
The new encryption policies announced will also create the potential for increased
security for these types of applications.

53. The rapid evol ution of tools for devel oping Internet applications together with
the broad acceptance of the Internet yields exceptional prospects for the w despread
use of web-based services. This will mean cost savings and other benefits for al
actors invol ved.
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