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1. La Comisión, en su 150 período de sesiones, examinó dos informes de la Secretaría
que se ocupaban en parte de los problemas jurídicos derivados del procesamiento automático
de datos. Uno de los informes contenía un examen de ciertos problemas jurídicos que se
plantean en las transferencias de fondos por medios electrónicos (A/CN .9/221). El
segundo informe contenía un examen de la labor de otras organizaciones en la esfera de
los documentos para el transporte, con especial hincapié en el efecto del movimiento
de facilitación del comercio y del uso del procesamiento automático de datos en la
preparación de esos documentos (A/CN.9/225).

Con respecto a las transferencias de fondos por medios electrónicos,

"La Comisión decidió que la Secretaría, en cooperación con el Grupo~de

Estudio sobre Pagos Internacionales de la CNUDMI, comenzara a preparar directrices
jurídicas sobre las transferencias de fondos por medios electrónicos .•• Asimismo,
se pidió a la Secretaría que presentase en un futuro período de sesiones de la
Comisión un informe sobre el valor jurídico de los registros computadorizados
en general." 1./

3. Con respecto a los documentos para el transporte, "se acogió con beneplácito
la sugerencia cOntenida en el informe de que la. Secretaría continuara observando los
acontecimientos en esa esfera y se pidió a ésta que mantuviera informada a la Comisión
del curso de acci6n que adoptara en el futuro." gj

1/ Informe de la Comisión de las Naciones Unidas para el Derecho Mercantil
- 0-Internacional acerca de la labor de su 15 período de sesiones, Documentos Oficiales

de la Asamblea General, trigesimoséptimo período de sesiones, Suplemento N. 17.
~A737717), parro 13.

~I Ibid., párr. 104.
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4. Con posterioridad al 150 período de sesiones de la Comisión, su Secretario
recibió una carta de fecha 23 de noviembre de 1982 del Secretario Ejecutivo
de la Comisión Económica para Europa, quien la enviaba a petición del Grupo
de Trabajo sobre facilitación de los procedimientos comerciales internacionales,
organismo patrocinada conjuntamente por la CEPE y la UNCTAD. En la. carta,
que se reproduce en el anexo I, se describen las actividades del Grupo de
Trabajo con respecto a la teletransmisión de datos comerciales. A la
carta se adjuntaba también el documento TRADE/wp.4/R.185/Rev.l, que se
presentó al Grupo de Trabajo en su 160 período de sesiones, celebrado en
septiembre de 1982. En ese documento, que se reproduce en el anexo II, se
describen los problemas de tipo jurídico con que tropezó el Grupo de Trabajo
al realizar esas actividades, y se exponen sugerencias de actuación en los
foros internacionales pertinentes. 3/

5. En ese documento se llegaba a la siguiente conclusión, que fue apoyada
por el Grupo de Trabaj o: .

"Es urgentemente necesario tomar medidas internacionales para establecer
normas con respecto a la aceptación jurídica de los datos comerciales
transmitidos por telecomunicaciones. Dado que este problema es •
esencialmente de derecho mercantil internacional, parece que la
Comisión de las Naciones Unidas para el Derecho Mercantil Internacional
(CNUDMI) debe ser el foro central" (TRADE/wp.4/R.185/Rev.l, párr. 4)

6. El Grupo de Trabajo, en su 160 período de sesiones, pidió a la Secretaría
de la CEPE que enviara el documento a la Comisión y a otras organizaciones
internacionales que tuvieran competencia en aspectos concretos de los problemas
jurídicos identificados. En el informe del período de sesiones también
se indica que

"cuando la Secretaría de la CEPE transmita el estudio a las secretarías
de la CNUDMI y de otras organizaciones internacionales interesadas,
debería mencionarse la importancia que para el comercio mundial tiene
encontrar soluciones pertinentes para todos los sistemas jurídicos
sin demoras indebidas.!' (TRADE/wp.4/l4l, párr. 15)

7. En la respuesta de la Secretaría de la Comisión a la carta del Secretario
Ejecutivo de la CEPE se exponían las medidas que ya había tomado la Comisión
pertinentes para las cuestiones jurídicas que se plantean en materia de
procesamiento automático de datos. Además, con objeto de determinar la
amplitud de las medidas de coordinación que la Comisión pOdría acometer a •
este respecto para establecer el cuerpo jurídico básico en la esfera del
derecho mercantil internacional, se envió a las organizaciones internacionales
a las que se había enviado la carta de la CEPE una copia de la respuesta,
con una petición de información sobre cualesquiera de sus actividades
pertinentes. Las respuestas recibidas por la Secretaría reflejan un interés
generalizado en diversos aspectos de estos problemas.

Conclusión

8. La Comisión ya ha decidido adoptar ciertas medidas relacionadas con las
preocupaciones expresadas por el Grupo de Trabajo cuando decidió preparar
una guía jurídica sobre las transferencias de fondos por medios electrónicos
y cuando pidió a la Secretaría que presentara en un futuro período de

3/ En el anexo II se reproduce el documento tal como se recibió de
la CEPE, en uno de sus idiomas oficiales (francés, inglés o ruso)
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sesiones de la Comisión un informe sobre el valor jurídico de los registros
computadorizados en general. Además, la Comisión ha expresado su interés
en el efecto de la teletransmisión de datos comerciales sobre la preparación
de documentos para el transporte. Análogamente, otras organizaciones
internacionales han iniciado actividades en sectores en los que son
especiaJ..mentecompetentes. Sin embargo, si estas actividades no se coordinan
correctamente, podría llegarse a resultados incongruentes y podrían pasarse
por alto problemas importantes.

9. La Comisión tal vez desee convenir con el Grupo de Trabajo sobre
facilitación de los procedimientos comerciales internacionales en que los
problemas jurídicos identificados en el documento TRADE/WP.4/R.185/Rev.l
son importantes para el comercio internacional y en que deben encontrarse
sin demoras indebidas soluciones pertinentes para todos los sistemas
jurídicos. La Comisión tal vez también desee convenir con el Grupo de
Trabajo en que, dado que este problema es esenciaJ..mente de derecho mercantil
internacional, parece que la Comisión debe ser el foro central para tomar
y coordinar las medidas nec~sarias.

10. La Secretaría tiene inten~ión de presentar al 170 período de sesiones
un informe sobre las medidas que la Comisión podría adoptar para coordinar
las actividades en esta materia, teniendo presente las esferas de competencia
de las diversas organizaciones internacionales interesadas .
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ANEXO I

Carta de fecha 23 de no~iembre de 1982 dirigida al Secretario de la Comisión
de las Naciones Unidas para el Derecho Mercantil Internacional por el

Secretario Ejecutivo de la Comisión Económica para Europa

Estimado Señor:

Los requisitos en materia de documentación contenidos en los reglamentos
y prácticas establecidos para el comercio internacional entrañan altos costos
para la comunidad comercial y las autoridades interesadas. Suele calcUlarse
que el costo de la labor de cumplimentación de un gran número de formUlarios
-para preparar aproximadamente cien documentos distintos- en los que se
presenta información para vender, despachar, transportar, asegurar y pagar
bienes, así como para cumplir los requisitos en materia de exportación/importa
ción, representa en promedio el 10% del valor de los bienes.

El Comité de Desarrollo del Comercio, órgano subsidiario principal-de la
Comisión Econ6mica para Europa, a fin de limitar esos. altos costos, estableció
en 1963 un Grupo de Trabajo sobre facilitación de los procedimientos comerciales
internacionales. El Grupo de Trabajo elabOró una norma, recomendada por la
CEPE, que actualmente se acepta con carácter mundial, sobre el formato de los
documentos para el comercio, que ha permitido que las empresas que utilizan
documentos comerciales ajustados a esa norma reduzcan muy considerablemente
los costos.

Tras la introducción de nuevos adelantos técnicos, la atención del
Grupo de Trabajo se ha alejado durante los últimos cinco años de la normali
zación de documentos, y actuaLmente se centra en la normalización de los
datos utilizados para las transacciones comerciales internacionales y el
intercambio automático de tales datos.

En la actualidad se transmiten automáticamente muchos tipos distintos
de datos mediante terminales "inteligentes" y se han materializado
plenamente los beneficios económicos derivados del intercambio de información,
rápido y sin errores, para la adopción de decisiones y de nuevos métodos
de procesamiento automático; actualmente se están haciendo considerables
esfuerzos en los planos nacional e internacional para aprovechar el aumento
de productividad que se derivaría de la vinculación de las computadoras con otras
máquinas de oficina mediante distintas técnicas de telecomunicación.

El Grupo de Trabajo sobre facilitación de los procedimientos comerciales
internacionales, en su labor sobre normalización de los. datos comerciales y
armonización de las normas para el intercambio de esos datos, ha identificado
algunos problemas de carácter Jurídico que no tiene intención de seguir
examinando, ya que es necesario resolverlos en un contexto más amplio que el
de la facilitación del comercio. Entre las cuestiones relacionadas con
estos problemas figuran las siguientes:

~Pueden admitirse los datos teletransmitidos como pruebas en los
tribunales? y
~Pueden aceptarse para el despacho de aduanas los datos teletransmitidos'l
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El Grupo de Trabajo, en su 160 período de sesiones, celebrado en
septiembre de 1982, tomó nota del documento TRADE/VlP.4/R.185/Rev.1, presentado
por las delegaciones de Dinamarca, Finlandia, Noruega y Suecia, en el que se
señalaban los principales problemas de carácter jurídico que el Grupo había
encontrado en su labor y se hacían sugerencias de actuación en los foros
internacionales competentes.

El Grupo de Trabajo pidió a la secretaría de la CEPE que transmitiera
el documento a los órganos internacionales mencionados en el estudio y a otras
organizaciones internacionales pertinentes:

"a fin de que sus respectivas secretarías expongan los problemas
planteados en el documento a sus órganos competentes para llegar a un
posible acuerdo sobre la labor internacional encaminada a armonizar
las normas relativas a estas cuestiones".

(TRADE/VlP.4/R.185/Rev.1, párr. 5)

En este contexto, el Grupo de Trabajo pidió a la secretaría que mencionara
en la comunicación por la que se transmiti~íael documento TRADE/wp.4/R.185/Rev.l,
que

" era urgente ofrecer seguridad jurídica a las partes comerciales
que contraigan obligaciones o adquieran derechos por medios distintos
de los documentos tradicionales escritos."

y que subrayara

" . . •. la importancia que para el comercio mundial tiene encontrar
soluciones pertinentes para todos los sistemas jurídicos sin demoras
indebidas •.•• ".

(rP~E/WP.4/141, párr. 15)

Por correo aparte le epvío ejemplares del documento titulado "Legal
Aspects of Automatic Trade Data Interchange" (TRADE/wp.4/R-:.185/Rev.l),
publicado en octubre de 1982; pueden enviarse más ejemplares si se solicitan.

La presente carta se envía a las secretarías de las organizaciones
mencionadas en el estudio, es decir, la CNUDMI, la OCDE, el CCA y el CICE,
para que estudien las posibles medidas. Se envía también, a título de
información, una copia de la carta y su anexo a las siguientes organizaciones:
Centro de las Naciones Unidas sobre Empresas Transnacionales, UPU, UIT, OACI,
aMI, CEMT, Consejo de Europa, OII, UNIDROIT e lATA.

Aprovecho la ocasión para reiterarle las seguridades de mi consideración
más distinguida,

(firmado)

Janez Stanovnik
Secretario Ejecutivo

Comisión Económica para Europa

•

•
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1. An important legal aspect of work on facilitation of international trade
procedures is the acceptability of autolll8tic data trans1llission to replace the
movement of data by traditional paper documents and the resolution of legal
ins'ecurity that may arise through utilization of new techniques. Tbe use of
modern translllission methods i1;1 international trade, transport and payments
depends on the legal. force given to the information thus tran.slllitted. Tbe
problem is more extensive than that of agreement betTIeen trading partners
alone, since the principle of contractual freedom is limited by specific legal
requirements of national or international law.

2.

e.
Amongst important questions asked are the following:

Can teletranslllitted data be accepted for Customs clearance and other
purposes such as the procedure for effecting international payments?

Are teletransmitted data admissible as evidence in Court?

Does sUcheridence rank in the same way as a traditional document?

Does authentication by electronic means equate with a traditional
signature?

3. Tbe purpose of this doe:ument is to outline what needs to be done· and
why - and to suggest, even though to a limited' extent, how and where action
might be taken. 'lbe paper has been. prepared on the initiati.ve of the Nordic
Legal Committee, with the aid 0 f funds from the Nordic Council of Ministers.
It is presented jointly by Denmark, Finland,Norway and Sweden.
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4. !he document concludes that Chere is an urgl!l1t t1eed fat: interuatiOtlal
action to establish t:'l1les regariinl legal acceptance 0 f erade data ermsmic:ac:i
01' eeleCO'lllllUnicatiOtls. Si.nce thu is essencially a ~obl_ of incenl&tional
erade law, d'le f11.itec:i NatiOtls Coaaissi011 fOt: tntenaciocal !=ade Law
(tmCtDAIJ would.ap-peat: too. the central forcm. !he work eould oe ul1dertaktm
in eo-operac1on with ene Cl.IsC01llS Co-operation CoUZlcil (eeC)., wich is actively
engapdi4 establistling :ules coq,cerm.ng ilDpO~ant aspects of administrative
law; with cbe ~lmisaciOl1 fOl:" !cOtlomicCo-o"erat1Qn andt)evelopalCt (OZen)
fot: aspects relaced to transoorier ciaca flows; anei vien other inte~tiocal

O1:'laUaciou, such .s en. Incem.&ciOlUl Chambe of eo-.:ee C1:ce), iD. en·.
eo...rcul field, to ensue eO'tllt'acibilicy.

5. 'rh. UTI/ECZ Waning '211:1:" 011 racilicaeioa of Ineemacioaal 1':'ad.
''rOclldures is inviced to tue t10ca of Cb. pa~ and 1;0 :-equ••e en. Eel
secretari..ac:. to eratlSlllic co"ies Co dle .oov......eiOll.d ad othaz:o relftlUle
intanaeioa.al oqanuaeions, i4 oriar Chae cnaiz:o res"cei". s.crecaz:oiac.. a,.
b't"ing f01:'Wud ttl. ~bL... :-aisd iA dle pe".. Co their coaqaetae Dodi.sfot:'
possible acneaenc 011 incanaciO'lUl _«"le a~ ae b&2:'lllOcd.3R I:Ules conc:.~
Ch... _et.:s. •

•
!!.5!.: In this :-svisad vesioa l2linot: chang.es tlave oean introducacl it1

para~al'bs U, 44,74,101, lOS, UQ, U6, U1, US.md 145; • few
ed.:1t=:l.al • ease:. hin'e also bee made.
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1. IN'mODUC'I'ION

1. InternatioQ.al trade generates a large ntmlber of different procedures - a
subject that was addressed by the No~ic Legal Co'llllllittee some time ago
(Cf. NOB.DIPROSpecial Paper No. 1 '''lbe Export Contract as a Management Tool,
Oslo, Marcb 1978). 'traditionally, the info'nlation (data) required for these
procedures bas been translllitted. Cbrough paper documents. 'rhe more obvious
handicaps of Cbis traditional method - which bas been estimated to represent a
cos t 0 f 7-10 per cent 0 f the value of tbe goods tradel:i - can be sU1lllUrizedas
follows:

too man.y docu1llents· an used or required;

doCU1De11ts are too CODlltlicated and often contain botb too many and
unnecessary data;

• tbe same data are repeated in many docu1llents;

- the lIOVe1llel1t· 0 f ..sential doCUJJMmts takes too long, and frequently
leads to severe delays in securing release of goods at des tination.

2. During the last decade there bave been major· developments both in
aut01lUlticdata processing (Al)P) and in telec01llllUnications, and further
develol'lllentsare expected. 'lbe cost of the necessary equipraent is steadily
decreasing; the use of ADP is spreading to all areas of society. Naturally,
tbose involved in international trade wisb to utilize modern technology to
acbieve less costly and more effective bandling of trade d.aca.

•

3. All this bas led to the creation md growing use of standard trade data
elements and their coded t'e.l'J:'esentation. as vell as standards for tntercamge
protocols and C01IIIIUD.ication systema. It is increasingly apparent • bowever.
cbat lack of agreed legal solutions, i.e. legal standards - as distinct &om
purely technical scmdards - "1' becOlle a major obstacle in this field of ADP
development •

4. Major econolllic gains would resul t &0111 a cbmge-over to ''non-paper
docu1De11taCion", since 1Il&11y of the difficulties cODDected with present-day
trade and transport procedures could be eliminatecl. The effects of new
methoclswould extend to other areas also. witb seconclary savings and other
positive results. "Non-palter" data bandlingwould lIlean:

fewer errors. since data would be transmitted and controlled by
machines. thus eliminatingenors whicb often occur tbrough manual
transmission of information;

better cash flow 1Il&11agement, with consequential financial savings;

availability of data -for direct use in t:'aders' O'm ADP systems •
e·.g. accounting, stock .and production management, and a vide range of
in-hous e s tatis tics;
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bigbe1:' quality 0 f. a.atiO'lUl and i.a.teruatioual trade aud trana'PC)rt
statistica, sinca these would be based on stauc:lariued daCa goveJ:Ued
by exact bU'lDOl1ued defi11itious;

fewer llliaU11de-rstaudings (through inaccurate cranslatiou) owing ee use
of iD.CernatiOt1al s tal1darrl data ele1lleU.ta md codes;

- Mftar tU%'U-u'ouud of sbip. i.n port, sin.;. the nec.ssarydata would
be availab la before Cbe anival of Cbe goods.

-.
s. l)avelopiug. cOU11trias, in particular, would. b.efit fro. s94tedier
clearanca of sbips and of goods, atid &oa si.mlJlified Pl"ocedurQ aud che
oppo"L"tuGity for Il101"41 efficient <leciaion1laking off~d by the use of "
standarrlued data. 'the aqument, sOlD8ti.s putforwarrl, Cbatdeveloping
cOimtries sea a disadvantage in COlIllNtC's rep.lacing people is Q,ot supp0r1;ed io.
practice for tbe following reasons. lirst, it W"ould. not <lirectly affect a
gt"eat 111Imber of people; in fact, ADP would. lII01"e es-pecially conceru qualified.
Civil Servants - who are in ~eat deDl&l1d. ill these countries. Further, tbe
i.D.troduction of ADP would be gradual. 'l'he iJ:zq)ortauce of aut01Jlac:.ad. pt"acedures •
bas already bee accepted. ill any developing countries - and ia.troduced iD.
.ome of thelll - particularly in coanexiol1with uill eX'PC)rt ice1llS.

6. It lIIUSt be stressed Cbat tradicional doc:umel1t.1 would not be cO'llll'letely
abolished. 'l'hey would remain a fact of life in tracle wich certain countries,
or for certain CYl'8s of t~ansactions. '!bere is a.otbiD.gd~amaticabout Che
i.D.troductiOl1 of "p.partess" proceduns i%l intemsatioul tracie:. it· cal1 be
~cted to c:ake place, sc:.ap by .tep, wb8Q tbeparties caa.cened feel assured
tbat it would be totbeir autu..l advantagell1d would. 110t affect Cbei:'
individual pz:'oper interQ ts. I%1 allY case, data Pl"ocessed al1d transuU.tted
aut:01llatically .y still be _de visible on 'P&})e'l" (e.g. by pri,nt""'OUt). 'l'he
paper document will tbus <:Ol1CiD.ue Co play its role iD. illtenational trade
pz:'ocedurQ at Cbe same time as mderu ancl lII01"e efficiat .thoda fo~

pz:'ocluctiou a~d crans1llissiol1 of. data a-re incroduced.

7. 'the use of ADP in inclus try ancl trade is already widesPl"ead. Bnte'1"l"1"ises
have develoil4td in-house syst.. and bave securecl special pe1"lllusion for
acceptance and clearauce of cl&ta trausuU.tted ee ce'l"tain authorities by
automatic aaeans. Certain c01DlD8-rcialbanks bave establisbed the "Society fo-r •
Worldwide Interbank Financial Telec01llllU11icatiol1" (SlJIJ''r) , thereby int'l"Oducia.g
a aaessap-swiccbing systelll wbicb could be used as a base 011 wtlicb to build a
full electronic fU11ds transfer systelll. c.ar~iers and f01:'WardU's are working to
devel09 automatecl 5ys telllS for tbeir OW!S purposes, al1d in raanycountries trials
are being cOttducted by It"Oups 0 f firms npreseuting differeut cra<ie interes ts
Co Cest tbe possibility of a utcbing full erade data interchange systelll.

8. 'the efforts of governtlle11t officials and a.acioa.al coade facilitatiot'l
expe-rts vithin tbe unyinteruatiol1al o-rganuatiol1s varking with ebe ON/ECE
tradefacilitatiol1 bodies and UNC'rAJ)/lALftO bave also doa.e _citto uke it
possilHe to replace paper docutaents by celetransuU.Cted messages.

9. A lIIlIjorstep f01:'Waret waa taken ia. 1972 wen Che O'N/tCE re-organuec1 ies
tJort<ing" Party oa. Simplificatiotl and StandardizatiotlofExterual trade
Documents (..mica had oeeu in existence since 1960) and established Che tJo-ricing
Party on Facilieacion of !nternacional Trade ?-rocedures. tn 1975 J eh1s
W'o-rking ?arty see UD several ia.fo'Cmal task teatllS ee unde-rtake necial md
urgeut tasks. One ~f che eeatllS IJas requested cos !:Udr ehe legal p~ob letlll -of
the use of aueolDacic data p-roce5s1ng al1d transmission of daea ia. international
erade. tts uin cotlclusiotls and recommendacions are recorde<i in che documal1Cs
lia ted below:
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Introductory paper ('!'IW)E/WP.4/GE.2/B..79);

Overview of legal problems of trade facilitation ('l'.RADE/WP.4/Gt.2/a.l02);

t1N/ECE/FAL iec:oaDetldation 1'b. 12 - Measures to Facilitate Maritime
Transport Document Procedures (mADEIWP.4/INJ'. 6l:T1>/B1FAL/INF.6l);

t1N/ECE/FAL iecOaDetldation 1'b. 13 - Facilitation of Identified Legal
Problems in Import Clearance Procedures
CtRADE/wp.4/INF.62:TD!B/FAL/INF.62); and

trN/ECE/FAL B.ec:o_ndation No. 14 - Authentication of Trade Documents by
Means 0 ther than Signature C'!'IW)! /WP.4/INF. 63: TD1!/FAL!ntF.63).

10. It sbouldbe noted tbat the Custo1llS Co-operation Council (CCC) bas been
actively involved in this t1NlEex work; it bas establisbed its ~ special
Working Party on CustOms Applications of Computers wbich is already carrying
out important work in ccnmeuon with '''paperless'' procedures in the Cu8tO'a18
field.

11. Otberinteruational organuations are also active. Especially
interes ting , in this cOS111exion, are two t1NCltBAL studies concerning nectroni e
Funds 'transfers CA/CN.9/l49IAdd.3 and A./CN.9/221). this work is. important
bod2 because interface between the transfer of trade data and finance data is
essential and because ONCt'11A.L, as established by tbitedNatious General
Assembly Resolutions, is the co-ordinating body of the tili tedNation.
Organuation in tbe field of international trade law.

12. It would therefore appear bod2 appropriate and des irable that t1NCInA.L
sbould initiate - or, preferably, undertake and co-ordinate - furtber
international action required to resolve the legal problems of automatic trade
data interchange.

13. 'l'he aim of tbe present paper is to outline wbat needs to be done - and
why •

2.

14. World trade it tbe SUlll total of a DlUltitude of different transactions 
the swift .supply of spare parts,- the steady <ielivery of basic c01llllOdities, the
acco1llplisbment of long-term, complex construction projects - to IIetltion only a
few examples. Froathe legal point of view, all transactions are based on an
international contract of sale; tbe seller in one country undertakes to supply
a definecl object to a buyer in another country against payment.

15. Since there is a basic c012lllOn interest in the successful performance of
sales contractS, there is "a strong need for security. 'l'h.e buYer wisbes to
have assurance before payment is made that he will receive tbegoods or
service which be basordered. 'l'he sellerwisbes to bave assurance that
payment will be fortbco'llling before parting witb tbe goods orperfonling the
service. Agreed terms for <ielivery and payaaent tberefore play an essential
role in trade transactions.
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16. Since iOods nave to be lDOVed. over long discances, specific FOV1.S1.ons for
trmsiJorc and insurance bave to be _de. Furt:ber,s ince th_iOods .y cross
the. frontiers of several cOU11eriu, requirements for CqSC01D8 clearance
(outwards, inwards and possibly transit) bave to be observed, as well as
re~latiODS goveruing the transfer of payments.

17. A. sim'P1e D;)del of a trade transaction would theref=-e reflecc 110t only
the internacionaltrade contracC but also inde'P8ndenc and. ancillary
asreee1llel1ts of a coucractual tUlCure with- bames and insurance C01Il'P&11ies
possibly.also with freigtac forwuders and. Can1.ers. It would indicate the
flow 0 f goods and. p&ytIleIlCS and also the 1IIQVUU!11t 0 f doCU1llll11CS; this in turn
would e.asue that incerucioual eracia gives rise CO two iDtarlinked. and
opposite 1IIOVemeI1CS, i.a. thaC the purchase by a buyer in one COUl1C1:y fro. a
seller iD anotber cOuntry i11Volves the UIO'Vema11C of goods in one direcciou aud.
the aaove1Del1t: of lIlOUey in~the o,posice direccion. 'l'hue TDQVnea,t:s an
initi4l:ed. and C01ltrolled. by a 1'4rallel flow of info:macion. usually coucained
in doCWllellC.t.

18. h01ll tbis very silll'Plified descripcion ic _y.be appreciaced thac the
severalco1llllC'cial parties involved in a erade erausaccion have differenc
iDcerescs thac ~C be safalUarded. '!hus.

l:ha seller wisbes Co be caruin 0 f recei"l'ing p&yt:De11C;

the buyer wisbes to be certain of receiving the goods;

the various ince~diaries (f~arders. c4nj.ers, insurers and
bmJcers) need to be certaill tbae theY can perforal tbeir suvices
efficiea.tly and to be assured of reameration.

•

1.1 Adlllinistracive baclcEouud

19. 'l'here is, bowever, another aspect 'of trade cransaccions wich \lUSt be
cakeD. inco accouzl1:. 'l'he flows 0 f in.for.Dlicion, the goods and the payments pas s
fr01ll one country to anotber. Therefore, Cbe aational autb ori ties concerned
have to exercise l:he aecessary boner coutrols. '!his is doue 011 the bas is 0 f
information wich Fovides che acceptable evidence required. to clear the goods
and to monitor or control l'tyalent. 1.'he Civil Servancs involved need eo be •
fonaal1y satisfied of tbe legal acceptability of Che iDfo=ation for eacb
relevant step iD. l:he tranSaceion; cd they bave to &Sceruin th.. c etle lOads
hcve been correctly defined and valued for duties and caxes, Cbat one party
has accepted formal n$'POI1sibilicy in case 0 f fueure discovery 0 f errors or
fraud, and that satisfactory evidence nu been leept for later verification.

10. 'n1ese cotlsiderations are 0 f a aature different fro1ll c01Dlllercial ones, and
they are \!sually aefined in fO'l:'lllal enaCCmeats or, lIlore ofcen, iar.gulacions
issued by virtue of aational laws. '~ereas c01Dlllercial parei.. are fre. Co
acce'Pc agreed s candards or procedures, 0 fficial control procedures C411 00.1.1 be
changed b1' law. ~ever. a cereain flexibility oftatl axists by way of
interpreeation. or by a_tlding regul.atiotls i.uuedaccording eo law. Oncne
other band, ~ereas private partie$ .y agree Oft security levels thae are
acceptable ia ~e~ of cose, official raquire~nts are of a ~re formal n.acure
and the rules issued to imt:llement them are ofcaD. cirafted caking into accounC
odler (and ~re abscract) considerations.
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2.2 Technical backEound

2.2.1 Data coumunication---------.._---
21. For the purl')Ose of this paper. "daea c01DDlUni~ation II is understood. to 1Dean
the autolDatictrauslllission of messages' by electronic or other 1Deans in such a
manner tbat the possibility of automatic editing or processing of the text
exists. or. can be made available. if required.

21. Data co1llDllmication may take place as direct transmssion

betw.en two or more computers;

fr01ll a cOllllNter to a tU'llinal or to a printer -or vice versa;

b.tw.en terminals.

13. As the· data processinc of telex message. is po••ible at both tran.mitting
and receiving ends, ciata co1lllll'&micationis here dee_d to include tel.x
c01lllllUnication.

24. Data c01llD1'11ication can also take place by .eadi'l1C the physical data
carri.r on wbich inforlllatiO'l1 is temporarily or p.:mauctly stored, e.g. a
magr:l.tic tape. a e....tte, or a disk (or the .omewbat out-c1ated punch.d-earci
or punched-tape).

25. Except when .enc!inc a data carrier. so-. form 'Of eiecttonic (or optical)
C01IIIDU11ic::aticm network is needed to transmit ciata b.tw.en hardware units.

26. In all ca.es, it is necessary to bave a pre-determined 1Hthod of
c01llllU11ication providinC the _chin.s witb the technical po.sibiliti.s to
process tbe ciata intelli&e'l1tly.

2.2.2 Different technical $olutio'l1S------------------
2.1.2.1 Public services

27. Telex has bee'll available as a public ciata c01lllllUnicatiOlls service for a
lonC time. Various versions of ciata-process.d telex messages ~xist. So1Ile
computer 1I8'Au£acturer. offer dir.ct access to the telex n.twork•

. 28. Teletexi"nvolves using a lIliniproe..sor with prl,1IIary storage. various
types of secondary stor_le, and printers. Althoulh tbe main purpose of the
t.eletexis totransm.t. and store 1HSsages, it can be used for other purposes.
suCb as text proeessinc. 'rhe teletex 1IlaCbine can be linked to other
intelligeat devices md Can therefore be used as a co1llllllmicatiO'l1 anit in
internal data s 18 te...

29. Videotex(alsoknown by other names} is another form of public data
c01lllllUUic::ation serviee Cbat us.s normal televisions.ts as r.ceiving terminals.

30. trade data do•• exist
(in Canacia. for example) ·o~r::;;';:i~s;';:~b':;e";:in::';g'::';ci;';:ev-':e;;:l':'o-pe':;;c1'::;;;;'::~;';:;';:"'~""'~Bow--;;;;;ev~erJ at
present tbese. are ~sole11 national s1st....
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31. One characteristic of public data communic:atioa systams is Chat a service
is available to anyone wilo is prepared ee accept the condition. of the
systellle Matters relating ee liability are often regulated by means of
statuto, statutory ia.atnments and/or interuacional conventious. 'lbe SystaUl
is s tandardi.:ad and tlas an intllnational range. A. directory 1is cing
subsc1:'ibers Co the SySClIUl exists mel, in principle, each suJ:)s=iber can reach
any oChersubs=ib.er at any ci_. lbe techt1ic:al q1141iey of the systeUl is
paranteed rithin certain lwts and there a1:'e possibilities of im.pleaea.ting
ce1:'tain tednuc:al and logical security faat:ure.~ 'therefo-:e, i.t may be
pes.ible to lay dOWl1 certain legal rules as· to respcm.sibility of USe au4
ususe.

32. Practically all ~dera compucers afford pes.ibilities for daca
<:otDmic:ation, eiCher under their 0WIl conditions or und.r ga4l:al standardi.:ed
cOllditiClls. Councless data cOiiiDmic:atiotl syst81llS between parci•• of various
type. are thus in operation. 'lbe ceduuc:al qualiey of these data .yste_
depends on acne1lle!lts concluded bearea Che p4rti•• concerned. As prmoWil:y
mentioned, intemal coaaputers cm be used in conjunction wiCb public data •
C1:"aasllliss iOll s enicas.

33. Data C01DIIUnic:atioll by seudinl pt!lsic:al data car:oiers has also ben
included under Cbis beadinS. 'the eXdlange 0 f lIIlIgIleti"c capes, for exaple, can
be an ec:ou01llic:al form of data c01lllDU11ic:ation, particularly for .ss data
c012lllUZlic:ation. With such me_s of daca c01lllllUZlic:ation Cbe parties often forgo
che time gain thatresulcs fr01ll direcc Cransession. Oa. the other bad, the
i.4forution is usable as it is fo"t' fu"t'tber computer processing •

•

34. Data can be transetted by cable, eleccrO"""lUg'Eletic:ally or optically, or
by c£1:'ie1:'. 'lbe \ISft' is uninterested in Che _diua or _dia used provided
Cbat C11e sys Cea satisfies tlu. requirements rega1:'dil1g cost, efficiency and
tac:hnic:al reliability.

2.2.3.1 PUblic data crans1llission networks

35. 'lbe tIlOst C01IIIIIOI1ly-used public data trans1llission aetwork is the teletlhone
uetwork, which has the advantages of being widespread and of higb tec:hl1ical
quality (alCbougb Chere are excelttioa.s). TelapQone tLetworks use etChe:' dial
liBes or fixed lines; they do 110t offer data crans1llission sUV'ices in Cbe
aIOdcu seDSe.

36. 'lbe telex network can also be used for data C1:'a11s1llissiot1 in addicion to
telex assages. "Lbis network often has Che sasae physical properties as the
tlllephone network. Us e of che telephone l1etwork is often more econo1llic than
\lSe of Cbe celex tletwork.

37. In cOl1trast to celephone.t\et:works, pUblic data Itee-;lorks offer c1iffe1:'el1t:·
fol:'lDS of data services. Howe~er, in ~y cases Itot all possibilities are
utilued, for cost reasons.

·38. Examp1.es of services that: can be offered via public dac.networks are
aut01ll4t:ic datinSJ J temporary storage J dis t~ibution t:OlDOre than one recot'd J

aUCQ1II4tic identificat:ion of parties and t:ransforming t:ra11s1llission speeds,
etc. tnte~face bel:"';leen different user. equipment: is handled by ate network.
"Lbe user does not know how his ~ssage is transmitted - trans1llission may take
place via sa·celli. te, telephone , .telex or 0 ater _dia J depea.di113 on Che cra ffi e
volume. Line proto<:ol litiatil1 the netvo1:'!:t is standardized.

•
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2.2.3.2 Open c~ercial networks

39. Where PT'l' aciulinistrations bave aC01llDUnications 1DOt'l0poly, open cOllllDercial
networks usually offer data }'rOcessinl in one form or another, which makes
them 'lIlOre service-oriented than public networks. Co1llllercial networks often
use parts of tbepublic networks for data transmUsion. A number of
commercial networks use information satellites as communication links.
Identification in tbe form of code woris is always required before contact is
established between users of co..rcial networks.

2.2.3.3 Closed ~ercial networks

40. A characteristic of these networks is that only subscribers are permitted
to use th_. 'lbe subscribers 1I8y represent a particular brecb of industry or
a local relion or any other croup of C01lllD11 interest. .u participation is
strictly on network concli.t ions , the bard.ware can also be specified.. 'tbis
type of network often uses special data transmission c01II-pUters with larse
te1Ilporary storale capacities and facilities for packing the data, witb the
result that eztre_ly higb transm.sicm speeds cc be attained within the
network.

41. Apart from the data trans1lissicm hardware and the networks, both
technical and logical rules are needed for datattesm.aicm. 'tbe moat
frequently occurring tecbnical problems are the use of l_lUS.e or code and
the type and speed of transmission. At the logical level, agre81llel1t 1DUSt be
reacbed. on bow trans1lission sboulcl be c01lllle11cecl and terminated, whicb ccmttol
character shOUlcl be used ancl, above all, how the infcmution sbculd be
identified (if it is not printed out).

2.2.4.1 Closed syst.. (bilateral/1llU.ltilateral aareements)

42. In 8 closed trans1lisaion systea, tbe parties can of course 1IIake 8ny
agreement wbich they cboose. Closed clata c01lllllUl1ication syste.. between two,
or only 8 few, parties are often efficient because the systea can be desiped
to satisfy the needs of the parties and adapted to the hardware at their
clisposal. Probl.. may arise wben it beco_s necessary to link another party
to the systea when O11e or 1II01:'e of the participants wishes to contact an
outside party or another closed systea. Bowever, in the sbort tem, closed
syste_ for a slH!cial purpose are often both efficient and econOlllical.
Security presents few prob1.. , since tbe pa:.-ties agree 011 a level that tbey
consider· to be both satisfactory and econ01llic.

2.2.4.2 O'pen c~nica tion.ye te_

43. 'relex anclteletex are typical examples of open c01llllmication syste1ll,
whereby, in Principle, any subscriber is able tOC011tact any. other subscriber
within tbe system. Open communication systems require sttict tecbnical
standarcls and flexible clata s ttuctures. If the information in an open system
is to be machine-readab le , a compromse between flexibility and
stanciardi.:ati011is necusary. "'roavoid the probl.... tha.tarise in respect of
technical compatibility,data transmssion can - in theory at least - take
place via exchanges wose p:.-incipal purpose is to C011Vert the messale into a
technical form suitable for tbe addressee's hardware. A serviceable .lIOdel for
tbis is tbe teletax. 'lbe uta network also has possibilities, at least to a
certain extent, fo~ uu:erfacing between bardwarewitb different technical
f&cili ties.
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44. Open data c01DlllUI1ication systems pose a security problem that tDUSt be
solved. before data c01llllUD.ication can becouae operational on a la1:'3e scale.
Such secu;-tey methods - of a legal or technical a.ature - are described below
in sectiOl1s 3.1.3,3.2.2 and 3.2.3, and fOnl the basis of the theories of
3.3.3.

4S. 'traditionally a t1:'ad.e do~nc consists of a piece of papal: bearing data
of various kinds. Because of its luting pbysieal existence the P4itu
fuucciOtlS as a carrier of data (ia.foftl,&tiOtl); do=-uts thus baY. an
informative function.

46. A. trade docu~t CaD. also constitute evidence (documenta;y evidence).
'l'he evidence is the pa~.. per se and the end_tial concec is the data
can-ied on the paper. Coc:waetlts therefore also b.e an evidential fimction.

47. i'urthe%"lllOft, .legal sy. t81U bave given to cer~in doc:waats the •
characteristic that the paper docu.ut itself and. the riatacs reproeseXLted.
througb it are so closely linked that it is reasonable to assU1ll8 that the
pa-per syaabolues the riatat. 'the docu.ut th_ bu a further, s1!"0lic
fuaction waich today is relatad to 4!l original paper doculUDt. 8ills 0 f
lacling and 8ills of exct1adge an typical exaDlllles of documents with symbolic
funct ion.

48. 'the functions waich are cOtl1'leCCed. with documents used. ill international
trade and transport can be fulfilled only througb exchange of thes.
docu_nts. 'this exchange, usually ac:ossuontius, is traditionally achieve<!
by ~il or by courier.

49. 'the infor=ative fuaction, the evidential function and the symbolic
function of paper doCWllel1ts are a consequence of the physical properties of
the paper, of the exchange of docu_nts and of the t'Ules of the legal system
concertli11g documents and their exchange. 'l'hes e t'Ules an, t9 la1:'3e extent,
based on the pbysical properties of paper documents.

so. Auto1ll&cic data processing and data erescssion are Ilnd as a means to
dis1'-.e with the paper itself, but not ics functiocs. Yet, althougb. the
elimiuacion of pat'er and the Ilseof other athods for the transmission of data
CaD.ovet:C01!le many of the problellls waich are cOtl11ected with paperdocumet1ts,
these otheraaethocis, iD. their tun, present certain aspects of insecuricy.

51. 'these factors (or aspects) 0 f insecurity - which are interliniced - arise
mainly far the followingreasOt'ls:

thepbysical cnarac:eriscics of the paperdoeu-.nt are absentj

existing law is associated , to a large extent. nth paper documents
and their· use;

legal regul.aciot\ 0 f tbe field 0 f ADP and data c01DlDUnica.cion for crade
is virtually non-existetttj

cbe parties involved aften lack Cbe necessary cechnical and legal
expertise ee make use af the OP'Po'l:'tunicies whicb are avail.able and co
ince1:'-prec the cousequences Whicb arise from tbe utili:aciat\ of new
cotllllUnica.c:iot\ tDer:nocis.

•
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52. It.y be saicl that the feeling of insecurity is mainly clue to the fact
that automatecl meebods are new. Paper clocumen1:S are well known ancl the clegree
of insecurity that they incorporate is generally acceptecl. 'rX'ansfeX' of
information by other means is new, and the security of suc:b methods bas yet to
be prcwecl. It is, therefore, necessary to look into the eletllerLts of
insecurity in some cletail.

53. 'the paper, and the written cbaracters c01lllllitted to it, are of a lasting
nature. Once CO'IDIIlittecl to paper a text is not easily X'emovecl, altered oX'
aclclecl to witbout the paper sbowing some apparent signs thereof. 'the paper ancl
its ciata content still retain their properties when thedoeuuaent has been
transfenecl fr01ll one person to another. 'the holcler 1nlotI. what he has
X'eceived, and can control .its" "safe custody".

54. 'l'be applicatiou of auto1lllltic traD.s1llis.iou' of clata does not offer the same
sense of security. Entering ciata mlll a document into a coarputer ancl sacling
the clata content via teletrans1llission links to the ree~pientIS compueer does
no: enable the recipiene eo ascertain, mm his visual clisplay unie or mm
any print.-oue proclucecl, whether any aleeraeions have been macle to the inpUe
claea coneent. Moreover, Cbe sencler of the claea can tranS1llit icleneical ciata eo
a thircl party. 'the elemeneof concrol of usafe cuseocly" is lost.

SS. 'l'he tecbnical elaaents of insecurity _y be overcome by t:ec:bnical means
<cf. seceions 3.2.2 ancl 3.3.3.2>. Anoeber, ancl Possibly 1IIOre imporc&ne,
uceor' of insecuriey is "cau-ecl by the absence of legal rules corresponcling to
Chose governing ehe creclieional crecle clocuments ancl ehe righesancl oblipeions
vestecl in them. •

S6. W:WlI, conveneions &Del usages of internaeional trade are ofeen applicable,
in many cases cOllpUlaorily, eo Cbe traclieional doCU'll.fmes anel their use.
Proceclural anel criminal law 0 £een contains cletaileel provia ions appl icab le to
documaes.

57. '.these X'ules cover the naCUre of ehe clocument, the concepe of an
"original", its formae anel eletailecl contenes, ancl Cbe applicaeion ancl lep1
implicatious. Up to the presat eime, Chese X'ules have been escablisheel 011
the bas is 0 f craeli tional paper proceclures •

58. iUrther areas of insecuriey may also be iclentifieel. For example,
eraelitional c01lllllm1ication services'Such as mail, telephone, eelegrapb anel
eelex are., to a great excene, regulateelnationally as well as
interuaeionally. .For the new services which are being elevelopeel &nel which
will eliminate ehe craclieional paper eloCU1lll!ne, regulaeion is apparenely
non-eweent.

59. .In most councries telephone, telegraph, telex and. mail are Staee
monopolies in cme form or anoeber. le is c:unently being seuclieel to what
extent the new ciaca co1lllllUnication services will be regulaeecl. If ehese State
monopolies provicle Cbe new data trans.1IIission facilities, it is importane :hat
no newbaniers becreateel. Any uncertainty with regard to privaee admission
to the services and the operaeion of the necessaryAIJP mel ciata c01llllUDication
equipment would cruee inse!=Urity.

60. In certain countries concern over the protection of personal data .has
placecl res tric:tiOQ,s on Cbe free flow of c01llpUterizeel ciata across frontiers.
If such res :rictions were exteucleeluuelulY they lIlight interfere with the free
flow of ciata essential for an international tracle trausae:tion.
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61. Many other factors that C1:'eat:e insecurity a1:1I linked. with current:
co1llllercial and admiD.is CX'at:ive practica.

62. It would seea necessary" to provide an assurance to .all che pa~ies

concerned, whether cQ1DlDercul parties, public authorities or CQu~s of law,
Chat docu1D8nta:yfunctions can be retained. in a paper-less- systea. l'bi.t
assuace 1IIWIt be provicied by eliminaciAg Che insecurity faccors.

3. LEGU. UALtsIS

63. IA this secti01l particular elllpbasu is laid upon idaucifyillg those areas
and. problems .coe incara.aciQl1&l efforts would b. raquized..

3.l. I11fo'1"'!Dative fuuctiol1S

64. How far i.s it possible to retaiA the infonaative functiol1 of paper
doCU1lle11ts in 411 ADP-based systea in a 1D41111ar Chac sati.sfies the na.d of Che
.parties to achieve the same 'technical ad legal standards as before?

3.1.2 rona and c011tenc_._------- ..~_.-
6S. I11 principle, it is possible to \ttint out data on paper in .acaver
fOl:"lllat or design _y be des irad. 'lbe i11fo~tioll presented. 011 a doC:U1lUl11t can
be shOWD. 011 a screen with aPlJ1:'0xiuteLy the same appearauca. i'r01ll che
tachni<:.itl point of vi.ew, Che AI+ f01:'llllt oftell used for paper do=--:sts present..
no difficulties in ADP systems.

66. It bu been 1De11Ci011ed. above that cft1:aiA legi.lacive teX:s may be seen to
require the use of paper doCU1Hl\ts. Hawever, tIIOst of these text. were issued
before paperless trade and traslJort procedures became practicable. It would
seea aptm'priate to adopt the attitude thac ADP i.s accelJtable as lO11& as the
functiol1s of the craditional doc:umal1CS are retaiAed..

•

61. In Scandinavia it _y be assumed thac the Courts would accelJt these new
procedures provided ehe doc:umal1tary functions are retained.. Bowever, Cou~

decisions aligtu: be differenc in other part.s of the world with differenc legal •
sy. tams and.tradi tiollS •

68. When an appendix to a legal taX: defu.. precisely 00'1 a dOC:U1D811t soould
be preseated in order co be valid, Cour-e.s consider this to be binding. It is
therefore esae11tial that those respou.sible for Che drafting of relevant
regulati011s bec0lDe aware of the need to leave r00lD for altenative informati.ol1
trans~siol1 ~thods.

69. When utilizing ADP and data cOtlllZlUnication it is imporcant to avoid Che
long texts which are characteri.stic of standard contracts used in
internati.onal crade and cra11sport. One ..Chod is to refer ee such tex::s by an
"inco~oratiol1 clauseltin l:hefo1:"lD of code wons - for exaapla, "~ar't"ierls
cOl1dicions" or "ICC :'Ul~s 't. '!he validicy 0 f such "inco'C'POt'ation ~lauses" is
being discussed in 1U11y fora and is ac~elu:ed in alOS e instances. (see Kurt
Gt'oufors. "Cargo ~y Re~eipt and Tra11spo't"t OoCUlDeut Re placemeut" • Go d1enourg
1979. pp •• l8-19; and E. du Poncavice: "Legal Res craints on Trade Oata
Interc:h anga". ECEdocutDeut !lU.OE/WP. 4/a. 116. para. 7 et: s e9. )
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70. Although some persons consider that the use of ADP and ciau c01lllllUt1ication
uy cause problems with regard to laws conceruing prescription, it would seem
that in practice there is no difficulty in filing "print-outs" in the saae way
as paper documents are filed in present-day systems.

71. Many presetlt-day concepts and notions will need to be revise4 as a result
of the establishment of :pa1)erless procedures. Further questions will be
asked. What is meant by a Signature? Must it be a hand-written symbol, or
can it be defined as the result of authentication by the use of aed1anical or
electrot1ic means as provided in the Hamburg RIlles? To eliminate possible
problems in this context, it will be necessary to infona those involved and to
train them. In soae instances, information and education ..y not be
sufficient. A ,olution -.at then be found by lIIUns of legal regulations,
possibly based on soa fO%"1ll of international ins tru1llel1t• ~1IIeUticmed above,
tJNCITl.ALwou.ld appear to be the ap'Pl'opriate body for this latter task.

72. hesent ac:illlinistrative law or practice _y also be a hinc:irance to the
establishment of paperless procedures (cf. NOlDIPaO Special Paper No.2 "Legal
QuestiOl1S of Trade Facilitation", Oslo, June 1980). 'l'he CCC has a central
position in this area and, as mentioned earlier, has already done i1llPOrtant
work to establish international legal standaria for automated Cust01lS
procedures. It would ssea important that co-operation between tnCImAL and
the CCC should continue and be extended in the future.

73. ~ is implicit in paragraph .20 above, in 1IIIIDy COW1tries tbere exisu a
kind of legal pyraaid. AlthOUp there are considerable variations, there is
usually a solid core of primary law embodied in fonaal enact1llenCS of a
constitutional body. On this base, there is buil"t up a wider body of
administrative "regulations. 'l'hue, in tun, delegate powers for a specific
authority to lay down more detaUed ins tructiofu. In this area 0 f fast~inl

techm.caldevelopments it ..y be advisable to explore the possibility of
limiting the primary law to ...ential matters of principle, since secondary
law may usually be 1IIOre easily amended.

74. ID an ADP systea, data can either be in a process of input, storage,
trans1llission or output. During processing data can be the subject of
intentional or unintentional "attack". An intentional attack often takes the
fO%"1ll of data misuse, i.e. data stored or under trans1llission are used in a way
which is not penti.tted, or false data are fed in. 'l'hese "attackS" of ettor
and of fraudc:iuplicate what can, and does, occur withngard to paper
documentatiOD..

75. Data misuse - fraudUlent or otherwise - can oCCUr in all phases of the
d&ta-bandlingprocess. 'l'he _1:&od. to prevent or restric;attacks on the
content or .use of data are, to a greatextetLt, dependent on whether the attack
is intentional or unintentional. security methods depend on the stage in the
dau process where the attack occurs.

76. 'l'he following text 1Il&lce. a distinctiol1 between technical and .legal
security lIlethoc:is. 'l'hese two _thods SQould, howeve1:'~ be seen in the same
context.
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3.1.3.1. Tad:lnical security

77. Technical security aethocis can be cl~.aified (with regard to Chei~

seracture and ~ctions) aa~

pbysical securitYj

- operaeiOD~l .ecu%'ityj

system oriented security.

78. 'l'h..e security aeaaurea an noe diac:ussed in .Chis 1'4lMr. lfow..,er, there
is lit:le doubt dUlt a nip level of security can be achieved - at a
cottesl'Ollding level of cose - thus pt"otecting the data in Che ADP syste1ll "0111 .
int8Dtional or w.int8Dtional aetadu. Racet &aucls iJ:Nolving ADP indi,cate
Chae absolllte security cannot be ad:lieved alChougb ie c:an b. asserted Chat it
is perfectly feasible to establisb a level of security equal to Chat: in a •
paper-based system.

79. lJc-.vc, eVell in systems whue costly ted:lni.:al .uures aava been c~ken

apwt attack or UUllfunctiOll,the possibility umat be cuen into accotmt that
breakclowns or accidents with grave ecoa.OtDic cOllsequences for Che 1'4%'tie.
involved _1' occu%'. Security through legisl~tioa. _ytbenfore have to be
consid.e%'ed.

3.1.3. % Lepl security'

80. .Metbocls of security based oa. admini.s crativa inscrumaa.ts ad pt"actices ~
Court procedures have the following pu1:ltOses; f~st, they enable the parties
to assess in advance, to a I%'~ter or lesser extent, the judici~l and economic
consequences of the use of auto1D&tic data cransm..ssioa. pr:ocedures and, second,
they est~blisa the way in r.rilich, and. the extent to wid:l, econoaaic losses,
which aaight occur as a result of the use of ADP. sbould be sband auaong the
parties involved. !t should be recalled that che applicability of sud:l rules
has an insurance aspect also.

3.1.3.3 Risk and 1iabil icy

81. Interuatiott~l trade procedures involve the exctlange between tbe parties
cOllcened of a g:oeat aIaIlY aleas~ges of varioua teinds - e.g.1Ilessages concero.il1g
a.egotiacion of contracts, aleas~ges consti.tuting parts of contracts (e .g.
offers atld acce'Pt~nces), alessages containing infonlation n.ecessary for the
performance 0 f various parties \lnder contract., a.otices \lnder a contract,
ob jecti011s agail1St ano ther partY I s perfo%'lllance, and declarations addressed to
public auChorities such as Custo~.

8%. krors ay occur in Cbe excbange of tb..e _ssaps - e.g. a _ssap ay
be delayed, or may fail to arrive ot' _1 art'ive at the wrong pl..ea , or its
contents ay be altered in trat1s1Dission. !hese occun'l!nces are ~ell known,
and alOS t legal sys tems nave developed rules for dealing ~ith Cbese sit~.ti011S.

•

83. CbV'iously, S01Jl8 or alOst of
transmiss ion aB thods are used.
hOW' s\len problems ay occur and
replaceanual systems.

these rules apply even if ~ew processing and
liowever, !!lore de~iled study should be ade of
snould be dealt ~ith when auco~tic altithods
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84. An important question is to whae exeent the maker of a statemene (e.g. an
offer or an accepeance) sbould be legally bound by it even tbougbebe
statement bas been anintentionally altered in transmission Or in the
pre-cransmission process.

85. A seCOnd question is bow tbe risks involvee sbould be apportioned between
the parties involved.

86. A tbird question is wether, and to wbat exeent, a party should be liable
vis-a-.risthe oeber pa~ies for losses due to such errors.

87. Detailed evaluation of these ane oeber questions ofrisic and liability is
required based upon an analysis of various nationa.lsolutions. 'l'here _y not
be a g1:'eat difference between the rules alreacly applicable for telex messages,
teleg1:'ams, or leased public lines.. Bowever, were priva.te raeber than public
networks are used for ca:T1in1 trade data, n_ aspect. of risk and liability
_y arise ed need further, study.

88. Another important question is enat of liability of tbe intermediary who
provides the transmission'sernc;e. A cOntract for trade data trans1l.ission .y
contain clauses limiting the liability of the intentecliary. 'l'hese are, in
general, binding uPOn the parties. If the contract is, on the other hand,
rudimentary, liability i.s implicitly regulated by the rules of the legal
system govening the contract. It is, bowever, not at all certain what tbese
rules are. As regares public networks, the authorities do not usually accept
responsibility - often not even in the cue of negligence.

89. In respect of goods, the trend is towares imposing1ll&tldatory
responsibility 'on the professional producer and trader for damage clue to
defects. 'l'he argu_nts uy be equally strong for similar rules in respect of
transmiss ion services.

90. It shoule therefore be discussed whether sUcb rules should be mandatory
or oaly declaratory, Vbecaer --tbe liability should be strict or based upon
negligence and, in sUcbcases, who should carry the burden of proof. Another
problem is establish-=t of rules for ..sessing the dauge.

91. A convincing arguM11t is made in UNCI'mAL docu_nt A/CN. 9/149/Acld.3,
page 7, for a COIIlprebensive international legal framework for international
electronic funes transfer, not least witb regard to regulation of liability
conditiCl1s. It sbould be stressed that the SaM conditions would apply to the
transfer of 0 tbertradedata/docu1llents. It would seem reasonable to
co-ordinate international efforts in this field also-a1llOnpt. other reasons
because the problems are probably of the same legal cbaracter.

92. Another reason is that harmcm.i:ation with existing rules is required.
t1sually-accepted argu1llll!nta would seem relevant, sudl aswhicbparty is tbe
nearest to carry the risk; or who can best counteract an accident or minimize
ita effect? Not least important is the question of who can lIIO,t easily insure
against a pos,ib!e loss, or equalize it.

3.1.4 Free flow of informa cion- -- --- ....... .- - - -- - - -- ....
3.1.4.1 !be problem

93. Paper documents can be freely transmitted across frontiers. A condition
for retaining this infonultive functiaa., as well as ehe evidential and
symbolic functions -when daea are processed and trans~tted by automatic
means in international trade - is that such data may be transmitted with equal
freeclo1Il.
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3.1.4.2·Pe~sOQal data

94. ID. :oecent years, uny countries neWe adopted daea legislation, i4 soaae
case. i11cludi11g P'1:'ovisioas governi4g the right to transmit data a<:ross
frontiers, data extlQ~1:. (Cf. "A busi11ess Guide to P~ivacy and Data P~otection

Legislation", Ice Publication 384, Paris 198t.) DIe to lDOdU"l1 ADP cd data
ermalllissiontech4010gyic has becorae possible to collect, sto~e, procells and
transmit data efficiently, :oapidly and a e :oeasoaab1ecost. It has bec01lle
possible to lDOl1ito-:o very large volumes of data cove~i4g a uumber of i4dividual
pcsoas with a 1a-:03e a1llOtmt of W01:'IDIltiou on each pUS011. ADP tachno1ogyhas
made it possible to centralize the registracion of such 1'ers0I141 itlfo1:'UciOl1,
md to COIIIpan, 'so-:o1: cd s.lect i4foftlation cd pr'ocess data f2:oaI diffe;:oac
iAfonaation SySte1llS. It is obvious that Cbu situatiol1 cm 14voL".a -:uk to
ttlei.Ddividual citizen's persoaal privacy. t'bu i.sJ:eflectad i4 data
legi.s 1atioG. 11OW. bei11g enacted ill m.my C01.Ul=iu, cbe P'1:'illcipal aiDlo f wich is
to streu.gtbeu an individual's COtlt:rol overdle use ofinfoftlacion per1:4in14g
Co bizuelf (iIlfoftlaciol1 wbich ay be clasifi.d as "p:oivat8" or "sc.sitive").

95. Socall cotmt;:oies bave adopted data legulation, how."e-:o, md aDlCtlg those
wbich bave the proteCtiol1 of Che citizen' I pusonal privacy variu. !his uy •
uaake ic t81llpting to export data files md persoaal data to cotmtries having 110
- 0:0 less I trict - 1egi.s1ati011 1n this field. !his explams wby certain
:oestrictioas bave beea. placed 011 die eZ'PO"1:'1: 0 fdata files cd persoa.al data to
fo~ei3XI countries.

96. Goag chose wose work involves the t~msfe-:o of i4te~tiol1al trade data
by aa4U"11 tecbniques thue i.s S01lle a'Pl't'ehension that - fo-:o a variety 0 f
:oeasoas - legis lation i11trodzlced to safegu.a~ pe;:osoa.al data ay be extended to
cover data concerning legal eatities in sucb a tUlU1e;:o that tlell bar-:oie;:osto
t-:oade vU1 be uected.

91 •. !CE document 'l2AD!/wp.4/a.99 analyses No~ic data legislacion :oegardi41
dle exp01:'1: of "persoaal data" a<:ross frontiers. Bowever, this .m.a11sis
focuss ea only on "goocis "-t>elated inforlllati011. It i.s C01lcluc:led that ~

" •••se;:oious pr'oblea are. unlikely to arise in cOD11ezion with the No"1:'c:lic
data legislation when P4per-lei.s practices are pursued 1a 1nce:ouatioual
trade. If

98. u to electronic funds trmsfe:o and the i11foftSation transmitted a<:ross
froacieis i11 5ystea <:reated fo-:o 5ucb transfers, it is poss iblethat 11ati011&l
~ata legislation may create certa~ problems. !his eapecially concerns
t~aus1Ussion of cndic information beeveen c01.mtriell. !here is a 11ee~ fo':'
fur1:bu analysis of tbb prob1et11.

99. 'l'be protection of the individual citizen's pe~sOt1al privacy, bowever, is
not the only cOt1si~eration that coul~ be takeu i1\to account weu introducing
1"est~ictiot1sin Cbe free exchange of 111f01:'lll4tio11 aC%'oss frontiers.
AuCbo:oities nave recetttly becoae awa~e of the fact that data eranstDissiotl (fo~

data p~ocessit1g) ~y lead to problems related to national secu:oity, economic
independence, cultu:oal inc:lepEmdence and the safeguard 0 f aational empl.o1'l'1et\c.

•
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100. This is described in more detail in a document issued by the ICC
(document 191/124, Paris, 1979-03-13, p. 8 et seg.) wbere, a1llOngst other
things, it is stated that:

" ••• the ICC recogni.:es tbe legitimate .aspiration of governments to
protect the economic and cultural well being of their citi.:etl.s and their
overriding 1:'esponsibility to ensure the safety and security of their
countries. 'lbe Chamber is concerned with ensuring that, in the course of
such consideration, national governments do not lose sigbt of the
benefits which float to their citizens from a liberal intemational
·economic system and increasing inter-dependence tbrougb international
trade. The ICC urges. the business c01llllUQ.ityto engage inChe debate to
ensure a prOptl1:' balaftce in tbeinterests .of the individual citizen
tbrougbout the world."

•
101, A recently-published report by the Organisation for Economic Co-operation
and Developlll8l'1t (otCD document DSTI/ICCO/81.9) contains suggestions for the
development of picie1ines for the free flow of infonl&tion and is relevant for.
study of present problems. Several other internationalorgani.:ations study
different aspects of transboner cLata flow.; a survey is contained in
docwaents !RADt/WP.4/il.100 and Add.l.

102.. A pre-condition for replacement of paper doCuments by automatic cLata
transmission techniques is that the parties involved be given the pOs.ibility
of obtaining, and using, the neces.ary techl1ical equi~, at price. which
are c01lllD8rcially attractive. It has .already been mentiaaed that in mo. t
COQ11tries telepb011e, tele graph, telex and mail services are State 1IIO'I10pol ies ,
and in this ccnmexion the quest;on arises as to the extent to wbich data
c01IIIIIU11ications would be replated by Scate 1IIO'I1Opoly. '.transmission equipaaent
and the quality of the service.~made available from official sources mi&bt not
always be sufficiently user-oriented. 'lbese problems have been analysed by
the ICC' s C01llllissiou on COlIIputing, Telec01llDllnications &11d Information Policies
in "'lbe IJ.beralization of Telec01llllUD.icati011 Services - Needs and Limits (ICC
docw.nt 373-21/1 !ev, Paris, 1982.-03-15). 'lbere _y be a need for further
studies intbis area.

• 103. It should be realized that, also in the field of trasborder data flows,
extended international legal co-operation _y be required, since measures
intended to safepaard nati011al positiol1S may not be in the best il1terests of
world trade.

3.2 Evidential functions

A·l·llb!. 2,r.2,ble!!

104. the essential feature of evidence is the need ee verify at a 1.ater stage
whether a certain event bas bappenedor whether a certain fact is correct.
Even so, there may be further questions of procedural law as to whether such
verification is admissible and has legal force.

105. Apaptlr dOCU1ll811t, signed in ehe eradieional manner, can be said to
constitute prima facieevicSence. When ADP methods are used, instead of manual
paptlr-related procedures, the prob lam concerning the evidential function is
both technical and legal. It should 1:hus be studied whether it is possible to
provicietecbucal solutions whiCb result in data processed by automaeic
techniques reeaini11g 1:he same evidential weight as a traditional documene
signecS in the usual way. 1U!lated legal questions are wnether the law isa
barrier to futl:re developments and whether the parties involved can, and will,
accept and use these solutions.
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3.2.2 Technical 3011:.I:ious........ ----------~
1.06. Different cechnical soll:.tiollS bave beS11 put forward, for exaUltJle:

loggue;
priAt-outs ;
passwords;
protocolsj
cOllfirmatio11; and
cry'PC0g;'a-pby.

3.2.2.1. Logpq

101. Loging ia a aaethoci for iAuraal cont:'ol widlixs a systeUlthrouib .che
raccmii41 of all or ceruin pares of iAco1JliAg and/or outgoue aleSsages. A
~l.ta 101, eich is oftell tcetJC in a· secolldary lIla1IIOry of the COlIll'Ucer,
c011Ums information 011 sender, t"lIceivft", type and C011tct 0 f message, aZLd
possibly .0GIe chedciAg tocal ("bash tocal")" - e.g. the" tocal of the nUlll8rical·
values iA Cbe ..sage. tegging of ceruill parea 01111 of a aaes,age call be
reprcled as a registe1:' ot:' diary. It is possible to ~()t:ect the logged ciaca so •
tllat elley can 0111y be chanpd by &audulettt" mecs. hactical1y all _diu.
a ued to large sued CODItJUters hav. some form of au.co_ticLol" builc into the
operative systeJll, but elley .y be challged wiellouttlle change being atJpuac.
If che lowng ia <iolle by a n_l::'al third parey, e.g. throuib the cran.smssioll
system itself, the value aa e"ridellce is c01lSiderably enbanced. C4a1-plete
loggi.a.g at both aeLs of a crans1lliaaion iDltJ1:oves the sieuati011, especially
since IDeSsages normally carry a time iAdicatioll dOW11 to secoads.

LOS. A print-out 011 paper - proc1uced contiAuously, if che trmaUliasioll speed
allows, or aa 10011· aa possible - ia a .y of providing a t"lIcord wtlich call have
c011aidArable evide11tial value; this v&1l:.e is increaa.d if che ~inc-out is
cos ined vi th logging, cd even- sore 10 i. f the- fu11cti011S 0 f pril'lt-ou t and
logging are le~ratec1 alld filing takea place in an ap~o~iate alld suitable
uzmer. A record call also be presened ellrough transfer't"ug the infoftl&Cioll
1:0 all electronic data carrier, e.g. sagnetic tape or diale. Sowever, wbee..
all orclwry print-out bas the a<:lvantages 0 f a paper document, elect':'011ic data
caniers call be the ob ject 0 f er&Sure or change wiellout Ihowing all1 I igns 0 f •
Cbe operatioll.

109. Protectioll against I:.nauthoruedl:.se of the coapucer can be ensured by
giving the sadet" of the ..sage a co4e "'ON, passwor:t J wi thouc ~ich be ..,ill
be l:.11aOle to establish conCact with the cOtllpu.cer of the receiver. !he
pasawot'd is an identificatiou of the sender md may contain co4es that
ia.dicate ttle cype of raessage that Cbe sader could transmit. '!his type of
control is custOtllary in presat data co1!llllUUicaci011s 5YS cetU; and ic gives a
certain assurance coneening che idencity of cbe sader. Password proc:edures
-y be ee I:ab1i.shed in different ways. Cas I:Y1'e 0 f procedure pruupt'Qses ouly
a COl1l:act impulse ttOtll the sac1er, upol1 ..,bieb the receiver <:ucsthe COl1Cact
and re-eontacts Cbe lader as in4icated, before the message cal1 be
cransferrad. Another tne 0 f procedure requires aaucual logging; at c.he end 0 f
a alessage Cbe receiver acicnowledges by givia.g bis diary log data wereupol1 be
receives the sender's diary log data. ~ly Chen is che message 'Talid. the
second, ,sore complica:ed, procedure 0 frers hi gber 'Tall:.e as evidencebu e is
Subject: to ehe risk eaae logging procedures CDay be t.tmpered ..,it:t1 ae a later
stage Iri thou e leaving any erace. 1bis, bowever, calls for tec:.bnica 1 knowledge
md, in cert.iD. cases, is cbe result. of col11:.siol1 oeClJeeu indi'Tiduals.
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3.2.2.4 Protocols

110. A protocol is a rule stating how to act in a given circumstance
(cf. protocol for a royal reception, acting according to protocol, protocols
to Conventions). In data processing and trade data interchange the term
protocol is used to describe agreed rules, e.g. how to represent the data in a
cOUllDercial iuvoice (or· any ocner message), how to establish a coa.umon in a
given c01lllllU11ication network, etc. Protocols of primary importance for
partners in trade relate to the structuring of messaps (syntax), the
represetltation of data (data .eleme11ts) and the alphabetic and 11UDlerical
cheacters required (capi.tal and small, latin, greek, cyrillic, arabic,
etc. ). Processing and tr811Swsionprotocols. are handled by equipment
manufacturers and. transport service providers (ms), respectively. An
example 0 f a special protocol is the call-back procedure, through Which the
authenticity of a calling party is a.~rt.ained by the party called. a.aving
beeJi inforad of the apparent identification of the caller, the party called
te%'1lliZlates the call, identifies the ~ir.t party in a direCtory prepared by a
third party, and use. that information to call back to the fir.t parey.

111. the evicieutial value of a protocol would .eem to be in the fact that it
is used routinely for the interchaqe of messages and establishes an orderly
pro~dure agroeedbetweC1 interchange partners. If errors occur, the message
i. rejected and an error correction procedure has to be used. Messages
conforming to the protocol are IIOre likely to be authentic than tho.e which do
uot; deviation from the protocol could be &11 indication that the .....age ha.
been tampered with.

3.2.1.5 Confirmation

lU. Confirmation is a security feature which can be requested by the calling
parey to ascertain that the called parey ha. received the .....a~. the
confirmatory ausW8r 1II4y be a simple acknowledpment but in 1II4ny cases 80118

important data elements are included (repeated); the called party .y, to
protect himself, send a separate, confirmation message. (1b.e call-back
protocol referred to in paragroaph 110 .y be seen as OI1e type of
confirmation.) To ensure opti..l security, the protocol should state that the
parey receiving a confirmation is obliged to check that it conforms to his
earlier message and, if not, i1llllediately to advise the other party•

11'. "ryptogroapby protects data against unauthorized access by 1II&king it
unintelligible before traus1llis.ionor storage and by reversing the process
upon receipt or retrieval of the data. these. processes are called encryption
and decryp.tion, respectively, and ge11ually consist of an algorithm that
functions with a special key. In 11lOden cryptogroaphy, two ..in categories of
enayption _thodscan be distinguished, based upon key usage. they are:

Conventional mptosnte1llS. In these .yste1llS the same (secret) Key
used for encryption 1DUSt be used for decryp.tion.

Public kg ctypto sy!te1llS. In these syste1llS a public encryption key
is used , which is cODlple1ll8ntaryto the secret dec'l'1ption key, but in.
suc:il • way that the cifec:ryptiol1 Key call110t be derived from knowledge
about the eucryption key. (see, inter alia, by Martin !. Bellmalu
"the Mathematics of Public ley Cryptogr-apby". Scientific: American,
August 1979, pp. 130-139.)
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114. ne incorporatiou of a publie key c1:'YPto syscem ~ans that, tt01D a
tac:tmic:al point of view, ie sbould be possible ee "sign"infol:Utiou in a way
wicb satiafies the parties' interest Co the same degree as a tradieioual
sipature ou a paper cioc:umea.c. A daca princ-out whic:h is produced. ou the
basis of sucbelectrOtlic:ally-"siilled." data sbould 1101"m411y be given the same 
or greater - evidential weight and value as a paper cioeumeut signed. in. Che
craclitioual way. Otiluatiou of publiclcey c1:'YPtO systems would _an Cbat
i.nforutiou could. be kept safe &0111 bugging or tappi.tl3. 'l'he systaua cau be
u.sed. with any type of cranaUlissiou necw01:'k where data are processed. in a data
processor. IC.y also be used. by successive traus1llissi011S, evh if further
data an to be ad.d.ecl. (See also clocu.ut 'rlUD!/WP.4/1..98.)

us. ~i.tlt P&per-bon.e data, a11Wllber of cioCUDl811CS of va1:Ying t:oa.tea.cuybe
called f01" in order to supply the infonzaciou l1eed.ed for official purpoSQ.
'requea.tly, Ch... cioc:umaca have co b. provi<iednot only withau a%1'o1"1:a2:"s
siill&ture but also with certificatioua 0'1:' ea.d.or.-.euts byvU'ioua offici&l 0'1:'
seaai-official authoricies. 'l'his probleua - the pcoobleua of dual
s iillatu'l:'elauthea.tic:atiou .;. ca b. solved by incot:"PO'I:'aciou in public key =ypto
systems.

116. f1I1til now, howev81:', ·the public key cout:ept has noC beell i:llt'le1Dl't1ted in
practit:e and there have b.el1 £lO crials to 4aCU'lDine Cb. applit:&bilicy 0 f the
pub lit: key t:1:'Y1'I:O sys Caua in the are. 0 f trade aud. t'l:'811S-port:. Ic is the'l:'efo'l:'e
possible thaC in pcoactit:e Cb. systeua _y noC prove Co b••&tisfat:tory.
~reov81:', the public key concept ia noC yet unde2:' consi4e'l:'aciou aud in. view of
the rapidicy of tacbuic:al developal8Uts, othe'l:' tedmic:al .olucious .y b.
,,:odut:8d in the ince'l:'im.

117. Sysce_tic \,lse of tecbuit:al security lIleasures would seeua ee eusur. a higb
degree of securiey - cartainly bigber than wieh traditional paPer
ciocu1Deutatiou. iUrther study and testing of sucb ciavit:8s should theefore be
given high ,,:iot:ity and their validicy ·when used for ,,:oviciing legal evideut:e
sbould b. explored. 'l'he l1eed for procedural rules 0'1:' lUidelines facilicatil1g
questions 0 f avident:e sbould be looked. into.

1·1·1 ]:t!.leple.r 2,ble!!,

U8. Ic is seated in UN/!CE document 't!L\D!/WP.4/R.99 thac Not:dic Law ~ould

probably not pose any proble'lllS regarding the admissibilicy in evidence 0 f
records ke~t in COUlpucer sysce1llS. Such recot:ds coulci, for example, be
subtd.cced in the font 0 f a couapucer princ-ouc.

119. !his would also seeua to be the gene'l:'al tand.eucy in other countries having
civil-law-based. legal sysc81IIS. ne legal situation i..s s01DllwhatsiDlila;, in
certain countries baving COaDOU law of COlDlDOU law derived legal sys tea 
axc.opt, pl!t:'ha~s, in respect 0 f prot:ed.ural rules for the acceptaut:e 0 f suca
"evicieut:e". Nevertheless, taese differeuces regarciing tae acceptabilicy of
couapuCer-neld infor.Datiou as cioc:umentary evidence do create probleuas. I£l
ONCInAI.. document A/CN.9/149/Adci.3, pap 5 (referred to in pat:agraplu 11 and
91 above), it i..s pointed out, a1D011goChe'l:' things, that:

"alChOUgb S01DIl a tte1llpt has beeu aaade in a number of COtrllDOU law
juriscHctior1s to re.solve !:hase prob leuas ei ther by scatueeot: by pragmatic
juciicial interpt:ec:a tion of the rules of e1fidence, it is doubtful whether
!:he underlying pt:obLetll can be resoLved shot:t: of SOlDe fons of
intenlaeional agreemene."

•

•
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120. !he Council of Europe Comati.ttee of Mi11isters on 11 Dece1llber 19S1 adopted
Recommendation No. R.(Sl)20 to me1llberStates on Che barmonization of laws
relating to the requirement of written proof and to the admissibility of
reproduction of documents and recording on computers. 'nlis ReccnZlmenciation is
a step in the right direction. Also of interest in this context are papers on
"'lbe use as evidence in arbitration matters of docutllet1ts prepared by
computers" (document 'l"UDEM.4/R..126) and on "C011ferring legal force on
documen1:s recorded on magnetic tape or presented as computer print-outs"
(document TllAPEM.4/B..17S), bothtrmsmitted by the Government of the TJa.ion
of Soviet Socialist Republics. Co1lllllenta from tbe Federal Republic of Germany
are contained in document 'l':UDEM.4/R..20l., It should also be mentionecl that
the Legal Committee 0 f SIKPR.OftANCE bas transmitted two extremely valuab le
documents in this field, namely~

- 1'.B.AJ)t/WP. 4/GE. 2/1l..123: Legal Prob le1llS and ADP Sys tellS in International
Trade; ad

- 1'.B.AJ)E/WP.4/1l..116: Legal Restraints on trade Data Intercbmge
reproducing an article by 11-"ofessor du Pontavice entitled "AutOlDatic Data
Processing and Foreign Trade Documents".

- In '1'ltA1)E/wp.4/1l..199 the Legal Cowttee of SDn'llOFUNCE co...-nted on
tbe study referred. to in paragrapb 135 below.

121. filum computer-beld info:.tion is introduced, difficulties would. arise if
authentication had to be evidenced. by the traditioual signature _=0<1, where
the signature is physically connected with the actual paper. titen ADP methods
are introduced for transmitting data the signed. c!oCUtDe11t itself is not sent 
only the data contained in the document.

U2.Lepl requiremeuts ofteu exist regard.ing tbe use of a signature on
doCU1lleDts used iu interuatiOl1&l trade, althougb it is not always stated in
wbat form the signature sftould be present. Many couutries require that tbe
signature appear in the form of a handwritten signature. In others, a less
formal "signature" is pe'r'llliasible provid.ed it ia pbysically connected with tbe
actual document.

123. It must be taken ineo account that an "electremic signature", although
possibly an even better authentication of the source of the ciata message than
the traditioual signature, may not. in itself be capable of overcoming tbe
problem of "sipature".

U4. UN/ECE:/'AL B.ecoUlllllnciation No. 14, represuts a. usenl initial step
towards resolvingtbe problem. It reads as follows:

", • • "B.eco1lllllenda to goverD1lents and international organizations
responsible for relevant intergovernmental agreements to study natiOl1&l
and international texts WhiCh e1llbody requirements for signature on
clocumenu needed in international trade and to give consideration to
a_uding sUcbprovisions, where necessary, so tbat the info~tion whicb,
the documenu contain 1II8y be prepared and transmitted by electtonic or
oCher automatic means of data tt411.£er, aud the requiremeut of a
signature 1lIIy be met by authentication guaranteed by the mean.' used in
the t:oansmission; and rec01lllDends to all organizations concerned "ieb tbe
facilitation of international trade procedures to examine current
commercial docu1D8nts t to identify those where signature could safely be
eliUlinated and to mount an extensive progra1Zlllle of education and training
in order to introduce the necessary changes in commercial practice."
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us. In Jun. 1981, the CCC adopted a reco1Zllll8t1dation conceruing the
traa.sm:i.ssiOU411d authentication of Goods declarations pt'Ocessed by c01IIlNter,
uking it possible for declarants, under cutain conditions, co trans1Dit these
declarations by electronic or other automatic means.

126. Certain recent. intenational COllventions aave·. introduced l'Ules which open
up possibilities for electronic "signature.", as, for exaaple the eta1Dburg
bles or the United Na ciolls ConVention all Multi..dal 1'~3l\S'P0l.'1:. Such
Conveutions .y J however J be 0 f limi ted value as they 0 fta contain a
nservatiOl1 that the electrOl1ic sipacure cannot be used if it conflicts with
che law of the issuing country.

l21. 'l'here i.s Cherefore tteed to develop an inte't'llatiollal instrument conceruing
che require1ll8Slts tbat would give an electronic "siiEl&ture" or auCheru:ication
of c01lllNter-trans1Ditted infol:'lllatiOl1 Cbe same legal'effactsas a l:raditiollal
.iiEl&ture.

3.3 5mbolic functions (''ttesotiab ilit7")

1·1·1. ]1!. arg,ble~

128. 'l'he sYlDbolic function of a document can be definec:1 utbe legal effect
attacaed to che possession and trmsfer of Cbe original docuuumt. Certain
physical cbaracteristics of pap.r aaalce it po.sible to establisb all "original
document". 'these physical cbaracteristics ar. lost wtum. data are ~ocessed

an4 trsus1Ditted by auto_tic tIlean', tbus creating a problaa CbatlllU.t be
solved in orier to retain the symbolic f=ctiou.

•

•

129. '!he ~oblf!1l. clearly exis~ in COlmezion wiCb tbe Sill of lading. 'l'bis
.doCU2lletlt bas an important symbolic fuuctiOl1, md Cb. study of solutions is
'·therefol'e hi_on tbe priority list of tbose concel'tlec:1. However, identified
probleu are regarded as difficult to solve and, in Cbe cOl1text of- trade
facilicatioll, the advice is often given to avoid, as far as possible, Cbe use
of tlegotiab1e &i1h of lading. Researcb has .bowu Chat Chis t11'e of trmsport
document is issued far lDOre often Chart is • crictly tleCess4ry. UN/ECE/FAI.
RecotlllDendation No. 12, "Measures ee Facilitate Maricime !rmspol't Document
hocedul'as", deals wiCh chis aaattal' and rec01Dlllencis, intal:' alia, th4t •
tlegotiable transport documents be used only wben require<i. ad encourages. Che
use of tne tlOl1-Qegotiable Sea waybill or oCber alcanati"le C'rauspo't"t documet1ts
whicb do 110t nave to be surrendered at destination to obtain delivery of the
goods. l1a.fol'tunately. cel'1:ai11 gove%'"t1mencs insist on che eoncin~ed use of
tlegotiable Bills of lading fo't" impol't/ex'Po't"t or exenange coatrol pul'l'0ses. and
refuse to approve Che use of a tlOl1-Qegotiable tral:1s1'0r1: document.

. .
1·1-1 Ih!. !.'P2.l'2,as.n
130. !he problem of recaining a document'. s~olic function in ADP and data
erans1Dission-b..sed systau <:an Cbeo't"ecic.. lly be solved by using two. different
methods of apPt'oach_

1.3l. One possibilicy woulli be to refrain ttOlQ using possession and sUl''t"ende't"
as legal points of fetce itl relaeioa ee Cbe sytDbolic funceion. !his would meatl
abandoning an eseablished legal cechnique, wbilst ex-plo't"ing Che possibilicy of
replacing t:his technique '<Iith another ttaving Che same legal effect. 'this
approach is judicially c:otllplic:aead but technic:ally relatively simple. !e
aU.ghc Cblit1:'efo1:'e bec:aHed c.."1e legal app1:oac:h.
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132. Another possibility ·would be to use the existing judicial technique with
possession and surrender as central features and to explore the possibility of
recreating the rights and obligations of the paper ciocument. This approach
can be characterized as judicially relatively simple but technically
complicated. It might therefore be called the technical approach •

133. Section. 3.3.3 describes two theoretical studies which represent the legal
and technical approaches. Section 3.3.4 outlines a major researc:b· project
intenelecl for practical application: the Cargo ray Receipt system. !'inally, in
section 3.3.5 a sUllestion macle by tNTEatANKO's Documentary Committee is
mentioneel.

134. Tbe mere fact that the above four projects have been clevelopecl Over the
last few years uuelerlines the great importance attachecl to problems linked to
tbe symbolic function. Ways are suuesteelin wieb to secure harmonuecl
solutions, _cl the importance 0 f international work in this ana is
empbasL::ecl. It woulcl seem tbat sufficient IIUlterial is now available for
UNCI'.t'&A.I.. anel the Ice to carry out a joint stucly OD the Subject.

3.3.3 ':tWo theoretical stuc1ies-.- ... _-_ ...-,_ ... -.... ----
3.3.3.1 the legal approach

135. A stucly by lDut Belge lainskou, "Bills of Lacling ancl ADP: Description of
a ComlNterizecl System for· Carriage of Goods by sea" (Journal of Heelia Law and
Practice, Volume Z, !ini)er 2, September 1981), elevelops the concept of a
clocument-free system for the transport of goods by sea. Documents to be
replacecl are Jills of lading, waybills ancl other elocumenCS which are usecl in
ciocu1lle11tary credits ancl other forma of payment settle1ll811t. (See also elocumeut
taADE~.4/&.lS9.)

136. The fuuc1a1lental concept is that of a notification/confirmation system.
iben..er a right in the goods is createcl or trausferrecl, the creator or
transferer notifies the carrier of tbe transaction. Tbe carrier registers the
change ancl sen.els the ben.efici&ry or the transferee a confirmation of his
acquired rigb ts.

137. The transport agreement and the confirmation. by the carrier contain
special clauses which seek to establish the same legal relations as those
wich characterue the concept of negotiability. A "registering anel clause"
system is proposed. Under the elt'aft system, a number of messages an
exchanged between the participating par'ties' cOlllputers. 'lbe study emphasues
that such eXchanges cle1'll8lld security and that the necessary level can be
achieved by using a public key c:rypto system.

3.3.3. Z 'lbe tecbt1ical aopproach

138. In a study by Boger Ben.ri1csen: "'!'he Legal Aspects of Paper-less
International Trade and Tr811Sport" (Copenbagen, 1982), which presents a theory
based on the application of a public key crypto system and elescribes special
technical features, it is sunesteel that the present-day cioc:uments be replaced
by a conceopt of "original elata. cODtent", i.e. something tangible. Possession
and surreneler of the original clata content, such as that of a llill of laeling,
shall in all respects be given the same legal effec:tsas the possession and
sunenderof au original paper elocumen.t. (See also ciocumen.t 12.A:DE/WP.4/&.98.)
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139. Under the presentsysteUl, il: is the ~ording on the paper (I:he data
content) that determines the tY'Pe of dOCUUl8l1t that il: constitutes, and this
should ttot chan.ge ~hen a 11ew tecbnical process is used. 'l'he des ired legal
relationships can be establi"hed throup the data content.

140. If ehu is accepted, the symbolic function of a document ~ill"·beli.nked

wil:h the possession of a tex1: containing the 11e.:..sa2:'1 (onginal) datacontenc
and 110t with the possession of an original paperdocu1ll8nt· as is present
practice.

141. 'l'he aill of this project is to develolt an operative syste. whereby the
banker' .I 11eed for securicy il1 connexion with paY'llA!Dt through docutllentary
credit procedures can be safeguarded ~ithout the surrendet' of a traditional
Bill 0 f lading or an intU'tlational ~aybill. 'the aim is limited to this: were
there is a 11eed to sell a coa.signment in transit, use of the traditiottal
11egotiable Bill of lading is still reco1llllel1ded.

142. !he legal solution in this ayste. is base<l on the international waybill,
i11 llImy ways a "sim'Pler" doCU1D8Dt than the Bill of lading, andtlUch easier to
imitate in an ADP systaa.

143. !he Cargo ray Receipt .113 te. operates as follows:

•
!he goods are sold Ez Works, 'CD (Free carrier u,.d point 0 f
departure) or tmder any s iDailar terUI of delivery wt1ic:b confers title
of ownership to the buyer at the latut wen a baulC in the seller's
country pays hill. 'the salu' conaact thus stipulates that proper-cy
to the goo<ls sold shall pass. at the 1DCI1II8Dt wen a -Oau,' at the place
of departure pays the seller against ais Cargo ray Receipt, il1
confondcy ~ith tb, instructions of tbe buyer" be bas either
arranged for the issue of a docuraentary cre<lit or has ord.ered "Cash
on Delivery" with instructions to pay against the CarlO F;ey
Receipt.. !he buyer, by agreement ~ith his bank, pledges. the goods
in cransi I: as. security and collateral for what he has ins '=-ucted hi"
bmlc to pay on h13 behalf. •

When the sender nas delivered the goods to the carrier oli ni" agent
at the place of departure, he receives his Cargo ray Receipt, as the
first print-out following u'PUt of all tlecessary particulars into the
carrier's cOUl'PUter. This contains, inter alia, the following data
ele121e11t"~

•
(a) 'the buyer's bank (fi11ancing the sales transaction), a.a12l8d as

CO'C1Si gx1ee;

(b) '!he consigx1or's "roDtSP" statement, aleaning that the seller in
his c:apacil:y as party to the contract 0 f ~arrialebas

irrevocably ab-:.ogaced fr0121 his rigb.t of disposal Co the goods
during the trcsi 1:;

(e ) !he ~ar1:'ier's "CLZAN" state12l8nt, 'lleatling that t:he carrier, after
the customary inspection of the goods l:akeni11 charge, has made
no relIlarks regarding their condition (such 4$ "2 cases broken",
"sceel sheets t"USC llI4rked");



•

•
a

!RADE/wp.4/a.18s/aev.l
page 23

(d)- '!he carrier's "SEetnUTY" declaration, meaning that he holds the
consignment specified on the receipt on behalf of and as
collateral for the bank named as consignee.

All particulars stored in the computer are forwarded frOll the place
of departure to the place of destination by meaus of
telecommunication.

The authorized bau1c in the seller's countrY pays the seller against
the Cargo Key Beceipt and advises the buyer t s bank by means of
telecommunication.

Sbortlybefore the goods arrive at tbe place of final destination,
the ca~ier scds an arrival notice to the buyer's bank. in its
capacity as eons.ignee. "ith a copy to tbe buyer. iu his capacity as
"uotify address" only. The buyer then pays his bank against
enc1or.se1llent of the original notice of a:-:rival to him and requests the
carrier. by v.irtue of the endorsed 'OOtice. to deliver the goods to
bim instead of to the uamed consignee. the bau.k•

144. Ca.ly a mdest percentage of all goods carried is sold wile in transit
from the port of leacting to the port of destination. In liner trade.the
percentage is even lower. It would therefore be possible to introduce
ADP-based systems desianed on the buis of th.. - Cargo Key Beceipt system;
efforts to develop this systell are being followed with F'eat interest by those
concerued.

1·1·2 lb.!. !NlE!1'~.J'~j,e:.t_ -_S!.l.!. 2.f_C!.rJ.O_t!Lr~lP_a_C!.e!,1:'iu.l.!o2,S,!,

145. This sys tell is being developed for bulk cargoes. especially for th~

tanker trade. It is suggested that the "key to the goods" function .y b-e
served by a register, based on agreement that all transactions regarding a
shipment sball be handled through a cctral clearing bCNae. Initially agreed
between shipper and carrier. all subsequent buyers (assignees) bave alao to
aclhere to the system. It is part of the agreement that no Bill of lading will
be de1ll4Ddad., and that all transfers of rights to the goods will be effected by
telex notification to the central register. All iTllPOrtant teleas should be
autheuticatedby cr08s~ec:king over the telepilone !!l! ~n writing.

146. this system could function in two ways: either as a central register (or
registers) in some principal oil port (ports) or trade centres , or elae simply
as a private arrangement iuv0 Iving those who "ill talce part iu tbe
transaction. In the latter case the register should be kept by a bank. and
all payaaent. sbould be made through that bank. In the case of the central
register it needs be considered whether payments sball be made through the
register or otherwise.

147. For a fuller description, reference is _de to "Delivery of Cargo without
presctation of Bills oftading". report dated 16 November 1980 froll the
Chairman of the Documentary Co'l2lDlittee of INTnTANKO.
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4. CONCLUSIONS

148. Aut:01ll&tic data tr311sUliasion is poaciually being izltrociucecl fO':'
cioCWllel1tatioQ requinmeD.ts in inte:naticmal eracia. 'l'hue meChocls COlIlt:'l:'is e
iJlll'Ortant aclv311tages for all t'arties concernecl ancl Chetechnical, c01llDe"ial
_cl orpzliza:ioaalcouclitions 118ge alreacly been establisbed.. llowever-, the
pt'oblem of legal acceptability remains, ancl Che lack of legal rules botb
nationally cdintemationally leacis "to a f.eling of insecurity which=-y
hincler furtac clevelo1'Muts Csee peapoaPts 1-7).

149. the ~1811S involvecl h89. a bearing OD. cliffarezu: lepl duciplines
although it would al'pear Cha: izlcanacicm.a1 trade law is IDOst di:'eccly
coacemeci. the co-ord~tinlbociywiChh the t1:litacl NIlt~OD.S onquestioas of
i4teruational tradalaw - U'NCI'J1AL - wtlidl l1as alreacly in.itiateci studies OIl

the relatecl topic of elecerci.c· ft.mcl.s erasfar should talce this _tter Ul' f~
furtbc action, izl co-operauon wiCh oChcorpuizati0'4S, s'lich as:

- th. Iz2.cer:a:ional ChGlbc of Co_"4, on Ch. neeel for rules OIl

nesociability Cse. parapoapta 134) •
•
150. A.ctencioa. is also Uawrl to Ch. TOOr. specific C011clasions regarcling the
need to utablisb ce1:"tain rules of _terial law. this u. especially iJzl'port&t
wiCh reprcl to questions of rule eel li&bUiey were it would seem "ieal to
talce into aceount existing incu:satioaal Wtrll1IICts eel the legal cioc:rines
011 -wilicD they are base (.,.rag;apbs 87-92). Other conclusiov.s that lIlerit
attention are Chos. relatecl co:tha neecl Co avoid too rigorous drafting
techniques Cparagraptls 68-73), anc:l Che neecl for rules of evidence Cparag:=apb
119) au,d on auChentication (pang=apbs 115 ecl U1).

"151. C1"'TPtograpby al1c:l Che use of the public key C1:'TPto sysee. Tlligbt well play
an import4l1c role in solving so.. of the uiZl tedmical/legal prob18llll
encoul1terecl in this fielcl. It is reco=-l1c:leci Cha: the !CE W'or\cing 1'ar:yol1
Facilitation of Incemacicmal Trac:le hoceclures should stucly Chis utter wiCh a
view Co aseer't&iD.ing its usefulness for Pl'ac:ical a~plicacioll.

152. AlChough che sr:rong treacl towards pal'erless ~ceciuns'canbee~l'8cted to
contizlue ancl ~evail, traclitional pal'l!r~oceclures will s till be used. in lD.atty
wtal1ces and. new nUes sbould be C01IIl'&cible with c:utt=C practices ancl
traclitiOI1S. The rules should be internatiol1al and, on tbe wbole, UI1c:iatOry
and. sbould. emb1:'ace. eracle, eranspOrt ecl paya:aents as well as aclminiserati"e law.

•


