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COORDINACION DE LA LABOR

‘ Aspectos juridicos del procesamiento automidtico de datos

Nota de la Secretaria

1. La Comisidn, en su 15° periodo de sesiones, examind dos informes de la Secretaria
que se ocupaban en parte de los problemas juridicos derivados del procesamiento automético
de datos. Uno de los informes contenia un examen de ciertos problemas juridicos que se
plantean en las transferencias de fondos por medios electrénicos (A/CN.9/221). El

segundo informe contenia un examen de la labor de otras organizaciones en la esfera de

los documentos para el transporte, con especial hincapié en el efecto del movimiento

de facilitacidén del comercio y del uso del procesamiento automitico de datos en la
preparacidén de esos documentos (A/CN.9/225).

2. Con respecto a las transferencias de fondos por medios electrdnicos,

"La Comisidn decidid que la Secretaria, en cooperacidn con el Grupo.de
Estudio sobre Pagos Internacionales de la CNUDMI, comenzara a preparar directrices
Juridicas sobre las transferencias de fondos por medios electrdnicos... Asimismo,
se pidid a la Secretaria gque presentase en un futuro periodo de sesiones de la
@

Comisidn un informe sobre el valor juridico de los registros computadorizados
en general," 1/

3. Con respecto a los documentos para el transporte, ''se acogid con beneplécito

la sugerencia contenida en el informe de que la Secretaria continuara observando los
acontecimientos en esa esfera y se pidid a &sta que mantuviera informada a la Comisidn
del curso de accién que adoptara en el futuro." 2/

[ad

. 1/ Informe de la Comisidn de las Naciones Unidas para el Derecho Mercantil
Internacional acerca de la labor de su 15° periodo de sesiones, Documentos Oficiales

de la Asamblea General, trigesimosZptimo periodo de sesiones, Suplemento N. 17,
(A/37/17), parr. 13. ‘

2/ Ibid., parr. 10k.
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4. Con posterioridad al 15° periodo de sesiones de la Comisidn, su Secretario
recibid una carta de fecha 23 de noviembre de 1982 del Secretario Ejecutivo

de la Comisidn Econdmica para Europa, quien la enviaba a peticidn del Grupo

de Trabajo sobre facilitacidn de los procedimientos comerciales internacionales,
organismo patrocinado conjuntamente por la CEPE y la UNCTAD. En la carta,

que se reproduce en el anexo I, se describen las actividades del Grupo de
Trabajo con respecto a la teletransmisidén de datos comerciales. A la

carta se adjuntaba también el documento TRADE/WP.L4/R.185/Rev.l, que se

presentd al Grupo de Trabajo en su 16 periodo de sesiones, celebrado en
septiembre de 1982. En ese documento, que se reproduce en el anexo II, se
describen los problemas de tipo juridico con que tropezd el Grupo de Trabajo

al realizar esas actividades, y se exponen sugerencias de actuacibn en los
foros internacionales pertinentes. 3/

5. En ese documento se llegaba a la siguiente conclusidn, que fue apoyada
por el Grupo de Trabajo: )

"Es urgentemente necesario tomar medidas internacionales para establecer
normas con respecto a la aceptacidn juridica de los datos comerciales
transmitidos por telecomunicaciones. Dado que este problema es
esencialmente de derecho mercantil internacional, parece que la

Comisidn de las Naciones Unidas para el Derecho Mercantil Internacional
(CNUDMI) debe ser el foro central” (TRADE/WP.4/R.185/Rev.l, pérr. 4)

6. El Grupo de Trabajo, en su 16° periodo de sesiones, pidié a la Secretaria
de la CEPE que enviara el documento a la Comisidn y a otras organizaciones
internacionales gque tuvieran competencia en aspectosconcretos de los problemas
Juridicos identificados. En el informe del periodo de sesiones también

se indica que

"euando la Secretaria de la CEPE transmita el estudio a las secretarias
de la CNUDMI y de otras organizaciones internacionales interesadas,
deberia mencionarse la importancid que para el comercio mundial tiene
encontrar soluciones pertinentes para todos los sistemas juridicos

sin demoras indebidas.” (TRADE/WP.k/1L41l, parr. 15)

7. En la respuesta de la Secretaria de la Comisidn a la carta del Secretario
Ejecutivo de la CEPE se exponian las medidas que ya habia tomado la Comisidn
pertinentes para las cuestiones juridicas que se plantean en materia de
procesamiento automatico de datos. Ademas, con objeto de determinar la
amplitud de las medidas de coordinacidn que la Comisidén podria acometer a
este respecto para establecer el cuerpo juridico basico en la esfera del
derecho mercantil intermacional, se envid a las organizaciones internacionales
a las que se habia enviado la carta de la CEPE una copia de la respuesta,

con una peticidén de informacidn sobre cualesquiera de sus actividades .
pertinentes. Las respuestas recibidas por la Secretaria reflejan un interés
generalizado en diversos aspectos de estos problemas.

Conclusidn

8. La Comisidn ya ha decidido adoptar ciertas medidas relacionadas con las
preocupaciones expresadas por el Grupo de Trabajo cuando decidid preparar
una guia juridica sobre las transferencias de fondos por medios electrdnicos
y cuando pidid a la Secretaria que presentara en un futuro periodo de

3/ En el anexo II se reproduce el documento tal como se recibid de
la CEPE, en uno de sus idiomas oficiales (francés, inglés o ruso)
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sesiones de la Comisidén un informe sobre el valor juridico de los registros
_computadorizados en general. AdemAs, la Comisién ha expresado su interés

en el efecto de la teletransmisidén de datos comerciales sobre la preparacidn
de documentos para el transporte. AnZlogamente, otras organizaciones
internacionales han iniciado actividades en sectores en los que son
especialmente competentes. Sin embargo, si estas actividades no se coordinan
correctamente, podria llegarse a resultados incongruentes y podrian pasarse
por alto problemas importantes.

9. La Comisidn tal vez desee convenir con el Grupo de Trabajo sobre
facilitacibn de los procedimientos comerciales internacionales en que los
problemas juridicos identificados en el documento TRADE/WP.L/R.185/Rev.l
son importantes para el comercio internacional y en que deben encontrarse
sin demoras indebidas soluciones pertinentes para todos los sistemas
Juridicos. La Comisidn tal vez también desee convenir con el Grupo de .
Trabajo en que, dado gue este problema es esencialmente de derecho mercantil
internacional, parece que la Comisibén debe ser el foro central para tomar

¥ coordinar las medidas necesarias.

10. La Secretaria tiene intencién de presentar al lTo periodo de sesiones

un informe sobre las medidas que la Comisién podria adoptar para coordinar
las actividades en esta materia, teniendo presente las esferas de competencia
de las diversas organizaciones internacionales interesadas.
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ANEXO I

Carta de fecha 23 de noviembre de 1982 dirigida al_Secretario de la Comisidn
de las Naciones Unidas para el Derecho Mercantil Internacional por el
Secretario Ejecutivo de la Comisidén Econdmica para Europa

Estimedo Sefior:

Los requisitos en materia de documentacidn contenidos en los reglamentos
¥y précticas establecidos para el comercio internacional entrafian altos costos
para la comunidad comercial y las autoridades interesadas. Suele calcularse
que el costo de la labor de cumplimentacidn de un gran nfimero de formularios
-para preparar aproximadamente cien documentos distintos- en los que se
presenta informacidn para vender, despachar, transportar, asegurar y Dagar
bienes, asi como para cumplir los requisitos en materia de exportacidn/importa-
cidn, representa en promedio el 10% del valor de los bienes.

El Comité de Desarrollo del Comercio, Srgano subsidiario principal .de la
Comisidn Econdmica para Europa, a fin de limitar esos altos costos, establecid
en 1963 un Grupo de Trabajo sobre facilitacidn de los procedimientos comerciales
internacionales. EL Grupo de Trabajo elabord una norma, recomendada por la
CEPE, que actualmente se acepta con cardcter mundial, sobre el formato de los
documentos para el comercio, que ha permitido que las empresas que utilizan
documentos comerciales ajustados a esa norma reduzcan muy considerablemente
los costos.

Tras la introduccidén de nuevos adelantos técnicos, la atencidn del
Grupo de Trabajo se ha alejado durante los @ltimos cinco afios de la normeli-
zacidn de documentos, y actualmente se centra en la normalizacién de los
datos utilizados para las transacciones comerciales internacionales y el -
intercambioc automético de tales datos.

En la actualidad se transmiten automidticamente muchos tipos distintos
de datos mediante terminales "inteligentes" y se han materializado
plenamente los beneficios econdmicos derivados del intercambio de informacidnm,
rapido y sin errores, para la adopcidn de decisiones y de nuevos métodos
de procesamiento automdtico; actualmente se estadn haciendo considerables
esfuerzos en los planos nacional e internacional para aprovechar el aumento
de productividad que se derivaria de la vinculacidn de las computadoras con otras
miquinas de oficina mediante distintas técnicas de telecomunicacidn.

El Grupo de Trabajo sobre facilitacidén de los procedimientos comerciales
internacionales, en su labor sobre normalizacidn de los datos comerciales y
armonizacidn de las normas para el intercambio de esos datos, ha identificado
algunos problemas de carfcter juridico que no tiene intencidn de seguir
examinando, ya que es necesario resolverlos en un contexto més amplio que el
de la facilitacidn del comercio. Entre las cuestiones relacionadas con
estos problemas figuran las siguientes:

- &tPueden admitirse los datos teletransmitidos como pruebas en los
tribunales? y

-~ &tPueden aceptarse para el despacho de aduanas los datos teletransmitidos?
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El Grupo de Trabajo, en su 16° periodo de sesiones, celebrado en
septiembre de 1982, tomd nota del documento TRADE/WP.4/R.185/Rev.l, presentado
por las delegaciones de Dinamarca, Finlandia, Noruega y Suecia, en el que se
seflalaban los principales problemas de cardcter juridico que el Grupo habia -
encontrado en su labor y se hacian sugerencias de actuacidén en los foros
internacionales competentes.

El Grupo de Trabajo pidid a la secretaria de la CEPE que transmitiera
el documento a los drganos. internacionales mencionados en el estudio y a otras
organizaciones internacionales pertinentes:

"a fin de que sus respectivas secretarias expongan los problemas
planteados en el documento a sus drganos competentes para llegar a un
posible acuerdo sobre la labor internacional encaminada a armonizar
las normas relativas a estas cuestiones"”.

(TRADE/WP .4 /R.185/Rev.l, parr. 5)

En este contexto, el Grupo de Trabajo pidid a la secretaria que mencionara
en la comunicacidn por la que se transmitiria el documento TRADE/WP.4/R.185/Rev.l,

".... era urgente ofrecer seguridad jurfidica a las partes comerciales
que contraigan obligaciones o adquieran derechos por medios distintos

de los documentos tradicionales eseritos.”

¥ que subrayara

".... la importancia que para el comercio mundial tiene encontrar

soluciones pertinentes para todos los sistemas juridicos sin demoras
indebidas....".

(TRADE/WP.4 /141, parr. 15)

Por correc aparte le envio ejemplares del documentotiiulado"Legal
Aspects of Automatic Trade Data Interchange" (TRADE/WP.4/R.185/Rev.l),
publicado en octubre de 1982; pueden enviarse mis ejemplares si se solicitan.

La presente carta se envia a las secretarias de las organizaciones
mencionadas en el estudio, es decir, la CNUDMI, la OCDE, el CCA y el CICE,
para que estudien las posibles medidas. Se envia también, a titulo de
informacidn, una copia de la carta y su anexo a las siguientes organizaciones:
Centro de las Naciocnes Unidas sobre Empresas Transnacionales, UPU, UIT, OACI, '
OMI, CEMT, Consejo de Europa, OII, UNIDROIT e IATA.

Aprovecho la ocasidn para reiterarle las seguridades de mi consideracidn
més distinguida, :

(firmado)

Janez Stanovnik
Secretario Ejecutivo
Comisién Econdmica para Europa
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FOREWORD

l. An important legal aspect of work on facilitation of intermatiomnal trade

“ procedures is the acceptability of automatic data transmission to replace the
movement of data by traditional paper documents and the resolution of legal
insecurity that may arise through utilization of new techniques. The use of
modern transmission methods in intermational trade, transport and payments
depends on the legal force given to the information thus transmitted. The
problem is more extensive than that of agreement between trading partners
alone, since the principle of contractual freedom is limited by specific legal
requirements of national or internatiomal law.

2. Amongst important questions asked are the following:

.. - Can teletransmitted data be accepted for Customs clearance and other
purposes such as the procedure for effecting international paywents?

- Are teletransmitted data admissible as evidence in Court?

- Does such evidence rank in the same way as a traditional document?
- Does authentication by electronic means equate with a traditiomal
signature?

3. The purpose of this document is to outline what needs to be done = and
why = and to suggest, even though to a limited extent, how and where action
might be taken. The paper has been prepared on the initiative of the Nordic
legal Committee, with the aid of funds from the Nordiec Council of Ministers.
It is presented jointly by Denmark, Finland, Norway and Sweden.

GE,.82-33170
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4, The documeat concludes that there is an urgent ased for international
action to establish rulas regarding legal acceptanca of trade data transmitzad
by telacommmnications. Since this is essentially 2 problem of intermatiomal
trade law, the Unitad Nations Commission for Internmational Trade Law
(UNCITRAL) would appear to be the cantral forum. The work could be undertakea
in co=operation wich the Customs Co-operatioun Council (CCC), which is actively
engaged in establishing rules concerming important aspects of administrative
law; with the Organisation for Economic Co-operation and Development (OECD)
for aspects related to transborder daca flows; and with other intarmatiomal
organizations, such as the Intearnational Chamber of Commerce (ICC), in the
commercial fiald, to ensure compstibilicty.

5. The UN/ECEZ Working Party on PFacilitatiom of Intermationmal Trade
Proceduraes is invitad 2o takas aota of the paper and to request the ECE
secratariat to transmift copias to the above-mentioned and othar relevant
intarnational organizations, in ovder that their respective secretariats may
bring forward the problems raised in the paper to their competent bodiss for
possible agreement on intarnational work aimed at harmonized rules concerning
these matfaers.

Nota: Ia this revised version minor changes have been iatroduced in
paragraphs li, 44, 72, 101, 105, 120, 126, 137, 138 and 145; a faw
editorial amendmenta have also been made.
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l. INTRODUCTION

l. International trade generates a large number of different procedures = a
subject that was addressed by the Nordic lLegal Committee some time ago

(Cf. NORDIPRO Special Paper No. 1 "The Export Contract as a Management Tool,
Oslo, March 1978). Traditionally, the information (data) required for these
procedures has been transmitted through paper documents. The more obvious
handicaps of this traditional method -« which has been estimated to represent a
cost of 7-10 per cent of the value of the goods traded = can be summarized as
follows: ' .

- too many documents are used or required;

- documents are too complicated and often contain both too many and
unnecessary data;

= the same data are repeated in many documents;

- the movement of essential documents takes too long, and frequently
leads to severe delays in securing release of goods at destination.

2. During the last decade there have been major developments both in

- automatic data processing (ADP) and in telecowmunications, and further
developments are expected. The cost of the necessary equipment is steadily
decreasing; the use of ADP is spreading to all areas of society. Naturally,
those involved in international trade wish to utilize moderm techmology to
achieve less costly and more effective handling of trade data.

3. All this has led to the creation and growing use of standard trade data
elements and their coded representation, as well as standards for interchange
protocols and coumunication systems. It is increasingly apparent, however,
that lack of agreed legal solutions, i.e. legal standards - as distinct from
purely technical standards = may become a major obstacle in this field of ADP
developuent.

4. Major economic gains would result from a change-over to '"non=paper
documentation", since many of the difficulties connected with present-day
trade and transport procedures could be eliminated. The effects of new
methods would extend to other areas also, with secondary savings and other
positive results. '"MNon-paper" data handling would mean:

= fewer errors, since data would be transmitted and controlled by
machines, thus eliminating errors which often occur through manual
transmission of information;

- better cash flow management, with consequential financial savings;
= availability of data -for direct use in traders' own ADP systems,

e.g. accounting, stock and production management, and a wide range of
in-house statistics;
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- higher quality of anational and international trade and transport
statistics, since these would be based on standardized data governed
by exact harmonized dafinitions;

- fewer misunderstandiags (through inaccurats translation) owing to use
of international standard data elements and codes;

= swiftar turm—-around of ships in port, sincs the necessary data would
be available before the arrival of the goods.

5. Developing countries, in particular, would benefit from speedier
clearancs of ships and of goods, and from simplified procadures and the
opportunity for more efficient decision-making offered by the use of .
standardized data. The argument, sometimes put forward, that developiag
cotntries see a disadvantage in computers replacing people is not supportaed in
practice for the following reasons. First, it would not directly affect a
great number of people; in fact, ADP would more especially concern qualified
Civil Servants = who are in great demand in these countries. Further, the
introduction of ADP would be gradual. The importance of automatad procadures
has already been acceptad in many developing countries -~ and introduced in
‘some of them - particularly in comnnexion with msin axport items.

6. It must be stressed that traditional documents would not be complataly
abolished. They would remain a fact of life in trade with certain countries,
or for certain types of tramsactiouns. There is nothing dramatic about the
introduction of '"paperless" procedurss in iaternational trade: it can be
expected to take place, stap by step, when the parties concerned fael assured
that it would be to their mutual advantage and would not affact their
individual proper interests. In any case, data processed and transmitted
automatically may still be made visible on paper (e.g. by print-cut). The
paper document will thus dontinue to play its role in international trade
procadures at the same time as modern and more efficient mathods for
production and transmission of data are introduced.

7. The use of ADP in industry and trade is already widespread. Eaterprises
have developed in-house systems and have secured special permission for
acceptance and clearance of data transmittad to certain authorities by
dutomatic means. Certain commercial banks have established the "Society for
Worldwide Interbank Financial Telecowmmunication' (SWIFT), thereby introducing
a message-switching system which could be used as a base on which to build a
full electromic funds transfar system. Carriers and forwarders are working to
develop automated systams for their own purposes, and in many countries ctrials
are being conductad by groups of firms representing diffarent trade interests
Co test the possibility of a matching full trade data intarchange systam.

8. The efforts of government officials and national trade facilitatiom
experts within the many international organizations working with the UN/ECE
trade facilitation bodies and UNCTAD/FALPRO have also done much to make it
possible to replace paper documents by teletransmittad messages.

9. A major step forward was taken in 1972 when the UN/ECE re-organized its
Working Party on Simplification and Standardization of Extermal Trade
Documents (which had been in existence since 1960) and established the Working
Parcy on Facilitation of Intermational Trade Proceduras. Ia 1975, this
Working Party set up several informal task teams to undertake special and
urgent tasks. One of the teams was requestad to study the legal problems of
the use of automatic data processing and transmission of data in intermational

trade. Its main conclusions and recommendations ars recorded in the documents
listed below:
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Introductory paper (TRADE/WP.4/GE.2/R.79);
Overview of legal problems of trade facilitation (TRADE/WP.4/GE.2/R.102);

UN/ECE/FAL Recommendation No. 12 = Measures to Facilitate Maritime
Transport Document Procedures (TRADE/WP.4/INF.61:TD/B/FAL/INF.61);

UN/ECE/FAL Recommendation No. 13 = Facilitation of Identified lLegal
Problems in Import Clearance Procedures
( TRADE /WP.4/INF.62:TD/B/FAL/INF.62); and

UN/ECE/FAL Recommendation No. 14 = Authentication of Trade Documents by
Means other than Signature (TRADE/WP.4/INF.63:TD/B/FAL/INF.63).

10. It should be noted that the Customs Co-operation Council (CCC) has been
actively involved in this UN/ECE work; it has established its own special
Working Party on Customs Applications of Computers which is already carrying
out important work in connexion with "paperless" procedures in the Customs
field. :

11. Other internmational organizations are also active. Especially
interesting, in this connexion, are two UNCITRAL studies concerning Electromic
Funds Transfers (A/CN.9/149/Add.3 and A/CN.9/221). This work is importaat
both because interface between the transfer of trade data and finance data is
essential and becguse UNCITRAL, as established by United Nations General -
Assembly Resolutions, is the co-ordinating body of the United Natioms
Organization in the field of international trade law.

12. It would therefore appear both appropriate and desirable that UNCITRAL
should initiate = or, preferably, undertake and co-ordinate - further
international action required to resolve the legal problems of automatic trade
data interchange.

13. The aim of the present paper is to outline what needs to be done = and

m.

2. THE BACKGROUND

14. World trade is the sum total of a multitude of different transactions =~
the swift supply of spare parts, the steady delivery of basic commodities, the
accomplishment of long~term, complex construction projects = to mention only a
few examples. From the legal point of view, all transactions are based on an
international contract of sale: the seller in ome country undertakes to supply
a8 defined object to a buyer in another country against payment.

15. Since there is a basic common interest in the successful performance of
sales contracts, there is a strong need for security. The buyer wishes to
have assurance before payment is made that he will receive the goods or
service which he has ordered. The seller wishes to have assurance that
payment will be forthcoming before parting with the goods or performing the
service. Agreed terms for delivery and payment therefore play an essential
role in trade transactionms.
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16. Since goods have to be moved over long distances, specific provisions for
transport and insurance have to be made. Further, since tha goods may cross
the frontiers of several countries, requirements for Customs clearancs
(outwards, inwards and possibly transit) have to be observed, as well as
regulations governing the transfer of payments.

17. A simple model of a2 trade transaction would thersfore reflect not oaly
the intermational trade contract but also independent and ancillary
agreeements of a contractual nature with banks and insurance companies -
possibly also with freight forwarders and carriers. It would indicate the
flow of goods and payments and also the movement of documents; this ia turm
would emphasize that international trade gives rise to two intarlinked and
opposita movements, i.a. that the purchase by a buyer in ome country from a
seller in another country involves the movemant of goods in one directiomn and
the movement of money in the opposita direction. These movements are
initiatad and controlled by a parallel flow of informatiom, usually contained
in documents. :

18. From this very si.mt:l.ified. description it may be appreciated that the
several commercial parties involved in a trade transaction have different
interests that must be safeguarded. Thus,

= the seller wishes to be certain of receiving payment;
= the buyer wishes to be cartain of receiving the goods;

= the various intermediaries (forwarders, carriers, insurers and
bankers) need to be cartain that they can perform their services
efficiently and 2o be assured of remuneration.

2.1 Aduinistra:ive background

19, There is, however, another aspect of trada transactions which must be
taken into account. The flows of information, the goods and the payments pass
from one country to another. Therefore, the national authoritiss concarned
have to exercise the necessary border controls. This is done on the basis of
information which provides the accepcable avidence required to clear the goods
and to monitor or control payment. The Civil Servants involved need to be
formally satisfied of the legal acceptability of the information for each
relevant stap in the transaction; and they have to ascertain that the goods
have been correctly defined and valued for duties aad taxes, that one party
has accaptad formal responsibility in case of future discovery of errors or
fraud, and that satisfactory evidenca has been kepc for later verificationm.

20. These considerations are of a nature different from commercial ocnes, and
':hey are usually defined in formal enactmeats or, more oftem, in regulatiouns
issued by virtue of national laws. Whereas commercial parties are free %o
accept agreed standards or procedures, official control procadures can ouly be
?hanged by law. However, a certain flexibility oftan exists by way of
laterpretation, or by ameanding regulations issued according to law. On the
other hand, whereas private partias may agree on security levels that are
acceptable in terms of cost, official requirements are of a more formal nature
and the rules issued to implement them are often drafted taking into account
other (and more abstract) consideratioas.
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2.2 Technical background

2.2.1 Data_ communication
2l. For the purpose of this paper, "data communication" is understood to mean
the automatic transmission of messages by electronic or other means in such a
manner that the possibility of automatic editing or processing of the text
exists, or can be made available, if required.

22. Data commmnication may take place as direct transmission
- between two of: more cowputers;
- from a computer to a terminal or to a printer = or vice versa;
- between terminals.

23. As the data processing of telex messages is possible at both tramsmitting
and receiving ends, data commmication is here deemed to include telex
communication.

24, Data commmnication can also take place by sending the physical data
carrier on which informstion is temporarily or permsunently stored, e.g. a
magnetic tape, a cassette, or a disk (or the somewhat out—dated punched=card
or punched=tape).

25. Except when sending a data carrier, some form of electronic (or optical)
coummumication network is needed to transmit data between hardware units.

26. In all cases, it is necessary to have a pre~determined method of
commmication providing the machines with the technical possibilities to
process the data intelligently.

2.2.2 Different technical solutio

2.2.2.1 Public services

27. Telex has been available as a public data communications service for a
long time. Various versions of data=-processed telex messages exist. Some
computer manufacturers offer direct access to the telex network.

.28. Teletex involves using a miniprocessor with primary storage, various
types of secondary storage, and printers. Although the main purpose of the
teletex is to transmit and store messages, it can be used for other purposes,
such as text processing. The teletex machine can be linked to other
intelligent devices and can therefore be used as a communication unit in
internal data systems.

29. Videotex (also knmown by other names) is another form of public data
communication service that uses normal television sets as receiving terminals.

30. 1In some countries a public service for transmitting trade data does exist
(in Canada, for example) or is being developed (in France). However, at

present these are solely national systems.
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31. One charactaristic of public data communication systams is that a service
is available to anyone who is prepared to accapt the conditions of the
system. Matters relating to liability are often regulated by means of
statutas, statutory instruments and/or international conventions. The systam
is standardized and has an intarmational range. A directory listing
subscribers %o the systam exists and, in principle, each subscriber can reach
any other subscriber at any time. The technical quality of the system is
guarantaed within certain limits and there are possibilities of implementing
certain technical and logical security features. Therefors, it may be
possible to lay down certain legal rules as to responsibility of use and
misuse.

2.2.2.2 Privata data commnication

32. Practically all modern computers afford possibilities for data
commnication, aither under their own conditions or under general standardized
conditions. Countless data commmication systems between parties of various
types are thus in operation. The tachnical quality of these data systems
depends oun agreements concluded between the partias coucerned. As previously
mentioned, intsrmal computars can be used ian conjunction with public data
transmission services.

33. Data communication by sending physical data carriers has also been

included under this heading. The exchange of magnetic tapes, for exampls, can
be an economical form of data commnication, particularly for mass data
communication. With such means of data commmication the parties often forgo
the time gain that results from direct transmission. On the other hand, the
information is usable as it is for further computar processing.

2-2.3 Irmsmission  methods

34, Data can be transmitted by cable, electro-magnetically or optically, or
by carrier. The user is uninterested in the medium or media used provided
that the system satisfies his. requirements regarding cost, efficiency and
tachnical reliabilicy.

2.2.3.1 Public data tcramsmission networks

35. The most commonly-used public data transmission network is the talevphone
network, which has the advantages of being widespread and of high tachaical
quality (although there are exceptions). Telephone networks use either dial

lines or fixed lines; they do not offar data transmission services ia the
modern sense. ‘

36. The talex network cam also be used for data transmission in additiom to
telex messages. This networi often has the same physical properties as the
telephone network. Use of the telephone network is often more economic than
use of the telex network.

37. 1In coutrast to talaphone aetworks, public data networks offer diffarent.
fo?ms‘ of data services. However, in many cases not all possibilities are
utilized, for cost reasous.

38. Examples of services that can be offered via public data networks are
automatic dating, tamporary storage, distribution to more than one record,
automacic identificacion of parties and transforming transmission speeds,

atc. Interface between different user equipment is nandled by the network.
The user does not know how his message is transmitted - transmission may take
place via satellite, talaphone, telex or other media, depending on the traffic
volume. Line protocol within the network is standardized.
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2.2.3.2 Open commercial networks

39. Where PTT administrations have a communications monopoly, open commercial
networks usually offer data processing in one form or another, which makes
them more service-oriented than public networks. Commercial networks often
use parts of the public networks for data transmission. A number of
commercial networks use information satellites as communication links.
Identification in the form of code words is always required before contact is
established between users of commercial networks.

2.2.3.3 Closed coﬁmercial networks

40. A characteristic of these networks is that only subscribers are permitted
to use them. The subscribers may represent a particular branch of industry or
a local region or any other group of common interest. As participation is
strictly on network conditions, the hardware can also be specified. This
type of network often uses special data transmission computers with large
temporary storage capacities and facilities for packing the data, with the
rTesult that extremely high transmission speeds can be attained within the
network.

2.2

-4 T ission techniques

4l. Apart from the data transmission hardware and the networks, both
technical and logical rules are needed for data transmission. The most
frequently occurring technical problems are the use of language or code and
the type and speed of transmission. At the logical level, agreement must be
reached on how transmission should be coumenced and terminated, which control
character should be used and, above all, how the information should be
identified (if it is not printed out). '

2.2.4.1 Closed systems (bilateral/multilateral agreements)

42. In & closed transmission system, the parties can of course make any
agreement which they choose. Closed data communication systems between two,
or only a few, parties are often efficient because the system can be designed
to satisfy the needs of the parties and adapted to the hardware at their
disposal. Problems may arise when it becomes necessary to link another party
to the system when one or more of the participants wishes to contact an
outside party or amother closed system. However, in the short term, closed
systems for s special purpose are often both efficient and economical.
Security presents few problems, since the parties agree on a level that they
consider to be both satisfactory and economic.

2.2.4.2 Open commmnication systems

43. Telex and teletex are typical examples of open communication systems,
whereby, in principle, any subscriber is able to contact any other subscriber
within the system. Open communication systems require strict technical
standards and flexible data structures. If the information in an open systenm
is to be machine=-readable, a compromise between flexibility and
standardization is necessary. To avoid the problems that arise in respect of
technical compatibility, data transmission can = in theory at least = take
place via exchanges whose principal purpose is to comnvert the message into a
technical form suitable for the addressee's hardware. A serviceable model for
this is the teletex. The data network also has possibilities, at least to a
certain extent, for interfacing between hardware with different technical
facilities.
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44, Open data communication systams pose a security problem that must be
solved before data coumunication can become operational om a large scale.
Such security methods = of a legal or tachnical anature - are described below
in sectioms 3.1.3, 3.2.2 and 3.2.3, and form the basis of the theories of
3.3.3.

2.3 Legal background

2.3.1 Documentary functions
45, Traditionally a trade document consists of a piecea of paper bearing data
of various kinds. Because of its lasting physical existencs the paper
functions as a carrier of data (iaformation); documents thus have an

informative function.

46. A trade document can also constituta evidencs (documentary evidencs).
The evidencs is the paper per se and the evidential content is the data
carried on the paper. Documents therefore also have an evidential functiom.

47. Furthermore, legal systems have given to certain documeants the

characteristic that the paper document itself and the rights representad

through it are so closely linked that it is reasonable to assume that the

paper symbolizes the right. The document then has a further, symbolic

function which today is relatad to an original paper document. Bills of

]é:::.ng and Bills of exchange are typical examples of documents with symbolic
ction.

43. The functions which are connectaed with documents used in intarmational
trade and transport can be fulfilled only through exchange of these

documents. This exchange, usually across frontiers, is traditionally achieved
by mail or by courier.

49, The informative function, the evidential function and the symbolic
function of paper documents ar'e a consequence of the physical properties of
the paper, of the exchange of documents and of the rules of the legal system
concerning documents and their exchange. These rules ars, to large extent,
based on the physical properties of paper documents.

2.3.2 Fagtors of iasecuri
50. Automatic data processing and data transmission are used as a means Co
dispense with the paper itself, but not its functions. Yat, although the
elimination of paper and the use of other mathods for the transmission of data
can overcome many of the problems which are connectad with paper documents,
these other methods, in their turn, present certain aspects of iasacurity.

51: These factors (or aspects) of insecurity = which are interlinked - arise
mainly for the following reasous:

= the physical characteristics of the paper document are abseant;

- existing law is associated, to a large extent, with paper documents
and their use;

- J..ega% regulacion of the fiald of ADP and data communication for trade
is virtually aon-existanc;

=~ the pat:':ies involved often lack the necessary technical and lagal
expertise to make use of the opportunities which are available and to

in:erpr.:ec the consequences which arise from the utilization of new
communication methods.
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52. It may be said that the feeling of insecurity is mainly due to the fact
that automated methods are new. Paper documents are well known and the degree
of insecurity that they incorporate is generally accepted. Transfer of
information by other means is new, and the security of such methods has yet to
be proved. It is, therefore, necessary to look into the elements of
insecurity in some detail.

53. The paper, and the written characters committed to it, are of a lasting
nature. Once committed to paper a text is not easily removed, altered or
added to without the paper showing some apparent signs thereof. The paper and
its data content still retain their properties when the document has been
transferred from one person to another. The holder knows what he has
received, and can control its "safe custody”.

54. The application of automatic transmission of data does not offer the same
sense of security. Entering data from a document into a computer and sending
the data content via teletransmission links to the recipient's computer does
not enable the recipient to ascertain, from his visual display unit or from
any priat=out produced, whether any alterations have beea made to the input
data content. Moreover, the sender of the data can transmit identical data to
a third party. The element of control of "safe custody" is lost.

55. The technical elements of insecurity may be overcome by technical means
(cf. sections 3.2.2 and 3.;.3.2). Another, and possibly more important,
factor of insecunty is ‘caused by the absence of legal rules corresponding to

those governxng the trad:.::.onal trade documents and the rights and obligations
vested in them.

56. Llaws, conventions and usages of international trade are often applicable,
in many cases compulsorily, to the traditional documents and their use.
Procedural and criminal law often contains detailed provisions applicable to
documents. ,

57. These rules cover the nature of the document, the concept of an
"original", its format and detailed contents, and the application and legal
implications. Up to the present time, these rules have been established on
the basis of traditional paper procedures.

58. Further areas of insecurity may also be identified. For example,
traditional communication services such as mail, telephone, telegraph and
telex are, to a great extent, regulated nationally as well as
internationally. For the new services which are being develcped and wh:.ch
will eliminate the traditional paper document, regulation is apparently
non-existent.

59. In most countries telephone, :elegraph, telex and mail are State
monopolies in one form or another. It is currently being studied to what
extent the new data communication services will be regulated. If these State
monopolies provide the new data transmission facilities, it is important that
10 new barriers be created. Any uncertainty with regard to private admission
to the services and the operation of the necessary ADP and data communication
equipment would create insecurity.

60. 1In certain countries concern over the protection of persounal data has
placed restrictions on the free flow of computerized data across fromtiers.
If such restrictions were extended unduly they might interfere with the free
flow of data essential for an intermational trade tramsactiom.
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6l. Many other factors that create insecurity are linked with current
commercial and administrative practics.

62. It would seem necessary to provide an assurance to all the parties
concerned, whether commercial parties, public authorities or Courts of law,
that documentary functions can be retained in a paper—less systam. This
assurance must be provided by eliminating the insecurity factors.

3. LEGAL ANALYSIS

63. In this section particular emphasis is laid upon identifying those areas
and problems where intarnational efforts would be required.

3.1. Informative functions
3-L.L The problam

64, How far is it possible to retain the informative function of paper
documents in an ADP-based systam in a manner that satisfias the need of the
.parties to achieve the same technical and legal standards as before?

3.1.2 Form and_ coutent
65. In principle, it is possible to print out data on paper in whatever
format or design may be desired. The information presentad on a document can
be shown on a screen with approximataly the same appearancsa. From the
tachnical point of view, the A4 format often used for paper documents presents
no difficulties in ADP systems.

66. It has been mentioned above that certain legislative taxts may be seen to
require the use of paper documents. However, most of these taxts were issued
. before paperless trade and tramsport procedures became practicable. It would
seem appropriata to adopt the attitude that ADP is acceptable as long as the
functions of the traditional documents are retained.

67. Ia Scandinavia it may be assumed that the Courts would accept these new
procadures provided the documentary fuanctious ares retained. However, Court
decisions might be different in other parts of the world with different legal
systams and traditious.

68. When an appendix to a legal text defines precisely how a document should
be presentad in order to be valid, Courts consider this to be bindiag. 1IE is
thersfore essential that those responsible for the drafting of relevant

regulations become aware of the need to leave room for alternative information
transmission methods.

69. When utilizing ADP and data communication it is important to avoid the
long texts which are characteristic of standard contracts used in
i;g.carua:ion..al trade and transport. One method is to rafer to such texts by an
"incorporation clause” in the form of code words - for example, 'carrier's
conditions" or "ICC rules". The validity of such "incorporation clauses" is
being discussed in many fora and is accepted in most instances. (See Rurt
Grdnfors, "Cargo Kay Recsipt and Transport Document Replacament", Gothenburg
1979, pp. 18~19; and E. du Pontavice: "lagal Restraints on Trade Data
Intarchange”, ECE document TRADE/WP.4/R.L16, para. 7 et seq.)
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70. Although some persons cousider that the use of ADP and data commmication
may cause problems with regard to laws concerming prescription, it would seem
that in practice there is no difficulty in filing "print-outs" in the same way
as paper documents are filed in present-day systems.

71. Many present=day concepts and notions will need to be revised as a result
of the establishment of paperless procedures. Further questions will be
asked. What is meant by a Signature? Must it be a hand-written symbol, or
can it be defined as the result of authentication by the use of mechanical or
electronic means as provided in the Hamburg Rules? To eliminate possible
problems in this context, it will be necessary to inform those involved and to
train them. In some instances, information and education may not be
sufficient. A solution must then be found by means of legal regulatioas,
possibly based on some form of international instrument. As mentioned above,
UNCITRAL would appear to be the appropriate body for this latter task.

72. Present administrative law or practice may also be a hindrance to the
establishment of paperless procedures (cf. NORDIPRO Special Paper No.2 "legal
Questions of Trade Facilitation", Oslo, June 1980). The CCC has a central
position in this area and, as mentioned earlier, has already done important
work to establish internmational legal standards for sutomated Customs
procedures. It would seem important that co-operation between UNCITRAL and
the CCC should continue and be extended in the future.

73. As is implicit in paragraph 20 above, in many countries there exists a
kind of legal pyramid. Although there are considerable variations, there is
usually a solid core of primary law embodied in formal enactments of a
constitutional body. On this base, there is built up a wider body of
administrative regulations. These, in turn, delegate powers for a specific
authority to lay down more detailed instructions. In this area of fast-moving
technical developments it may be advisable to explore the possibility of
limiting the primary law to essential matters of principle, since secondary
law may usually be more easily amended.

3-1.3 Security methods: _risk and responsibility

74. In an ADP system, data can either be in a process of input, storage,
transmission or ocutput. During processing data can be the subject of
intentional or unintentional "attack". 4An intentional attack often takes the
form of data misuse, i.e. data stored or under transmission are used in a way
which is not permitted, or false data are fed in. These "attacks" of error
and of fraud duplicate what can, and does, occur with regard to paper
documentation. ‘

7§. Data misuse = fraudulent or otherwise = can occur in all phases of the
data-handling process. The methods to prevent or restrict attacks on the
content or use of data are, to a great extent, dependent on whether the attack
is intentional or unintentional. Security methods depend on the stage in the
data process where the attack occurs.

76. The following text makes a distinction between tachmical and legal
security methods. These two methods should, however, be seen in the same
context. :
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3.1.3.1 Tachnical security

77. Technical security methods can be classified (with regard to their
structure and functions) as:

-  physical security;

= organizational security;
- operational security;

= systam orientad security.

78. These security measures are not discussed in this paper. However, there
is little doubt that a high level of security can be achieved - at a
corresponding level of cost = thus protecting the data in the ADP system from
intentional or unintentional attacks. BRecent frauds involving ADP indjcate
that absoluta security camnnot be achieved although it can be asserted that it
is perfectly feasible to establish a level of secun:y equal to that in a
paper-based system.

79. However, even in systems where costly technical measures have been taken
against attack or malfunction, the possibility must be taken into account that
breakdowns or accidents with grave economic consequences for the parties
involved may occur. Security through legislation may therefore have to be
considered.

3.1.3.2 Lagal security

80. Methods of security based on administrative instruments and practicas or
Court procsdures have the following purposes: first, they emabla the parties
£o assess in advanca, t£o a greatar or lesser extent, the judicial and economic
consequences of the use of automatic data transmission procedures and, second,
they establish the way in which, and the extent to which, economic losses,
which might occur as a result of the use of ADP, should be shared among the
parties involved. It should be recalled that the applicability of such rules
has an insurance aspect also.

3.1.3.3 Risk and liability

8l. International trade procedures involve the exchange between the parties
concerned of a great many messages of variocus kinds = e.g. messages concerming
negotiation of contracts, messages constituting parts of contracts (e.g.
offers and accepcances), messages containing information necessary for the
performance of various parties under contracts, notices under a coutract,
_objections against another party's performance, and declarations add:essed to
public authorities such as Custoums.

82. Errors may occur in the axchange of these messages -~ 2.3. 32 message may
be delayed, or may fail to arrive or may arrive at the wrong placs, or its
coutents may be altared in transmission. These occurrences ares well known,
and most lagal systams have developed rulas for dealing with these situatioms.

a3. Ol?vic.msly, scme or most of these rulss apply even if aew processing and
Cransmission methods are used. However, more detailed study should be made of

how such problems may occur and should be dealt with whea automatic methods
Teplace manual systams.
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84. An important question is to what extent the maker of a statement (e.g. an
offer or an acceptance) should be legally bound by it even though the
statement has been unintentionally altered in transmission or in the
pre-transmission process. '

85. A second question is how the risks involved should be apportioned between
the parties involved.

86. A third qﬁestion is whether, and to what extent, a party should be liable
vis=3=vis the other parties for losses due to such errors.

87. Detailed evaluation of these and other questions of risk and liability is
required based upon an analysis of various national solutions. There may not
be a great difference between the rules already applicable for telex messages,
telegrams, or leased public lines. However, where private rather than public
networks are used for carrying trade data, new aspects of risk and liability
may arise and need further study.

88. Another important question is that of liability of the intermediary who
provides the transmission service. A contract for trade data transmission may
contain clauses limiting the liability of the intermediary. These are, in
general, binding upon the parties, If the contract is, on the other hand,
rudimentary, liability is implicitly regulated by the rules of the legal
system governing the contract. It is, however, not at all certain what these
rules are. As regards public networks, the authorities do not usually accept
responsibility = often not even in the case of negligence.

89. 1In respect of goods, the trend is towards imposing mandatory
responsibility on the professional producer and trader for damage due to
defects. The arguments may be equally strong for similar rules in respect of
transmission services.

90. It should therefore be discussed whether such rules should be mandatory
or only declaratory, whether the liability should be strict or based upon )
negligence and, in such cases, who should carry the burden of proof. Another
problem is establishment of rules for assessing the damage.

91. A convincing argument is made in UNCITRAL document A/CN. 9/149/Add.3,
page 7, for a comprehensive intermational legal framework for intermational
electronic funds transfer, not least with regard to regulation of liability
conditions. It should be stressed that the same conditions would apply to the
transfer of other trade data/documents. It would seem reasonable to
co-ordinate international efforts in this field also - amongst other reasons
because the problems are probably of the same legal character.

92. 4Another reason is that harmonization with existing rules is required.
Usually-accepted arguments would seem relevant, such as which party is the
nearest to carry the risk; or who can best counteract an accident or minimize
its effect? Not least important is the question of who can most easily insure
against a possible loss, or equalize it.

3-1.4 Eree flow of information

93. Paper documents can be freely transmitted across frontiers. A condxtzon

for retaining this informative function, as well as the evidential and

symbolic functions = when data are processed and transmitted by automatic

r:;:ans in international trade =~ is that such data may be transmitted with equal
eedom.
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3.1.4.2 Personal data

94. In recent years, many countrises have adoptad data legislation, in some
cases including provisions governing the right to transmit data across
froutiers, data export. (Cf. "A business Guide to Privacy and Data Protaction
legislation', ICC Publication 384, Paris 1981.) Due to moderm ADP and data
transmission tachnology it has become possible to collect, store, procass and
transmit data efficiently, rapidly and at reasonable cost. It has become
possible to monitor very large volumes of data covering a number of iandividual
persons with a large amount of information on each persou. ADP tachnology has
made it possible to centralize the registration of such perscmal informatiom,
and to compars, sort and select ianformation and process data from differemt
information systams. It is obvious that this situation can involve a risk to
the individual citizen's personal privacy. This is reflectad in data
legislation now being enacted in many countries, the principal aim of which is
to strengthen an individual's control over the use of information pertaining
to himself (information which may be classified as "private” or "semsitive”).

95. Not all countries have adopted data legislation, however, and among those
which have the procaction of the citizen's personal privacy varies. This may
make it tempting to export data files and personal data to countries having no
= or less strict - legislation in this field. This explains why certain ‘
restrictions have been placed on the export of data files and personal data to
foreign countries.

96. Among those whose work involves the transfer of international trade data
by modern techniques there is some apprehension that = for a variety of
reasons - legislation introducad to safeguard personal data may be extended to
cover data coucerning lagal entities ia such a manner that new barriers to
trade will be erectad.

97. - ECE document TRADE/WP.4/R.99 analyses Nordic data legislation regarding
the export of 'persomal data" across frontiers. However, this analysis
focusses only on 'goods"-related informatiom. It is concluded that:

"...3erious problems are unlikely to arise in commexion with the Nordic
data lﬁgisla:ion when paper—less practices are pursued in intermational
trade.

98. As to electronic funds transfer and the information transmitted across
frontiers in systems created for such transfers, it is possible that natiomal
data legislation may creats cartain problems. This especially concerns
transmission of credit information between countries. There is a need for
further analysis of this problem.

3.1.4.3 Non-perscnal data

99. The protection of the individual citizen's persomal privacy, however, is
aot the only comsideration that could be taken into account when introducing
restrictions in the free axchange of informatioan across froatiers.

Authorities have racently become aware of the fact that data transmission (for
§a:a processing) may lead to problems reslataed to national security, asconomic
independencs, cultural independence and the safaguard of national employmenc.
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100. This is described in more detail in a document issued by the ICC
(document 191/124, Paris, 1979=03-13, p. 8 et seq.) where, awongst other
things, it is stated that:

"...the ICC recognizes the legitimate aspiration of governments to
protect the economic and cultural well being of their citizens and their
overriding responsibility to ensure the safety and security of their
countries. The Chamber is concerned with emsuring that, in the course of
such consideration, national governments do not lose sight of the
benefits which float to their citizens from a liberal international
‘economic system and increasing inter—dependence through international
trade. The ICC urges the business community to engage in the debate to
ensure a proper balance in the interests of the individual citizen
throughout the world."

101, A recently=-published report by the Organisation for Economic Co-operation
and Development (OECD document DSTI/ICCD/81.9) contains suggestions for the
development of guidelines for the free flow of information and is relevant for
study of present problems. Several other international organizations study
different aspects of transborder data flows; a survey is contained in
documents TRADE/WP.4/R.200 and Add.l.

3.1.5 State momopoly_in the field of telecommunications
102. A pre-condi:ion for replacement of paper documents by automatic data
transmission techniques is that the parties involved be given the possibility
of obtaining, and using, the necessary technical equipment, at prices which
are commercially attractive. It has already been mentioned that in most
countries telephone, telegraph, telex and mail services are State monopolies,
and in this connexion the question arises as to the extent to which data
communications would be regulated by State momopoly. Transmission equipment
and the quality of the services made available from official sources might not
always be sufficiently user-oriented. These problems have been analysed by
the ICC's Commission on Cémputing, Telecommnications and Information Policies
in "The Liberalization of Telecommunication Services = Needs and Limits (ICC
document 373-21/1 Rev, Paris, 1982=03=25). There may be a need for further
studies in this area.

103. It should be realized that, also in the field of transborder data flows,
extended international legal co-operation may be required, since measures
intended to safeguard national positions may not be in the best interests of
world trade.

Evidential functions

3.2
3-2.1 The problem

104. The essential feature of evidence is the need to verify at a later stage
whether a certain event has happened or whether a certain fact is correct.
Even so, there may be further questions of procedural law as to whether such
verification is admissible and has legal force.

105. A paper documen:, signed in the traditional manner, can be said to
constitute prima facie evidence. When ADP methods are used, instead of manual
paper—related procedures, the problem concerning the ev:.dentzal function is
both technical and legal. It should thus be studied whether it is possible to
provide technical solutions which result in data processed by automatic
:echniques retaining the same evidential weight as a traditional document
signed in the usual way. Related legal questions are whether the lav is a
barrier to future developments and whether the parties involved can, and will,
accept and use these solutions.
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106. Diffarent techunical solutions have been put forward, for example:

logging:
print-outs;
passwords;
protocols;
confirmation; and
cryptography.

3.2.2.1 logging

107. logging is a method for intermal control within a system through the
recording of all or certain parts of incoming and/or outgoing messages. A
completa log, which is often kept in a secondary memory of the computer,
contains information on sender, recesiver, type and coutenf of message, and
possibly some checking total ("hash total") = a.g. the total of the numerical-
values in the message. Logging of certain parts only of a message can be
regarded as a register or diary. It is possible to protect the logged data so
that they can ouly be changed by fraudulent means. Practically all medium
sized o large sized computars have soms form of automatic log built into the
operative system, but they may be changed without the change being apparent.
If the logging is done by a neutral third party, e.g. through the transmission
systam itself, the value as evidence is considerably enmhanced. Complete
logging at both ends of a transmission improves the situatiom, especially
sinca messages normally carry a time indication down to seconds.

3.2.2.2 Print-out

108. A print-out on paper = produced continucusly, if cthe transmission speed
2llows, or as soon’ as possible - is a way of providing a record which can have
considerable evidential value; this value is increased if the priat-out is
combined with logging, and even. more so if the functions of print-ocut and
logging are separatad and filing takes place in an appropriate and suitable
manner. A record can also be preserved through transferrving the information
to an electronic data carrier, e.g. magnetic tape or disk. However, whereas
an ordinary print-out has the advantages of a paper document, electronic data
carriers can be the object of erasure or change without showing aany signs of
the operation.

3.2.2.3 Passwords

109. Protection against unauthorized use of the computar can be ensurad by
giving the sender of the message a code word, password, without which he will
be unable to establish coutact with the computar of the recaiver. The
password is an identification of the sender and may contain codes that
indicate the type of message that the sender could transmit. This Ctype of
control is customary in present data communications systems; and it gives a
certain assuranca concarming the identity of the sender. Password procadures
may be astablished in different ways. One type of procedure presupposes only
a contact impulse from the sender, upon which the recaiver cuts the contact
and re-contacts the sender as indicated, before the message can be
transferred. Another type of procedure requires mutual loggiag; at the end of
a2 message the receiver acknowledges by giving his diary log data whereupon he
receives the sender's diary log data. Only then is the message valid. The
second, more complicated, procedure offers higher value as evidence but is
subject to the risk that loggiang procedures may ba tampered with at a later
scage.wichou: leaving any trace. This, howaver, calls for technical knowledge
and, in certain cases, is the result of collusiom between individuals.
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3.2.2.4 Protocols

110. A protocol is a rule stating how to act in a given circumstance

(cf. protocol for a royal reception, acting according to protocol, protocols
to Conventions). In data processing and trade data interchange the term
protocol is used to describe agreed rules, e.g. how to represent the data in a
commercial invoice (or any other message), how to establish a comnexion in a
given communication network, etc. Protocols of primary importance for
partners in trade relate to the structuring of messages (syntax), the
representation of data (data elements) and the alphabetic and numerical
characters required (capital and small, latin, greek, cyrillie, arabie,
etc.). Processing and transmission protocols are handled by equipment
manufacturers and transport service providers (PTTs), respectively. 4an
example of a special protocol is the call-back procedure, through which the
authenticity of a calling party is ascertained by the party called. BHaving
been informed of the apparent identification of the caller, the party called
terminates the call, identifies the first party in a directory prepared by a
third party, and uses that information to call back to the first party.

111. The evidential value of a protocol would seem to be in the fact that it
is used routinely for the interchange of messages and establishes an orderly
procedure agreed between interchange partners. If errors occur, the message
is rejected and an error correction procedure has to be used. Messages
conforming to the protocol are more likely to be authentic than those which do
not; deviation from the protocol could be an indication that the message has
been tampered with.

3.2.2.5 Confifutian

112. Confirmation is a security feature which can be requested by the calling
party to ascertain that the called party has received the message. The
confirmatory answer may be a simple acknowledgement but in many cases some
important data elements are included (repeated); the called party may, to
protect himself, send a separate, confirmation message. (The call-back
protocol referred to in paragraph 110 may be seen as one type of
confirmation.) To easure optimal security, the protocol should state that the
party receiving a coufirmation is obliged to check that it conforms to his
earlier message and, if not, immediately to advise the other party.

3.2.2.6 Cryptography

11%. "ryptography protects data against unauthorized access by making it
unintelligible before transmission or storage and by reversing the process
upon receipt or retrieval of the data. These processes are called encryption
and decryption, respectively, and generally consist of an algorithm that
functions with a special key. In modern cryptography, two main categories of
encryption methods can be distinguished, based upon key usage. They are:

- Conventional crypto systems. In these systems the same (secret) key
used for encryption must be used for decryption.

= Public key crypto systems. In these systems a public encryption key
is used, which is complementary to the secret decryption key, but in
such a way that the decryption key cannot be derived from knowledge
about the encryption key. (See, inter alia, by Martin E. Hellman:
"The Mathematics of Public RKey Cryptography”, Scientific Americanm,
August 1979, pp. 130-139.)
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114. The incorporation of a public key crypto system means that, from a
tacinical point of view, it should be possible to "sign" information in a way
which satisfies the parties' intarest to the same degree as a traditiomal
signature on a paper document. A data print-out which is producsd om the
basis of such electronically-"signed" data should normally be given the same -
or greatar = evidential weight and value as a paper document signed ia the
traditional way. Utilization of public key crypto systems would mean that
information could be kept safe from bugging or tapping. The system can be
used with any type of transmission network where data are processed in a data
processor. It may also be used by succassive transmissions, aeven if further
data are to be added. (See also document TRADE/WP.4/R.98.)

115. With paper~borne data, a number of documents of varying coutent may be
called for in order to supply the information needed for official purposes.
Frequently, these documents have to be provided not only with an exporter's
signature but also with certifications or endorsements by various official or
semi-official authoritias. This problem - the problem of dual
signature/authentication - can be solved by incorporation ia public key crypto
systems.

116. Uatil now, however, the public key concept has not beea implementad in
practice and there have baeen no trials to determine the applicability of the
public key crypto systam in the area of trade and transport. It is therefore
possible that in practice the systam may not prove to be satisfactory.
Moreover, the public key concept is not yet under consideration and in view of
the rapidity of technical developments, other tachnical solutions may be
produced in the intarim.

117. Systematic use of taechnical security measures would seem to ensure a high
degree of security =« certainly higher than with traditional paper
documentation. Further study and testing of such devices should therefora be
given high priority and their validity when used for providing legal evidence
should be explored. The need for procadural rules or guidelines facilitating
questions of evidence should be looked into.

3.2.3 The legal problems

118. Iz is stated in UN/ECZ document TRADE/WP.4/R.99 that Nordic Law would
probably not pose any problems ragarding the admissibility in evidence of
records kept in computer systems. Such records could, for example, be
submitted in the form of a computer print-sut.

1]..9.' This would also seem to be the general tendency in other countries having
civil-law-based legal systems. The lagal situation is somewhat similar in
certain countries having common law of coummon law derived legal systams -
except, perhaps, in respect of procedural rules for the accaptance of such
"avidence'. Nevertheless, these differences regarding the acceptability of
computer-held information as documentary evidence do create problems. In
UNCITRAL document A/CN.9/1469/Add.3, page 5 (referred to in paragraphs ll and
91 above), it is pointad ocut, among other things, that:

"although some attampt has been made in a number of commou law
jurisdictions to resolve these problems aither by statute or by pragmatic
judicial interpretation of the rulas of avidence, it is doubtful whether
E'.he underlying problem can bYe resolved short of some form of
international agresementc."”
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120. The Council of Europe Committee of Ministers om 11 December 1981 adopted
Recommendation No. R(81)20 to member States on the harmonization of laws
relating to the requirement of written proof and to the admissibility of
reproduction of documents and recording on computers. This Recommendation is
a step in the right direction. Also of interest in this context are papers on
"The use as evidence in arbitration matters of documents prepared by
‘computers"” (document TRADE/WP.4/R.126) and on "Conferring legal force on

- documents recorded on magnetic tape or presented as computer print-outs”
(document TRADE/WP.4/R.178), both transmitted by the Government of the Union
of Soviet Socialist Republics. Comments from the Federal Republic of Germany
are contained in document TRADE/WP.4/R.201. It should also be mentioned that
the legal Committee of SIMPROFRANCE has transmitted two ex:remly valuable
documents in this field, namely:

- TRADE/WP.4/GE.2/R.123: Legal Problems and ADP Systems in Internmational
Trade; and

- TRADE/WP.4/R.116: Legal Restraints on Trade Data Interchange
reproducing an article by Professor du Pontavice entitled "Automatic Data
Processing and Foreign Trade Documents”.

= In TRADE/WP.4/R.199 the lLegal Committee of SIMPROFRANCE commented on
the study referred to in paragraph 135 below.

121. Vhen computer—held information is introduced, difficulties would arise if
authentication had to be evidenced by the traditional signature method, where

the signature is physically connected with the actual paper. ¥When ADP methods
are introduced for :ransm:t:.ng data the signed documt: itself is not sent =

only the data contained in the docunent.

122.1Legal requirements often exist regarding the use of a signature on
documents used in international trade, although it is not always stated in
wvhat form the signature should be present. Many countries require that the
signature appear in the form of a handwritten signature. In others, a less
formal "signature" is permissible provided it is physically connected with the
actual document.

123. It must be taken into account that an "electromnic signature”, although
possibly an even better authentication of the source of the data message than
the traditional signature, may not.in itself be capable of overcoming the
problem of "signature".

124. UN/ECE/FAL Recoumendation Mo. 14, represents a useful initial step
towards resolving the problem. It reads as follows:

+ + « "Recoumends to governments and international organizations
responsible for relevant intergovernmental agreements to study natiomal
and intermational texts which embody requirements for signature on
documents needed in international trade and to give consideratiom to
amending such provisions, where necessary, so that the information which
the documents contain may be prepared and tramnsmitted by electromic or
other sutomatic means of data transfer, and the requirement of a
signature may be met by authentication guaranteed by the means used in
the transmission; and recommends to all organizations concerned with the
facilitation of international trade procedures to examine current
commercial documents, to identify those where signature could safely be
eliminated and to mount an extensive programme of education and traiming
in order to introduce the necessary changes in commercial practice.”
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125. In June 1981, the CCC adopted a recommendation concerning the
transmission and authentication of Goods declarations processed by computer,
making it possible for declarants, under certain conditious, 2o transmit these
declarations by electromic or other automatic means.

126. Cartain recent iantarmational Couventions have introduced rules which open
up possibilities for electromnic "signatures"”, as, for example the Hamburg
Rules or the Mnited Nations Convention ou Multimodal Transport. Such
Conventions may, however, be of limitad value as they oftem comtain a
reservation that the electrouic signature cannot be used if it conflicts with
the law of the issuing country.

127. There is therefore need to develop an intermational iastrument concerning
the requirements that would give an electronic "signature" or authentication

of computar—transmitted informatiou the same legal -effacts as a traditiomal
signature,

3.3 Symbolic functions ("negotiability')
3.3.1 The problem

128. The symbolic function of a document can be defined as the legal effect
attached to the possession and transfer of the original document. Certain
physical charactaristics of paper make it possible %o establish an "original
document'". These physical characteristics are lost when data are processed
and transmittad by automatic means, thus creating a problem that must be

. solved in order to retain the symbolic funetion.

129. The problem clearly exists in counexion with the Bill of lading. This
document has an important symbolic function, and the study of solutions is
therefore high on the priority list of those concerned. Howaver, identified
problems are regarded as difficult £o solve and, in the context of-trade
facilitation, the advica is oftemn given to avoid, as far as possible, the use
of negotiable Bills of lading. Research has shown that this type of transport
document is issued far more often than is strictly necessary. UN/ECE/FAL
Recommendation No. 12, '"Measures to Facilitate Maritime Transport Document
Procadures", deals with this matter and recommends, intaer alia, that
negotiable transport documents be used only when required, and encourages .the
use of the non-negotiable Sea waybill or other altermative transport documents
which do not have to be surrendered at destination to obtain delivery of the
goods. Unfortunataly, certain governments insist on the continued use of
negotiable Bills of lading for import/export or exchange control purposes, and
refuse to approve the use of a non=negotiable transport document.
3.3.2 The approach

130. The problem of retaining a document's symbolic function in ADP and data

traasmission-based systams can theoretically be solved by using two- different
methods of approach.

L31. One possibility would be to refrain from using possession and surrender
as legal points of fact in relation to the symbolic funection. This would mean
abandoging an established legal technique, whilst exploring the possibility of
replacing this tachnique with another having the same legal affect. This

approach is judicially complicatad but technically relatively simple. It
aight therefors be called the lagal approach.




TRADE/WP.4/R.185/Rev.l
page 21

132. Another possibility would be to use the existing judicial technique with
possession and surrender as central features and to explore the possibility of
recreating the rights and obligations of the paper document. This approach
can be characterized as judicially relatively simple but technically
complicated. It might therefore be called the technical approach.

133. Section 3.3.3 describes two theoretical studies which represent the legidl
and technical approaches. Section 3.3.4 outlines a major research project
intended for practical application: the Cargo Key Receipt system. Finally, in
section 3.3.5 a suggestion made by MERIANKD s Documentary Cam:tee is
mentioned.

134. The mere fact that the above four projects have been developed over the
last few years underlines the great importance attached to problems linked to
the symbolic function. Ways are suggested in which to secure harmonized
solutions, and the importance of intermational work in this area is
emphasized. It would seem that sufficient material is now available for
UNCITRAL and the ICC to carry out a joint study on the subject.

3.3.3 Iwo theoretical studies

L — N~ I - - - -

3.3.3.1 The legal approach

135. A study by Knut Helge Reinskou, "Bills of lLading and ADP: Description of
a Computerized System for Carriage of Goods by Sea' (Journal of Media law and
Practice, Volume 2, Number 2, September 1981), develops the concept of a
document=£free system for the transport of goods by sea. Dlocuments to be
replaced are Bills of lading, waybills and other documents which are used in
documentary credits and other forms of payment se:tlemen:. (See also document
TRADE/WP.4/R.159.)

136. The fundamental concept is that of a notification/confirmation system.
Whenever a right in the goods is created or transferred, the creator or
transferer notifies the carrier of the transaction. The carrier registers the
change and sends the beneficiary or the transferee a confirmation of his
acquired rights.

137. The transport agreement and the confirmatiom by the carrier contain
special clauses which seek to establish the same legal relations as those
which characterize the concept of negotiability. A "registering and clause"
system is proposed. Under the draft system, a number of messages are
exchanged between the participating parties' computers. The study emphasizes
that such exchanges demand security and that the necessary level can be
achieved by using a public key crypto system.

3.3.3.2 The technical approach

138. In a study by Roger Henriksem: "The legal Aspects of Paper—less
International Trade and Transport” (Copenhagen, 1982), which preseants a theory
based on the applica:ion of a public key crypto system and describes special
technical features, it is suggested that the present-day documents be replaced
by a concept of '"original data content", i.e. something tangible. Possession
and surrender of the ongmal data content, such as that of a Bill of lading,
shall in all respects be given the same legal effects as the possession and
surrender of an original paper document. (See also document TRADE/WP.4/R.98.)
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139. Under the present system, it is the wording on the paper (the data
coutent) that determines the type of document that it comstitutas, and this
should not changs when a new tachnical process is used. The desired legal
relationships can be established through the data comntent.

140. If this is accepted, the symbolic function of a document will“be linked
with the possession of a taxt containing the necessary (original) data coutent
and not with the possession of an original paper document as is present
practice. ‘

3.3.4 Cazgo Rey Receipt system

141. The aim of this project is to develop an operative systam whersby the
banker's need for securily in connexion with payment through documentary
credit procedures can be safesguarded without the surrender of a traditiomal
Bill of lading or an intermational waybill. The aim is limited to this: whera
there is a need to sell a cousignment in transit, use of the traditiomal
negotiable Bill of lading is still recoumended.

142. The legal solution in this system is based on the in:érna:ional waybill,
in many ways a "simpler" document than the Bill of lading, and much easier to
imitate in an ADP system.

143. The Cargo Kay Receipt systam operates as follows:

= The goods are sold Ex Works, FCD (Free carrier named point of
departure) or under any similar term of delivery which confers title
of ownership to the buyer at the latest when a bYank in the seller's
country pays him. The salas contract thus stipulates that property
to the goods sold shall pass. at the moment when a bank:-at the place
of departurs pays the seller against his Cargo Key Recaipt, in
couformity with the instructions of the buyer - he has either
arranged for the issue of a documentary credit or has ordared "Cash
on Delivery" with instructions to pay against the Cargo Rey
Receipt.. The buyer, by agreement with his bank, pledges the goods
in transit as security and collateral for what he has instructed his
bank to pay omn his behalf.

= When the sender has delivered the goods to the carrier or his agent
at the place of departure, he receives his Cargo RKey Recaipt, as the
first print-out following input of all necessary particulars into the

carriaer'’s computer. This contains, inter alia, the following data
elements:

(a) The buyer's bank (financing the sales transaction), named as
consignee; .

(b) The consignor's '"NODISP" statement, meaning that the seller in
his capacity as party to the contract of carriage has

irrevocably abrogatad from his right of disposal to the goods
during the transit;

(¢) The carrier's "CLEAN" statament, meaning that the carrisr, aftar
the customary i.nspectipn of the goods taken in charge, has made
no remarks regarding their condition (such as "2 cases broken',
"stael sheets rust marked");

-
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(d)° The carrier's "SECURITY" declaration, meaning that he holds the
consignment specified on the receipt on behalf of and as
collateral for the bank named as consignee.

- All particulars stored in the computer are forwarded from the place
of departure to the place of destination by means of
telecommunication.

= The authorized bank in the seller's country pays the seller against
the Cargo Key Receipt and advises the buyer's bank by means of
telecommnication.

= Shortly befare the goods arrive at the place of final destinationm,
the carrier sends an arrival notice to the buyer's bamk, in its
capacity as tousignee, with a copy to the buyer, in his capacity as
"notify address" only. The buyer then pays his bank against
endorsement of the original notice of arrival to him and requests the
carrier, by wvirtue of the endorsed notice, to deliver the goods to
him instead of to the named consignee, the bank. ~

144, Only a modest percentage of all goods carried is sold while in tramsit
from the port of loading to the port of destination. Ia liner trade, the
percentage is even lower. It would therefore be possible to introduce
ADP-based systems designed on the basis of the' Cargo Key Receipt system;
efforts to develop this system are being followed with great interest by those
concerned.

3-3.3 The INTERTANRO project = Sale of Cargo_through a_Clearing House
145. This system is being developed for bulk cargoes, especially for the
tanker trade. It is suggested that the "key to the goods'" function may be
served by a register, based on agreement that all tramnsactions regarding a
shipment shall be handled through a central clearing house. Initially agreed
between shipper and carrier, all subsequent buyers (assignees) have also to
adhere to the system. It is part of the agreement that no Bill of lading will
be demanded, and that all transfers of rights to the goods will be effected by
telex notification to the central register. All important telexes should be
authenticated by cross—checking over the telephone and ia writing.

146. This system could function in two ways: either as a central register (or
registers) in some principal oil port (ports) or trade cemntres, or else simply
as a private arrangement involviang those who will take part in the
transaction. In the latter case the register should be kept by a bank, and
all payments should be made through that bank. In the case of the central
register it needs be considered whether payments shall be made through the
register or otherwise.

147. For a fuller descriptidm, reference is made to "Delivery of Cargo without
presentation of Bills of lading", report dated 16 November 1980 from the
Chairman of the Documentary Committee of INTERTANKO.
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4. CONCLUSIONS

148. Automatic data transmission is gradually being introduced for
documentation requirements in intarmational trade. These methods comprise
important advantages for all parties concerned and the technical, commercial
and organizational conditions have already been established. However, the
problem of legal acceptability remains, and the lack of legal rules both
nationally and internationally leads to a faeling of insecurity which may
hinder further developments (see paragraphs 1-7).

149. The problems involved have a bearing on different legal disciplines
although it would appear that international trade law is most direccly
coucerned. The co~ordinating body within the Unitad Netioms on questions of
international trade law - UNCITRAL = which has already initiated studies om
the related topic of electromic’ funds transfer should take this matter up for
further action, in co-operation with other organizations, such as:

= the Customs Co-operation Council, on matters of administrative law
and questions of transborder data flow (see paragraphs 19-20 and 72);

= the Organisation for Economic Co-operation and Development, on the
need for international rules to safeguard the free flow of data for
international trade transactions (see paragraphs 99-103);

= the Iaternational Chamber of Commsrcs, on the need for rules om
negotiability (see paragraph 134).

150. Actention is also drawm to the more specific conclusions regarding the
need to establish certain rules of material law. This is especially important
with regard to questious of risk and liability where it would seem vical to
take into account existing intermational instruments and the legal doctrines
on which they are based (paragraphs 87-92). Other conclusions that merit
attention are those related to’ the need to avoid too rigorous drafting
Cechniques (paragraphs 68-73), and the need for rules of evidence (paragraph
119) and on authentication (paragrapas 115 and 127).

'151. Cryptography and the use of the public key crypto systems might well play
-an important role in solving some of the main techmical/legal problems
encountered in this field. It is recommeanded that the ECE Working Party oa
Facilitation of Iaternational Trade Procedures should study this matSer with a
view to ascertaining its usefulness for practical applicationm.

152. Although the strong trend towards paperless procedur=s can be expected to
continue and prevail, traditional paper procadures will still be used in many
instances and new rules should be compatible with current practices and
traditions. The rules should be intermational and, on the whole, mandatory
and should embrace trade, transport and payments as well as administrative law,




