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Summary
The present report examines the current state of the United Nations security

system and reviews the changes that have been made since the issuance of the report
of the Secretary-General of 15 October 2001 on inter-organizational security
measures (A/56/469 and Corr.1 and 2). It contains a number of recommendations for
organizational reform aimed at better meeting the evolving security threat against
United Nations staff who are fulfilling the mandates of the Organization throughout
the world. The report builds on earlier reviews carried out by external panels of
experts and takes into consideration recommendations made to improve the security
arrangements of the United Nations made by an independent panel following the
attacks on United Nations headquarters in Baghdad in August and September 2003.

The report also contains major recommendations for the unification and
strengthening of the security management system of the United Nations, namely:

• The existing security structures of the Secretariat, including the Office of the
United Nations Security Coordinator, the United Nations Security and Safety
Services and the security component of the Department of Peacekeeping
Operations should be amalgamated into a new Directorate of Security

• The Directorate should be headed by an Under-Secretary-General reporting
directly to the Secretary-General

* Reissued for technical reasons.
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• The Directorate should acquire significant new capabilities in the areas of
security threat and risk assessment, operational support in the field, policies
and standards, compliance and evaluation, human resources management of
security staff and training

• In order to provide an adequate level of security for United Nations staff who
are providing assistance to people in need throughout the world, there should
be a significant increase in the number of security personnel, particularly in the
field

• The current cost-sharing arrangements for field security should be phased out
and security costs should be centrally funded from the assessed resources of the
Organization
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I. Introduction

1. The present report is submitted pursuant to three resolutions adopted by the
General Assembly. In section VIII of its resolution 56/255 of 24 December 2001,
the Assembly requested the Secretary-General to conduct an evaluation of the
United Nations security system. In its resolution 57/155 of 16 December 2002, the
Assembly requested the Secretary-General to take the necessary measures to ensure
that security matters were an integral part of the planning for existing and newly
mandated United Nations operations. In the same resolution, the Assembly
recognized the need for a strengthened and unified security management system for
the United Nations, at both the headquarters and field levels, and requested the
United Nations system, as well as Member States, to take all appropriate measures
to that end. Finally, the report responds to Assembly resolution 58/295 of 18 June
2004, wherein the Secretary-General was requested to submit to the Assembly at its
fifty-ninth session a comprehensive report on the further strengthening of the safety
and security of United Nations operations, staff and premises. The present report
should be considered in conjunction with the report of the Secretary-General on
safety and security of humanitarian personnel and protection of United Nations
personnel (A/59/332).

II. Background

2. For the first half-century of its existence, the United Nations felt protected by
its flag and the perception that it was a neutral, benevolent actor in world events.
Beginning in the early 1990s, there was a rise in the number of deaths and injuries
of staff members as a result of malicious acts. The majority of those incidents
occurred because the staff member was in the wrong place at the wrong time. When
United Nations personnel were directly targeted, it was generally viewed as an
isolated event.

3. Regrettably, in recent years the security environment for the United Nations
has changed and become more threatening. In addition, the mandates of the United
Nations have evolved, resulting in a larger number of United Nations staff members,
notably from the humanitarian agencies, being deployed on potentially hazardous
missions. At the same time, peacekeeping missions were being established in areas
at war or in situations of high risk. Increasingly, humanitarian staff are being
deployed alongside military units in integrated multidisciplinary missions.

4. In response to the deteriorating security environment and in order to allow the
United Nations to meet the new demands, the General Assembly, beginning in 1999,
authorized a series of increases in the staff of the Office of the United Nations
Security Coordinator, primarily in the field. In 2001, the Assembly authorized the
creation of a full-time United Nations Security Coordinator at the level of Assistant
Secretary-General. In 2002, the number of professional security officer posts in the
field was increased from 64 (funded through country-level cost-sharing,
consolidated humanitarian appeals or voluntary contributions to the Trust Fund for
Security of Staff Members of the United Nations System) to 100 Professional and
200 locally recruited posts (the entire costs of which were shared among
organizations of the United Nations system). The Headquarters staff of the Office of
the United Nations Security Coordinator was increased from 19 posts
(9 Professional and 10 General Service) to its present total of 38 posts
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(24 Professional and 14 General Service), funded primarily by the regular budget
but with some field support costs shared among organizations of the United Nations
system and others funded from the peacekeeping support account. Diligent efforts
were made by the United Nations Security Coordinator in the biennium 2002-2003
to professionalize the Organization’s security staff through improved recruitment
and training and to institutionalize security coordination among United Nations
agencies and programmes through the establishment of the Inter-Agency Security
Management Network. Enhanced support has been provided to designated officials
in the field, and security awareness on the part of the staff has increased through
training. An accountability framework was established in 2002 as well, as outlined
by the Secretary-General in his report on inter-organizational security measures:
framework for accountability for the United Nations field security management
system (A/57/365).

5. An evaluation of the United Nations security management system was carried
out by a team of independent security experts. The study was finalized in August
2003, just prior to the attack of 19 August in Baghdad. The experts examined the
different ways in which security was delivered within the United Nations and
concluded that the development and implementation of an overall security
governance and accountability framework, including Headquarters, humanitarian
and development staff and peacekeeping missions, would lead to a strengthened and
unified security management system. That, in turn, would lead to greater safety,
security and protection of United Nations personnel. The team believed that it was
inappropriate to continue to deal with security in a compartmentalized way: multiple
security systems can create doubt in the minds of those who have to work under
pressure. Doubt can lead to mistakes and mistakes in security terms can lead to
serious injury and loss of life.

6. Despite the growing security concerns and the efforts made to address them,
the suicide truck-bomb attack on the United Nations headquarters at the Canal Hotel
in Baghdad on 19 August 2003 came as a devastating shock. The attack killed 22
United Nations staff and visitors and injured more than 150. Although there had
been other direct attacks on United Nations staff and operations, such as in West
Timor and Tajikistan, this was the first terrorist attack in which the United Nations
was targeted as an institution with the deliberate intention of inflicting mass
casualties.

7. A few weeks after the explosion of 19 August, the United Nations was
subjected to another attack against the Canal Hotel, resulting in 2 deaths and 19
injuries, including 2 United Nations national staff. There have been repeated
subsequent threats to locally recruited staff and one death. In Afghanistan, one
United Nations international staff member has been killed and a number of offices
have been attacked. More than 30 Afghan election workers from the Joint Electoral
Monitoring Board have been killed, along with 2 contracted international security
personnel and a number of international and locally employed personnel from non-
governmental organizations. In addition, information posted on the Internet by
various groups has relayed repeated threats against the United Nations.

8. It is clear that the threats against the United Nations have fundamentally
escalated. The report of the Independent Panel on the Safety and Security of United
Nations Personnel on its investigation of the Baghdad attack, led by Martti
Ahtisaari, made the following stark assessment: “The United Nations could in
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theory be the target of attacks anywhere at any time, from Baghdad to Kabul,
Nairobi, Jakarta, Geneva or New York. There are no indications that the perpetrators
of the attacks in Baghdad would refrain from attacking other UN targets
worldwide”. The Ahtisaari panel accordingly called for a new, drastically revised
security strategy for the United Nations. The Panel recommended that the core
elements of the new strategy include an in-depth review and reform of the United
Nations security system; clear guidance by and clear responsibilities of the United
Nations to ensure the security of its staff; the availability of professional assessment
tools for the collection of information on potential threats and for the analysis of
risk for United Nations operations worldwide; a robust security management system
with adequate disciplinary measures to counter non-compliance; accountability at
all managerial levels for the implementation of security regulations; and significant
increases in resources to develop and maintain the necessary security infrastructure.

9. A concerted effort has accordingly been made across the United Nations
system to improve and strengthen security arrangements. The Secretary-General has
initiated a number of follow-up actions, which include a survey by the Department
of Peacekeeping Operations of compliance with minimum operating security
standards in field missions; the development by the Department and the Office of
the United Nations Security Coordinator of a system-wide procedure for threat and
risk assessment; the development, upgrading and independent evaluation of baseline
minimum operating security standards to deal with new threats to headquarters and
field activities; and an examination of the possible use of the standby humanitarian
arrangements of the Office for the Coordination of Humanitarian Affairs in the
event of future crises involving mass casualties among United Nations personnel.
The Office of the United Nations Security Coordinator has developed a joint
planning process to integrate security considerations more closely into the design
and conduct of United Nations field activities. Technical guidance has been issued
on improvements in equipment and facilities that have been recommended to
counter the threat of explosive attacks. All these measures, however, can be taken
only as an initial “first-aid” response — indispensable for survival, but falling well
short of the more definitive measures that are now required to equip the United
Nations to operate in a more complex and volatile environment.

10. During 2004, the Inter-Agency Security Management Network has addressed a
range of security-related issues. It has endorsed the risk-management model and
recommended its immediate adoption as a tool to enable the articulation of security
risks at the local, regional and headquarters levels. The Network has adopted
upgraded minimum operating security standards, which will assist each country
team to develop country-specific security requirements. Notable progress was made
on standards and plans for an enhanced medical system to respond to critical
incidents involving mass casualties, in coordination with the medical services of the
United Nations system. Advances were also made in the area of aviation safety.

11. Enhancements to the minimum operating security standards and the need for a
strong security presence in the field entail significant expenditures for United
Nations agencies, funds and programmes. As at early February 2004, only the
United Nations Children’s Fund (UNICEF), the World Food Programme (WFP), the
United Nations Development Programme (UNDP), the Office of the United Nations
High Commissioner for Refugees (UNHCR), the Food and Agriculture Organization
of the United Nations (FAO) and the United Nations Population Fund (UNFPA) had
programmed additional security expenditures for the next biennium, totalling about
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$51 million. More costs are certain to be incurred by United Nations agencies, funds
and programmes as those bodies continue to identify and finance the increased
security requirements arising out of new risks and security standards at the most
exposed of their many facilities and activities worldwide.

12. In April 2004, the Secretary-General submitted to the General Assembly a
report informing Member States of the measures that had been taken to enhance
safety and security and requesting resources for the first phase of implementation of
urgently needed new measures worldwide (A/58/756). Those measures consisted of
security infrastructure enhancements and new security posts for high-risk duty
stations. In response, the General Assembly, in June 2004, authorized additional
expenditures on the order of $85.9 million. While the largest proportion of the funds
was for infrastructure at headquarters locations, 29 additional international and 29
locally recruited field posts were authorized for the Office of the United Nations
Security Coordinator to be funded under interim arrangements pending a review of
the overall United Nations security management system, including cost-sharing,
during the fifty-ninth session.

13. In the same report, the Secretary-General also advised Member States that he
would be submitting a request for additional resources at the fifty-ninth session of
the General Assembly. That request would be for resources for a new, unified and
significantly strengthened security management system, including a major increase
in the number of established posts for security personnel at Headquarters and in the
field.

III. Existing security management system

14. The primary responsibility for the security and protection of staff members,
their spouses, dependants and property rests with the host Government. The
Secretary-General, on the advice of the United Nations Security Coordinator and
designated officials, determines in each case the nature and extent of security
arrangements to be made by the United Nations, based on his analysis of any given
situation. The United Nations endeavours in all cases to facilitate the tasks of host
Governments and local authorities in the discharge of their obligations and consults
with them as appropriate on matters affecting the security of United Nations staff.

15. Security services for the United Nations are at this time delivered through four
separate structures: the Office of the United Nations Security Coordinator; the
security component of missions led by the Department of Peacekeeping Operations;
the Security and Safety Services at New York, Vienna, Geneva, the International
Tribunals and the regional commissions; and the security components of United
Nations agencies, funds and programmes.

A. United Nations field security management system

16. The Office of the United Nations Security Coordinator coordinates the
activities of the United Nations field security management system. The Security
Coordinator reports directly to the Secretary-General. Security in countries in which
the United Nations is present is the responsibility of the designated official, who is
appointed by the Secretary-General and reports to him through the United Nations
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Security Coordinator. In many countries, the United Nations resident coordinator is
given this responsibility. Depending on the composition of the United Nations staff
in a given country, special representatives of the Secretary-General, executive
secretaries of regional commissions or agency representatives may also be
appointed as designated officials. They are assisted by the field security
coordination officer and an advisory security management team consisting of the
representatives of United Nations agencies, funds and programmes at the duty
station.

17. The overarching policies, procedures and programmes of work of the United
Nations field security management system are governed by the Inter-Agency
Security Management Network. The Network, which comprises senior managers
who have oversight over security within their respective entities, is responsible for
reviewing policies and procedures and monitoring their implementation. It makes
recommendations to the High Level Committee on Management of the United
Nations System Chief Executives Board for Coordination. The United Nations
Security Coordinator is responsible for all policy and procedural matters related to
the security of field staff, including making recommendations to the Secretary-
General on security conditions and arrangements, including evacuations. The duties
of the personnel of the Office of the United Nations Security Coordinator at
Headquarters include supporting the field through constant liaison and frequent
visits

18. The Office of the United Nations Security Coordinator at this time deploys and
provides technical supervision to 129 regular budget and 30 donor-funded
international professional field security coordination officers in 64 of the 146
countries where a designated official has been appointed. The primary role of the
field security coordination officers is to provide advice to designated officials and
their security management teams. They are also required to liaise with Governments
and local authorities on security matters, to carry out security threat and risk
assessments, to prepare and maintain an array of contingency plans, to monitor and
manage staff movements, to provide security training, to report all cases in which
United Nations personnel or dependants may be victims of crime, to conduct
security surveys and inspections and to take a leading role in crisis management.

19. Field security coordination officers are in many instances hard-pressed or
entirely overwhelmed in attempting to advise designated officials and security
management teams, while at the same time conducting field security assessments of
the necessary frequency, depth and geographic range. Moreover, they have to
provide sustained and continuous security guidance and advice to numerous United
Nations entities. When the Office of the Security Coordinator has had to assign
additional field security coordination officers to meet emergency needs in some
countries, it has been obliged to redeploy officers from other countries that are at
somewhat lower but still significant risk. In cases such as Afghanistan, Angola,
Iraq, Somalia and the Sudan, it has been necessary to deploy up to 20 officers. This
has been achieved only through recourse to voluntary contributions or time-
consuming cost-sharing agreements at the country level. The shortage of field
security officers has also obliged United Nations agencies, funds and programmes to
engage their own security officers so as to provide essential protection for their staff
and activities. The financing, recruitment, training and deployment of these
additional officers, both by the Office of the Security Coordinator and by United
Nations agencies, funds and programmes, have required several months, in some
cases placing urgent humanitarian interventions at significant risk. Notwithstanding



8

A/59/365

the recent provision of an additional 29 international and 29 locally recruited posts,
there is an urgent requirement for significantly more security posts in the field.

20. The recruitment and administration of field security coordination officers is
undertaken by the United Nations Development Programme on behalf of the Office
of the United Nations Security Coordinator, while day-to-day management remains
the responsibility of the Office of the Security Coordinator. With its current staffing
level, the administrative section of the Office at Headquarters is incapable of
keeping up with its tasks, which include the selection and technical supervision of
the field security coordination officers, the provision of support to the Security
Coordinator in managing the budget and other resources and other financial and
administrative functions. Those functions cannot be devolved to other organizations
and require strengthening so as to put an end to the current inadequate level of
support, which obliges field security coordination officers to divert an inordinate
amount of time from security functions.

B. Peacekeeping operations

21. At present, the Department of Peacekeeping Operations has a separate security
structure for the civilian staff in United Nations peacekeeping missions. The Head
of Mission, who is supported by a Chief Security Officer, is responsible for the
security of all peacekeeping personnel and reports to the Under-Secretary-General
for Peacekeeping Operations. However, in cases where they are present, the spouses
and dependants of civilian staff members of the Department’s peacekeeping
missions also fall under the responsibility of the United Nations Security
Coordinator. The United Nations Security Coordinator retains responsibility for
providing the Department with security-related technical advice and operational
support at Headquarters. The Office of the United Nations Security Coordinator
screens security personnel for recruitment by the Department. The political missions
of the Department of Political Affairs that are administratively backstopped by the
Department of Peacekeeping Operations remain under the United Nations field
security management system.

C. Security and Safety Services at United Nations headquarters
locations

22. Security and Safety Services operate independently in New York and at seven
other Secretariat headquarters locations around the world (Geneva, Vienna, Nairobi,
Bangkok, Beirut, Addis Ababa and Santiago), as well as at the International
Tribunals in The Hague and Arusha. They provide security and safety protection for
headquarters staff and facilities in those locations. They also provide personal
security details for senior United Nations officials. Other United Nations
organizations, as well as a number of United Nations agencies, funds and
programmes, also maintain similar headquarters security services, whether they are
provided by uniformed staff members or by contractors.

23. The Security and Safety Services are free-standing entities, with no common
governance structure. The service chiefs report to their Director-General or
Executive Secretary through their Chief of Administration. In New York, the head
of the Security and Safety Service reports to the Assistant Secretary-General for
Central Support Services in the Department of Management.
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24. While the roles and responsibilities of the Security and Safety Services at the
various Secretariat headquarters locations are generally similar in terms of their core
functions, the delivery of services locally has evolved with differing standards in
respect of operational procedures, staff recruitment, career opportunities and
rewards, equipment levels and training standards. The Services have established the
United Nations Security and Safety Services Network to coordinate their work,
identify best practices and develop operational standards. The members of the
Network, which meets annually, have carried out some very useful work, such as the
recent efforts to rationalize and unify operating procedures and standards.
Additional work remains to be done in other functional areas, such as the use of
force, the conduct of investigations, conference security, fire safety and building
evacuation and disaster response. This work requires full-time attention by
dedicated experts and integration into the wider prospectus of United Nations
security procedures.

25. The new security paradigm necessitated a comprehensive review of the profile
of security officers in the United Nations. In this new global security environment,
the Organization requires robust and agile security teams equipped to understand
and utilize modern security technology. At its annual meeting earlier this year, the
Security and Safety Services Network established a new profile for the next
generation of security officers. The new profile called for an alignment of the career
path of security officers with those of uniformed personnel in national law-
enforcement agencies elsewhere. This would include a lower age of retirement for
lower-ranking officers and subjecting contract renewal and promotion to the
successful completion of psychological and physical tests. Such initiatives would
require major changes in the personnel management of security officers, which has
to include a revised pension scheme to compensate for a lower retirement age.
Arrangements for serving security officers to assist them in elevating their physical
fitness and technological skills through internal and external training programmes
will have to be introduced.

D. United Nations agencies, funds and programmes

26. In order to deliver their mandates under increasingly difficult security
conditions, several of the United Nations agencies, funds and programmes operate,
recruit and maintain their own security personnel. The roles and responsibilities of
the agencies, funds and programmes within the overall United Nations field security
management system, both at Headquarters and in the field, are set out in the
accountability framework (A/57/365). All United Nations agencies, funds and
programmes have full-time or part-time headquarters security focal points who
participate in the Inter-Agency Security Management Network, provide technical
supervision over any agency security officers in the field and liaise routinely with
the Office of the Security Coordinator.

27. There are currently some 164 agency-specific security officers working at field
duty stations. Virtually all of them are employed by WFP, UNHCR, UNICEF,
UNDP, the World Health Organization (WHO) and the Office of the United Nations
High Commissioner for Human Rights (UNHCHR). Those officers, who are
recruited against standardized agreed criteria and cleared by the Office of the United
Nations Security Coordinator, report to their agency’s head of office while at the
same time supporting the designated official under the coordination of the field
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security coordination officer through an inter-agency “security cell”. The main
function of agency field security officers is to advise their country representative
and to be responsible for the security aspects of activities that are specific to their
organization. Some agency security officers are made available on occasion to assist
field security coordination officers in their duties or to act on their behalf during
periods of absence. Security experts from agencies, funds and programmes also
respond along with the Office of the Security Coordinator in temporary emergency
reassignments and participate with desk officers from the Office of the Security
Coordinator at Headquarters in projects directed by the Inter-Agency Security
Management Network and in joint field visits.

28. Agencies employ their own security officers partly because the Office of the
Security Coordinator lacks sufficient capacity to provide the necessary number of
security officers in high-risk areas, but mainly in order to address special
requirements, such as protecting humanitarian supplies and convoys or maintaining
security at refugee camps. While a few agencies may deploy their own security
personnel, the great majority of United Nations agencies, funds and programmes are
not in a position to do so. Therefore, the duties of an agency field security officer
fall to field security coordination officers who, particularly in high-risk areas, are
already sorely overburdened.

IV. Need for further change

29. While the security structures of the Office of the United Nations Security
Coordinator, the Department of Peacekeeping Operations, the Secretariat
headquarters locations and the agencies, funds and programmes each have their own
role, capabilities and challenges, there are a number of system-wide shortcomings
arising out of the current United Nations security management arrangements. These
shortcomings in structure and capacity reduce significantly the capacity of the
United Nations, as a system, to respond adequately and cost-effectively to the
threats and risks that now prevail.

30. The United Nations system does not yet have the ability to conduct security
threat and risk assessments and timely and comprehensive follow-on planning on
either a global or a country-level basis. While great strides have been made in
upgrading security threat and risk assessment techniques for use in the field,
considerable difficulties remain in providing designated officials with
comprehensive, systematic and timely analyses in the field as well as support from
Headquarters. As a result, the Organization cannot efficiently calibrate security
responses to constantly changing circumstances on the ground.

31. The United Nations is currently facing increasingly complex and sophisticated
threats with a fractured security structure. The Office of the United Nations Security
Coordinator, with its current reliance for policy development and threat assessment
on part-time desk officers with daily operational responsibilities and heavy travel
commitments, cannot perform these core technical functions at the level of quality
now necessary to support designated officials, security officers and staff members in
the field. As the 2003 evaluation team pointed out, those who wish to attack the
United Nations are now using new techniques and will seek out any gaps or
disconnects within a system. There is a need, therefore, for a full-time security
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threat and risk-assessment capacity, as well as for the deepening and further
professionalization of security personnel

32. The United Nations, with the qualified exception of the Department of
Peacekeeping Operations, cannot respond in a timely manner to new security
requirements in the field. The Department of Peacekeeping Operations is the only
structure within the United Nations security management system that has a
dedicated force generation unit and a capacity, albeit limited, for rapid response to
security emergencies. The safety and security services are bound by time-consuming
budgetary and staffing systems, and the Office of the United Nations Security
Coordinator, as well as the agencies, funds and programmes, are also reliant on
temporary reassignments or donor funding for quick reaction. As a result, enormous
risks are being taken as courageous United Nations workers carry on with urgent
humanitarian and other mandates in the field.

33. Security, like accident prevention, is only as good as the weakest link in an
interdependent chain of well-designed systems and strict compliance. Despite the
experiences of last year, security lapses in the field continue to be a serious and
widespread problem. For this reason, a much stronger central monitoring and
evaluation capacity, with a body reporting directly to the senior United Nations
security official, is essential in order to be able to identify security problems without
further delay and to work in a more vigorous, targeted and effective manner towards
their earliest possible solution.

34. While the measures taken by the General Assembly, the Secretariat and the
United Nations agencies, funds and programmes since August 2003 have improved
security readiness with respect to the threat of direct attack at headquarters
facilities, serious organizational change remains necessary in order to provide
support in the field, where the risks are arguably the greatest. The Ahtisaari panel
and other recent studies, including the recommendations of the senior adviser on
change management, have all identified the same core weaknesses in the overall
United Nations security management system: inadequate resources, inadequate
central control of those resources, the dispersal of security responsibility over
diverse and insufficiently coordinated structures, a dramatically increased security
workload, understaffing of all security elements, an inadequate security threat and
risk-assessment capability, insufficient training capacity and lack of attention to the
career development of security officers. Those weaknesses must be remedied.

35. At the same time, the United Nations cannot permit itself to succumb to a
bunker mentality. The work of the Organization must go on, despite the increased
threat. United Nations staff, especially from the humanitarian and development
agencies, must have access to vulnerable populations, and those populations must
have access to the United Nations. There is no universal guarantee of security, and a
degree of risk cannot be avoided. But that risk can and must be mitigated. The
Office for the Coordination of Humanitarian Affairs, in consultation with the Office
of the Security Coordinator and a number of United Nations agencies, funds and
programmes, prepared a concept paper on risk-management programme delivery
strategies for humanitarian activities in high-threat areas. The United Nations has
already initiated measures designed to reduce the exposure of its staff in situations
where the risk is extremely high. Some of the steps being taken include reducing the
number of international staff, with greater reliance on national capacity; supporting
programmes from neighbouring countries; and resorting to common services. While
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those measures will be of help, if United Nations staff are to carry out their mandate
of helping vulnerable populations, they must be provided with the best and highest
level of security support possible. This requires adequate security resources,
competent professional security staff, clear policies and standards, expert security
threat and risk assessments and accountability at all levels. To achieve this and to
carry out its programmes in the new threat environment, the United Nations must
have the strong support of the Member States.

V. Proposals for strengthening and unifying the security
management system

A. Objectives for change

36. The goal of the United Nations security management system is to facilitate the
effective and efficient conduct of its programmes and activities while ensuring the
safety, security and well-being of staff as a high priority. In order to address the
issues and shortcomings outlined in the present report and to strengthen and unify
the United Nations security management system, the proposed changes have the
following objectives:

(a) To facilitate the continued conduct by the United Nations system of
its mandated activities through the development of innovative concepts for
operating — both in high-risk areas and in those areas where the United Nations is
operating routinely — by better calibrating security arrangements to prevailing
conditions as determined by timely and up-to-date security threat and risk
assessments; by ensuring a unified and comprehensive response to emergencies; by
developing and promulgating security policies, techniques and procedures that are
comprehensive, up-to-date and well-understood; and, most importantly, by
providing more robust and sustained security advice, assistance and presence in the
field;

(b) To enhance the calibre and productivity of all United Nations security
personnel through more formalized, integrated and comprehensive human resources
management, including training and career management.

37. To attain those objectives, the Secretary-General proposes to strengthen the
United Nations security management system and to establish a new Directorate of
Security, unifying the existing offices of the United Nations Security Coordinator,
the Security and Safety Services and the security component of missions led by the
Department of Peacekeeping Operations in a single organizational structure. The
Directorate will provide common security policies and standards. It will also have
important capabilities that will enable the United Nations to make a quantum leap in
the quality and scope of its security arrangements. This in turn will enhance the
Organization’s ability to conduct its activities in an effective and efficient manner
while ensuring the security and safety of its staff posted in different parts of the
world. The responsibilities and functions of the Directorate are outlined in section C
below. Day-to-day decision-making on matters of security will remain
decentralized. Security decisions at the field duty stations will therefore continue to
be made by the designated official, advised by the security management team and
professional security staff. Security decisions regarding Secretariat personnel in
Geneva and Vienna will be made by the Directors-General, with the advice of the
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Chief of Security and Safety at the duty station. For the regional commissions, as
well as at Nairobi, security decisions will continue to be taken under the existing
field security management system.

B. Strengthened capabilities at the country level

38. The accountability framework of the United Nations is a decentralized model.
The designated official will continue to be fully responsible and accountable to the
Secretary-General for the safety and security of all United Nations personnel at a
duty station. In very high-risk areas, additional guidance and controls may be
promulgated.

39. Given the designated official’s key responsibility for all United Nations
personnel, the Secretary-General’s policy is for the designated official to be the
senior United Nations official at a duty station. The designated official will be
authorized to delegate some of his or her day-to-day security duties to appropriate
deputies, but will always retain overall responsibility and accountability. The
designated official will report to the Directorate of Security on security-related
matters regarding all United Nations civilian personnel in the country. However, any
recommendation or decision that may affect the conduct of the peacekeeping
operation deployed in that country will have to be closely coordinated with the
Under-Secretary-General for Peacekeeping Operations in order to satisfy the
requirement for the integrated approach provided for in paragraph 54 below. Any
disagreement would be brought to the attention of the Secretary-General, who would
make the final decision.

40. The senior security officer in-country will be designated as Country Security
Adviser by the Directorate of Security. The Country Security Adviser will have
operational authority over all United Nations security officers at the duty station,
including other agency security officers and personal protection teams. Security
officers employed by agencies will function under the authority of the Country
Security Adviser, but will also retain a reporting line to their respective
organization. The Adviser will report directly to the designated official and through
the designated official to the Directorate of Security. This will unify all country
security programmes under a single individual, providing unity of command and
clarity of accountability. It is proposed that Country Security Adviser posts be
graded to reflect this authority and responsibility.

41. In order to respond to the enhanced risks now facing the Organization, there
must be both adequate coverage of current duty stations and the ability to respond to
emergencies. All field duty stations that are at some degree of actual or potential
risk must have a professional security officer. Field security officers are assigned on
the basis of the security threat and risk assessment for the particular duty station in
question, as well as the scope and complexity of security operations. Some, because
of their size or complexity, may require several more security officers than others.
There must also be a limited capacity to reassign field security officers as a quick
emergency response. In order to meet this requirement, it is necessary to increase
significantly the number of international security officers. The creation of additional
posts will enable the Directorate to assign security officers and support staff in 33
countries where there is currently no field security coordination officer, and where
coverage should no longer be limited to occasional visits by field security
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coordination officers assigned to other duty stations in the region. Overall, the
proposed basic coverage will stabilize security staffing, ensure the provision of
sustained support to designated officials in all field duty stations and allow for the
creation of a limited quick-response capacity. Security officers will be able to
conduct better security threat and risk assessments, to travel in-country beyond the
capitals to perform field assessments and to provide better support to United Nations
humanitarian operations.

42. Beyond basic coverage in the field, there are from time to time a number of
situations of such complexity, geographic extent, existing or potential risk and
urgency of continued United Nations presence that a far more robust in-country
capacity is required, including additional security officers and equipment, to ensure
the daily integration of protection arrangements into programme delivery and the
provision of special compulsory training for all staff members. Such additional
functions are currently funded by donor contributions.

43. This critical additional security capacity should no longer be dependent on
donor funding. It is therefore recommended that the Directorate of Security be
authorized to establish a standby stock of vehicles and communications and other
equipment sufficient to supply an operations centre, training and additional field
security coordination officers for one year. Should the requirement arise to deploy
those resources, the Directorate of Security would be further authorized to expend
the resources necessary to recruit the additional staff and to replenish the standby
reserve of equipment on an “unforeseen and extraordinary” basis. Revisions to the
existing General Assembly authorization for such expenditures would need to be
made to facilitate this recommendation, and specific proposals in this regard will be
reflected in the addendum to the present report. If a United Nations political or
peacekeeping mission is subsequently deployed to the same area, it would be
expected that the additional capacity required would be subsumed into the mission
budget. In the absence of a United Nations peacekeeping or political mission, the
Directorate of Security would seek the necessary resources through the normal
financial process and annual performance review so as to sustain any additional
capacity for the period during which such capacity is needed. This contingency
financing approach would meet the operational security requirement while easing
significantly the need for additional full-time posts.

44. While the strengthened cadre of security officers proposed in this report
includes enhanced capacity for reassignment as an initial rapid response to
emergencies, it will always be difficult to forecast the scale and duration of new
requirements in the field. For this reason, it will be essential for the Directorate of
Security to maintain and indeed enhance its standby roster of experienced security
officers. Administering and tasking this “ready reserve” of security officers will be
an important function of the strengthened Directorate of Security.

C. Strengthened capabilities at Headquarters

45. A stronger field presence will not achieve the intended result with respect to
conducting security assessments, training, building information networks and
advising managers on how to deliver programmes in the face of insecurity without
better support from Headquarters. The new Directorate of Security will provide
common security policies and standards, a central security threat and risk-



15

A/59/365

assessment capability, operational and technical support to headquarters and field
office security elements, a monitoring and compliance capability, a strengthened
training capacity and common recruitment and career management of security
personnel. In addition to the proposed substantial increase in the number of security
personnel in the field, the Directorate will require a substantial number of new
posts — over and above the staffs of the existing Secretariat offices to be
amalgamated — in order to be able to carry out its considerable responsibilities.

46. The new Directorate of Security will ensure an effective and fully deployed
security management system by developing security strategies, policies and plans
and by coordinating their implementation by all actors in the United Nations
security management system.

47. The proposed structure of the new Directorate of Security has the following
overarching design objectives:

(a) To support and enable the effective conduct of United Nations activities
by ensuring a coherent, effective and timely response to all security-related threats
and other emergencies;

(b) To ensure effective risk mitigation through the establishment of a
coordinated security threat and risk assessment mechanism within the framework of
a common, system-wide methodology;

(c) To develop high-quality, best-practice security policies, standards and
operational procedures across the United Nations system, including the appropriate
degree of standardization;

(d) To support implementation and monitor compliance with those security
policies, standards and operational procedures;

(e) To ensure the most cost-effective provision and employment of security
personnel by taking advantage of economies of scale and through centrally directed
recruitment, selection, training, deployment and career development.

48. The new Directorate of Security will be organized to reflect the organizational
goals enumerated above. This will require the creation of a number of new
components and the strengthening of others. It is proposed that the new Directorate
be headed by an Under-Secretary-General, assisted by an Assistant Secretary-
General for Security Operations. There will be three operational divisions, each
headed at the D-2 level.

49. The Under-Secretary-General for Security will be responsible for the safety
and security of more than 100,000 United Nations staff members and an estimated
300,000 dependants at over 150 duty stations, a considerable number of which are
considered high risk. As discussed above, the level of threat against United Nations
operations has increased exponentially. The resources necessary to mitigate this
threat and to maintain operations must be equally dramatically increased. Given its
global responsibilities in the new threat environment, the significant staff and
budgetary resources to be managed and the expertise and experience that the
incumbent would need to possess, the head of the Directorate should be at the level
of Under-Secretary-General. This would allow him/her to speak with authority
across the United Nations system and with representatives of Member States at the
most senior levels. The Under-Secretary-General and his/her immediate office will
be responsible for the overall direction of the United Nations security management
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system, for the development of security policies and recommendations for the
Secretary-General and overall for the security and safety of United Nations
personnel and dependants. The Under-Secretary-General will also supervise a
Director of Regional Operations, a Director of Administration and Field Support
and a Director of Headquarters Security and Safety Services.

50. In view of the extensive system-wide responsibilities and the external contacts
that the Under-Secretary-General will need to maintain, the size and scope of the
Directorate and the need to ensure continuity during periods of leave or other
absence, the Under-Secretary-General will be assisted by an Assistant Secretary-
General who will serve as his/her deputy and focus on the internal functioning and
day-to-day management of the Directorate.

51. The Directorate of Security will be equipped with a dedicated inspection and
compliance review capability, reporting directly to the Under-Secretary-General.
Reviews should be extended to all United Nations entities, including headquarters
locations and Department of Peacekeeping Operations missions. The reviews would
be conducted by core teams that stayed together for several missions, supplemented
as appropriate by desk officers from the operations staff. The review teams would
assist duty stations in achieving compliance with security policies and standards
such as the minimum operating security standards, the implementation of the
security clearance process, mandatory training and the like. The Directorate must
also be prepared to enforce standards and to recommend action in the event of non-
compliance. In particularly egregious cases, such action could include the removal
from the duty station of non-complying staff members and the replacement of
agency representatives and designated officials.

52. United Nations staff members should also be afforded a consistent level of
safety and security in accordance with clearly articulated and understood security
policies and standards. Good efforts have been made by the Inter-Agency Security
Management Network and the Security and Safety Services to articulate such
policies, resulting, for example, in the widely accepted minimum operating security
standards. More needs to be done. A Policy, Planning and Coordination Unit will
also be established, reporting directly to the Under-Secretary-General. The Unit will
promulgate common policies and standards in all parts of the security management
system. It will serve as a small secretariat for the Inter-Agency Security
Management Network and be responsible for the drafting and updating of the Field
Security Handbook and all specialized security directives.

Director of Regional Operations

53. The Director of Regional Operations will supervise five regional desks and
their staff. The desks will be the focal point at Headquarters for the field duty
stations, providing primary operational and technical support. The Regional
Operations Unit will be responsible for daily security coordination with the field,
for responding to all security incidents, for deploying staff to the field as necessary
to support the designated official, for investigating the deaths of staff under
malicious circumstances, for providing assistance in the management of hostage
incidents and for taking appropriate action in the event of the arrest or detention of
staff members. Desk officers will be expected to travel extensively in their regions
of responsibility to familiarize themselves with the operational environment. The
Director of Regional Operations will also operate a dedicated 24-hour watch
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capability to provide the Directorate with an internal round-the-clock alerting and
response facility on security-related matters for the field as well as headquarters
locations.

54. The Director of Regional Operations will also oversee a Threat and Risk
Analysis Unit composed of dedicated staff working closely with the regional desks.
The Ahtisaari panel identified this deficiency as a key organizational failing. While
the Office of the United Nations Security Coordinator has commendably developed
a security risk-management methodology for use at the field level, there is no
dedicated capacity with the necessary resources at Headquarters for security threat
and risk assessment. As such, the Unit will be responsible for the collection,
analysis and dissemination of threat and risk information from the country offices,
from other components of the United Nations system (such as the Department of
Peacekeeping Operations, the Department of Political Affairs, the Office for the
Coordination of Humanitarian Affairs and United Nations agencies, funds and
programmes), from Governments of Member States and from other relevant sources,
including the non-governmental community. While the Department of Peacekeeping
Operations will no longer recruit security personnel separately, there is an absolute
requirement for security staff recruited by the Directorate of Security to work in an
integrated approach in support of security within peacekeeping missions. It is
foreseen that a unit of the Directorate of Security staff would be located in the
Department of Peacekeeping Operations to support the management of the day-to-
day security issues within missions led by the Department. The peacekeeping
support account would be the source of funding for the posts in this Unit.

Director of Administration and Field Support

55. The Director of Administration and Field Support will handle centrally the
recruitment, selection and hiring of international security professionals in
accordance with United Nations policies and standards. This will better allow the
Directorate to transfer staff from one duty station to another in accordance with the
needs of the Organization. In order to achieve those goals, the Directorate must be
delegated the authority to recruit and appoint security personnel irrespective of their
location. Particular attention will also be paid to career development. In most cases,
security personnel should be hired at the entry level and then moved through
progressively more responsible assignments across the security management system,
including a mixture of headquarters, field and training assignments across a variety
of security functions, including the specialized security functions performed by the
humanitarian agencies. The objective of the career development system is to
develop security generalists trained and prepared through a variety of experiences to
assume the most complex security management responsibilities in large, difficult
field operations and in senior security posts in the field and at headquarters
locations. There will clearly be a transitional period before a fully developed corps
is in place, as it will take time to fully achieve this objective.

56. The Director of Administration and Field Support will manage a logistics unit
responsible for procuring vehicles and communications and office equipment for
field security coordination officers. This will ensure better interoperability and
achieve economies of scale, as well as improve the life-cycle management of the
equipment procured and allow for the establishment and maintenance of a small
standby pool for emergency response. An increasing involvement in facilitating the
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system-wide procurement and maintenance of security-related equipment, where
practicable and cost-effective, can also be anticipated.

57. As the Directorate of Security will be required to develop and maintain
specialized databases, as well as the existing security web site, an information
systems section is included in the proposed structure of the Division for
Administration and Field Support.

58. The Director for Administration and Field Support will also be responsible for
overseeing a sustained and coherent security training programme aimed at multiple
clients: the security officers at headquarters and field duty stations, the designated
officials, the security management teams and security-related training for United
Nations staff in general. The content and standard of delivery of all security-related
training must be regulated and harmonized. There is also a need for special focus on
course content and design, based on job and training needs analysis, and on
consistent standards of delivery both centrally and in-country. A Training Policy and
Standards Section will accordingly consist of a small group of curriculum managers,
support staff to develop and distribute training packages and several teams of
instructors for those courses. Mobile training teams will also stage major incident
management exercises in high-risk locations to train in disaster recovery, hostage
crises and fire, emergency and evacuation procedures. Other training requirements
include induction and orientation for newly recruited field security officers, Country
Security Adviser training, Department of Peacekeeping Operations mission security
training, personal protection training and other specialized skills. The Directorate
will liaise closely with agencies, funds and programmes that have existing capacity
and will provide guidance in developing security modules for them. This will also
help to meet the need to have security as a component in a number of other
programmes and to ensure that the security modules are accurate and consistent with
security policies, procedures and practices. Care will be taken not to duplicate
training, but rather to manage it more professionally using a needs-based,
performance-oriented systems approach.

Director of Security and Safety Services

59. The Director of Security and Safety Services will supervise the Security and
Safety Service in New York and provide policy direction, operational guidance and
overall technical supervision to the Security and Safety Services in New York and at
the other headquarters locations around the world. A Protection Coordination Unit
will be established in the office of the Director in order to manage the growing
demand for personal protection details in a systematic and coordinated manner.
Decisions on the deployment and staffing of personal protection teams will be based
on detailed security threat and risk assessments. The Security and Safety Services at
the other headquarters locations will retain day-to-day operational responsibility and
report to their respective Directors-General or Executive Secretaries, who will serve
as designated officials, working in close cooperation with their Chiefs of
Administration.

VI. Financing security from the regular budget

60. The gravity of the current security environment and the magnitude of the
threat directed at the Organization requires a new look at how security is funded in
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the United Nations. As outlined in the previous report (A/58/756), the present cost-
sharing arrangements were established under General Assembly resolution 56/255.
The principles and modalities behind the decision were that the United Nations field
security management system would assume collective responsibility for the safety
and security of its staff. Thus, field-related costs, which are incurred either in the
field or at headquarters locations through the provision of operational support,
would be shared on a proportional basis. Central costs related to the management
and direction of the United Nations field security management system would be
borne by the United Nations. The associated cost-sharing formula was based on the
number of United Nations personnel assigned to or visiting countries that are not
members of the Organization for Economic Cooperation and Development, and
therefore presumably requiring some degree of additional protection from the
United Nations field security management system. Data on assigned personnel are
collected every second year on the basis of a census carried out by the secretariat of
the Chief Executives Board on behalf of the Office of the United Nations Security
Coordinator.

61. Experience to date has brought to light a number of serious concerns with
respect to financing the Office of the Security Coordinator component of the current
United Nations field security management system on the combined bases of cost-
sharing under the regular budget and voluntary contributions from Member States.
The cost-sharing arrangements have in practice required participating agencies,
funds and programmes to rely on voluntary contributions for their assessed share of
security costs. Security functions must have consistent and predictable long-term
funding.

62. Practical problems have also emerged in implementing the cost-sharing
arrangement. The mechanism is labour-intensive, requiring the conduct every two
years of a massive worldwide census. Census outcomes and the resulting cost
apportionments have proven to be prone to questioning by participating
organizations, and reimbursements are generally received late. A number of
agencies have also experienced difficulty in forecasting and budgeting accurately
for shared security costs, as exact apportionments may not be established during
most of the planning stages. Arrears in contributions are in some cases due to the
legislative processes of participating organizations and in others to conflicting
funding priorities in a context of uncertain and often insufficient funding.

63. The Secretary-General, therefore, reiterates the proposal made earlier this year
(see ibid., para. 20) to phase out the current system of cost-sharing. Security is a
prerequisite to programme delivery and a core responsibility of Member States. It is
recommended that security be provided to the fullest extent possible through a
single system funded centrally from the regular budget.

64. As a transitional arrangement, cost-sharing will continue with respect to the
initial appropriation approved by the General Assembly in the context of the
programme budget for the biennium 2004-2005. However, as a first step to phasing
out the current cost-sharing system, it is proposed that the requirements for
establishing the new Directorate of Security, as well as the additional costs for new
field security officer posts proposed in the present report, be fully financed from the
United Nations regular budget. It is further proposed that additional requirements
amounting to $8,162,100 relating to the Office of the United Nations Security
Coordinator arising from the phase I report (A/58/756), of which the General
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Assembly remains seized, as reflected in its resolution 58/295, would be funded
from the regular budget. However, from 2006 onward, all costs relating to the
Directorate of Security, including the cost of all field security officer posts, would
be financed from the regular budget.

65. The present cost-sharing arrangements for those organizations not in the
United Nations system that are covered by the United Nations field security
management system, including the International Organization for Migration, the
European Bank for Reconstruction and Development and the Asian Development
Bank, should be retained indefinitely. Likewise, the costs of the malicious acts
insurance policy would continue to be shared, in view of the fact that not all United
Nations organizations participate in that insurance. Similarly, specific arrangements
in place at New York and Vienna for sharing the costs of the central Security and
Safety Services between the United Nations and the other entities (UNDP, UNICEF,
UNFPA, the United Nations Office for Project Services, the International Atomic
Energy Agency, the United Nations Industrial Development Organization and the
Comprehensive Nuclear-Test-Ban Treaty Organization) based in the two locations
would continue.

VII. Conclusion

66. Recent events have brought the United Nations face to face with the danger
that the Organization itself may have become a primary target of political violence.
Further attacks in Iraq and Afghanistan remain possible, and there is a distinct
possibility of direct and deliberate targeting of United Nations personnel and
facilities in other locations as well. Just as the complexity of security management
has increased exponentially, so have the consequences of poor preparedness.

67. More complex and lethal threats require a more professional security
management system that can respond flexibly, based on continuous analysis. This in
turn requires stronger staffing and technical guidance. The United Nations can no
longer rely on a small group of overextended security advisers who try valiantly to
cope, and on a fragmented security management structure that lacks coherence,
consistency and the technical capacity to meet the professional standards now
required in this new security climate.

68. Achieving the goals set out in the present report will be a complicated process.
Once the Secretariat has received guidance and authority from the General
Assembly, a first step at Headquarters will be the appointment of key managers and
support staff within the new Directorate of Security. In the field, it will be especially
important to move quickly to augment existing structures and support arrangements.
A detailed plan of implementation will be required to facilitate a smooth, phased
transition to the new way of doing business. Regular consultations with the different
parts of the United Nations system will also be necessary.

69. Security is a precondition to programme delivery in many parts of the world.
Indeed, in some cases a failure to improve security would leave the Organization
facing equally unpalatable alternatives: suspending United Nations activities or
continuing them amid unacceptable levels of risk. At the same time, the
Organization cannot succumb to a “bunker mentality” and shrink from the work the
world’s people expect it to do. A degree of risk cannot be avoided; the challenge is
to mitigate it.
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70. The effort to overhaul the security systems must be a top priority of Member
States and of the entire United Nations system. A detailed assessment of the
financial requirements relating to the proposed changes will be outlined in an
addendum to the present report.


