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Challenges faced by the Special Rapporteur and his vision for
the mandate

1. The Special Rapporteur immediately set about building up his team composed of
persons working for the mandate on a part-time or full-time basis. One of these persons is
currently a full-time United Nations (UN) Human rights officer, hired on a temporary
contract, while the position is under recruitment. The work of this person is supervised by a
more senior UN employee who is also responsible for supporting the work of six other
mandate holders. A second part time professional and a part time administrative officer will
soon be recruited, as well as a part-time consultant. The SRP is grateful that the Human
Rights Council endowed his mandate with this still limited (given the scope of his mandate)
but unprecedented level of support to a mandate holder. The other persons in the SRP team
are not employed by the UN but are resourced by extra-mural funding obtained by the SRP
or may be volunteers. The team is often physically spread across at least three geographical
locations (currently Malta, the Netherlands and Switzerland) and, as befits the digital age,
most of the team meetings are carried out in cyber-space with the working day being
opened by an on-line conference call involving all team-members who may be available.
During the “morning meeting” team members typically report on work carried out in the
previous day, consult about tasks planned for the rest of the working day and plan tasks and
events for the following weeks and months. When doing so, their tasks reflect the fact that
the work of the SRP may be broadly divided into four categories and any team member
may be working concurrently on tasks from each of these categories.

2. The fact that the mandate on privacy is a new one presents both advantages and
disadvantages. Amongst other things it means that the Special Rapporteur on Privacy (SRP)
had no roadmap to follow and indeed one of his first priorities in this case is to work on
designing and developing such a roadmap. This means that some of the issues identified in
this and later reports are not necessarily capable of being resolved within the time-
constraints imposed by one or even two three-year mandates. They are mentioned however
in order to provide a more holistic picture of what needs to be done in the short, mid and
long-term. In doing so, this incumbent is conscious of possibly identifying issues which
may possibly be more appropriately tackled in a more timely manner by later holders of the
mandate.

3. One of the recurring themes of this and later reports will undoubtedly be the time
dimension. The rapid pace of technology and its effects on privacy means that action on
some already-identified issues may increase or decrease in priority as time goes by while
new issues may emerge fairly suddenly. It may also mean that sometimes it may be more
opportune to launch or intensify action on a particular issue not necessarily because it is
much more important than other issues but rather because the timing is right, because the
different international audiences and classes of stakeholders may be far more sensitive and
receptive to that particular issue for reasons and circumstances over which the Special
Rapporteur may have absolutely no control but in which case it would be foolish not to take
advantage of favourable opportunities which may result in the creation or improvement of
privacy safeguards and remedies.

4. The later prioritisation of action will also depend on the extent of the resources made
available to the Special Rapporteur and the extent to which he can succeed in attracting
fresh resources to support the mandate on privacy. This resource issue is fundamentally
important and will directly affect the extent of the impact the mandate on Privacy may have
in practice in real life. It is clear that, however good in quality in some respects, the
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quantity of resources provided to the mandate by the UN is woefully inadequate and even if
the mandate’s human and financial resources are increased tenfold, it would still be hard-
pressed to achieve the minimum required to persuade the incumbent that the work of the
mandate is really making a difference to the protection of privacy of ordinary citizens
around the world. The experience of the first six months in office has persuaded the
mandate-holder that not only must the SRP be omni-present 24/7 on the many privacy-
related issues which arise literally every day in many countries around the world but that he
must also act as rainmaker, somehow attracting funds and human resources in order to
make the work of the mandate both possible and sustainable in the short, mid and long-
term. The effort required by what is, in essence, a part-time, un-paid position which must,
by definition, co-exist with a demanding day-job, should not be under-estimated. This
effort can be encouraged by the positive response of all stakeholders not least that of the
nation-states, members of the UN to whom this report is addressed. If these stakeholders do
not support the mandate adequately, if they do not put their money where their mouth is,
then this will only serve to increase the frustrations already inherent to any work being
carried out within the UN’s systems and bureaucracy.

5. The incumbent’s vision of the mandate is therefore analogous to the process
required to design, finance, project manage and complete the building of a house or other
building suitable for human beings to live and/or work in safely. Firstly we need to
understand the function of the building: is it a residence for an individual living alone or for
one nuclear family, or for a large and extended family or indeed for several of such
individuals and families? Should it include a working space and if so for what type of work:
is this to be a farm-house, a baker’s casa bottega or a black-smith’s lodge or an urban block
of multi-rise apartments? Form follows function so the function or functions must be
clearly identified and understood in-depth. Secondly, form follows function so the design of
the house — or the mandate’s range of activities — must be completed on the basis of the
function. Thirdly, the size of the building and its interior may be basic, cramped, spartan
i.e. just barely enough to provide basic shelter and sanitation or else it may be more
comfortable and spacious and functional or else it may be downright luxurious. Whether it
is one or the other will depend on the resources and especially the finances which can be
projected to be available to the builder — and these will influence the final design of the
plan for the building — and the mandate. Fourthly, the time available to complete essential
parts of the building will also influence the design of the plan. Fifth, it will need to be borne
in mind that life gets in the way of the best-laid plans and the design may, from time to
time, have to be more of an emergent design process rather than the fulfilment of a rigid,
prescriptive pre-ordinate design. This analogy is useful to explaining the scope of this
report especially to emphasize that while the building itself may not necessarily be capable
of completion within the time-frame of one or even two three-year mandates, it is very
important to decide on what the final building needs to be like, otherwise we would be
unable to design the type of the foundations we require to build...and unless the foundations
are sound and fit-for-purpose the building will ultimately prove to be unsustainable and
collapse
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Annex 11

A more in-depth look at open data and big data

1. One of the most important issues in information policy and governance in the
second decade of the twenty-first century deals with determining the medio stat virtus
between, on the one hand, use of data for the benefit of society under the principles of Open
Data and, on the other hand, the established principles we have developed to date with a
view to protecting fundamental rights like privacy, autonomy and the free development of
one’s personality.

2. At first sight Open Data sounds fine as a concept, a noble and altruistic approach to
dealing with data as a common good, if not quite “common heritage of mankind”. Who
could object to data sets being used and re-used in order to benefit various parts of society
and eventually hopefully all of humanity? It is what you can do with Open Data that is of
concern, especially when you deploy the power of Big Data analytical methods on the data
sets which may have been made publicly available thanks to Open Data policies. Of course,
it is important to differentiate between data sets of one type and another. If what is put into
the public domain consists of, say, the raw data arising out of tens of thousands of
questionnaire responses about perceptions of privacy which responses would have been
gleaned from across 27 EU member states and processed in an anonymised manner, the risk
to individual privacy from aggregated data sets would appear to be very low if not non-
existent. If, on the other hand, one uses Big Data analytical methods to develop links
between supposedly anonymized medical data and publicly available electoral registers in a
way that links identified or identifiable individuals to sensitive patient information then
society has genuine cause for concern. Pioneers like Latanya Sweeney in the USA have
demonstrated these abilities and exposed these risks on numerous occasions over the past
two decades but the question remains: how should society intervene? More precisely how
should policy-makers act in the face of such risks? Which is the correct information policy
to develop and adopt? Especially since society has already intervened in a number of ways.
Open Data is an information policy born out of specific information politics. For example,
the EU legislated in favour of re-utilising public data more than 12 years ago (Directive
2003/98/EC), indeed five years after Prof Sweeney’s first eye-opening discoveries.” Is this
one of many cases where Open Data Policies were embraced before unintended
consequences were properly understood and may now need to be remedied?

3. It is sometimes not widely appreciated how fundamental a challenge Open Data
represents to the most important principles in data protection and privacy law world-wide.
For the best part of forty years, our entire forma mentis has been founded upon something
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“In 2000, Sweeney analyzed data from the 1990 census and revealed that, surprisingly, 87 percent of
the U.S. population could be identified by just a ZIP code, date of birth, and gender” according to
Caroline Perry, SEAS Communications “You’re not so anonymous” October 18, 2011 last accessed
on 13 Jan 2016 at http://news.harvard.edu/gazette/story/2011/10/you%E2%80%99re-not-so-
anonymous/ . However, in testimony to the Privacy and Integrity Advisory Committee of the
Department of Homeland Security (“DHS”) on 15 June 2005 Sweeney states that it was in 1997 that
she “was able to show how the medical record of William Weld, the governor of Massachusetts of the
time could be re-identified using only his date of birth, gender and ZIP. In fact, 87% of the population
of the United States is uniquely identified by date of birth (e.g., month, day and year), gender, and
their 5-digit ZIP codes. The point is that data that may look anonymous is not necessarily
anonymous”. http://www.dhs.gov/xlibrary/assets/privacy/privacy_advcom_06-
2005_testimony_sweeney.pdf last accessed on 13 January 2016.
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we call the purpose-specification principle. Put simply, personal data should be collected,
used, stored and re-used for a specified legitimate purpose or for a compatible purpose.
Once the time required for the data to be stored by that specified purpose runs out then the
data should be deleted permanently. Re-using personal data is not part of our privacy or
data protection DNA.

4, The purpose-specification principle is not something invented by Europeans. One of
the first places where it is articulated as such is in a 1973 report by an Advisory Committee
to the US Department of Health” where it was held that “There must be a way for an
individual to prevent personal information used for one purpose from being used or made
available for other purposes without his or her consent”. This quickly became a
fundamental value in many other fora. The OECD Guidelines of 1980 have the Purpose
specification Principle as the third out of eight principles “The purposes for which personal
data are collected should be specified not later than at the time of data collection and the
subsequent use limited to the fulfilment of those purposes or such others as are not
incompatible with those purposes and as are specified on each occasion of change of
purpose”. In this context it is also important to note the OECD’s corollary fourth principle
usually recognised as the Use Limitation Principle whereby ‘“Personal data should not be
disclosed, made available or otherwise used for purposes other than those specified in
accordance with 3 above except a) with the consent of the data subject; or b) by the
authority of law” These principles are also found in the Council of Europe’s influential
Data Protection Convention of 1981 and the EU’s Data Protection Directive (46/95).

5. In an important regional development, the European Union is now at an advanced
stage of devising and implementing the next generation of its data protection laws. When
one examines the texts produced by the EU between 2012 and 2015, it is not as if the
European Union appears ready to abandon the principle of purpose limitation. In the latest
available version* of the draft text of the EU’s General Data Protection Regulation (GDPR)
the importance of the purpose specification principle does not appear to be in any way to be
diminished. Article 5 b retains the principle prominently, stipulating that personal data shall
be

(b) collected for specified, explicit and legitimate purposes and not further
processed in a way incompatible with those purposes;

an approach reinforced by the next principle to be found in the GDPR’s Article 5 which
lays down that personal data shall be

(c) adequate, relevant, and limited to the minimum necessary in relation to the
purposes for which they are processed; they shall only be processed if, and as
long as, the purposes could not be fulfilled by processing information that does
not involve personal data;
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DHEW Secretary’s Advisory Committee on Automated Personal Data Systems, Records, Computers
and the Rights of Citizens, U S Govt. Printing Office, Washington USA 1973 at p. 41.

s_2014 2019 _plmrep_AUTRES_INSTITUTIONS_COMM_COM_2015_12-
17_COM_COM(2012)0011_EN.pdf.
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6. The meaning of these key principles had been similarly announced in the recitals of
the GDPR

(30)  Any processing of personal data should be lawful, fair and transparent in relation to
the individuals concerned. In particular, the specific purposes for which the data are
processed should be explicit and legitimate and determined at the time of the
collection of the data. The data should be adequate, relevant and limited to the
minimum necessary for the purposes for which the data are processed; this requires in
particular ensuring that the data collected are not excessive and that the period for
which the data are stored is limited to a strict minimum. Personal data should only be
processed if the purpose of the processing could not be fulfilled by other means. Every
reasonable step should be taken to ensure that personal data which are inaccurate are
rectified or deleted. In order to ensure that the data are not kept longer than necessary,
time limits should be established by the controller for erasure or for a periodic review.

7. It is clear therefore that the current thinking in Europe on Data Protection still relies
on the purpose specification principle taken in tandem with anonymization or deletion
despite all the risks inherent in the use of Big Data Analytics and Open Data. Likewise, in
the United States where on May 9, 2013, President Obama signed an executive order that
made open and machine-readable data the new default for government information”,> some
have attempted to downplay the concerns raised by Latanya Sweeney and have generally
held that the risks of de-identification are not as great as previously made out.*® Yet, a
detailed analysis of the output of Prof Sweeney’s Data Privacy Lab™ and some of her more
recent research® persuade the SRP that we are running the risk of using outmoded
safeguards, almost twenty years after our attention was drawn to the fact that stripping
personal data of some basic identifiers may not be enough to protect privacy.

8. A careful examination of the pivotal thinking in Europe in 2015-2016 does not provide
much reassurance especially if one carefully examines the pertinent part of the latest version®
available of the draft EU General Data Protection Regulation which holds that

(23)  The principles of protection should apply to any information concerning an identified
or identifiable person. To determine whether a person is identifiable, account should
be taken of all the means likely reasonably to be used either by the controller or by any
other person to identify the individual. The principles of data protection should not
apply to data rendered anonymous in such a way that the data subject is no longer
identifiable.

https://www.whitehouse.gov/the-press-office/2013/05/09/executive-order-making-open-and-machine-
readable-new-default-government- last accessed on 13 Jan 2016.
https://www.whitehouse.gov/open last accessed on 13 January 2016.

See for example Barth-Jones, Daniel C. “The “Re-identification” of Governor William Weld’s
Medical Information: A Critical Re-examination of Health Data Identification Risks and Privacy
Protections, Then and Now” June 2012 last accessed on 13" January at https://fpf.org/wp-
content/uploads/The-Re-identification-of-Governor-Welds-Medical-Information-Daniel-Barth-
Jones.pdf.

http://dataprivacylab.org/index.html.

Sweeney L, Matching Known Patients to Health Records in Washington State Data, 2012 last
accessed on 13" January 2016 at http:/dataprivacylab.org/projects/wa/1089-1.pdf.
http://mww.emeeting.europarl.europa.eu/committees/agenda/
201512/LIBE/LIBE%282015%291217_1/sitt-1739884 last accessed on 13th January 2016.
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9. This latest version from December 2015 after negotiation with the Council is less
detailed than the one approved by the Parliament in October 2013 which held that

(23)  The principles of data protection should apply to any information concerning an
identified or identifiable natural person. To determine whether a person is
identifiable, account should be taken of all the means reasonably likely to be used
either by the controller or by any other person to identify or single out the
individual directly or indirectly. To ascertain whether means are reasonable likely
to be used to identify the individual, account should be taken of all objective
factors, such as the costs of and the amount of time required for identification,
taking into consideration both available technology at the time of the processing
and technological development. The principles of data protection should therefore
not apply to anonymous data, which is information that does not relate to an
identified or identifiable natural person. This Regulation does therefore not
concern the processing of such anonymous data, including for statistical and
research purposes.

10. Is the change an improvement, a factor which strengthens privacy protection in the
era of Open Data or Big Data or is it a compromise which weakens protection? Whereas, it
seems to the SRP that the very standard formulation of October 2013,*® dependant as it was
on the costs and time required to identify an individual, is rapidly becoming archaic in the
era of big data analytics, the rather vaguer 2015 version seems to be a bit more elastic, but
that could be a double-edged sword. If we are to insist on maintaining information policies
built around the principles of Open Data then we need to develop much stronger, complex
algorithmic solutions and procedural safeguards. The application of the newest EU
proposals pivot almost entirely on what constitutes anonymous data yet Latanya Sweeney™
and others have clearly demonstrated that there are huge limits to anonymization and it
would seem that practically most personal data may actually be identifiable with such
minimal effort that they would not meet eligibility criteria to qualify as anonymous data,
thus bringing the GDPR into play.

11.  Things get even more complicated when taking into consideration the factors
legitimising research®

(88) For the purposes of processing for historical, statistical and scientific research
purposes, the legitimate expectations of society for an increase of knowledge
should be taken into consideration.

12.  While the issue of sensitive data such as health information still presents a quandary
within the EU’s GDPR

(42) Derogating from the prohibition on processing sensitive categories of data should also
be allowed if done by a law, and subject to suitable safeguards, so as to protect
personal data and other fundamental rights, where grounds of public interest so justify
and in particular for health purposes, including public health and social protection and
the management of health-care services, especially in order to ensure the quality and
cost-effectiveness of the procedures used for settling claims for benefits and services
in the health insurance system, or for historical, statistical and scientific research
purposes.
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“inofficial consolidated version” https://www.janalbrecht.eu/fileadmin/material/Dokumente/DPR-
Regulation-inofficial-consolidated-LIBE.pdf last accessed on 13th January 2016.
http://latanyasweeney.org/publications.html.

9 Though this recital 88 has been expanded in the latest 17 Dec 2015 version.
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13. How do Open Data and Big Data analytical capabilities fit into the scenarios and
thinking portrayed above? Which would be the suitable safeguards to apply in Open Data
policies which would protect privacy in the era of Big Data? Are the latest legal innovations
being contemplated in Europe the right response to the evidence presented by Sweeney and
do they represent best practice for the world to follow or dubious practice for the world to
shun? The only thing that is certain is that if we are to get things right then it is clear that
we need much more in-depth analysis of both the risks of Open Data as well as existing and
new safeguards. Moreover, in this field too there appears to be a huge need for increasing
public awareness. Relatively few people seem to know about the existence of open data
policies or the consequences of applying big data analytics to different data sets put into the
public domain by Open Data policies. In the course of participating in debates about Open
data and Big data during tenure as SRP, one reinforced the impression that Open Data
policies and their privacy and autonomy implications remain very much an area of interest
to a tiny group of domain specialists and then again may be restricted further by the
language in which they are made available to the public. The SRP is very sensitive to and is
working with NGOs interested in protecting personal data in a number of sectors, including
medical data and will, during 2016-2017 be engaging in events aimed at promoting
discussion and on-going, in-depth investigation of related matters. The SRP is also very
concerned that entire nations or trading blocs including major nations or regional
federations such as China, the European Union and the United States have adopted or are
adopting Open Data and Big Data policies the far-reaching consequences of which may not
as yet be properly understood and which may unintentionally put in peril long-standing
social values as well as the fundamental rights to privacy, dignity and free development of
one’s personality. Some studies on posthumous privacy suggest that in 2016 the citizens of
some countries may be better off dead from a privacy point of view since their rights to
privacy are better protected by law if they are dead than if they are alive in a world where
Open data and big data analytics are a way of life endorsed by the information policies of
the countries concerned. These developments may well be unintentional but the impact on
privacy, autonomy, dignity and free development of personality may be far-reaching.
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Annex 111
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Further reflections on the notion of privacy

Core values and cultural differences

1. As a result of the processes described in Section I11 of the report, an improved, more
detailed understanding of privacy should be developed by the international community.
This understanding should possibly result in some flexibility when it comes to addressing
cultural differences at the outer fringes of the right or in privacy-neighbouring rights while
clearly identifying a solid and universally valid core of what privacy means in the digital
age.

2. This global concept of privacy has to pass the test of being positively describable
and definable as a precious substantive right on the one hand. On the other hand there also
needs to be a negative understanding of the right which hints at legitimate limitations
should it be legitimate and necessary to restrict privacy in a proportionate manner. The
Special Rapporteur invites all actors in the field to contribute to the development of this
urgently needed and improved understanding of the right to privacy and is convinced that
significant progress is possible.

Enforcement

3. Apart from the absence of a clear universal understanding of privacy, the lack of
effective enforcement of the right is an issue which is evident at most turns of the debate.
Thus, not only is it not entirely clear what needs to be protected but also how to do it.
Regretfully though perhaps hitherto inevitably, the super-fast development of privacy-
relevant technologies and especially the Internet has led to a huge organic growth in the
way in which personal data is generated and the exponential growth in the quantity of such
data. This is especially evident in an on-line environment where, when seen from a global
perspective, it would appear that the triangle of actors consisting of legislators, private
(mostly corporate) actors and citizens all try to shape cyberspace using their possibilities in
an uncoordinated manner. This may lead to a situation where none of the three is able to
unleash the full potential of modern information technology.

4. In order to disentangle this triangular relationship an ongoing and open dialogue
needs to be set up which eventually would provide for a more clear and harmonious
regulation of cyberspace. This can only be achieved as a result of a sincere, open and
committed dialogue of all parties which is to be held in a respectful and open manner.
Sturdy and reliable bridges need to be built between all actors which are shaping the
developments. It is the intention of the Special Rapporteur to listen closely to all parties and
to facilitate this dialogue. In this way a basis for a positive and sustainable long-term
development in the field of privacy protection should be achieved.
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Annex IV
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A “State of the Union” approach to privacy

It would appear to be useful to, at least once a year, have the SRP present an
independent stocktaking report on where the right to privacy stands and this may be one of
the primary functions of both the reports to be made to the Human Rights Council (HRC)
and the General Assembly (GA). Since these reports are constrained by a word-limit it is
clear that they can be little more than an extended executive summary of the findings and
activities of the mandate throughout the reporting period. It should follow that the reports
will also reflect the working methods of the mandate as outlined in Section Il of the main
report, in particular the thematic investigations as well as salient developments identified in
the country monitoring activities carried out by the SRP team. It is expected that the report
presented to the March 2017 session of the Human Rights Council would be the first such
report reflecting a “State of the Union” approach. The report to the March 2016 session of
the HRC will not attempt to prioritise risks or landmark improvements in privacy protection
but simply refer to a few cases which illustrate particular progress or difficulties.
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