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United Kingdom, Regulation of Investigatory Powers Act (mandatory key disclosure); S Gl (o)
France, Law No. 2001-1062 (disclosure of encryption keys on authorization by a judge); Spain,
.Law on Telecommunications 25/2007 (key disclosure)

Sl (v
.http://trialtrackerblog.org/2014/07/19/contextual-translation-of-the-charges-of-the-zone9-bloggers/

Inter-American Commission on Human Rights, OEA /Serv.L/\V/11.149, para. 134; Sles 4,w YY)
United States, Mclntyre v. Ohio Elections Commission (1995); Lord Neuberger, speech to RB
Conference on the Internet, entitled, “What’s a name? Privacy and Anonymous Speech on the
.Internet” (2014)

Marc J. Bossuyt, Guide to the “Travaux Préparatoires” of the International Covenant on Civil ~ (YA)
.and Political Rights (1987), pp. 379-80
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.Organization of American States, press release 17/15 ;!

.R. v. Spencer (2014)

.Decision 2010 Hun-Ma 47, 252 (consolidated) announced 28 August 2012
.Mclintyre v. Ohio Elections Commission (1995), pp. 342 and 343

.new Federal Code of Criminal Procedures, art. 244 ,lé\

Avrgentina, Constitution, art. 43; Brazil, Constitution, title II, chap. I, art. 5, XIV; Ecuador, !
Constitution, art. 20; Paraguay, Constitution, art. 29 (1). See also Chile, Law 19,733; El Salvador,
Criminal Procedure Code; Panama, Law 67, art. 21; Peru, Criminal Procedure Code; Uruguay,

.Law 16.099; Bolivarian Republic of Venezuela, Law for Journalism 4.819, art. 8

.Mozambique, Constitution, art. 48(3); Angola, Press Law 7/06, art. 20(1) !

Australia Evidence Amendment (Journalists’ Privilege) Act 2007; Canada, Court of Queen’s
Bench of Alberta, Wasylyshen v. Canadian Broadcasting Corporation (2005); Japan, Case 2006
.(Kyo) No. 19 (2006); New Zealand Evidence Act, sect. 68 (2006)
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Human Rights Watch, “Vietnam: new decree punishes press”, 23 February, 2011; Freedom House, (¢V)

“Vietnam: freedom of the press”, 2012; Article 19, Comment on Decree No.02 of 2011 on

Administrative Responsibility for Press and Publication Activities of the Prime Minister of the
.Socialist Republic of Vietnam (June 2011)

.Islamic Republic of Iran, Bill 106, Communication Regulation Authority (¢ A)

.See Ecuador, Organic Law on Communications (2013) (¢4)
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Reuters, “Russia Demands Internet Users Show ID to Access Public Wifi,” 8 ¢Jlai¥ly coleslel)
.August 2014

China Copyright and Media, Internet User Account Name Management Regulations, article5 (o))
.(2015)

South Africa, Regulation of Interception of Communications and Provision of Communication- (oY)
Related Information Act 70 of 2003; see also Electronic Communications and Transactions Act of
.2002 (requiring real name registration for service providers)
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http://cra.ir/portal/file/showfile.aspx?id=f1a93935-938c-4d93-9eed-b47bc20685d4
http://www.derechoambiental.org/derecho/legislacion/ley_organica_comunicacion_ecuador_2013.html
http://asozd2.duma.gov.ru/main.nsf/%2528spravkanew%2529?openagent&rn=428884-6&02
https://chinacopyrightandmedia.wordpress.com/2015/02/04/internet-user-account-name-management-regulations/

A/HRC/29/32

23

Sl Y Jomald Bl (Y1) ple die (LngdsS iy VMY 34,8 ki e
SOV VL e e aby dgsn o5 SIREY) LS e g iy LS cilped) iyl
Fale Sy wlald) sdis (ogirs . Ll s e bl 3N (3 (52 f Ol Lagy
oy o Wt L oSl )b e ) Aty Oghan ol e Y b sl
Cramally LAY e e DS K of sVl a8 (LY e L
Sl ey e ddian o gl s

p9olbl Srgny (Tor ics e ciysbl slist] gl s 1) Uil Jgudl sy oY
30 e el conin A3y L) ol a3y (ool V) Aol oSl ¢ 1S3
Iy By ) AagSH 3 g OF L) ) Lad) sy 7 Tor i ) o)l gl
C0Tor a8 ettt Gygn 304 OF LS g bl o) Ngs Vov v e ST
i ) VOIS VS Sl ety ] o (25 ) BV
= ) Bl LN a 05T 8 s edis OF ) Ty Tor 288s ] Jsos)
Al Jsosll Jo iy il e O pendly T e o130

Lolel SUllesYI LT 548

Jod) OF b copmastly ol 5 g dusbl e L) g3 Ll Jey -0
Ol V) LSl (3 Ay eb) ddsgsdtl SN sliel of [ los allasly Syl s
2B B (g apie b s G el By @ ) ] 2l oVl sda DU,
Gsikly ol Loal) dgall (35 M) OO & e osaill okl plnns V) (3

gl 25l

clbows)l idsis
Slizay cipYl Ol adds ol oF LadBY (ST2l Joud) Jam ams ot
09> iy e Osaornll Ly 2 lidad) b5 2ot elazV) Lolsdl

Kevin P. Donovan and Aaron K. Martin, “The Rise of African SIM Registration”, 3 February
.2014

.Colombia, Decree 1630 of 2011; Per(i 21, Los celulares de prepago en la mira, 27 May 2010 !
.MIT Technology Review, How China Blocks the Tor Anonymity Network, 4 April 2012
http://zakupki.gov.ru/epz/order/notice/zkk44/view/common- H;l\ ¢l L_sl—j}“ oo

.info.html?regNumber=0373100088714000008

Runa Sandvik, Ethiopia Introduces Deep Packet Inspection, The Tor Blog (31 May 2012); see also
., 12 January 2015Article 19

.“Phobos”, “Iran partially blocks encrypted network traffic”, The Tor Blog (10 February 2012)

“Phobos”, “Kazakhstan upgrades censorship to deep packet inspection”, The Tor Blog (16
.February 2012)
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