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. 1 NTRODUCTI ON
1. This report is submtted in accordance with General Assenbly resol ution

51/ 77 of 12 Decenber 1996, in which the Assenbly requested the Secretary-Genera
to provide the Special Rapporteur on the sale of children, child prostitution
and child pornography with all necessary assistance to make the full discharge
of her nmandate possible and to enable her to submt an interimreport to the
General Assenbly at its fifty-second session and a report to the Comm ssion on
Human Rights at its fifty-third session

2. The Conmi ssion on Human Rights, at its fifty-third session, inits
resolution 1997/78 of 18 April 1997, wel coned the report of the Specia
Rapporteur (E/ CN. 4/1997/95 and Add.1 to 2), requested the Secretary-Ceneral to
provide the Special Rapporteur with all necessary assistance and urged all

rel evant parts of the United Nations systemto provide the Special Rapporteur
wi th conprehensive reporting to nmake the full discharge of her nmandate possible
The Conmi ssion also invited the Special Rapporteur to continue to cooperate
closely with other relevant United Nations organs and bodi es and to convey her
findings to the Conmm ssion

1.  WORKING METHODS AND ACTI VI TI ES

A, Wbrking nethods

3. As indicated in her earlier reports, through her analysis of the problem of
commer ci al sexual exploitation of children which has formed the focus of her
mandat e, the Special Rapporteur has identified three catal ysts which play a
fundanmental role both in the perpetuation and in the prevention of comercia
sexual exploitation of children, nanely, the crimnal justice system education
and the nmedia. The role of the justice systemin this regard has al ready been
considered in the Special Rapporteur's previous reports to the General Assenbly
(A/ 51/ 456) and the Conmi ssion on Human Rights (E/ CN.4/1997/95).

4. The focus of the present report is, therefore, the role of the nedia and
education in preventing and, regrettably, in contributing to the comerci al
sexual exploitation of children. Awareness of the inportance of the nmedia in
this respect has increased greatly since the Wrld Congress agai nst Commerci al
Sexual Exploitation of Children was held at Stockholmfrom27 to 31 August 1996
and sone national and international initiatives have been devel oped in the

i nterveni ng peri od.

5. In order to obtain a nore conparative overvi ew of devel opnents relating to
the nmedi a and education as catalysts in the field of commercial sexua
exploitation of children, the Special Rapporteur, in June 1997, sent a circular
to all Governnments, relevant United Nations bodi es and agenci es and

i ntergovernmental and non-governnental organizations, soliciting information to
be used in her reports to the General Assenbly and the Conm ssion on Human

Ri ghts on the foll ow ng:
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(a) Television progranmres or publicity preventing or inciting sexua
expl oitation of children; national directives concerning specific target
audi ences, broadcasting hours and parental guidance;

(b) Advertising or publicity canpai gns agai nst sex touri smand comerci al
sexual exploitation of children, such as airport publicity, |leaflets, posters
and pronotional articles;

(c) Coverage given by the media (newspapers, television and radio) to
court cases involving commercial sexual exploitation of children, for exanple,
child pornography and the Internet; public debates on sanctions agai nst sex
of f ender s;

(d) School curricula: devel opnment of sex education programmes, including
awar eness-rai si ng about the dangers of sexual exploitation and information on
avai |l abl e support services; adult education progranmes;

(e) Educational or training programmes targeted at professionals working
in strategic areas, including immgration personnel, |aw enforcenent officials,
nedi cal professionals and social workers;

(f) Rehabilitation and educational programmes, facilities or support
services for both child victinms of comercial sexual exploitation and sex
of f ender s.

6. By Septenber 1997, replies had been received fromthe CGovernnents of
Brazil, Germany and Si ngapore.

7. The Speci al Rapporteur also received information fromthe follow ng United
Nati ons organi zati ons, programmes and bodi es: Econonmi ¢ Comm ssion for Africa,
Economi ¢ and Soci al Commi ssion for Western Asia, United Nations Children's Fund
(UNICEF), Joint United Nations Progranmme on H V/AIDS (UNAIDS), Ofice of the
United Nations H gh Conmi ssioner for Refugees (UNHCR), United Nations Research
Institute for Social Devel opnent (UNRISD), I|nternational Labour Organization
(1LO), United Nations Educational, Scientific and Cultural Organization
(UNESCO . The follow ng non-governnmental organizations also provided the
Speci al Rapporteur with replies to her questionnaire: All-China Wnen's
Federation; All-Pakistan Wnen's Association; Wrld Association of Children's
Friends (Amade) (Mnaco); CEM NA (Brazil); CHOW (Bel gium; Latin American
Committee for the Defence of Wnen's R ghts (CLADEM (Argentina); CLADEM (Peru);
Centro de Estudios y Pronoci 6n del Desarrollo (DESCO (Peru); End Child
Prostitution in Asian Tourism (ECPAT) (United Kingdon); European Institute for
Crine Prevention and Control (HEUNI) (Finland); International Catholic Child
Bureau (1CCB) (Switzerland); NCW (Canada); Wnen's International Zionist

Organi zation (WZO (lsrael).

8. The Speci al Rapporteur would like to express her appreciation to those
Governnents, United Nations bodies and agenci es and non-gover niment a

organi zations that have already provided sone very useful and conprehensive
information to her. At the sane tinme, the Special Rapporteur urges all those
States and intergovernnental organizations that have not replied to her
guestionnaire to provide her with relevant information, in particular regarding

l...
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national initiatives in the field of the nedia and education to comnbat

commer ci al sexual exploitation of children, which mght be used in her
forthcom ng report to the Comm ssion on Human Rights. The Special Rapporteur
woul d al so like to enphasize that nmost of the information and materials sent to
her up to the tine of witing the present report will be discussed in detail in
her report to the Conm ssion. Some of the input has been taken into account in
the present report, but the Special Rapporteur hopes in particular to receive
nore substantive information on education so as to be able to present a bal anced
report.

9. Wth a viewto finding a durable solution to the problem of the sale and
comerci al sexual exploitation of children, the Special Rapporteur has
establ i shed procedures to seek from Governnents, in a humanitarian spirit,
clarifications and information on specific cases of alleged violations of the
rights of children within the framework of her mandate. The Special Rapporteur
woul d |ike to enphasize that the primary objective of such communications is to
enter into a constructive dialogue with Governments in order to investigate
specific cases in any country and to identify appropriate neasures to renedy the
situation. The Special Rapporteur, therefore, calls on all Governments to
cooperate fully with her in her endeavours.

10. Finally, the Special Rapporteur would |ike to enphasize that the sources of

information and data used in this report to illustrate cases of commercia
sexual exploitation of children worldwide are to a | arge extent secondary and
cannot always be validated. |In view of the admnistrative and financia

constraints of the nandate and position of the Special Rapporteur, it is
virtually inmpossible to carry out first-hand scientific research and data
gathering. The Special Rapporteur therefore relies on the infornmation submtted
to her by Governnments, United Nations bodi es and agenci es and non- gover nnment al
organi zations. The cases used to illustrate the situation of commercial sexua
exploitation in different countries are not intended to be exhaustive but rather
i ndicative, especially bearing in mnd that hardly any country in the world can
claimto be free of the phenonenon.

B. Activities

11. Since the fifty-first session of the General Assenbly, the Specia
Rapporteur has carried out two field mssions. |n Decenber 1996, she visited
the United States of Anerica (Washi ngton, New York, Phoenix, Tucson and San
Francisco) to study the issue of commercial sexual exploitation of children
with a particular focus on child pornography and the Internet (for the report,
see E/CN. 4/1997/95/ Add. 2). From 25 August to 2 Septenber 1997, the Specia
Rapporteur carried out a mission to Kenya (Nairobi, Mnbasa and Malindi). The
report on that mssion will be subnmitted to the Conm ssion on Human Ri ghts at
its fifty-fourth session.

12. In October 1997, the Special Rapporteur is invited to address the seventh
neeting of First Ladies of the Anericas on the topic of conmmercial sexua
exploitation of children. In addition, she will carry out a field visit to
Mexi co in Novermber 1997, at the invitation of the Government. The m ssion
report will be submitted to the Conmission on Hunan Ri ghts.
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13. During the past year, the Special Rapporteur has devel oped cl ose worKking
relations with the International Programe on the Elinination of Child Labour of
ILO, as well as with UNICEF and UNHCR. Such cooperation provides the Speci al
Rapporteur with essential information and assistance, in particular during her
fact-finding mssions to the field, in the fulfilment of her mandate.

[11. | NTERNATI ONAL DEVELCPMENTS RELATI NG TO THE SALE OF
CHI LDREN, CHI LD PROSTI TUTI ON AND CH LD PORNOGRAPHY

14. Children are perhaps the nost vul nerable and defencel ess victins of human
rights violations all over the world. Commercial sexual exploitation of
children, in association with crinme and drug abuse, persists in both devel oped
and devel opi ng countri es.

15. This section illustrates certain devel opnents in the field of commerci al
sexual exploitation of children in all regions of the world which have cone to
the attention of the Special Rapporteur. The States nentioned are referred to
as exanpl es and the Special Rapporteur would like to enphasize that the list is
not intended to be interpreted as exhaustive by any neans.

A Africa

16. In Africa, the Special Rapporteur has noted that some Governnents have
shown a genuine interest in inproving living conditions for children. Good
exanpl es are programmes for better primary health care, vaccination canpaigns,
and efforts to denobilize child soldiers in arned forces. Educational canpaigns
have al so been | aunched to increase the nunber of children finishing their
primary educati on.

17. A particularly alarmng practice continues nevertheless to affect many
countries, namely, the abduction of children fromtheir homes, their enslavenent
and sale for forced | abour or military training to join conbat forces.

Sonetines children are even forced or indoctrinated to fight against their own
conmmuni ti es.

18. The Special Rapporteur notes that in Angola both the Governnent and UNI TA
forces have begun to denpbilize an estimated 8,000 child soldiers in a canpaign
initiated by the Mnistry of Social Integration. |In the Sudan and in northern

Uganda, however, there are still reports of ongoing abductions of children for

the purposes of child |abour or recruitnent into the arned forces.

19. In the Central African Republic, the Special Rapporteur has received
di sconcerting informati on about the practice of famlies marrying their
daughters as young as 11 or 12, for financial gain, to ol der husbands. The
preval ence of such traditional practices, including the trokosi practice in
Ghana, already nentioned in previous reports, is a matter of concern.

20. Another matter of special concern to the Special Rapporteur is the
i ncreasing problemof child prostitution in major cities all over the African
continent. In South Africa, for exanple, particularly in big cities |ike Cape

/...
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Town, Durban and Johannesburg, child prostitution appears to be a grow ng
problem linked to the increasing nunber of street children, who have left their
hones for econom c and social reasons or as a result of the breaking down of
famlies and traditional val ues.

21. On a positive note, the Special Rapporteur has been inforned that the
Governnent of Nam bia appears to be seriously commtted to inproving the
situation of children, having allocated alnost one third of its budget to
education. Child abuse is also recognized as a serious problemand authorities

have prosecuted several cases involving crinmes against children. In
Sept enber 1996, a child rapist was reported to have been given a 20-year
sentence for sexually abusing a 10-year-old girl. Training programmes in

handl i ng donestic viol ence were al so provided for police officials.

B. Asia and the Pacific

22. Extensive trafficking in both women and children, especially fromlndia,
Paki stan and Sout h-East Asia to the Mddl e East and Western and Eastern Europe,
continues to pose a nmajor problemfor the Asian region. This phenonenon is
closely linked to child prostitution, the increased nunbers of street children
extreme econom ¢ needs and tourism The increasing interest of the press in
these matters is, however, to be welconed, as it |l eads to nore pressure on
Governments and civil society to act.

23. Reports from Bangl adesh indicate that child abandonnment, ki dnappi ng,
trafficking for |abour bondage and children in prostitution continue to be

wi despread. UNI CEF estimates that there are about 10,000 child prostitutes in
Bangl adesh. Information received suggests that officials often ignore the

exi stence of phenonena such as child prostitution, or even profit fromthem

24. In Sri Lanka there al so appears to exist a significant problemof child
prostitution. The Government estinmates that there are over 2,000 child
prostitutes in the country and has indicated that it is commtted to conbating
the problem In Taiwan Province of China child prostitution reportedly involves
anywher e between 40,000 and 60,000 children. Children are being forcibly held
in brothels by means of violence, drug addiction and other fornms of coercion

Al t hough new | egi sl ati on has been adopted to prosecute persons using child
prostitutes, with a maxi muminprisonnent of two years, the effects of these new
neasures cannot yet be eval uated.

25. In Thailand, the National Comm ssion on Wnen's Affairs has estimated that
there are 150,000 to 200,000 prostitutes in the country, of which not nore than
20 per cent are children. The Special Rapporteur has noted with satisfaction
the comnm tnent of the Thai Government to actively conbating the problem in
cooperation with national and international non-governmental organizations.

26. In Indonesia the involvenment of the press in addressing the probl em of
child prostitution is to be appreciated, since this has led to a considerabl e

i ncrease in public awareness and acknow edgnent of the problem In India the
nedi a have also started to play an active role in informng the general public
of facts concerning child prostitution. Articles on the subject, which are now

l...
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appearing regularly in the popular press in India, are doing much to break the
sil ence which has | ong shrouded such an understandably sensitive subject.

C. East ern Europe

27. The main concern of the Special Rapporteur is that in Eastern Europe many
CGovernment s have not yet adopted special legislation to prohibit child
prostitution and child pornography specifically. Such inaction could lead to
great inpunity for perpetrators.

28. The Special Rapporteur notes with satisfaction, however, that authorities
in Slovakia are conducting investigations into alleged paedophile rings, in
cooperation with Austrian and Bel gian counterparts. |In Romania, sexua

expl oitation of children has attracted donestic media attention which is noted
with appreciation by the Special Rapporteur.

29. Attention is drawn, however, to Ceorgia, where grow ng nunbers of street
children and children in prostitution are reported. According to |ocal sources
there are approximately 1,000 street children in the capital, Thilisi. These
children are in danger of being forced or recruited into child prostitution

D. Latin Arerica and the Caribbean

30. Sex tourismand child prostitution also remain a serious problemin the
Latin Anerican and Caribbean region. As elsewhere, there exists a close link to
extreme poverty, |lack of education, drug abuse and the increasi ng nunbers of
street children. In conflict zones, guerilla troops continue to recruit
children into armed forces and there are reports of teenage female recruits
bei ng sexual |y abused. 1In sone rural areas, the practice of sending young
children to work as unpaid domestic | abour for nore affluent city dwellers
continues, putting these children in vulnerable positions. The sale of children
for adoption also continues to be a serious problem as it is reported that
foreign adoptive parents are willing to pay from US$ 20,000 to $40,000 in
adoption fees and costs to adopt a heal t hy baby.

31. In Bolivia, the practice of criadito service still exists in sone parts of
the country. Criaditos are indigenous children between 10 and 12 years ol d whom
their parents send to m ddl e- and upper-class famlies to perform househol d work
i n exchange for education, clothing, roomand board. The treatnent of these
children is often not supervised in any way, and they someti nes becone virtua
slaves in their new host famlies. The sanme practice is reported to exist in
Haiti, where it is called restavek (lives with).

32. It is also reported that the use of street children in prostitution remains
a serious problemin Guatemala. The estinmation of the nunber of street children
is between 1,500 and 5,000, the majority being concentrated in Guatenmala Gty.

33. On a positive note, the Governnent of Brazil has initiated a canpaign
agai nst sex tourismand child prostitution organi zed by the national tourist
agency. The canpaign includes restrictions on the use of erotic pictures of
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young wonen in advertising holidays to Brazil and an information campaign to
deter tourists fromengaging in the sexual exploitation of children. It also

i ncl udes a 24-hour hotline nunber for reporting cases of sexual abuse, as well
as the creation of a special police office to investigate sexual crines against
chil dren.

E. Western European and other States

34. One of the main problens in the Wstern European and other States region
appears to be the spread of child pornography material, especially through the
new nmedi a, as well as rings of paedophiles cooperating in the abuse of children
The abusers originating fromthe region often travel to countries where the
supply of children is greater and the legislative controls are either weaker or
not effectively inplenented. The Special Rapporteur therefore wel cones the
continui ng process of adopting extraterritorial |egislation by countries of
origin of tourists who engage in child sex abuse. The Special Rapporteur also
encour ages further cooperation between countries considered to be main sources
of child victims and those considered to be main sources of child exploiters, in
an effort to conbat the problemjointly. |In Australia, an airport education
canpai gn was carried out by custons officers to deter travel abroad for child
sex tourism

35. In Austria, allegations of an Austrian-Slovak child pornography ring have
led to strong public and political pressure to further tighten |egislation of
child pornography. One specific case which greatly perturbs the Specia
Rapporteur is the suicide of a 12-year-old boy in Upper Austria, who killed

hi nsel f after photographs showi ng hi m being sexual |y abused by a paedophil e had
been posted on the Internet.

36. In Belgium the public debate that has followed the Dutroux case has caused
serious criticismof government authorities, the judiciary and the police force
on the investigation of this case, |leading to accusations of attenpts of
corruption and cover-up within the Government. The Special Rapporteur
encourages the Government of Belgiumin its efforts to take active nmeasures to
conbat the phenomenon and to restore public confidence in the authorities

t hrough adopting effective | egislation and adm ni strative neasures.

37. In lreland, child sexual abuse has received increasing nedia attention,
especially in connection with the all eged sexual abuse of children by orphanage
staff and nenbers of the Roman Catholic clergy. |In at |east three cases nenbers

of the clergy have pleaded guilty and several other cases are pendi ng.

38. In the Netherlands, for the first time, a citizen was tried for sexua
abuse of minors abroad on the basis of extraterritorial jurisdiction. The
perpetrator had been caught sexually abusing mnors in the Philippines and was
given a sentence of five years' inprisonnent after returning to the Netherl ands.

39. According to Home Ofice statistics in the United Kingdomof Geat Britain
and Northern Ireland, it is estimated that 110,000 nen in the country have been
convi cted of offences against children. It is further estimated that 1 in 60 of
t hose convicted were convicted of a sex crinme by the tine they were 40 years old

l...
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and that 1 in 90 were convicted for a serious sex offence, such as rape, incest
or gross indecency with a child.

V. SPECI AL FOCUS ON THE MEDI A AND EDUCATI ON

40. This section attenpts to illustrate the decisive role played by all types
of nedia, as well as education, in the prevention of comercial sexua
exploitation of children worldwide. It also highlights the potential danger of

rendering children even nore vulnerable to sexual exploitation when the nedia
and education are used in an uninforned and carel ess manner. Special attention
is devoted to the role of the information superhighway, or Internet, the

i mplications of which for the exposure of children to potentially harnfu
materials, in addition to the wealth of information and conmmuni cation
possibilities it offers, have not yet been fully understood.

41. In the present report, the nedia and education are discussed in
conbination, in order to denonstrate the intrinsic interlinkage between the two
catalysts. In particular, the Special Rapporteur woul d enphasi ze the inportance
of the role played by the nedia as a tool of general education both for children
and adults, especially in the protection of the rights of the child. [In her
report to the Conm ssion on Human Ri ghts, however, the Special Rapporteur hopes
to explore both the nedia and education, in particular national initiatives
undertaken in these fields to prevent comercial sexual exploitation of

children, in greater depth, in separate chapters, on the basis of information
and materials received in response to her questionnaire (see sect. Il1). The
Speci al Rapporteur appeals once again to all Governnents and intergovernnental
and non-governnental organizations to provide her with nore docunentation and
materials in this regard, so that she nmay present a conprehensive and bal anced
di scussi on.

42. The Special Rapporteur would like to lay out, in the broadest terns, the
international |legal framework that regul ates the protection of children from
comerci al sexual exploitation but yet guarantees the rights of children to
education and information. It is inportant to note that the right of children
to be protected fromexploitation may at times appear in juxtaposition with the
right of the media and communi cations freely to express thensel ves and

di ssenmi nate information.

43. The right to freedom of expression is given extensive protection in nost
denocraci es, although it is subject to considerable debate and interpretation as
to its scope, neaning and purpose. The right of the media to publish and
broadcast information, however, and the right of audiences to receive

i nformation have to be carefully bal anced agai nst the right of the child to be
protected from abuse, and the child's right to privacy. Recently, cases
involving the rights of suspected and convi cted paedophil es have noreover
created much controversy and discussion in certain countries.
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A International |egal framework

44. CQutlined bel ow are those human rights intended to protect the child from
falling victimto comrercial sexual exploitation, including the right of the
child to receive informati on and education. The right of all persons, including
children, to be informed and educated, as well as the right of all persons to

i mpart and di ssenminate information are al so of rel evance when considering the

i npact of the media and education on conmercial sexual exploitation of children

45. Under the Convention on the Rights of the Child (General Assenbly

resol uti on 44/ 25, annex), children are, broadly speaking, endowed with the
rights to respect and identity (articles 2, 7, 8, 23, 26 and 40), as well as
with rights to econonmic, social and cultural devel opment (articles 6 and 24).
States parties to the Conventi on have al so undertaken to protect such rights of
the child by creating and strengthening a protective environment (articles 3, 9,
11, 16, 19-22, 24, 25, 30 and 32-38) and by pronoting a caring environnment
(articles 18, 23, 24, 26, 31 and 39). All these groups of rights contained in
the Convention are directly or indirectly relevant to the protection of the
child from sexual exploitation

46. More specifically, under articles 19 and 34, States parties undertake to
protect the child fromall fornms of sexual exploitation and sexual abuse, taking
all appropriate measures to prevent the inducenent of children to engage in any
unl awf ul sexual activity, the exploitative use of children in prostitution or

ot her unl awful sexual practices and the exploitative use of children in

por nogr aphi ¢ performances and materi al s.

47. In addition to providing for protection fromthe physical act of sexua
exploitation, the Convention prohibits arbitrary or unlawful interference with a
child's privacy or unlawful attacks on his or her honour and reputation, and
gives the child the right to the protection of the | aw agai nst such interference
or attacks (article 16).

48. Wile all States parties to the Convention have agreed to protect the child
from beconming a victimof sexual exploitation, several provisions of the
Convention recogni ze that education and the nedia play an inportant role in
preventing such violations by enmpowering children through information and
educati on.

49. One of the key provisions in this context is article 17, under which States
parties recogni ze the inportant function performed by the nmass nmedi a and shal
ensure that the child has access to information and naterial froma diversity of
national and international sources, especially those ainmed at the pronotion of
his or her social, spiritual and noral well-being and physical and nental

health. Article 13, noreover, provides for the child s right to freedom of
expression, including the freedomto seek, receive and inpart information and
ideas of all kinds, in witing or in print, inthe formof art, or through any
other nmedia of the child s choice. This right may, however, be subject to
certain restrictions, as provided by |law and as are necessary for respect of the
rights or reputations of others or for the protection of, inter alia, public
norals. Under articles 28 and 29, children have the right to education and
educational and vocational information, directed to the devel opment of the
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child' s personality, talents and nental and physical abilities to their fullest
potenti al .

50. Throughout the Convention, the best interest of the child is the underlying
principle - a principle which necessitates a careful bal ance between the rights
and freedons of the child and the responsibility of parents, guardi ans and
society as a whole to protect the child and to ensure his or her upbringing and
devel opnent and physical, nmental and noral integrity.

51. Al persons dissem nating information through the nedia and educati on,
whil e endowed with rights and freedons freely to express thensel ves and to seek
receive and inpart information in accordance with article 19 of the
International Covenant on Civil and Political Rights (General Assenbly

resol ution 2200 A (XXl), annex), are also bound to respect the right of privacy
of children victins of commercial sexual exploitation under article 17 of that
Covenant. The aforenentioned article 19 provides that the exercise of the right
to freedom of expression carries with it special duties and responsibilities and
may be subject to such restrictions as are provided by |aw and are necessary for
the respect of the rights or reputation of others and for the protection of,
inter alia, public norals. The International Covenant on Econom c, Social and
Cultural Rights (ibid.), when providing for the right of everyone to education
enphasi zes that such education should be directed to the full devel opment of the
human personality and the sense of its dignity and towards strengthening the
respect for human rights and fundanental freedons.

52. A dilemma already nmentioned is the protection of the right to privacy of
child sex offenders, which has been wi dely debated in some countries, where
civil liberties defenders are at odds with those who argue that such rights may
be limted or restricted if necessary for the protection of public norals.

53. Another issue posing |egal challenges for protecting the rights of the
child is the definition of child pornography. The Special Rapporteur has

al ready addressed this issue (see E/CN 4/1997/95/ Add. 2), arguing that the
Internet renders the traditional |egal definition of child pornography, nanely
the visual depiction or use of a child for pornographic purposes, outdated. The
Speci al Rapporteur, therefore, encourages the Committee on the Rights of the
Child to reaffirmthat the scope of article 34 of the Convention on the Rights
of the Child should be interpreted to include an absol ute prohibition on
"pseudo-chil d pornography", including the "norphing" of child and adult bodies
to create virtual child pornographic inages.

B. Facets of the nedia

54. The nedia are powerful tools of mass communi cati on nationally and
internationally, and their potential to protect children from sexual abuse and
expl oi tati on shoul d be explored thoroughly. Media have many facets, and can
reach a wide and varied audience. |f the dangers of child sexual abuse are
publicized, all sectors of society are encouraged to di scuss the issue and, nost
i nportantly, acknowl edge that the phenonenon exists, with a view to taking
preventative neasures to protect children
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55. This section considers ways in which the nedia affect the lives of those
confronted with the problem of child sexual abuse: the children, their parents,
t he abusers and the general public. It also highlights both the positive and
negative aspects of presenting this question in the glare of world publicity.

1. The role of the press in the reporting of sexual offences

56. It must be acknow edged that the manner in which sexual offences are
reported can have a devastating inpact upon the lives of those involved. At the
same time, journalists who act with sensitivity and concern for the victins on
whom t hey report can do nuch to further the healing process when the pain and
angui sh suffered is publicly acknow edged and efforts are made to restore the
dignity of the victins. However, even the nost well-nmeaning of reporters can
unwi ttingly conmpound existing problens of sexual exploitation and further a
victims distress by the insensitivity of their actions.

57. Journalists often have access to information which others ordinarily find
very difficult to obtain. They often work together w th non-governnental

organi zations and the police to | ocate and uncover exploiters and pl aces of
exploitation. The reporting of arrests and convictions can, therefore, be a
strong deterrent factor. Unfortunately, reporters investigating conmercia
sexual exploitation of children have sonetimes provided i nformati on which has
hel ped exploiters, for exanple, by show ng street nanes, the |ocation of
villages or easily identifiable |locations. As nentioned in an earlier report
(E/ CN. 4/ 1995/ 95/ Add. 1), the Special Rapporteur regretted that two docunmentary
films she had been shown during her visit to the Czech Republic, on the probl em
of boy prostitution and boy pornography, had resulted in an increased denand for
the services of the boys featured, whose identities and | ocations had not been
di sgui sed

58. The potential of the press to affect public perceptions of crines involving
sexual abuse is not limted to the subject matter involved, but extends to the
manner in which it is reported. Many reporters appear to place the blanme upon
wonmen and girls when sexual ly degrading events or crines occur. Reports of
violent rapes lose their ability to arouse enotions of outrage and synpathy for
the victins when set al ongsi de photographs of the victimwhich could be
interpreted as sexually provocative, or even set in the same newspaper as

pi ctures of topless wonen. The nedia in sonme countries often appear to confuse
victine with perpetrators by publishing pictures of children who have been
sexual |y expl oited and bl anking out the faces of of fenders.

59. Even before crimnal proceedings have been initiated, the way in which the
press reports the events can affect the outcone of the trial. There have been
nmany i nstances of so-called "trial by nmedia" where crimnal proceedi ngs have had
to be abandoned as the guarantee of a fair trial could not be ensured owing to
the prejudgenental nature of the press reports. This not only denies the victim
the satisfaction of a public acknow edgnment of his or her suffering coupled with
the opportunity to see the abuser sentenced, but al so denies the accused the
opportunity to defend hinself against the allegations made, in a properly
constituted |l egal setting. Simlarly there have been cases where journalists
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have unwittingly corrupted evidence by paying for stories, enabling crimnals to
escape conviction on a technicality.

60. The right of the press to report details of crinmes and the right of the
public to be informed do not justify the obvious sensationalismwhich many
reporters seek to create. An exanple of this was seen during the trial, in the
United Kingdomin 1996 of Rosemary West, who with her |ate husband was accused
of committing sexually notivated nurders of several young wonen and girls.

Foll owi ng an increasingly grisly series of newspaper reports regarding the
activities of the accused coupl e, one newspaper challenged its readers by

aski ng:

"How rmuch do you want to know about what Rosemary and Fred West are accused

of doing to young girls? Do you want every detail, exactly what was done
with a vibrator or roll of adhesive tape, how many | ashes, exactly where on
the genitals, and how nuch force it takes to sever a head? O will 'severe

sexual abuse' do?"?

61. Although the interests of justice may require the publication of

particul arly unpl easant abuses, the victinms may suffer further trauma, having
testified in court, fromreadi ng unnecessarily extensive details of their
testinmony in the newspapers. Cccasionally the tenptation to broadcast or print
sensational pictures has itself verged on pornography and thus on exploitation
It should be remenbered that daily newspapers do not carry any adult guidance
rating, and are a normal part of nost famlies' daily life, available to be read
by children of all ages.

2.  Visual

62. The reality of child sexual abuse was brought to tel evision screens in the
United Kingdomearlier this year, with the screening of a drama docunentary
entitled No Child of Mne. It told the allegedly true story of a young girl who
was sold for sex by her father at the age of 10, sexually abused by her nother
raped by her stepfather and a social worker, and forced to play sexual ganes

wi th her parents' friends.

63. The docunentary was conmended for bringing the subject into the public
arena, but concerns were expressed for the psychol ogi cal well-being of the
13-year-old actress who portrayed the victim as she had to act out graphic
scenes of rape.

64. Also in the United Ki ngdom suggestions were made that a popul ar tel evision
series entitled Band of Gold, about the lives of a group of teenage prostitutes,
i nfl uenced a young teenaged viewer to becone a prostitute. Al though she stil
lived at home, attended school and had no apparent need to earn nmoney, she
becanme attracted to what she perceived to be a glanorous lifestyle, but within
six months she had been nmurdered by two male clients.

65. In the United States of Anerica, a controversial filmentitled Kids was
banned from general release |last year. |t graphically depicted under-age sex
and drug taking and was branded as "kiddie porn" by many critics. Any nedi um

/...
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whi ch highlights in a sensitive way the danage that can be caused by prom scuous
under - age sexual activity would be wel comed, but that filmwas criticized as
having little purpose or justification, merely portraying a group of
unsupervi sed teenagers |eading a destructive lifestyle, in a way that would
nerely desensitize the audience to the serious nature of paedophilia and child
sex. Fears were also expressed that the filmwould be enjoyed by many
paedophil es, who would be led to feel that their desires and behavi our were
normal and accept abl e.

3. Audio

66. The popularity of the radio as a primary nethod by which information is
recei ved cannot be overestimated. This is especially true in devel oping
countries where access to television is limted and the level of illiteracy is
hi gh.

67. Mbzanbique is one of 10 countries in eastern and southern Africa in which a
UNI CEF- assi sted Adol escent G rl Conmunication Initiative has been devel oped. In
Mozanbi que a major part of this initiative has involved a radio drama series in
whi ch Mozanbi can actors act out a lively series of plots conveyi ng nessages such
as the inmportance of staying in school, how to deal w th sexual harassnent,

Al DS- awar eness, and covering delicate issues such as female genital nutilation
early marriages, and the donestic workload of girls. |In addition to the radio
series, the Initiative has devel oped aninmated films, com c books, story books,
audi o cassettes and posters resulting fromnonths of collaborati on anong
hundreds of witers and artists working with input fromthousands of ordinary
peopl e who have experienced difficulties such as those which formthe subject
matter.

68. The val ue of the tel ephone as a nediumfor instant two-way comunication
affording the users a degree of anonynmity has been capitalized upon, both
positively and negatively. Positively, helplines and hotlines allow victins to
tal k about their abuse, or reluctant witnesses to report what they have seen

wi thout the enotional strain of a face-to-face neeting. Sonetines fanous

tel evision personalities have initiated or have been used to publicize these
special lines. Negatively, however, the sane tel ephone service can al so be used
for the sexual exploitation of children, an exanple being the so-called

di al -a-porn or phone sex services. These services can often be accessed by
children without the know edge of their parents. Protecting children fromthese
servi ces has becone a great concern in nmany parts of the world: in the United
States, the Congress has passed a bill to that end, while in Japan a sinilar
probl em has been sol ved effectively by voluntary self-control in the private
sect or.

69. In the United Kingdom a well-known tel evision presenter |aunched Childline
t hrough her programme That's Life, reaching a huge ready-made audi ence. The
programe had previously appealed to viewers for their help in conducting a
survey on child abuse, and the BBC ran a tel ephone hel pline for 24 hours after
the programme for adults and children who wi shed to call.
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70. The nunber of children who called, wanting to confide details of cruelty
and sexual abuse while remai ni ng anonynous, was such that the |ines were janmmed
t hroughout the 24 hours. A special permanent free tel ephone hel pline was then
establ i shed, which now, nore than 10 years |ater, provides counselling for an
esti mated 90, 000 children and young people every year. |1t offers children a
free and confidential opportunity to speak about their problens. They can
remai n anonynous if they choose, and are not asked to nane their abusers. The
counsel lors do not nake referrals against a child' s w shes unless the child's
life is in danger, though they will refer the case to the social services or the
police if the child so wishes. Approximately 20 per cent of the callers are
counsel | ed about sexual or physical abuse. The special Childline nunber is now
wi del y publicized through various neans; nost recently the nunber has been
printed on the back of bus and cinenma tickets.

4. Print

71. Photographs of children in their underwear for nmil-order catal ogues are an
easily accessible source of material for paedophiles, and are comonly used, as
has been reveal ed by the discoveries of extensive paedophilia collections during
police raids on the homes of suspects.

72. Calvin Klein recently yielded to pressure and renoved its adverti sing
canpai gn showi ng teenagers in "suggestive" poses. The advertisenents showed no
nudity, and the nodels were sitting or standing by thensel ves, in passive poses,
but opponents described them as "kiddy porn".

73. Even in the case of adult fashions, young teenage girls are increasingly
bei ng used to nodel clothes, creating the perception that thin pre-pubescent
body i mages are the nost desirable. This has not only had the effect of

i ncreasing the demand for child prostitutes, but has also led to an increase in
eating disorders anpong ol der girls and wonen whose fully devel oped bodi es are

| arger than what is pronpted as "normal". Simlarly, it is appropriate at this
point to reiterate earlier concerns of the Special Rapporteur (see

E/ CN. 4/ 1997/ 95) that the extensive advertising of fashionable goods in newy
enmergi ng markets such as those in Eastern Europe has led to an increase in cases
of children and young people prostituting thenselves in order to raise noney to
buy such goods.

74. In Belgium an extensive programe using posters, known as "Article 34",
has been running since 1994. Posters are used to encourage child victinms of
sexual exploitation to tell soneone of their abuse, and not to remain silent.
The posters give the tel ephone nunbers of Ecoute Enfants, a tel ephone service
whi ch covers the area of the French-speaking commnity and is staffed by

prof essional counsellors. The approach differs dependi ng on whether the target
audi ence is under or over the age of 12.

75. Posters and leaflets are just two of the nmany net hods bei ng enpl oyed by the
i ncreasi ng nunbers of canpaigns ainming to raise awareness of the probl em of
child sex tourism- the travel of paedophiles to foreign countries for the

pur pose of finding and abusing child prostitutes. Anong the nbre prom nent
canpai gns is that of ECPAT, which has targeted airports and travel agents
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distributing child sex tourismlaw brochures to make tourists aware of the | aw
relating to such crimes. Simlar initiatives have included videos, car stickers
and | uggage | abel s.

76. In Belgium the Flem sh community has set up a sensitization canpaign on
sex tourismand child prostitution through the organization Kind en Gezin (Child
and Family). Brochures and leaflets are distributed through travel agencies and
the of fices of airline conpanies, warning people who travel to high-risk
destinati ons of the problens of paedophilia and sex tourism The objective of
the canpaign is to denounce existing networks of child prostitution and expose
the practices which exist.

77. A Children's Society canpaign |eaflet which highlighted the fact of child
prostitution in the United Kingdomwas condemed as being "irresponsible" by the
soci al services there, as it was felt that it would encourage child prostitution
rather than condemm it. The leaflet read: "Wy travel six thousand mles to
have sex with children when you can do it ...?" and naned Bournenout h,

Bi rm ngham Manchester or Leeds. However, the charity said that it was
necessary to use shock tactics as child prostitution was "an unconfortabl e

subj ect that does create reaction”

5. New nedia: the role of new technologies in the
commercial sexual exploitation of children

78. "First, the nature of technology: it is a great blessing, and what do we
know about bl essings? That every blessing has its curse. The greater the

bl essing, the nastier the curse. Technol ogy has the tendency to separate people
fromthe consequences of their worst behavior."?

79. The Internet is a giant network of networks. It is virtually inpossible to
determine its size at any given nonment, but it has grown massively since its
origins as an experinental project linked to defence-rel ated research in 1969.
In 1981, fewer than 300 conputers were linked to the Internet but, by 1996, it
was estimated that 9.4 mllion host computers were |inked, 60 per cent of them
located in the United States. Reasonable estimates suggest that as nany as 40
mllion people around the world can and do access the enornously flexible
conmuni cati on medium That figure is expected to growto 200 mllion Internet
users by the year 1999.°3

80. The Internet is in a unique position to take advantage of new technol ogy,
as text, photographs, video and audio clips can be dissem nated worl dw de
instantly. The nbst constructive ways in which it can be used to tackle the
commer ci al sexual exploitation of children include using the new technology to
further expand and devel op net hods of comuni cati on and education for the
preventi on of such exploitation. However, the virtually inexhaustible
categories of information which the Internet can provide include innovative and
simplified neans of sexual exploitation

81. The problem of accountability. The Internet is a decentralized, globa
medi um of comuni cati ons known as "cyberspace" that |inks people, institutions,
corporations and Governnents around the world, and the conputer networks are
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owned by governnental and public institutions, non-profit organizations and
private corporations. No single entity, academ c or governnental, corporate or
non-profit, admnisters the Internet. There is no central point at which al
the information is stored or fromwhich it is dissem nated, and it woul d not be
technically feasible for any one entity to control all of the information
conveyed on the Internet.

82. The risks to children on-line. Wile the Special Rapporteur recognizes and
commends the educational value, especially for devel oping countries, of the
wealth of information available on the Internet, there are many ways in which
children may be exposed to danger on-line. The two main ways in which children
may potentially be harmed by child pornography are by being exposed to

por nogr aphy and by being fil med or photographed or nmade the subject thenselves

i n sone other way.

(a) The child as viewer

83. Children who are exposed to pornography are in danger of being desensitized
and seduced into believing that pornographic activity is "normal” for children
It can provide a kind of nmodelling that nay adversely affect children's

behavi our and result in | earning experiences which connect sex to exploitation
force or violence.

84. There have been some highly publicized cases of abuse invol ving computers
but reported cases are relatively infrequent. Like nost crines against
children, many cases go unreported, especially if the child is engaged in an
activity that he or she does not want to discuss with a parent. Teenagers are
particularly at risk because they often use the conputer unsupervised and
because they are nore likely than younger children to participate in on-line

di scussi ons regardi ng conmpani onshi p, relationships or sexual activity. These
ri sks include exposure to inappropriate material of a sexual or violent nature,
or encountering e-mail or bulletin board nessages that are harassing, deneaning
or belligerent. Another risk is the possibility that, while on-line, the child
may provide information or arrange an encounter that could risk his or her
safety or the safety of other famly nmenbers. 1In a few cases, paedophiles have
used on-line services and bulletin boards to gain a child' s confidence and then
arrange a face-to-face neeting.

Restricting access to unwanted on-line nmateria

85. Various manufacturers have begun to build systens and have marketed
software intended to enable parents to control the material which comes into
their homes and may be accessed by their children, allowing themto enjoy the
educational benefits of the Internet while shielding themfrommaterial that is
obj ectionabl e according to the parents' own particul ar standards.

86. Some software nmanufacturers have started to enpl oy people to search the
Internet for sites containing potentially offensive material, which they then
add to a list every week. For those users who have the rel evant software
installed, the updated el enents are automatically added to the |ist of
previously bl ocked sites.
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87. Oher types of prograns allow a parent to nonitor everything passing

t hrough their conputer. Parents can enter such phrases as "Wat's your nanme?"
and "Wiat's your phone nunber?" in a phrase book. When the software detects one
of the targeted phrases printing across the terminal, for exanple in a chat room
of a commercial on-line service, it imediately logs off the service.

Content on the |nternet

88. The types of content on the Internet defy easy classification, and can be
as diverse as human thought. Such diversity is possible because the Internet
provi des an easy and inexpensive way for a speaker to reach a | arge audience,
potentially of mllions. Any Internet user can conmuni cate by posting a nessage
to one of the thousands of news groups and bulletin boards or by engaging in an
on-line "chat", and thereby reach an audi ence worl dwi de that shares an interest
in a particular topic.

89. Because of the different forns of Internet conmunication, a user of the
Internet nay speak or listen interchangeably, blurring the distinction between
"speakers" and "listeners" on the Internet. Unlike traditional nedia, the
barriers to entry as a speaker on the Internet do not differ significantly from
the barriers to entry as a listener. Once one has entered cyberspace, one nmay
engage in any dial ogue that occurs there.

Sexual ly explicit material on the Internet

90. Sexually explicit material includes text, pictures and chat between users.
It includes bulletin boards, news groups, and the other forns of Internet

conmuni cation, and extends frommldly titillating to hard-core pornography.

Al t hough surveys done by on-line adm nistrators suggest that pornographic sites
are anmong the nost often used on the Internet, the percentage of such sites is
not certain. Once a provider posts material on the Internet, it is available to
all other Internet users worldw de, and the provider cannot prevent that content
fromentering any community. The Internet technol ogy gives a speaker a
potential worldw de audi ence, although al nost all sexually explicit images are
preceded by warnings as to the content.

ldentity of Internet users

91. It is inpossible to determine conclusively the identity or age of a user
accessing material through the Internet. An e-mail address may conprise an
alias or use an anonymous re-mailer. There is also no universal l|isting of
e-mai|l addresses with corresponding identities, and any such listing would

rapi dly becone incomplete. A sender therefore has no way of know ng whether an
e-mail recipient is an adult or a mnor. Simlarly, even individuals engaging
in chat room di scussions cannot ensure that all readers are adults.

92. Even if it were possible with the avail able technology to bl ock access for
children to certain news groups or chat roons, there is no method by which the
creators of news groups that involve discussions of normally acceptabl e subjects
such as art or politics, but could potentially elicit indecent contributions,
could limt the blocking of access by minors to the indecent elenent only, while
still allowi ng themaccess to the renmaining content. Even security systens such

/...
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as credit card verification or adult password verification are unlikely to
devel op the capacity to ascertain that the user of the password or credit card
is over 18.

93. Therefore, all speech on any topic that is available to adults will also be
avail able to children using the Internet, unless it is blocked by screening
software running on the conputer the child is using. It is not possible for a
speaker using current technology to knowif a listener is using screening
sof t war e

94. The attenpts to regulate children's access to pornography by the

devel opnent of software prograns, although very wel conme, cannot achi eve nore
than a very limted success, as these prograns can be bypassed by users with a
good know edge of the Internet and sone technical sophistication. Even if
better technical solutions becone available, this approach is inadequate because
children can increasingly find access to anot her conputer, and their technica
expertise is often far superior to that of their parents.

Anonynmi ty

95. Anonymity is inportant to Internet users who seek to access sensitive
information. A user can invent virtually any identity and route a nessage

t hrough different countries so that when it reaches its destination it wll be
i npossible to determne its origin. It is also possible to re-route e-mail and
i mages through what are referred to as "anonynous re-mailers”. These take

i ncom ng nmessages and renpve the source address, assign an anonynous
identification code nunber with the re-mailer's address, and forward it to the
final destination. Responses to the anonynous nessages are then sinmilarly
encoded and the responder al so remai ns anonynous. In Finland, one such
re-mail er service used to be operated by Johan Hel si ngus, who, however, closed
down the service after being accused of paedophilia, which he strongly denied.
An adverse repercussion of the close-down was suffered by the British

organi zati on The Samaritans, which counsels people contenplating suicide and has
i ncreasi ng nunbers of conputer contacts, many of whomuse the "re-muiler"
service to renmmi n anonynous.

(b) The child as material

96. The advances in computer technol ogy, including the use of cantorders, VCRs,
hone-edi ti ng desks, conputer-generated graphics and editing, have nade the
creation and distribution of child pornography easier, cheaper and nore
difficult to detect. It has developed into a nulti-mllion-dollar industry

whi ch can be run fromw thin the exploiter's hone.

97. Every photograph or videotape of child pornography is evidence of that
child' s abuse. The distribution of that depiction repeats the victim zation
over and over again, long after the original material was created. A case in
point is the death by suicide of a 12-year-old boy in Upper Austria, who killed
hi nsel f after discovering, in addition to the trauma of being sexually abused by
an ol der man, that photographs of those abusive acts had been posted on the
Internet.*
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98. Inmges can be altered by conputer. It is not difficult to add to an inage
or delete parts of it, thereby creating pseudo-photographs. A child s face can
be superinposed on an adult's body, and adult features such as breasts and
genitals can be mnimzed so as to nake the inmages | ook Iike children. The
distribution of the altered image is still considered to exploit the child whose
face is shown. It is also possible to insert digital inages of a person into a
video in which he or she has not appeared. Life-like child pornography is now
bei ng created wi thout using any real children at all

99. There are an increasing nunber of cases of child pornography being reported
whi ch do not involve visual inmages. An unusual |egal situation arose follow ng
the arrest of 19-year-old Joseph Pecchiarich in M ssissauga, Canada, in 1993.

He becane the first person in Canada to be convicted of distributing child

por nogr aphy via conputer, but he had never photographed or filnmed actua
children. He wote and posted on the Internet several stories which depicted

hi msel f having sex with several fenmale children, who were always portrayed as
willing partners. He was arrested for distributing child pornography, which
under Canadian law is defined not only as materials involving real children, but
that whi ch depicts children involved in sex, or advocates sex with a child under
the age of 18. He was charged under section 163.1, which was debated in
parliament as bill C 128, and becane | aw on 1 August 1993, anendi ng the Canadi an
Crimnal Code. One of the ideas behind the law is that the harm caused by child
por nogr aphy extends beyond the direct abuse of children in its production and
that such nmaterial has great potential to pronote child sexual abuse whether the
child portrayed is a real person or not.

100. The Internet can be used by paedophiles to contact each other and they can
set up bulletin boards to exchange information relating to their sexual interest
in children, or have running conversations in the formof chat roons on such
subj ect s.

101. For those who woul d seek to access inmages of child pornography through the
Internet, a basic search using the nost obvi ous keywords such as "child

por nography” will normally direct the user towards sites canpai gning agai nst the
Internet being used as a nediumfor the distribution of such material, or news
itens relating to the arrests of those suspected of being involved. Many

non- governmental and private organi zations and individuals are starting to voice
their fears for the future of the information superhi ghway, and much research is
being carried out to consider the best ways to tackle the problem

102. Unfortunately, even the extensive and ever-increasing collection of well-
neaning initiatives, studies and surveys into the nature of the problem and
possi bl e ways to approach a solution have not escaped all egati ons of abuse. An
exanple of this is the controversy surrounding the "cyberporn" study of

Marty Rimm of Carnegie Mellon University. The ethics of the study, entitled
"Mar keti ng pornography on the informati on superhi ghway", which purported to
anal yse the anount and nature of pornographic materials being posted on the
Internet, have been called into question, as the study involved | ooking for
por nogr aphy, downl oading it, and studying how it had been classified.
Criticisms of the way the research was carried out included accusations of

i nvasi on of privacy, deception, placing human subjects at risk, and possible
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fraudul ent data gathering. It was also alleged that the study was a deliberate
search for child and teen pornography.

C. National and international initiatives

103. Two possible nmeans to prevent child pornography from being posted on the
Internet are the |l egal systemand self-regulating initiatives. As the

devel opnent of the Internet is still in its infancy, CGovernnents that have
attenpted to regulate its use have often not fully understood either the
technol ogy or the inplications of their actions to control it. Self-regulating
initiatives, which give the users of the Internet sone responsibility over what
shoul d be renmpbved, have made sonme progress towards renoving the conflict between
regul ati on and freedom of expression

104. In the Netherlands, the Hotline for Child Pornography on the |Internet was
created by the Foundation for Internet Providers, Internet users, the Nationa
Crimnal Intelligence Service, the National Bureau against Racial D scrimnation
and a psychol ogist. Like other national hotlines that are starting to be set

up, it operates by asking Internet users to report any child pornography that
they find. The Netherlands Hotline tries to have a preventative attitude
towards the problem in that once a site is reported, the Wb Site provider wll
ask the issuer of the naterial, if he can be traced, to renove it fromthe
Internet, and will report that person to the police if he or she fails to do so.

105. The hotline has also tried to rai se awareness of the risks of spreading
child pornography, including the fact that the penalty in the Netherlands is
four years' inprisonment. Mich attention has been given to the hotline by the
nedi a, thus further stinmulating the process of awareness and prevention

I nstead of being censors, such hotlines are intended to be regarded as
initiatives against censorship, by indirectly targeting the poster of illega
chil d pornography instead of whole areas of information and comuni cation

106. In India, the Government has attenpted to prevent misuse of the Internet by
limting access to the service to the academic world. As a result, the Internet
remai ns inaccessible to the individual or comercial user. Simlarly, the entry
of foreign print and electronic media into the country has provoked a
controversy, with the Governnent still undeci ded about its stand.®

107. Singapore has attenpted to regulate the content of the Internet as far as
possi bl e, through a d ass Licence Schene, where Internet service providers and
Internet content providers are required to bl ock out objectionable sites as
directed by the Singapore Broadcasting Authority. Schools, libraries and other
providers of Internet access to children are required to institute a tighter

| evel of control, although options as to how this could be inplemented have not
yet been identified. The Special Rapporteur has |earned that concerns have been
expressed as to the scope and vagueness of the Internet content guidelines and
the effect that they m ght have on the Singaporean right to freedom of

expr essi on.
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108. In China, Internet users nust register with the police, and it is reported
that a conpany in Massachusetts, United States, is investing in technol ogy
designed to allow the Governnent of China to censor the Internet.

109. The Internet Society of New Zeal and and the Internal Affairs Departnent set
up a joint working group to tackle pornography on the Internet in Decenber 1996
This foll owed several high-profile raids and nonitoring exercises by the
authorities. The Society is also devel oping a code of practice for Internet
servi ce providers.

110. In connection with the first Wrld Congress agai nst Commercial Sexua

Expl oitation of Children held at Stockhol min August 1996, the Norwegi an
Orbudsman for Children and Save the Children Norway initiated a project with the
aimof identifying paedophile networks: systens, nethods, codes and ways of
comuni cation used by crimnals involved in the sexual exploitation of children
Ext ensi ve investigations undertaken by professional conputer hackers reveal ed
organi zed trading in child pornography on the Internet, and special sites
containing information on sex tours and neetings. In one chat group hard-core
amat eur child pornography was found, showing girls and boys between the ages of
8 and 12 being raped repeatedly by adults of both sexes.

111. An international conferences on conbating pornography and viol ence on the
Internet - a European approach, was held on 13 and 14 February 1997 in London,
organi zed by the Association of London Governnent. Topics discussed included
the possibilities of technically and legally controlling the Internet,
cooperation fromthe police, and national and international policy for the
future.

112. In the United States of America, the Suprene Court recently ruled that a
federal |aw which sought to curb indecency on the Internet was unconstitutional
The plaintiffs, who included various organi zations and individuals associ ated
with the conputer and comunications industries, and those who publish or post
materials on the Internet, challenged on constitutional grounds provisions of

t he Conmuni cations Decency Act of 1996. They contended that two provisions of
the Act directed to communications over the Internet which m ght be deened
"indecent" or "patently offensive" for mnors, defined as persons under the age
of 18, infringed upon rights protected by the First Amendnent and the due
process clause of the Fifth Amendnent, in that adults would be denied access to
materi als which they had the right to see.

113. Since the Internet crosses state and nati onal boundaries, Internet users
nmust be careful that they avoid violating not only the federal laws and their
own state |aws, but those of any other State which m ght becone involved. In
one fanous case, Qperation Longarm United States authorities, with the
cooperation of the Government of Denmark, tracked down the identity of callers
fromthe United States who downl oaded child pornography froma Dani sh bulletin
boards (see E/CN. 4/1997/95/Add.2). The United States Custons services then
rai ded the homes of the suspected callers and confiscated their conputers,
floppy disks and other materials. Several people were prosecuted as a result.
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114. The United Ki ngdom police were involved in Qperation Starbust, an

i nternational investigation of a paedophile ring thought to be using the
Internet to distribute graphic pictures of child pornography, and the biggest
operation so far carried out in the United Kingdom N ne British men were
arrested as a result of the operation, which involved other arrests in Europe,
Anerica, South Africa and the Far East. The operation identified 37 nen

wor | dwi de.

115. Al so exposed during Operation Starbust was Father Adrian Ml eish, 45, a
Roman Cat holic priest in Durhamwho held the | argest known collection of illicit
matter yet gathered electronically. He had anassed a vast store of obscene

pi ctures and drawi ngs in his presbytery and exchanged thousands of explicit
e-mai | nessages with other paedophiles. He was sentenced to six years

i mprisonnent in Novenber 1996. He admitted 12 speci nen charges of indecent
assaul ts agai nst two boys of 10, one aged 12 and another aged 18. He al so
admtted distributing i ndecent photographs, possessing themwth intent to
distribute them and being involved in the inportation of pornographic videos of
children. There was evidence that he had sent pictures of at |east one of the
boys he had abused and tal ked on the Internet of "groom ng" the boy for use in
later life. He had al so enhanced sone pictures to make them nore sexual ly
explicit.

D. Education

116. The Speci al Rapporteur regrets the lack of information relating to the role
of education in the context of her report. It is hoped that nore information
will be received prior to the conpilation of her next report to the Comm ssion
on Human Ri ghts.

117. The increased awareness of the need for AIDS education in schools has had
the wel cone effect of bringing the subject of early sexual behaviour and child
sexual abuse into the arena of the school curriculumin many countries which had
previously been reluctant to introduce sex education, owing to a m spl aced fear
that such education coul d encourage sexual activity anmong children.

118. In Argentina, there is strong opposition fromthe representatives of the
Catholic Church to the inplenmentati on of sex education programres in schools.
To date, such programmes have not been inplenented. However, educational and
trai ning programes targeted at professionals working in strategic areas,
including immgration personnel and | aw enforcenent officials, cover issues of
child sexual abuse and exploitation

119. UNAIDS recently conm ssioned an update of an earlier Wrld Health

Organi zation review of studies, carried out mainly in the United States and
Europe, on the effect of sexual health education in schools. That review

i ndi cated that education on sexuality or H'V does not encourage increased sexua
activity and that quality programmes actually helped to delay first intercourse.
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120. There is no universal consensus as to the age at which a child should begin
to receive sexual health education, but the increasing evidence of sexual abuse
in particular has persuaded sone teachers and Al DS workers that some form of
education at primary school is necessary.

121. In Zi nbabwe, such education is started in school for children aged 8 or 9,
as the problemof child sex abuse and rape is such that it is considered vita
to introduce the subject at that young age. Sinmilarly, it is inportant that
parents are educated as to the need for their children to be taught about these
dangers, and for such education to be targeted towards those children who do not
attend school

122. In northern Thailand, for exanple, the Daughters of Education project
provides funding for girls who might otherwi se be sold into the sex trade,
enabling themto remain in school and devel op better prospects. Also in
Thailand, a Children's Forum has been created in parlianent, securing the

i nvol venent of children in decisions relating to thenselves. A "nedia page" in
newspapers and nmagazi nes channel s children's experiences to the adult world.

V.  RECOVMENDATI ONS

A. Media and education

1. Prevention and advocacy

123. As di scussed above, education and the nedia as catalysts in the prevention
and elimnation of comrercial sexual exploitation of children are considered

t oget her since the Special Rapporteur believes that a conbination of the npst
positive el ements of each catalyst would create a strong forum for awareness-
raising, with the goal of preventing abuses agai nst children, sexual or

ot herwi se, through informed advocacy. Listed below are sonme strategies which

t he Speci al Rapporteur urges Governnents, in cooperation with civil society and
non- gover nnent al organi zations, to adopt in their efforts to prevent conmrercia
sexual exploitation of children

(a) Publicize and popul arize laws for the protection of children agai nst
comerci al sexual exploitation

(b) Gve prominent visibility to convictions of child sex offenders under
those laws, to serve as a deterrent to potential perpetrators;

(c) Pronote a culture of rights and positive noral values for society,
especi al |y addressing parents, children and nenbers of their famlies, which may
i nclude the follow ng el ements:

(i) Respect for all human rights, fostering principles of tolerance and
non-di scrimnation, especially in pronoting equal treatment for boys
and girls (for exanple, in access to education);

(ii) Principles of good parenthood, focusing on the evil effects on
children of violence and sexual abuse, including incest;
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(iii) Eimnation of practices founded on culture and tradition which m ght
be inimcal to children

(d) Sensitize and educate children to consciously detect and identify
aberrant behaviour and risk factors or situations maki ng themvulnerable to
comerci al sexual exploitation

(e) Educate the public on the pernicious and | ong-Ilasting consequences of
any form of sexual abuse and exploitation of children

(f) Raise awareness anong | eaders of nmass comuni cations and entertai nnent
industries with a viewto sensitizing programes and services to the needs of
children and the protection of their rights;

(g) Conduct public information canpai gns to encourage children victins or
potential victinms of sexual abuse to seek hel p and assi stance and publicize
of fices and agenci es extendi ng such assi stance;

(h) Sensitize policy nakers, legislators, civic and professional groups
and religious | eaders and communities to not only the desirability but the
absol ute necessity of including sex education in school curricula; sex
education, including H V/ AlDS awareness raising, is necessary at an early age so
that children fully conprehend their responsibilities and the consequences of
their sexual behaviour, for their health and their future;

(i) Provide free conpul sory primary and secondary education for children;

(j) Mobilize the business sector to fund children's education, inter alia,
t hrough grants or schol arshi ps;

(k) Establish a nonitoring body, composed of, inter alia, child
psychol ogi sts and social welfare officers, to approve programes and initiatives
i ntended to protect and assist children victins of sexual abuse and exploitation
so as to ascertain that such progranmes do not carry any unintended or
unf or eseen negative repercussions on children

(1) Consult with manufacturers of conputer hardware and software products,
Internet service providers, legislators, parents and children thenselves to
devel op strategies for mnimzing the dangers of the Internet's being used for
pur poses of commercial sexual exploitation of children

2. Response and intervention

124. Children who have fallen victimto any kind of abuse and exploitation are
in desperate need of tinely assistance. However, not all assistance may be to
the benefit of the child. Entry points for revictimzation abound throughout
t he response nmechani snms so that if care is not duly exercised it may very well
happen that no response is the better option. The key should be the best
interests of the child. The conviction of the offender may never fully
conpensate for the greater trauma suffered by the child caused by insensitive
handling in the hands of the very people offering assistance. It wll be
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recal led that earlier reports of the Special Rapporteur to the General Assenbly
(A/ 51/ 456) and the Conmi ssion on Human Rights (E/ CN. 4/1997/95) included a
speci al focus on the justice system w th recommendati ons on how to avoid
revictimzation of children in the hands of |aw enforcenment officials.

125. Medi a and education do not only play crucial roles in preventing conmerci al
sexual exploitation of children but also have a trenendous capacity and a
certain responsibility to provide response nechanisns to children victins, as
well as to intervene, in an informed manner, in cases of sexual abuse of
children that come to their attention. The follow ng recomendati ons are,
therefore, addressed to all persons involved in the nmedia and education sectors,
in responding to a child' s cry for help:

(a) Wdely publicize nechanisns for reporting crines against children

(b) Wdely publicize existing response nechani sns, organizati ons and
agenci es providing assistance to children victins, such as tel ephone hotlines,
focal points in relevant government departnents and in educational institutions,
and | ocal comunities;

(c) Sensitize nmedia and educational personnel to the dangers of
revictimzation of children victins and provi de safeguards for avoi ding such
dangers;

(d) Design and inplenent training programmes for all sectors of society
i nvol ved with children, such as teachers, parents, social workers, |aw
enforcenent officers and other carers for children, with a view to:

(i) Early detection of signs of physical or sexual abuse;

(i1) Interview ng and confidence-building techniques in dealing with
children victins of abuse;

(i1i) Sensitization to avoid revictimzation

(e) Ensure inforned and sensitive reporting of cases of child sex abuse,
in particular protecting the identity, dignity and integrity of the victim

(f) Sensitize the public to the needs of a child victimof sexual abuse
and exploitation so as to avoid ostracism further revictimzation or unfair
puni shrent ;

(g) "Break the silence" by encouraging the public to informrel evant
authorities of any suspicious activities potentially endangering children,
t her eby extendi ng val uabl e assistance in detecting and apprehendi ng child sex
abusers;

(h) Reinforce and foster concepts of conmmunity responsibility and
accountability in protecting and assisting children and their famlies;

(i) Mbilize the private sector, including conputer industries, in the
fight against the commercial sexual exploitation of children through
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inter alia, making available hotlines to enable users to report potentially
harnful materials on the Internet in an effort to pronote self-regulatory
control s.

3. Recovery and reintegration

126. Under article 39 of the Convention on the Rights of the Child, a child
victimof any form of exploitation or abuse shall receive all appropriate
treatment and care to pronote his or her physical and psychol ogi cal recovery and
soci al reintegration, in an environnent which fosters the health, self-respect
and dignity of the child. It is thus clear that assistance to a child victim
does not end with a response to the cry for help by renoving the child from an
abusi ve situation or by elimnating the cause of abuse. Such inportant

i ntervention, some strategies for which are outlined above, nust be foll owed by
serious efforts to establish a healing process to redress damage al ready done.
Sone recomendations intended to further the recovery and the reintegration into
soci ety of child victins are outlined bel ow

(a) Ensure that all rehabilitation and reintegration progranmes and
initiatives are professionally evaluated by child psychol ogists, child
psychi atrists or other qualified persons or organizations, with a viewto
maxi m zing the benefits for children victins and elimnating any potentia
harnful effects; nmonitor periodically the inplenmentation of such programes and
initiatives to ensure that children receive appropriate and i nforned assi stance
and care;

(b) Mbbilize and involve the business sector in focusing on the plight of
economi cal | y di sadvantaged children with a view to taking proactive initiatives,
such as providing children victins of sexual exploitation, prostitution and
por nography with alternative income-generating activities, apprenticeships or
livelihood training possibilities;

(c) Provide free counselling services for child victins and their famlies
to ensure reintegration of the children within their famlies and their
conmmuni ti es;

(d) Enlist the cooperation of teachers and other children victins to
facilitate the return of child victins to school, bearing in mnd the right to
privacy and integrity of the child.

B. Networking

127. Active and effective cooperation not only between Governnments and

non- gover nnent al organi zati ons but al so between non-governnental organizations
thensel ves is inmperative in the fight against sexual abuse and exploitation of
children. The Special Rapporteur appreciates the fact that in many countries

i ncreased cooperative efforts are already being extended in the pronotion and
protection of the rights of children by both Governnments and non-gover nnent al

organi zati ons. The Special Rapporteur, however, cannot but fail to note that

the effective identification and allocation of areas of responsibility and
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accountability, w thout competition and at the national |level, are yet to be put
into place. Mst initiatives and programres which the Special Rapporteur has
been able to observe function on an ad hoc basis, w thout any coordi nation
relating to networking or tapping of sources of funding. The Special Rapporteur
strongly believes that close cooperation and openness in sharing informati on and
experiences in protecting the rights of children would nmutually strengthen the
capaci ties and successes of each organi zation, both governnental and

non- gover nient al .

128. Sone obstacles to effective networking have been observed, as foll ows:

(a) Organizations, both governmental and non-governnental, frequently
enbark on projects which are too far-reaching or all-enconpassing to be
effective;

(b) A lack of coordination, often already at the fund-seeking stage, |eads
to duplication and overlap of activities in one sector, thereby neglecting other
i nportant areas for providing support to children

(c) Conpetition for funding sources often | eads to conpetition and secrecy
anong organi zati ons;

(d) There exists no accountability for non-inplenentation

129. Wil e the Special Rapporteur recognizes that full networking is not
feasible in all circunstances, she firmly believes that such active and

ef fective cooperation would not only ensure that conprehensive support is
provided to children in all areas, fromprevention to reintegration, but would
al so consi derably strengthen the individual organizations working towards this
comon obj ective. Sonme recomendations to this end are put forward bel ow

(a) Funding agencies and donors should ensure a willingness to fund
projects and initiatives in all areas of protecting and pronoting the rights of
the child in order to maxi m ze support to children

(b) Fundi ng agencies and donors should carefully evaluate the proposed
programes agai nst the national context and also in the framework of activities
al ready undertaken in rel ated areas;

(c) Consultative neetings between Governnents, funding agencies and
non- gover nment al organi zati ons should be held to devise a strategy for effective
net wor ki ng, including the devel opnent of a directory of organizations working in
the area of children, with descriptions of their specific areas of activities
and responsibilities;

(d) Wthin the United Nations system such cooperation and coordination to
ensure naxi m zation of resources for the benefit of children is also called for



A 52/ 482
Engl i sh
Page 30

Not es

! "How | ow should we go? Where to draw the line at revealing the grisly
m nutiae of the West trial", The Independent, February 1996.

2 Russell Baker, "Kindly stuff your superhighway", The New York Ti nes.

3 Statistics taken fromthe case of American Civil Liberties Union v.
Janet Reno, Attorney General of the United States, 1996.

4 "Drama um 12 j ahriges Sexopfer: Bub schoss sich ins Herz", Der Kurier,
6 July 1997.

5 "State of isolation", The Guardian, 13 April 1995.




A 52/ 482
Engl i sh
Page 31

Sel ected sources consulted

1. Andrew Charl esworth, Legal Issues of the Internet/Wrld Wde Wb/ El ectronic

Publ i shing, University of Hull Law School, 1995.

2. Electrifying Speech: New Communi cations Technol ogi es and Traditional G vil
Li berties, Human Ri ghts Watch, New York, 1992.

3. Yaman Akdeni z, The Requl ation of Pornography and Child Pornography on the
Internet, University of Leeds, 1997.

4. Violence on the Screen and the Rights of the Child, Svenska Unescoradets
skriftserie nr 2, Sweden, 1996.

5. Anerican Gvil liberties Union v. Janet Reno, Attorney General of the
United States, No. 96-963, District Court of Pennsylvania, 1996.

6. Child Exploitation & the Media Forum ACHE and Pressw se, United Ki ngdom
1997.

7. Amesty International Report, 1997.

8. Human Ri ghts Watch/Wrld Report, 1997.

9. Country Reports on Human Rights Practices for 1996, Departnent of State,
United States of America, 1997.

10. "Dutroux inquiry unravels fatal cover-up", The European, 1 March 1997.

11. "Thousands of sex offenders at |arge", The Guardian, 19 June 1997.

12. National lLegislation on and International Trafficking in Child Pornography.
Center on Speech, Equality and Harm University of M nnesota Law School, United
States of Anerica, 1996.




